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Copyright and Trademark Information

This document contains proprietary information that is protected by copyright. All rights reserved.
No part of this document may be photocopied, reproduced, or translated into another language
without the express prior written consent of Raritan, Inc.

© Copyright 2007 Raritan, Inc., CommandCenter®, RaritanConsole, Dominion®, and the
Raritan company logo are trademarks or registered trademarks of Raritan, Inc. All rights reserved.
Java® is a registered trademark of Sun Microsystems, Inc. Internet Explorer and Active Directory
are registered trademarks of Microsoft® Corporation. Netscape® and Netscape Navigator are
registered trademarks of Netscape Communication Corporation. All other marks are registered
trademarks or trademarks of their respective manufacturers.

© Copyright 2007 GoAhead Software, Inc. All Rights Reserved.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. Operation of this equipment in a
residential environment may cause harmful interference.

VCCI Information (Japan)

CHKEIL ., FHRLBREFTHREEFEIAFBHES (VCC 1) DEE
ICEDCIVFAABHREMEETT, COXBEZRERRTHERAT 2 EBR
EEFIZRECTENHBUET., COBRICEEREN BN LR EHT
BEIBEKRENBEDPHBUET,

Raritan is not responsible for damage to this product resulting from accident, disaster, misuse,
abuse, non-Raritan modification of the product, or other events outside of Raritan’s reasonable
control or not arising under normal operating conditions.
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For assistance in North or South America, please contact the Raritan Technical Support Team
by telephone (732) 764-8886, by fax (732) 764-8887, or by e-mail tech@raritan.com

Ask for Technical Support — Monday through Friday, 8:00am to 8:00pm, Eastern.

For assistance around the world, please see the last page of this guide for
regional Raritan office contact information.
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Safety Guidelines

To avoid potentially fatal shock hazard and possible damage to Raritan equipment:

Do not use a 2-wire power cord in any product configuration.

Test AC outlets at your computer and monitor for proper polarity and grounding.

Use only with grounded outlets at both the computer and monitor. When using a backup UPS,
power the computer, monitor and appliance off the supply.

Rack Mount Safety Guidelines

In Raritan products which require Rack Mounting, please follow these precautions:

Operation temperature in a closed rack environment may be greater than room temperature.
Do not exceed the rated maximum ambient temperature of the appliances (refer to Appendix
A: Specifications for additional information).

Ensure sufficient airflow through the rack environment.

Mount equipment in the rack carefully to avoid uneven mechanical loading.

Connect equipment to the supply circuit carefully to avoid overloading circuits.

Ground all equipment properly, especially supply connections, such as power strips (other
than direct connections), to the branch circuit.
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Chapter 1: Introduction

Dominion KX Il Overview

Dominion KX 1l is an enterprise-class, secure, digital KVM (Keyboard, Video, Mouse) switch
that provides BIOS-level (and up) access, and control of up to 64 servers from anywhere in the
world via Web browser. At the rack, Dominion KX Il provides BIOS-level control of up to 64
servers and other IT devices from a single keyboard, monitor, and mouse. The integrated remote
access capabilities of the Dominion KX Il provide the same levels of control of your servers via
Web browser.

Dominion KX 11 is easily installed using standard UTP (Cat 5/5e/6) cabling. Its advanced features
include virtual media, 128-bit encryption, dual power supplies, remote power control, dual
Ethernet, LDAP, RADIUS, Active Directory, Syslog integration, and Web management. These
features enable you to deliver higher uptime, better productivity, and bulletproof security — at any
time from anywhere.

Dominion KX Il products can operate as standalone appliances and do not rely on a central
management device. For larger data centers and enterprises, numerous Dominion KX Il units
(along with Dominion SX units for remote serial console access and Dominion KSX for
remote/branch office management) can be integrated into a single logical solution using Raritan’s
CommandCenter Secure Gateway (CC-SG) management appliance.

@ Computer Interface Module (CIM)
B Cats Cable

Dominien KX I _____———f“a.u_h___
_—_—_—:—_::—_:‘___ﬂ
= — Windows*
— Linux®
- — SUN#
B — UNIX*
= — MNowell®
= ‘: — Legacy
_ I _"-'“‘ AP LANAVANS, Modem Access
Power Strip
Local Access PR
= -
e

Remote Virtual Media USE Drivels)

Remote (Metwork) Access (1 to 4 Users) T
Windows, Linux, Sun and Mazintosh

Figure 1: Dominion KX Il Configuration
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Virtual Media

All Dominion KX Il models support virtual media. The benefits of virtual media — mounting of
remote drives/media on the target server to support software installation, and diagnostics — are
now available in all of the Dominion KX II models.

Each Dominion KX Il comes equipped with virtual media to enable remote management tasks
using the widest variety of CD, DVD, USB, internal and remote drives and images. Unlike other
solutions, the Dominion KX Il supports virtual media access of hard drives and remotely
mounted images for added flexibility and productivity.

Virtual media sessions are secured using 128-bit AES or RC4 encryption.

The new D2CIM-VUSB CIM (computer interface module) supports virtual media sessions to
target servers supporting the USB 2.0 interface. This new CIM also supports Absolute Mouse
Synchronization™ as well as remote firmware update.
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Product Photos

Figure 2: Dominion KX2-116

Figure 3: Dominion KX2-432

Figure 4: Dominion KX Il CIMs: D2CIM-VUSB (left); D2CIM-PWR (right)

Z=Raritan.
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Product Features

Hardware

Integrated KVVM-over-IP remote access

1U or 2U (KX2-464) rack-mountable; brackets included

Dual power supplies with failover; auto-switching power supply with power failure warning
16, 32, or 64 (on KX2-464) server ports

Multiple user capacity (1/2/4 remote users; 1 local user)

UTP (Cat5/5e/6) server cabling

Dual Ethernet ports (10/100/1000 LAN) with failover

Field upgradeable

Local user port for in-rack access

PS/2 keyboard/mouse ports

One front and three back panel USB 2.0 ports for supported USB devices
— Fully concurrent with remote user access
Local Graphical User Interface (GUI) for administration

Centralized access security

Integrated power control

LED indicators for dual power status, network activity, and remote user status
Hardware reset button

Software

Virtual media with D2CIM-VUSB CIM

Absolute Mouse Synchronization with D2CIM-VUSB CIM

Plug-and-Play

Web-based access and management

Intuitive Graphical User Interface (GUI)

128-bit encryption of complete KVM signal, including video and virtual media
LDAP, Active Directory, RADIUS, or internal authentication and authorization
DHCP or fixed IP addressing

SNMP and Syslog management

Power control associated directly with servers to prevent mistakes

Integration with Raritan’s CommandCenter Secure Gateway (CC-SG) management appliance
CC Unmanage feature to remove device from CC-SG control
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Terminology

This manual uses the following terminology for the components of a typical Dominion KX II

configuration:

— — — TCPIP

-------------------- UTP Cable(Cat5/5e/6)

Remote PC

Remote PC
(client)

Local Access Console
(client)

CIMs
(Computer Interface
Modules)

Target Servers

Power Strips

Local Access
Console

KVM {Keyboard, Video, Mouse)

’ . — Target
.@ Veindows 2000 Serers

Power
- Strips

Figure 5: Terminology and Topology

Networked computers used to access and control target servers
connected to the Dominion KX II. Refer to Supported Operating
Systems (Clients) for a list of the Operating Systems supported by
Dominion KX Il remotely.

An optional user console (consisting of a keyboard, mouse, and multi-
sync VGA monitor) attached directly to Dominion KX 1l to control
target servers locally (directly at the rack, not through the network).

Dongles that connect to each target server and Raritan power strip.
Available for all of the supported Operating Systems. Refer to
Supported CIMs for information about the CIMs supported by
Dominion KX 1.

Servers with video cards and user interfaces (e.g., Windows®,
Linux®, Solaris™, etc.) accessed remotely via Dominion KX II.
Refer to Supported Operating Systems and CIMs (Target Servers) for
a list of the supported Operating Systems and CIMs.

Raritan power strips accessed remotely via the Dominion KX II.

Package Contents

Each Dominion KX 1l ships as a fully-configured stand-alone product in a standard 1U (2U for
KX2-464) 19" rackmount chassis. Each Dominion KX |1 unit ships with the following contents:

(1) Dominion KX 11 Unit

(1) Dominion KX Il Quick Installation and Setup Guide
(1) Raritan User Manuals CD-ROM

(1) Rackmount Kit
(2) AC Power Cords
(1) Cat5 Network Cable

(1) Cat5 Network Crossover Cable
(1) Set of 4 Rubber Feet (for desktop use)

(1) Application Note
(1) Warranty Card

i

=i=Raritan.
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User Guide

Overview

The Dominion KX Il User Guide provides the information to install, set up and configure, access
target servers and power strips, use virtual media, manage users and security, and maintain and
diagnose the Dominion KX 1.

This user guide is specific to Dominion KX Il (version 2.0); for information pertaining to version
1.4, refer to the Dominion KX 1.4 User Guide.

Organization of Information

The user guide is organized as follows:

o Chapter 1, Introduction. Overview, features, terminology, and package contents

o Chapter 2, Getting Started. Login information; default IP Address; supported operating
systems, browsers, and CIMs

e Chapter 3, Installation and Configuration. Target server configuration; firewall settings;
physical device connections; initial KX Il unit configuration; remote authentication; and
users, groups, and access permissions

e Chapter 4, Connecting to the Dominion KX Il. User interfaces; starting the KX Il Remote
Console; Dominion KX Il Favorites

e Chapter 5, Accessing Target Servers. Access, control, and switching between target servers

e Chapter 6, Virtual KVM Client. Target server control, mouse pointer synchronization,
keyboard macros, and video settings

e Chapter 7, Virtual Media. Virtual media configuration and access
Chapter 8, User Management. User and group management, passwords, group-based IP
access control, and authentication settings

o Chapter 9, Device Management. Network settings, date/time, event management, power
supply setup, port configuration, and power control

e Chapter 10, Security Settings. Security settings and IP access control

e Chapter 11, Maintenance. Audit log; device information; backup and restore; firmware and
CIM upgrades; and reboot

e Chapter 12, Diagnostics. Network interface, network statistics, ping host, trace route to host,
and KX diagnostics

o Chapter 13, KX Il Local Console. Starting the KX Il Local Console, accessing target servers,
and local port administration

e Chapter 14, CC Unmanage. Removing the KX Il from CC-SG control

e Appendix A, Specifications. Physical specifications; ports used; target server connection
distance and video resolution; and network speed settings

e Appendix B, Updating the LDAP Schema. Update LDAP schema (for experienced users)

e Appendix C, Informational Notes. Important notes on Dominion KX Il usage

e Appendix D, FAQs. General questions, remote access, universal virtual media, Ethernet and
IP networking, servers, installation, local port, power control, scalability, Computer Interface
Modules (CIMs), security, manageability, miscellaneous, and troubleshooting

Related Documentation

For more information about the Raritan Multi-Platform Client (MPC), refer to the Raritan Multi-
Platform Client (MPC) and Raritan Remote Client (RRC) User Guide.

For more information about the entire Raritan product line, refer to the Raritan User Manuals &
Quick Setup Guides CD ROM or Raritan’s Web site
http://www.raritan.com/support/productdocumentation

=& Raritan.
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Chapter 2: Getting Started

Login Information

e The default Dominion KX II login user name is admin and the default password is raritan.
This user has administrative privileges.

e Passwords are case sensitive and must be entered in the exact case combination in which they
were created. For example, the default password raritan must be entered entirely in
lowercase letters.

o The first time you start the Dominion KX 11 you are required to change the default password.

Tip: For backup and business continuity purposes, it is strongly recommended that you create a
backup administrator user name and password and keep that information in a secure location.

Default IP Address
Dominion KX 11 ships with the default IP address of 192.168.0.192.

Supported Operating Systems (Clients)

The following operating systems are supported on the Dominion KX II Remote Console, Virtual
KVM Client™, and Multi-Platform Client (MPC):

CLIENT OS VIRTUAL MEDIA (VM) SUPPORT ON CLIENT

Windows XP Yes
Windows 2000 SP4 Yes
Windows Vista Yes
Red Hat Linux 9.0 Yes; Locally held ISO image, Remote File Server

mounting directly from KX
Red Hat Enterprise Workstation 3.0 and 4.0 Yes; Locally held ISO image, Remote File Server
mounting directly from KX

SUSE Linux Professional 9.2 and 10 Yes; Locally held ISO image, Remote File Server
mounting directly from KX

Fedora™ Core 5 and above Yes; Locally held ISO image, Remote File Server
mounting directly from KX

Mac® No

Solaris No

Supported Browsers

Dominion KX 11 supports the following browsers:

Internet Explorer 6 and 7
Firefox® 1.5 and 2.0
Mozilla® 1.7

Safari 2.0

==

=& Raritan.
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Supported Operating Systems and CIMs (Target Servers)

In addition to the new Dominion KX Il D2CIMs, most Paragon® and Dominion KX | CIMs are
supported. The following table displays the supported target server operating systems, CIMs,

virtual media, and mouse modes:

SuPPORTED CIMs

MoUSE MODES

TARGET SERVER VM
PARAGON CIMS DoMiNION KX | DomiNioN KX I AM IM  SM
DCIMs D2CIMs
Windows XP
Windows 2000 I DCIM-PS2
Windows 2000 Server UKVMPD DCIM-USB D2CIM-VUSB v v v v
Windows 2003 Server DCIM-USB G2
. . UUSBPD
Windows Vista
Red Hat Linux 9.0 P2CIM-PS2 DCIM-PS2 D2CIM_—VUSB
P2CIM-AUSB (excluding Red Hat
- DCIM-USB . v v
Red Hat Enterprise UKVMPD DCIM-USB G2 Enterprise
Workstation 3.0 and 4.0 UUSBPD Workstation 3.0)
SUSE Linux Professional Egg:m:;slfSB DCIM-PS2
9.2and 10 DCIM-USB D2CIM-VUSB v 4
UKVMPD DCIM-USB G2
UUSBPD
P2CIM-PS2
DCIM-PS2
Fedora Core 3 P2CIM-AUSB DCIM-USB D2CIM-VUSB v v
and above UKVMPD DCIM-USB G2
UUSBPD
P2CIM-AUSB DCIM-USB
Mac OS UUSBPD DCIM-USB G2 D2CIM-VUSB Y
All Solaris OSs supported | P2CIM-SUN DCIM-SUN
in Dominion KX | P2CIM-SUSB DCIM-SUSB Y
DCIM-USB G2
P2CIM-PS2 DCIM-USB
IBM AIX P2CIM-AUSB DCIM-USB G2 v
UUSBPD DCIM-PS2
P2CIM-PS2 DCIM-USB
HP UX P2CIM-AUSB DCIM-USB G2 v
UUSBPD DCIM-PS2
Remote Power Strips D2CIM-PWR
Serial Devices P2CIM-SER

Legend:

VM: Virtual Media (D2CIM-VUSB only)
AM: Absolute Mouse Synchronization (D2CIM-VUSB only)

SM: Standard Mouse Mode

[ )
[ )
e IM: Intelligent Mouse Mode
[ )
[ )

v': Supported

Note: D2CIM-VUSB is not supported on Sun (Solaris) targets.

ZERaritan.
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Chapter 3: Installation and Configuration

Overview

This section provides a brief overview of the installation process. Each step is further detailed in
the remaining sections of this chapter.

To install and configure Dominion KX I1I:
1. Configure the target servers.

(Optional) Configure the keyboard language.
Configure the network firewall settings.
Connect the equipment.

Configure the Dominion KX |1 unit.

ok N

Step 1: Configure Target Servers

Target servers are the computers that will be accessed and controlled via the Dominion KX II.
Before installing Dominion KX II, configure all target servers to ensure optimum performance.
This configuration applies only to target servers, not to the client workstations (remote PCs) used
to access Dominion KX I remotely. Refer to Chapter 1: Introduction, Terminology for additional
information.

To configure the target servers:
e  Check the video resolution.
e  Check the desktop background.
e  Adjust the mouse settings.
e Perform OS-specific mouse and video configuration.

Video Resolution

Ensure that each target server’s video resolution and refresh rate are supported by Dominion KX
Il and that the signal is non-interlaced.

Supported Video Resolutions

Video resolution and cable length are important factors in the ability to obtain mouse
synchronization. Refer to Target Server Connection Distance and Video Resolution for more
information. Dominion KX |1 supports these resolutions:

640x350 @70 Hz

720x400 @85 Hz

1024x768 @90 Hz

640x350 @85 Hz

800x600 @56 Hz

1024x768 @100 Hz

640x400 @56 Hz

800x600 @60 Hz

1152x864 @60 Hz

640x400 @84 Hz

800x600 @70 Hz

1152x864 @70 Hz

640x400 @85 Hz

800x600 @72 Hz

1152x864 @75 Hz

640x480 @60 Hz

800x600 @75 Hz

1152x864 @85 Hz

640x480 @66.6 Hz

800x600 @85 Hz

1152x870 @75.1 Hz

640x480 @72 Hz

800x600 @90 Hz

1152x900 @66 Hz

640x480 @75 Hz

800x600 @100 Hz

1152x900 @76 Hz

640x480 @85 Hz

832x624 @75.1 Hz

1280x960 @60 Hz

640x480 @90 Hz

1024x768 @60 Hz

1280x960 @85 Hz

640x480 @100 Hz

1024x768 @70 Hz

1280x1024 @60 Hz

640x480 @120 Hz

1024x768 @72 Hz

1280x1024 @75 Hz

720x400 @70 Hz

1024x768 @75 Hz

1280x1024 @85 Hz

720x400 @84 Hz

1024x768 @85 Hz

1600x1200 @60 Hz

Note: Composite Sync and Sync-on-Green video require an additional adapter.

=& Raritan.
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Desktop Background

For optimal bandwidth efficiency and video performance, target servers running graphical user
interfaces such as Windows, Linux, X-Windows, Solaris, and KDE require configuration. The
desktop background need not be completely solid; but desktop backgrounds featuring photos or
complex gradients might degrade performance.

Mouse Settings

The Dominion KX Il operates in several mouse modes:

e  Absolute Mouse Synchronization (D2CIM-VUSB only)
o Intelligent Mouse Mode (do not use an animated mouse)
e Standard Mouse Mode

For both the Standard and Intelligent mouse modes, mouse parameters must be set to specific
values, which are described later in this manual. Mouse parameters do not have to be altered for
Absolute Mouse Synchronization; D2CIM-VUSB is required for this mode. Mouse
configurations will vary on different target operating systems; consult your OS documentation for
additional detail.

Intelligent mouse mode generally works well on most Windows platforms. Intelligent mouse
mode may produce unpredictable results when active desktop is set on the target. For additional
information on Intelligent Mouse mode, refer to the Raritan Multi-Platform Client (MPC) and
Raritan Remote Client (RRC) User Guide (Appendix B: Conditions for Intelligent Mouse
Synchronization) available on Raritan’s Website
http://www.raritan.com/support/productdocumentation, or on the Raritan User Manuals & Quick
Setup Guides CD ROM included with your Dominion KX Il shipment.

Operating System Mouse and Video Settings

This section provides video mode and mouse information specific to the Operating System in use
on the target server.

Windows XP / Windows 2003 Settings

To configure target servers running Microsoft Windows XP/2003:
1. Configure the mouse settings:
a. Select Start > Control Panel > Mouse.

b. Open the Pointer Options tab. In the Motion group:
- Set the mouse motion speed setting exactly to the middle speed.
- Disable the Enhanced pointer precision option.
- Click OK.

2. Disable transition effects:
a. Select the Display option from Control Panel.

Open the Appearance tab.

Click the Effects button.

Clear the Use the following transition effect for menus and tooltips option.
Click OK.

Close the Control Panel.

- o o o o
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Note: For target servers running Windows 2000 or XP, you may wish to create a user name that
will be used only for remote connections through Dominion KX IlI. This will enable you to keep
the target server’s slow mouse pointer motion/acceleration settings exclusive to the Dominion
KX 11 connection.

Windows XP and 2000 login screens revert to pre-set mouse parameters that differ from those
suggested for optimal Dominion KX Il performance. As a result, mouse synchronization may not
be optimal for these screens. WARNING! Proceed only if you are comfortable adjusting the
registry on Windows target servers. You can obtain better Dominion KX Il mouse
synchronization at login screens by using the Windows registry editor to change the following
settings (HKEY_CURRENT_USER\Control Panel\Mouse): MouseSpeed = 0; MouseThreshold
1= 0; MouseThreshold 2 = 0.

Windows 2000 Settings

To configure target servers running Microsoft Windows 2000:
1. Configure the mouse settings:
a. Select Start > Control Panel > Mouse.

b. Open the Motion tab.
- Set the acceleration to None.
- Set the mouse motion speed setting exactly to the middle speed.
- Click OK.

2. Disable transition effects:
a. Select the Display option from Control Panel.

b. Open the Effects tab.

c. Clear the Use the following transition effect for menus and tooltips option.
d. Click OK.

e. Close the Control Panel.

Windows Vista

To configure target servers running Microsoft Windows Vista:

1. Configure the mouse settings:
a. Select Start > Settings > Control Panel > Mouse.

b. Open the Pointer Options tab. In the Motion group:
- Set the mouse motion speed setting exactly to the middle speed.
- Disable the Enhanced pointer precision option.
- Click OK.

2. Disable animation and fade effects:
a. Select the System option from Control Panel.

b. Select Advanced system settings. The System Properties dialog opens.
c. Open the Advanced tab.

d. Click the Settings button in the Performance group. The Performance Options dialog
opens.

e. Under Custom options, clear the following checkboxes:
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f.
g.

Animation options:

Animate controls and elements inside windows
Animate windows when minimizing and maximizing
Fade options:

Fade or slide menus into view

Fade or slide ToolTips into view

Fade out menu items after clicking

Click OK.

Close the Control Panel.

Linux Settings (Red Hat 9)

Note: The following settings are optimized for standard mouse mode only.

To configure target servers running Linux (graphical user interface):
1. Configure the mouse settings:

a.

=3

C.
d.
e.
f.

Select Main Menu > Preferences > Mouse. The Mouse Preferences dialog opens.
Open the Motion tab.

Within the Speed group, set the Acceleration slider to the exact center.

Within the Speed group, set the Sensitivity towards low.

Within the Drag & Drop group, set the Threshold towards small.

Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command as described in the Linux
command line instructions.

2. Configure the screen resolution:

a.
b.

C.

Select Main Menu > System Settings > Display. The Display Settings dialog opens.
From the Display tab, select a Resolution supported by Dominion KX 1.
From the Advanced tab, verify that the Refresh Rate is supported by Dominion KX I1.

Note: Once connected to the target server, in many Linux graphical environments, the <CTRL>
<ALT> <+> command will change the video resolution, scrolling through all available
resolutions that remain enabled in the XF86Config file.

To configure target servers running Linux (command line):

1. Set the mouse acceleration to exactly 1 and set the threshold to exactly 1. Enter this command:
xset mouse 1 1. This should be set for execution upon login.

2. Ensure that each target server running Linux is using a resolution supported by Dominion KX
Il at a standard VESA resolution and refresh rate.

3. Each Linux target server should also be set so the blanking times are within +/- 40% of
VESA standard values:

Go to the Xfree86 Configuration file XF86Config

Using a text editor, disable all non-Dominion KX Il supported resolutions
Disable the virtual desktop feature (not supported by Dominion KX 1)
Check blanking times (+/- 40% of VESA standard)

Restart computer

=& Raritan.
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Note: If you change video resolution, you must logout of the target server and log back in for the
video settings to take effect.

Note for Red Hat 9 Target Servers

If you are running Red Hat 9 on the target server using a USB CIM, and are experiencing
problems with the keyboard and/or mouse, there is an additional configuration setting you can try.

Tip: You might have to perform these steps even after a fresh OS installation.

To configure Red Hat 9 servers using USB CIMs:
1. Locate the configuration file (usually /etc/modules.conf) in your system.

2. Using the editor of your choice, make sure that the alias usb-controller line in the
modules.conf file is as follows:
alias usb-controller usb-uhci

Note: If there is another line using usb-uhci in the /etc/modules.conf file, it needs to be
removed or commented out.

3. Save the file.
4. Reboot the system in order for the changes to take effect.

Linux Settings (Red Hat 4)

Note: The following settings are optimized for standard mouse mode only.

To configure target servers running Linux (graphical user interface):
1. Configure the mouse settings:
a. Select Main Menu > Preferences > Mouse. The Mouse Preferences dialog opens.

b. Open the Motion tab.

c. Within the Speed group, set the Acceleration slider to the exact center.
d. W.ithin the Speed group, set the Sensitivity towards low.

e. Within the Drag & Drop group, set the Threshold towards small.

f. Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command as described in the Linux
command line instructions.

2. Configure the screen resolution:
a. Select Main Menu > System Settings > Display. The Display Settings dialog opens.

b. From the Settings tab, select a Resolution supported by Dominion KX II.
c. Click OK.

Note: If you change video resolution, you must logout of the target server and log back in for the
video settings to take effect.

=& Raritan.
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SUSE Linux 10.1 Settings

Note: Do not attempt to synchronize the mouse at the SUSE login prompt. You must be connected
to the target server to synchronize the mouse cursors.

To configure the mouse settings:

Select Desktop > Control Center. The Desktop Preferences dialog opens.
Select Mouse. The Mouse Preferences dialog opens.

Open the Motion tab.

Within the Speed group, set the Acceleration slider to the exact center position.
Within the Speed group, set the Sensitivity slider to low.

Within the Drag & Drop group, set the Threshold slider to small.

Click Close.

No s wd PR

To configure the video:

1. From Desktop Preferences, select Graphics Card and Monitor. The Card and Monitor
Properties dialog opens.

2. Verify that a Resolution and Refresh Rate is in use that is supported by Dominion KX II.
Please refer to Supported Video Resolutions for more information.

Note: If you change video resolution, you must logout of the target server and log back in for the
video settings to take effect.

Make Linux Settings Permanent

Note: These steps may vary slightly depending on the specific version of Linux in use.

To make your settings permanent in Linux (prompt):

1. Select Main Menu > Preferences > More Preferences > Sessions. The Sessions dialog
opens.

2. Open the Session Options tab.

3. Check the Prompt on logout checkbox and click OK. This option prompts you to save your
current session when you logout.

4. Upon logging out, check the Save current setup option from the dialog presented.
5. Click OK.

Tip: If you do not want to be prompted upon logout, follow these procedures instead.

To make your settings permanent in Linux (no prompt):

1. Select Main Menu > Preferences > More Preferences > Sessions. The Session dialog
opens.

2. Open the Session Options tab.
3. Clear the Prompt on logout checkbox.

4. Check the Automatically save changes to the session checkbox and click OK. This option
automatically saves your current session when you logout.
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Sun Solaris Settings

To configure target servers running Sun Solaris:

1. Set the mouse acceleration value to exactly 1 and the threshold to exactly 1. This can be
performed:

— From the graphical user interface:

Mouse motion
Acceleration

Sl | i Fast
Threshold

Smal [T Jiarge

Figure 6: Solaris Mouse Configuration
—  With the command line:
Xxset mouse a t
(where “a” is the acceleration and “t” is the threshold.)

2. All target servers must be configured to one of the display resolutions supported by
Dominion KX Il. The most popular supported resolutions for Sun machines are:

DISPLAY RESOLUTION VERTICAL REFRESH RATE ASPECT RATIO
1600 x 1200 75 Hz 4:3
1280 x 1024 60,75,85 Hz 5:4
1152 x 864 75 Hz 4:3
1024 x 768 60,70,75,85 Hz 4:3
800 x 600 56,60,72,75,85 Hz 4:3
720 x 400 85 Hz 9:5
640 x 480 60,72,75,85 Hz 4:3

3. Target servers running the Solaris operating system must output VGA video (H-and-V sync,
not composite sync).

To change your Sun video card output from composite sync to the non-default
VGA output:

1. Issue the Stop+A command to drop to bootprom mode.
2. Issue the following command to change the output resolution:

setenv output-device screen:rl024x768x70

3. Issue the “boot” command to reboot the server.

You can also contact your Raritan representative to purchase a video output adapter:

IF YOU HAVE: USE THIS VIDEO OUTPUT ADAPTER:

Sun 13W3 with composite sync output APSSUN Il Guardian converter

Sun HD15 with composite sync output 1396C converter to convert from HD15 to 13W3 and an APSSUN |1
Guardian converter to support composite sync

Sun HD15 with separate sync output APKMSUN Guardian converter

Note: Some of the standard Sun background screens may not center precisely on certain Sun
servers, with dark borders. Use another background or place a light colored icon in the upper left
hand corner.

ZERaritan.
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Mouse Settings

To configure the mouse settings (Sun Solaris 10.1):

Select Launcher. Application Manager — Desktop Controls opens.

Select Mouse Style Manager. The Style Manager — Mouse dialog opens.
Set the Acceleration slider to 1.0.

Set the Threshold slider to 1.0.

Click OK.

gk~ w e

Accessing the Command Line

1. Rightclick.

2. Select Tools > Terminal. A terminal window opens. (It is best to be at the root to issue
commands.)

Video Settings (POST)

Sun systems have two different resolution settings: a POST resolution and a GUI resolution.
Please note that 1024x768x75 is used as an example here; substitute the resolution and refresh
rate you are using. Run these commands from the command line.

To check current POST resolution:
Run the following command as root: # eeprom output-device

To change POST resolution:
1. #eeprom output-device=screen:r1024x768x75
2. Logout or restart computer.

Video Settings (GUI)

The GUI resolution can be checked and set using different commands depending on the video
card in use. Please note that 1024x768x75 is used as an example here; substitute the resolution
and refresh rate you are using. Run these commands from the command line.

The following table is organized by card:

CARD To CHECK RESOLUTION: To CHANGE RESOLUTION:

32-bit | # /usr/sbin/pgxconfig —prconf 1. # /usr/sbin/pgxconfig —res 1024x768x75
2. Logout or restart computer.

64-bit | # /usr/sbin/m64config —prconf | 1. # /usr/sbin/m64config —res 1024x768x75
2. Logout or restart computer.

32-bit | # /usr/sbin/fbconfig —prconf 1. # /usr/sbin/fbconfig —res 1024x768x75

and - 2. Logout or restart computer.

64-bit

=& Raritan.
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IBM AIX 5.3 Settings

Follow these steps in this section to configure target servers running IBM AIX 5.3.

To configure the mouse:

1. Go to Launcher.

Select Style Manager.

Click Mouse. The Style Manager — Mouse dialog opens.

Use the sliders to set the Mouse acceleration to 1.0 and Threshold to 1.0.
Click OK.

ok~ N

To configure the video:
1. From the Launcher, select Application Manager.
2. Select System_Admin.

3. Select Smit > Devices > Graphic Displays > Select the Display Resolution and Refresh
Rate.

4. Select the video card in use.
5. Click List. A list of display modes is presented.

6. Select a resolution and refresh rate supported by the Dominion KX Il. Please refer to
Supported Video Resolutions for more information.

Note: If you change video resolution, you must logout of the target server and log back in for the
video settings to take effect.

Make UNIX Settings Permanent

Note: These steps may vary slightly depending on the type of UNIX (e.g., Solaris, IBM AIX) and
the specific version in use.

1. Select Style Manager > Startup. The Style Manager — Startup dialog opens.

2. Select the Logout Confirmation Dialog option of On. This option prompts you to save your
current session when you logout.

Apple Macintosh Settings

For target servers running an Apple Macintosh operating system, the preferred method is to use
the D2CIM-VUSB and Absolute Mouse Synchronization.

Note: Enable the Absolute mouse scaling for MAC server option in the Port page.




18 DowmiNioN KX 1l USER GUIDE

Step 2 (Optional): Configure Keyboard Language

Note: This step is not required if you are using the US/International language keyboard.

If you are using a non-US language, the keyboard has to be configured for the appropriate
language. In addition, the keyboard language for the client machine and the target servers has to
match.

Please consult the documentation for your operating system for additional information about
changing the keyboard layout.

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and would like the keyboard layout changed
to another language.

To change the keyboard layout code (DCIM-SUSB only):
1. Open a Text Editor window on the Sun workstation.

2. Check that the NUM LOCK Kkey is active and press the left CTRL key and the DEL key on
your keyboard. The Caps Lock LED starts to blink, indicating that the CIM is in Layout
Code Change mode.

The text window displays: Raritan Computer, Inc. Current keyboard layout code = 22h (US5
UNIX).

3. Type the layout code desired (for example, 31 for the Japanese keyboard).

4. Press Enter.

5. Shut down the unit and power ON once again. The DCIM-SUSB performs a reset (power
cycle).

6. Using MPC, type something to verify that the characters are correct.

Step 3: Configure Network Firewall Settings

To access Dominion KX |1 through a network firewall, your firewall must allow communication
on TCP Port 5000 or another port that you designate. Refer to Network Settings for additional
information about designating another discovery port.

Firewall Settings

TO TAKE ADVANTAGE OF THE DOMINION KX II: THE FIREWALL MUST ALLOW INBOUND COMMUNICATION

ON:

Web-access capabilities Port 443 — standard TCP port for HTTPS communication
Automatic redirection of HTTP requests to HTTPS Port 80 — standard TCP port for HTTP communication
(i.e., so users can type the more common

“http: /XXX XXX XXX XXX instead of “https://XXX. XXX XXX XXX™)

==

ZERaritan.
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Step 4: Connect the Equipment

Connect the Dominion KX Il to the power supply, network, local PC, and target servers. The
numbers in the diagram correspond to the sections describing the connection.

Figure 7: Dominion KX Il Connections

1. AC Power

To connect the power supply:
1. Attach the included AC power cord to the Dominion KX Il and plug into an AC power outlet.

2. For dual power failover protection, attach the second included AC power cord and plug it into
a different power source than the first power cord.

Note: If you only attach one power cord, the power LED on the Dominion KX Il front panel will
display red because the system is set to automatically detect both sources. Refer to the Power
Supply Setup Page for information about turning off automatic detection for the power source not
in use.

2. Network Ports

Dominion KX Il provides two Ethernet ports for failover purposes (not for load-balancing). By
default, only LANL is active and the automatic failover is disabled. When enabled, if the
Dominion KX Il internal network interface or the network switch to which it is connected
becomes unavailable, LAN2 will be enabled using the same IP address.

To connect the network:

1. Connect a standard Ethernet cable (included) from the network port labeled LANL1 to an
Ethernet switch, hub, or router.

2. To make use of the optional Dominion KX Il Ethernet failover capabilities:

e Connect a standard Ethernet cable from the network port labeled LAN2 to an Ethernet
switch, hub, or router.

e Enable Automatic Failover on the Network Configuration screen (refer to Network
Settings, LAN Interface Settings for more information).

Use both network ports only if you want to use one as a failover port.

==

ZERaritan.
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3. Local Access Port (local PC)

For convenient access to target servers while at the rack, use the Dominion KX Il Local Access
port. While the local port is required for installation and setup, it is optional for subsequent use.
The local port provides the KX Il Local Console graphical user interface for administration and
target server access.

To connect the local port:

Attach a multi-sync VGA monitor, mouse, and keyboard to the respective Local User ports
(using either a PS/2 or USB keyboard and mouse).

4. Target Server Ports

Dominion KX 11 uses standard UTP cabling (Cat5/5e/6) to connect to each target server. Refer to
Appendix A: Specifications for additional information.

To connect a target server to the Dominion KX I1:

1. Use the appropriate Computer Interface Module (CIM). Refer to Supported CIMs for more
information about the CIMs to use with each operating system.

2. Attach the HD15 video connector of your CIM to the video port of your target server. Ensure
that your target server’s video has already been configured to a supported resolution and
refresh rate. For Sun servers, also ensure that your target server’s video card has been set to
output standard VGA (H-and-V sync) and not composite sync.

3. Attach the keyboard/mouse connector of your CIM to the corresponding ports on your target
server. Using a standard straight-through UTP (Cat5/5e/6) cable, connect the CIM to an
available server port on the back of your Dominion KX |1 unit.

=& Raritan.
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Step 5: Dominion KX Il Initial Configuration

The first time you power up the Dominion KX Il unit, there is some initial configuration that you
need to perform through the KX 11 Local Console:

Change the default password.

Assign the IP Address.

Name the target servers.

Specify power supply auto-detection.

Changing the Default Password

The Dominion KX |1 ships with a default password. The first time you start the Dominion KX 11
you are required to change that password.

To change the default password:
1.

Power ON the Dominion KX Il using the power switch(es) at the back of the unit. Please wait
for the Dominion KX Il unit to boot. (A beep signals that the boot is complete.)

Once the unit has booted, the KX Il Local Console is visible on the monitor attached to the
Dominion KX Il local port. Type the default username (admin) and password (raritan) and
click Login. The Change Password screen is displayed.

Type your old password (raritan) in the Old Password field.

Type a new password in the New Password field; retype the new password in the Confirm
New Password field. Passwords can be up to 64 characters in length and can consist of
English alphanumeric characters and the special characters identified in the table following
these steps.

Click Apply.

You will receive confirmation that the password was successfully changed. Click OK. The
Port Access page is displayed.

Note: The default password can also be changed from the Raritan Multi-Platform Client (MPC).
For more information, refer to the Raritan Multi-Platform Client (MPC) and Raritan Remote
Client (RRC) User Guide.

Valid Special Characters

CHARACTER DESCRIPTION CHARACTER DESCRIPTION

! Exclamation point : Colon

" Double quote ; Semi-colon

# Pound sign = Equal sign

$ Dollar sign > Greater than sign

% Percent sign ? Question mark

& Ampersand @ At sign

' Single quote [ Left bracket

( Left parenthesis \ Backward slash

) Right parenthesis ] Right bracket

* Asterisk N Caret

+ Plus sign _ Underscore
Comma ) Grave accent
Dash { Left brace

. Period | Pipe sign

/ Forward slash } Right brace

< Less than sign ~ Tilde

=& Raritan.
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Assigning an IP Address

These procedures describe how to assign an IP Address using the Network Settings page. For
complete information about all of the fields and the operation of this page, refer to Network
Settings.

1. From the KX Il Local Console, select Device Settings > Network Settings. The Network
Settings page opens.

—V= -
=ERaritan. User Management [ Security | Maintanance | Diagnostics
EpET = e

Poi
raree = R —_—
Dominion KX IT B =i = =
Home > Device Setings > Netwark Seftings =

Time & Session:

May 02, 2007 10.06:59 Network Basic Settings Network Miscellaneous Settings

User: admin

I Device Name * Discovery Port *
State 36 min idle
Your IP: Lacal Consale Dominionkx 5000
Last Login: May 02, 2007 04-11
IP auto configuration Bandwidth Limit
DHCP = No Limit -
Device Information: iz | i
Device Nar i Preferred host name (DHCP only)

IP Address:

Note: For reliable network communication,
configure the Dominion KX Ii and LAN Switch to the
same LAN Interface Speed and Duplex. For

IP address

P?'; St,a‘m: Aubmet mask example, configure both the Dominion KX if and
f,‘p'gt,;,uﬁmn 55.2 LAN Switch to Autodetect (recommended) or set
17 Ports idie both to a fixed speed/duplex such as 100Mbps/Full.

1 Ports busy Ry [ airass Current LAN interface parameters:
1 autonegotiation on, 100 Mbps, full duplax, link ok

LAN Interface Speed & Duplex

Autodetect -
36 min i

admin (152 168.59 5) Secondary DNS server IP address | Enable Automatic Failover
RC active 2 <

Connected Users: Primary DNS server IP address
admin {Local Consale) 19 E

Ping Interval (seconds) *

Timeout (seconds) +

Set System ACL

ﬂ Reset to defaults ﬂ

Figure 8: Network Settings

2. Specify a meaningful Device Name for your Dominion KX Il unit; up to 16 alphanumeric
characters, special characters, and no spaces.

3. Select the IP auto configuration from the drop-down list:

¢ None (Static IP). This option requires that you manually specify the network parameters.
This is the recommended option because the Dominion KX Il is an infrastructure device
and its IP Address should not change.

o DHCP. With this option, network parameters are assigned by the DHCP server.

4. If you specify an IP configuration of None, type the TCP/IP parameters for your Dominion
KX Il unit: 1P address, Subnet mask, Gateway IP address, Primary DNS server IP
address, and (optional) Secondary DNS server IP address.

5. When finished, click OK.

Your Dominion KX 11 unit is now network accessible.

Note: In some environments, the LAN Interface Speed & Duplex setting default of Autodetect
(auto-negotiation) does not properly set the network parameters, resulting in network issues. In
these instances, setting the Dominion KX Il LAN Interface Speed & Duplex field to 100
Mbps/Full Duplex (or whatever option is appropriate to your network) addresses the issue. Refer
to the Network Settings page for more information.

-

ZERaritan.
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Naming Target Servers

To name the target servers:

Connect all of the target servers if you have not already done so (as described in Step 3:
Connect the Equipment, Target Server Ports).

Using the KX Il Local Console, select Device Settings > Port Configuration. The Port

1.

5.

Configuration page opens:

==Raritan.

.
o |

[ Security | Maintenance | Disgnostics
= T

Local jiS
Cansole (BN
Port

Logout

Time & Session:

February 23, 2007 171943 Port Configuration

User: admin & Port Number Port Name Port Type
State: active
Your IP: Local Console 1 Dominion-KX2_Portl Mot Available
hastiaglnsFehia3e 2000 Tr0s 3 Dominion-KX2_Port2 Not Available
3 Dominion-Kx2_Port3 Hot Available
Device Information: = e
N T bt 4 Dominion-Kx2_Portd ot Available
IP Address: 192.168.59.97 5 JLtestPC DCIM
Fi Vi 20025240
BBt 5 5 Dominion-KX2_Ports Not Available
Powerln2: off T Cominion-KX2_Port? Mot Available
8 Dominion-KX2_Port8 Mot Available
Port States: 9 Local Port VM
2 Ports up
T oA 10 Dominion-K¥2_Portlo Hot Available
4.Pors=idle 1 Dominion-KX2_Portll Not Available
1 Ports busy - = -
12 Dominion-KX2_Port12 ot Available
13 Dominion-Kx2_Portl3 Hot Available
Connected Users:
admin iLocal Console) 14 Dominion-KX2_Portl4 Not Available
i 15 Dominion-Kx2_Portls ot Available
adrnin (192, 166.59.93) =
RC active 16 PowerStrip FowerStrip

Figure 9: Port Configuration

Click on the Port Name of the target server you want to rename. The Port Page opens.

Assign a name to identify the server connected to that port. The name can be up to 32
characters; alphanumeric and special characters are allowed.

Click OK.

Specifying Power Supply Auto-detection

The Dominion KX Il provides dual power supplies, and can automatically detect and provide
notification regarding the status of these power supplies. Proper configuration ensures that the
Dominion KX Il sends the appropriate notifications should a power supply fail. The Power
Supply Setup page is configured to automatically detect both power supplies; use this page to
disable automatic detection of the power supply not in use.

To disable power supply auto-detection for the power supply not in use:
1. Using the KX Il Local Console, select Device Settings > Power Supply Setup. The Power

2. Clear auto-detection for the power supply that you are not using.

Supply Setup page opens.

For more information, refer to Power Supply Setup Page.

i
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Note to CC-SG Users

If you are using Dominion KX Il in a CC-SG configuration, perform the installation steps as
outlined above, and when finished, consult the CommandCenter Secure Gateway User Guide,
Administrator Guide, or Deployment Guide to proceed (all found on Raritan’s Website under
Support: http://www.raritan.com/support/productdocumentation).

Note: The remainder of this user guide applies primarily to deploying Dominion KX Il unit(s)
without the integration functionality of CC-SG.

=& Raritan.
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Remote Authentication

Note to CC-SG Users

When the Dominion KX Il is controlled by CommandCenter Secure Gateway, CC-SG
authenticates users and groups, except for local users (requiring local port access). When CC-SG
is controlling the KX 11, local port users will be authenticated against the local user database or
the Remote Authentication server (LDAP or RADIUS) configured on the KX I1; they will not be
authenticated against the CC-SG user database.

For additional information about CC-SG authentication, refer to the CommandCenter Secure
Gateway User Guide, Administrator Guide, or Deployment Guide at:
http://www.raritan.com/support/productdocumentation.

Supported Protocols

In order to simplify management of usernames and passwords, the Dominion KX Il provides the
capability to forward authentication requests to an external authentication server. Two external
authentication protocols are supported: LDAP and RADIUS.

Note on Microsoft Active Directory

Microsoft Active Directory uses the LDAP protocol natively, and can function as an LDAP
server and authentication source for Dominion KX II. If it has the IAS (Internet Authorization
Server) component, a Microsoft Active Directory server can also serve as a RADIUS
authentication source.
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Authentication vs. Authorization

Authentication is the process of verifying that a user is who he says he is. Once a user is
authenticated, the user’s group is used to determine his system and port permissions. The user’s
assigned privileges determine what type of access is allowed. This is called authorization.

When Dominion KX Il is configured for remote authentication, the external authentication server
is used primarily for the purposes of authentication, not authorization.

The flow diagram illustrates this process:

Lisar login with
usermame /
passwornd

Bemame in
intarnal
database?

Password

Login denbad Mo

Yes
¥ Na

Login allowsd Login denied authentication
sarver
hia Yes
v ¥
PAESIC Internal lookup of Exizmal
determined by W arap authentication
internal user group, T guary

Walid
usemame /
assward?,

Yes

Login allowed
Pearmissions Heorgroup Extamal
determinad by Sl 38r g.muD T ir ' name DrWIFIEd by | gl NLCALON
’ intarnal databasa? aulhentication
glarmnal ugar group he reply

Permissions determined
by internal user group
“unknown®

Figure 10: Authentication/Authorization Flow Diagram

Note the importance of the group to which a given user belongs, as well as the need to configure
the group named, “Unknown”. If the external authentication server returns a group name that is
not recognized by the Dominion KX I, that user’s permissions are determined by the permanent
group named “Unknown”.

Refer to Implementing LDAP Remote Authentication and Implementing RADIUS Remote
Authentication to determine how to configure your authentication server to return user group
information to the Dominion KX 11 as part of its reply to an authentication query.

-
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Users, Groups, and Access Permissions

Overview

The Dominion KX Il stores an internal list of all user and group names to determine access
authorization and permissions. This information is stored internally in an encrypted format. There
are several forms of authentication and this one is known as “local authentication”. All users have
to be authenticated; if Dominion KX 1l is configured for LDAP or RADIUS, that authentication is
processed first, followed by local authentication.

Users

User names and passwords are required to gain access to the Dominion KX Il unit. This
information is used to authenticate users attempting to access your KX Il unit. Refer to User
Management for more information about adding and editing users.

Groups

Every Dominion KX Il unit is delivered with three default user groups; these groups cannot be
deleted:

Admin Users that are a member of this group have full administrative privileges. The
original, factory-default user is a member of this group and has the complete set
of system privileges.

Unknown This is the default group for users who are authenticated externally using LDAP
or RADIUS. If the external LDAP or RADIUS server does not identify a valid
user group, the Unknown group is used.

Individual An individual group is essentially a “group” of one. That is, the specific user is
Group in its own group, not affiliated with other real groups. Individual groups can be
identified by the “@” in the Group Name.

In addition to the system-supplied default groups, you can create groups and specify the
appropriate permissions to suit your needs. Refer to User Management for more information
about creating and editing user groups.

Relationship between Users and Groups

Users belong to a group and groups have privileges. Organizing the various users of your
Dominion KX 11 into groups saves time by allowing you to manage permissions for all users in a
group at once, instead of managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this case, you can classify the
user as “Individual.”

Upon successful authentication, the device uses Group information to determine the user’s
permissions — which server ports are accessible, whether rebooting the unit is allowed, and other
features.

=& Raritan.
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Chapter 4. Connecting to the Dominion KX Il

User Interfaces

There are several user interfaces in the Dominion KX Il providing you with easy access any time,
anywhere. These include the KX Il Local Console, the KX Il Remote Console, and the Multi-
Platform Client (MPC). The following table identifies these interfaces and their use for target
server access and administration locally and remotely:

LocAL REMOTE

USER INTERFACE ACCESS ADMIN ACCESS ‘ ADMIN

KX Il Local Console v

KX Il Remote Console v v
Virtual KM Client 4

Multi-Platform Client (MPC) v v

KX Il Local Console — KX Il Devices

When you are located at the server rack, Dominion KX Il provides standard KVM switching and
administration via the KX Il Local Console. The KX Il Local Console provides a direct KVM
(analog) connection to your connected servers; the performance is exactly as if you were directly
connected to the server’s keyboard, mouse, and video ports.

There are many similarities among the KX Il Local Console and the KX Il Remote Console
graphical user interfaces, and where there are differences, they are noted in the user manual. The
KX Il Local Console and the KX Il Remote Console user interfaces are almost identical; the
following options are available in the KX Il Local Console, but not the KX 1l Remote Console:

e Local Port Settings
e Factory Reset

KX Il Remote Console — KX Il Devices

The Dominion KX Il Remote Console is a browser-based graphical user interface that allows you
to access target servers connected to the Dominion KX Il and to remotely administer the KX 11.

The KX Il Remote Console provides a digital connection to your connected target servers.
Whenever you access a target server using the KX Il Remote Console, a Virtual KVM Client
window is opened. One Virtual KVM Client is opened for each target server, permitting
simultaneous access when supported by the specific KX Il unit (for example, KX2-116 supports
only one remote session).

There are many similarities among the KX Il Local Console and the KX Il Remote Console
graphical user interfaces, and where there are differences, they are noted in the user manual. The
following options are available in the KX Il Remote Console, but not the KX Il Local Console:

Virtual Media
Favorites
Backup/Restore
Firmware Upgrade
Upgrade Report
KX Diagnostics

ZERaritan.
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Multi-Platform Client (MPC) — KX | and KX Il Devices

The Raritan Multi-Platform Client (MPC) is a graphical interface that allows you to remotely
access the target devices connected to Dominion units. MPC can be installed for standalone use
or accessed through a Web browser.

After installing the Dominion KX 11, either download a standalone version of Raritan MPC and
establish an initial network connection, or launch the application directly.

Note: MPC supports both KX | and KX Il devices; use MPC if you would like to access servers
connected to both KX I and KX Il devices with one user interface.

To launch MPC directly:

1. To launch MPC from a client running any browser, type http://IP-ADDRESS/mpc into the
address line, where IP-ADDRESS is the IP address of your Raritan device. MPC will launch
in a new window that does not contain a menu bar, tool bar, scroll bar, or address bar. Work
in this window and toggle to other open windows using the ALT+TAB command.

2. When MPC launches, a device tree of all automatically detected Raritan devices found on
your subnet is displayed on the left side of the screen. If you do not find your Dominion KX
I1 unit listed by name, create an icon manually by selecting Connection > New Profile. The
Add Connection window opens.

3. Type a device Description, specify a Connection Type, add the Dominion unit’s IP Address,
and click OK. These specifications can be edited later.

4. In the Navigator panel on the left of the screen, double-click on the icon that corresponds to
your Dominion KX Il unit.

Refer to the Raritan Multi-Platform Client (MPC) and Raritan Remote Client (RRC) User Guide,
available on Raritan’s Website http://www.raritan.com/support/productdocumentation, or on the
Raritan User Manuals & Quick Setup Guides CD ROM included with your Dominion shipment
for complete information on installing and operating MPC.

Raritan Remote Client (RRC) — KX | Devices Only

Raritan Remote Client (RRC) is a graphical user interface providing remote access to the target
devices.

Note: RRC cannot be used with the Dominion KX 11; use MPC instead.
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Language Support

The Dominion KX Il provides keyboard support for the following languages: US English, UK
English, Traditional Chinese, Simplified Chinese, Japanese, Korean, French, and German.

Note: You can use the keyboard for Chinese, Japanese, and Korean for display only; local
language input is not supported at this time for KX Il Local Console functions.

For more information about non-US keyboards, please refer to Appendix C: Informational Notes.

Java® Runtime Environment (JRE)

Important: It is recommended that you disable Java caching and clear the
Java cache. Please refer to your Java documentation or the Raritan Multi-
Platform Client (MPC) and Raritan Remote Client (RRC) User Guide for more
information.

The Dominion KX Il Remote Console and MPC require the JRE to function. The Dominion KX
Il Remote Console checks the Java version; if the version is incorrect or outdated, you will be
prompted to download a compatible version.

Raritan recommends using Java Runtime Environment (JRE) version 1.5 for optimum
performance, but the Dominion KX Il Remote Console and MPC will function with JRE version
1.4.2_05 or greater (with the exception of JRE 1.5.0_02). JRE 1.6 is also supported, but has not
been fully tested.

Note: In order for multi-language keyboards to work in the KX Il Remote Console (Virtual KVM
Client) please install the multi-language version of Java Runtime Environment (JRE).
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Launching the KX 11

Important: Regardless of the browser used, you must allow pop-ups from the
Dominion device’s IP address to launch the KX Il Remote Console.

Note: Depending on your browser and security settings, you may see various security and
certificate warnings. It is necessary to accept these warnings to launch the KX Il Remote Console.

You can reduce the number of warning messages in subsequent logins by checking the following
options in these security and certificate warning messages:

O In the future, do not show this warning

O Always trust content from this publisher

To launch the KX Il Remote Console:

1. Log on to any workstation with network connectivity to your Dominion KX Il unit and Java
Runtime Environment v1.4.2_2 or higher installed (JRE is available at http://java.sun.com/).

2. Launch a supported Web browser such as Internet Explorer (IE) or Firefox.

3. Type the following URL: http://IP-ADDRESS, where IP-ADDRESS is the IP Address that
you assigned to your Dominion KX Il unit. You can also use https, the DNS name of the
Dominion KX Il assigned by the administrator (provided that a DNS server has been
configured), or just simply type the IP Address in the browser (KX Il always redirects the IP
Address from HTTP to HTTPS.) The Login page opens:

< Login - Microsoft Internet Explorer i =] ]
File Edt ‘Wiew Favorites Tools Help | l';.
\ A % S : S Z 3
@Ba(k i) - \ﬂ IEI] 0 /.,?sEar(h g Favoites ) (- i Wl 2| ) ﬁ b
Address [{&] https:[/192.168.59.97/auth.asp B |Unks ”|65ﬂaglt 1
Google |[C~ v|so @ B - | € vockmarksw | F check + > () settirgsw | & -
=3 -
Favorite Devices:
Baskers KX Il Welcome to the Dominion KX 1I
Daminion kX1
Janets KX
Prasannas Kl Username: |
Password: |
Display By IP
|
[&] bone [ ,_,_,_’E 4 Internet 7

Figure 11: Dominion KX Il Remote Console Login Page

4. Type your Username and Password. If this is the first time logging in, log in with the factory
default username and password (admin and raritan (all lower case)); you will be prompted
to change the default password. Refer to Changing the Default Password for more
information.

5. Click Login.

{
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KX Il Console Layout

Both the KX Il Remote Console and the KX 11 Local Console interfaces provide an HTML (Web-
like) interface for configuration and administration, as well as target server list and selection. The

options are organized into various tabs.

/A Port Access | Port Access | Home - Microsoft Internet Explorer L =100 x]

Fie Edt Wiew Favertes Tools Help ‘ -
= (o] |2 4 ® Sy 3. 1A 2

Qesck - () - %] 2] ‘ Sseach §oraores €3 2 s W - @ 3

Address IEhttps:fﬂlgz‘lE&S?B?/hame.asD I Be ‘Liﬂks » | @ snaglt 1

Google |Gl v]eo{ @ EF + | 1% Bookmarksw e blocked | P check o Autctik v | Ausil

() settingsw |6 ~

[ virtust Media [ user Management | Device Settings [ Security | Maintenance | Diagnostics |

Home » Part Accass

Logout

Browser (Remote
Console only)

Tabs

1 Time & Session:
February 22, 2007 17:3316

Port Access

Click on the individual port name to see allowable operations.
0 of 4 Remote KVM channels are currently in use.

User: admin
State: 52 sec idle
*Your IP: 192.168.59.93

Last Login: Feb 22, 2007 14,33 4 Port Humber Port Name Status Availability
1 Dominion-KX2_Port1 down idle
2 Device Information: 2 Dominion-KX2_Por(2 down idle
Device Name: Dominionkcx
Defeeane SN 3 Dominion-KX2_Porta dowin idle
Firmware: 2.0.0.25240 4 Dominian-KX2_Porlé down idle
Pawerint: on
Eown 0 5 ItesiPC up idle
5 Dominion-k2_Ports down e
3 AR— 7 Dominion-2_Port? down e
2Ports up 8 Dominion-f42_Porta down e
IEGs chn, g Locai Part u e
15 Ports ide i
10 Dominion-KX2_Port10 down idle
4 it 1 Dominion-KX2_Portt 1 dowin icle
admin (192.168.59.93) 12 Dominion-Kx2_Port12 down idle
L 13 Dominion-k2_Portt3 dowin e
e UienE 14 Dominion-KX2_Port14 down idle
5 15 Dominion-KX2_Port15 down idle

Favorite Devices:
Baskers Kx I
Dorminion KX I
danets K1
Prasannas kX I

Display By IP

Copyright & 2007 Raritan Computer Inc:

& bane i |

|8 | meermet

sl

Figure 12: KX Il Remote Console Main Page

| User Management [ Davice Settings | Security | Maintenance | Disgnostics

Horme > Port Acces

Time & Session:
Februry 23, 2007 17.17.37

Fort Access

click an the individual port name to see allowable operations.
1 of 4 Remote KVM channels are currently in use,

Details Panel
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,
3 idie
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| [ Acwn il
L duwr il
L down dle
. .
| 18 v il
1 Ao dle
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14 dewmn dle
1% down dle
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Figure 13: KX Il Local Console Main Page

After successful login, the Port Access page opens listing all ports along with their status and
availability. You can sort by Port Number, Port Name, Status (Up and Down), and Availability
(1dle, Connected, Busy, Unavailable, and Connecting) by clicking on the column heading.

=& Raritan.
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The numbers in the following table correspond to the numbers in Figure 12.

#

TITLE

Time & Session

DESCRIPTION
Date, time, user name, current state, IP Address of client, and last login

Device Information

Device name, IP Address, firmware version, and status of both power lines

Port States

Current status of all Dominion KX Il ports

Connected Users

List of all users currently connected to your Dominion KX 11

Help — User Guide

Access to this user manual (KX Il Remote Console only)

OO |WIN|F

Favorite Devices

Access and management of your Favorites list (KX 11 Remote Console only)

KX Il Console Navigation

The Dominion KX Il Console interfaces (both local and remote) provide many methods for
navigation and making your selections.

To select an option (use any of the following):

Breadcrumbs

Click on a tab; a page of available options is opened.
Hover over a tab and select the appropriate option from the menu.
Click the option directly from the menu hierarchy displayed (“breadcrumbs”).

== Raritan.

Doeninion KX 11

Pl Acceaa | Virtuad Media | Uaes Mamagerment [0

Hama » Dusive Semings > East Uasagemunt . Destnations Lage

Figure 14: Sample Menu Hierarchy (breadcrumbs)

To scroll through pages longer than the screen:

Use Page Up and Page Down keys on your keyboard, or
Use the scroll bar on the right

Event Management - Destinations
Note: SNP traps wil ¢ be generated (f the "SNP Logging Enabled” option & checked, $i. Sysiog events will only be generated if the “Enable
Syslog Forwarding” o checked. These options can be found on the "Evernt Managemen ings" page on the Device Settings memu.
Tty e e S— e
Device Opention =2 = =2
= = =
1= 1= =2
" " G il Scroll bar
-3 -3 1=
= e L
= = = |
P L r
e E P [ | 5
e (o s 7 7 [ |
s [ 1 B " ;
| i £ -z L
En ol 13 1= 1= !
o A e e e R R A et vt P AP e

For more information about navigation and selection in the Raritan Multi-Platform Client (MPC),
refer to the Raritan Multi-Platform Client (MPC) and Raritan Remote Client (RRC) User Guide.

Logging Out

To quit the Dominion KX Il Console:
Click Logout in the upper right-hand corner of the page.

Note: Logging out also closes any open Virtual KVM Client sessions.

==
-

{
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KX Il Console Menu Tree

The following diagram represents all of the menu options available in both the KX I Remote and
KX 1l Local Console interfaces. Variations between the KX Il Local Console and the KX 11

Remote Console are identified.

Login
; T e i AR "
ort ; . ser vice i . B " nage
Access \'i'TTT r‘ﬁ"'r Management Settings v M - Fﬂ‘ﬂrfml?*‘l Unmanage
T[T
| I | I I 1 |
Fie S User List Network Scudly Autit Lo Rlatwork F|5L)|ri|le|s|Lu
Setup £ Settings 9 Interface
LU [
I | I J w e
ISCOVEr
i IP Access Device Metwark il
Adehenser Date/Time Control Information Siatistics Davices—
LR i
| I L \ [
Event i T
User Group Management — R Ping Host Discover Devices
List Settings T — KX Subnet
I I LU
[ T
Event CIM Fi Ti Raute b -"!'.UIUINIEL\'
ace Raoute o
Hicic M L ger Management - u bk ' Host Dewica g
Group colige: pgrade £
Destinations Favorites|
i
| I |
[TTTTT TTTITTT
Change Power Supply Firmware KX
Password Setup Upgrade Diagrostics
[REREN [NENNEN|
I I [
Authentication Part
Settings Cenfiguration Factory Reset:
| [
Legend:
TTITTITT Local Bt Upgrace
Remote Setlings Report
Console Only
[IRRNERN I
“Local Console] Reboot
Only

Figure 15: KX Il Console Menu Tree (Local and Remote)

In addition to being identified in the menu tree above, menu option variations between the KX 11

Local Console and the KX Il Remote Console are identified in the following table:

OPTION LocAL CONSOLE REMOTE CONSOLE

Virtual Media

AN

File Server Setup

Backup/Restore

Firmware Upgrade

KX Diagnostics

Manage Favorites

Favorites List

Discover Devices — Local Subnet

Discover Devices — KX Subnet

Add New Device to Favorites

ANRNRYA YRR RNANAN

Help — User Guide

Local Port Settings v

Factory Reset v

Raritan.
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Managing Favorites

A Favorites feature is provided so you can organize and quickly access the devices you use
frequently. The Favorite Devices section is located in the lower left side (sidebar) of the Port
Access page and provides the ability to:

e Create and manage a list of favorite devices

e  Quickly access frequently used devices

e  List your Favorites either by name or IP Address

o Discover Dominion KX Il devices on its subnet (before and after login)

e Retrieve discovered Dominion KX Il devices from the connected KX device (after login)

Note: This feature is available only on the Dominion KX Il Remote Console (not the Dominion
KX 11 Local Console).
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& = Y - s 5
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Goagle (G _-ja.{»(.fj B~ | €3 bockmarksw 6 bhcked | W Qheck v 4 fulik T A P () Settings = | ¥ -
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Sinn: 53 500 ks 0 of 4 Rentote KA channels are currently in use.
Yo P. 192169 58.83
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Figure 16: Favorite Devices (sidebar)

To access a favorite KX Il device:

Click the device name for that device (listed beneath Favorite Devices). A new browser
opens to that device.

To toggle the Favorite Devices list display between name and IP Address:

To display Favorites by IP Address: To display Favorites by name:
Click the Display by IP button. Click the Display by Name button.
: ) Favorite Devices: Favorite Devices:
Favorite Devices Y 197 1653 50 45 ——|  Favorite Devices
currently displayed by currently displayed by IP

Adires

Click Display by IP to — -
toggle | pisplayByIP_ | | Display By Hame

Click Display by Name
| to toggle

-
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Manage Favorites Menu

The Manage Favorites menu provides these options: Favorites List, Discover Devices — Local
Subnet, Discover Devices — KX Subnet, and Add New Device to Favorites.

To open the Manage Favorites menu:
Click the Manage button. The Manage Favorites page opens:

==Raritan.

Dominion KX IT

Time & Session:
April 03, 2007 071551

User: admin

State: active

Mour IP: 192.165.59 .31

Last Login: Apr 03, 2007 04:45

Device Information:
Device Mame: Dominionkc:
IP Address: 192.168.59.97
Firmuare: 2002 5414
Powverind: on

Powverin: off

Port States:
16 Ports down
16 Forts idle

Connected Users;
admin (152 168 59.51)
active

Help - User Guide

Favorite Devices:
Bisskers KX Il
Doominion Kx Il
Janets XN
Prasannas KX |

Manage button

Display By IP

4

/FManage Devices | Home - Microsoft Internet Explorer =100 x|
File Edit ‘iew Favortes Tools  Help ‘ 3'
eBack - '\) - d @ kh | /‘__)Search \;Il'( Favorites @}

Address [ ] hips: 1192. 15859 97/home .asp | Ela ks ? & Snaclt 1
Gouogle [Cl~ vIGo 4»@ B~ | % Bookmarks ‘ " check » n Autclink = P () Settings=

| Port Access | virtual Media | user Management | Device Settings | Security | Maintenance | niagnosti
Home = Manage Favarites
Manage Favorites

Favorites List

Digcover Devices - Local Subnet
Digcover Devices - KX Subnet

A Mew Device To Favorites

Copyright @ 2007 Raritan Computer Inc.
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USE:
Favorites List

Figure 17: Manage Favorites Menu

To:
Manage your list of favorite devices.

Discover Devices — Local Subnet

Discover the devices on the local subnet.

Discover Devices — KX Subnet

Discover the devices on the KX device subnet.

Add New Device to Favorites

Add, edit, and delete devices from your list of Favorites.

ZERaritan.
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Favorites List

From the Favorites List page, you can add, edit, and delete devices from your list of Favorites.

To open the Favorites List page:
Select Manage > Favorites List. The Favorites List page opens:

Y Manage Devices | Home - Microsoft Internet Explarer L P[] 3
Fiz  Edit WView Favorites  Tools  Help | &
) i AT B P
e o . 2y (oA = 28
Qeek - ) ~ %] 2] 7 - search ¢ Favores %) ‘ -2l JE 3
Ackdress [ ] hitps://152.165.59.97 home. asp E=E ‘ Links | & snaglt 1
Google |G~ ~|e0 {50 B - | o vookmarkse Eeblocked | % check » o auroink Ao () settings~ | €1 ~
— .
B et e e e e e i s s
Dominion KX 11 Erae T e o i
Homs » Manags Favorites > Faverite List Logout
February 22, 2007 17:28:41 Fevouie L
User: adimin
Stete: B2 sec idle r Baskers KX || 182 16853 250
“our P: 192166.50.93
Last Login: Feb 22, 2007 14:33 [~ Dominion kX1 18216858150
[ Presamnas kil 192.168.59.48
Device Information:
Device Name: Dominionk
IP Addrese: 192.168.58.87
Firmuvare: 2.0.0.2.5240
Fowrerinl: on
PowrerinZ: off
Port States:
2Ports up
13 Parts down
15 Ports idle
Connected Users:
adiin (132.168.58.33)
active
Help - User Guide
Favorite Devices:
Baskers Kx Il
Dorinian X 1
Janets KX
Prasannas KX I
Copyright @ 2007 Raritan Computar INc i
[&]Done [T [ [& 4 nterne 7

Figure 18: Favorites List

To add a Favorite:
Click the Add button. The Add New Favorite page opens.

To delete a Favorite:

Important: Please exercise caution in the removal of favorites; you are not

prompted to confirm their deletion.

1. Check the checkbox next to the appropriate Dominion KX Il device.

2. Click the Delete button. The favorite is removed from your list of favorites.

-
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To edit a Favorite:
1. From the Favorites List page, check the checkbox next to the appropriate Dominion KX Il

device.
2. Click the Edit button. The Edit page opens:
Y Manage Devices | Home - Microsoft Internet Explarer i o (=] )
A e v s aeE A ‘ '},f‘
@aack 5 \) 5 |ﬂ @ :b ‘ ;J Seaich \‘,‘:\L( Favorites '&3‘ [3::}‘,- \f A o3
Address IEhttps:fflgz‘IEB.SQ.ISUIhUme‘asp =l Go ‘Lmks ”‘ﬁsrvaglt L
Google [[Gl- “leo {8 B - | ¥ sodkmarksw Bhsblocked | W check v & putink + 2 () settings~ | &) -

February 15, 2007 14.07:23 R SRR Al

Al fields are required

User. admin
State: 131 sec idle Description

Your IP: 182 16858 93 IDUmInIUH el
Last Login: Feb 15, 2007 08:45

IP Address

Device Information: 182 168.59.150

Device Name: DominionkOd

IP Adtiress: 192.168.59.150 Port
Firmware: 20.0.2.5219 |
Powerinl: on

Port States:

2 Ports up

13 Ports cowen

15 Ports idle

Connected Users:
acmin (192 1668 .59 83)
2 min icdle:

Help - User Guide

Favorite Devices:
Baskers KX ||
Dominion KX I
Jangts WHll
Prasannas KX |

Copyright 2007 Rerttan Computer Inc.
At nn L b e o ption, U W B -

Figure 19: Edit (Favorite Information)

3. Update the fields as necessary:
e Description. Type something meaningful.
o IP Address. Type the IP Address of the Dominion KX |1 unit.
e Port. Change the discovery Port (if necessary).

4. Click OK.
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Discover Devices - Local Subnet

This option discovers the devices on your local subnet (that is, the subnet where the Dominion
KX 1l Remote Console is running); access these devices directly from this page, or add them to
your list of favorites.

Dominion KX IT P e A i
Home > Manage Faworites » Discover Devices - Losal Subnet

gl 04, 2007 04:23:45 Discover Devices - Local Subnet
Dok [ Use Defautt Port 5000
Stele: 43 secide
Your IP: 182.168.58.31 Discover on Port:
Last Login. Apr 03, 2007 0626
ast Login: Apr 03, o
Device Information:
Device Name: Dominioni3
P Address: 192162.53.97 Mame [PHostname
Eirmwara 2002 545 T snnettes_Kx116 19218859213
Pawerinl: an
ROl i [T Annettes K432 18216859 227
A— [T ASTOkK-E 192186.59.218
2Ports up
ik I bunyix 192188 59 217
15 Ports ide
M Daveloe 192.160.59.206
Conneded isers: I Dominon-x 192.188.50.240
admin (192.165.50.31)
43 secide ™ Dominionkit 192.156.59.224
™ Dominionkx 192.186.59.225
Help - User Guide
[T Dominionkx 192.188.59.237
Favoriiz Devcge [T Dominionkx 192.168.59.239
Baskers 1 I
Dominion Kl [T Dominionk 192.168.50.244
Janets ol
Ereserinas oL " Dominionkx 192/168.59.243
™ Gominionkx 19218659 252
Dispiay By P I Dominionkx 192,158 59,253
| 192.156.59.233
kot 182,188 50,185
T rae 192.159.59.207
[ shives 20 192,188 50 208
.
Select All Deselect All
Copyright @ 2007 Rarftan Computer Inc.

Figure 20: Discover Devices - Local Subnet

To discover devices on the local subnet:

1. Select Favorites > Discover Devices — Local Subnet. The Discover Devices — Local Subnet
page opens.

2. Select the appropriate discovery port (refer to Network Miscellaneous Settings for
information about the discovery port):

e To use the default discovery port, check the Use Default Port 5000 option.
e To use a different discovery port:
a. Clear the Use Default Port 5000 option.

b. Type the port number into the Discover on Port field.

c. Click Save.
3. Click Refresh. The list of devices on the local subnet is refreshed.

To add devices to your Favorites List:
1. Check the checkbox next to the device name/IP Address.
2. Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or deselect all) devices in
the remote console subnet.

To access a discovered device:
Click the device name or IP Address for that device. A new browser opens to that device.

-
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Discover Devices — KX Subnet

This option discovers the devices on the KX device subnet (that is, the subnet of the Dominion
KX 11 device IP address itself); access these devices directly from this page, or add them to your
list of favorites.

This feature allows multiple Dominion KX Il units to interoperate and scale automatically. The
Dominion KX Il Remote Console automatically discovers the Dominion KX Il units in the subnet
of the Dominion KX II.

2} Manage Devices | Home - Microsoft Internet Explorer i N ] 3
Fle Edt Yew Favortes Tools  Help ‘ v
@Eatk - \_J - lj Ig __:] | > ) Search k&\‘#Favnrltas {f]” - e A - _J ﬁ gﬁ

Adcress [&] hteps://192.168.59.57 home. asp Tl EJa  Lnks *| & snaclt
Google |G+ ~JGo {60 B v | €% Bookmarksw | P check »  Aulolink + - Adorl (D) Settings | -

==Raritan.

Dominion KX II

Time & Session:
April 04, 2007 04:33:21

User: admin

State: active

Your [P 192.163.59.31

Last Login: Apr 03, 2007 06:26

Device Information:

Home > Manage Fawarites > Discowver Devices - KX Subnet
Discover Devices - KX Subnet

ASTOHXI-A16 19216859218

DarminiankX 1921685975

Dominionk X 182 16559 97

Ceevice Mame: DominionkC:

IP Address: 102 1655997 k2wericd

19216859183
Firmwvare: 20025414
Powerint: on
Powerin2; off

Irak(H2

19216659 207

[ setectan ][ Deselectan

|

Port States:

2 Ports up

13 Ports down
15 Ports idle

Connected Users:
admin (192.168.59.31)
active

Help - User Guide

Faveorite Devices:
Baskers KX I|
Dominion K3 Il

Display By IP

4

‘g‘[ Dane

Capyright @ 2007 Raritan Computer Inc:

ol

TS g mene 4

Figure 21: Discover Devices — KX Subnet

To discover devices on the KX device subnet:

1. Select Favorites > Discover Devices — KX Subnet. The Discover Devices — KX Subnet
page opens.
2. Click Refresh. The list of devices on the local subnet is refreshed.

To add devices to your Favorites List:

1. Check the checkbox next to the device name/IP Address.
2. Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or deselect all) devices in
the Dominion KX 11 device subnet.

To access a discovered device:
Click the device name or IP Address for that device. A new browser opens to that device.

i
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Add New Favorite

To add a device to your favorites list:

1. Select Manage Favorites > Add New Device to Favorites. The Add New Favorite page

opens:
‘A Manage Devices | Home - Microsoft Internet Explorer =10l x|
File Edit ‘iew Favorites Tools  Help ‘ ‘3"
eBack - Q e lj @ _h | /F) Search \i}\( Favorites @ E*j‘l' L:_‘f - ¥ |_.I ﬁ 3
address |@j hittps: /{192, 168,59, 57 /hame.asp B |Lian | (@ snagle |1’
GODg[EIin-—;lGo 4»@ B~ | €% Bookmarks~ ‘ % check » o Autclinh » ¥ () Settingsw | & -

==Raritan.

Dominion KX IT

| Port Acceas | virtual Media | User Management | Deice Settings [ Security | Maintenance | Diagnost
Home » Manage Fawvorites » Add Mew Favarite

April 03, 2007 072040 Aol avuiie
Al figlds are recuired
User: admin
State: 5 min idle Description
Mour IP: 192 165 59 51 I
Last Login: Apr 03, 2007 04:45
IP Address

Device Information: IU aoo

Device Mame: Dominionk:

IP Address: 192 166.59.97 Part
Firmwvare: 2.0.0.2.5414 ISDDD
Powverind: on

Powverin: off
Port States:

16 Ports down

16 Forts idle

Connected Users:
admin (192.166.59.31)
5 min idle

Help - User Guide

Favorite Devices:
Baskers KX Il
Dominion KX I
Janets KX
Prasannas KX I

Copyright ® 2007 Raritan Computer Inc. .
4 | _’l_l
@ Done ’_ ’_ ’_ ’_ ’—g # Internet 4

Figure 22: Add New Favorite

Type a meaningful Description.

Type the IP Address for the device.

Change the discovery Port (if necessary).

Click OK. This device is added to your list of favorites.

ok~ wn
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Chapter 5: Accessing Target Servers

Port Access Page

After successfully logging into the Dominion KX Il Remote Console, the Port Access page opens.
This page lists all of the Dominion KX 11 ports, the connected target servers, and their status and
availability. The Port Access page provides access to the target servers connected to the
Dominion KX I1. Target servers are servers that you want to control through the Dominion KX Il
unit; they are connected to the Dominion KX Il ports at the back of the unit.

Note: For each connection to a target server, a new Virtual KVM Client window is opened.

To use the Port Access page:
1. From the KX Il Remote Console, click the Port Access tab to open it. The Port Access page

opens:
T
Fie Edt Wiew Favortes Tools Help | &
@Back - - Iﬂ @ ‘0 ‘ ) search < Favorites 2] ‘ Rz W) o 3
Aciress [{&] hitps: {192, 168.59.97jhome asp =l EJen |Uﬂk5 ”‘SSHEDR =]
Google |G~ VIGD {.@; E% ~ | €9 Bookmarksw @hoblocked | W check w o Autelink v o Auterll P () Settingsw | @ -

==Raritan.

Dominion KX 1T

QN s o [ mer Marsgorees | evice Sotinge | Secarity Midsmance [ Biagrosies |

Available Targets [

Home * Port Access Logout
Time & Session: -
February 22, 2007 173316 FortAceuss
User- adhin Click on the individual port name to see allowable operations.
Stete: 52 sec idle 0 of 4 Remote KVM channels are currently in use.
“our IF; 192.168.58.93
Last Login: Feb 22, 2007 14:33 4 Part Humber Port Name Status Availability
1 Dominion-kxz_Portt down idlls
Device Information: 2 Dominion-k¥2_Portz down idls
Device Name: Dominionk:
L e e 3 Dominion-k¥2_Port3 down idls
Firmware: 2.0.0.2.5240 4 Dominion-kX2_Partd down idlle
ks & LtestPe up idle
& Dominion-k¥2_Ports down idls
e 7 Dominion-K¥2_Part? down idls
2 Ports up a8 Dominion-Kx2_Ports down iclle
13 Ports down g Local Part up idle
AEL T S
10 Dominion-KX2_Port10 down idle
Connected Users: ail Dominion-KX2_Port11 down idle
admin (182.166.53 83) 12 Dominion-KX2_Port12 cowwn idle
H 13 Dominion-<42_Parl13 down idle
Help - User Guide 14 Dominion-kx2_Part1 4 down idle
15 Dominion-x2_Part1 5 down idle
Favorite Devices: ~
Baskers K I
- DOMINONERN, o o bttt nn nam b B s ot O Sanbe s i g A a1, RN e o (e e

Figure 23: Port Access

The target servers are initially sorted by Port Number; you can change the display to sort on any
of the columns.

e Port Number. Numbered from 1 to the total number of ports available for the Dominion
KX 1l unit. Please note that ports connected to power strips will not be among those
listed, resulting in gaps in the Port Number sequence.

e Port Name. The name of the Dominion KX |1 port; initially set to Dominion-KX2-Port#,
but you can change the name to something more descriptive. When you click on a Port
Name link, the Port Action Menu is opened.

e  Status. The Status is either up or down.
e Availability. The Availability can be Idle, Connected, Busy, or Unavailable.

2. Click the Port Name of the target server you want to access. The Port Action Menu is
displayed. Refer to Port Action Menu for more information about the menu options available.

3. Select the desired menu option from the Port Action Menu.

i
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To change the display sort order:

Click the column heading you want to sort on. The list of target servers is sorted by that
column.

Port Action Menu

1. When you click on a Port Name in the Port Access list, the Port Action menu is displayed.
Please note that only options available for the selected port are listed in the Port Action menu:

Connect. Creates a new connection to the target server. For the KX Il Remote Console, a
new Virtual KVM Client window is opened. For the KX Il Local Console, the display
switches to the target server and switches away from the local user interface. On the local
port, the KX 11 Local Console interface must be visible in order to perform the switch.

Note: This option is not available from the KX Il Remote Console for an available port if
all connections are busy.

Switch From. Switches from an existing connection to the selected port (target server).
This menu item is available for every opened connection (up to a maximum of four for
units with 4 remote users; maximum of two for units with 2 remote users; maximum of 1
for units with 1 remote user); this option is visible only when one or more Virtual KVM
Clients are opened.

Note: This menu item is not available on the KX Il Local Console.

Disconnect. Disconnects this port and closes the Virtual KVM Client window for this
target server. This menu item is available only when the port status is up and connected,
or up and busy.

Note: This menu item is not available on the KX Il Local Console; the only way to
disconnect from the switched target in the Local Console is to use the hotkey.

Power On. Powers on the target server through the associated outlet. This option is
visible only when there is one or more power associations to this target, when the target
is off (port status is down), and when user has permission to operate this service.

Power Off. Powers off the target server through the associated outlets. This option is
visible only when there is one or more power associations to this target, when the target
power is on (port status is up), and when user has permission to operate this service.

Power Cycle. Power cycles the target server through the associated outlets. This option
is visible only when there is a power association (one or more) to this target and when
the user has permission to operate this service.

2. Select the desired menu option for that port to execute it.
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Connecting to a Target Server

To connect to a target server:

1.

2.

From the KX Il Remote Console, click the Port Access tab to open it. The Port Access page
opens.

Click the Port Name of the target you want to access. The Port Action Menu is displayed:

Virtual Media | User Management | Device Settings | Security | Maintenance | Diagnostics

Home » Port Access i
[
Port Access f
Click on the individual port name to see allowable operations. }
1 of 4 Remote KVIM channels currently in use. 4
4 Port Number Port Name Status
1 Dmininn=K%2_Prrt] up ¢
2 Switch From Dominion-KX2_Por... [ T
3 Connect —
7 Power Off = T
= Power Cycle _ I T
[ Dominior-Kx2_Port down
7. Cominion-Kx2_Port? down 1
O e T e O RSO .. F S

Figure 24: Port Action Menu

Select Connect. A Virtual KVM Client window opens to the target server connected to that
port.

Switching between Target Servers

With the Dominion KX II, you can access several target servers. Dominion KX Il provides the
ability to switch from one target server to another.

Note: This feature is available in the Dominion KX Il Remote Console only.

To switch between target servers:

1.
2.

While already using a target server, access the Dominion KX 11 Port Access page.

Click the Port Name of the target you want to access now. The Port Action Menu is
displayed.

Select the Switch From option from the Port Action Menu. The Virtual KVM Client
window switches to the new target server you selected.

Disconnecting Target Servers

Note: This item is not available on the KX Il Local Console; the only way to disconnect from the
switched target in the Local Console is to use the hotkey.

To disconnect a target server:

1.

Click the Port Name of the target you want to disconnect. The Port Action Menu is
displayed.

Select the Disconnect option from the Port Action Menu. The Virtual KVM Client window
closes the target window.

Tip: You can also close the Virtual KVM Client window by selecting Connection > Exit from the
Virtual KVM menu.

i
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Power Controlling a Target Server

Note: These features are available only when you have made power associations. Refer to power
control for more information.

Power Cycle a Target Server

To power cycle a target server:

1. From the KX Il Remote Console, click the Port Access tab to open it. The Port Access page
opens.

Port Access -}
4
Click on the individual port name to see aliowable operations. :
2 of 4 Remote KVM channels currently in use. :
4 Port Number Port Hame Status
1 Dominion-KX2_Port1 up
2 ominion-kH2 Port2 doran
5 Disconnect .
4 Power Off o
B Power Cycle U 4
& Dorminion-KX2_Part down i
7 Dorinion-KA2_Pan? down 5
5 Dominian-H+2_Portd down p
Bttt s i SOOI e o e

Figure 25: Port Action Menu (power options)

3. Select Power Cycle. A message is displayed confirming the action taken.

Power On a Target Server

To power ON a target server:

1. From the KX Il Remote Console, click the Port Access tab to open it. The Port Access page
opens.

2. Click the Port Name of the appropriate target server. The Port Action Menu is displayed.
3. Select Power On.

Power Off a Target Server

To power OFF a target server:

1. From the KX Il Remote Console, click the Port Access tab to open it. The Port Access page
opens.

2. Click the Port Name of the appropriate target server. The Port Action Menu is displayed.
3. Select Power Off.

{
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Chapter 6: Virtual KVM Client

Whenever you access a target server using the KX Il Remote Console, a Virtual KVM Client
window is opened. There is one Virtual KVM Client for each target server connected to; these

windows can be accessed via the Windows Taskbar.

Virtual KVM Client windows can be minimized, maximized, and moved around your computer

desktop.

Note: Refreshing your HTML browser will close the Virtual KVM Client connection, so please

exercise caution.

€ o v e =i0i=|

Toolbar

Conmbction  Keyboard  WVideo  Wouse  ViualMedia  Tools  View  Heolp

Menu Bar

— |1 o) 2| =] o) ]

Eisphays U s arnd Fokders o0 your
comgater

e s

Target Server
Video Window

Status Bar

Corsvalel): Deskivn sae s 1,200 1,024 3|

Figure 26: Virtual KVM Client Window

The features available in the Virtual KVM Client are accessible through the menu and toolbar.

FEATURE DESCRIPTION ‘
Menu Bar Drop-down menus of commands and settings.
Toolbar Shortcut buttons to frequently used features and commands.
Target Server Video Window Target device display.
Status Bar Real-time information on connection parameters, target server window
size, concurrent connections, Caps Lock indicator, and Num Lock
indicator.

Note to CC-SG Users

If you are using Dominion KX 11 in a CC-SG configuration, do not use the CC-SG proxy mode if

you are planning to use the Multi-Platform Client (MPC).
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Options

Menu Tree

The following diagram represents all of the menu options available in the Virtual KVM Client.

Virtual KVM
Client
Connection Keyboard Video Mouse Virtual Media Tools View Halp
| | | | I [ I I
: About Raritan
Properties SETI:I):]:[I;NL E’::: Sy:ﬂ::m Connect Drive Options Wiew Toolbar Vinéﬁ:e;ivm
I | | | | |
Connection Keyboard Aulo-sense Single Mouse tannact LI 5
Info Macros Video Settings Cursor R?'ml‘:éio Scaling
| [ |
SN DR 1
Exit I'User-Created | | oppae Golor Absolute Terget Seréen
: Macros : Resolution
_______ | [
Video Settings Intelligernt
|
Standard Lege nd:
[———---- |
I - |
I Cptional |
Loy
Figure 27: Virtual KVM Client Menu Tree
Toolbar
BUTTON DESCRIPTION
2= Properties
=

Video settings

Calibrate color

Synchronize client and target server mouse cursors

Refresh screen

392 | O =

Auto-sense video

Send Ctrl+Alt+Delete

1)

afn

[a]
L b

Toggles single/double mouse modes

Full screen

Resize video to fit screen

| =

-
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Mouse Pointer Synchronization

When remotely viewing a target server that uses a mouse, you will see two mouse pointers: one
belonging to your remote client workstation and the other belonging to the target server. When
the mouse pointer lies within the Virtual KVM Client target server window, mouse movements
and clicks are directly transmitted to the connected target server. While in motion, the client
mouse pointer slightly leads the target mouse pointer due to mouse acceleration settings.

£ {Port Dominion-KX2_Port1) Yirtual K¥M Client

Connection  Keyboard  Yideo Mouse Tools  Wiew  Help

£ Q|p| 2| =l & )X

Remote Client Mouse

Target Server Mouse

Recyde Bin

Figure 28: Dual Mouse Cursors

On fast LAN connections, you may want to disable the Virtual KVM Client mouse pointer and
view only the target server’s pointer. You can toggle between these two modes (single mouse and
dual mouse). Refer to Mouse Menu for additional information about the available mouse modes.

Mouse Synchronization Tips

Be sure to follow these steps when obtaining mouse synchronization:

1.

Verify that the selected video resolution and refresh rate is among those supported by the
Dominion KX IlI. The Virtual KVM Client Connection Info dialog displays the actual values
that the KX 11 is seeing. Please refer to Supported Video Resolutions for more information
about the video resolutions that are supported.

Verify that the cable length is within the specified limits for the selected video resolution.
Please refer to Target Server Connection Distance and Video Resolution for more
information.

Verify that the mouse and video have been properly configured during the installation process.
Please refer to Chapter 3: Installation and Configuration for complete instructions.

Force an auto-sense by clicking the Virtual KVM Client auto-sense @ button.

If that does not improve the mouse synchronization (for Linux, UNIX, and Solaris target
Servers):

a. Open aterminal window.
b. Enter the xset mouse 1 1 command.

c. Close the terminal window.

Click the Virtual KVM Client mouse synchronization @ button.

i
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Additional Notes for Intelligent Mouse Mode

e Be sure that there are no icons or applications in the upper left section of the screen since
that is where the synchronization routine takes place.

e Do not use an animated mouse.
o Disable active desktop on target servers.
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Connection Menu

Properties Dialog

The Dominion KX Il dynamic video compression algorithms maintain KVM console usability
under varying bandwidth constraints. Dominion KX Il units optimize KVM output not only for
LAN use, but also for WAN and dialup use. These units can also control color depth and limit
video output, offering an optimal balance between video quality and system responsiveness for
any bandwidth.

2= |Connection |Manually adjust bandwidth-related options (connection speed, color
=~ |Properties depth, etc.).

The parameters in the Properties Dialog can be optimized to suit your needs for different
operating environments.

To set the connection properties:
1. Select Connection > Properties. The Properties Dialog opens.

x

Connection Speed [ IReN= IR

Calor Depth [15-bitRGB Color 7]

Smoathing 4] | ﬂ Lt
ik | Cancel I Anply |

Figure 29: Properties Dialog

2. Select the Connection Speed from the drop-down list. Dominion KX Il can automatically
detect available bandwidth and not limit bandwidth use; but you can also adjust this usage
according to bandwidth limitations.

Auto

1G Ethernet

100 Mb Ethernet

10 Mb Ethernet

1.5 Mb (MAX DSL/T1)
1 Mb (Fast DSL/T1)
512 Kb (Medium DSL/T1)
384 Kb (Slow DSL/T1)
256 Kb (Cable)

128 Kb (Dual ISDN)
56 Kb (ISP Modem)

33 Kb (Fast Modem)
24 Kb (Slow Modem)

Please note that these settings are an optimization for specific conditions rather than an exact
speed. The client and server always attempt to deliver video as quickly as possible on the
network regardless of the current network speed and encoding setting. But the system will be
most responsive when the settings match the real world environment.
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3. Select the Color Depth from the drop-down list. Dominion KX Il can dynamically adapt the
color depth transmitted to remote users in order to maximize usability in all bandwidths.

15-bit RGB Color
8-bit RGB Color
4-bit Color

4-bit Gray

3-bit Gray

2-bit Gray

Black and White

Important: For most administrative tasks (server monitoring, reconfiguring,
etc.), the full 24-bit or 32-bit color spectrum made available by most
modern video graphics cards is not necessary. Attempting to transmit such
high color depths, wastes network bandwidth.

4. Use the slider to select the desired level of Smoothing (15-bit color mode only). The level of
smoothing determines how aggressively to blend screen regions with small color variation
into a single smooth color. Smoothing improves the appearance of target video by reducing
displayed video noise.

5. Click OK to set these properties.

To cancel without saving changes:
Click Cancel.
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Connection Info

To

obtain information about your Virtual KVM Client connection:
Select Connection > Connection Info. The Connection Info window opens:

i Connection Info x|

hem Description Data

1 Device Mame Kx2device

i IP Address 192 168 58 87

3 Fort 443

4 Data InfSecond 53 kBrs

4] Data Out'Second 40 Bis

B FFS g

7 Connect Time 00:01:54

] Horizontal Resolution 720

g Yerical Resaolution 400

10 Refresh rate 70 Hz

11 Frotocol Yersian 01.18
{Caopyta Cliphoard | Close

Figure 30: Connection Info

The following information is displayed about the current connection:

To

e Device Name. The name of the Dominion KX Il device.
e [P Address. The IP Address of the Dominion KX Il device.

e Port. The KVM Communication TCP/IP Port used to access the target device.

e Data In/Second. Data rate in.

e Data Out/Second. Data rate out.

e Connect Time. The duration of the connect time.

e FPS. The frames per second transmitted for video.

e Horizontal Resolution. The screen resolution horizontally.
e Vertical Resolution. The screen resolution vertically.

o Refresh Rate. How often the screen is refreshed.

e Protocol Version. RFB Protocol version.

copy this information:

Click Copy to Clipboard. The information is available to be pasted into the program of your

choice.

Exit

To close the Virtual KVM Client (the target you are currently accessing):

Select Connection > EXxit.
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Keyboard Menu

Send Ctrl+Alt+Delete

Due to its frequent use, a Ctrl+Alt+Delete macro has been pre-programmed into the Virtual
KVM Client.

This key sequence is sent to the target server to which you are currently connected. In contrast, if
you were to physically press the Ctrl+Alt+Delete keys while using the Virtual KVM Client, the
command would first be intercepted by your own PC due to the structure of the operating system,
instead of sending the key sequence to the target server as intended.

@ Send Ctrl+Alt+Delete | Sends a Ctrl+Alt+Delete key sequence to the target server

To send a Ctrl+Alt+Delete key sequence to the target server:
o Select Keyboard > Send Ctrl+Alt+Delete, or
e Click the Send Ctrl+Alt+Delete button from toolbar

Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the target server, are sent to
and interpreted only by the target server. Otherwise, they might be interpreted by the computer on
which the Virtual KVM Client is running (your client PC).

Macros are stored on the client PC and are PC-specific; therefore, if you use another PC you will
not see your macros. In addition, if another person uses your PC and logs in under a different
name, that user will see your macros since they are computer-wide. Keyboard macros created in
the Virtual K\VM Client are available in MPC and vice versa.

Creating a Keyboard Macro

To create a keyboard macro (add a macro):
1. Select Keyboard > Keyboard Macros. The Keyboard Macros window opens:

Keyhoard Macros ] ﬂ

Rummacro
Add
Fermoye

f oty

daidi

Cloze

Select a macro from the above list.

Figure 31: Keyboard Macros

2. Click Add. The Add Keyboard Macro window opens:

o
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Add Keyboard Macro

Keyhoard Macro Mame |

Keys to Press

|AII Keys 'I

Left Ctrl
Right Ctrl
Left Alt
Right Alt
Left Shift
Right Shift

Eress ey |

Keys to Release Macro Sequence

g

=
Felease Key I

Refroye | j ﬂ

Clear I

oK | Cancel |

Figure 32: Add Keyboard Macro

Type a name in the Keyboard Macro Name field. This is the name that will display on the
Virtual KVM Client menu bar after the macro is created. In this example, type Minimize All
Windows.

In the Keys to Press drop-down list:

a. Scroll through and select each key for which you would like to emulate a key press (in
the order in which they are to be pressed).

b. Click the Press Key button after each selection. As each key is selected, it displays in the
Keys to Release field.

In this example, select two keys: the Windows key and the letter D key.

In the Keys to Release field:

a. Select each key for which you would like to emulate a key release (in the order in which
they are to be released).

b. Click Release Key after each selection.
In this example, both keys pressed must also be released.

Review the Macro Sequence — which has been automatically generated using the Keys to
Press and Keys to Release selections. Verify that the Macro Sequence is the exact key
sequence you want. (To remove a step in the sequence, select it and click Remove.)

Add Keyboard Macro |

minimize All windows

Keyboard Macro Mame

keys to Press Keys to Release

Wacto Sequence

IAII Keys 'I
B =l
C PRESS D
RELEASE LeftWindows Key

E ol RELEASE D
F
° =

Press Key | Release Key I Remove | j ﬂ

Qk | Cancel |

Clear I

Figure 33: Keyboard Macro Example

Tip: Use the A and v keys to reorder the key sequence.

ZERaritan.
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7. Click OK from the Add Keyboard Macro window to save the macro.

8. Click Close from the Keyboard Macros window (Figure 31). The keyboard macro created is
now listed as an option from Keyboard menu:

4 TestPC - ¥irtual K¥M Client

Connection  Keyboard | Yideo  Mouse

% ll| g [ send Ctrl+Alt+Delete

ﬁ kevboard Macros. .

My Diocurnents

Minimize AllYWind ows
Figure 34: New Macro in Keyboard Menu

To cancel without saving changes:
Click Cancel.

To clear all fields and start over:
Click the Clear button.

Running a Keyboard Macro

Once you have created a keyboard macro, execute it by clicking on its name in the Keyboard
menu.

To execute a macro (using this example):
Select Keyboard > Minimize All Windows.

An alternative method is to select the macro from the Keyboard Macros window.

To execute a macro:

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window opens.
2. Select the macro from among those listed.

3. Click Run Macro.

Modifying a Keyboard Macro

To modify a macro:

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window opens.
Select the macro from among those listed.

Click Modify. The Add/Edit Macro window opens.

Make your changes.

Click OK.

A S N

Removing a Keyboard Macro

Please exercise caution in the removal of macros; you are not prompted to
confirm their deletion.

To remove a macro:

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window opens.
2. Select the macro from among those listed.

3. Click Remove. The macro is deleted.

o
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Video Menu

Video settings can be refreshed automatically in several ways:

e The Refresh Screen option forces a refresh of the video screen

e The Auto-sense Video Settings option automatically detects the target server’s video settings

e The Calibrate Color option calibrates the video to enhance the colors being displayed
In addition, you can manually adjust the settings using the Video Settings option.

Refresh Screen

The Refresh Screen option forces a refresh of the video screen. The entire video screen is redrawn.

ﬂ Refresh Screen button

To refresh the video settings:
e Select Video > Refresh Screen, or
e Click the Refresh Screen button from toolbar

Auto-sense Video Settings

The Auto-sense Video Settings option forces a re-sensing of the video settings (resolution, refresh
rate) and redraws the video screen.

@ Auto-Sense Video Settings button

To automatically detect the video settings:
e Select Video > Auto-sense Video Settings, or

e Click the Auto-Sense Video Settings button from toolbar
A message is displayed that auto adjustment is in progress.

Calibrate Color

Use the Calibrate Color command to optimize the color levels (hue, brightness, saturation) of the
transmitted video images. The Dominion KX Il color settings are on a target server-basis.

0 Calibrate Color Adjusts color settings to optimize the video display.

Note: The Calibrate Color option applies to the current connection only.

To calibrate the color:

1. Open a remote KVM connection to any target server running a graphical user interface.

2. Select Video > Calibrate Color (or click the Calibrate Color button). The target device
screen updates its color calibration.
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Video Settings

Use the Video Settings option to manually adjust the video settings.

I.l Video Settings | Opens Video Settings for manual adjustment of video parameters.

To change the video settings:
1. Select Video > Video Settings. The Video Settings window opens displaying the current

settings:
x|

Moise Filter 4] [ vl 2
Brightness Red 4] | ! 41
Brightness Green 1 | Pl 45
Brightness Blue  «| | | 58

ContrastRed 4| [ v 223
Contrast Green 4] [ [ 214
ContrastBlue 4] =] 208

Clock “ | | | 1244

Phase  «] [ 3 13
Haorizantal Offset 4« [ ¢ 281
Vertical Offset 4| | e 28

Wituto Caolor Calibration:

*' Best possible video mode

™ Quick sensze video mode

OKl Cancell Applﬁ;l

Figure 35: Video Settings

2. Use the sliders to adjust the settings to achieve the desired results (as you adjust the settings
the effects are immediately visible):

— Noise Filter. Dominion KX Il can filter out the electrical interference of video output
from graphics cards. This feature optimizes picture quality and reduces bandwidth.
Higher settings transmit variant pixels only if a large color variation exists in comparison
to the neighboring pixels. However, setting the threshold too high can result in the
unintentional filtering of desired screen changes.

Lower settings transmit most pixel changes. Setting this threshold too low can result in
higher bandwidth use.

— Brightness: Use this setting to adjust the brightness of the target server display.
» Red. Controls the brightness of the red signal.

= Green. Controls the brightness of the green signal.
= Blue. Controls the brightness of the blue signal.

==
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— Color Contrast Settings: Controls the contrast adjustment.
= Contrast Red. Controls the red signal.

= Contrast Green. Controls the green signal.
= Contrast Blue. Controls the blue signal.

— If the video image looks extremely blurry or unfocused, the settings for clock and phase
can be adjusted until a better image appears on the active target server.

Warning: Please exercise caution when changing the Clock and Phase
settings; doing so may result in lost or distorted video and you may not
be able to return to the previous state. Contact Raritan Technical
Support before making any changes.

= Clock. Controls how quickly video pixels are displayed across the video screen.
Changes made to clock settings cause the video image to stretch or shrink
horizontally; odd number settings are recommended. Under most circumstances this
setting should not be changed because the auto-detect is usually quite accurate.

= Phase. Phase values range from 0 to 31 and will wrap around. Stop at the phase value
that produces the best video image for the active target server.

— Offset: Controls the on-screen positioning:
= Horizontal Offset. Controls the horizontal positioning of the target server display on
your monitor.

= Vertical Offset. Controls the vertical positioning of the target server display on your
monitor.

— Auto Color Calibration. Check this option if you would like automatic color calibration.
— Video Sensing: Select the video sensing mode:

= Best possible video mode: Dominion KX 11 will perform the full Auto Sense process
when switching targets or target resolutions. Selecting this option calibrates the video
for the best image quality.

= Quick sense video mode: With this option, the Dominion KX Il will use a quick
video Auto Sense in order to show the target’s video sooner. This option is especially
useful for entering a target server’s BIOS configuration right after a reboot.

3. Click Apply. The Video Settings are changed.

Note: Some Sun background screens, such as screens with very dark borders, may not center
precisely on certain Sun servers. Use a different background or place a lighter colored icon in
the upper left corner of the screen.

To cancel with saving your changes:
Click Cancel.
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Mouse Menu

When controlling a target server, the KX Il Remote Console displays two mouse cursors: one
belonging to your client workstation and the other belonging to the target server. You can operate
in either single mouse mode or dual mouse mode. When in dual mouse mode and properly
configured, these two mouse cursors will align. If you experience difficulty with mouse
synchronization, refer to Configure Target Servers.

When there are two mouse cursors, the Dominion KX Il offers several mouse modes:

e Absolute (Mouse Synchronization)
o Intelligent (Mouse Mode)
e Standard (Mouse Mode)

Synchronize Mouse

In dual mouse mode, the Synchronize Mouse option forces realignment of the target server mouse
pointer with Virtual KVM Client mouse pointer.

@ Synchronize Mouse

To synchronize the mouse:
e Select Mouse > Synchronize Mouse, or
e  Click the Synchronize Mouse button from the toolbar

Single Mouse Cursor

Single Mouse Cursor enters single mouse mode, in which only the target server mouse cursor is
shown; the local PC mouse pointer no longer appears on-screen. While in single mouse mode, the
Synchronize Mouse option is not available (there is no need to synchronize a single mouse
cursor).

M Single Mouse Cursor

To enter single mouse mode:
e  Select Mouse > Single Mouse Cursor, or
e  Click the Single/Double Mouse Cursor button from the toolbar

To exit single mouse mode:
1. When entering single mouse mode, the following message is displayed. Click OK.

Single Mouse Cursor g|
You are about to enter Single Mouse Cursor. While you are in this mode,
this software will have exclusive control over the mouse and keyboard.

To exit Single Mouse Cursor you must press:
Alt+F10

ox f cancel |

Figure 36: Single Mouse Cursor Message

2. Press Alt+F10 from your keyboard to exit single mouse mode.

==
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Standard

This is the standard mouse synchronization algorithm using relative mouse positions. Standard
mouse mode requires that acceleration is disabled and other mouse parameters are set correctly in
order for the client and server mouse to stay synchronized. Standard mouse mode is the default.

To enter standard mouse mode:
Select Mouse > Standard

Intelligent

In Intelligent mouse mode, the Dominion KX Il can detect the target mouse settings and
synchronize the mouse pointers accordingly, allowing mouse acceleration on the target. In this
mode, the mouse cursor does a “dance” in the top left corner of the screen and calculates the
acceleration. For this mode to work properly, certain conditions must be met.

For additional information on Intelligent Mouse mode, refer to the Raritan Multi-Platform Client
User Guide (Appendix B: Conditions for Intelligent Mouse Synchronization) available on
Raritan’s Website http://www.raritan.com/support/productdocumentation, or on the Raritan User
Manuals & Quick Setup Guides CD ROM included with your Dominion KX 11 shipment.

To enter intelligent mouse mode:
Select Mouse > Intelligent

Absolute

Note: Absolute Mouse Synchronization is available for use with the Virtual Media-enabled USB
CIM (D2CIM-VUSB) only.

In this mode, absolute coordinates are used to keep the client and target pointers in sync, even
when the target mouse is set to a different acceleration or speed. This mode is supported on
servers with USB ports; the mouse moves to the exact location on the target server.

To enter absolute mouse mode:
Select Mouse > Absolute

Virtual Media

Refer to the chapter on Virtual Media for complete information about setting up and using virtual
media.

=& Raritan.
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Tools Menu

Options

From the Tools menu, you can specify certain options for use with the Virtual KVM Client:
synchronize mouse when in dual mouse mode, enable logging, keyboard type, and the exit target
screen resolution mode hotkey.

To set the tools options:
1. Select Tools > Options. The Options window opens:

opions x|
Keyboard Type: IUSIInternatiunaI Ll
Exit Target Screen Resolution Mode - Hotkey: ICtrI+AIt+M 'I
Exit Single Cursor Mode - Hotkey: |CtrI+AIt+O 'I

ﬁ' Cancel |

Figure 37: (Tools) Options

2. Check the Enable Logging checkbox only if directed to by Technical Support. This option
creates a log file in your home directory.

3. Select the Keyboard Type from the drop-down list (if necessary). The options include:

US/International
French (France)
German (Germany)
Japanese

United Kingdom
Korean (Korea)

4. Exit Target Screen Resolution Mode - Hotkey. When you enter target screen resolution
mode, the display of the target server becomes full screen and acquires the same resolution as
the target server. This is the hotkey used for exiting this mode; select from the drop-down list.

5. Exit Single Cursor Mode - Hotkey. When you enter single cursor mode, only the target
server mouse cursor is visible. This is the hotkey used to exit single cursor mode and bring
back the client mouse cursor; select from the drop-down list.

6. Click OK.
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View Menu

View Toolbar

You can use the Virtual KVM client with or without the toolbar display.

To toggle the display of the toolbar (on and off):
Select View > View Toolbar.

Scaling

Scaling your target window allows you to view the entire contents of the target server window.
This feature increases or reduces the size of the target video to fit the Virtual KVM Client
window size, and maintains the aspect ratio so that you see the entire target server desktop
without using the scroll bar.

To toggle scaling (on and off):
Select View > Scaling.

Target Screen Resolution

When you enter target screen resolution mode, the display of the target server becomes full screen
and acquires the same resolution as the target server. The hotkey used for exiting this mode is
specified in the Options dialog (default is Ctri+Alt+M).

To enter target screen resolution:
Select View > Target Screen Resolution.

To exit target screen resolution mode:
Press the hotkey configured in Figure 37. The default is Ctrl+Alt+M.

Note to CC-SG Users: Target Screen Resolution is disabled; full screen mode is available only
when the Dominion KX Il device is not under CC-SG management.

Help Menu

About Raritan Virtual KVM Client

This menu option provides version information about the Virtual KVM Client should you require
assistance from Raritan technical support.

To obtain version information:
Select Help > About Raritan Virtual KVM Client.
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Chapter 7: Virtual Media

Overview

Virtual media extends KVM capabilities by enabling target servers to remotely access media
from the client PC and network file servers. With this feature, media mounted on the client PC
and network file servers is essentially mounted virtually by the target server. The target server can
then read from and write to that media as if it were physically connected to the target server itself.
Virtual media can include internal and USB-mounted CD and DVD drives, USB mass storage
devices, PC hard drives, and 1SO images (disk images).

Virtual media provides the ability to perform additional tasks remotely, such as:

transferring files

running diagnostics

installing or patching applications

complete installation of the operating system

This expanded KVM control eliminates most trips to the data center, saving time and money,
thereby making virtual media very powerful.

Virtual Media
(Drives)

< Target Server
=
—
[
@
O , D2CIM-VUSB
O
= 1
% - -
L R e
gr_ Dominion KX 1l
O
A |
v

Desktop PC

(Client) 1 ) \
-
e
CD/DVD Drive = /

&> ﬁ Remote File Server
. = {150 Images)
ﬂgg EEEE Hard Drive
Image Files

Figure 38: Virtual Media Connection
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Prerequisites for Using Virtual Media
The following conditions must be met in order to use virtual media:
Dominion KX 11

e  For users requiring access to virtual media, KX permissions must be set to allow access
to the relevant ports, as well as virtual media access (VM Access port permission) for
those ports. Port permissions are set at the group-level; please refer to Setting Port
Permissions for more information.

e (Optional) If you want to use PC-Share, VM Share Mode must also be enabled in the
Security Settings page.

Client PC

e Certain virtual media options require administrative privileges on the client PC (e.g.,
drive redirection of complete drives).

Note: If you are using Microsoft Vista, turn User Account Control off: Control Panel >
User Accounts > User Account Control > turn off.

If you would prefer not to change Vista account permissions, run Internet Explorer as an
administrator. To do this, click on the Start Menu, locate IE, right click it and select Run
as Administrator.

e USB 2.0 ports are both faster and preferred.

Target Server

e Target servers must support USB connected drives.
e Target servers running Windows 2000 must have all of the recent patches installed.

Using Virtual Media

With the Dominion KX Il virtual media feature, you can mount up to two drives (of different
types). These drives are accessible for the duration of the K\VM session.

For example, you can mount a specific CD-ROM, use it, and then disconnect it when you are
done. The CD-ROM virtual media “channel” will remain open, however, so that you can virtually
mount another CD-ROM. These virtual media “channels” remain open until the KVM session is
closed.

To use virtual media:

1. Connect/attach the media to the client or network file server that you want to access from the
target server. This need not be the first step, but it must be done prior to attempting to access
this media.

2. Verify that the appropriate prerequisites are met.

3. (File server 1ISO images only) If you plan to access file server ISO images, identify those file
servers and images through the Dominion KX 1l Remote Console File Server Setup page.

4. Open a KVVM session with the appropriate target server.
5. Connect to the virtual media.

FOR: SELECT THIS VM OPTION:
Local drives Connect Drive
Local CD/DVD drives Connect CD-ROM/ISO Image
1SO Images Connect CD-ROM/ISO Image
File Server 1ISO Images Connect CD-ROM/ISO Image

6. Upon completion of your tasks, disconnect the virtual media.
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Opening a KVM Session

To open a KVM session:
1. Open the Port Access page from the Dominion KX 1l Remote Console.

Home = Port Access

4

Port Access

Click on the individual port name to see allowable operations.

0 of 4 Remote KUM channels currently in use.
4 Port Number Port Hame Status y
1 Domi up 3
2 Dominion-KX2_Port2 down 4
3 Dominion-Hx2_Port3 clowen
4 Dotminion-Hx2_Port4 dowen
5 Dotminion-Hx2_Ports L
B Dotminion-Hx2_Ports dowen {

T e Ty T I T R

Figure 39: Open KVM Session

2. Connect to the target server from the Port Access page:
a. Click the Port Name for the appropriate server.

b. Select the Connect option from the Port Action Menu.

The target server opens in a Virtual KVM Client window.

Connecting to Virtual Media

Local Drives

This option mounts an entire drive; the entire disk drive is mounted virtually onto the target
server. Use this option for hard drives and external drives only; it does not include network drives,
CD-ROM, or DVD-ROM drives. This is the only option for which Read-Write is available.

Note: Target servers running certain version of the Windows operating system may not accept
new mass storage connections after an NTFS-formatted partition (e.g., the local C drive) has
been redirected to them. If this occurs, close the KX Il Remote Console and reconnect before
redirecting another virtual media device. If other users are connected to the same target server,
they must also close their connections to the target server.

To access a drive on the client computer:

1. From the Virtual KVM Client, select Virtual Media > Connect Drive. The Map Virtual
Media Drive dialog opens:

Map ¥irtual Media Drive: TestPC ] ﬂ

select a local drive for mounting onto the target server.

Local Drive :

C: (Hard Disk)

[T Rezdintite

Connect Cancel

Figure 40: Map Virtual Media Drive

i
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2. Select the drive from the Local Drive drop-down list.

3. If you want read and write capabilities, check the Read-Write option checkbox. This option
is disabled for non-removable drives. Please refer to the conditions when read-write is not
available for more information. When checked, you will be able to read or write the
connected USB disk.

WARNING: Enabling Read-Write access can be dangerous! Simultaneous
access to the same drive from more than one entity can result in data
corruption. If you do not require write access, leave this option unchecked.

4. Click Connect. The media will be mounted on the target server virtually. You can access the
media just like any other drive

Conditions when Read-Write is not Available
Virtual media read-write is not available in the following situations:

e Forall hard drives.
o When the drive is write-protected.
e When the user does not have read-write permission:

= Port Permission Access is set to None or View
= Port Permission VM Access is set to Read-Only or Deny

CD-ROM/DVD-ROM/ISO Images
This option mounts CD-ROM, DVD-ROM, and ISO images.

To access a CD-ROM, DVD-ROM, or ISO image:

1. From the Virtual KVM Client, select Virtual Media > Connect CD-ROM/ISO Image. The
Map Virtual Media CD/ISO Image dialog opens:

Map ¥irtual Media CD/IS0 Image: LPmachine =|

Select a CD/DVD drive or an IS0 image to mount onto the target server.

|D: (CD-ROM) 4|

150 Imange:
Image Path:
Hromwse |
" Remate Server 150 Image
Hosthame: Image:
| 7| | 7|
File Server Username: File Server Passward:
Gonnect | Cancel |

Figure 41: Map Virtual Media CD/ISO Image

2. For internal and external CD-ROM or DVD-ROM drives:
a. Select the Local CD/DVD Drive option.

b. Select the drive from the Local CD/DVD Drive drop-down list. All available internal
and external CD and DVD drive names will be populated in the drop-down list.

c. Click Connect.
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3. For I1SO images:

a.

d.

Select the ISO Image option. Use this option when you want to access a disk image of a
CD, DVD, or hard drive. ISO format is the only format supported.

Click the Browse button.

Navigate to the path containing the disk image you want to use and click Open. The path
is populated in the Image Path field.

Click Connect.

4. For remote ISO images on a file server:

a.
b.

e.

Select the Remote Server 1SO Image option.

Select Hostname and Image from the drop-down lists. The file servers and image paths
available are those that you configured using the File Server Setup page. Only items you
configured using the Dominion KX Il File Server Setup page will be in the drop-down
list.

File Server Username. Username required for access to the file server.

File Server Password. Password required for access to the file server (field is masked as
you type).
Click Connect.

The media will be mounted on the target server virtually. You can access the media just like any
other drive.

Disconnecting Virtual Media

To disconnect the Virtual Media drives:

For local drives, select Virtual Media > Disconnect Drive

For CD-ROM, DVD-ROM, and ISO images, select Virtual Media > Disconnect CD-
ROM/ISO Image

Note: In addition to disconnecting the virtual media using the Disconnect option, simply closing
the KVM connection closes the Virtual Media as well.
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File Server Setup (File Server ISO Images Only)

Note: This feature is only required when using virtual media to access file server ISO images.

Use the Dominion KX Il Remote Console File Server Setup page

to designate the files server(s)

and image paths that you want to access using Dominion KX Il Virtual Media. File server 1SO

image(s) specified here will become available for selection in th

e Remote Server ISO Image

Hostname and Image drop-down lists (in the Map Virtual Media CD/ISO Image dialog).

To designate file server ISO images for virtual media access:
1. Select Virtual Media from the Dominion KX Il Remote Console. The File Server Setup page

ZFile Server Setup | Yirtual Media | Home - Microsoft Internet Explorer

=10l x|

| .;rt

Fle Edt Wiew Favortes Tools Help
@ L &d
) search ¢ Favorites ﬁ}‘ R - J il 3

Q- Q- [x Bl a

Address |gj https: /{192, 168.59.97 home. asp

= B |Links ”|®5nag1t L

Google |G~ wfeo{ & B~ | L Boskmarks~ | % check vy Auckik v Ao
Z=Raritan.

»

& -

Settings

Logout

of

URSIMERA) uscr Management | Device Scttings | Security | Maintenance [ bisgnostics |
Dominio b e el & i
Heme = File Sener Setup
Time & Session: i
March 16, 2007 09:36:51 Fllg;Server et
User: admin
State: 111 zec idle Selected Host NameNPAddress Image Path
“our [P 192,165 59.93
Last Login: Mer 15, 2007 16:31 = |192188.1 193 |imegesiaiskt iso
O I I
Device Information:
Device Name: [KX2device (m} | |
IP Address: 192.168 58 57
Firmware: 2.0.0.25351 | [ [
Powerint: on
Powerinz: off (m| | |
r I I
Port States:
2 Ports up - [ [
13 Parts down
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Figure 42: File Server Setup

2. Input information about the file server ISO images that you want to access:
e Host Name/IP Address. Host name or IP Address of the file server.
¢ Image Path. Full path name of the location of the ISO image.
3. Check the Selected checkbox for all media that you want accessible as virtual media.
4. Click Save. All media specified here will now be available for selection in the Map Virtual

Media CD/ISO Image dialog.

To cancel without saving:
Click Cancel.
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Chapter 8. User Management

The User Management menu is organized as follows: User List, Add New User, User Group List,
Add New User Group, Change Password, and Authentication Settings.

=Z=Rari :
— :
== ar"an' Virtual Media | User Management | Device Setlings | Se:

Dominion KX II

Time & Session:

User: admin
State: 59 =zec idle
our P 192.168.59

Powverind: on
Powverin: off

ek
o e e

USE:
User List

Last Login: Feb 07, 2007 16:06

Device Information:
Device Mame: Dominionk X Addd Mewy User Group
IP Address: 192.165.59.150
Firmeavare: 2.0.0.2.5194

Haome * User Management

February 05, 2007 05:54:31
User Management

a3 L=zer List
A Meww User

i
{
| |
{
i
1

Change Password

Authentication Settings

PPN, IR Tr i SR Oy T VI SR Dy

Figure 43: User Management Menu

To:
Display an alphabetical list of all users; add, modify, or delete users.

Add New User

Add new users; modify user information.

User Group List

Display an alphabetical list of all user groups; add, modify, or delete user
groups.

Add New User Group

Add new user groups; modify user group information.

Change Password

Change password for a specific user.

Authentication Settings

Configure the type of authentication used for access to the Dominion KX
.

i
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User List

The User List page displays a list of all users including their Username, Full Name, and User
Group. The list can be sorted on any of the columns by clicking on the column name. From the
User List page, you can also add, modify, or delete users.

To view the list of users:
Select User Management > User List. The User List page opens:

Users | User Management | Home - Microsoft Internet Explorer o =] <

Fle Edit Yiew Favortes Tools  Help | i
3 5 ® 0 S p

eﬁatk )~ |ﬂ @ ;h /,JSEamh . Favorites €}| vEda A - ;I ﬂ 3

Address |@ https:i[192.168,59,97 jhome. asp Rl |Lmks ”|65naqlt et

Google (Gl» VIGD {.@ B~ ‘ % Bookmarksw | P Check =y sutolink v =] Autoril (e Sendtor () settings =

[FortAccess | viruat ot |RBRBRRRRRRARRRE] v soinge | securry | marwemance | Dagrosnis|
L ir i F

Home > User Management > Users Logou

Time & Session: i

Aril 05, 2007 1011:44 HserLize

Ter aitin 4 Username Full Name User Group

Stete, aclive admin Admin Admin

Vour IP: 192.168 59.41

Last Login: Apr 09, 2007 09:40 | marketing #ddie Consumer @merketing
r tester Joe Tester tester

Device Information:

Device Name: Dominioni

IP Address: 192168 59.97

Firmware: 2.0.0.2.5418

Powernt on

Powerln2: off

B e My o P S e LR S SN ST e e N T I VNS S <

Figure 44: User List

To add a new user:

Click the Add button. The User page opens. For complete information about the User page,
refer to Add New User.

To modify an existing user:
1. Locate the user from among those listed.

2. Click on the Username. The User page opens. For complete information editing the user,
refer to Modify Existing User.

To delete a user:

1. Select the user from among those listed by checking the checkbox to the left of the Username.
2. Click Delete.
3. You are prompted to confirm the deletion. Click OK.
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Add New User

It is a good idea to define user groups before creating Dominion KX Il users, because when you
add a user, you must assign that user to an existing user group. From the User page, you can add
new users, modify user information, and reactivate users that have been deactivated.

Note: A username can be deactivated (Active checkbox is cleared) when the number of failed
login attempts has exceeded the maximum login attempts set in the Security Settings screen. Refer
to Security Settings for more information.

To add a new user:

1. Open the User page using one of these methods:
e Select User Management > Add New User, or
e Click the Add button from the User List page

FUser | User Management | Home - Microsoft Internet Explorer

File Edit ‘Wew Favorites Tools  Help

@Back - J - Ij @ _;\] /?J Search \;1:.‘/ Favarites €}| v “f - o _l ﬁ ':;‘

Address I@"} hktps:f192.165.59.97/hame. asp

GDuglE [l vIGO +® ﬁ - ‘ 1:? Bookmarks - @E;blocked | ":} Check » & Aukolind
e e e iy

i
3
1
£
i

Home » User Management = User

March 02, 2007 18:02:19
User: admin Userngme ™
State: active
Your IP; 192.168.59.93
Last Login: Mar 02, 2007 17:04 Full Name g
Device Information: Pageword? J
Device Mame: Dominionk:
P Address: 192.165.59.97 Confi P a4 {
Firmeare: 2.0.0.2.5282 SIUTLLE L
Fowetint: on I
Povvetin: off User Group '
--- select - -
Port States: o
2 Ports up W Activ
13 Ports dowen =
15 ports de [ox] i
gt e s i e, gt S

Figure 45: User Page

2. Type a unique name in the Username field (up to 16 characters).
3. Type the person’s full name in the Full Name field (up to 64 characters).

4. Type a password in the Password field; retype the password in the Confirm Password field
(up to 64 characters).

5. Select the group from the User Group drop-down list. The list contains all groups you have
created in addition to the system-supplied default groups (<Unknown> (default setting),
Admin, Individual Group). If you do not want to associate this user with an existing User
Group, select Individual Group from the drop-down list.

For more information about permissions for an Individual Group, refer to Set Permissions for
Individual Group.

6. To activate this user, check the Active checkbox. The default is activated (enabled).
7. Click OK.

i
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Modify Existing User

To modify an existing user:

1. From the User page (Figure 45), change the appropriate fields. (Refer to Add New User for
information about how to get access the User page.)

2. Click OK.

==
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User Group List

User groups are used with local and remote authentication (via RADIUS or LDAP). It is a good
idea to define user groups before creating individual users, because when you add a user, you
must assign that user to an existing user group.

The User Group List page displays a list of all user groups, which can be sorted in ascending or
descending order by clicking on the Group Name column heading. From the User Group List
page, you can also add, modify, or delete user groups.

To list the user groups:
Select User Management > User Group List. The User Group List page opens:

lome - Micrasoft Internet Explorer -10] x|
Fle  Edt  View es  Tooks Help | o
(Dpack - () - ﬂ E" _;\ ‘ /-:]Search \;”:@‘Favuntes €?| - .7 a-Jd 3
Address [{€] https:192.168.59.97/home. asp | B ‘unks ”|@Snaglt el
Google |G- len +<§j B~ ‘ % Bookmarkev ‘ P check » & Autolink = ) autoril [wp Sendtor () settings» | &1 ~

B e St [ Securty | Wanterance  mgnostics |

Dominion KX IT

Home > User Wanagement > Groups

Time & Session: N -
March 28, 2007 08:45:22 HsRriGraupiList
el o
State: active Link L.
R — Individual Groups;
Aat Logi: V2], ] @marksting . . I
= po ] identified by @ in
esting
Device i
Device Mame: Ki2device Ao G roup Name
P Addess: 192:166.53.87
Firmwears: 2.0.0.2 5380
Powerin1: on
Powerlin2: off A
Port States:
e e T il T TS ee L S T e e S

Figure 46: User Group List

To add a new user group:

Click the Add button. The Group page opens. For complete information about the Group
page, refer to Add New User Group.

To modify an existing user group:
1. Locate the user group from among those listed.

2. Click on the Group Name. The Group page opens. For complete information editing the
group, refer to Modify Existing User Group.

To delete a user group:

Important: Before deleting a group, ensure that no users are assigned to it, or
those users will also be deleted.

Tip: To determine the users belonging to a particular group, sort the User List (Figure 44) by
User Group.

1. Select a group from among those listed by checking the checkbox to the left of the Group
Name.

2. Click Delete.
3. You are prompted to confirm the deletion. Click OK.

i
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Add New User Group

To add a new user group:

1. Open the Group page using one of these methods:
e  Select User Management > Add New User Group, or
o  Click the Add button from the User Group List page

=V o
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Figure 47: Group Page

The Group page is organized into the following categories: Group, Permissions, Port Permissions,
and IP ACL.

2. Type a descriptive name for the new user group into the Group Name field.

3. Set the Permissions for the group. Check the boxes before the permissions you want to
assign to all of the users belonging to this group. Refer to Setting Permissions for more
information.

4. Set the Port Permissions. Specify the server ports that can be accessed by users belonging to
this group (and the type of access). Refer to Setting Port Permissions for more information.
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5. Set the IP ACL (optional). This feature limits access to the Dominion KX Il device by
specifying IP addresses; it applies only to users belonging to a specific group, unlike the IP
Access Control list feature which applies to all access attempts to the device (and takes
priority).

6. Click OK.

Note: Several administrative functions are available within MPC and from the Dominion KX Il
Local Console; these functions are available only to members of the default ADMIN group.

Setting Permissions

Important: Checking the “User Management” checkbox allows the members of
the group to change the permissions of all users, including their own. Carefully
consider granting these permissions.

PERMISSION DESCRIPTION

Device Settings Network settings, date/time settings, port configuration (channel names, power
associations), event management (SNMP, Syslog), virtual media file server setup

Diagnostics Network interface status, network statistics, ping host, trace route to host, KX diagnostics
Maintenance Backup and restore database, firmware upgrade, factory reset, reboot
PC-Share Simultaneous access to the same target by multiple users
Security SSL certificate, security settings (VM Share, PC-Share), IP ACL
User Management User and group management, remote authentication (LDAP/RADIUS), login settings

Setting Port Permissions

For each server port, you can specify the type of access, the type of access to the virtual media,
and the power control. Please note that the default setting for all permissions is disabled.

ACCESS VM ACCESS ‘ PowER CONTROL
Option Description Option Description Option Description
None* Denied access completely | Deny* Virtual media permission Deny* Denied access
is denied altogether for the completely
port
View View the video (but not Read- Virtual media access is Access Complete access
interact with) the Only limited to read access only
connected target server
Control Control the connected Read- Complete access (read,
target server Write write) to virtual media

* Default setting

Tip: Use the checkboxes to quickly set all the permissions the same for every port.
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Group-based IP ACL (Access Control List)

Important: Please exercise caution when using group-based IP access control.
It is possible to be locked out of your Dominion KX Il if your IP Address is
within a range that has been denied access.

This feature limits access to the Dominion KX 11 device by users in the selected group to specific
IP addresses. This feature applies only to users belonging to a specific group, unlike the IP
Access Control List feature which applies to all access attempts to the device, is processed first,
and takes priority. Refer to IP_Access Control for more information.

Important: IP Address 127.0.0.1 is used by the Dominion KX Il Local Port.
When creating an Access Control List, if 127.0.0.1 is within the range of IP
Addresses that are blocked, then you will not have access to the Dominion KX
Il local port.

Use the IP ACL section of the Group page to add, insert, replace, and delete IP access control
rules on a group-level basis.

IP ACL

Rule = Starting IP Ending IP Action
| | | |accerT |

| Append || Insert || Replace || Delete |

Figure 48: Group-based IP Access Control List

To add (append) rules:

1. Type the starting IP Address in the Starting IP field.
2. Type the ending IP Address in the Ending IP field.
3. Select the Action from the available options:

e Accept. IP Addresses specifying accept are allowed access to the Dominion KX 1l
device.

o Drop. IP Addresses specifying drop are denied access to the Dominion KX Il device.
4. Click Append. The rule is added to the bottom of the rules list.
5. Repeat steps 1 through 4 for each rule you want to enter.

To insert a rule:

1. Type a Rule #. A Rule # is required when using the Insert command.
2. Populate the Starting IP and Ending IP fields.

3. Select the Action from the drop-down list.
4

Click Insert. If the Rule # you just typed equals an existing Rule #, the new rule is placed
ahead of the exiting rule and all rules are moved down in the list.

—

o replace a rule:
Specify the Rule # you want to replace.
Populate the Starting IP and Ending IP fields.
Select the Action from the drop-down list.
Click Replace. Your new rule replaces the original rule with the same Rule #.

e
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To delete a rule:

1. Specify the Rule # you want to delete.
2. Click Delete.
3. You are prompted to confirm the deletion. Click OK.

Important: ACL rules are evaluated in the order in which they are listed. For
instance, in the example shown here, if the two ACL rules were reversed,
Dominion would accept no communication at all.

IP ACL

Rule = Starting IP Ending IP Action

1 192.168.50.1 192.168.585.255 ACCERT

2 0.0.00 255255255 255 DROP

| | | |accerT x|
| Append | | Insert | | Replace | | Delete |

Figure 49: IP ACL Example

Tip: The rule numbers allow you to have more control over the order in which the rules are
created.

==
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Modify Existing User Group

Note: All permissions are enabled (and cannot be changed) for the Admin group.

To modify an existing user group:
1. From the Group page, change the appropriate fields and set the appropriate permissions.

=V
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Figure 50: Modify Group

2. Set the Permissions for the group. Check the boxes before the permissions you want to
assign to all of the users belonging to this group. Refer to Setting Permissions for more
information.

3. Set the Port Permissions. Specify the server ports that can be accessed by users belonging to
this group (and the type of access). Refer to Setting Port Permissions for more information.

4. Set the IP ACL (optional). This feature limits access to the Dominion KX Il device by
specifying IP addresses. Refer to Group-based IP Access Control List for more information.

5. Click OK.
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Set Permissions for Individual Group

To set permissions for an individual user group:

1. Locate the user from among the groups listed. Individual groups can be identified by the @ in
the Group Name.

2. Click on the Group Name. The Group page (Figure 50) opens.
3. Select the appropriate permissions.
4. Click OK.

o

=& Raritan.



82 DomiNION KX Il USER GUIDE

Change Password

T

0 change your password:

1. Select User Management > Change Password. The Change Password page opens:

4.
5.

—=V—— -
=ERaritan. RERARAGEER] Device Setiings | Securty | Mai

Dominion KX I

Home = User Management » Change Pasanard

3

Time & Session: {
February 08, 2007 11:05:08 ChangePassword | i

User: admin Ol Password

State: 42 sec idle |

Your IP: 192.168.59.93

Lt Login: Feb 08, 2007 10:32 Hew Password

Device Information: Confirm Hew Password

Device Name: DominionkX I
P Address: 192.168.59.150
Firmeweare: 2.0.0 25184
Powvern: on

Povwerlnz: off

Port States:

2 Ports up

13 Parts down

15 Ports idle

Connected Users:

BN REER SO0, Il i e S

Figure 51: Change Password

Type your current password in the Old Password field.

Type a new password in the New Password field; retype the new password in the Confirm
New Password field. Passwords can be up to 64 characters in length and can consist of
English alphanumeric characters and special characters.

Click OK.

You will receive confirmation that the password was successfully changed. Click OK.

Note: If strong passwords are in use, this page displays information about the format required
for the passwords. For more information about passwords and strong passwords, refer to
Security Settings — Strong Passwords.

-
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Authentication Settings

From the Authentication Settings page you can configure the type of authentication used for
access to your Dominion KX Il. Refer to Authentication vs. Authorization for more information
about how authentication and authorization operate and differ.

Note: Even if you select remote authentication (LDAP or RADIUS), local authentication is still
used.

To configure authentication:

1. Select User Management > Authentication Settings. The Authentication Settings page
opens:

Virtual Medi BEMERH] Device Sctiings | Sccurity [ Maintenance | Diagnosties |

Home = Lser hianagement * Auth n Settings Logout

Dominion KX IT
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;
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Copyright @ 2007 Raritan Computer Inc

Figure 52: Authentication Settings
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2. Select the option for the authentication protocol you want to use (Local Authentication,
LDAP, or RADIUS). Selecting the LDAP option enables the remaining LDAP fields;
selecting the RADIUS option enables the remaining RADIUS fields.

3. If you selected Local Authentication, proceed to step 6.

4. If you selected LDAP, read the section entitled Implementing LDAP Remote Authentication
for information about completing the fields in the LDAP section of the Authentication
Settings page.

5. If you selected RADIUS, read the section entitled Implementing RADIUS Remote

Authentication for information about completing the fields in the RADIUS section of the
Authentication Settings page.

6. When finished, click OK to save.

To cancel without saving changes:
Click Cancel.

To return to factory defaults:
Click the Reset to Defaults button.
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Implementing LDAP Remote Authentication

Lightweight Directory Access Protocol (LDAP) is a networking protocol for querying and
modifying directory services running over TCP/IP. A client starts an LDAP session by connecting
to an LDAP server (the default TCP port is 389). The client then sends operation requests to the
server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an LDAP authentication server.

To use the LDAP authentication protocol, input the following information:

& LDAP

Primary LDAP Server

Secondary LDAP Server

Secret Phrase

Confirm Secret Phrase

[~ Enable Secure LDAP

Port
359

Secure LDAP Port
G536
Certificate File
Browse. . I
DH of Administrative User

User Search DH

Type of External LDAP Server
IGeneric LDAP server ‘j

Active Directory Domain

Figure 53: Authentication Settings (LDAP)

1. Type the IP Address or DNS name of your LDAP remote authentication server in the
Primary LDAP Server field. When the Enable Secure LDAP option is checked, the DNS
name must be used.

2. (Optional) Type the IP Address or DNS name of your backup LDAP server in the Secondary
LDAP Server field. When the Enable Secure LDAP option is checked, the DNS name must
be used. Please note that the remaining fields share the same settings with the Primary
LDAP Server field.

3. Type the server secret (password) required to authenticate against your remote authentication
server in the Secret Phrase field and again in the Confirm Secret Phrase field.

4. Check the Enable Secure LDAP checkbox if you would like to use SSL; the Secure LDAP
Port field is enabled. Secure Sockets Layer (SSL) is a cryptographic protocol which allows
Dominion KX Il to communicate securely with the LDAP server.

5. The default Port is 389. Either use the standard LDAP TCP port or specify another port.

6. The default Secure LDAP Port is 636. Either use the default port or specify another port.
This field is enabled when the Enable Secure LDAP box is checked.

7. Certificate File. Consult your authentication server administrator to get the CA certificate
file in Base64 encoded X-509 format for the LDAP server. Use the Browse button to
navigate to the certificate file. This field is enabled when the Enable Secure LDAP option is
checked.
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8. DN of administrative User. Distinguished Name of administrative user; consult your
authentication server administrator for the appropriate values to type into this field. An
example DN of administrative User value might be:
“cn=Administrator,cn=Users,dc=testradius,dc=com”.

9. User Search DN. This describes the hame you want to bind against the LDAP, and where in
the database to begin searching for the specified Base DN. An example Base Search value
might be: *“cn=Users,dc=raritan,dc=com”. Consult your authentication server administrator
for the appropriate values to enter into these fields.

10. Type of external LDAP server. Select from among the options available:
e Generic LDAP Server.

¢ Microsoft Active Directory. Active Directory is an implementation of LDAP directory
services by Microsoft for use in Windows environments.

11. Active Directory Domain. Type the name of the Active Directory Domain.

Returning User Group Information from Active Directory Server

The Dominion KX Il supports user authentication to Active Directory (AD) without requiring that
users be defined locally on the KX I1. This allows Active Directory user accounts and passwords
to be maintained exclusively on the AD server. Authorization and AD user privileges are
controlled and administered through the standard KX Il policies and user group privileges (that
are applied locally to AD user groups).

Note: If you are an existing Raritan, Inc. customer, and have already configured the Active
Directory server by changing the AD schema, Dominion KX Il still supports this configuration,
and you do not need to perform the following operations. Please refer to Appendix B: Updating
the LDAP Schema for information about updating the AD LDAP schema.

To enable your AD server on the Dominion KX I1:

1. Using Dominion KX I, create special groups and assign proper permissions and privileges to
these groups. For example, create groups such as: KVM_Admin, KVM_Operator.

2. On your Active Directory server, create new groups with the same group names as in the
previous step.

3. Onyour AD server, assign the Dominion KX Il users to the groups created in step 2.

4. From the Dominion KX Il, enable and configure your AD server properly. Please refer to
Implementing LDAP Remote Authentication.

Important Notes:

o  Group Name is case sensitive.

e The Dominion KX Il provides the following default groups which can not been changed
or deleted: Admin and <Unknown>. Please verify that your Active Directory server does
not use the same group names.

o If the group information returned from the Active Directory server does not match a KX
Il group configuration, the Dominion KX Il automatically assigns the group of
<Unknown> to users who authenticate successfully.
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Implementing RADIUS Remote Authentication

Remote Authentication Dial-in User Service (RADIUS) is an AAA (authentication, authorization,
and accounting) protocol for network access applications.

To use the RADIUS authentication protocol:
= RADIUS

Primary Radius Server

Shared Secret

Authentication Port

=
o0
=
(%]

Accounting Port

=
o0
=
Ll

Timeout {in seconds)

et M ey
&
=
1]

Secondary Radius Server

Shared Secret

Authentication Port

=
oo
=
ba

Accounting Port

=
o0
=
[

Timeout (in seconds)

oy o e
&
2
]

Global Authentication Type
PAP ¥

:

Figure 54: Authentication Settings (RADIUS)

1. Type the IP Address of your primary and (optional) secondary remote authentication servers
in the Primary Radius Server and Secondary Radius Server fields, respectively.

2. Type the server secret used for authentication (in the Shared Secret fields). The shared secret
is a character string that must be known by both the Dominion KX 1l and the RADIUS server
to allow them to communicate securely. It is essentially a password.

3. Authentication Port. The default authentication port is 1812; change as required.

4. Accounting Port. The default accounting port is 1813; change as required.

5. Timeout (in seconds). The default timeout is 1 second; change as required. The timeout is

the length of time the Dominion KX Il waits for a response from the RADIUS server before
sending another authentication request.

6. Retries. The default number of retries is 3; change as required. This is the number of times
the Dominion KX Il will send an authentication request to the RADIUS server.

7. Global Authentication Type. Select from among the options in the drop-down list:
e PAP. With PAP, passwords are sent as plain text. PAP is not interactive; the username

and password are sent as one data package once a connection is established, rather than
the server sending a login prompt and waiting for a response.

e CHAP. With CHAP authentication can be requested by the server at any time. CHAP
provides more security than PAP.
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Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the Dominion KX Il device determines the
permissions for a given user based on the permissions of the user’s group.

Your remote RADIUS server can provide these user group names by returning an attribute,
implemented as a RADIUS FILTER-ID. The FILTER-ID should be formatted as follows:

Raritan:G{GROUP_NAME}
where GROUP_NAME IS a string, denoting the name of the group to which the user belongs.

RADIUS Communication Exchange Specifications

The Dominion KX Il unit sends the following RADIUS attributes to your RADIUS server:

ATTRIBUTE

Access-Request (1)

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-IP-Address (4)

The IP Address for the Dominion KX |1 unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-ID (44)

Session 1D for accounting.

User-Password(2):

The encrypted password.

Accounting-Request(4)

Acct-Status (40)

Start(1) — Starts the accounting.

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-Port (5)

Always 0.

NAS-IP-Address (4)

The IP Address for the Dominion KX |1 unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-ID (44)

Accounting-Request(4)

Session 1D for accounting.
LoGcouTt

Acct-Status (40)

Stop(2) — Stops the accounting

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-Port (5)

Always 0.

NAS-IP-Address (4)

The IP Address for the Dominion KX |1 unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-ID (44)

Session 1D for accounting.
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Chapter 9: Device Management

The Device Settings menu is organized as follows: Network, Date/Time, Event Management
(Settings and Destinations), Power Supply Setup, Port Configuration, and Local Port Settings
(Dominion KX Il Local Console only).

e -
== Raritan.

Dominion KX IT
Home = Device Settings

Time & Session:

February 08, 2007 08:55:11 5 .
Device Settings

Uzer: admin
State: active
Your IP: 19216859 .93 Metweork

Last Login: Fek 07, 2007 16:06 ’
Date ! Time

o I Event Management - Settings
Device Information:

Device Mame: Dominionk Evert Management - Destinations
IP Address: 192.165.59.150

Firmiware: 20025194 PawekLpl sty

Powierind: on Port Configurstion

PowverinZ: off

(ST PR PO Tt WP aees et VP S A

CWSIPURIFISINTRE ST R T ST U PSR+ S e

Figure 55: Device Settings Menu

USE: To:

Network Customize the network configuration for the Dominion KX 11.
Date/Time Set date, time, time zone, and Network Time Protocol (NTP).

Event Management - Settings | Configure SNMP and Syslog.

Event Management - Select which system events to track and where to send this information.
Destinations

Power Supply Setup Configure auto-detection of the Dominion KX 11 power supplies.

Port Configuration Configure KVM ports, power CIMs, and outlets.

Local Port Settings Configure local port; Dominion KX Il Local Console only.

i
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Network Settings

Use the Network Settings page to customize the network configuration (e.g., IP Address,
discovery port, and LAN interface parameters) for your Dominion KX |1 unit.

Important: Dominion KX Il must be rebooted for new network settings to take
effect. Before changing the network configuration, ensure that there are no
other active user connections to the device; all connections will be dropped
when the KX Il unit reboots.

Basically, there are two ways to setup your IP Configuration:

e None. This option is the recommended option (Static IP). Since the Dominion KX 11 is
part of your network infrastructure, you most likely do not want its IP Address to change
frequently. This option allows you to set the network parameters.

e DHCP. The IP Address is automatically assigned by a DHCP server.

To change the network configuration:
1. Select Device Settings > Network. The Network Settings page opens.

Z Network Settings | Device Settings | Home - Microsoft Internet Explorer i P =] 55

Fie FEdt View Faworites Tools  Help ‘ i

Qaack - - ﬂ E" 0 ‘ /stEar(h xi:!zFavuntes €)| + V; |- ’ij ‘j{i

Address |g‘[ https: {192, 168,59, 1 24{home. asp =l B | tinks *| & Snaglt 1!

Google |G+ 'IGD {.@ - | {7 Bockmarisr ‘ W Check w4 Autolink =] AutoFil e Sendtow 4 () Settingsw | & ~
Heme > Device Seftings > Nebwoik Settings Logout

s

May 01, 2007 135056 Network Basic Settings Network Miscellaneous Settings

User: admin Device Hame ' Discovery Port *

State: 1 min idle Dominionkx 5000 %

our IP; 192.168.58.65 I i
Last Lagin' May 01, 2007 13:44 IP auto configuration Bandwidth Limit

DHCP o Limit i

e T Preferred host name (DHCP only)

Device Hame: Dominionk LAN Interface Settings
P Acidress; 192.166.59.124

IP address
Eirimoace; 2 1L 1Szl 12216550124 Note: For reliable network communication, configure the
Powerln: on :
P 2 off Dominion KX and LAN Switch to the same LAN Interface
CleLna Subnet mask Speed and Duplex. For example, configure hoth the Dominion
255 255 255.0 KX il and LAN Switch to Autodetect (recommended) or set
. Dot to a fived speed/duplex such as T00Mbps/Full.
Port States: Gateway IP address P w "
2 Farts up s Current LAH interface parameters:
13 Ports down 1ha.s autonegotiation on, 100 Maps, full duplex, link ok
o Eorts il Primary DHS server IP address LAN Interface Speed & Duplex
132168592 Auodetect  x

Connected Users: Secondary DS server IP address [~ Enable Automatic Failover

adiin (Local Consale) Eeam ]

3 i il 1921685110 Ping Interval (seconds) *
admin (192.165.59.65) =0

1 min idle
Timeout (seconds) *

0
Set System ACL

Help - User Guide

Favorite Devices:

Baskers K3 I
Dominion KX 1|
[ ResetTobefauts | [ Cancel
m Copyright ® 2007 Raritan Computer Inc. J
= L B @ =

Figure 56: Network Settings

2. Update the Network Basic Settings. Refer to Network Basic Settings for more information
about each of the fields.

3. Update the Network Miscellaneous Settings. Refer to Network Miscellaneous Settings for
more information about each of the fields.

4. Update the LAN Interface Settings. Refer to LAN Interface Settings for more information
about each of the fields.

5. Click OK to set these configurations. If your changes require rebooting the device, a reboot
message appears.

-

ZERaritan.

{



CHAPTER 9: DEVICE MANAGEMENT 91

To cancel without saving changes:
Click Cancel.

To reset to factory defaults:
Click Reset to Defaults.

Network Basic Settings

Network Basic Settings

Device Hame *

IDDminiDnK}{

IP auto configuration
Mane -

Preferred host name (DHCP only)

IP address
[192.165.59.97

Subnet mask
|255 255 255.0

Gateway IP address
[192.168.59.125

Primary DHS server IP address

Secondary DHS server IP address

Figure 57: Network Settings (Network Basic Settings)

o Device Name. Type a unique name for the device (up to 16 characters; spaces are not
allowed). Name your device so you can easily identify it. The default name for a Dominion
KX 1l unit is: “DominionKX”. Remote users will also see this name. However, if an MPC
user has created a Connection Profile for this device, that user will see the Description field
from the Profile instead.

e |P auto configuration. Select from among the options available in the drop-down list:

— None. Use this option if you do not want an auto IP configuration and prefer to set the IP
Address yourself (static IP). This is the default and recommended option.

If this option is selected for the IP auto configuration, the following Network Basic
Settings fields are enabled, allowing you to manually set the IP configuration.

¢ IP Address. The default IP Address is 192.168.0.192.

¢ Subnet Mask. The default subnet mask is 255.255.255.0.

¢ Gateway IP Address. The IP Address for the gateway (if one is used).

¢ Primary DNS Server IP Address. The primary Domain Name Server used to
translate names into IP Addresses.

¢ Secondary DNS Server IP Address. The secondary Domain Name Server used
to translate names into IP Addresses (if one is used).

— DHCP. Dynamic Host Configuration Protocol is used by networked computers (clients)
to obtain unique IP addresses and other parameters from a DHCP server.

==
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¢ If DHCP is used, enter the Preferred host name (DHCP only). Up to 63
characters.

Network Miscellaneous Settings

Network Miscellaneous Settings

Discovery Port*

ISI:II:II:I

Bandwicith Limit
IN-:: Limit vI

Figure 58: Network Settings (Network Miscellaneous Settings)

e Discovery Port. Dominion KX Il discovery occurs over a single, configurable TCP Port. The
default is Port 5000, but you can configure it to use any TCP port except 80 and 443. To
access the KX Il unit from beyond a firewall, your firewall settings must enable two-way
communication through the default port 5000 or a non-default port configured here. For more
information, refer to Configure Network Firewall Settings.

e Bandwidth Limit. The default is no limit. Select from among the options in the drop-down
list to set a maximum amount of bandwidth that can be consumed by this Dominion KX II
unit (for all sessions). The options include: No Limit, 100 Megabit, 10 Megabit, 5 Megabit, 2
Megabit, 512 Kilobit, 256 Kilobit, and 128 Kilobit.

Note: Lower bandwidth may result in slower performance.

LAN Interface Settings

LAN Interface Settings

Note: For refiable network comnmusication, configure the
Drormvitvion KX I amd LAN Switch to the same LAN finterface
Speed amd Duplex. For example, configire both the Domiion
EX Il amd LAN Switch to Autodetect (recormmended) or set
ot to a fived speed/duplex sich as T000dbps Fll,

Current LAH interface parameters:

autonegatistion on, 100 Mbps, full duple:, link ok

LAH Interface Speed & Duplex
[10 Mopstalr =]

r Enable Automatic Failowver

Ping Interval {seconds) *
50

Timeowt {seconds)
Gl

| Set System ACL |

Figure 59: Network Settings (LAN Interface Settings)

e The current parameter settings are identified in the Current LAN interface parameters field.
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e LAN Interface Speed & Duplex. Select from among the speed and duplex combinations
available.
Autodetect Default option
10 Mbps/Half
10 Mbps/Full
100 Mbps/Half
100 Mbps/Full
1000 Mbps/Full Gigabit

— Half-duplex provides for communication in both directions, but only one direction at a
time (not simultaneously).

— Full-duplex allows communication in both directions simultaneously.

Note: Occasionally there are problems running at 10 Mbps in either half or full duplex. If
you are experiencing problems, please try another speed and duplex.

Please refer to Network Speed Settings for more information.

o Enable Automatic Failover. Check this checkbox to allow Dominion KX |1 to automatically
recover its network connection using a second network port if the active network port fails.
When this option is enabled, the following two fields are used:

— Ping Interval (seconds). Ping interval determines how often Dominion KX Il checks the
status of the network connection (setting this too low may cause excess network traffic).
The default Ping Interval is 30 seconds.

— Timeout (seconds). Timeout determines how long a network port must be “dead” before
the switch is made. Both network ports must be connected to the network and this option
must be checked for Automatic Failover to function. The default Timeout is 60 seconds.

Note: The default Ping Interval and Timeout generate a condition that when the KX device
tries to switch over, remote sessions will be dropped and must be re-established. Reducing
these intervals to much lower values will allow remote sessions to stay connected, but will
result in increased network traffic.

e Set System ACL. Click this button to set a global-level Access Control List for your
Dominion KX Il by ensuring that your device does not respond to packets being sent from
disallowed IP addresses. The IP_Access Control page opens.

Note: These ACL values are global, affecting the Dominion KX Il unit as a whole. You can
also create ACLs on a group-level basis. For example, you can create an “Outsourced
Vendors™ user group that is permitted to access Dominion KX Il only from a given IP
address range (refer to Group-based IP ACL for more information on how to create group-
specific Access Control Lists).
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Date/Time Settings

Use the Date/Time Settings page to specify the date and time for the Dominion KX II. There are

two ways to do this:

e Manually set the date and time, or
e Synchronize with a Network Time Protocol (NTP) Server.

To set the date and time:

1. Select Device Settings > Date/Time. The Date/Time Settings page opens:

4} Date/Time Settings | Device Settings | Home - Microsoft Internet Explorer

File Edt View Favarites Tools Help

Q- Q- ¥ Bl

Address |@‘] https: {192, 168.59. 124fhome . asp

)
=~ 51 - v T D i 4
7 ! Search . Favories @3‘ S - - ﬂ 2
ki

=Z=Raritan.

Dominion KX II

Google |G~ VIGo 4»@ B~ | 7 Bookmarksw | P Check s Autolink ~ b

Time & Session:
ey 02, 2007 09:05:12

User: admin

State: active

Wour IP: 192 168 .59 B5

Last Login: May 02, 2007 04:11

Device Information:
Device Mame: DominionkX
IP Address: 192.165.59.124
Firmware: 2.0.0.5.5541
Powerlnl: an
PowerlnZ: off

Port States:

2 Ports up

13 Ports down
15 Parts idle

Connected Users:
admin (Local Console)
274 min icle
admin ([192.165.59.63)
active

Help - User Guide

T ey

]

Date/Time Settings

Time Zone
I(GMT +007) England, Iretand, Portugal

=l
(= User Specified Time

Date (Month, Day, Year)
= =l o
Time {Hour, Minute)

|9 a

¢ Synchronize with HTP Server

Primary Time server

Secondary Time server

The MTP Server configuration iz obtained sutomstically. For proper
function, please make sure that the DHCP server used by this device
provides correct time server information.

|

I

ResetToDefauts | [ cancel

et

Figure 60: Date/Time Settings

2. Select your time zone from the Time Zone drop-down list.
3. Select the method you would like to use to set the date and time:
e User Specified Time. Select this option to input the date and time manually.

e Synchronize with NTP Server. Select this option to synchronize the date and time with
the Network Time Protocol (NTP) Server.

4. For the User Specified Time option, enter the date and time as follows:
a. Select the Month from the drop-down list.

b. Type the Day of the Month.

c. Type the Year in yyyy format.

d. Enter the Time in hh:mm format (using a 24-hour clock).

5. For the Synchronize with NTP Server option:
a. Enter the IP address of the Primary Time server.

b. (Optional) Enter the IP address of the Secondary Time server.

6. Click OK.

-
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Event Management

The Dominion KX Il Event Management feature provides a set of screens for enabling and
disabling the distribution of system events to SNMP Managers, Syslog, and the audit log. These
events are categorized, and for each event you can determine whether you want the event sent to
one or several destinations.

Event Management - Settings

SNMP Configuration

Simple Network Management Protocol (SNMP) is a protocol governing network management
and the monitoring of network devices and their functions. Dominion KX |1 offers SNMP Agent
support through Event Management. Refer to SNMP_ Agent Configuration and SNMP_Trap
Configuration for more information about SNMP Agents and Traps.

To configure SNMP (enable SNMP logging):

1. Select Device Settings > Event Management - Settings. The Event Management - Settings
page opens:

Z} Event Management - Settings | Device Settings | Home - Microsoft Internet Explorer

File Edit V“iew Favorites Todls  Help

eBack - '\\) - Ij @ _h /‘__J Search ‘ir_\\'( Favorites E}| "Iv “:1 - ™ _J ﬂ 3 4

Address I:gj https:[f192.168.59.97 home. asp

Google |[Cl~ vIGU *»@ B~ | ¥ Bookmarksw ‘ T check » % Autolink + 5 AutcRll e Send to
¥ -
=ERatON. [ T e [umer e [

FLy
Dominion KX II ki i =
Home » Device Settings » Event Management - Settings

4
Time & Sessiom SNMP Configuration
April 09, 2007 10:53017 9 ?
Uszer: admin [l SHMP Logging Enabled 1
State: 46 zec idig ltame
Your IP: 192 168 .59 41 .
Last Login: &pr 09, 2007 0953 |Domlnl0nK><
Contact
Device Information: I
Dievice Mame: Dominionks =
P Adcress: 192.163.59.97 Location
Firrmeneare: 2.0.0.2.5418
Perwverinit: on Agent Community String
Powerln2: oft I— i
Type
Port States: 5
2 Parts up IRaad-Only Vl :
13 Ports down Destination IP Port £ € i
15 Ports idle I |1 52 Ipublic
| Jez Jpublic
Connected Users: -
addimin (192.166.59 41) | 162 Jpusic 1
46 zec idie I |1 B2 Ipubﬁc i
| 2 Jpubic {
Hely=l=spCuttle Click hiers to view the Dominion KX I SNMP MIB
Favorite Devices:
Baskers KX | Sysl og Configuration
Dominian Kx I
[~ Enable Syslog Forwarding
Mana
IP Address
| Reset To Defaults | | Cancel |
o g B B i A i b, AT o et

Figure 61: Event Management — Settings

2. Check the Enable SNMP Logging option; this enables the remaining SNMP fields.
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8.

In the Name, Contact, and Location fields, type the SNMP Agent’s (this Dominion unit’s)
name as it appears in the KX Il Console interface, a contact name related to this unit, and
where the Dominion unit is physically located, respectively.

Type the Agent Community String (the Dominion unit’s string). An SNMP community is
the group that devices and management stations running SNMP belong to; it helps define
where information is sent. The community name is used to identify the group; an SNMP
device or agent may belong to more than one SNMP community.

Specify whether the community is Read-Only or Read-Write using the Type drop-down list.
Configure up to five SNMP managers by specifying their Destination IP, Port #, and
Community.

Click on the Click here to view the Dominion-KX2 SNMP MIB link to access the SNMP
Management Information Base.

Click OK.

Syslog Configuration

Syslog Configuration

[ Enable Syslog Forwarding

IP Address

Figure 62: Syslog Configuration

To configure the Syslog (enable Syslog forwarding):

1.

2.
3.

Check the Enable Syslog Forwarding option to log the device’s messages to a remote
Syslog server.

Type the IP Address of your Syslog server in the IP Address field.
Click OK.

To cancel without saving changes:

Click Cancel.

To reset to factory defaults:

Click the Reset To Defaults button.

==
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Event Management - Destinations

System events, if enabled, can generate SNMP notification events (traps), or can be logged to
Syslog or Audit Log. Use the Event Management - Destinations page to select which system
events to track and where to send this information.

Note: SNMP traps will only be generated if the SNMP Logging Enabled option is checked;
Syslog events will only be generated if the Enable Syslog Forwarding option is checked. Both of
these options are in the Event Management — Settings page.

To select events and their destinations:

1. Select Device Settings > Event Management - Destinations. The Event Management -
Destinations page opens:

=E=Raritan.
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Figure 63: Event Management - Destinations

System events are categorized by Device Operation, Device Management, Security, User
Activity, and User Group Administration.
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2. Check the checkboxes for those Event line items you want to enable or disable, and where
you want to send the information.

Tip: Enable or disable entire Categories by checking or clearing the Category line
checkboxes, respectively.

3. Click OK.

To cancel without saving changes:
Click Cancel.

To reset to factory defaults:
Click the Reset To Defaults button.

SNMP Agent Configuration

SNMP-compliant devices, called agents, store data about themselves in Management Information
Bases (MIBs) and return this data to the SNMP managers. Use the Event Logging page to
configure the SNMP connection between the Dominion KX Il (SNMP Agent) and an SNMP
manager.
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SNMP Trap Configuration

SNMP provides the ability to send traps, or notifications, to advise an administrator when one or
more conditions have been met. The following table lists the Dominion KX Il SNMP traps:

TRAP NAME
cimConnected

DESCRIPTION
A CIM is plugged into to the Dominion KX |1 port.

cimDisconnected

A CIM is either unplugged from the Dominion KX Il port or powered-off.

cimUpdateCompleted

CIM firmware update process completed.

cimUpdateStarted

CIM firmware update process started.

configBackup

The device configuration has been backed up.

configRestore

The device configuration has been restored.

deviceUpdateFailed

Device update has failed.

deviceUpgradeCompleted

The Dominion KX I1 has completed update via an RFP file.

deviceUpgradeStarted The Dominion KX |1 has begun update via an RFP file.
ethernetFailover An Ethernet failover was detected and restored on a new Ethernet interface.
factoryReset The device has been reset to factory defaults.

firmwareFileDiscarded

Firmware file was discarded.

firmwareUpdateFailed

Firmware update failed.

firmwareValidationFailed

Firmware validation failed.

groupAdded A group has been added to the KX Il system.
groupDeleted A group has been deleted from the system.
groupModified A group has been modified.

ipConflictDetected

An IP Address conflict was detected.

ipConflictResolved

An IP Address conflict was resolved.

networkFailure

An Ethernet interface of the product can no longer communicate over the
network.

networkParameterChanged

A change has been made to the network parameters.

passwordSettingsChanged

Strong password settings have changed.

portConnect

A previously authenticated user has begun a KVM session.

portConnectionDenied

A connection to the target port was denied.

portDisconnect

A user engaging in a K\VM session closes the session properly.

portStatusChange

The port has become unavailable.

powerNotification

The power outlet status notification: 1=Active, O=Inactive.

powerOutletNotification

Power strip device outlet status notification.

rebootCompleted

The KX has completed its reboot.

rebootStarted

The KX has begun to reboot, either through cycling power to the system or by a
warm reboot from the OS.

securityViolation

Security violation.

startCCManagement The device has been put under CommandCenter Management.
stopCCManagement The device has been removed from CommandCenter Management.
userAdded A user has been added to the system.

userAuthenticationFailure

A user attempted to log in without a correct username and/or password.

userConnectionLost

A user with an active session has experienced an abnormal session termination.

userDeleted

A user account has been deleted.

userLogin A user has successfully logged into the KX Il and has been authenticated.
userLogout A user has successfully logged out of the KX 1 properly.

userModified A user account has been modified.

userPasswordChanged This event is triggered if the password of any user of the device is modified.

userSessionTimeout

A user with an active session has experienced a session termination due to
timeout.

vmlmageConnected

User attempted to mount either a device or image on the target using Virtual
Media. For every attempt on device/image mapping (mounting) this event is
generated.

vmImageDisconnected

User attempted to unmount a device or image on the target using Virtual Media.
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Power Supply Setup Page

The Dominion KX Il provides dual power supplies, and can automatically detect and provide
notification regarding the status of these power supplies. Use the Power Supply Setup page to
specify whether you are using one or both of the power supplies. Proper configuration ensures
that the Dominion KX Il sends the appropriate notifications should a power supply fail. For
example, if power supply number one fails, the power LED at the front of the unit will turn red.

To enable automatic detection for the power supplies in use:
1. Select Device Settings > Power Supply Setup. The Power Supply Setup page opens:

3 Power Supply Setup Page | Device Settings | Home - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help b

@Back - I\) - \ﬂ \g '_';\I /‘__) Search \;1'\/ Favarites €}| .' "f - v _| ﬂ i& aj

Address I@J https:/{192, 168,59, 150/home. asp i

GDDglE G+ vI Go {»@ ﬁ - | ¢ EBookmarks= @6 blocked | "? Check » % AutoLink;

W

——

=ERariton. (o Tomess e e

Duminivn Kx i

Hompe » Drevice Settings = Power Supply Setup Page

{]
L iy Flower Supply Setup Page

[¥ Powerlnl Auto Detect

kaas [v Powerin2 Auto Detect

, 2007 10:32

jon:
inionke

IP Addres=s: 192.165.59.1:50
Firmwvare: 2.0.0.2.5194
Poweerind: on

PoweerinZ; off

;
{
| Reset To Defaults | | Cancel J

R S e T P T S PRI T Rl PP

Figure 64: Power Supply Setup

2. If you are plugging power input into power supply number one (left-most power supply at the
back of the unit), then check the PowerInl Auto Detect option.

3. If you are plugging power input into power supply number two (right-most power supply at
the back of the unit), then check the PowerIn2 Auto Detect option.

4. Click OK.

Note: If either of these checkboxes is checked and power input is not actually connected, the
power LED at the front of the unit displays red.

To turn off the automatic detection:
Clear the checkbox for the appropriate power supply.

To reset to factory defaults:
Click the Reset To Defaults button.

To cancel without saving changes:
Click the Cancel button.

Note: Dominion KX Il does NOT report power supply status to CommandCenter. Dominion |
(generation 1), however, does report power supply status to CommandCenter.

{
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Port Configuration Page
The Port Configuration page displays a list of the Dominion KX Il

ports. Ports connected to

target servers or power strips are displayed in blue and can be edited. For ports with no CIM

connected or with a blank CIM name, a default port name of Dominio
where Port# is the number of the Dominion KX Il physical port.

To change a port configuration:

n-KX2_Port# is assigned,

1. Select Device Settings > Port Configuration. The Port Configuration Page opens:

< Port Configuration | Device Settings | Home - Microsoft Internet Explorer =18 x|
File Edt View Favortes Tools Help | o
eack - () - Iﬂ @ ‘0 | ) seach 5 ¢ Favortes %) ‘ R @ [ a3
Address [{&] https://192.168.59.97/home asp =l G0 | Links > ‘ & snagne |21
Gougle [Ci+ “Jeo @ B - | €8 sodmarker Bpsbhocked | U check v Aotk v o auorl 2 () settings =
[ Port Access [ Virtual Media | User Management [ sccurity [ Maintenance [ Diagnostics
T T s -
Dominion KX II Ja il i e
Home > Device Settings » Port Configuration Logeut
Time & Session: . .
February 22, 2007 14:35:01 Flemt/ConfTgueian,
e ki 4 Port Number Port Name Port Type
State: active 1 Dominion-Fx2_Part1 Mot Available
Your [P: 192 166 53.93
Last Logire Feb 22, 9007 1335 2 Dorminian-HX2_Port2 Hot Available
3 Dorminian-KX2_Part3 Hot Avilable
Device 4 Dominion-kX2_Portd Mot Available
Device Name: Dominioni 5 JLtestPC Dol
P Address: 192 158 58 87 :
sl 5 Dorminion-KX2_Ports Hot Avilable
Powerint: off 7 Dominion-kX2_Port? Mot Avsilable
PawerinZ: on .
g Dominian-HX2_Parts Hot Available
a Local Port W
Port States:
e 10 Dorminian-HX2_Port1D Hot Available
13 Parts doven 1 Dominion-KX2_Part] 1 Mot Available
15 Forts idle
12 Dominion-kX2_Port!2 Mot Available
13 Dorminian-HX2_Port!3 Hot Available
Connected Users:
adhmin (192168 50.93) 14 Dominion-Kx2_Port1d Mot Available
active 15 Dominion-KX2_Port1s Mot Available
16 Fowerstrip FowerStrip
Help - User Guide
Favorite Devices:
Baskers K I
Dominian K I
Janets KX
Prasannas K I )
Copyright @ 2007 Raritan Computer Inc. f—
(€] Done I 7

Figure 65: Port Configuration

This page is initially displayed in port number order, but can be sorted on any of the fields by

clicking on the column heading.

o Port Number. Numbered from 1 to the total number of ports available for the Dominion
KX 11 unit.

e Port Name. The name assigned to the port. A port name displayed in black indicates that
you cannot change the name and that the port cannot be edited; port names displayed in
blue can be edited.

e Port Type. The type of CIM connected to the port:

PORT TYPE DESCRIPTION

DCIM Dominion CIM

Not Available No CIM connected

PCIM Paragon CIM

PowerStrip Power CIM

VM Virtual Media CIM (D2CIM-VUSB)

2. Click the Port Name for the port you want to edit.

e For KVM ports, the Port page is opened. From this page, yo
create power associations.
[ ]

the power strips and their outlets.

u can name the ports and

For power strips, the Port page for power strips is opened. From this page, you can name

==
= -

e
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Power Control

The Dominion KX 11 provides remote power control of target servers. To utilize this feature, you
must have a Raritan remote power strip and the D2CIM-PWR computer interface module (CIM).
Once power assignments are made, remote power management of your target servers is possible.

To use the Dominion KX Il power control feature:

1. Connect the power strip to your target server

2. Name the power strip

3. Associate outlet(s) in the power strip to the target server

4. Utilize remote power management of the target server from the Port Access Page

Connect the Power Strip

The numbers in this diagram correspond to the steps listed below.

L i o 3883 S |
1383

Power Strip (front) F———

lllllll’ - 8=

Power Strip (back) ———

I | | | Outlets

T
il
.l
®

Figure 66: Power Strip Connections

To connect the power strip:

1. Connect the male RJ-45 of the D2CIM-PWR to the female RJ-45 connector on the power
strip.

2. Connect the female RJ-45 connector of the D2CIM-PWR to any of the available female
system port connectors on the Dominion KX Il using a straight through Cat 5 cable.

3. Attach an AC power cord to the target server and an available power strip outlet.
4. Connect the power strip to an AC power source.
Power ON the Dominion KX I1 unit.

o
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Name the Power Strip (Port Page for Power Strips)

This Port page opens when you select a port from the Port Configuration page that is connected to
a Raritan remote power strip. The Type and the Name fields are pre-populated; please note that
the (CIM) Type cannot be changed. The following information is displayed for each outlet in the
power strip: outlet Number, Name, and Port Association.

Use this page to name the power strip and its outlets; all names can be up to 32 alphanumeric
characters and can include special characters.

Zj Port | Home - Microsoft Internet Explorer I

File Edit WView Favorites Tools Help

OEack ) Iﬂ @ _';“ /._JSear:h \.;}.!/ Favorites ﬁ}‘ A ,?. |- i 3

Address [{€] hitps: 152, 168.59.97thame asp

=10l x|
| o>

I Ben ‘Lmks =

& snaglt 12
() Settings~ -

Google |G+ w|eo {5 B~ | ¥ Bookmarks~ Eheblocked | P chack vy aoik + P

==Raritan.

Dominion KX IT

[ Port Acces's [ wirtuat Media  user Management | Device Secttings | Security | Maintenance | Diagnostics |

Home > Device Settings > Port Canfiguration > Part

Logout

March 01, 2007 17:06:44
User: admin Type:
Stete: 57 sec idle FovrerStrip
our IP: 192,168 59 93 Name:
Last Lagin: Mar 01, 2007 15:05 P
Device Information: outets ________________________|
Device Name: Dominionk(: i
P Address: 192 168 59.57 Humber  tlame Port Association Link to Port Page
Firmwvare: 2.0.0.2.5274 l— .
B o ! P Testee for this port
Powerln2: off *
2 Outlet 2
Port States: 3 Outlet 3
1 Parts up
14 Ports down 1 Outlst 4
15 Forts idle
5 Outlet 5
Connected Users: 6 Outlet 6
atimin (192 168 59.93)
active 7 Outlet 7
3 utlet &
Help - User Guide
Favorite Devices:
Baskers KX Il
Dominion KX 1
Prasannas kx|
Display By IP
Copwiight & 2007 Raritan Computer Inc _I
[&] pone | |2 | nternet L

Figure 67: Port Page (power strips)

Note: When a power strip is associated to a target server (port), the outlet name is replaced by
the target server name (even if you assigned another name to the outlet).

To name the power strip (and outlets):

Note: CommandCenter Service Gateway does not recognize power strip names containing spaces.

1. Change the Name of the power strip to something you will remember.
2. Change the (Outlet) Name if desired. (Outlet names default to Outlet #.)
3. Click OK.

To cancel without saving changes:
Click the Cancel button.

i
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Associate Target Servers to Outlets (Port Page)

This Port page opens when you select a port from the Port Configuration page that is connected to
a target server. From this page, you can make power associations, change the Port Name to
something more descriptive, and update target server settings if you are using the D2CIM-VUSB
CIM. The (CIM) Type and the (Port) Name fields are pre-populated; please note that the CIM
type cannot be changed.

A server can have up to four power plugs and you can associate a different power strip with each.
From this page, you can define those associations so that you can power on, power off, and power
cycle the server from the Port Access page.

To use this feature, you will need:

e Raritan remote power strip(s)
e Power CIMs (D2CIM-PWR)

ZPort | Home - Microsoft Internet Explorer | 1Ol x|
Fle Edt View Favortes Toos Help | i
= n =
A e . ™ 2
@Back > d @ (p) | ) search ¢ Favarites ) | Rz @) i 3
Address |-?.j https:/{192. 168.59.97/home  asp = |Link5 | & snaglt [
Google |[G~ |60 {5 B+ | € Bookmarksw | B check v Aulrk - o Auorl () settings=
[Firerance [Dagnosics]
Dominion KX I
Home > Device Settings > Port Configuration > Port Logout
Time & Session:
April 04, 2007 08:21:10 Lot
User: adhmin Type:
State: 2 mir idle LM
our IF: 192,168 59.31 lame:
Last Login: Apr 04, 2007 04:22 [pommontozFons
Device Information:
IP Address: 192168 58.97
Firmware: 2.0.0.2.5414 ower Strip Hame Qutlet Hame
';°WE’:"12' “'”' Dominion-x2_Part18 = Oullet 5 =
"o Erinl 01 )
Dorminion-kX2_Port16 x| -
Hone: - —
Port States: =
2 Portz up hone = o j'
13 Parts down
14 Ports idie
1 Parts husy
Connected Users: oK
admin (192.168.59.31)
RC 2 min idle
Help - User Guide
Favorite Devices:
Baskers K Il
Dominion KX I
Display By IP
Capyright ® 2007 Raritan Computer Inc J
[&]pene [T B [ mtermet 7

Figure 68: Port Page (KVM ports)

To make power associations (associate power strip outlets to target servers):

Note: When a power strip is associated to a target server (port), the outlet name is replaced by
the target server name (even if you assigned another name to the outlet).

1. Select the power strip from the Power Strip Name drop-down list.

2. For that power strip, select the outlet from the Outlet Name drop-down list.
3. Repeat steps 1 and 2 for all desired power associations.

4. Click OK. A confirmation message is displayed.

-
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To change the port name:

1. Type something descriptive in the Name field. For example, the name of the target server
would be a likely candidate. The name can be up to 32 alphanumeric characters and can
include special characters.

2. Click OK.

To

cancel without saving changes:

Click the Cancel button.

A w b

displayed.

remove a power strip association:
Select the appropriate power strip from the Power Strip Name drop-down list.

For that power strip, select the appropriate outlet from the Outlet Name drop-down list.
From the Outlet Name drop-down list, select None.
Click OK. That power strip/outlet association is removed. A confirmation message is

Note for D2CIM-VUSB CIM Usage

If you are using the D2CIM-VUSB, there are additional settings on the Port page to improve

performance.

/g Port | Home - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@Back - '\) i ij @ _;] /FJ Search \;r_\\'( Favorites €}| "-'Iv .\?_ - v _J ﬁ &

Address I@ https:fi192,168.59,97 fhome, asp

GGCS[C |Cl» vIGD +@ ﬁ - | * Bookmarks» | nQ'?'Check » 4 Autolink - H

Ly

Dominion KX IT k

Hame = Device Settings * Port Configuration = Port

¢
hiarch 26, 2007 10:24:34 4
User: admin Type i
State: 1 min idle M {

[

“our IP: 192.165.58.93
Last Login: Mar 26, 2007 09:31

Hame:
|Dominian-k+2_Part3

Device Information:
Device Mame: KX 2device
IP Address: 192.163.59.97
Firmare: 2.0.0.2.5390

Power Strip Hame Outlet Hame

Paowverin: on Mone - I___ -

Powerin: off —
Mone ot I--- x k
None > I i

Port States: — Ij

2 Ports up Hone = X

13 Ports down !

15 Ports idle

Connected Users: Target Server Settings

acdmin (192 .165.59.93)

1 mir idle: N
[T Absolute mouse scaling for MAC server

Help - User Guide [T Use Full Speed for Virtual Media CIM - Useful for BIOS

that cannot handle High Speed USB devices F
Favorite Devices:
Baskers KX 1l
Darminion KX Il
Janets KX

T o T RO e R SR e

Figure 69: Port Page (Target Server Settings for D2CIM-VUSB)

If you are experiencing synchronization issues and are using the D2CIM-VUSB CIM for a Mac
target server, check the Absolute mouse scaling for MAC server option.
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Certain BIOS do not support USB high-speed capabilities and the attempt to auto-negotiate does
not work. If you are experiencing BIOS problems with the target server, check the Use Full
Speed for Virtual Media CIM option.

Note: For SUSE 9.2 target servers, please enable (check) the Use Full Speed for Virtual Media
CIM option for those target server ports. SUSE 9.2 does not work with the Virtual Media CIM
when high speed is negotiated.
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Chapter 10: Security Settings

=T

=ERaritan.

Dominion KX II

The Security menu is organized as follows: Security Settings and IP Access Control.

Time & Session:
February 05, 2007 08:55:51

Uzer: admin

State: active

our P 192.1658.99.93

Last Login: Fek 07, 2007 16:06

Device Information:
Device Mame: Dominionkx
P Address: 192.165.59.150
Firmeovare: 20025194

RS SR

e S S IR

Figure 70: Security Menu

USE:
Security Settings

To:

Configure security settings for login limitations, strong passwords, user
blocking, and encryption & share.

|
i
5

IP Access Control

Control access to your Dominion KX Il unit. By setting a global access
control list, you are by ensuring that your device does not respond to packets
being sent from disallowed IP addresses.

ZERaritan.
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Security Settings

From the Security Settings page, you can specify login limitations, user blocking, password rules,
and encryption and share.

Raritan SSL certificates are used for public and private key exchanges, and provide an additional
level of security. Raritan web server certificates are self-signed; Java applet certificates are signed
by a VeriSign® certificate. Encryption guarantees that your information is safe from
eavesdropping and these certificates ensure that you can trust that the entity is Raritan, Inc.

To configure the security settings:
1. Select Security > Security Settings. The Security Settings page opens.

£} Security Settings | Security | Home - Microsoft Internet Explorer o [m]
Fle Edb View Favortes Tooks Help | &
. 1 e S ;
Q- - [x] @ (| O Soroens @ (- L W - LB
Address [{&] https/j192.168.59. 150 home. asp RN = ‘Llr\ks ”‘eﬁnag[t 1!

e . usergrociang |
February 07, 2007 09:3345 LoginiEnkatinns User Blocking

User: admin [ Enable Single Login Limitation = Disabled

State: 58 sec idle

S e [~ Enable Password Aging ¢ Timer Lockout
Last Login: Feb 08, 2007 16:14 Password Aging Interval (days) Attempts
o [
Device Information: [ Log Outkdle Users Lockout Time
Device Mame: Dominionk 5
1P Aritress: 192168 58,150 After (minutes)
Firmvare: 20025170
30 ¢ Deactivate User-ID
Poswerini: on
FowernZ: off Failed Attempts
[
Port States:
2 Ports up -
13 Ports down Strong passwords Encryption & Share
15 Ports idle
[~ Enable stiong passwords Encryption Mode:
Connected Users: Minimum length of strong password Ao 7]
admin (192 16858 93) | [ Apply Encryption Made to KYM and Virtusl Media
active
Maximum length of strong password PC Share Mode
Help - User Guide 16 Prvete =]
[7 Enforce at least one lower case character [7 M Share Mode
Favorite Devices: [# Enforce at least one upper case character Local Device Reset Mode
Baskers Kx I Enable Local Factory Reset -
Domirion KX I [7 Enforce atleast one numeric character
Janets KX

Prasannas KoK I [# Enforce at least one printable special char acter

Humber of restricted passwords based on history

B

[ Reset To Defautts | [cancet
Copyright @ 2007 Raritan Computer Inc, _I
‘€] bone [T [ & [ mtemet 7

Figure 71: Security Settings

The fields are organized into the following groups: Login Limitations, Strong Passwords, User
Blocking, and Encryption & Share.

2. Update the Login Limitations settings as appropriate.

Update the Strong Passwords settings as appropriate.

Update the User Blocking settings as appropriate.

Update the Encryption & Share settings as appropriate.

Click OK when you are done.

o gk~ w

To close the page without saving any changes:
Click Cancel.

To reset back to defaults:
Click Reset to Defaults.

-
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Login Limitations

Using Login Limitations you can specify restrictions for single login, password aging, and the
logging out of idle users.

e Enable Single Login Limitation. When checked, only one login per username is
allowed at any time. When cleared, a given username/password combination can be
connected into the device from several client workstations simultaneously.

e Enable Password Aging. When checked, all users are required to change their
passwords periodically, based on the number of days specified in Password Aging
Interval field.

- Password Aging Interval (days). This field is enabled and required when the
Enable Password Aging checkbox is checked. Enter the number of days after which
a password change is required. The default is 60 days.

e Log Out Idle Users. Check the checkbox to automatically disconnect a user session after
a certain amount of inactive time has passed. Type the amount of time in the After field.
If there is no activity from the keyboard or mouse, all KVM sessions and all KVM
resources are logged out. If a Virtual Media session is in progress, however, the session
does not timeout.

- After (minutes). The amount of time (in minutes) after which an idle user will be
logged out. This field is enabled when the Log Out Idle Users option is checked.

Strong Passwords

Strong passwords provide more secure local authentication for the system. Using Strong
Passwords, you can specify criteria defining the format of valid KX Il local passwords such as
minimum and maximum length, required characters, and password history retention.

Strong passwords

[T Enable strong passwords

Minimum length of strong password
5

Maximum length of strong password
16

[# Enforce at least ene lower case character

W Enforce at least one upper case character

[# Enforce at least one numeric character

[ Enforce at least one printable special character

Humber of restricted passwords based on history

=]

Figure 72: Security Settings (Strong Passwords)

o Enable strong passwords. Strong passwords require user-created passwords to have a
minimum of 8 characters with at least one alphabetical character and one non-
alphabetical character (punctuation character or number). In addition, the first four
characters of the password and the username cannot match.

When checked, strong password rules are enforced. Users with passwords not meeting
strong password criteria will automatically be required to change their password on their
next login. When cleared, only the standard format validation is enforced. When checked,
the following fields are enabled and required:

=& Raritan.
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— Minimum length of strong password. Passwords must be at least 8 characters long. The
default is 8, but it can be up to 63.

— Maximum length of strong password. The default is 16, but can be up to 64 characters
long.

— Enforce at least one lower case character. When checked, at least one lower case
character is required in the password.

— Enforce at least one upper case character. When checked, at least one upper case
character is required in the password.

— Enforce at least one numeric character. When checked, at least one numeric character
is required in the password.

— Enforce at least one printable special character. When checked, at least one special
character (printable) is required in the password.

— Number of restricted passwords based on history. This field represents the password
history depth; that is, the number of prior passwords that cannot be repeated. The range is
1-12; the default is 5.

User Blocking

The User Blocking options specify the criteria in which users are blocked from accessing the
system after the specified number of unsuccessful login attempts. The three options are mutually
exclusive:

Disabled. The default option; users are not blocked regardless of the number of times they

fail authentication.

Timer Lockout. Users are denied access to the system for the specified amount of time after

exceeding the specified number of unsuccessful login attempts. When selected, the following

fields are enabled:

— Attempts. The number of unsuccessful login attempts after which the user will be locked
out. The valid range is 1 — 10; the default is 3 attempts.

— Lockout Time. The amount of time for which the user will be locked out. The valid
range is 1 - 1440 minutes; the default is 5 minutes.

Deactivate User-1D. When selected, this option specifies that the user will be locked out of

the system after the number of failed login attempts specified in the Failed Attempts field:

— Failed Attempts. The number of unsuccessful login attempts after which the user’s User-
ID will be deactivated. This field is enabled when the Deactivate User-1D option is
selected. The valid range is 1 - 10.

User Blocking

¢ Disabled
¢ Timer Lockout

Attempts
3

Lockout Time
|5
= Deactivate User-ID

Failed Attempts
3

Figure 73: Security Settings (User Blocking)

When a user-ID is deactivated after the specified number of failed attempts, the administrator
must change the user password and activate the user account by checking the Active checkbox in
the User page.

=& Raritan.
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Encryption & Share

Using the Encryption & Share settings you can specify the type of encryption used, PC and VM
share modes, and the type of reset performed when the Dominion KX Il reset button is pressed.

Encryption & Share

Encryption Mode
I Auto hd I

W Anply Encryption Mode to KM and Yirual Medis

PC Share Mode
IF‘rivate vI
] il Share Mode

Local Device Reset Mode
IEnabIe Local Factory Reset LI

Figure 74: Security Settings (Encryption & Share)

o Encryption Mode. Select one of the options from the drop-down list. When an encryption
mode is selected, a warning is displayed that if your browser does not support the selected
mode, you will not be able to connected to the Dominion KX II:

Encryption & Share

When the Encryption Mode is specified please ensure that
your browser supports tis encryption mode; otherwise you
will not be able to cornrect to the Dominion KX L

Encryption Mode
F.:|:2:4 vI
~ Apply Encryption Mode to KM and Wirual Media

PC Share Mode
IPrivate v|
[~ %M Share Mode

Local Device Reset Mode
|Enable Local Factory Reset LI

Figure 75: Security Settings (Encryption Mode Warning Message)

Auto. This is the recommended option; the Dominion KX Il auto-negotiates to the
highest level of encryption possible.

RC4. Secures user names, passwords and KVVM data, including video transmissions using
the RSA RC4 encryption method. This is a 128-bit Secure Sockets Layer (SSL) protocol
which provides a private communications channel between the Dominion KX Il unit and
the Remote PC during initial connection authentication.

AES-128. The Advanced Encryption Standard (AES) is a National Institute of Standards
and Technology specification for the encryption of electronic data; 128 is the key length.
When AES-128 is specified, please be certain that your browser supports it, otherwise
you will not be able to connect. Please refer to Checking Your Browser for AES
Encryption for more information.

e Apply Encryption Mode to KVM and Virtual Media. When checked, this option applies
the selected encryption mode to both KVM and virtual media. After authentication, KVM and
virtual media data is also transferred with 128-bit encryption.
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e PC Share Mode. Determines global concurrent remote KVM access, enabling up to eight
remote users to simultaneously log on to one Dominion KX Il and concurrently view and
control the same target server through the device. Click on the drop-down list to select one of
the following options:

Private: No PC share; this is the default mode. Each target server can be accessed
exclusively by only one user at a time.

PC-Share: Target servers can be accessed by up to eight users (administrator or non-
administrator) at one time. Each remote user has equal keyboard and mouse control,
however, please note that uneven control will occur if one user does not stop typing or
moving the mouse.

e VM Share Mode. This option is enabled only when PC-Share Mode is enabled. When
checked, this option permits the sharing of virtual media among multiple users, that is,
several users can access the same virtual media session. The default is disabled.

o Local Device Reset Mode. This option specifies which actions are taken when the hardware
reset button (at the back of the unit) is depressed. For more information, refer to Reset Button.
Select one of the following options:

Enable Local Factory Reset (Default). Returns the Dominion KX Il unit to the factory
defaults.

Enable Local Admin Password Reset. Resets the local administrator password only.
The password is reset to raritan.

Disable All Local Resets. No reset action is taken.

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser manufacturer, or navigate
to the following web site using the browser with the encryption method you want to check:
https://www.fortify.net/ssicheck.html. This web site detects your browser’s encryption method

and displays a report.

=& Raritan.
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IP Access Control

Using IP Access Control, you can control access to your Dominion KX Il unit. By setting a
global Access Control List (ACL) you are by ensuring that your device does not respond to
packets being sent from disallowed IP addresses. The IP Access Control is global, affecting the
KX unit as a whole, but you can also control access to your unit at the group level. Refer to
group-based IP Access Control for more information about group-level control.

Important: IP Address 127.0.0.1 is used by the Dominion KX Il local port. When
creating an IP Access Control list, if 127.0.0.1 is within the range of IP
Addresses that are blocked, you will not have access to the Dominion KX Il
local port.

To use IP Access Control:
1. Open the IP Access Control page using one of these methods:

e  Select Security > IP Access Control, or

o  Click the Set System ACL button from the Network Settings page
The IP Access Control page opens:

/A IP Access Control | Security | Home - Microsoft Internet Explorer B ol x|
Fle Edit Wew Favortes Took  Help | o
Ky N O L A - 2 z iiﬂ%
@ Back - [ Ii-l @ ‘yl | - Search ) Favorites £ [ = ™ | - .‘i
Address [&] hips://192.168.59.97fhome. asp =l B)ce ‘Linl@ ”‘Gir‘aqlt =5
Coogle |[Clvpatriot medis wleo @ B - | €9 sookmarksr Sheblocked | P check » 8 Al - 2 () Settings =
| Port Acceas | Virtual Mcdia | User Management | Device Scttings [SEEMS Maintcnance | Disgnostics |
Home » Security » IF Access Control Logaut
IP Access Control
February 23, 2007 15:55:38
User: adimin [~ Enable IP Access Control
Stats: active ’
Your IP; 192168.59.93 Def“""T'm""y
Last Login; Feh 23, 2007 14:42 ACCEPT [
Rule # 1P Mask Policy
Device Information: [ [ [accerr =]
Device Hame: Dominionicx
IP Address: 192.168.59.97 [ Append | [ msert | [ Replace | [ Delets |
Firmvare: 2.0.0.2.5240
Fowrerini: on
Powerin: off
e apply | [ Reset To Defaults | [ cancet
2 Ports up
13 Ports down
15 Parts idle
Connected Users:
sdmin (192.168.59.93)
active
Help - User Guide
Favorite Devices:
Baskers kx|
Dominion KX 1
Janets 1
Prasannas KX I
Copyright @ 2007 Raritan Computer Inc. _I
[&] Dane [ 8 [ meernet 4

Figure 76: IP Access Control

2. Check the Enable IP Access Control checkbox to enable IP access control and the
remaining fields on the page.

3. Select the Default Policy. This is the action taken for IP addresses that are not within the
ranges you specify.
o Accept. IP Addresses are allowed access to the Dominion KX |1 device.
e Drop. IP Addresses are denied access to the Dominion KX Il device.

i
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To add (append) rules:

1. Type the IP Address and subnet mask in the IP/Mask field.

2. Select the Policy from the drop-down list.

3. Click Append. The rule is added to the bottom of the rules list.
4. Repeat steps 1 through 3 for each rule you want to enter.

—

o insert a rule:
Type a Rule #. A Rule # is required when using the Insert command.
Type the IP Address and subnet mask in the IP/Mask field.
Select the Policy from the drop-down list.

Click Insert. If the Rule # you just typed equals an existing Rule #, the new rule is placed
ahead of the exiting rule and all rules are moved down in the list.

e

To replace a rule:

1. Specify the Rule # you want to replace.

2. Type the IP Address and subnet mask in the IP/Mask field.

3. Select the Policy from the drop-down list.

4. Click Replace. Your new rule replaces the original rule with the same Rule #.

To delete a rule:

1. Specify the Rule # you want to delete.

2. Click Delete.

3. You are prompted to confirm the deletion. Click OK.

Tip: The rule numbers allow you to have more control over the order in which the rules are
created.
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Chapter 11: Maintenance

The Maintenance menu includes these options: Audit Log, Device Information, Backup/Restore,
CIM Firmware Upgrade, Firmware Upgrade, Factory Reset (Dominion KX Il Local Console
only), Upgrade Report, and Reboot.

USE:

Time & Sessiom:

February 13, 2007 15:49:54

Last Login: Fek 13, 2007 13:24

Device Information:

=¥=- - .
==Raritan. |Port Access | Virtual Media | User Managemert | Device Settings |
T T —

Dominion KX IT :

Home » haintenance

Lizer: admin
Stater 397 sec idle
Your IP; 192.165.59.93 At Log

Device Infarmation

Backup F Restore

Device Marme: Dominionk:x CIM Firmwvare Uparade
P Address: 192.165.59.150 Fi U d
Firmuvare: 2.0.0. 25214 Irmiavare Hpgrace
Povverind: on Uporade Report
Powverin2: off
Reboot
g RGPS L N P S TS R TS

Figure 77: Maintenance Menu

|
5
]
|

To: LocAL REMOTE ‘
Audit Log View Dominion KX Il events sorted by date and time. v v
Device Information View information about the Dominion KX I1 and its CIMs. v v
Backup/Restore Backup and restore the KX Il configuration. v
CIM Firmware Upgrade Upgrade your CIMs using the firmware versions stored in the v v
Dominion KX Il memory.
Firmware Upgrade Upgrade your Dominion KX Il firmware. v
Factory Reset Perform a factory reset. v
Upgrade Report View information about the latest upgrade performed. v v
Reboot Reboot the Dominion KX 11 unit. v v
ZERaritan.
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Audit Log

A log is created of Dominion KX Il system events.

To view the audit log for your Dominion KX Il unit:
Select Maintenance > Audit Log. The Audit Log page opens:

2} Audit Log | Maintenance | Home - Microsoft Internet Explorer o =] 4
B mE om s e sen ‘ e
AN ST Ty .= 7
Qe -0 [N & () s Syroone @]0- @ - @ B
Address [ ] https1//192.168.59.150/home.asp 8 ‘ Links > | & snaglt '
Google |G~ “Jand @ B - | L% soskwaksw Siobocked | cherk v\ aucind « - aror e Ssndtor () settings | @
== :
B e s e st e o
I =
Dominion KX IT ks L
tenance > Audit Log Logout
Time & Session: T
February 15, 2007 14:53:11 Alidittog
Moer i [ Hewer ] [ Older |
State: 112 52 [dls
our IP: 192.168.59.93 Date [ Description
st ool ek 15 20g RS 02152007 08:40:20 System Shitdawn Device reset pertormed by User ‘admint from host 192.160.59.93'
021542007 08:35:27 CIM Connected i with name ‘Dominion-KX2_Port1E' end seriel number 'GNFFFFO042' connected to port 16
Device Information:
Sl e 02452007 083526 CIM Upiiate Completed CiM uprlate completec
I &diress: 192.166.58.150 02452007 02:33:24 CM Discornectsd CIM with ame 'Daminion-HX2_Port1&' and serisl rumbser 'GNFFFFO042' disconnected from port 16
Firimwrare: 2.0.02.5219
o (0252007 08:33:23  CIM Updlate Started i update started
Posverin2: off 02452007 08:32.35  Device Update Started Device update to version 020000-5219' by user ‘admin' from host 1 9216659 83' started
02452007 03:25:25 Access Lagin User ‘adimin' from host M192.168.59.83' loggzd in
Port States: 021 32007 12:28:03  CIM Connected Cih with name: Dominion-KX2_Port1’ end seril number ‘GNFFFFO042' connected to port 16
2Ports u
P 024132007 16:28:08 Foveer Supply Status Changed Power supply outlet 1 status 'ONY
15 Parts idle 02432007 18:28:08 M Disconnected I with name ‘Dominion-KX3_Port1& and serial number 'GHFFFFO042' disconnected from part 16.
02132007 18:28:08 System Startup Device started
C‘;"“e;‘;":é?s';;m 0241 3/2007 18:28:08 CIM Connected CIM with name 'Dominion-KX2_Part16' and serial number 'GNFFFFO042" connected to port 16
admin
e 024 32007 18:28:07 M Connected CIM with name 'PCRA' and serisl number ‘5051313641 3030303538 connectsd to port1 2
0241 32007 18:28:07 CIM Connected Cihd with name: Dominion-KX2_Port1* and serial number 474E000DSD0 33C15DFT* connected to port 1
Help - User Guide 02432007 17:47:34  Access Logout User ‘admin’ from host 192 168 58 83" logged out
024 32007 17:47:34 Cormection Lost Session of user 'sdimint lost connection with client 4 92.166.53.83% unknowr reason.
Fﬂ;‘":‘ D:;‘ﬁw 0232007 17:47-34 Port Disconnected Part ‘Dominion-Kx2_Port1* disconnected by user ‘admi’
shers
Dominion KX I 02432007 17:45:37 Session Timeout Sessian of user ‘sdmint from host '192.168.59 93 timed! out
Janets KXl 02432007 17:12:50 Port Connected Part ‘Dominion-KX2_Port!’ connectad by user 'admin’
Prasannas kx I
0230007174231 Access Login User ‘acimin from host 132 168.59.93' logged in
[ nisplayeyir ] Save To File
|&] bone N 7

Figure 78: Audit Log

The Audit Log page displays events by date and time (most recent events listed first). The Audit

Log provides the following information:

o Date. The date and time that the event occurred; 24-hour clock.
e Event. The event name as listed in the Event Management page.
e Description. Detailed description of the event.

To save the Audit Log:

Note: Saving the Audit Log is available only on the Dominion KX Il Remote Console, not on the

Local Console.

1. Click the Save to File button. A Save File dialog opens.

2. Select the desired file name and location and click Save. The audit log is saved locally on
your client machine with the name and location specified.

To page through the Audit Log:
Use the [Older] and [Newer] links.

-
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Device Information

The Device Information page provides detailed information about your Dominion KX Il device
and the CIMs in use. This information is helpful should you need to contact Raritan Technical

Support.

To view information about your Dominion KX Il and CIMs:

Select Maintenance > Device Information. The Device Information page opens:

“J Device Information | Maintenance | Home - Microsoft Internet Explorer o [m] 5]
File ~ Edit Wiew Favorites Tools  Help | ,5'
= = = T P >
Q=08 3 ([ Vmes mm= @[(- W - K 3
Address [&] https: /192.168.59.97/home.asp B | Links ™| (& snagle |27’
Google (G- vI & + 2 B | % Bookmarks+ | P check v 4 Autolink v =] Autoil [wp Send o A () Settings |
) -
SERAMtaN. (o e s menegerer [gevee seinge [socery D
Dominion KX II Bt . =
Home » Maintenance * Device Information Logout
Time & Session: Z =
April 09, 2007 10:44:47 Dewice Information
User: achmin Model: DKX2-418
State: 1 min idle Hardware Revision: Oxdd
Your [P 192,165 .59 .41 Firmware Version: 20025418
Last Login: Apr 09, 2007 08053 Serial Humber: HKCEB00016
MAC Address: 00:0et: Sef 01: 3321
Device Information:
Device Mame: DominionkX
IP Addiress: 192168 5997 CIM Information
Firmware: 2.00.2.5418
Powverind: on 4 Port Name Type Firmware Version Serial Number
Powverin2: off
4 Dominion-HX2_Port1 VM 2A36 HUWWT250771
3 Dominion-KX2_Port PCIM I, GHNFFFFFFFFFFFFTS6S
Port States:
Seon & Dominion-KX2_Parts PowerStrip oogz2 POBA0005E
13 Ports down
15 Ports idle
Connected Users:
admin (192.166.59.41)
1 mir ielle
Help - User Guide
Favorite Devices:
Baskers KX 1|
Daminian kX I
Display By IP Copyright @ 2007 Ratitan Computer Inc. &
|&] Done [ [& [ nternet 4

Figure 79: Device Information

The following information is provided about the Dominion KX II: Model, Hardware Revision,

Firmware Version, Serial Number, and MAC Address.

The following information is provided about the CIMs in use: Port (number),

Name, Type (of

CIM: DCIM, PCIM, Power Strip, or VM), Firmware Version, and Serial Number.

ZERaritan.
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Backup and Restore

From the Backup/Restore page, you can backup and restore the settings and configuration for
your Dominion KX I1. In addition to using backup and restore for business continuity purposes,
you can use this feature as a time-saving mechanism. For instance, you can quickly provide
access to your team from another Dominion KX Il, by backing up the user configuration settings
from the KX |1 in use and restoring those configurations to the new KX Il. You can also setup

one Dominion KX I1 and copy its configuration to multiple KX 1l devices.

To access the Backup/Restore page:
Select Maintenance > Backup/Restore. The Backup/Restore page opens:

Z} Backup / Restore | Maintenance | Home - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

Qw0 N @b

= T ks
/_JSEarch ‘i\\'\/ Favorites {E}| ‘ ..?. - o _l ﬂ ':%1

Address I@J https:[§192.165.59. 150fhame.asp

GDC@IC Gl» vIGU *v{@ ﬁ - | % Bookmarks E]E'blucked | a‘a} Check » o F\LItULJ

| Port Access | virtual Wedia | user management | pevice Settings | securtty [Hiii

Dominion KX IT R RN PR Y
Home = Maintenance > Badwp f Restore

Time & Session:
February 03, 2007 11:12:09

User: admin

State: active

Your IP: 192.168.59.93

Last Login: Fek 08, 2007 10:32

Device Information:
Dievice Mame: Dominionk
P Address: 192165859150
Firtmenvare: 2.0.0.2.5194
Powerlnl: on
Powerln2: oft

Port States:

2 Ports up

13 Ports down
15 Parts idle

S = T

b o 0 o i B L R e m s s, At B

Backup / Restore

¢+ Full Restore
¢~ Protected Restore
{~ Custom Restore
E User and Group Restore

|- Device Settings Restore

Browse.. |

| Restore || Backup || Cancel |

Restore File

bttt i o, o bt Bl o . 0 B, ol

ENPL_SY

Figure 80: Backup/Restore

Note: Backups are always complete system backups. Restores can be complete or partial

depending on your selection.

To backup your Dominion KX II:

1. Click Backup. A File Download dialog opens.
Click Save. A Save As dialog opens.

2
3. Select the location, specify a file name, and click Save. A Download Complete dialog opens.
4. Click Close. The backup file is saved locally on your client machine with the name and

location specified.

==
= -

e

{
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To restore your Dominion KX I1I:

WARNING: Please exercise caution when restoring your Dominion KX Il to an
earlier version. Usernames and password in place at the time of the backup
will be restored. If you do not remember the old administrative usernames and
passwords, you will be locked out of the KX II.

In addition, if you used a different IP Address at the time of the backup, that IP
Address will be restored as well. If the configuration uses DHCP, you may
want to perform this operation only when you have access to the local port to
check the IP address after the update.

1. Select the type of restore you want to run:

e Full Restore. A complete restore of the entire system; generally used for traditional
backup and restore purposes.

o Protected Restore. Everything is restored except device-specific information such as
serial number, MAC Address, IP Address, name, port names, etc. With this option, you
can setup one Dominion KX Il and copy the configuration to multiple KX Il devices.

e Custom Restore. With this option, you can select User and Group Restore, Device
Settings Restore, or both. Check the appropriate checkboxes:

= User and Group Restore. This option includes only user and group information.
Use this option to quickly setup users on a different Dominion KX I1.

= Device Settings Restore. This option includes only device settings. Use this option
to quickly copy the device information.

2. Click the Browse button. A Choose file dialog opens.

3. Navigate to and select the appropriate backup file and click Open. The file selected is listed
in the Restore File field.

4. Click Restore. The configuration (based on the type of restore selected) is restored.

=& Raritan.
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CIM Upgrade

Use this procedure to upgrade CIMs using the firmware versions stored in the memory of your
Dominion KX I1 unit. In general, all CIMs are upgraded when you upgrade the device firmware
using the Firmware Upgrade page. Use the CIM Upgrade page to upgrade new CIMs.

Note: Only D2CIM-VUSB and D2CIM-PWR can be upgraded from this page.

To upgrade CIMs using the Dominion KX Il memory:
1. Select Maintenance > CIM Firmware Upgrade. The CIM Upgrade from KX Flash page

opens:

File Edit View Favortes Tools Help

2 CIM Firmware Upgrade | Maintenance | Home - Microsoft Internet Explorer

Gaack - - Iﬂ @ 7;‘, ‘ /,'J Search ‘:,‘,l'(Favnntas & ‘ ;---'\"- \f A ) a3

Address [ @] hitps: /152 16859, 150 hame asp

Time & Session:
February 15, 2007 14:57.16

User: admin

State: active

Your IP: 182168 53 83

Last Login: Feb 15, 2007 08:45

Device Information:
Device Name: Dominionk(
IP Address: 192.168.59.150
Firmware: 2.0.0.2.5219
Powrerlm: on

Powerin: off

Port States:
2 Ports up
13 Parts down

| 15Eats ide -

Home > Maintenan

2 > CIM Firmware Upgrads

Port Access | Virtual Media | User Management | Device Settings | Security |
dL L iy il >
BE A

IERAEE] Dingnostics |

CIM Upgrade from KX Flash

DominionkKX Cilds:

[ setectan | [ peselectan |

Selected 4 Port  Hame

O 12

Dominion-Kx2_Port12

Tyne

PowerStrip  O0B2

Current CIM Version

Upgrade CIM Version

oos2

|r s

Dominion-KX2_Port16

Wi 0434

2834

Upgrade Cancel

WO

P U= e S

T O

.. AT ana SR

Figure 81: CIM Upgrade from KX Flash

2. The Port (number), Name, Type, Current CIM Version, and Upgrade CIM Version are
displayed for easy identification of the CIMs.

3. Check the Selected checkbox for each CIM you want to upgrade.

Tip: Use the Select All and Deselect All buttons to quickly select all (or deselect all) of the CIMs.

4. Click the Upgrade button. You are prompted to confirm the upgrade.

Click OK to continue the upgrade. Progress bars are displayed during the upgrade. Upgrading
takes approximately 2 minutes (or less) per CIM.

To exit without upgrading:
Click the Cancel button.

-

{
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Firmware Upgrade

Use the Firmware Upgrade page to upgrade the firmware for your Dominion KX Il unit and all
attached CIMs. This page is available in the KX 1l Remote Console only.

Important: Do not turn off your Dominion KX Il unit or disconnect CIMs while
the upgrade is in progress - doing so will likely result in damage to the unit or
ClMs.

To upgrade your Dominion KX Il unit:

1. Locate the appropriate Raritan firmware distribution file (*.RFP), found on the Raritan
Firmware Upgrades Web page: http://www.raritan.com/support/firmwareupgrades and
download the file.

2. Unzip the file. Please read all instructions included in the firmware ZIP files carefully before
upgrading.

Note: Copy the firmware update file to a local PC before uploading. Do not load the file from
a network drive.

3. Select Maintenance > Firmware Upgrade. The Firmware Upgrade page opens:

A} Firmware Upgrade | Maintenance | Home - Microsoft Internet Explorer . = EI'E

File Edit ‘Wiew Faworites Tools  Help | i
. . = A 7

Qo - © - %] B (| P Toreens B 3- @ - Jid B {

Address [{€] https:/{192.168.59. 150/ home .asp B> |Link5 | (& Snadlt I;"f%

Google |C+ vIGn +® B~ | 93 Bookmarks~ K516 blocked | "% check v () settingsw | €
P . 3
SERATIANI - oo [ o] o e escn et s |

Dominion KX I

Home > Maintenance > Fimware Upgrade

Device Mame: Dominionkx
IP Address: 19216859150
Firmuweare: 2.0.0.2.5200
Powverind: an

Powvetin2: off

%

ke i‘

February 09, 2007 16:08:10 HiRALE Begrade g

. Firmware File

Uzer: admin

State: 39 sec idle Browse.. 3

“our IP: 192.168.59.83 : n s

Last Lagin: Feb 09, 2007 14:19 [T Review CIM Version Information ? 4}
4

Device Information: Upload s‘
i

Dhomatmmatttl s pahecae s B ke B SUNERPESPPE

Figure 82: Firmware Upgrade

4. Click the Browse button to navigate to the directory where you unzipped the upgrade file.

5. Check the Review CIM Version Information? checkbox if you would like information
displayed about the versions of the CIMs in use.

6. Click Upload from the Firmware Upgrade page. Information about the upgrade and version
numbers is displayed for your confirmation (if you opted to review CIM information, that
information is displayed as well):

i

=

==Raritan.
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/3 Firmware Upgrade | Maintenance | Home - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

=10] xf

L

eBa:k - \) - |ﬂ @ :h | /‘_'J Search ‘b\ﬂ(Favuntes L 5]

E-rizd- )ik 3

Address @ hittps: {192, 165,59, 150/home. asp

Dominion KX 1T

Google |Gl |60 5 B - | ¥ Bookmarksw &heblocked | P check v o auctinl + 3

=l B ‘Links ”|@5nag1t B

() Settings =

Time & Session: .
February 15, 2007 05:28:40 Firmware Upgrade

Current version: 20025214
User. admin ;
it lew version: 20025219
Your IP, 192168 59.93 T

Last Login: Feb 13, 2007 15:52
This may take some minules. Please do NOT power off the device while the
updste is in progress! After & successiul update, the device wil be reset
Device Information: automatically.
Device hame: Dominionk(
IP Adcrsss: 182168 53.150
Fimweare: 2.0.0.2 5214
Fowerlnt: on

Figure 83: Firmware Upgrade Review

B
’
Upgrade CIM Version 1
4
}

FowernZ off 4Port  Name Type Current CIM Version
12 PCRS PowerSirip  O0B2 [
Port States: ‘ 16 Dominion-Kx2_Portls WM 031 0434 |
2 Ports up
13 Parts down
15 Parts idle
b e e NI - (T E I O L USRI S

Note: At this point, connected users are logged out, and new login attempts are blocked.

7. Click Upgrade. Please wait for the upgrade to complete. Status information and progress bars
are displayed during the upgrade. Upon completion of the upgrade, the unit reboots (1 beep

sounds to signal the reboot).

Firmware Upgrade in Progress...

Upgrade successful,

firmware version 2,0.0.2.52 40,

minutes before logging in again.

Progress: Uparade Finished

8

The Device DominionkX has been updated with new

Device will reboot now and this will take approximately 5
minutes. Please ¢lose the browser for approximately 5

A

Figure 84: Firmware Upgrade Successful

8. As prompted, close the browser and wait approximately 5 minutes before logging in to the

Dominion KX |1 again.

For information about upgrading the device firmware using the Multi-Platform Client, refer to the
Raritan Multi-Platform Client (MPC) and Raritan Remote Client (RRC) User Guide.

=& Raritan.
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Upgrade Report

Dominion KX Il provides information about upgrades performed on the KX Il unit and attached
CIMS.

To view the upgrade report:
Select Maintenance > Upgrade Report. The Upgrade Report page opens:

3 Upgrade Report | Maintenance | Home - Microsoft Internet Explorer i =10l x|

File Edit View Faworites Tools  Help ‘ w
N C e e = :

asagk -6 - |ﬂ @ :h | - gearch 5 cravarkes ) (- o Wl - [ J a3

Address IEhttps:#lgz‘lﬁ&SQJZ‘M’thE.asp j Go ‘ Links ”|@5naq1t =2

G- “leo | B - | % Bookmakse |

P Check = ' Autalink » =] AutoFl 2>

<& > Upgrads Rep

ame

May 03, 2007 11:09.43 ersde Repon

(o Last Upgrade:

State: 3 min idle Ful Firmiwars Upgrads

Your IP: 182 165 58 65 Result:

Last Login: May 03, 2007 0746 KX Firmware Upgrade successful.

Firmware Version:

Device Information: 0ot

Device Mame. Dominionk(X
P Address: 192.168.59.124 DominionKX Cils:

Firmweare: 2,0.0.5.5554 b
Powerinl: on
Powerln: off 4 Port Type Result Current Version

1 WMCI SUCCESS 2841
Port States: ‘ 8 PowverCIn SUCCESS 0B
2 Ports up

13 Ports down
15 Portz idle

R e TR NP e S |

Figure 85: Upgrade Report

Information is provided about the last Dominion KX Il upgrade that was run, the final status of
that upgrade, and the firmware version. Information is also provided about the CIMs:

e Port. The port where the CIM is connected.

e Type. The type of CIM.

e Result. The result of the upgrade (success or fail).
e Current Version. The CIM firmware version.

ZERaritan.
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Reboot

The Reboot page provides a safe and controlled way to reboot your Dominion KX Il unit; this is

the recommended method for rebooting.

Important: All KVM connections will be closed and all users will be logged off.

To reboot your Dominion KX I1:
1. Select Maintenance > Reboot. The Reboot page opens:

a Reboot | Maintenance | Home - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help 4
s ™ / G A . . 34

eﬁack - n\) - IJ @ _h /,]Search \.7/\( Faworites E}.‘ E_-:-j_" = - i _'I ﬁ 3

Address Iﬁ https://192,168,59,150/home, asp

Google G+ vIGn +@ B~ | ¢ Bockmarksw (&6 blacked | 7 Check » % Aitalink

. Ll L

Dominion KX II

Time & Session:
February 15, 2007 15:02:52

| Port Access | Virtual Media | User Management | Device Settings | Security |

Home = Maintenance = Reboot

Uszer: admin

State: active

Mour IP: 182 165 .59 53

Last Login: Fek 15, 2007 05:45

[reboor |

This may take up to two minotes

Device Information:
Device Mame: Dominionkox
IP Address: 19216659130
Firmweare: 2.0.0.2.5219
Powverint: on

T e T e

B e T S IPRRw oL P UL W R

e

Figure 86: Reboot

2. Click the Reboot button. You are prompted to confirm the action:

3 Reboot | Maintenance | Home - Microsoft Internet Explorer

File Edit VMiew Favarites Tools  Help

@Eack - \.) - \ﬂ @ _;j | /F) Search i\r\'(‘ Favorites G}‘

Address |s§ https: /192, 168,59, 150fhame, asp

Google |G- |60 B - | €y Bockmarks~ Eheblocked | W check » o itk
=V -
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Virtual Media | User Management | Device Settings

Home = Maintenance * Reboot

Time & Session:

Rebooting the system will logoff all users.
February 15, 2007 15:03:52

Do you want to proceed with the reboot?

Uszer: admin

State: active

Nour [P 192.168.59.93

Last Login: Feb 15, 2007 0845

Device Information:
Device Name: Dominionk}

This may take up to tyvo minutes
P Adddress: 192 168.58150

Firmwvare: 2002 5218
Powerind: on
Powerin2: oft

Port States:
LA, gt e et

|
|
|

et

e AT Bt ek 8 s i e s

Figure 87: Reboot Confirmation

3. Click Yes to proceed with the reboot.

To exit without rebooting:

Click No.
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Chapter 12: Diagnhostics

Diagnostics Menu

The Diagnostics pages are used for troubleshooting and are intended primarily for the
administrator of the KX Il device. All of the Diagnostics pages (except KX Diagnostics) run
standard networking commands; the information displayed is the output of those commands.

The following Diagnostics menu options help you debug and configure the network settings:

Network Interface
Network Statistics
Ping Host

Trace Route to Host

The KX Diagnostics option is intended for use in conjunction with Raritan Technical Support.

—

Uszer: admin
State: active

USE:
Network Interface

=i=Raritan.

Dominion KX IT

Time & Session:

February 08, 2007 05:56:52 o _

Device Information:
Device hame: Dominionkx Trace Route to Host
IP Address: 192.165.59.150
Firmwvare: 2.0.0.2.5194
Povwverind: an

PaweerinZ: off
B e o

Home = Diagnostics

m User Management | Device Settings Se:ur_'

Wour IP: 192.165.59.93 Metwork Interface
Last Login: Fek 07, 2007 16:06

Metwark Statistics
Ping Host

¥ Disgnostics

R L N

P R S Ty

ey

Figure 88: Diagnostics Menu

‘ To:
Obtain the status of network interface.

VY PEPYP e S ARV PR

Network Statistics

Obtain statistics about the network.

Ping Host

Determine whether a particular host is reachable across an IP network.

Trace Route to Host

Determine the route taken all the way to the selected host.

KX Diagnostics

Use when directed by Raritan Technical Support (Remote Console only).

i

-
S

i
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Network Interface Page

The Dominion KX Il provides information about the status of your network interface.

To view information about your network interface:

Select Diagnostics > Network Interface. The Network Interface page opens:

File Edit View Fawortes Tools  Help

Qo - - %) 2] | Dmwe Foreaes @) (-2 @ - B {
Address Ej https:/{192. 168,55, 97 fhome. asp = Go ‘ Links f
Google | Glvpatriat media ~len |52 & - | fy Booknerks B 6biocked | W check v sk v o a2 @

== -
=ERaritan. [ Port Access [ Virtual Media [ User Management [ Device Settings [ Securtty | Maintenance [ biagnostics |
e E e

Dominion KX IT _ .
Homa » Disgnestics * Network Inferface

February 23, 2007 11:23:54 Nehaoe terace
oo ki
State: active
“our IP: 192166.53.93
Last Login; Fel 22, 2007 14:33
Device Information: Restl
Device Mame: DominionkCx
1P Midress: 102.168.59.97 Link seace {ethl): sutonegotiacion on, 100 Mbps, full duplex, limk ok
Firmware: 2.0.0.2 5240 1: ethi: <EROADCAST, MULTICAST> mtw 1500 gdisc noo p glen 1000
Powverint: on link/ether 00:00:00:00:00:00 brd ff:ffifE-fE£:££0£F
Pawerlnz off 2: lo: <LODFEACK,UP- mtu L6436 qdisc nequew
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
Port States: 3: ethl: <BROADCAST,MULTICAST,MOTRATLERS,UP> meu 1500 gdise pfifs_fase glew 1000
2Portzup link/ether 00:04:5d4:01:33:cl brd ff: ff-ff-ff: ff: £F
13 Ports down inet 182.168.53.97/24 brd 182.168.53.288 scope global ethl
15 Ports idie.
Connected Users:
B U NP SR VRSP S RE S L

Figure 89: Network Interface

The following information is displayed:

e Whether the Ethernet interface is up or down.
o  Whether the gateway is ping-able or not.
e The LAN port that is currently active.

To refresh this information:
Click the Refresh button.
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Network Statistics

Page

The Dominion KX Il provides statistics about your network interface.

To view statistics about your network interface:

1. Select Diagnostics > Network Statistics. The Network Statistics page opens.

2. Select the appropriate option from the Options drop-down list:

e  Statistics. Produces a page similar to the one displayed here:
Home » Diagnostics » Network Statistics ;
[otseinernt: !
February 23, 2007 11:25:25 BEHDLSIalslics }
User: admin Options: '
State: 41 sec idle --statistics = i
“Your IF; 192.168.59.93
Last Login: Feb 22, 2007 14:33 3
Device Information: g
Device Mame: Dominionk Resul:
IP Address: 192.165.59.97
Firmware: 2.0.0.2.5240 Ip:
BoaHnTean 8803 total packets received
FowerlnZ off 0 forwarded
0 incoming packets discarded
8802 incowing packets deliverasd
Port States: 8522 requests sent out
2 Ports up Icup:
13 Parts dawn 0 ICHP messages received
15 Parts idle 0 inpur ICMP nessage failed.
ICHMP input histogram:
0 ICHP messages sent |
Connected Users: 0 ICMP messages failed
admin (192 168.58 93) ICHP cutput histogram:
active Tcop:
6 active commections openings 4
849 passive connection openings ;
Help - User Guide 0 failed conmection ATLEupTS
15 connection ressts recsived
1 connections established
Favorite Devices: 7942 seguents received
Baskers Kix Il 2304 segments send out
Darminion KX I 0 segments recransuited
Janets KX 0 bad seguents receiwed.
Prasannas HX Il 0 resets sent
Udp:
23% packets received
0 packets to unknown port received.
0 packet receive srrors
TopExe:
i g deimmnntbos ol _‘fffz}f\:iff.,n-—nﬂ'w e PO N ST S
Figure 90: Network Statistics (statistics)
e Interfaces. Produces a page similar to the one displayed here:
istics | Diagnostics | Home - Microsoft Internet Explorer ¥
Fle Edt View Favortes Tools Help
eBack &)~ \ﬂ @ Kh | ) search ‘b\ﬂ(Favuntes €)| £ Q_!_ a3 Jd 3
F\ddl’essIEhttps:ﬂﬂlQZ.168.59.97ﬂhume.asp =l Go ‘Links » | & snaglt
Google [Glpatriot media wleo @ B+ | £ sodkmarksw Eheblocked | B check ~ () settingsw
Rarita
| Port Accesa [ Virtual Media | User Management | Device Scttings | Security | Maintenance [ Diagnostics |
Dominig e
Home * Diagnostics » Netwok Statistics !
el
February 23, 2007 11:25:25 HetmorcSttics
oo Options:
State: active —interfaces ¥
Your IP; 192.168.59.93
Last Login: Feb 22, 2007 14:33 {
Deuice Information:
Device Name: Dominioric: Fesut !
P Address: 192.168.59.97 i
Firmware: 2.0.0.2.5240 Rernel Interface table
Dot on Iface MTU Met EX-OK EX-ERR BX-DRP EX-OVR TX-OK TX-ERR TX-DRP TX-OVRE Flg
Powerlin2; off ethl 1500 0 13828 0 0 0 8680 0 0 0O EMNRU
lo 16436 0 196 0 0 0 196 0 0 0 LRU
Port States:
2Parts up
| J&Rodsdovm L et e AR B et i s i BSARER e
Figure 91: Network Statistics (interfaces)
e Route. Produces a page similar to the one displayed here:
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etwork Statistics | Diagno:

| Home - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Back - L) - | :-,., o () search 5| Favorites ::7:v ..i_\ - J v O
M| s © AR L s

Address @ https:/{192.168.59,97/home.asp

B

Device Information:

Port States:

AT A

=i=Raritan.

Dom KX II

Time & Session:
February 23, 2007 11:27:17

User: admin

State: 53 zecidle

Wour IP; 192.165.59.93

Last Login: Fek 22, 2007 14:33

Device Matme: DominionkX
IP Address: 192.168.59.97
Firmuware: 2.0.0.2.5240
Powverind: on

Povwerinz: off

2 Ports up

GOOg[C |G~ patriot media vIGU +@ E - | 9% Bookmarks— @_6 blocked ‘ ‘:}’Check - 2

Home » Diagnostics » Nebwork Statistics

[Port Axcess [ irtust eck | ser Management [ Dewe Settings aim

Network Statistics

Options:
--route Sl

Refresh

Result:

Hernel IP routing table

Destination Gateway Cenmask Flags MEE Window irtt Iface
122.168.59.0 * ZE5.Z55.Z55.0 U 0 0 0 ethl
default 19Z2.165.53.12Z6 0.0.0.0 UG 0 0 0 echl

Rt N SR T PN S NMS T PP A L SRR ~4~¢\J

Figure 92: Network Statistics (route)

3. Click the Refresh button.

The relevant information is displayed in the Result field.
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Ping Host Page

Ping is a network tool used to test whether a particular host or IP Address is reachable across an
IP network. Using the Ping Host page, you can determine if a target server or another Dominion
KX Il unit is accessible.

To ping the host:
1. Select Diagnostics > Ping Host. The Ping Host page opens:

3 Ping Host | Diagnostics | Home - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

@Back - \:} - u @ _h /'_(] Search 'i_\r\'(Favorites E}‘ [.:'jt' .:; - - ._.I ﬁ ‘j

Address I@ https:/f192,168,.59,97/home. asp j

GDCgIC EC:VDGtriUt media vIGD +@ E o | * Bookmarks + @_6 blocked | ":&Check - » 4
— -
SEERAON. | (oo pccaes vt oot [vser mansgoment pevcs ssings [ securns |

Dominion KX II

Home * Diagnostics = Ping Host

February 23, 2007 11:29:15 Bing Hosl

User: admin Hostname or IP Address:
State: active 192.1658.59.97
Wour IP; 192.165.58 93

Last Login: Feb 22, 2007 14:33

e

Device Information:

Device Mame: Dominiankx Roaul:
IP Address: 192.165.59.87
Firmeaeare: 2.0.0.2 5240 192.168.59.97 is alive!
Powerint: on
Powverin2: off
e i e, il i, ok A b e sl e s S ke B 8, i AR

Figure 93: Ping Host

2. Type either the hostname or IP Address into the Hosthame or IP Address field.
3. Click Ping. The results of the ping are displayed in the Result field.
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Trace Route to Host Page

Trace route is a network tool used to determine the route taken all the way to the provided

hostname or IP Address.

To trace the route to the host:
1. Select Diagnostics > Trace Route to Host. The Trace Route to Host page opens:

field.

a Trace Route to Host | Diagnostics | Home - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

@Eack - \a) v u @ _b ‘ ’;)Search i}( Favoriees 7]

Szl k3

Addhess [{&] https:/{192.168.59.97/home. asp

i
:
jan_

Gocgle |Gl patriot media vIGo 4!@ E - | % Bookmarks~ @_6 blocked | "?Check - ?
R L L

Virtual Media | User Management | Device Settings a

Domiiniion KX IT e S P
Home > Diagnostics » Trace Route to Host

Time & Session:
February 23, 2007 11:30:39

Uzgr: admin

State: active

“our IP: 192.160.53.93

Last Login: Feb 22, 2007 14:33

Device Information:
Device hame: DominionkC:
P Address: 192 165.55.97
Firmenvare: 2.0.0.2.5240
Powerlnd: on

Powerln2: off

Port States:
2 Ports up
13 Parts down

CASRRSIE s et s st

Trace Route to Host

Hostname or IP Address:

I1 921685997

Maximum Hops:
Is -

Trace Route
Resutt
traceroute starced wait for Zmins....

1 19Z2_168.55.97 (192.168.59.97) 0.438 ms 0.434 ms 0.368 ms

Ot P L e T SR

Figure 94: Trace Route to Host

Type either the Hostname or IP Address into the Hostname or IP Address field.
Select the Maximum Hops from the drop-down list (5 or 10).

Click the Trace Route button. The trace route command is executed for the given hostname
or IP Address and the maximum hops. The output of trace route is displayed in the Result
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KX Diagnostics

Note: This page is for use by Raritan Field Engineers or when you are directed by Raritan
Technical Support.

KX Diagnostics downloads the diagnostics information from Dominion KX Il to the client
machine. Three operations can be performed on this page:

e Command Line Interface. Enable or disable the Command Line Interface functionality.
With this feature, a Raritan Technical Support engineer can open a standard SSH client,
connect to the unit, and remotely execute diagnostic functions.

e Diagnostics Scripts. Execute a special script provided by Raritan Technical Support
during a critical error debugging session. The script is uploaded to the unit and executed.
Once this script has been executed, you can download the diagnostics messages through
the Save to File button.

¢ KX Diagnostic Log. Download the snapshot of diagnostics messages from the KX Il
unit to the client. This encrypted file is then sent to Raritan Technical Support; only
Raritan can interpret this file.

Note: This page is accessible only by users with administrative privileges.

To run the KX Il System diagnostics:
1. Select Diagnostics > KX Diagnostics. The KX Diagnostics page opens.

<3 KX Diagnostics | Diagnostics | Home - Microsoft Internet Explorer

File  Edit ‘iew Favorites Tools Help

- e e - . m >
@Back - Ikn) ¥ |j @ '_';\I | /'_)Search \:'i'( Fawotites ﬁ} "I' x?_ - - _J ﬁ ‘_:‘i
Address [{&] https:j}192.168 59.97/home.asp = ﬂ
Google |§G - pattiot media

=i=Raritan.

Dominion KX IT
Home = Diagnostics » KX Diagnostics

b
iagnostics
February 23, 2007 11:31:40 d

U=er: admin | Enshble Command Line Interface for KX Diagnostics

State: active
“vour IP: 192.168.59.93
Last Login: Fek 22, 2007 14:33

3

Device Information: Diagnostics Scripts: I
Device Mame: Dominionki-d Seript File: ;
F

IP Address; 192.168,59.97 I Browse...
Firmeevare: 2.0.0.2 5240 _I

Povverind: an
PovverinZ: off 8 :
KX Diagnostic Log:
Port States: Save To File
2 Ports up

13 Ports dowen
13 Portz idle

..... LT T i = b

B et i, B B o i

Figure 95: KX Diagnostics

2. To enable the Command Line Interface for use by Raritan Technical Support:

Note: UDP Port 21 is required for this feature.

a. Check the Enable Command Line Interface for KX Diagnostics checkbox.
b. Click OK.

i
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c. UDP port 21 must be opened and made available to Raritan Technical Support.

d. Raritan Technical Support will also need to know the administrative password for the KX
.

e. Once Raritan Technical Support has completed their testing, return UDP port 21 to its
original state.

3. To execute a diagnostics script file emailed to you from Raritan Technical Support:
a. Retrieve the diagnostics file supplied by Raritan and unzip as necessary.

b. Use the Browse button. A Choose file dialog opens.
c. Navigate to and select this diagnostics file.
d. Click Open. The file is displayed in the Script File field:

Diagnostics Scripts:

Seript File:
IC:DDcumems and Setting:  Browse. . |
| Run Script | | Cancel |

Figure 96: Diagnostics Scripts

e. Click Run Script.
f. Sent this file to Raritan Technical Support using step 4.

4. To create a diagnostics file to send to Raritan Technical Support:
a. Click the Save to File button. The File Download dialog opens:

File Download - Security Warning x|

Do you want to save thiz file?

Mame: diagnostics_save
Type: Unknown File Type, 64,3 KB
From: 192,168.59.150

2Ed

Save | Cancel I

™ YWhile filez from the Internet can be uzeful, thiz file type can
o potentially harm your computer. If you do not trust the source, do not

zave thiz zoftware. What's the risk?

Figure 97: File Download

b. Click Save. The Save As dialog opens.
c. Navigate to the desired directory and click Save.

d. Email this file as directed by Raritan Technical Support.
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Chapter 13: KX Il Local Console

KX Il Local Console

Dominion KX I provides at-the-rack access and administration via its local port, which features a
browser-based graphical user interface for quick, convenient switching between servers. The
Dominion KX Il Local Console provides a direct analog connection to your connected servers;
the performance is as if you were directly connected to the server’s keyboard, mouse, and video

ports. The KX Il Local Console provides the same administrative functionality as the Dominion
KX 11 Remote Console.

The Dominion KX 11 Local Console supports the following language keyboards: US English, UK
English, German, French, Japanese, Korean, Simplified Chinese, and Traditional Chinese.

Note: Keyboard use for Chinese, Japanese, and Korean is for display only; local language input
is not supported at this time for KX Il Local Console functions.

== :
=ERaritan. g —" [ Securty | Maintanance | Diagnostics] G
5 N e e
Dominion KX IT Bia o : = = = xc
Home > Device Settings > Network Settings Logout
Time & Session:
May 02, 2007 10:06:59 Network Basic Settings Network Miscellaneous Settings
User: admin i . i -
State 36 min idle Deuies: Mame Discovery Port
Your IP- Lacal Console Dominionkx 5000
Last Login: May 02, 2007 04:11
IP auto configuration Bandwidth Limit
DHCP w Nao Limit bt
Device Information: J J

Preferred host name (DHCP only)

Note: For reliable network communication,
configure the Dominion KX Il and LAN Switch to the
same LAN Interface Speed and Duplex. For

Powerin2: off IP address

Port States: Subnet mask

i example, configure both the Dominion KX il and
if;gﬁfzwn 552 LAN Switch to Autodetect (recommended) or set
14 Ports idie both to a fixed speed/duplex such as 100Mbps/Full.
1 Ports busy Gl way: [P addiass Current LAN interface parameters:
1 5 autonegotiation on, 100 Mbps, full duplex, link ok

PR —— Primary DNS server IP address LAN Interface Speed & Duplex
admin (Local Consale] T : Autodetect -

36 min idl
admin {192 168 59 65 Secondary DNS server IP address [] EnableAutomatic Failaver

RC active > -

Ping Interval (seconds) *

Timeout (seconds) +

Set System ACL

ﬂ Reset to defaults ﬂ

Figure 98: Dominion KX Il Local Console

Physical Connections

The physical connections for the local ports can be found on the back panel of the Dominion KX
I

LT AL g m

Figure 99: Local User Panel on Dominion KX II

Monitor: Attach a standard multi-sync VGA monitor to the HD15 (female) video port.

Keyboard: Attach either a standard PS/2 keyboard to the Mini-DING (female) keyboard port, or
a standard USB keyboard to one of the USB Type A (female) ports.

-
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Mouse: Attach either a standard PS/2 mouse to the Mini-DING6 (female) mouse port or a standard
USB mouse to one of the USB Type A (female) ports.

Reset Button

At the back of the Dominion KX Il unit, there is a Reset button. It is recessed to prevent
accidental presses (you will need a pointed object to use this button).

Reset button

Figure 100: Reset Button (back of unit)

The actions that are performed when the reset button is pressed are defined in the graphical user
interface. Refer to Security Settings, Encryption & Share for more information.

Note: It is recommended that you save the audit log prior to performing a factory reset. The audit
log is deleted when a factory reset is performed and the reset event is not logged in the audit log.
For more information about saving the audit log, please refer to Audit Log.

To reset the unit:

1. Power off the Dominion KX Il unit.

2. Use a pointed object to press and hold the reset button.

3. While continuing to hold the reset button, power the Dominion KX |1 unit back on.
4

Continue holding the reset button for 5-10 seconds. Once the unit has been reset; two short
beeps signal completion.

{
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Starting the KX Il Local Console

Simultaneous Users

The Dominion KX Il Local Console provides an independent access path to the connected target
servers. Using the Local Console does not prevent other users from simultaneously connecting
over the network. And even when remote users are connected to Dominion KX 11, you can still
simultaneously access your servers from the rack via the Local Console.

Security and Authentication

In order to use the Dominion KX Il Local Console, you must first authenticate with a valid
username and password. Dominion KX Il provides a fully-integrated authentication and security
scheme, whether your access is via the network or the local port. In either case, Dominion KX Il
allows access only to those servers to which a user has access permissions (refer to User
Management for additional information on specifying server access and security settings).

If your Dominion KX 1l has been configured for external authentication services (LDAP,
RADIUS, or Active Directory), authentication attempts at the Local Console also are
authenticated against the external authentication service.

Note: You can also specify no authentication for local console access; this option is
recommended only for secure environments.

To use the KX Il Local Console:

1. You need a keyboard, mouse, and video display connected to the local ports at the back of the
Dominion KX 11 unit. Refer to Physical Connections for more information about the local
port connections.

2. Start the Dominion KX 11 unit; the KX 11 Local Console interface displays.

KX Il Local Console Interface

The KX Il Local Console interface is almost identical to the KX Il Remote Console interface.
Where there are differences, they are noted in the user manual. Refer to User Interfaces, KX 11
Console, and KX Il Console Menu Tree for additional information.

Available Resolutions
The KX Il Local Console provides the following resolutions to support various monitors:

e 800x600
e 1024x768
e 1280x1024
Each of these resolutions supports a refresh rate of 60Hz and 75Hz.
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Accessing Target Servers

Server Display

After you login to the KX Il Local Console, the Port Access page opens. This page lists all of the
Dominion KX |1 ports, the connected target servers, and their status and availability.

[ ser anegement] Device Ssttings] Sscurity] Maintsnance] Dingnostcs]
- o TEE Lo o = - e
Dominion KX IT | i P Teid - = = = =
Home > Part Acces Logout
Time & Session:
March 02, 2007 14:27:49 Port Access
o Click on the individual port name to see allowable operations.
State: active .
Yiilic I Lo el Comsale 1 of 4 Remote KVM channels currently in use.
Last Login: Mar 02, 2007 14:12
4 Port Number Port Name Status Availability
e et 1 Cominion-KX2_Portl down idle
Device Name: DominionKx Dominion-kX2_Port2 down idle
IP Address: 192.168.59.97 = i i
Firmware: 2.0.0.2.5282 TACTIRE L Ry
Fowerlnl: on 4 Dominion-kX2_Portd down idle =
Powerlnz: off
Stk 5 Dominion-KX2_Ports down idle
6 Dominion-KX2_Port6 down idle
Port States:
ern 7 Dominian-kK2 Port? down idie
13 Ports down 8 Dominion-KX2_Portd up idle
14 Portsidle
1 Ports busy 3 Cominion-KXZ_Ports down idle
10 Dominion-kX2_Portl0 down idle
Cofncted: Useras 11 Dominion-KX2_Port11 down idle
admin (Local Console) 12 Cominion-KX2_Portl2 down idle
active
admin (192 168.59.93) 13 Dominion-KX2_Portl3 down idle
HE:Actin 15 Dominion-KX2_Portls down idle
16 Dominion-kX2_Portls down idle
/
Copyright © 2007 Raritan Computer Inc
=

Figure 101: Local Console Port Access

The target servers are initially sorted by Port Number; you can change the display to sort on any

of the columns.

e Port Number. Numbered from 1 to the total number of ports available for the Dominion
KX 1l unit. Please note that ports connected to power strips will not be among those
listed, resulting in gaps in the Port Number sequence.

e Port Name. The name of the Dominion KX II port; initially set to Dominion-KX2-Port#,
but you can change the name to something more descriptive. When you click on the Port
Name link, an Action Menu is opened. Refer to the Port Action Menu for more
information about the menu options available.

e  Status. The Status is either up or down.
e Availability. Valid Values per include Idle, Connected, Busy, or Unavailable.

To change the sort order:
Click the column heading you want to sort on. The list of target servers is sorted by that

column.

-
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Hotkeys

Because the Dominion KX Il Local Console interface is completely replaced by the interface for
the target server you are accessing, a hotkey is utilized so you can switch between these interfaces.

The Local Port hotkey allows you to rapidly access the KX Il Local Console user interface when
a target server is currently being viewed. The default is to press the Scroll Lock key twice in
rapid succession, but you can designate any key combination (available in the Local Port Settings
page) as the hotkey. Refer to Local Port Settings for more information.

Accessing a Target Server

To access a target server:
1. Click the Port Name of the target you want to access. The Port Action Menu is displayed.

2. Select Connect from the Port Action Menu. The video display switches to the target server
interface.

Returning to the KX Il Local Console Interface

Important: The KX Il Local Console default hotkey is to press the Scroll Lock
key twice rapidly. This key combination can be changed in the Local Port

Settings page.

To return to the KX Il Local Console from the target server:

Press the hotkey (default is Scroll Lock) twice rapidly. The video display switches from the
target server interface to the Dominion KX Il Local Console interface.
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Local Port Administration

The Dominion KX Il can be managed by either the KX Il Local Console or the KX Il Remote
Console. Please note that the KX Il Local Console also provides access to these administrative
functions:

e Local Port Settings
e Factory Reset

Note: Only users with administrative privileges can access these functions.

Local Port Settings (KX Il Local Console Only)

From the Local Port Settings page, you can customize many settings for the KX Il Local Console
including keyboard, local port hotkey, video switching delay, power save mode, local user
interface resolution settings, and local user authentication.

Note: This feature is available only on the Dominion KX Il Local Console.

To configure the local port settings:
1. Select Device Settings > Local Port Settings. The Local Port Settings page opens:

[Port Access | User Management
BOL T o e s -
LR e
Home > Device Settings > Local Port Settings Lagout

.

Time & Session:
0.09.22

May 0

Local Port Settings

User: admin Note: Any changes to the Local Port
State- Nt ifle Settings will restart the browser.
Your IP- Local Console

Last Login: May 02, 2007 0411 oy hoard Type

us v
Local Port Hotkey

Double Click Scrall Lock -

Video Switching Delay (in secs)
o

Device Information:
Do

Port States:
2 Portsup m]
13 Forts down
14 Forts idlz
1 Ports busy

Power Save Mode

Pawer Save Mode Timeout (in minutes)

Resolution

Connected Users: [ozss

admin (Local Console) 102878 v |
1 min idie

admin (192.168.59.65) Nt Pt ()

RC 32 sec idle 60Hz ¥
‘*L«xal User

Local/LDAP/RADIUS
| @

| None
| ©
| Ignore CC managed mode on local port

OK| Resettodefaults| Cancel

Copyright © 2007 Rantan Computer Inc =l

Figure 102: Local Port Settings

2. Select the appropriate Keyboard Type from among the options in the drop-down list:

= US

= US/International
= UK

=  French

=  German

= JIS (Japanese Industry Standard)
= Simplified Chinese

= Traditional Chinese

= Dubeolsik Hangul (Korean)

-

ZERaritan.
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3.

Select the Local Port Hotkey. The Local Port Hotkey is used to return to the KX Il Local
Console interface when a target server interface is being viewed. The default is Double Click
Scroll Lock, but you can select any key combination from the drop-down list:

HOTKEY: TAKE THIS ACTION: ‘

Double Click Scroll Lock Press Scroll Lock key twice quickly
Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly
Double Click Left Shift key Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly

Set the Video Switching Delay from 0 — 5 seconds, if necessary. Generally 0 is used unless
more time is needed (certain monitors require more time to switch the video).

If you would like to use the power save feature:
a. Check the Power Save Mode checkbox.

b. Set the amount of time (in minutes) in which Power Save Mode will be initiated.

Select the Resolution for the KX Il Local Console from the drop-down list:
= 800x600
= 1024x768
= 1280x1024
Select the Refresh Rate from the drop-down list:
» 60Hz
= 75Hz
Select the type of Local User Authentication:

» Local/LDAP/RADIUS. This is the recommended option; for more information about
authentication, refer to Remote Authentication and Authentication vs. Authorization.
= None. There is no authentication for local console access. This option is
recommended for secure environments only.
Check the Ignore CC managed mode on local port checkbox if you would like local user
access to the Dominion KX 11 even when the device is under CC-SG management.

Note: If you clear this checkbox but then want local port access, you will have to remove the
device from under CC-SG management (from within CC-SG) and then you will be able to
check this checkbox.

10. Click OK.

To close the page without saving any changes:

Click Cancel.

To reset back to defaults:

Click Reset to Defaults.

=& Raritan.
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Factory Reset (KX Il Local Console Only)

Note: This feature is available only on the Dominion KX I Local Console.

The Dominion KX Il offers several types of reset modes from the Local Console user interface.

Note: It is recommended that you save the audit log prior to performing a factory reset. The audit
log is deleted when a factory reset is performed and the reset event is not logged in the audit log.
For more information about saving the audit log, please refer to Audit Log.

To perform a factory reset:
1. Select Maintenance > Factory Reset. The Factory Reset page opens:

_— -
B
-E“--Ru"tan‘ User Management | Device Settings
i3 L .-: ==

|9
Dominion KX IT pock =k
Maintenance > Factory Reset

Time & Session:
March 02, 2007 14:26:13 Factory Reset

User adn?in ® Full Factory Reset
State: active
Your IP: Local Console

= ) e Metwork Parameters Reset
Last Login: Mar 02, 2007 1412 O

Reset
Device Information:
Device Name: Dominionkx
IP Address: 192.168.59.97
Firrmware: 20025282
Powerinl: on
Powerin2: off
Port States: Copyright © 2007 Raritan Computer Inc.

Z Ports up

13 Ports down
14 Ports idle
1 Ports busy

Connected Users:
admin iLocal Console)
I e VLl S R S Lt

i AN P s i ST o S e 2040 et L

Figure 103: Factory Reset (Local Console Only)

2. Select the appropriate reset option.

e Full Factory Reset: Removes the entire configuration and resets the unit completely to
the factory defaults. Please note that any management associations with CommandCenter
will be broken. Because of the complete nature of this reset, you will be prompted to
confirm the factory reset.

e Network Parameter Reset: Resets the network parameters (from Device Settings >
Network Settings) of the unit back to the default values:

IP auto configuration

IP Address

Subnet Mask

Gateway IP address

Primary DNS server IP address
Secondary DNS server IP address
Discovery Port

Bandwidth Limit

LAN Interface Speed & Duplex
Enable Automatic Failover
Ping Interval (seconds)
Timeout (Seconds)

You will be prompted to confirm this action because all network settings will be
permanently lost.
3. Click Reset to continue. You will be prompted to confirm the factory reset.

4. Click the Really Reset button to proceed. Upon completion, the Dominion KX Il unit is
automatically restarted.

ZERaritan.
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Chapter 14: CC Unmanage

Overview

When a Dominion KX Il device is under CommandCenter Secure Gateway control and you
attempt to access the device directly using the Dominion KX Il Remote Console, the following
message is displayed (after entry of a valid username and password):

Managed by Command Center Secure Gateway

Thi= device is heing managed by
Command Center Secure Gateway (CC-5G)

132.168.61.129

Direct Login is disabled at this time!

Figure 104: Device Managed by CC-SG Message

Removing Dominion KX Il from CC-SG Management

Unless the Dominion KX Il is released from CC-SG control, you cannot access the device
directly. If, however, the KX Il does not receive heartbeat messages from CommandCenter (e.g.,
CommandCenter is not on the network), you can release the KX Il from CC-SG control in order
to access the device. This is accomplished by using the CC Unmanage feature.

Note: Maintenance permission is required to use this feature.

When no heartbeat messages are received, the following message is displayed when attempting to
access the device directly:

2k CC Unmanage - Microsoft Internet Explorer icd]
Fhe Bt Yew Fgawites Josh  Hel &

Managed by Command Center Secure Galeway 152.163.60.73

This device is being managed by Command Center Secure
Gatewny

162.160.80.23

s weos wmmt 1 remiove it froem Comemans Center Mansgement?

] Dene S B tncermet

Figure 105: Remove from CC-SG Management
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To remove the device from CC-SG management (to use CC Unmanage):
1. Click the Yes button. You are prompted to confirm the action:

Managed by Command Center Secure Gateway 192.168.60.23

Confirming remove of this devicJ%om Command Center
(192.168.60.23) Management.

Do you really want to remove this device from Command Center
Management?

Really Unmanage | | Cancel

S 7

Figure 106: Confirm CC Unmanage

2. Click the Really Unmanage button. A message is displayed confirming that the device is no
longer under CC management:

The device is no longer in CC Manage Mode or
the CC heartbeat returned meanwhile and you will be logged out
immediately.

N A

Figure 107: Device Removed from CC Management

3. Click OK. The Dominion KX II login page opens.

=& Raritan.
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Appendix A: Specifications

Environmental Requirements

OPERATING

Temperature 0°C-407C (32°F- 104°F)

Humidity 20% - 85% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis (X, Y, Z)

Shock N/A

NON-OPERATING

Temperature 0°C-50C (32°F-122°F)

Humidity 10% - 90% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;
30 minutes for each axis (X, Y, Z)

Shock N/A

Physical Specifications

PART DKX2-116 DKX2-132 DKX2-216 DKX2-232 DKX2-416 DKX2-432
NUMBER

Line ltem 16-Port 32-Port 16-Port 32-Port 16-Port 32-Port

Description | Dominion KX 1l | Dominion KX Il | Dominion KX Il | Dominion KX 1I' | Dominion KX 1l | Dominion KX I1
with 1-user with 1-user with 2-user with 2-user with 4-user with 4-user
Network Access | Network Access | Network Access | Network Access | Network Access | Network Access
and Local Port; and Local Port; and Local Port; and Local Port; and Local Port; and Local Port;
Virtual Media, Virtual Media, Virtual Media, Virtual Media, Virtual Media, Virtual Media,
Dual Power Dual Power Dual Power Dual Power Dual Power Dual Power

Weight 8.65 Ibs; 9.0 Ibs; 8.65 Ibs; 9.0 Ibs; 9.04 lbs; 9.48 Ibs;
3.9kg 4.1kg 3.9kg 4.1 kg 4.1 kg 4.3 kg

Product 1.75" x 17.3" x 1.75" x 17.3" x 1.75" x 17.3" x 1.75" x 17.3" x 1.75" x 17.3" x 1.75" x 17.3" x

Dimensions 11.4" 11.4" 11.4" 11.4" 11.4" 11.4"

(WxDxH) 44mm x 439mm | 44mm x 439mm | 44mm x 439mm | 44mm x 439mm | 44mm x 439mm | 44mm x 439mm
X 290mm X 290mm X 290mm X 290mm X 290mm X 290mm

Shipping 14.85 Ibs; 14.9 lbs; 14.49 Ibs; 14.9 lbs; 14.94 lbs; 15.38 Ibs;

Weight 6.7 kg 6.8 kg 6.6 kg 6.8 kg 6.8 kg 7.0 kg

Shipping 22" x 16.6" X 22" x 16.6" x 22" x 16.6" x 22" x 16.6" x 22" x 16.6" x 22" x 16.6" x

Dimensions 6.5" 6.5" 6.5" 6.5" 6.5" 6.5"

(WxDxH) 559mm x 559mm x 559mm x 559mm x 559mm x 559mm x
422mm X 422mm X 422mm X 422mm X 422mm X 422mm X
165mm 165mm 165mm 165mm 165mm 165mm

UPC Code 785813624055 785813624079 785813624086 785813625021 785813625359 785813625380

Power Dual Power Dual Power Dual Power Dual Power Dual Power Dual Power
100/240 V 100/240 V 100/240 V 100/240 V 100/240 V 100/240 V
50/60 Hz 50/60 Hz 50/60 Hz 50/60 Hz 50/60 Hz 50/60 Hz
0.6A 0.6A 0.6A 0.6A 1A 1A
25.4 Watts 26 Watts 26.3 Watts 27 Watts 62 Watts 64 Watts
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Electrical Specifications

PARAMETER VALUE

Input
Nominal Frequencies 50/60 Hz
Nominal Voltage Range 100/240 VAC
Maximum Current AC RMS 0.6A max.
AC Operating Range 100 to 240 VAC (+-10%), 47 to 63 Hz
Output
+5 VDC, +12VDC N/A
-5VDC, -12VvDC N/A
Maximum DC Power Output N/A
Maximum AC Power Consumption N/A
Maximum Heat Dissipation N/A
Volt-Ampere Rating N/A

Computer Interface Modules (CIMs)

PART NUMBER
Line Item Description

D2CIM-VUSB

Dominion KX 11
Computer Interface
Module [USB Port

DCIM-PS2

Dominion KX 1 & II
Computer Interface
Module [PS/2 Port]

DCIM-USB

Dominion KX I & II
Computer Interface
Module [USB Port]

DCIM-SUSB

Dominion KX I & II
Computer Interface
Module [USB Port for

with Virtual Media] Sun]
Product Weight 0.2 Ibs 0.2 Ibs 0.2 Ibs 0.2 lbs
Product Dimensions 1.3"x3.0"x0.6" 1.3"x 3.0" x0.6" 1.3"x3.0" x 0.6" 1.3"x3.0"x0.6"
(WxDxH)
Shipping Weight 0.2 Ibs 0.2 Ibs 0.2 Ibs 0.2 Ibs
Shipping Dimensions 7.2"x9"x0.6" 7.2"x9"x0.6" 7.2"x9"x0.6" 7.2"x9"x0.6"
(WxDxH)
UPC Code 785813332004 785813338532 785813338518 785813338556

PART NUMBER

DCIM-SUN

D2CIM-PWR

D2CIM-VUSB-

32PAC

D2CIM-VUSB -
64PAC

Line Item Description Dominion KX | & 11 Dominion KX 11 Bulk pack of 32 Bulk pack of 64
Computer Interface Computer Interface D2CIM-VUSB D2CIM-VUSB
Module [Sun Port, Module for Remote
HD15 Video] Power strips

Product Weight 0.2 Ibs 0.2 Ibs 6.41b 12.81b

Product Dimensions 1.3"x3.0"x0.6" 1.3"x3.0"x 0.6 (1.3"x3.0"x0.6")*32 | (1.3" x 3.0" x0.6")*64

(WxDxH)

Shipping Weight 0.2 Ibs 0.2 Ibs 8.011b 18.13 1b

Shipping Dimensions 7.2"x9"x0.6" 7.2"x9"x0.6" 21.65"x12.20"x4.33" 22.64"x9.45"x12.99"

(WxDxH)

UPC Code 785813338549 785813332011 785813332028 785813332035

Remote Connection

Network:
Protocols:

KVM Properties
Keyboard: PS/2 or USB

Mouse: PS/2 or USB

Video: VGA

10BASE-T, 100BASE-T, and 1000BASE-T (Gigabit) Ethernet
TCP/IP, UDP, SNTP, HTTP, HTTPS, RADIUS, LDAP
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TCP and UDP Ports Used

HTTP, Port 80 — All requests received by Dominion KX Il via HTTP (port 80) are
automatically forwarded to HTTPS for complete security. Dominion KX Il responds to Port
80 for user convenience, relieving users from having to explicitly type “https://” in the URL
field to access Dominion KX 11, but while still preserving complete security.

HTTPS, Port 443 — This port is used for a single purpose only: to send the Dominion KX II
Web-accessible clients (KX 11 Console, MPC) to the user. No other communication occurs on
this port. If you do not wish to use the Dominion KX Il Web-access capabilities and instead
prefer to use the installed client software provided on the CD-ROM, you can prevent access
to Port 443 via your firewall and Dominion KX Il can still function.

Dominion KX Il (Raritan KVM-over-1P) Protocol, Configurable Port 5000 — With the
exception of the ports above, all communication to Dominion KX Il occurs over a single,
configurable TCP Port. By default, this is set to Port 5000, but you may configure it to use
any TCP port of your choice (except 80 and 443). For details on how to configure this setting,
refer to Network Settings.

SNTP (Time Server) on Configurable UDP Port 123 (optional) — Dominion KX Il offers
the optional capability to synchronize its internal clock to a central time server. This function
requires the use of UDP Port 123 (the standard for SNTP), but can also be configured to use
any port of your designation.

LDAP on Configurable Ports 389 and 636 (optional) — If Dominion KX Il is configured to
remotely authenticate user logins via the LDAP protocol, ports 389 and 636 will be used, but
the system can also be configured to use any port of your designation.

RADIUS on Configurable Port 1812 (optional) — If Dominion KX Il is configured to
remotely authenticate user logins via the RADIUS protocol, either port 1812 or 1813 will be
used, but the system can also be configured to use any port of your designation.

RADIUS Accounting on Configurable Port 1813 — If Dominion KX Il is configured to
remotely authenticate user logins via the RADIUS protocol, and also employs RADIUS
accounting for event logging, port 1813 or an additional port of your designation will be used
to transfer log notifications.

SYSLOG on Configurable UDP Port 514 — If Dominion KX Il is configured to send
messages to a Syslog server, then the indicated port(s) will be used for communication - uses
UDP Port 514.

SNMP Default UDP Ports (optional) — Port 161 is used for inbound/outbound read/write
SNMP access and port 162 is used for outbound traffic for SNMP traps.

UDP Port 21 - Port 21 is used for the Dominion KX Il command line interface (when you
are working with Raritan Technical Support).
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Target Server Connection Distance and Video Resolution

The maximum supported distance is a function of many factors including the type/quality of Cat
5 cable, server type and manufacturer, video driver and monitor, environmental conditions, and
user expectations. The following table summarizes the maximum target server distance for
various video resolutions and refresh rates:

VIDEO RESOLUTION ‘ REFRESH RATE MAXIMUM DISTANCE ‘
1600x1200 60 50 ft (15 m)
1280x1024 60 100 ft (30 m)

1024x768 60 150 ft (45 m)

The use of Paragon CIMs will not increase the distance between the Dominion KX Il and the
target server.

Due to the multiplicity of server manufacturers and types, OS versions, video drivers, etc. and the
subjective nature of video quality, Raritan cannot guarantee performance across all distances in
all environments.

Refer to the Supported Video Resolutions for the video resolutions supported by Dominion KX I1.

Network Speed Settings

DomMmINION KX || NETWORK SPEED SETTING

AUTO 1000/FuLL ‘ 100/FuLL 100/HALF 10/FuLL 10/HALF

Hlies: 100/Half 10/Half

available speed
1000/FuLL 1000/Full no no no

AUTO 1000/Full

1000/Full no

communication communication communication | communication

100/FuLL

100/Full no no

communication | communication

no no
100/HALF 100/Half 100/Half 100/Half communication | communication
no no no
10/FuLL communication communication communication Ll
no no no
10/HALF Lt communication communication communication 10/Half

Legend:

[ ] Doesnot function, as expected

Supported

Functions; not recommended

I \OT supported by Ethernet specification; product will communicate, but collisions will occur

Per Ethernet specification, these should be “no communication”, however, note that the Dominion
KX 1l behavior deviates from expected behavior

Note: For reliable network communication, configure the Dominion KX Il and the LAN switch to
the same LAN Interface Speed and Duplex. For example, configure both the KX Il and LAN
Switch to Autodetect (recommended) or set both to a fixed speed/duplex such as 100Mbps/Full.
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Appendix B: Updating the LDAP Schema

Note: The procedures in this chapter should be attempted only by experienced users.

Returning User Group Information

Use the information in this chapter to return User Group information (and assist with
authorization) once authentication is successful.

From LDAP

When an LDAP authentication is successful, Dominion KX Il determines the permissions for a
given user based on the permissions of the user’s group. Your remote LDAP server can provide
these user group names by returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP server. Consult your authentication server
administrator to enable this attribute.

In addition, the standard LDAP memberof is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory administrator.

Returning user group information from Microsoft’s Active Directory for Windows 2000 Server
requires updating the LDAP schema. Refer to your Microsoft documentation for more detail.

1. Install the schema plug-in for Active Directory — refer to Microsoft Active Directory
documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.

Setting the Registry to Permit Write Operations to the
Schema

To allow a domain controller to write to the schema, you must set a registry entry that permits
schema updates.

1. Right-click the Active Directory Schema root node in the left pane of the window, and then
click Operations Master.

2. Check the checkbox before The Schema may be modified on this Domain Controller.

3. Click OK.

Creating a New Attribute

To create new attributes for the rciusergroup class:

1. Click the + symbol before Active Directory Schema in the left pane of the window.
2. Right-click Attributes in the left pane.

3. Click New, and then select Attribute. When the warning message appears, click Continue
and the Create New Attribute window appears.
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‘ Create a Mew Attiibute Object. ..
r ldentification
Cornmon Marme; IrCiusergmup
LOAP Digplay Mame: Irciusergmup
Unique =500 Object 10: |1 3.61.41.13742580
— Syntax and Flange
Suntas: ICase Insensitive Sting j
irirnum:
b4 i |24
™ Muliialued ] 4 I Cancel

Figure 108: Create New Attribute

Type 1 in the Minimum field.
Type 24 in the Maximum field.
10 Click OK to create the new attribute.

© N ks

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.

Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.
Click on the Syntax drop-down arrow and select Case Insensitive String from the list.

Adding Attributes to the Class

1. Click Classes in the left pane of the window.
2. Scroll to the user class in the right pane, and right-click on it.
3. Select Properties from the menu. The user Properties window appears.
4. Click on the Attributes tab.
5. Click Add.
6. Select rciusergroup from the Select Schema Object list.
Generel| Relationship Atbutes | Security | :
il R @ =
ms 2%
Mandatony: Select a schema object:
Pt A (e ]
poecljs
prosyGenerationEnabled
prowyLifetime
publickeyPolicy
purportedSearch
Optional: accountE kpires . pdHistoryLength
aCS5PolicyMame prdLastSet
adminCount pwdFroperties
badPasswordTime qualityfService
badPwdCount queryFilter
codeFage quernPaint
cnntrnIAchessF!ights qts:ygﬁlzgyglk_jiect
SEéﬁEE;sg?turs =l :q:ggéhowg: e
oK | Cancel I Apply
|
Figure 109: Adding the Attributes to the Class
7. Click OK.
8. Click OK.
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Updating the Schema Cache

1. Right-click Active Directory Schema in the left pane of the window and select Reload the
Schema from the shortcut menu.

2. Minimize the Active Directory Schema MMC console.

Editing RCI User Group Attributes for User Members

To run Active Directory script on Windows 2003 server, please use the script provided by
Microsoft. These scripts are loaded onto your system with a Microsoft Windows 2003 installation.
ADSI (Active Directory Service Interface) acts as a low-level editor for Active Directory,
allowing you to perform common administrative tasks such as adding, deleting, and moving
objects with a directory service. For additional information, visit Microsoft’s Web site:
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/TechRef/ebca3324-
5427-471a-bc19-9aaldecd3d40.mspx.

To edit the individual user attributes within the group rciusergroup:

1. On the Windows Start menu, click Run.
2. Type regsvr adsiedit.msc. The ADSI Edit window appears.

- am*xcaB @

5 ATaT i | CH=Urs 27 Object(s)
=5 Domaim NC [-tevictor ddeity.net] Hae / [ Class [k zthed Hamme
-2 DCvickorDCsdeity DC=tmt 1 CH=pdministrator st CH=Admanitestor,CH=I s DC=vietor, DC =l ebeity, DC=ist
E-L] CH=Builtin (53 CHieCen Publizhers gronp C=Cen Publithers, CH=TTsers,DC=vietor,DCmdsicity,DC=net
S ClleCoanprltic (1 CHmDebugger o powp CH=Debugges UsersCHalloers DCmyictor, DC sl skity,DCmet
2 j Eﬁ::ﬁ:&ﬁ?& - I CH-DrsAdming P CH=Dmsddinins/CHe=lTsnes DC=victor IC=dskeity,DC=net
51 £ CHeLosthndFound I CH=DnsUpdaeProscy oup CH=DrnslpdateP o CH=U s DC=victor, DO skity, IC=net
4 ) CHeNTDS Guotss (I CH=Domein Admins foup CH=Domain AdminsCH=Uzrs DC=victor, DC=dsicity, DC=net
2 &) CHePugrm Dela ] CH=Domain Computers goup CH=Diomain CompuiersCN=Users DCwvictor,DC=dseity,DC=net
51 &1 CNaSysem 2] CH=Domain Contrallers Foup CH=Diomain Controlbers,CNlloers, DCsric tor, DC e sleity, DC=net
5 ) 1 CH=Dormain Guests oy Cl=Domain Guests CH=UsesDC=victor, DC =ity DC=net
%] Configuration Container [rt-ts victor dskcity nef] ) CH=Dosmssin Teess oy CH=Deumain Weas CH=Ts s DC=vietor,DC=d sheity, DC=net
@ 5 Schama [rt-bvictor dekeity net) I CH-Enterpriss Admine goup CH=Enterprise Adunine,CN=Usars, DC=victor,DCdkeity, DC=nst
1 CHmlroup Policy Creator Owners group CHwliroup Policy Creator Cremers CH s D wicior DCmd seity, DC.
I CHGuest et CHCroes, C=Users,DC=victor, DC=dakeity,DC et
CIH=l13_WrG grovp CHN=ITS_WFG,CN=User, DC=victor, DC=dsleity, DC=net
CACN=IUSR_RT-TS wer CH=IUSR_RT-T5,CH=UsersDC=victor, DC=dskity, DC=net
CICH-IWAM_RT-S wer CHIWAM_RT-T5,CH=lsers DCmvictor,DCmisloity, Domnet
QI CNakrbigt user Ckabtgt,CN=loers,DC sictor, DCd ity DCsnet
CICN=Ldsp Zowp CN=Ldap,CN=UsersDC=victos,DC=dekcity, DC=net
CICH-LDAFS group CH=LDAPS,CH=Users DC=victor,DC=dsleity, DC=nst
] CHepeneil usmr CH=pencil CN=Ussrs, DC=svictor, DC =d sheity, DC=net
CICHeRAS and TAS Servers goup CNeRAS and [AS ServersCiwllsers DCweictor, DCwdskity, DC smet
L) CH=rundsnin et CH=pisd s, CH=rs, [C=victor, D =d deity, DC=net
O CH=Sehems Admans oup CN=Schema Adming CH=Users DC=victor,DC=dekity,DC=net
1 CN=steven wer Ch=steven, CN=llsers, DCavictor, DC=d skeity, DC=net
(] CH=Tenninal Server Computers group CH=Terminal Server Comprters,CN el sers, D wvicior, D ed shoty, D er
st skt CH=eCH=Ustrs,DC=victor, DC=d skeity, DC=net
CICH=WINS Users Zroup CN=WINS Users, CH=Users DC=victor, DC=dslity,DC=net

Figure 110: ADSI Edit

3. Inthe left pane of the window, select the CN=User folder.

4. Locate the user name whose properties you want to adjust in the right pane. Right-click on
the user name and select Properties.

5. Click on the Attributes tab.

i
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6. Click on the Select a property to view drop-down arrow and select rciusergroup from the
list.
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Figure 111: User Properties

7. In the Attribute Values panel of the window, type the user name you would like returned to
RRC in the Edit Attribute field.

CH=steven Properties 3 2=l
Atmibutes | F4 |
Path: LDAP: /s victor detcity nel/CH=steven, C=Usess D C=victor DI
Clasz: user
Select which propeies to view: | Dptional =
Select a propery o view; [rciuzergroup -]
- Attibute Vahses

Symiax |CaseE actShing

Edit Atibute: [ideo

Valuafe} I(nntub

wr | mw | =M |

Figure 112: Edit Attribute (adding user to KX Il group)

8. Click Set.
9. Click OK.
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Appendix C: Informational Notes

Overview

This chapter includes important notes on Dominion KX Il usage. Future updates will be
documented and available online through the Help — User Guide link in the KX Il Remote
Console interface.

Non-US Keyboards

French Keyboard

Caret Symbol (Linux Clients only)

The Virtual KVM Client and the Multi-Platform Client (MPC) do not process the key
combination of Alt Gr + 9 as the caret symbol (*) when using French keyboards with Linux
clients.

To obtain the caret symbol:

From a French keyboard, press the ~ key (to the right of the P key), then immediately press the
spacebar.

Alternatively, create a macro consisting of the following commands:

1. Press Right Alt

2. Press9

3. Release 9

4. Release Right Alt

Note: These procedures do not apply to the circumflex accent (above vowels). In all cases, the
key (to the right of the P key) works on French keyboards to create the circumflex accent when
used in combination with another character.

Accent Symbol (Windows XP Clients only)

From the Virtual KM Client and the Multi-Platform Client, the key combination of Alt Gr + 7
results in the accented character displaying twice when using French keyboards with Windows
XP clients.

Note: This does not occur with Linux clients.

Numeric Keypad

From the Virtual KVM Client and the Multi-Platform Client, the numeric keypad symbols display
as follows when using a French keyboard:

NUMERIC KEYPAD DisPLAYS As

SYMBOL

/
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Tilde Symbol

From the Virtual KVM Client and the Multi-Platform Client, the key combination of Alt Gr + 2
does not produce the tilde (~) symbol when using a French keyboard.

To obtain the tilde symbol:

Create a macro consisting of the following commands:
1. Press Right Alt

2. Press?2

3. Release 2

4. Release Right Alt

Java Runtime Environment (JRE)

Because of a limitation in the Java Runtime Environment (JRE), Fedora, Linux, and Solaris
clients receive an invalid response from Alt Gr on UK English and US International language
keyboards. Fedora, Linux, and Solaris do not pick up events for the Alt Gr key combination for
Java 1.4.2 or 1.5. Java 1.6 appears to improve on this, although the keyPressed and keyReleased
events for Alt Gr still identify it as an “unknown key code”.

Also, a key pressed in combination with Alt Gr (such as on the UK keyboard Alt Gr-4), which is
the Euro symbol), will only generate a keyTyped followed by a keyReleased event for that value,
without a keyPressed event. Java 1.6 improves upon this by filling in the keyPressed event as well.

Keyboard Language Preference (Fedora Linux Clients)

There are several methods that can be used to set the keyboard language preference on Fedora
Linux clients. The following method must be used in order for the keys to be mapped correctly
from the Virtual KVM Client and the Multi-Platform Client (MPC).

To set the keyboard language:

1. From the toolbar, select System > Preferences > Keyboard.
2. Open the Layouts tab.

3. Add or select the appropriate language.

4. Click Close.

Note: Other methods will not necessarily yield correct results.

Macintosh Keyboard

When a Macintosh is used as the client, the following keys on the Mac keyboard are not captured
by the Java Runtime Environment (JRE):

F9

F10

F11

F14

F15

Volume Up
Volume Down
Mute

Eject
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As a result, the Virtual KVM Client and the Multi-Platform Client (MPC) are unable to process
these keys from a Mac client’s keyboard.

Mouse Pointer Synchronization (Fedora)

When connected in dual mouse mode to a target server running Fedora, the target and local
mouse pointers may lose synchronization after some time.

To re-synchronize the mouse cursors:
Use the Synchronize Mouse option from the Virtual KVM Client.

The following table summarizes the Dominion KX Il mouse modes, and whether or not these
modes remain synchronized when accessing target servers running Fedora:

Mouse MoDE FEDORA CORE 5 FEDORA CORE 6 ‘
Absolute Mouse Synchronization™ No No
Intelligent Mouse Mode No Yes
Standard Mouse Mode Yes No

Resolving Fedora Core Focus

Using the Multi-Platform Client (MPC), occasionally there is an inability to log into a Dominion
KX 11 device or to access target servers (Windows, SUSE, etc.). In addition, the Ctrl+Alt+M key
combination may not bring up the Keyboard Shortcut menu. This situation occurs with the
following client configuration: Fedora Core 6 and Firefox 1.5 or 2.0.

Through testing, it has been determined that installation of libXp resolves window focusing issues
with Fedora Core 6. Raritan has tested with libXp-1.0.0.8.i386.rpm; this resolved all of the
keyboard focus and popup-menu problems.

Note: libXp is also required for the SeaMonkey™ (formerly Mozilla) browser to work with the
Java plugin.

SUSE/VESA Video Modes

The SuSE X.org configuration tool SaX2 generates video modes using modeline entries in the
X.org configuration file. These video modes do not correspond exactly with VESA video mode
timing (even when a VESA monitor is selected). Dominion KX II, on the other hand, relies on
exact VESA mode timing for proper synchronization. This disparity can result in black borders,
missing sections of the picture, and noise.

To configure the SUSE video display:

1. The generated configuration file /etc/X11/xorg.conf includes a “Monitor” section with an
option named UseModes. For example:
UseModes "Modes[0]"

2. Either comment out this line (using #) or delete it completely.

3. Restart the X server.

With this change, the internal video mode timing from the X server will be used and will

correspond exactly with the VESA video mode timing, resulting in the proper video display on
the Dominion KX I1.
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ClMs

Windows 3-Button Mouse on Linux Targets

When using a 3-button mouse on a Windows client connecting to a Linux target, the left mouse
button may get mapped to the center button of the Windows client 3-button mouse.

Virtual Media

Dell OptiPlex and Dimension Computers

From certain Dell OptiPlex and Dimension computers, it may not be possible to boot a target
server from a redirected drive/ISO image, or to access the target server BIOS when a virtual
media session is active (unless the Use Full Speed for Virtual Media CIM option is enabled
from the Port page).

Virtual Media not Refreshed after Files Added

After a virtual media drive has been mounted, if you add a file(s) to that drive, those files may not
be immediately visible on the target server. Disconnect and then reconnect the virtual media
connection.

Target BIOS Boot Time with Virtual Media

The BIOS for certain targets may take longer to boot if media is mounted virtually at the target.

To shorten the boot time:
1. Close the Virtual KVM Client to completely release the virtual media drives.
2. Restart the target.

CC-SG

Virtual KVM Client Version not Known from CC-SG Proxy Mode

When the Virtual KVM Client is launched from CommandCenter Secure Gateway (CC-SG) in
proxy mode, the Virtual KVM Client version is unknown. In the About Raritan Virtual KVM
Client dialog, the version is displayed as “Version Unknown”.

Proxy Mode and MPC

If you are using Dominion KX |1 in a CC-SG configuration, do not use the CC-SG proxy mode if
you are planning to use the Multi-Platform Client (MPC).
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Appendix D: FAQs

General Questions

QUESTION ANSWER

What is Dominion KX
1n?

Dominion KX 11 is a second generation digital KVM (Keyboard, Video
Mouse) switch that enables IT administrators to access and control 16,
32, or 64* servers over the network with BIOS-level functionality.
Dominion KX 11 is completely hardware and OS-independent; users
can troubleshoot and reconfigure servers even when servers are down.

At the rack, Dominion KX Il provides the same functionality,
convenience, space savings, and cost savings as traditional analog
KVM switches. However, Dominion KX 1l also integrates the
industry’s highest-performing KVM-over-IP technology, allowing
multiple administrators to access server KVVM consoles from any
networked workstation.

How does Dominion KX
Il differ from remote
control software?

When using Dominion KX Il remotely, at first glance, the interface
may seem similar to remote control software such as pcAnywhere™,
Windows® Terminal Services / Remote Desktop, VNC, etc. However,
because Dominion KX 11 is not a software but a hardware solution, it’s
much more powerful:

e OS- and hardware-independent — Dominion KX |1 can be used
to manage servers running many popular operating systems,
including Intel®, Sun®, PowerPC running Windows, Linux®,
Solaris™, etc.

e State-independent / Agentless — Dominion KX I1 does not
require the managed server OS to be up and running, nor does
it require any special software to be installed on the managed
server.

e Out-of-Band — Even if the managed server’s own network
connection is unavailable, it can still be managed through
Dominion KX I1.

o BIOS-level access — Even if the server is hung at boot up,
requires booting to safe mode, or requires system BIOS
parameters to be altered, Dominion KX I1 still works flawlessly
to enable these configurations to be made.

How do the new features
of the Dominion KX 11
compare to the KX 1?

Dominion KX Il has many new and exciting features, including virtual
media, dual power, dual gigabit Ethernet, common Web-based user
interfaces, next generation local port, etc.

How do | migrate from
the Dominion KX | to
Dominion KX 11?

In general, KX | customers can continue to use their existing switches
for many years. As their data centers expand, customers can purchase
and use the new KX I models. Raritan’s centralized management
appliance, CommandCenter® Secure Gateway, and the Multi-Platform
Client (MPC) both support KX I and KX Il switches seamlessly.

Will my existing KX |
CIMs work with the
Dominion KX Il switch?

Yes, existing KX | CIMs will work with the Dominion KX Il switch. In
addition, select Paragon CIMs will work with the KX Il. This provides
an easy migration to KX Il from Paragon | customers who wish to
switch to KVM-over-IP.
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QUESTION ANSWER

Can the Dominion KX Il | Yes. The Dominion KX |1 ships standard with 19" rack mount brackets.
be rack mounted? It can also be reverse rack mounted so the server ports face forward.
How large is the Dominion KX 11 is only 1U high (except KX2-464, which is 2U), fits in
Dominion KX 11? a standard 19" rack mount, and is only 11.4" (29 cm) deep.

==
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Remote Access

QUESTION ANSWER

How many users can
remotely aCCess servers

on each Dominion KX
1?

Dominion KX Il models offer remote connections for up to eight users
per channel for simultaneous access and control of a unique target
server. For one-channel devices like the DKX2-116, up to eight remote
users can access and control a single target server. For two-channel
devices, like the DKX2-216, up to eight users can access and control
the server on channel one and up to another eight users on channel two.
For four-channel devices, up to eight users per channel, for a total of 32
(8 x 4) users, can access and control four servers in a similar fashion.

Can two people look at
the same server at the
same time?

Yes, actually up to eight people can access and control any single
server at the same time.

Can two people access
the same server, one
remotely and one from
the local port?

Yes, the local port is completely independent of the remote “ports.” The
local port can access the same server using the PC-Share feature.

In order to access
Dominion KX 1l from a
client, what hardware,
software or network
configuration is
required?

Because Dominion KX 11 is completely Web-accessible, it doesn’t
require installation of proprietary software on clients used for access.
(An optional installed client is available on Raritan.com for the
purposes of accessing Dominion KX Il via modem).

Dominion KX Il can be accessed through major Web browsers
including: Internet Explorer, Mozilla™ and Firefox. Dominion KX 11
can now be accessed on Windows, Linux, Sun Solaris and Macintosh®
desktops, via Raritan’s Java-based Multi-Platform Client (MPC) and
the new Virtual KVM Client™.

Dominion KX Il administrators can also perform remote management
(set passwords and security, rename servers, change IP address, etc.)
using a convenient browser-based interface.

What is the file size of
the applet that is used to
access Dominion KX 11?7
How long does it take to
retrieve?

The Virtual KVM Client applet used to access Dominion KX 11 is
approximately 500KB in size. The following chart describes the time
required to retrieve Dominion KX 11’s applet at different network
speeds:

100Mbps Theoretical 100Mbit 0.05
network speed seconds
60Mbps Likely practical 100Mbit 0.08
network seconds
speed
10Mbps Theoretical 10Mbit 4
network speed seconds
6Mbps Likely practical 10Mbit .8
network speed seconds
512Kbps Cable modem 8
download speed (typical) seconds

How do I access servers
connected to Dominion
KX 11 if the network
ever becomes
unavailable?

Dominion KX 11 offers a dedicated modem port for attaching an
external modem. With an externally-connected modem, servers can still
be remotely accessed in the event of a network emergency.
Furthermore, Dominion KX I1’s local ports always allow access to
servers from the rack, regardless of the network condition.
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QUESTION ANSWER

Do you have a non-
Windows client?

Yes. Both the Virtual KVVM Client and the Multi-Platform Client
(MPC), allow non-Windows users to connect to target servers through
the Dominion KX | and KX 11 switches. MPC can be run via Web
browsers and standalone. Please refer to the Virtual K\VVM Client and
the MPC/RRC User Guide for more information.

My modem connection
dropped and | got the
error message “There
was an unexpected
communications error —
connection terminated.”
What should | do?

This might have happened based on the frequency with which the user
tried to connect via modem. Reboot the KX unit and modem, and for
future connections, wait at least two (2) minutes between attempts.

Sometimes during a
Virtual KVM Client
session, the Alt key
appears to get stuck.
What should I do?

This usually occurs in situations when the Alt key is held and not
released. For instance, continuing to press the Alt key while pressing
the space bar might cause the focus to change from the target server to
the client PC.

The local operating system then interprets this key combination and
consequently triggers the action for this key combination in the active
window (the client PC).

ZERaritan.
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Universal Virtual Media

QUESTION ANSWER

What Dominion KX Il All Dominion KX 1l models support virtual media. It is available

models support virtual standalone and through CommandCenter Secure Gateway, a centralized

media? management appliance.

What types of virtual Dominion KX Il supports the following types of media: internal and

media does the USB-connected CD/DVD drives, USB mass storage devices, PC hard

Dominion KX |1 drives, and remote drives.

support?

What is required for The new D2CIM-VUSB CIM is required for virtual media. It supports

virtual media? virtual media sessions to target servers supporting the USB 2.0
interface. Available in economical 32 and 64 quantity CIM packages,
this new CIM supports Absolute Mouse Synchronization as well as
remote firmware update.

Is virtual media secure? | Yes. Virtual media sessions are secured using 128-bit AES or RC4
encryption.

==
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Ethernet and IP Networking

QUESTION ANSWER

Does the Dominion KX | Yes. Dominion KX Il features dual gigabit Ethernet ports to provide

Il offer dual gigabit redundant failover capabilities. Should the primary Ethernet port (or the
Ethernet ports to provide | switch/router to which it is connected) fail, Dominion KX 11 will
redundant fail-over, or failover to the secondary network port with the same IP address —

load balancing? ensuring that server operations are not disrupted. Note that automatic
failover must be enabled by the administrator.

How much bandwidth Dominion KX 11 offers next generation K\VM-over-1P technology — the
does Dominion KX II very best video compression available. Raritan has received numerous
require? technical awards confirming its high video quality transmissions and

the low bandwidth utilization.

Raritan pioneered the K\VM-over-1P functionality that allows users to
tailor their video parameters to conserve network bandwidth. For
instance, when connecting to Dominion KX |1 through a dial-up
modem connection, video transmissions can be scaled to grayscale —
allowing users to be fully productive while ensuring high performance.

With that in mind, the following data refers to Dominion KX |1 at its
default video settings — again, these settings can be tailored to a specific
environment. They can be increased to provide even higher quality
video (color depth), or decreased to optimize for low-speed
connections.

As a general rule, a conservative estimate for bandwidth utilization (at
Dominion KX II’s default settings) is approximately 0.5Mbit/second
per active KVVM user (connected to and using a server), with very
occasional spikes up to 2MBit/second. This is a very conservative
estimate because bandwidth utilization will typically be even lower.

Bandwidth required by each video transmission depends on what task is
being performed on the managed server. The more the screen changes,
the more bandwidth is utilized. The table below summarizes some use
cases and the required bandwidth utilization at Dominion KX II’s
default settings on a 10Mbit/s network:

Idle Windows Desktop 0 Mbps

Move Cursor Around Desktop 0.18Mbps

Move Static 400x600 Window/Dialog Box 0.35Mbps

Navigate Start Menu 0.49Mbps

Scroll an Entire Page of Text 1.23Mbps

Run 3D Maze Screensaver 1.55Mbps
What is the slowest 33Kbps or above is recommended for acceptable KX performance over
connection (lowest a modem connection.
bandwidth) over which
Dominion KX Il can
operate?
What is the speed of Dominion KX Il supports Gigabit as well as 10/100 Ethernet. KX 11
Dominion KX II’s supports two 10/100/1000 speed Ethernet interfaces, with configurable
Ethernet interfaces? speed and duplex settings (either auto-detected or manually set).
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QUESTION ANSWER

Can | access Dominion
KX Il over a wireless
connection?

Yes. Dominion KX Il not only uses standard Ethernet, but also very
conservative bandwidth with very high quality video. Thus, if a
wireless client has network connectivity to a Dominion KX 11, servers
can be configured and managed at BIOS-level wirelessly.

Can Dominion KX Il be
used over the WAN
(Internet), or just over
the corporate LAN?

Whether via a fast corporate LAN, the less predictable WAN (Internet),
cable modem or dial-up modem, Dominion KX I1I’s KVM-over-IP
technology can accommodate the connection.

Can | use Dominion KX
Il with a VPN?

Yes. Dominion KX Il uses standard Internet Protocol (IP) technologies
from Layer 1 through Layer 4. Traffic can be easily tunneled through
standard VPNSs.

How many TCP ports
must be open on my
firewall in order to
enable network access to
Dominion KX 11? Are
these ports configurable?

Only one. Dominion KX Il protects network security by only requiring
access to a single TCP port to operate. This port is completely
configurable for additional security.

Note that, of course, to use Dominion KX II’s optional Web browser
capability, the standard HTTPS port 443 must also be open.

Does Dominion KX I
require an external
authentication server to
operate?

No. Dominion KX Il is a completely self-sufficient appliance. After
assigning an IP address to a Dominion KX |1, it is ready to use — with
Web browser and authentication capabilities completely built-in.

If an external authentication server (such as LDAP, Active Directory®,
RADIUS, etc.) is used, Dominion KX Il allows this as well, and will
even failover to its own internal authentication should the external
authentication server become unavailable. In this way, Dominion KX
I1’s design philosophy is optimized to provide ease of installation,
complete independence from any external server, and maximum
flexibility.

Can Dominion KX |1 be
used with CITRIX?

Dominion KX 1l may work with remote access products like CITRIX if
configured appropriately, but Raritan cannot guarantee it will work with
acceptable performance. Products like CITRIX utilize video redirection
technologies similar in concept to digital KVM switches so that two
KVM-over-IP technologies are being used simultaneously.

Can the Dominion KX 11
use DHCP?

DHCP addressing can be used, however, Raritan recommends fixed
addressing since the Dominion KX Il is an infrastructure device and
can be accessed and administered more effectively with a fixed IP
address.
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QUESTION ANSWER

I’m having problems The Dominion KX 11 relies on your LAN/WAN network. Some
connecting to the possible problems include:

Dominion KX 11 over
my IP network. What
could be the problem?

e Ethernet auto negotiation. On some networks, 10/100 auto
negotiation does not work properly and the KX Il unit must be
set to 100MB/full duplex or the appropriate choice for its
network.

e Duplicate IP Address. If the IP Address of the KX 11 is the
same as another device, network connectivity may be
inconsistent.

e Port 5000 conflicts. If another device is using port 5000, the
KX 11 default port must be changed (or the other device must
be changed).

e When changing the IP Address of a KX I, or swapping in a
new KX 11, sufficient time must be allowed for its IP and MAC
addresses to be known throughout the Layer 2 and Layer 3
networks.

==
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Servers

QUESTION ANSWER

Does Dominion KX 11
depend on a Windows
server to operate?

Absolutely not. Because users depend on the KVM infrastructure to
always be available in any scenario whatsoever (as they will likely need
to use the KVM infrastructure to fix problems), Dominion KX 11 is
designed to be completely independent from any external server.

For example, should the data center come under attack from a malicious
Windows worm or virus, administrators will need to use the KVM
solution to resolve the situation. Therefore, it is imperative that the
KVM solution, in turn, must not rely on these same Windows servers
(or any server, for that matter) to be operational in order for the KVM
solution to function.

To this end, Dominion KX 11 is completely independent. Even if a user
chooses to configure the Dominion KX |1 to authenticate against an
Active Directory server — if that Active Directory server becomes
unavailable, Dominion KX II’s own authentication will be activated
and fully functional.

Do I need to install a
Web server such as
Microsoft Internet
Information Services
(11S) in order to use
Dominion KX 11I’s Web
browser capability?

No. Dominion KX I1 is a completely self-sufficient appliance. After
assigning an IP address to Dominion KX 11, it’s ready to use — with
Web browser and authentication capabilities completely built-in.

What software do | have
to install in order to
access Dominion KX |1
from a particular
workstation?

None. Dominion KX Il can be accessed completely via a Web browser
(although an optional installed client is provided on Raritan’s Web site
Raritan.com for the purpose of accessing Dominion KX 11 via modem).
A Java-based client is now available for non-Windows users.

What should | do to
prepare a server for
connection to Dominion
KX 11?

Simply set the mouse parameters in order to provide users with the best
mouse synchronization during remote connections, as well as turning
off the power management features that effect screen display. However,
if the new D2CIM-VUSB adapter is used (supporting Absolute Mouse
Synchronization™), then manually setting the mouse parameters isn’t
necessary.

What comes in the
Dominion KX Il box?

The following is included: (a) Dominion KX Il unit; (b) Quick Setup
Guide; (c) standard 19" rack mount brackets; (d) User manual CD-
ROM; (e) Network cable; (f) Crossover cable; (g) Localized AC Line
Cord; (h) Warranty certificate and other documentation.
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Installation

QUESTION ANSWER

Besides the unit itself,
what do | need to order
from Raritan to install
Dominion KX I1?

Each server that connects to Dominion KX I requires a Dominion or
Paragon Computer Interface Module (CIM), an adapter that connects
directly to the keyboard, video, and mouse ports of the server.

What kind of Catb
cabling should be used
in my installation?

Dominion KX Il can use any standard UTP (unshielded twisted pair)
cabling, whether Catb, Cat5e, or Cat6. Often in our manuals and
marketing literature, Raritan will simply say “Cat5” cabling for short.
In actuality, any brand UTP cable will suffice for Dominion KX I1.

What types of servers
can be connected to
Dominion KX 11?

Dominion KX 1 is completely vendor independent. Any server with
standard-compliant keyboard, video, and mouse ports can be connected.

How do | connect

servers to Dominion KX
1?

Servers that connect to the Dominion KX Il require a Dominion or
Paragon CIM, which connects directly to the keyboard, video, and
mouse ports of the server. Then, connect each CIM to Dominion KX Il
using standard UTP (twisted pair) cable such as Cat5, Cat5e, or Cat6.

How far can my servers

be from Dominion KX
1?

In general servers can be up to 150 feet (45 m) away from Dominion
KX 11 depending on the type of server. (Please refer to the Raritan Web
site or Target Server Connection Distance for more information.) For
the new D2CIM-VUSB CIM that supports virtual media and Absolute
Mouse Synchronization, a 100 (30 m) foot range is recommended.

Some operating systems
lock up when |
disconnect a keyboard or
mouse during operation.
What prevents servers
connected to Dominion
KX 11 from locking up
when | switch away
from them?

Each Dominion computer interface module (DCIM) dongle acts as a
virtual keyboard and mouse to the server to which it is connected. This
technology is called KME (keyboard/mouse emulation). Raritan’s
KME technology is data center grade, battle-tested, and far more
reliable than that found in lower-end KVVM switches: it incorporates
more than 15 years of experience and has been deployed to millions of
servers worldwide.

Avre there any agents that
must be installed on
servers connected to
Dominion KX I1?

Servers connected to Dominion KX Il do not require any software
agents to be installed, because Dominion KX I connects directly via
hardware to servers’ keyboard, video, and mouse ports.

How many servers can
be connected to each
Dominion KX Il unit?

Dominion KX Il models range from 16 or 32 server ports in a 1U
chassis to 64 server ports in a 2U chassis. This is the industry’s highest
digital KVM switch port density.

What happens if |
disconnect a server from
Dominion KX 1l and
reconnect it to another
Dominion KX 11 unit, or
connect it to a different
port on the same
Dominion KX Il unit?

Dominion KX Il will automatically update the server port names when
servers are moved from port to port. Furthermore, this automatic update
does not just affect the local access port, but propagates to all remote
clients and the optional CommandCenter Secure Gateway management
appliance.
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QUESTION ANSWER

How do | connect a If there are only a few serially-controlled devices, they may be

serially controlled (RS- | connected to a Dominion KX |1 using Raritan’s new P2CIM-SER serial
232) device to Dominion | converter.

KX 11, such as a Cisco
router/switch or a
headless Sun server?

However, if there are four or more serially-controlled devices, we
recommend the use of Raritan’s Dominion SX line of secure console
servers. For multiple serial devices, Dominion SX offers more serial
functionality at a better price point than Dominion KX II. This SX is
easy to use, configure and manage, and can be completely integrated
with a Dominion Series deployment. In particular, many UNIX and
networking administrators appreciate the ability to directly SSH to a
Dominion SX unit.
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Local Port

QUESTION ANSWER

Can | access my servers
directly from the rack?

Yes. At the rack, Dominion KX Il functions just like a traditional KVM
switch — allowing control of up to 64 servers using a single keyboard,
monitor, and mouse.

When | am using the
local port, do | prevent
other users from
accessing servers
remotely?

No. The Dominion KX Il local port has a completely independent
access path to the servers. This means a user can access servers locally
at the rack — without compromising the number of users that access the
rack remotely at the same time.

Can | use a USB
keyboard or mouse at
the local port?

Yes. Dominion KX |1 offers both PS/2 and USB keyboard and mouse
ports on the local port. Note that the USB ports are USB v1.1, and
support keyboards and mice only — not USB devices such as scanners
or printers.

Is there an On-Screen
Display (OSD) for local,
at-the-rack access?

Yes, but Dominion KX II’s at-the-rack access goes way beyond
conventional OSDs. Featuring the industry’s first browser-based
interface for at-the-rack access, KX II’s local port uses the same
interface for local and remote access. Moreover, most administrative
functions are available at-the-rack.

How do | select between
servers while using the
local port?

The local port displays the connected servers using the same user
interface as the remote client. Connect to a server with a simple click of
the mouse.

How do | ensure that
only authorized users
can access servers from
the local port?

Users attempting to use the local port must pass the same level of
authentication as those accessing remotely. This means that:

e If the Dominion KX Il is configured to interact with an external
RADIUS, LDAP or Active Directory server, users attempting
to access the local port will authenticate against the same
server.

e |f the external authentication servers are unavailable, Dominion
KX 11 fails-over to its own internal authentication database.

Dominion KX |1 has its own standalone authentication, enabling
instant, out-of-the-box installation.

If I use the local port to
change the name of a
connected server, does
this change propagate to
remote access clients as
well? Does it propagate
to the optional
CommandCenter
appliance?

Yes. The local port presentation is identical and completely in sync
with remote access clients, as well as Raritan’s optional
CommandCenter Secure Gateway management appliance. To be clear,
if the name of a server via the Dominion KX Il on-screen display is
changed, this updates all remote clients and external management
servers in real-time.
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QUESTION ANSWER

If I use Dominion KX Yes. If the name of a server is changed remotely, or via Raritan’s

II’s remote optional CommandCenter Secure Gateway management appliance, this
administration tools to update immediately affects Dominion KX II’s on-screen display.
change the name of a
connected server, does
that change propagate to
the local port OSD as
well?

Sometimes | see This shadow/ghosting effect may occur with LCD monitors that have
“shadows” on the local been on for long periods. The LCD properties and the electrical/static
port user interface. Why | charge can produce these effects when the screen is on for a long time.
does that occur?
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Power Control

QUESTION ANSWER

Does Dominion KX 11
have a dual power
option?

All Dominion KX Il models come equipped with dual AC inputs and
power supplies with automatic fail-over. Should one of the power
inputs or power supplies fail, then the KX 11 will automatically switch
to the other.

Does the power supply
used by Dominion KX 11
automatically detect
voltage settings?

Yes. Dominion KX I1’s power supply can be used in AC voltage ranges
from 100-240 volts, at 50-60 Hz.

If a power supply or
input fails, will I be
notified?

The KX 1 front panel LED will notify the user of a power failure. An
entry will also be sent to the Audit Log and displayed on the KX 11
Remote Client User Interface. If configured by the administrator, then
SNMP or Syslog events will be generated.

What type of power
control capabilities does
Dominion KX |1 offer?

Raritan’s Remote Power Control power strips can be connected to the
Dominion KX 11 to provide power control of the target servers. After a
simple one-time configuration step, just right click on the server name
to power on, off, or recycle a hung server. Note that a hard reboot
provides the physical equivalent of unplugging the server from the AC
power line, and reinserting the plug.

Does Dominion KX 11
support servers with
multiple power supplies?
What if each power
supply is connected to a
different power strip?

Yes. Dominion KX |1 can be easily configured to support multiple
power supplies connected to multiple power strips. Up to eight (8)
power strips can be connected to a KX Il device. Four power supplies
can be connected per target server to multiple power strips.

Does remote power
control require any
special server
configuration?

Some servers ship with default BIOS settings such that the server does
not automatically restart after losing and regaining power. See the
server user manual for more information.

What type of power
strips does Dominion
KX 11 support?

To take advantage of Dominion KX II’s integrated power control user
interface, and more importantly, integrated security, use Raritan’s
Remote Power Control (RPC) power strips. RPCs come in many outlet,
connector, and amp variations. The D2CIM-PWR must be purchased to
connect the RPC to the KX .
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Scalability

QUESTION ANSWER

How do | connect Multiple Dominion KX I1 units do not need to be physically connected
multiple Dominion KX | together. Instead, each Dominion KX Il unit connects to the network,
Il devices together into and they automatically work together as a single solution if deployed
one solution? with Raritan’s optional CommandCenter Secure Gateway (CC-SG)
management appliance. CC-SG acts as a single access point for remote
access and management. CC-SG offers a significant set of convenient
tools, such as consolidated configuration, consolidated firmware
update, and a single authentication and authorization database.

In addition, CC-SG enables sophisticated server sorting, permissions,
and access. If deployment of Raritan’s CC-SG management appliance
isn’t an option, multiple Dominion KX I1 units still interoperate and
scale automatically: The KX 11’s remote user interface and the Multi-
Platform Client will automatically discover Dominion KX II units.
Non-discovered Dominion KX Il units can be accessed via a user-
created profile.

Can | connect an Yes. Analog KVM switches can be connected to one of Dominion KX
existing analog KVM II’s server ports. Simply use a PS/2 Computer Interface Module (CIM),
switch to Dominion KX | and attach it to the user ports of the existing analog KVVM switch.

1? Please note that analog KVM switches vary in their specifications and

Raritan cannot guarantee the interoperability of any particular third-
party analog KVVM switch. Contact Raritan technical support for further
information. Raritan’s Paragon® and Paragon |1 analog switches are IP-
enabled by the IP-Reach® family of remote access products.
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Computer Interface Modules (CIMs)

QUESTION ANSWER

Can | use Computer
Interface Modules
(CIMs) from Raritan’s
analog matrix KVM
switch, Paragon, with
Dominion KX 11?

Yes. Certain Paragon computer interface modules (CIMs) may work
with Dominion KX I1 (please check the Raritan Dominion KX 11
release notes on the web site for the latest list of certified CIMSs).

However, because Paragon CIMs cost more than Dominion KX |1
CIMs (as they incorporate technology for video transmission of up to
1000 feet [300 meters]), it is not generally advisable to purchase
Paragon CIMs for use with Dominion KX Il. Also note that when
connected to Dominion KX I, Paragon CIMs transmit video at a
distance of up to 150 feet, the same as Dominion KX Il CIMs — not at
1000 feet [300 meters], as they do when connected to Paragon.

Can | use Dominion KX
Il Computer Interface
Modules (CIMs) with
Raritan’s analog matrix
KVM switch, Paragon?

No. Dominion KX Il computer interface modules (CIMs) transmit
video at ranges of 50 to 150 feet (15 — 45 m) and thus do not work with
Paragon, which requires CIMs that transmit video at a range of 1000
feet (300 meters). To ensure that all Raritan’s customers experience the
very best quality video available in the industry — a consistent Raritan
characteristic — Dominion Series CIMs do not interoperate with
Paragon.
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Security

QUESTION ANSWER

What kind of encryption
does Dominion KX II
use?

Dominion KX Il uses industry-standard (and extremely secure) 128-bit
RC4 or AES encryption, both in its SSL communications as well as its
own data stream. Literally no data is transmitted between remote clients
and Dominion KX |1 that is not completely secured by encryption.

Does Dominion KX I
support AES encryption
as recommended by the
US Government’s NIST
and FIPs standards?

The Dominion KX II utilizes the Advanced Encryption Standard (AES)
encryption for added security.

AES is a US government approved cryptographic algorithm that is
recommended by the National Institute of Standards and Technology
(NIST) in the FIPS Standard 197.

Does Dominion KX 11
allow encryption of
video data? Or does it
only encrypt keyboard
and mouse data?

Unlike competing solutions, which only encrypt keyboard and mouse
data, Dominion KX Il does not compromise security — it allows
encryption of keyboard, mouse and video data.

How does Dominion KX
Il integrate with external
authentication servers
such as Active
Directory®, RADIUS,
or LDAP?

Through a very simple configuration, Dominion KX Il can be set to
forward all authentication requests to an external server such as LDAP,
Active Directory, or RADIUS. For each authenticated user, Dominion
KX 11 receives from the authentication server the user group to which
that user belongs. Dominion KX Il then determines the user’s access
permissions depending on the user group to which he or she belongs.

How are usernames and
passwords stored?

Should Dominion KX II’s internal authentication capabilities be used,
all sensitive information such as usernames and passwords are stored in
an encrypted format. Literally no one, including Raritan technical
support or Product Engineering departments, can retrieve those
usernames and passwords.

Does Dominion KX 11
support strong
password?

Yes. The Dominion KX Il has administrator-configurable, strong
password checking to ensure that user-created passwords meet
corporate and/or government standards and are resistant to brute force
hacking.

If the Dominion KX 11
Encryption Mode is set
to Auto, what level of
encryption is achieved?

The encryption level that is auto-negotiated is dependent on the browser
in use:

Browser Encryption Level
Internet Explorer 6 RC4

Internet Explorer 7 AES-128

Firefox 1.5 RC4

Firefox 2.0 RC4

Mozilla 1.7 RC4

Safari 2.0.4 AES-128
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Manageability

QUESTION ANSWER

remotely managed and
configured via Web
browser?

Can Dominion KX |1 be

Yes. Dominion KX Il can be completely configured remotely via Web
browser. Note that this does require that the workstation have an
appropriate Java Runtime Environment (JRE) version installed.

Besides the initial setting of Dominion KX II’s IP address, everything
about the solution can be completely set up over the network. (In fact,
using a crossover Ethernet cable and Dominion KX I1’s default IP

address, you can even configure the initial settings via Web browser.)

Dominion KX II’s
configuration?

Can | backup and restore

Yes. Dominion KX I1’s device and user configurations can be
completely backed up for later restoration in the event of a catastrophe.

Dominion KX I1”s backup and restore functionality can be used
remotely over the network, or through a Web browser.

What auditing or
logging does Dominion
KX 11 offer?

For complete accountability, Dominion KX 11 logs all major user events
with a date and time stamp. For instance, reported events include (but
are not limited to): user login, user logout, user access of a particular
server, unsuccessful login, configuration changes, etc.

Can Dominion KX 11
integrate with Syslog?

Yes. In addition to Dominion KX 11’s own internal logging capabilities,
Dominion KX Il can send all logged events to a centralized Syslog
server.

Can Dominion KX 11
integrate with SNMP?

Yes. In addition to Dominion KX I1’s own internal logging capabilities,
Dominion KX 11 can send SNMP tracks to SNMP management systems
like HP Openview and Raritan’s CC-NOC.

Can Dominion KX II’s
internal clock be
synchronized with a
timeserver?

Yes. Dominion KX Il supports the industry-standard NTP protocol for
synchronization with either a corporate timeserver, or with any public
timeserver (assuming that outbound NTP requests are allowed through
the corporate firewall).
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Miscellaneous

QUESTION ANSWER

What is Dominion KX 192.168.0.192
1I’s default IP address?

What is Dominion KX The KX I1I’s default username and password are admin/raritan [all

1I’s default username lower case]. However, for the highest level of security, the KX 1l forces

and password? the administrator to change the Dominion KX Il default administrative
username and password when the unit is first booted up.

I changed and KX 11 contains a hardware reset button that can be used to factory reset

subsequently forgot the device, which will reset the administrative password on the device.

Dominion KX 1I’s
administrative password,;
can you retrieve it for
me?
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Troubleshooting

QUESTION

I am logged into the
Dominion KX |1 using
Firefox, and | opened
another Firefox browser.
I am automatically
logged into the same
Dominion KX Il with
the second Firefox
browser. Is this right?

ANSWER

Yes, this is correct behavior and is the direct result of how browsers and
cookies function.

I am logged into the
Dominion KX 11 using
Firefox and I attempt to
log into another
Dominion KX 11 using
another Firefox browser
session from the same
client. I am logged out
of both KX Ils; is this
correct behavior?

Yes, to access two different Dominion KX Il devices, either close the
first session, or use another client PC.

When I’m running a
KVM session using
Firefox as my browser,
and certain dialogs are
opened in the Virtual
KVM Client (e.g.,
Connection Properties,
Video Settings), it seems
to block the Firefox
browser (even other
Firefox sessions). What
can | do?

This is normal behavior; with Firefox, all sessions are associated. Once
you close the Virtual KVM Client dialog, Firefox will no longer be
blocked.
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