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Package Contents

D-Link DVG-1402S Router
Power Adapter - AC 12V, 1.2A
Manual and Warranty on CD
Quick Installation Guide

Ethernet Cable (All the Ethernet ports on DVG-1402S are
Auto-MDIX)

Note: Using a power supply with a different voltage rating than the one included with the
DVG-1402S will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.
®  System Requirements for Configuration
o Ethernet-Based Cable or DSL Modem

1 Computers with  Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

1 Computers with  Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

1 Internet Explorer Version 6.0 or Netscape Navigator Version
6.0 and Above



Introduction

The D-Link DVG-1402S High-Speed VolP Router Links traditional telephony networks
to IP networks with conventional telephony devices such as analog phones or fax
machines. It can reduce long distance phone charges and deliver toll-quality voice
communication over the IP network. This gateway provides two loop start Foreign
Exchange Subscriber (FXS) ports and four LAN ports. One Ethernet port for a
DSL/Cable Modem or other WAN devices, and the other for connection to create a
home or small office LAN networks. The built-in DHCP server/client and Network
Address Translation (NAT) function automatically assign IP address for LAN users,
allowing multiple users to share a single Internet connection. It can be
configured/monitored via the Console, Web browser, Telnet and HTTPS provisioning is
also supported.




Rear Panel Connections

(Auto MDI/MDIX\

4 Factory Reset\

Phone
Connections LAN Ports Button
Connect to Connect the Pressing this
your phones Ethernet cable button will
using from computers restore the router
standard on your LAN to to its factory
phone these ports. default settings.
cabling. - J - /

CONSOLE e B WAN 12V=1.25A
RESET ,,
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crossover Ethernet your power
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modem to here.
this port.
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Front Panel LEDs

(Status LED (WAN LED ) ( Phone LEDs \
A blinking LED] | An active LED The Hook LED will
indicates the indicates a link light when a
DVG-1402S is has been telephone is off the
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‘indicates incoming call is
activity on the

= detected.
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Power LED
A solid light LAN LEDs
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valid An active LED indicates a
connection link has been established.
to the power A blinking LED indicates
supply. activity on the LAN port.
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Features

1 NWay 10/100BASE-TX Fast Ethernet port for
WAN-connection

4 NWay 10/100BASE-TX Fast Ethernet port for
LAN-connection

2 Foreign Exchange Subscriber (FXS) POTS ports (RJ-11
Jacks)

Voice Activity Detection (VAD) /Comfort Noise Generation
(CNG)

Silence suppression to reduce bandwidth consumption.
Adaptive jitter buffer for a smooth voice reception

Lost packet recovery ability for improved voice quality
Support QoS (Quality of Service) for voice quality guarantee.

Build-in PPPoE function to support dial-up connection for
broadband technology.

IP address assignment using DHCP or static configuration
RIP1/RIP2 and static routing support

Support IP sharing to allow multiple users to access the
Internet via a single IP address

Support Caller ID function

Configuration download using HTTPS and SSL/TLS client
certificate encryption and authentication

Support VPN Pass-Through
MAC and Packet filter support

Remote configuration and management over the Internet
using web browsers

Firmware backup support
Support configuration backup and restore



Installation

For a typical setup at home, please do the following:

1

2.

. You will need broadband Internet access (a Cable or DSL-subscriber line

into your home or office)

Consult with your Cable or DSL provider for proper installation of the
modem

. Connect the Cable or DSL modem to the DVG-1402S VolP Router (see the

printed Quick Installation Guide included with your router.)

. Install the D-Link DFE-530TX+ adapter into a desktop computer. The four

Ethernet LAN ports of the DVG-1402S are Auto MDI/MDIX and will work
with both Straight-Through and Cross-over cable.

(See the printed Quick Installation Guide included with the DFE-530TX+.)



Using the Configuration Wizard

Whenever you want to configure
your network or the DVG-1402S,
you can access the Configuration
Menu by opening the web-browser
and typing in the IP Address of the
DVG-1402S. The DVG-1402S
default IP Address is shown to the
right:

e Open the web browser

e Type in the IP Address of the
Router  (http://192.168.15.1)

e Type admin in the User Name

field

e Type admin in the Password
field

e Click OK

The Home > Wizard screen will appear.
Please refer to the Quick Installation
Guide for more information regarding the
Setup Wizard.

These buttons appear on most of the
configuration screens in this section.
Please click on the appropriate button at
the bottom of each screen after you have
made a configuration change.

Note: if you have changed the default IP
Address assigned to the DVG-1402S,
make sure to enter the correct IP
Address.

192.168.15.1

DVG-1402S
VolP Router

[ [J R Advanced _Tools Status Help

Apply

Cancel

Help

Refresh

Clicking this button will save configured
settings to the router.

Clicking Cancel will clear changes made to
the current page.

Clicking Help will provide the user with
helpful information about the current
window.

Click refresh will refresh the statistics of tt@fz
current window.



D-Link

Building Metworks for People

Wizard

if

WAN

LAN

. VolP

Y DHCP

* Proxy DNS

HEE

Dynamic

Host Name

MAC Address

Clone MAC Address

Home > WAN

DVG-1402S
VolP Router

Home Advanced Tools Status Help 1

Please select the appropriate option to connect to your [SP.

Choose this option to obtain an [P address
@ Dynamic IP Address automatically from your ISP.(For mast Cable
rmoderm users)
Choose this option to set static IP information
provided to you by your ISP,

Choose this option if your ISP uses PPPoE. (For

O Static IP Address

OPPPoE most DSL users)
Host Marne | |(0pti0na|)
waCAddess (o0 - of ].[aa (a2 ]. o8 (32 ] opiora)

[ Clane MAC Address ]

Primary DNS Address |0 ! @ Jfo .o |
Secondary DNS prer—— )
Address : iD_.| o | 0 | [0 | (optional)

Upstream Bandwidth |__10_24 | Kbyte

9 90O

Apply Cancel Help

Choose Dynamic IP Address to obtain IP Address information
automatically from your ISP. This option should be selected if
your ISP has not supplied you with an IP address. This option is
commonly used for Cable modem services.

The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and
may be changed.

The default MAC Address is set to the WAN'’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

The default MAC address is set to the WAN'’s physical interface

10



Upstream Bandwidth

Building Metworks for People

! Wizard

if

WAN

* Proxy DNS

Static IP Address

D-Link

MAC address on the Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended that
you change the default MAC address unless required by your
ISP.

Enter a DNS Address if you wish not to use the address
provided by your ISP.
The upstream bandwidth can be set for the data traffic. The

bandwidth can be maximized for voice packets and limited for
data that requires less throughput.

Home > WAN > Static IP Address

DVG-1402S
VolP Router

Home Advanced Tools Status Help 1

Please select the appropriate option to connect to your [SP.

Choose this option to obtain an [P address
O Dynamic IP Address automatically from your ISP.(For mast Cable
modem users)
Choose this option to set static IP information
provided to you by your ISP,

Choose this option if your ISP uses PPPoE. (For

® Static IP Address

OPFPaE most DSL users)

R o o o o | (assigned by your
ISP)

Subnet Mask :U:| .o | o | !D |

Default Gateway :D ||D ||U |iU |

Primary DNS Address |0 | |D ||D |. |0 |

3 dary DNS I ;

Azzsenssary o Jo Ja |]o | (optiona)

Upstrearn Bandwidth | 1024 | Kbyte

9 90O

Apply Cancel Help

Choose Static IP Address if all WAN IP information is provided
11



IP Address
Subnet Mask

IP Gateway
Address

Primary DNS
Address
Secondary DNS
Address

Upstream Bandwidth

to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided
to you by your ISP. Each IP address entered in the fields must
be in the appropriate IP form, which are four octets separated
by a dot (x.x.x.x). The Router will not accept the IP address if it
is not in this format.

Input the public IP Address provided by your ISP.

Input your Subnet mask. (All devices in the network must have
the same subnet mask.)

Input the public IP address of the ISP to which you are
connecting.

Input the primary DNS (Domain Name Server) IP address
provided by your ISP

This is an optional DNS Address entry to be used if the primary
DNS Fails.

The upstream bandwidth can be set for the type of packets that
the will be sent. The bandwidth can be maximized for voice
packets and limited for data that requires less throughput.

12



Please be sure

to remove

-
any existing ink DVG-1402S
PPPOE cli- e VolP Router
ent software
installed on your e [T, Advanced  Tools Status Help
computers. =
Please s‘elec( the appropriate option to connect to your ISP,
Chooge this option to abtain an IP address
© Dynamic IP Address automatically from your ISP.{For most Cable
WAN modem users)
. O Static IP Address S’:?”ndzedl‘huwsygzhbn;y(suie‘tssptah: IF information
Chpose PPPoE (POlnt to [y o ;:n;ns;sll}j\:sn;g)nn if your ISP uses PPPE. (For
Point Protocol over Ethernet)
if your ISP uses a PPPoE - 1
connection. Your ISP will s \
provide you with a username Retgpe Possuord |
and password. This option is P Adiess e
. Primary DNS Address o | o o .o |
typically used for DSL — ==
' Secondary ONS Address |0 o o |0 | (optional)
services. Upstrearm Bandwidth [1024 | Kbyte
Auto-reconnect
PPPoE Status
@ 90
Apply Cancel Help

PPPOE

Password
Retype Password
Service Name

IP Address

MAC Address

Primary DNS
Address

Home > WAN > PPPoE

Choose this option if your ISP uses PPPoE. (Most DSL users
will select this option.)

Enter The PPPoE user name provided to you by your ISP.
Retype the password entered in the previous field.

Enter the Service Name provided by your ISP (optional).

This option is only available for Static PPPoE. Enter the static
IP Address for the PPPoE connection.

The default MAC Address is set to the WAN'’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

Input the primary DNS (Domain Name Server) IP address

13



provided by your ISP

Secondary DNS This is an optional DNS Address entry to be used if the primary

Address DN fails.
Upstream The upstream bandwidth can be set to suit the type of packets
pstree that the connection will be sending. The bandwidth can be
Bandwidth I : 9 :
maximized for voice packets and limited for data that requires
less throughput.

14



Home > LAN

LAN is short for Local Area Network. This is considered your internal network. These
are the IP settings of the LAN interface for the DVG-1402S and may be referred to as
Private settings. You may change the LAN IP address if needed. The LAN IP address is
private to your internal network and cannot be seen on the Internet.

D-Link

i DVG-1402S
Building Metworks for People
VolP Router
"’j Home Advanced Tools Status Help
LAN Settings
The IP address of the DW(G-140285.
' Wizard
JU—— IP Adresss |192 |_|16EI |_|15 ||1 |
Subnet Mask |zss | |z55 | [255 | o ]

@ 90

Apply Cancel Help

—_—
' Proxy DNS

IP Address The IP address of the LAN interface. The default IP address is
192.168.15.1.
Subnet Mask The subnet mask of the LAN interface. The default subnet

mask is 255.255.255.0.

15



Home > VoIP

All of the screens necessary to setup and configure the router to handle VolP traffic are
accessed from the screen shown below.

To access any of the individual configuration screens, click on the corresponding

radio-button and that screen will appear.

' Wizard

[

VolP

' DHCP

' Proxy DNS

-
-

D-Link

Building Metworks for People

Home Advanced ¥ Tols o tatus

DVG-1402S
VolP Router

SIP Configuration

O Server Configuration
O Provisioning

O STUN Configuration
O User Agent

O Peerto Peer

O Telephony

O Speed Dial

O Misc.

O Manage Features.

Help

16



Home > VolP > Server Configuration

DVG-1402S
VolP Router
The Router can be

configured to handle voice
signals over the Internet
Protocol (Voice over IP —

;.7 -0 Advanced  Tools Status Help

Wizard

o

VoIP). The screen shown e P Adiress b 1b 1B 16 ]
to the right, along with those Doman Name I
on the following pages are T Por lowen |
used to configure your router |
to communicate with the s ([BOLL 05 T
devices that will send and ——— s B
receive telephone calls over Secondary Por 0 ]
the Internet.

Quttaund Prozy St |isabled v

Outbound Proxy Saver FODN | Disabled ¥ |

Outbound Proxy IP Address 0 | o | o | o |

Server FODN | Disabled +|

Qutbound Praxy Domain Marme -‘
Qutbound Proxy Port 1) ]

Use DNS-SRY @Disabled O Enabled
Senice Domain I ]
URL Format SIP-URL v

User Parameter Phone [Disabled ¥

Caller ID Delivery RER|

Disglay CID [Enatled v

Tirmer T2 B sec

Initial Unregister Disabled ¥

Register Expiration 3600 sec
Session Expires 60 J sec
Min-GE s0. | sec
Session Exites Refresher | uac |

Codec Priority & Packet Interval
G M adaw ErE [20 %] ms
G Tuaw [2nd [z0¥]
7292 [t ¥

=22

G 7% [no-use ¥

Digit Map
€]
Back Apply Cancel Help
Server FQDN Use this drop-down menu to Enable or Disable the Server

Fully Qualified Domain Name (FQDN) function. This is
disabled when the SIP URL domain name is different from

17



IP Address

Domain Name

Port

Secondary SIP Server

Outbound Proxy

Service Domain
URL Format

User Parameter

Caller ID Delivery

Display CID

Timer T2
Initial Unregister

Register Expiration

the SIP proxy server domain name. The phone will then use
the domain name in Domain Name field as part of SIP URL
but send and receive SIP messages through the SIP proxy
server defined in the Service Domain field.

Enter the IP address of the SIP Server in this field.

Enter the domain name corresponding to the IP address
entered above in this field.

Enter the SIP server’s listening port for the SIP in this field.
Leave this field set to the default if your VolP service
provider did not give you a server port number for SIP.

The Secondary Features (FQDN, IP address, domain name
and port), act as a backup for the initial connections’ settings.
In the event that the connection with the SIP server is lost,
the backup settings will be used.

The Outbound Proxy is a normal SIP proxy. If instructed to
do so by your ISP, enable the Outbound Proxy, and enter its
IP address, Domain Name and Port Number in the
appropriate fields.

Enter the SIP service domain name in this field.

Select SIP-URL to have the router include the domain name
with the SIP number in the SIP messages that it sends.
Select TEL-URL to have the router use the SIP number
without a domain name in the SIP messages that it sends.

You can set this to phone or none. This determines
whether or not the phone number is appended to the
information forwarded to your SIP server. Your VolP
service provider will instruct you which setting to use.

Use this pull-down menu to initiate the delivery of the
inbound caller ID.

Use this pull-down menu to enable or disable the display of
the Caller ID.

Set the timer to 4, 8, 16 or 32.
Enable or disable the initial unregister.

Use this field to set how long the router will wait before
sending a repeat registration request if a registration attempt
fails or there is no response from the registration server.

18



Home > VoIP > Provisioning
D-Link

Provisioning is a

function that Bulking Networs o ectle UL
automatically updates DR o
your DVG-1402S's : [T Advanced _Tools Status Help
VolP configuration by G:.:

using a TFTP server —

located on the

Internet.  If you have e FrovsEning hunclin, Bieckied -
accesses to such a i |
service, you will need e PESIRER |

to know the URL and P EOUNINY jone) |

Proxy Address of the Q2 VO
Provisioning Server. IS RN RAnER A

Provisioning Function  Use this drop-down menu to Enable or Disable the Provisioning
Function on the router.

Server URL Enter the URL of the Provisioning Server in this field.
Proxy Address Enter the IP address of the Proxy Server in this field.

Proxy Port Number Enter the port number the Proxy Server will use to make the
connection in this field.

19



Home > VoIP > STUN Configuration

Simple Traversal of UDP
over NAT (STUN) —is a
protocol which enables a
VolP device, such as this
router or an IP phone, to
detect the presence and
type of NAT behind which
the phone is placed. This
router supports STUN
and can intelligently
modify the private IP
address and port in its
SIP/SDP message by
using the NAT mapped
public IP address and port
through a series of STUN
queries against a STUN
server located on the
public Internet. This will
allow SIP signaling and
RTP media to
successfully traverse a
NAT without requiring any
configuration changes on
the NAT.

STUN is useful if you ne
provides the connection t
symetric NAT. You will

D-Li
o DVG-1402S
VolIP Router
i i == Home Advanced  Tools Status Help
e —
P— STUN State Disabled v/
s STUN S e
erver 1
FQDM | Disabled »|
p— - —
'LaN STUN Server P |0 0|0
Address la
I VolP Stun Server Name \
STUN Server Port 3478
* DHCP STUN Reginterval =
STUN NAT Type  UnKnown
Proxy DNS
&
QD
Back Apply Cancel Help

ed to use the DVG-1402S behind a modem or router that
o your ISP and then to the Internet and does not support
need access to a STUN server on the Internet and its IP

address to use STUN on the DVG-1402S.

STUN State

STUN Server IP Address
STUN Server Port

STUN Reqinterval

STUN NAT Type

Use this drop-down menu to Enable or Disable STUN on the
router.

Enter the IP address of a STUN server in this field.

Enter the port number the STUN server will use in this field.
If you do not have any information as to the proper port
number, leave the default setting here.

This determines the amount of time, in seconds, between
STUN requests. If you do not have any information as to the
proper interval, leave the default setting here.

Displays the result of the STUN NAT examination.
20



The Router can be
configured to handle
voice signals over the
Internet Protocol (Voice
Over IP — VOIP).

Same Phone Number

Index

Phone Number

Domain Name

User Agent Port

Authentication Name

Password

Retype Password

Home > VoIP > User Agent

DVG-1402S
VolIP Router

e — Home Advanced  Tools Status Help

Same Phone Mumber

Disabled |
]

Display Mame | i

Index

Phone Number

User Agent Port Eﬁ&

Authentication Username ‘

|
Password ‘ ‘
|

Retype Password \

O &
Back Ap

Use this field to Enable or Disable the use of the same
telephone number for the User Agent as for the Server Agent.

Use this field to assign line 1 or line 2 telephone sockets (on
the back of the router) to the information entered in the User
Agent.

The telephone number assigned to the User Agent.
The name that will be displayed when the User Agent is in use.

This selects the port number the router will listen to when
determining when calls are being made.

The Username used to access your SIP server and your VolP
service provider.

The Password used to access your SIP server and your VolP
service provider.

Retype your password to confirm.

To query the registration state of click Query. When the server responds you have the
option to register or unregister.

21



Home > VoIP > Peer to Peer

The Router can DVG-1402S

be configured to VolIP Router
handle voice :
Slgnals over the Home Advanced Tools Status Help
Internet  Protocol
(Voice Over IP —
VOIP) Index 1
Phone Mumber
sriPadiess [ J@fe o | [fo ]
Port | 5060
QP 9O
Back Apply Cancel Help
Index Phone MNumber User IP Address Port Edit Delete
1 @0000 soe0 [4 i
2 @0000 soe0 (4 il
3 @0000 soe0 [4 fif
Phone Number The telephone number assigned to this entry.
User IP Address Enter the IP address of the remote peer in this field.
Port Enter the UDP port number the remote peer will use to make

the connection in this field. If you do not have any information
as to the proper port number, leave the default setting here.

22



The Router can be
configured to handle
voice signals over
the Internet Protocol
(Voice Over IP —
VolIP).

Index

DTMF Method

Payload Type

VAD

Home > VoIP > Telephony

. ®
D-Link
Building Networks for Pecple DVGP'1 4028
VolP Router
e LT G Advanced  Tools Status Help
—— Index 1 v
el DTMF Methad [RFcasss v
Payload Type :'97 ‘
P Lan =
WAD |Enabled ¥
-“ RV N+
Back Apply Cancel Help

Use this field to assign line 1 or line 2 telephone sockets (on
the back of the router) to the information entered in the User
Agent.

Out-of band Dual Tone Multi-frequency -The Dual Tone
Multi-frequency (DTMF) mode sets how the router will handle
the tones that your telephone makes when you push its buttons.
It is recommended that you use the same mode that your VolP
service provider uses. Select RFC 2833 to send the DTMF
tones in RTP packets. Select Inband to include the DTMF
tones in the voice data stream. This method works best when
you are using a codec that does not use compression (like
G.711). Select INFO to transmit DTMF tones out-of-band.

A payload type is a number from 96 through 127 that identifies
the type of payload carried in the packet. For example, a
payload type of 122 denotes a fax payload. This field is only
active when the DTMF method is set to RFC 2833.

Voice Activity Detection (VAD) -detects whether or not speech
is present. This reduces the bandwidth that a call uses by not
transmitting “silent Packets” when you are not speaking.

23



The Router can be
configured to dial a
specified telephone
number when you
enter a numerical dial
code. For example,
you could assign 22 to
the telephone number
555-1234. Then you
can dial that
telephone number by
entering 22.

Index
Dial Code

Phone Number

Home > VoIP > Speed Dial

™ @
-]
D-Link DVG-1402S
Building Metworks for People
VolP Router
G——,; LT Advanced Tools Status Help
-
Index 1
! WAN Dial Code | |
Phone Mumber | |
; LAN
QP OO
Back Apply Cancel Help
] Indesc Gial Code Fhone Number Edit Delete
1 |
2 |
4 E ]
5 B f
6 ER ]

A number used to identify the current speed dial table entry.

A numerical code that will correspond to the phone number
entered in the field below. You will dial this number, and the
router will dial the corresponding telephone number.

Enter the telephone number you want the router to dial when
you dial the Dial Code entered in the field above.

24



Home > VoIP > Misc.

D-Link

Building Netwarks for People

DVG-1402S
VolP Router

;6T Advanced Tools Status Help

Wizard

® Ring Candence O Ring Default Rule © Ring Rule

ID Duration  On1 Off1 Onz2 Off2 On3 Off3 Ond 04

e 3 O

2 ez [ Je Jo Jo Jp o & b ]
Vore 3 ez [ I J Jee o o o b ]
— afsmoon | & Js Ja e Je Ja Jo o]

sfeooms | 8 J 1 I & Jm J5 I ]

i ¢ ooz [z Je Jo J+ Jiw @ o o ]

7o | @ Jee Jp Jo o 6 Jo 1]
im0 [ Jfm J5 J& Jo o & o ]

P VO

Back Apply Cancel Help

Instead of adding additional lines to handle different telephone numbers, distinctive
rings can be set to allow more than one telephone number to reach the same line.
Calls coming in on different numbers on the same line can be identified by their
distinctive ring pattern. For example, you could set a “short-short” ring for the sales
department number, and a regular ring for the technical support number. Use the radio
button to select Ring Cadence, Ring Default Rule, or Ring Rule. These three features
allow the user to set distinctive rings. To configure distinctive rings, see the descriptions
of the three features below.

25



Home > VoIP > Misc. > Ring Cadence

By using the Ring DVG-1402S
Cadence window, you can VoIP Router
istinct rin
set up to8d St. ct 9 L Home Advanced  Tools Status Help
patterns. The ring pattern b —
of each distinct ring can :
be Conflgured by Settlng @ Ring Candence O Ring Default Rule O Ring Rule
the On and.Offtlme- The ™ wan D Duration ©Onl  Off  On2 02 On3d O Ond  Ofd
amount of times that the +Tiaa500s R T | [ || (o
ring pattern will repeat ' — —
. 2 180000 40 80 o] a o0 o a 0
itself can also be set. : : = =
| VolP 3 180000 | 1e s 16 |so_|jo o Jjo o
4fwmooon | [a [+ 5 [+ J[zs [0 o flo |
Slwooon | & [+ e [+ g o Jlo o |
6 _IEDDDD | 12 12 8 _4 _lﬂ |50 a | D
Flweooon | =1 6o (o o o @ L
£ [160000 o Jeo o o o I o ]
9 VO
Back Apply Cancel Help
Duration This field is used to limit the amount of times that the ring

pattern will repeat itself. For example, if a ring pattern is set for
16 seconds and the duration is set for 60000 ms, then the ring
pattern will repeat itself 3 times; then, 3 quarters of the way
through the fourth repetition, the ringing will stop. The default
value is 180000 ms.

Ring on Ring off One ring pattern is comprised of four rings and four periods of
silence. The On field refers to the time of 1 ring. The Off time
refers to the period of silence between rings. One unit of time in
the On and Off fields is equal to 50 ms; so a value of 40 in the
On field sets a 2000 ms ring (2 seconds). The sum of all the
fields must be less than or equal to 320 ms and must be a
multiple of 8. However, individual On and Off times don'’t
necessarily have to be multiples of 8. A ring pattern could be
set at 12, 12, 8, 4, 10, 50, 0, 0. While some of the On and Off
times are not multiples of 8, their sum of 96 meets the
requirement so this would be a valid ring pattern.
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Home > VoIP > Misc. > Ring Default Rule

DVG-1402S

The Ring Default Rule VolIP Router

is set for inbound
callers that are not
defined by the Ring
Rule. One Ring
Default Rule can be
set for each VolP port.

Home Advanced Tools Status Help

MISC.
O Ring Candence & Ring Default Rule O Ring Rule

Port T Ring Cadence profile ID
(Duration-on1:offl:on2: off2: on3: off3: ond: offd)

1 VOIP | 1800000-40:40: 00000000 v
2 VOIP |1800000—40:40:0:0:0:0:0:0 V‘

Back Apply Cancel Help

Ring Cadence Use this pull-down menu to select a Ring Cadence for the Ring
: Default Rule. The 8 different Ring Cadences can be configured
Profile ID , X
on the Ring Cadence window.
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Home > VoIP > Misc. > Ring Rule

You can use the Ring
Rule window to assign
Caller IDs to
frequently received
inbound calls. Any call
that has been
assigned a caller ID
will have its ID
number displayed on
the receiver’s caller
display. This way, the
receiver knows which
department the
inbound call is
attempting to reach by
the ring cadence, and
who the caller is by
the caller ID.

From
Port

Ring Cadence
Profile ID

Caller ID

DVG-14023

VolP Router
T ;7 -3 Advanced  Tools Status Help
e 2
O Ring Candence O Ring Default Rule @ Ring Rule
! From | valp 1‘!
For &

i Cadence Profile [1800000-40:40:0:0:0:0:0:0
Caller ID ‘ |

Back Apply Cancel Help

O ——— Index  From Part Cadence Profile Caller 1D Edit Delete
' Proxy DNS

o

1 “olp Pl 1800000-40:4000:0: 000 EN|
2 “olP ] 1:800000-40:40:0:0:0:0:0:0 J U].
¥ “olP M 1800000-40: 40:0:0:0:0:0:0 M ﬁj

Use the From field to select either VolP or PSTN.

Use the Port field to select either Port 1 or Port 2. You can also
choose both ports 1 and 2.

Use this pull-down menu to select a Ring Cadence for the Ring
Rule. The 8 different Ring Cadences can be configured on the
Ring Cadence window.

Set a numerical Caller ID of up 32 digits. 32 caller IDs can be
created and will be listed below the Ring Rule Configuration
area. To edit or delete an entry that has already been created,
find the entry in the list and click on the appropriate icon.
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Home > VolP > Manage Features > Reject Incoming Call

You can configure the router to reject incoming calls from particular telephone numbers
by entering the telephone number in the screen shown below.

D-Link

Building Metworks for People

DVG-1402S
VolP Router

Home Advanced 'Tools; Status Hel 1

Manage Features

]
' Wizard
@ Reject Incoming Call & Block Outgoing Call

MName

PhaneMurn

I
[ 1

VolP Status

4 DHCP @ a g o

Back Apply Cancel Help

LE

* Proxy DNS
Statuz Index Hame PhoneNum Edit Delete
B .|
0o 2 4 il
P s ERE |
O ER |
O s |
Name Enter a name to identify the current entry.
PhoneNum Enter the telephone number you want to block incoming calls

from.
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Home > VolP > Manage Features > Block Outgoing Call

You can configure the router to reject outgoing calls from particular telephone numbers
by entering the telephone number in the screen shown below.

Link DVG-1402S
cerdanie VG-1402

Home Advanced 'Tools  Status Help |

Manage Features

]
' Wizard
O Reject Incoming Call & Block Outgoing Call

4

MName

Status

VolP

4 DHCP @ a 8 o

Back Apply Cancel Help

LE

* Proxy DNS
Status Index Name PhoreNum Edit  Delete
LR E I |
B o2 £ |
O = E I |
O 4
F s I B
Name Enter a name to identify the current entry.
PhoneNum Enter the telephone number you want to block outgoing calls to.

30



Home > DHCP

H . . - @
Dynamic Host Configuration P:Llnplg NPT
wilding Netwarks for Paople
Protocol (DHCP) allows the VolP Reuter
gateway to automatically T ——————

obtain the IP address from a
DHCP Server On the SerVICe !W The DWG-14025 can be setup as a DHCP Server to distribute IP addresses to the LAN
provider’s  network. The

netwark.

[l

service provider assigns a waN Nams

global IP address from a State @Enablad O Disabled

pool of addresses available L Stat 1P Addreso - 2

to .the service provider. — ‘L”;Tm -25” .

Typically the IP address

assigned has a long lease R Sitatic DHCP is used 1o allow DHCP server to assign sams IP address to speciic

MAC address
Proxy DNS OEnabled @ Disabled

Narne

time, so it will likely be the
same address each time the
Router requests an IP 2 g

!

. MAC Address (oo |-|00 |-|00 |-|0O ‘,DD - |00
address. If DHCP s nOt DHCF Client 00:0c 681 3a b9 ca v [ Clone |
enabled on the Router, it is
necessary for the user to

y 290

assign a static IP address to
each computer on your LAN.

Apply Cancel Help

To setup DHCP for your s 10 Woomt0o0 o W
LAN, first enable the Router L s =A

as a DHCP server by Clicking 192188150  00:00:00.00:00.00 B W

the CorreSponding Enabled NO. State IPAddress  MACAddress Status  Hosthame
radlo bUtton In the Wlndow NO. IP Address MAC Address Lease Time Status  HostName
above 1 192168.15.18 000c:feaarh el INFINITY ACK bereft

The next step is to set a range of IP addresses that you wish to allot to the devices on
your LAN by entering a Starting IP Address and an Ending IP Address. This may be
in a range from 2 to 254 (192.168.1.2 — 192.168.1.254). Computers on your LAN will
have an IP address within this range then automatically assigned to them. Finally, enter
the Lease Time, which is the time the Server will set for devices using DHCP to
re-request an IP Address. Clients authorized for DHCP will be listed in the table at the
bottom of the page. Click Apply to implement information set in this table. The DHCP
Server is enabled by default.

DHCP may also be statically configured as well. This method allows the router to assign
the same IP address information to a specific computer on the network, defined by its
MAC address. This computer will get the same DHCP implemented IP address
information every time the computer is turned on and this IP address will be specific to
that computer’s IP address on the local network. No other computer can be assigned
this address. This is useful for computers on the LAN that are hosting applications such
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as HTTP or FTP. First, the user must enable the Static DHCP function by clicking the
corresponding Enabled radio button. Next the user must enter the host name and the IP
address for that computer by entering the last numbers into the space provided in the IP
Address field. Next, the user is to enter the MAC address of the computer into the
space provided. Click Apply to implement these static settings. The DHCP Client field
will allow users to Clone the settings from their computer that were learned from the
DHCP server. Simply use the pull down menu to select the MAC address of the
computer to be cloned and then click the Clone button. The settings from this computer
will be implemented in the Static DHCP configuration area. Click Apply to implement
these static settings. The lower portion of the window contains the Static DHCP
Configuration List. Click on the [4 icon to edit an entry and on the  icon to delete an
entry.
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Home > Proxy DNS

DVG-1402S
VolP Router

Home Advanced Tool_s' q Etalus Help A

Proxy DNS Configuration

e ——
Y Wizard State
Proxy DNS IP Address b Jlo | | ]

Apply Cancel Help

) DHCP

LE

Proxy DNS

State Use this drop down menu to enable or disable the Proxy DNS.
Proxy DNS IP Address Enter the IP Address of the Proxy DNS.
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Building Networks for Paople

Virtual Server

' Filters

* Firewall

' Routing

==

Advanced > Virtual Server

BT Advanced

| Tools

DVG-1402S
VolP Router

Status Help

Wirtual Server is used to allow Internet users access to LAN services.

(O Enabled @ Disabled

Marne

Private [P
Protocol Type
Public Paort

Private Fort

State Mame
Server FTP
Server HTTP
Server HTTPS
Server DMS
Server STP
Server POP3

Server Telnet

EEEEEEEEEE

|Ser\.rer FTP

I ’ Clear ]

51k

.o ]s ]

R

|21

|21

Private IF

nono

nono

nono

noono

nono

nono

nono

nono

nono

nono

9 OO

Apply Cancel Help

Protocal Type Edit  Delete
21421 4
g0/a0 & W
4430443 4 Wi
s3/53 R
25f25 )
110/110 @ W
23/23 & i
ofo ER |
of o W
ofo B W

To view the following window, click on the Advanced tab at the top of the window and
then click the Virtual Server button to the left. The Virtual Server will allow remote
users access to various services outside of their LAN through a public IP address, such
as FTP (File Transfer Protocol) or HTTPS (Secure Web). After configuring the Router
for these features, the Router will redirect these external services to an appropriate
server on the user’s LAN.
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These external services may be modified by clicking its corresponding edit icon, or they
may be deleted by clicking the corresponding delete icon. Though there are seven fields
available to configure the Virtual Server, in most cases, only the IP address of the
Virtual Server will be needed for implementation. To enable an already existing Virtual
Server, click its corresponding edit button, configure the appropriate fields listed below
and set the Status fields to Enabled by clicking the radio button. To configure other
virtual servers for the Router, configure the following fields and click Apply.

Index

Private IP
Protocol Type

Start/End Global Port

Start/End Local Port

This is an index number used to identify the Virtual Server
entry.

Enter the IP address of the Virtual Server.

The protocol type used for the Virtual Server. The user may
select TCP, UDP or Both, depending on the type of Virtual
Server implemented.

Enter a range of ports on the device on the WAN side of the
network that will be accessing the Virtual Server currently being
configured. Commonly, this range of ports is identical to the
local range of ports. Existing Virtual Servers may already have
their well-known port ranges listed but this may need to be
changed in certain circumstances.

Enter the range of ports of the Virtual Server's computer.
Existing Virtual Servers may already have their well-known port
ranges listed but this may need to be changed in certain
circumstances.
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Advanced > Filters

DVG-1402S
VolP Router

" Home INCTVIR Tools  Status Help

Filter
ﬁ Filters are used to allow or deny LAMN users fram accessing the Internet.
VMirtual Server

@ IP Filter © MAC Filter

Filters IP Filters

: Use IP Filters to deny LAM P addresses access to the Internet.
State (O Enabled @ Disabled

s Protocol [_UEP v

— Proge 0 | Jfo ] -k Jfo ] 10 |
Port Range |D ||D |

Schedule

Days [] evary day [ sun O Mon [ Tue [ wed
O Thu OFi O Sat

Times @ 24Hours O From |UU v||UU "||AM v|

To |00 v|o0 v|[am ]

9 90

Apply Cancel Help

State Source IP Range  Port Range Protocol
O oooo-0000 0-0 upP [ i
O  oooo-0000 0-0 DR [4 i
O oooo-0000 0-0 upP [ i
O  oooo-0000 0-0 DR [4 i
O ooo0-0000 0-0 upe EX]

Packet filtering is a basic security measure that should be used on any network that is
exposed to a security risk. A packet filter system examines data packets and scrutinizes
them in order to control network access. Filtering rules determine whether packets are
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passed through the Router from either side of the gateway. The rules are created and
controlled by the network administrator and can be precisely defined. These rules are
used to block access to the LAN from outside the network and/or to deny access to the
WAN from within the network. The Router uses filtering rules to examine data packet
headers for specific information. Packets passing through the Router that do not meet
the criteria specified by the rule set are dropped.

Effective implementation of packet filtering requires detailed knowledge of network
services and communication protocols. An overly complicated filtering scheme can
adversely affect the Router’s performance, while an inadequate set of rules may
needlessly compromise security.

This Router has two fields to configure for filtering which are IP Filters and MAC Filters.

Advanced > Filters > IP Filters

This window will aid
the use in configuring
filters for IP
addresses. This will
deny specified LAN

DVG-1402S8
VoIP Router

-ImiAidvunced Tools Status Help |

Building Metworks for People

IP addresses or F\Ile‘r; are used to allow or deny LAN users from accessing the Intemnet
specific ports @ IF Filter O MAC Filter
associated with these [I]
LAN IP addl’eSS .I:rom Use IP Filters to deny LAN IP addresses access to the Intemnet
accessing the Rule 1
Internet. Well known : Sl B S
ports have already R Pancol  [upe %]
———

been previously set prsige B E TE LE ] -l LT 1k
in the IP Filters List p—— oo B o
and can be modified

Schedule
Misc.

i

by CI|Ck|ng thell‘ Days [ every day O Sun [ Mon [ Tue [ Wed
corresponding edit 0w OFn Osa
ICOn, and S|mp|e Timas @ 24Hours OFror |00 v 00 VAMV
adding an IP address To |00 89|00 ]| A &5
to the configuration. _

@ 00

Apply Cancel Help

g
=
T

Source IP Range  Port Range Protocol

O gooo-0000 0-0 [ E}]
O aooo-0000 0-0 uoP E}]
D 0000-0000 o-0 LDF .ﬁrli
O gooo-0000 0-0 e E}]
O  aoo0o-0000 0-0 uoP E}]

To access this screen, click the Advanced tab along the top of the configuration window
and then the Filters tab to the left hand side.
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Protocol The protocol associated with this IP filter. The user may choose
between TCP, UDP or Both.

IP Address An IP address or range of IP addresses that will be denied
access to the Internet.

Subnet Mask The subnet mask that corresponds to the IP address above.

Start Port/End Port A port or range of ports that will be denied access to the
Internet. If no port is entered, all ports in this IP range will be
denied access to the Internet.

Advanced > Filters > MAC Filters

All computers are
uniquely identified by their
MAC (Media Access
Control) address. The
following window will allow -
users tO deny com puteI’S NIl Sarvar Filters are used to allow or deny LAM users from accessing the Internet
access to the Internet or © 1P Fiker © MAG Filter

only allow certain
computers access to the
Internet, based on their

DVG-1402S
VelP Router

AT Advanced EPTE Status Help

Use MAC Filters to deny LAN MAC addresses access to the Internet.

' Firewall
Index 1

[ofofald

MAC address. To access [e— MaG Address (00 |-[o0 |-[oo |- [o0 |- (oo |-[oo |
thIS screen, C”Ck the State (O Enabled (& Disabled
Advanced tab along the Y Q@ OO0
top of the configuration Apply Caneet Help
window, then the Filters T misc. _
tab tO the |eft hand S|de State Index MAC Address Edit  Delete
and finally click the o, -
. . | 2 ooonononooon (4 il
corresponding radio B o wmmmnn F [
button for MAC Filters. o« wwommmwn 4 [
F s ooononononol (4 il
o s oeoeonomonon (4 il
Index A number used to identify this MAC address filter setting.
MAC Address Enter the MAC address to be filtered.
State This field allows you to enable or disable this MAC address

filter setting.
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Advanced > Firewall
D-Link

Building Netwarks for People

This Router comes equipped
with a firewall. The Firewall
configuration screen allows
the Router to enforce specific
predefined policies intended
to protect against certain @ EEEEE
common types of attacks. To g

' Filters

DVG-1402S
VolP Router

m_{dvunced Tools Status Help |

Firewall Rules can be used to allow or deny trafiic from YWAN passing through the DVG-
14025

Rule 1

[y

configure the Router’s firewall, siste OFnsbled - © Disabled
click the Advanced tab at the Firewall S -
top of the screen and then the — o R
Firewall tab to the left. G 1 fanae ' ' '

Port Range lo 40

NAT Schedule
Days [ every day [0 Sun O Mon [ Tue [ Wed
O Th OFi O Sat
Tirnes @ 24Hours OFrom |00 ¥ 00 “"j”‘M b

To |00 (00 ¥][am 1~

® 00

Apply Cancel Help

w

tate  Source IP Range Port Range Action  Protocol

O oooo-0000 0-0 Pass  UDP [ER |
[0 oo00-0000 00 Pess  LDP [ER |
O oooo-0000 0-0 pass  UDP [ER |
Pass or Block Select the action you want the filter to take when it finds a
packet that meets the criteria entered below.
Protocol The protocol associated with this IP filter. The user may choose
between TCP, UDP or Both.
Source Enter the IP address or range of IP addresses that you wish to

block or allow to pass through the router. The Source may be
identified on the LAN side, the WAN side or both by using the
pull-down menu for the Interface heading.

Destination Enter the IP address or range of IP addresses that you wish to
deny or allow access to the Internet. The Destination may be
identified on the LAN side, the WAN side or Both by using the
pull-down menu for the Interface heading. The type of protocol
may also be chosen by using the pull-down menu. The user
may choose between TCP, UDP, ICMP or (*) Any. The user
may also select a range of ports of the destination IP addresses
by entering the range under the Port Range heading.

Subnet Mask The subnet mask that corresponds to the IP address above.
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Advanced > RIP

RIP — Routing DVG-14025S
Inforr.n.ation Protocol — VoIP Router
specifies how routers ,
exchange information. 8——“; [ Home JFYVURYER Tools Status____ Help
With RIP, routers : =
R Static Route @ RIP Configuration
occasionally exchange o Contion i
entire routing tables. ity SR W e i
You can select RIPv1 or VAN ©RIPAORIP2 S0n ©0f
RIPv2 by clicking the Q00
radio button under the Apply Cancel Help
Version heading, and
then select On or Off by
clicking the radio button j
under the State heading.
LAN RIPv1 Select RIPv1 or RIPv2 for use by the router on your LAN.
LAN RIPv2 Select RIPv1 or RIPv2 for use by the router on your LAN.
WAN RIPv1 Select RIPv1 or RIPv2 for use by the router on the WAN.
WAN RIPv2 Select RIPv1 or RIPv2 for use by the router on the WAN.
State Select On or Off to enable or disable RIP on either the LAN or the

WAN
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The Routing table, shown to
the right, allows you to enter

static routes between

computers on both the WAN
(Internet) and your LAN.

IP Address
Subnet Mask
Gateway
Interface

Metric

State

Advanced > Routing
D-Link

Building Networks for People

DVG-1402S
VolP Router

. | ST Advanced [EPTS Status Help
- © Setc Raue O RIP Confguraton
fpniegs iu L 7‘ EU’*! "Uﬁi
Subnet Mask o Jfo 1 ] ]
—— A 1 LI - L
Sateway L 1p 1B JE]
- ME]
Metric o |
State Disabled
—
3 NAT
990
]
Aoy Cancel Helo
State i 1P address SO Gatemay Interface Metio  Edit  Delete
O 1 0000 0000 0000 WM 0 &
O 2 0000 0000 0000 WM 0 4
(] 3 0000 0000 0000  WAN 0 ERR |
O 4 0000 0000 0000 WAN O ER |
O 5 0000 0000 0000 WAN O & f
O & 0000 0000 0000 WM 0 4
(] 7 0000 0000 0000  WAN 0 ERR |
(] g 0000 0000 0000 WM 0 ER |

Enter the IP Address of the subnet or device where packets are
to be routed.

Enter the subnet mask corresponding to the IP address entered
above.

Enter the IP address of the gateway used for packets that are
to be routed to the IP address entered above.

Select the WAN (Internet) or LAN interface.

Enter the number of hops (the number of routers) that packets
will be allowed to cross when being routed to the IP address
entered above.

Use this drop-down menu to Enable or Disable this route.
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Advanced > NAT > NAT Configuration

Network Address
Translation (NAT) is a
method by which the
router translates
between the IP address
your ISP assigns to your
account and the IP
addresses assigned to
the PCs on your LAN.

DVG-1402S
VolP Router

[ Home MTCUTUBR Tools  Status  Help

NAT Configuration:
Y — (& MAT Configuration & Dynamic NAT O Static NAT
Virtual Server

[~ |
Ll

NAT Intedface IP Address 192.168.15.1
*  Filters MAT Interface Metmask 2552662550

NAT Function
—— {
* Firewall a a 0

Apply Cancel Help

*  Routing

NAT

—_——

4 Misc.

NAT Interface IP Address This field displays the current IP address of the LAN side of

NAT Interface Netmask

NAT Function

the router. All IP address that are translated by the router
will be in the same range as this IP address.

This field displays the subnet mask corresponding to the IP
address displayed above.

Use this pull-down menu to enable or disable NAT on the
router.
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Advanced > NAT > Dynamic NAT
D-Link

Network Address

. . Building Networks for People DVG'1 4ozs

Translation (NAT) is a ) VolP Router
method by which the : .
router translates b m Advanced I[IE Status Help
between the IP address NAT Configuration:
your ISP ass'gns tO © NAT Caonfiguration © Dynamic NAT & Static NAT
your account and the : OFnabled © Disabled
IP addresses assigned 'Ldl " fil 15

ocal ress LD_ E LD_ _D_
E)AthTPhCeSDOyr;];?nulg Global IP Address P 1 ]l ]l ]
NAT entries are ‘ 9 90
displayed below the Apply Cancet Help
Dynamic NAT HAL State Index Local IP Address @lobal IP Address Edit Delete
Conﬁguration f|e|dS . 0000 0000 4 il
To edit or delete an o = 5 ¥
entry, find it on the list < I = = s ¥
and click either the edit O s 0000 0000 E] fil
or delete icon. I B ti
Index This is an index number used to identify this NAT table entry.
Global IP Start/End Enter the range of IP addresses that will be assigned to your

Internet account by your ISP.

Local IP Start/End Enter the range of IP addresses that you will assign to PCs on

your LAN.
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Advanced > NAT > Static NAT

Network Address DVG-1402S
Translation (N_AT) is a VolIP Router
method by which the router _ _ )
translates between the IP 6:::: [ Home BYICL VIR Tools Status Help
address your ISP assigns NAT Configuration:
tO your account and the IP O NAT Configuration & Dynamic NAT O Static NAT
addresses assigned to the AR e B
PCs on your LAN. ten ;
e A CEn A A
Glabal IP End e ]l ]l ] ]
leaest o |l 1l b |
Local IP End L Tl Jp ] ]
NAT
@ Q0O
Apply Cancel Help
|;|E 1 0000 0000 0000 0000 ER |
| 2 0000 0000 0000 0000 ER]
o s 0000 0000 0000 0000 ER
Index This is an index number that will be used to identify this NAT
table entry.
Local IP Address Enter the IP address of the PC on your LAN.
Global IP Address Enter the IP address assigned to your Internet account by your
ISP.
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Tools > Admin

D-Link

Building Networks for People

DVG-1402S
VolP Router

At this page, the DVG-1402S
administrator can change the i
system password. There are = LGN Stotus___ticlp_|
two accounts that can tor Seting
access the Broadband web

Router’'s Web-Management - | T ' © 00
interface. They are admin
and user. Admin has

read/write access while user T oesdWEE oA, | @ Coaid 1@D el

Admin

[E— Apply Cancel Help
Firmware

LR f

has read-only access. User Q080
i 1 Time Apply Cancel Help
can only view the settings
but Cannot make any e Adrrinisttator (The Lngm‘Name is i)
Old Password|
changes. wowpessiod [sasses |
Confirm Password eesse
@ Q0O
Apply Cancel Help
Web Port Number The port number used to access the Broadband Router. The

default port number for web management is 80.

WAN Access Control ~ WAN access control allows remote management via the DI-624
to be configured from the Internet by a web browser. A
username and password are still required to access the
Web-Management interface. In general, only a member of your
network can browse the built-in web pages to perform
Administrator tasks. This feature enables you to perform
Administrator tasks from the remote (Internet) host. Click the
radio button to Enabled to activate this feature.

Administrator Enter the password, admin, here and the same password in the

Password Confirm Password field. This will be the password that the
administrator will use to gain access to the configuration menu
of the device. There is no default password for this device.
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R e
' Admin

D-Link

Building Networks for People

Tools > System

DVG-1402S
VolP Router

Tools Status___ Help

Backup configuration file

Firmware

a
F Time

[RSS—

pu—
==
p——
—
—

S (_eackup ]

Restors Configuration File

[ — -

Restore To Factory Default Settings

Reboot [ Reset to Factory Default Settings |

Help

Backup

Restore Configuration
File

Restore Factory
Default Settings

Click Backup to backup the configuration file to your local hard
drive.

To restore the configuration file click on Browse to search the
local hard drive and locate the configuration file to be used for
the configuration restoration. Once the file has been located,
click Open in the browser window and then Upload on the
System window.

Click Reset Factory Default Settings to restore the factory
default settings.
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Tools > Firmware

D-Link

Building Networks for People

DVG-1402S
VolIP Router

[_tHome _ AdvanceE SV Status___ Help |

iguration
e
Software Update Made & TFTP Server Address
—_—
Syom Software Updats Mode TFTP
TFTP Server Address o o Jo o
Last TETP Server Address 0000
Firmware
Update Firmware
—
™ snup Pr———
P
Time
Last Update Status
P—
290
Apply Cancel Help

You can update both the software and firmware of the Router. Please check the
D-Link Support site for firmware updates at http:/support.dlink.com. You can download
firmware upgrades to your hard drive from the D-Link support site.

Software Update Enter the TFTP server address.
Firmware Update Click Enabled to begin the firmware update.
File Name Enter the firmware file name and DOS path in this field. For

example, C:\firmware.had
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Tools > SNMP

This menu can be accessed D-Link TR TR

directly by clicking on the e VoIP Router

SNMP button or hyperlink in : —
the Tools setup menu. Simple %_/‘ ]
Network Management

Protocol (SNMP) is an OSI SNMP [P Management Address

Layer 7 Application designed IPasress b1k 1B 1b ]
specifically for managing and e R TR

monitoring network devices. SHMP Authentication | Disabled v

SNMP enables network | s | |1 T g R A O e
management stations to read TapCammutjiiana |

and modify the settings of Q200
gateways, routers, switches, Aomty Cancel Help

and other network devices.

Use SNMP to configure system features for proper operation, performance monitoring,
and detection of potential problems in the Router or network.

The SNMP |IP Management Address is the address of the PC
running the SNMP software from the DVG-1402S device. A
defined set of variables (managed objects) is maintained by the
SNMP agent and used to manage the device. Enter the IP
address of PC that you want to use to manage the network.
You may also enter a backup address of another PC that can
manage the network.

SNMP IP
Management Address

Traps are messages that alert network personnel of events that
occur on the Switch. The events can be as serious as a reboot
(someone accidentally turned OFF the Switch), or less serious
like a port status change. The Router generates traps and
sends them to the trap management server. Typical traps
include trap messages for Authentication Failure, Topology
Change and Broadcast/Multicast Storms. Use the pull-down
menu to enable or disable the SNMP on the device. Enter the
Trap Manager IP and Trap Community Name of the trap
management server.

SNMP Trap
Management
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Tools > Time

D-Link

Building Networks for People

DVG-1402S
VolP Router

[__Home _ Advancedilll (VRN Status ___Help |

NTP Configuration

The system time is the time
used by the DVG-1402S for
scheduling services. You
can manually set the time,
connect to a NTP (network

Admin

time protocol) server or P S Time Zone
synchronize the t|me on the NTP Tirme(tem:s médfy) Time Kot Ready

. ' Firmware
router with your PC. If an 9 Q0

NTP server is set, you will T shmp Apply Cancel Help
only need to set the time
zone (in the set up wizard).

Time

—
' Reboot

[ EEEEf
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Status > Device Info

This page displays the
current information for the
DVG-1402S. It will display
the LAN, WAN, Disk
Information statistics.

This window will show the
DVG-1402S’s working
status:

D-Link

Building Networks for People

Device Info

P Diagnostics DSP Yersion 01180
3IP Version 103
Current hlode Router
WWAN
IP Address 0000
Subnet Mask 0000
Default Gateway 1041254

JR—
' Stas

Home  Advanced  Tools Status D

Device Type
MAC Address

Boot PROM Yersion
Firrrware Version

LAN

LAN MAC Address
IP Adresss

Subnet Mask

DVG-1402S

VolP Router

VolP Gateway
000 3t e85 51
1.00.001
1.00.00887

0007 30458550
192.168.15.1
25526525510

i

Help

WAN

LAN

IP Address: WAN/Public IP Address

Subnet Mask: WAN/Public Subnet Mask

Default Gateway: WAN/Public Gateway IP Address

LAN MAC Address: MAC address of the DVG-1402S

IP Address: LAN/Private IP Address of the DVG-1402S
Subnet Mask: LAN/Private Subnet Mask of the DVG-1402S
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Status > Stats

DA

Building Networks for People

DVG-1402S
VolP Router

Home  Advanced  Tools Status m

]
Trafiic Statistics display Receive and Transmit packets passing through the Divi3-14025.

WWAN Receive Transtmit

packets 0 packets 17
T Diagnostics bytes 0 bytes 1020
NonUcastPackets 0 NonUcastPackets 17
DiscardPackets 0 DiscardPackets 0
FrameToolong 0 HeartbeatErrors 0
NonlignedErrors 0 LateCollision 0
CollisionErrors 0 RetransmissionLimit 0
ShortFrames 0 UnderrunPackets 0
CRCErrors 0 CarrierSenseLost 0
OverrunPackets 0
Phane Port Statistics
Phone Port 1 2
Channel 1 3 2 4
RxVoicePackets 0 0 0 0
RxMinJitter 0 0 0 0
FAxMaxlitter 0 0 0 0
AxATPAvgJitter 0 0 0 0
AxDTMFPackets 0 0 0 0
TxVoicePackets 0 0 0 0
TxGrantReSyncCount 0 0 0 0
TxDTMFPackets 0 0 0 0
MicroOverflowCount 0 0 0 0
PkisLostByNetwork 0 0 0 0
TxHoldDropCount 0 0 0 0
RAxHoldDropCount 0 0 0 0

The Broadband Router keeps a running log of events and activities occurring on the
Router. If the device is rebooted, the logs are automatically cleared. You may save the log
files under Log Settings.The screen above displays the Traffic Statistics. Here you can
view the amount of packets that pass through the DVG-1402S on both the WAN and the
LAN ports. The traffic counter will reset if the device is rebooted or can be reset by
clicking the Reset button. To refresh current statistics, click the Refresh button.
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Status > Diagnostics

DVG-1402S

Building Networks for People

VolP Router
Home  Advanced  Tools Status m
Diagnostics
o —
Device Info & provides for ping diagnostics 1o the LAN to help with IP conneci tivity

This
problems.

Pm— Ping Target 0 El El o

F Stats
Diagnostics :

Help

Ping Result

0k

The Diagnostics window allows users to test the functionality of the router by executing

a ping test. Enter the IP address of the Ping Target and then click Test.
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Help

Home Advanced

DVG-1402S
VolP Router

Tools ! Status

Help |

Home
o Wizard
o WAN
o LAN
 DHCP

Advanced
o Virual Server
o Filters
o Firewall
. R
+ Routing
. ValP
o MNAT
o Misc

Tools
o Admin
« System
o Firmware
o SNMP
o Time
o Rebost

Status
o Daiice Info
* Stats
o Diagnostics

The Help tab will give basic information referring to various screens locted in the Router.
To view a specific section, click on its hyperlinked name. A new window of information

will appear.
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Technical Specifications

Standards
® |EEE 802.3
® |EEE 802.3u
VPN Pass Through/ Multi-Sessions

m PPTP
m |2TP
B | PSec

Device Management

B Web-Based- Internet Explorer v6 or later; Netscape Navigator v6 or
later; or other Java-enabled browsers

B DHCP Server and Client
Advanced Firewall Features

NAT with VPN Passthrough (Network Address Translation)
MAC Filtering

IP Filtering

URL Filtering

Domain Blocking

B Scheduling

Operating Temperature
B 32°Fto 131 °F (0°C to 55°C)
Humidity:

B 95% maximum (non-condensing)

Safety and Emissions:
B FCC
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Technical Specifications

LEDs:
m  Power
®  WAN
®  LAN(10/100)
®  Phone
B Status
Physical
Dimensions:
B L =7.56inches (192mm)
B W =4.65inches (118mm)
B  H=1.22inches (31 mm)
Power Input:
m  Ext. Power Supply DC 12V, 1.5A
B Weight: 10.8 oz. (0.3kg)
Warranty:
® 3 year (depends on D-Link global warranty policy)
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States
and within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our

website, or by phone.

Tech Support for customers within the United States:

D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week
D-Link Technical Support over the Internet:

http://support.dlink.com

email:support@dlink.com

Tech Support for customers within Canada:

D-Link Technical Support over the Telephone:

(800) 361-5265
Monday to Friday 7:30am to 12:00 am EST

D-Link Technical Support over the Internet:
http://support.dlink.ca

email:support@dlink.ca

~

D-Link
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