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An Overview of RADIUS on the IMG 
Topic Location: Product Description > RADIUS 
 
Overview 
The IMG uses Remote Authentication Dial In User Service (RADIUS) for streaming 
the Call Detail Records (CDR). The implementation is compliant with RFC 2865 and 
RFC 2866. The RADIUS messages are sent to external RADIUS servers. The IMG 
RADIUS interface generates an ACCESS, a START & a STOP Request for the inbound 
leg and a START & STOP Request for the outbound leg of the call, as well as data 
associated with the INVITE, the 200 OK, the BYE and the CANCEL methods for those 
legs utilizing a SIP protocol.  
 
Specifications 
The IMG implementation of RADIUS is based on the following RADIUS RFCs: 
RFC 2865 - Remote Authentication Dial-In User Service (RADIUS)   
RFC 2866 - RADIUS Accounting   
 
Formats 
The IMG supports the Dialogic RADIUS formats, which Includes some attributes 
defined by RFC 2865 and RFC 2866, as well as Dialogic Vendor Specific Attributes 
(VSA). 
 
Scenarios 
The IMG supports RADIUS Authentication and Accounting. Users have the option of 
using one of the following scenarios: 
 
Authentication and Accounting 
In this case an Authentication Server and an Accounting Server are both assigned to 
the RADIUS client on the IMG. 
Accounting only 
In this case only an Accounting Server is assigned to the RADIUS client on the IMG. 
Authentication only 
In this case only an Authentication Server is assigned to the RADIUS client on the 
IMG. 

 
See RADIUS Scenarios for more details. 
 
As per RFC 2865 and RFC 2866, the IMG by default uses port 1812 for 
Authentication and port 1813 for Accounting. However, these ports are also 
configurable through the ClientView GUI. When implementing Authentication and 
Accounting, both processes can be either on the same or separate servers.  
 
The RADIUS attributes and VSA’s included in the messages will vary based on the 
following: 

 Protocol Used 
 What leg of the call the protocol is used 
 Whether it is a TDM protocol (SS7 or ISDN) or IP protocol (SIP or H.323). 

 
The User name and Password values configured for the Authentication Server used 
will be included in the user name and password attributes in the Access Request 
message sent from the IMG.  
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RADIUS Server Redundancy 

The IMG supports an Active/Standby redundancy scheme. Redundancy logic is 
independent for Authentication and Accounting Servers. When configuring RADIUS 
servers they may get created with an initial priority preference. The IMG will begin 
using the Active Server(s) and switchover to a Standby server after detecting a 
communication failure to the currently Active server. Once the switchover occurs all 
future Radius messages will flow to the new Active server until a failure occurs on 
this server. If an error is detected in trying to send a Radius message to this new 
Active server, the IMG will attempt to switch back to the initial Active server. This 
behaviour is repeated, until a working server is detected. If the IMG fails to connect 
to a RADIUS Server an alarm will be sent. You can monitor alarms using EventView. 
 
Typically when a RADIUS message needs to be sent to a server it is assembled and 
passed to the OS for transport to the active server. These servers are configured to 
send the message wait 2 seconds and then retry sending the message an additional 
3 times. Therefor a RADIUS message will be sent a total of 4 times at 2 second 
intervals. Once the message has been sent 4 times with no success a switchover to 
the next server will occur. The switchover behaviour is coupled to the message type. 
Therefore an Accounting Server switchover is independent of an Authentication 
Server switchover. 
 
Under typical call load it will take a while for the switchover to complete since the 
IMG may have many RADIUS messages queued up to the failed server. Each of these 
messages must fail and be retried on the newly active server following notification of 
the send failure.  
 
NOTE: A negative response does not constitute a server failure. 
 
Supported Packet Types 

Access-Request 
Sent to a RADIUS server - conveys information used to determine whether a user is 
allowed access to a specific NAS, and any special services requested for that user. 
Access-Accept 
Sent by the RADIUS server - provides specific configuration information necessary to 
begin delivery of service to the user. 
Access-Reject 
Sent by the RADIUS Server if any value of the received Attributes is not acceptable 
Accounting-start 
Describes the type of service being delivered and the user to whom it is being 
delivered at the start of service delivery 
Accounting-stop 
Describes the type of service that was delivered and some optional statistics, such as 
elapsed time, input and output octets, and input and output packets. 
 
RADIUS Server Debug Mode 

You can configure your RADIUS Client in Debug Mode so that calls will be completed 
whether the RADIUS server is active or not. The IMG will not require authentication 
for the RADIUS server to complete a call and no billing information will be logged. 
You enable RADIUS Debug Mode using the RADIUS Client screen. 
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RADIUS Server Failure Alarm 

The IMG provides automatic alarming notification to IMG users when a Radius Server 
has changed states and can no longer be accessed. The alarm, reported in 
EventView, will include the RADIUS Server Type (Access, Accounting), the Server ID, 
the mode of the Radius Server (normal, debug), the state of the Radius Server and 
the IP address.  
 
 

 
 
 
 
Related Topics 
Basic RADIUS Call Flow 
Generic RADIUS Attributes 
Cantata RADIUS VSAs 
RADIUS Call Flow: SS7 to H.323 
RADIUS CDR Example: SIP-to-ISDN 
Configuring Billing and Authentication 
 
 



 

5 

RADIUS Scenarios 
Topic Location: Product Description > RADIUS 
 

The IMG supports RADIUS Authentication and Accounting. IMG customer has the 
option of using one of the following scenarios: 

 

Authentication and Accounting 
In this case an Authentication Server and an Accounting Server are both assigned 
to the RADIUS client on the IMG. 

 
 
Accounting only 

In this case only an Accounting Server is assigned to the RADIUS client on the 
IMG. 
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Authentication only 

In this case only an Authentication Server is assigned to the RADIUS client on the 
IMG. 
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Generic RADIUS Attributes 
Topic Location: Product Description > RADIUS 
 
RADIUS Attributes carry the specific authentication, authorization, information and 
configuration details for the request and reply. Some Attributes may be included 
more than once. 
 
 
IETF 
Attribute # 

Attribute 
Name 

Values Example Description 

1 User-Name String 50886230002 Account number or calling party 
number 

2 User-Password String dialogic 16 octets user password 

4 NAS-IP-
Address 

String 192.168.0.100 IP Address of the requesting IMG 

5 NAS-Port Numeric (4 
octets) 

1812 The Physical Port Number of the 
NAS (Network Access Server) 
that is authenticating the user. 

6 Service-
Type 

Numeric (4 
octets) 

Login-User The Type of Service the user has 
requested, or the type of service 
to be provided 

14 Login-IP-Host Numeric 
 Values 

192.168.0.100  

29 Termination-
Action 

Numeric (4 
octets 
Values 

RADIUS-
Request 

0 Default  1  RADIUS-Request 
 

30 Called-
Station-Id 

String 
The String 
field is one 
or more 
octets, 
containing 
the phone 
number 
that the 
user's call 
came in 
on. 

50886230002 This Attribute allows the NAS to 
send in the Access-Request 
packet the phone number that 
the user called, using Dialed 
Number Identification (DNIS) or 
similar technology.   
Note that this may be different 
from the phone number the call 
comes in on.  It is only used in 
Access-Request packets. 

31 
 

Calling-
Station-Id 
 

String 
The String 
field is one 
or more 
octets, 
containing 
the phone 
number 
that the 
user placed 
the call 
from. 

50886230002 
 

This Attribute allows the NAS to 
send in the Access-Request 
packet the phone number that 
the call came from, using 
Automatic Number Identification 
(ANI) or similar technology.  It is 
only used in Access-Request 
packets. 

32 NAS-Identifier String 
The String 
field is one 
or more 
octets, and 
should be 
unique to 
the NAS 
within the 
scope of 
the 

 This Attribute contains a string 
identifying the NAS originating 
the Access-Request.  It is only 
used in Access-Request packets. 
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RADIUS 
server.  For 
example, a 
fully 
qualified 
domain 
name 
would be 
suitable as 
a NAS-
Identifier. 

40 Acct-Status-
Type 

Numeric (4 
octets) 
Values 

Start Indicates whether this 
Accounting-Request marks the 
beginning of the user service 
(Start) or the end (Stop). 

41 Acct-Delay-
Time 

Numeric (4 
octets) 

0 This attribute indicates how 
many seconds the client has 
been trying to send this record 
for, and can be subtracted from 
the time of arrival on the server 
to find the approximate time of 
the event generating this 
Accounting-Request.  (Network 
transit time is ignored.) 

42 Acct-Input-
Octets 

Numeric (4 
octets) 

1 Indicates how many octets have 
been received from      the port 
over the course of this service 
being provided, and can only be 
present in Accounting-Request 
records where the Acct-Status-
Type is set to Stop. 

43 Acct-Output-
Octets 

Numeric (4 
octets) 
 

1 indicates how many octets have 
been sent to the port in the 
course of delivering this service, 
and can only be present in 
Accounting-Request records 
where the Acct-Status-Type is 
set to Stop. 

44 Acct-Session-
ID 

String 
The String 
field 
SHOULD be 
a string of 
UTF-8 
encoded 
10646 [7] 
characters. 

00201c0405b90
09000 
3500001000129
e48b99e 

This attribute is a unique 
Accounting ID to make it easy to 
match start and stop records in a 
log file. 

46 Acct-Output-
Octets 

Numeric (4 
octets) 

10 This attribute indicates how 
many seconds the user has 
received service for, and can 
only be present in Accounting-
Request records where the Acct-
Status-Type is set to Stop. 

47 Acct-Input-
Packets 

Numeric (4 
octets) 

1 This attribute indicates how 
many packets have been 
received from the port over the 
course of this service being 
provided to a Framed User, and 
can only be present in 
Accounting-Request records 
where the Acct-Status-Type is 
set to Stop. 
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48 Acct-Output-
Packets 

Numeric (4 
octets) 
 

0 This attribute indicates how 
many packets have been sent to 
the port in the course of 
delivering this service to a 
Framed User, and can only be 
present in Accounting-Request 
records where the     Acct-
Status-Type is set to Stop. 

49 Acct-
Terminate-
Cause 

Values 
 

NAS-Request This attribute indicates how the 
session was terminated, and can 
only be present in Accounting-
Request records where the Acct-
Status-Type is set to Stop. 

60 Chap-
Challenge 

String 
The String 
field 
contains 
the CHAP 
Challenge. 

 This Attribute contains the CHAP 
Challenge sent by the NAS to a 
PPP Challenge-Handshake 
Authentication Protocol (CHAP) 
user.  It is only used in Access-
Request packets.  

61 NAS-Port-Type Values 
 

Ethernet This Attribute indicates the type 
of the physical port of the NAS 
which is authenticating the user. 
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RADIUS Call Flow: SS7 to SIP 
Topic Location: Product Description > RADIUS 
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RADIUS Call Flow: SS7 to H.323 - Release from SS7 
Topic Location: Product Description > RADIUS 
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Incomplete Call Behavior 
Topic Location: Product Description > RADIUS 
 
This section outlines the behavior of the IMG gateway in case of the most common 
incomplete calls. 

 User Busy 
 No Answer from User 
 No Circuit/Channel Available 
 Unallocated Number 
 H.323 Release Reason 
 H.323 non-Fast-Start 
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Configuring RADIUS 
Topic Location: Configuration > RADIUS 
 
You can configure a total of 256 RADIUS servers. 
Before You Begin 
Make sure you have moved the RADIUS dictionary files (dictionary and 
dictionary.cantata) to your RADIUS installation folder. The files are located in the 
following directory: /opt/cantata (dialogic)/common/Radius  
 

Task Summary 

1. Configuring a RADIUS Authentication Server 
2. Configuring a RADIUS Accounting Server 
3. Configuring a RADIUS Client 

 
Configuring a RADIUS Authentication Server (Optional) 
The IMG only verifies if authentication is accepted or rejected by the RADIUS Server; 
it does not act on any other information returned by the server. 
 
1. Right-click External Network Elements and select New Radius Servers. 

 

 
  

2. Right-click Radius Servers and select New Radius Server. 
 

 
 
The Radius Server pane appears. 
  

3. The following fields are automatically populated: 
Radius ID - the next number in sequence 
Radius Server Type - Authentication 
Radius Server Port -  field is automatically populated with 1812.  

4. Enter the IP address of the Radius Server in the Radius Server IP Address 
field. 

5. Enter the User Name and Password as configured on the Radius Server in the 
Radius Server UserName and Radius Server Password fields. 

6. Select the desired Authentication Type in the Radius Server Authentication 
Type field. 

7. Enter the Radius Server Secret configured on the Radius Server in the Radius 
Server Server Secret field. 
 
See the Radius Server pane reference for field details. 
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Configuring a RADIUS Accounting Server 

 
1. Right-click External Network Elements and select New Radius Servers. 

 

 
  

2. Right-click Radius Servers and select New Radius Server. 
 

 
 
The Radius Server pane appears. 
  

The following fields are automatically populated: 
 
Radius Server ID - the next number in sequence 
3. Select Accounting in the Radius Server Type field. 
4. In the Radius Server IP Address field, enter the IP address of the Radius 

Server. 
  

The Radius Server Port field is automatically populated with 1813.  
 
The following fields do not apply for an Accounting Server: 

Radius Server UserName 
Radius Server Password 
Radius Server Authentication Type 
Radius Server Server Secret 
 
 
See the Radius Server pane reference for field details. 
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Configuring a RADIUS Client 

1. Right-click the desired Physical IMG and select New Radius Client. 
 

 
 
The Radius Client pane appears. 

 
2. The following fields are automatically populated. Change any default values, if 

required. 
Radius Client Network Interface -  IP Address of the Physical IMG. 
Authentication Port - 1812 
Accounting Port - 1813 
Primary Authentication Server - First Authentication Server Configured 
Primary Accounting Server - First Accounting Server Configured 

 
3. Select a Secondary Authentication Server from the Secondary Authentication 

Server field, if required. 
4. Select a Secondary Accounting Server from the Secondary Accounting Server 

field, if required. 
5. To enable RADIUS Client Debug Mode, select On in the RADIUS Client Debug 

Mode field. When Debug Mode is On, calls will be completed whether the RADIUS 
server is active or not. The IMG will not require authentication from the RADIUS 
server to complete a call and no billing information will be logged.  
 
  

See the Radius Client pane reference for field details. 
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Configuring Free RADIUS using GCEMS as a RADIUS Server 
Topic Location: Configuration > RADIUS 
 
The IMG runs a RADIUS client that is configured to send CDR start & stop events to 
the RADIUS server, which can be the GCEMS Linux server or another RADIUS server. 
 
Requirements 
 GCEMS server running Linux Redhat ES 3.0, 4.0 or 5.0 with freeradius installed, 

or another server running Radius. 
 For RADIUS authentication, the username and password specified in ClientView 

for the Radius server authentication either needs to be in the /etc/raddb/users 
configuration or if using the Linux server for authentication should be added as a 
Linux user. 

 
Steps 
 To add a RADIUS user using the users file start with step 1.  
 If using a Linux username for authentication skip to step  2. 
 If not using RADIUS authentication (accounting only) skip to step 3. 
 
1. In the  freeRADIUS users file (/etc/raddb/users), replace <your_username> and 

<your_password> with the RADIUS username and password. 
 
<your_username> Auth-Type:=Local, User-
Password==<"your_password"> 
Fall-Through = No 

 
2. Verify the DEFAULT Authorization Type is REJECT. Edit the freeRadius users file 

(/etc/raddb/users) 
 
Add the following line at the end of the file, if missing 

# IF NOTHING ELSE MATCHES, REJECT USER DEFAULT Auth-Type:= 
Reject  

 
3. Modify the Detail File Rollover Interval (/etc/raddb/radiusd.conf). This is required 

for users doing load testing with high call rates. The detail files will could reach 
the max file size in less than 24 hours depending on the call rate and then calls 
will stop being processed. 

 
 a. Look for the following line around line 1030: 

# Write a detailed log of all accounting records received  
b. Look for the following line around line 1056:  

detailfile =”,  
c. at the end of this line add the %H to have the log files roll over every hour. 
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4. Add access for each IMG 

Edit the freeRadius clients.conf file (/etc/raddb/clients.conf) 
If you have multiple IMG’s, the Username should be different for each IMG. 
Shortname = Your username configured in the RADIUS users file and 
ClientView A unique username is recommended for each IMG.username 
Secret = a password that you choose for each IMG that is used in the 
ClientView RadiusServer Authentication & Accounting configuration.Key used to 
encrypt sensitive account information transmitted between the IMG and the 
RADIUS server. 
Password = Your RADIUS password configured in the RADIUS users file and 
ClientView 

client 10.129.44.240 { # IMG IP 
     secret = server_secret   

     shortname   = your_username  
    password = your_password 

} 
 
5.  Copy the Cantata VSA Dictionary file.  
 .a. Copy the dictionary.cantata file from /opt/cantata/common/radius to 
/usr/share/freeradius.  
a.b. In the /usr/share/freeradius/ folder, edit the dictionary file and add the following 
include line. 
$INCLUDE dictionary.cantata 
 
6.  Start the Radius service: 
service radiusd restart 
 
7.  Set the Radius service to restart when the system restarts: 
chkconfig radiusd on 
 
8.  In ClientView, Configure a Radius Client and Servers on the IMG. 
See Configuring Billing and Authentication. 
 
9. Verify CDR’s are being generated 
By default the files will roll over once a day. Follow the instructions in step 3 to roll 
the log files over once an hour. 
CDR's stored at: /var/log/radius/radacct/<IMG_IP>/ 
file names are: detail-YYYYMMDDHH 
detail-2005081801 
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10. Archive & delete CDR detail files.   
A copy of the following files  can be found at  /opt/cantata/IMG/radius . 
a. In the /var/log/radius/radacct folder create a script to archive files. Name the file 
“CDR” 
#!/bin/sh 
#  CDR 
#       Sample script to archive CDR's. 
#       Files are archived if more than 1 days old 
#       Files are deleted if more than 31 days old 
find /var/log/radius/radacct/*/detail* -mtime +1 -exec gzip {} \; 
find /var/log/radius/radacct/*/detail* -mtime +31 -exec rm -f {} \; 
 
b. Create a cron task to run this script. This cron task can be run hourly or daily. The 
example below will run it hourly. After creating this script restart the cron service or 
restart the server. 
In the /etc/cron.hourly folder create a file to run the script created in the previous 
step. 
#!/bin/bash 
  crontab<<EOF 
# cron.dat-cdr - cron file for CDR's 
# 
# This script restarts the CDR log files each hour.  
0 * * * * /var/log/radius/radacct/CDR 
# 
EOF 
 To e-mail this topic, click here 
Copyright © 2007 Dialogic Corporation All rights reserved. 
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Radius Client 
Topic Location: ClientView Pane Reference 
 

Overview 

Description 

This pane configures a Radius Client for a single Physical IMG. Before configuring a 
client, at least one Radius Server must be configured. 

Related Topics 

An Overview of RADIUS 
Configuring a RADIUS Client 
 

Accessing this Pane 

IMG EMS-> Logical IMG-> Physical IMG-> Radius Client 
 

 
Maximum Objects: 1 per Physical IMG 

Technical Notes 

Pane 
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Field Descriptions 

Radius Client Network Interface 
This drop-down list is populated with all of the Network Interfaces configured on this 
particular IMG. It is the responsibility of the user to make sure the interface may 
reach the particular server. If you are  
 
Authentication Port 
The port on the physical IMG that will be used to talk to the Authentication server. 
 
Accounting Port 
The port on the physical IMG that will be used to talk to the Accounting server. 
 
RADIUS Server Debug Mode 

 Off (Default) 
If Radius is configured and the RADIUS server becomes unavailable, the IMG 
will not process incoming calls.  This is most typically found when the IMG is 
used to create CDRs.  Since the absence of a RADIUS server results in un-
billable calls, the IMG has been designed to not process calls when RADIUS is 
enabled.  If this occurs the IMG will reject calls to the network with the 
following cause values: 
    ISDN - Cause 41 - Temporary failure   
    SS7 - Cause 41 - Temporary failure 
    H.323 - Cause 41 - Temporary failure 
    SIP - 503 - Service Unavailable 

 On  
When Debug Mode is On, calls will be completed whether the RADIUS server is 
active or not. The IMG will not require authentication from the RADIUS server 
to complete a call and no billing information will be logged.  
This is most typically used when using RADIUS for debugging purposes 
(tracking call failures, cause codes, etc).  You can also choose this mode if you 
wish the IMG to continue to process calls in an un-billed fashion if you prefer to 
provide free service rather than no service. 

 
Prepaid Support  

 Enable 
The IMG will act on data received in RADIUS Authentication Response 
messages that the Radius Server may send pertaining to prepaid application. 
This will allow the IMG1010 to be used in a prepaid application environment.  

 Disable (default) 
NOTE: Radius Prepaid Support Mode will be disabled if Radius Debug Mode is 
enabled. The two modes cannot be enabled at the same time. 
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RADIUS Time Format 
This setting determines the format that will be used in CDR in attributes that include 
time. 

 Legacy Format  
This is the format used before the availability of the Time Zone feature (10.3.2 
 ER6). Use this for backward compatibility if you are not using local time. 
Example: Cantata-setup-time = "TUE FEB 20 22:24:45:270 2007" 
 

 Legacy Format with timezone 
Use this format to represent local time in CDRs. 
Example: Cantata-setup-time = "WED FEB 14 12:05:54:740 2007 -0500" 
 

 RFC-2822 with optional day of week 
Use this format to represent local time with optional day of week in CDRs. 
Example: Cantata-setup-time = "Tue, 20 Feb 2007 23:31:36.553 +0000" 

 
Primary Authentication Radius Server 
The Server ID that is used as the primary Authentication Server. Drop-down list 
populated with all Radius Authentication Servers that have been configured. 
Automatically populated with the first Authentication Server configured. 
 
Secondary Authentication Radius Server 
The Server ID that is used as the secondary Authentication Server. Drop-down list 
populated with all Radius Authentication Servers that have been configured. 
 
Primary Accounting Radius Server 
The Server ID that is used as the primary Accounting Server. Drop-down list 
populated with all Radius Accounting Servers that have been configured. 
Automatically populated with the first Accounting Server configured. 
 
Secondary Accounting Radius Server 
The Server ID that is used as the secondary Authentication Server. Drop-down list 
populated with all Radius Accounting Servers that have been configured. 
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Radius Server 
Topic Location: ClientView Pane Reference 
 

Overview 

Description 

Use this pane to configure information about the Radius Servers that are in the 
network. There are two types of Radius Servers, accounting and authorization; each 
type may have a primary and secondary server. The same server may also do both 
accounting and authorization. The Servers are configured at the network level. 
Radius Client must be configured for every Physical IMG. 

Related Topics 

An Overview of RADIUS 
Configuring a RADIUS Accounting Server 
Configuring a RADIUS Authentication Server 
RADIUS Client 

Accessing this Pane 

IMG EMS->External Network Elements->Radius Servers->Radius Server 

 
Maximum Objects: 256 per EMS 

Technical Notes 

Pane 

 
 
Field Descriptions 

Radius Server Id 
Allows a unique reference to address this particular server.  

 1-255 
 
Radius Server Type 
This describes the type of server, whether it is used for authentication or for 
accounting. 

 Authentication 
This server is used to give permission for the call to continue. 

 Accounting 
This server is used for tracking billing information for the call. 
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Radius Server Data Format 

 Cantata Format 
 
Radius Server IP Address 
The IP Address of the Radius Server. 
 
Radius Server Port 
The port on the server which will accept the Radius connection. 
 
Radius Server UserName 
A Username to access this server. 
 
Radius Server Password 
The password to access this server. 
 
Radius Server Authentication Type 
This is the type of authentication the client server will use. 

 PAP: Password Authentication Protocol 
 CHAP: Challenge Handshake Authentication Protocol 

 
Radius Server Secret 
This must match the shared secret configured on the RADIUS server, otherwise 
authentication will fail. 
 
Display Table 

The table will show all the Radius Clients that have been configured. 
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Radius Servers 
Topic Location: ClientView Pane Reference 
 

Overview 

Description 

To create a Radius Server, right-click Radius Server and select New Radius Servers. 

Related Topics 

An Overview of RADIUS 
Configuring a RADIUS Accounting Server 
Configuring a RADIUS Authentication Server 

Accessing this Pane 

IMG EMS -> New External Network Elements -> New Radius Servers 

 
Maximum Objects: 1 

Pane 

This pane shows the number of each type of Radius Server that have been 
configured. 
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