D-Link

Building Networks for People

D-Link And TheGreenBow Solution

DIR-130
Broadband VPN Router
Application Note

Version 1.00
(2009-4-24)

D-Link International 1
Confidential and proprietary



D-Link

Building Networks for People

Revision History
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2009-4-24 1.0 |Phasel and Phase2 using TheGreenBow VPN Client and D-| John Yoong
Link product’s DIR-130.

1. Introduction
The objective of this document is to provide a guide describing how to configure the
devices to achieve the same environment as show at the network topology.

Users of this document are expected to already possess basic knowledge of D-Link
devices and TheGreenBow VPN program, and are familiar with how to perform basic
configurations. Only important configurations, such as those pertaining to interfacing and
integrating, will be described in this document.

For purpose of reference, configuration files for each device are available for download.

2. Audience
This document is intended for project engineers or end users that need to implement
Broadband VPN Router DIR series and TheGreenBow software at the sites.

3. Objective

This topology consist the scenarios that integrates using TheGreenBow VPN program
and D-Link Broadband VPN Router DIR-130 and demonstrate integrations and network
solutions to OBUSs, and in addition, to Partners and Customers from D-Link International.

4. List of Equipment and Software
The table below shows the devices information.

Device No. Device Name Device Model Firmware
1 TheGreenBow VPN Client Software - 4.6x
Broadband VPN Router DIR-130 1.20
D-Link International 2
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5. Network Diagram
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Note: DIR-130 Router is set to allow IPSec pass through.

It is important to note that this application note is also applicable to the following VPN
routers:

e DIR-130
e DIR-330
e DIR-730

6. Configurations

In this document, we will only describe the main configurations for this Scenario. The
configurations setting for all the D-Link products will not be described here and for more
detail about the product you can download their user guide.

6.1 TheGreenBow VPN client and D-Link Broadband VPN router
solutions (DIR-130)
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In this scenario the user can connect back to the Branch office database by using
TheGreenBow VPN client tunneling to the Broadband VPN router DIR-130.

All configurations are based on Broadband VPN router DIR-130 (F/W: 1.20 )
and TheGreenBow VPN Client Software (F/W: 4.60.0.0)

The steps in this configuration are:
o Setup DIR-130 for VPN tunneling
1. Setup VPN Setting

e Setup TheGreenBow VPN client
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1. Setup Phase 1
2. Setup Phase 2

6.1.1) Setup DIR-130 for VPN tunneling

6.1.1.1) Setup VPN Setting

Click on the “VPN Settings” and add the VPN profile “IPSec”.

SETUP ADYANCED MAINTENANCE STATUS
In

VPN SETTINGS

Use this section to create and configure your WP settings.

WPM Settings

ADD ¥PN PROFILE :

i Select a tvpe
Select A byne
IPSec - Internet Protocol Security
FFTFILZTF
S5LVPN
Enable

2) First “Enable” the VPN IPSec and follow by filling all the information as
show below according to your network environment.
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IPSEC SETTING :

Enatle

Mame @ |lareenBow

Local Met fMask : 192,1658.0,0/24
Remote IP ;. ®Remote User O Site o Site
Remote Local LAN Met fMask
Authentication © @ Pre-shared Key | 12345678

O %.500 Certificate
Local Identity
Certificates

O ®auTH

Server mode
Suthentication database | [w]

Cilent mode
I Jzer Mame
Passwiord
Local ID ;| Defaul [w]
Remote ID: | Defaul ]

3) Phase 1 and Phase 2 algorithms must be set the same as The GreenBow
VPN Client software. Save the setting for the DIR-130 Broadband VPN
Router.
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PHASE 1 :

& Main mode O Aggressive mode
MAT-T Enable:
Keep alive f DPD: Crone  Keep Alive @) DPD (Dead Peer Detection)
DH Group |2 - modp 1024-hit [+
IKE Proposal List

Cipher Hash
#1: | 3DES ] SHA [w]
#2: | 3DES [w] SHA [w]
#31 | 3DES [w] 5HA [w]
#4: | 3DES [w] SHA [w]

IKE Lifetime : 28800 | Seconds

PHASE 2 :

PFS Enable; Petfect Forward Secrecy PFS
FFS OH Group @ | 2 - modp 1024-hit [s]
IPSec Proposal List

Cipher Hash
#1: |3DES [w] MDS [w]
#2: | 3DES [v] MO [w]
#3: | 3DES ] MDS [w]
#4: | 3DES [w] MO [w]

IPSec Lifetime @ [3600 Seconds

6.1.2) Setup TheGreenBow VPN Client software
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6.1.2.1) Setup P

hase 1

L

1) Right click on the “Root” to add a new “Phasel”, next fill in the IP
address for this VPN client and Remote gateway IP follow by
Preshared Key and IKE setting.

" TheGreenBow VPN Client

File %P Configuration  Wiew Tools 7

IPSec VPN Client
S5 Console Phase1 [(Authe
28 Parameters M ame |DIink_Greenbow
% Connections Interface |Any ﬂ

—E_ Root] Remote Gateway |203.125.227 67
-1~ tgbtest
@ tabtest * Preshared Ke | ********
i
- % Dlink_Greenbow .
(#) Tunnell Confirm; e
" Certificate |
IKE
Encryption | 3DES - F1 Advanced... |
Authentication | SHA-1 -
KeyGroup |DHZ(1024) -
: | & Save & Apply
=3 | VP ready Tunnel &

Note: the Preshared Key and IKE must be the same setting set in the DIR-130.

6.1.2.2) Setup Phase 2
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1)

“" TheGreenBow VPN Client

Right click on the “Phasel” to add a new “Phase2”, next fill in the
VPN Client address for this VPN client and Remote gateway IP

follow by ESP setting.

s

File WPH Configuration  ‘iew Tools ?
HEGREEN Trm:h Muﬂe%ﬂﬂ:' )
: : IPSec VPN Client
}%“; Conzale
ﬁ Parameters Mame ITunneI'I
% Caonnections YPM Client address I o .0 1] o
=] Q Rook Address tppe ISubnet address LI
E| ﬂ tghtest
|Q| tbtest Remote LAM addresz I 192 01682 . 0 . 0O
- SubnetMask [ 255 255 . 265 . O
() Tunmell
—ESP
Erer btk mDES = P2 Advanced...
Authentication  [MD5 - Scripts
Mode ITunneI vi
¥ PFS  Group IDH2[1I324] vi Open Tunnel
£ [li | ¥ Save & Apply
|E |VF‘N ready iTunneI

Note: the ESP Encryption and Authentication setting must be the same in the
Broadband VPN Router DIR-130 phase 1 and phase 2 setting.

7. Interoperability Compliance Testing
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7.1) General Test Approach

a. Open the VPN tunnel using different Negotiate Mode in Phase 1 and
Phase 2:
Series Negotiate Mode
Phase 1 Phase 2
IAES-SHA IAES-SHA
IAES-MD5 IAES-SHA
3DES-MD5 IAES-SHA
3DES-SHA IAES-SHA
DES-MD5 IAES-SHA
DES-SHA IAES-SHA
IAES-SHA IAES-MD5
IAES-MD5 IAES-MD5
3DES-MD5 IAES-MD5
3DES-SHA IAES-MD5
DES-MD5 IAES-MD5
DES-SHA IAES-MD5
IAES-SHA BDES-SHA
IAES-MD5 BDES-SHA
3DES-MD5 BDES-SHA
3DES-SHA 3DES-SHA
DES-MD5 BDES-SHA
DES-SHA 3DES-SHA
IAES-SHA BDES-MD5
IAES-MD5 BDES-MD5
3DES-MD5 BDES-MD5
3DES-SHA BDES-MD5
DES-MD5 BDES-MD5
DES-SHA BDES-MD5
IAES-SHA DES-SHA
IAES-MD5 DES-SHA
3DES-MD5 DES-SHA
3DES-SHA DES-SHA
DES-MD5 DES-SHA
DES-SHA DES-SHA
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Series Negotiate Mode

Phase 1 Phase 2
IAES-SHA DES-MD5
IAES-MD5 DES-MD5
3DES-MD5 DES-MD5
3DES-SHA DES-MD5
DES-MD5 DES-MD5
DES-SHA DES-MD5

7.2) Test Result
a. The VPN tunnel will be open at any negotiate mode set in Phase 1
and Phase 2.

* TheGreenBow VPN Client

File VPN Configuration Wiew Toaols 7

Trace Mode is ON.
Press Ctrl+Alt+[ to Trace OFF.

Phase2 (IPSec

BEIES

IPSec VPN Client

}%B Conzole
88 Parameters Mame |Turnef
% Cornections YPM Clentaddess | 0 . 0 . 0 . O
=& Roat Address type |Subnet address ﬂ
252 tghtest
F tghtes
@ tabtest Remote LAM addiess | 192 . 168 . 0 . O
- %Dlink_Greenbow Subret Maszk | oE5 . 2RR . PR5 [
(# Tunnell

ESP
Ercryption | 3DES - P2 Advanced...
Authentication  |MDS - Scripts
Mode | Tunnel -
W FFS  Group |DHZ[1024) | Close Turnel |
Save & Apply |
||g WPM Tunnel opened Tunnel 1 |
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b.

@ Internet

(307wl P

TheGreenBow VPN Software

Tunnel opened

(o Ww Ww Ww o o o Hofa]
MO B o TE > &0z P

The broadband VPN router DIR series will show the tunnel is up at

their VPN

status.

CONNECTED VPN TUNNEL LIST

The WPM List below displays current WPM information,

Local Information

Remote Information

Other

192,168.0.0/24:0

192,168.2.54/32:0

tunnel/0

DIR-130 VPN Status

Client is able to Ping to the remote network.

192
192
192.
192.
192.
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192

168 .HA.108@:
-168.0.184:

168.0.108:
168.08.188:
168.08.10808
168.0.1808
168 .A.18A
168.0.1808
168 .A.18A
168.0.1808
168 .A.18A
168 .0.184
-168.A.18A
168 .0.184
-168.A.18A
168 .0.184
-168.A.18A
168 .0.184
168 .A.184
168 .A.184
168 .A.184
168 .A.184
.168.3.1@3

-168.60.18

hyte=s=32
hytes=32
hyte=s=32
hytes=32
hyte=s=32
hytes=32
hyte=s=32
hytes=32
hyte=s=32
hytes=32
hyte=s=32
hytez=32
hytes=32
hytez=32
hytes=32
hytez=32
hytes=32
hytez=32
hytez=32
hytez=32
hytez=32
hytez=32
hytez=32
hytez=32
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time=3Ims
time=Yms
time=4ms
time=6bms
time=5ms
time=4ms
time=6ms
time=4ms
time=6ms
time=5ms
time=7ms
time="ms
time=8Bms
time=bms
time=5ms
time=7ms
time=8Bms
time=4ms
time=5ms
time=4ms
time=5ms
time=bms
time=5ms
time=17ms

TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
TTL=128
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8. Conclusion

The Application Notes demonstrate how D-Link VPN products and TheGreenBow
software combined perfectly address the requirements of the small and medium
businesses worldwide. The joint VPN solution offer advantages around multiple access
control and authorization mechanisms for users and tunneling capabilities to access the
entire corporate network; it can also provide different access rights to different users.

D-Link International 12
Confidential and proprietary



D-Link S

Building Networks for People —

D-Link Inc. All Rights Reserved

D-Link is the worldwide leader and an award-winning designer, developer, and manufacturer
of Wi-Fi and Ethernet networking, broadband, multimedia, voice and data communications
and digital electronics solutions.
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