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Chapter 1 - Introduction
About the MicroRouter 1270i

Congratulations on your purchase of the MicroRouter 1270i multiport
wide area router with integrated Fractional/Full T1 CSU/DSU. The
MicroRouter 1270i supportsthe 1P and IPX network protocols, with
leased-line and/or dial-on-demand operation using the PPP, Frame
Relay and/or SMDS wide area protocols.

A Note About Firewalls

The MicroRouter 1270i can be configured to be a very effective packet
screening firewall. However, you must carefully set up your network
and add packet filtersin order for it to be effective in thisrole.

THE SHIPPING CONFIGURATION IN YOUR MICROROUTER
1270i DOES NOT PROVIDE AUTOMATIC FIREWALL PROTEC-
TION. YOU MUST FIRST PROGRAM YOUR ROUTER TO WORK
IN THISROLE ON YOUR NETWORK.

+«» Note: Dueto the nature of the IP protocol, | P packet filtering can
be quite complicated. If you are attempting to design and implement a
comprehensive set of filters, or an Internet Firewall, there are a number
of references you should consult. Two good starting points are;
Building Internet Firewalls, by Brent Chapman, O’ Reilly and
Associates, 1995, and Firewalls and Internet Security: Repelling the
Wy Hacker, by William R. Cheswick and Seven M. Bellovin,
Addison-Wesley Publishing Company, 1994.

A Note About On-Demand Internetworking

The MicroRouter 1270i can be configured to provide cost effective
on-demand connections over a wide area communications link (typi-
cally avoice phone line, aswitched 56 line, or an ISDN line). Your
network traffic and the configuration you place in the router will deter-
mine how often and for how long such alink is connected.

THE SHIPPING CONFIGURATION IN YOUR MICROROUTER
1270i DOES NOT PROVIDE AUTOMATIC ON-DEMAND INTER-
NETWORKING. YOU MUST FIRST PROGRAM YOUR ROUTER
TOWORK IN THISROLE ON YOUR NETWORK.
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YOU SHOULD CAREFULLY MONITOR PHONE LINEUSAGE TO
BE SURE THAT YOUR ROUTER CONFIGURATION IS
ALLOWING THE ROUTER TO DROP THE COMMUNICATIONS
LINK WHEN IT ISN'T NEEDED.

MicroRouter 1270i Installation Overview

Thismanual will help you install the MicroRouter 1270i to connect two
local Ethernets to one or two remote networks and/or remote PPP client
computers. These connections can be made to other Compatible
Systems routers, routers from other vendors, or PPP compliant dial-in
software packages running on avariety of computers. Thewide area
interfaces on the MicroRouter 1270i may be used to interconnect your
network with other corporate networks, and to make your network’s
resources available to dial-in clients.

In short, the installation steps are:

1. Install the MicroRouter hardware and connect the primary WAN
port’s built-in T1 CSU/DSU to afractional T1 or full T1 line.

2. Select the management method you wish to use with the router. If
you want to use the CompatiView management software, you must
install the software on a Windows PC which is connected to your
network.

3. Configurethe MicroRouter LAN and WAN parameters using the
management method you have chosen.

4. Connect the secondary WAN port’s RS-232 to an external line
communication device (including modems, 56K CSU/DSU’s, and
ISDN Terminal Adapters).
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The manual is divided into several sections that should provide you
with all the information you will need to use the MicroRouter 1270i on
your network. For the latest documentation on Compatible Systems
products, including the most current version of this manual, visit the
Technical Support section of our Web site at: http://www.compat-
ible.com.

Chapter 2 - Getting Started

This part of the manual describes the contents of the MicroRouter 1270i
package and emphasizes the preparation and equipment you will need
to install the router.

Chapter 3 - Network Installation

Here you will find step-by-step instructions on how to physically install
the MicroRouter 1270i and connect it to your local Ethernet(s) and your
wide area network(s). Instructions are included for twisted-pair
Ethernet environments and fractional or full T1's, as well as modems,
56K CSU/DSU’s, and ISDN Terminal Adapters.

Chapter 4 - CompatiView Software Installation

This part of the manual describes how to install CompatiView, Compat-
ible Systems' GUI (Graphical User Interface) management software
which isincluded with your router.

Chapter 5 - Command Line Preparation

This part of the manual provides basic instructions on setting up
command line management and text-based configuration.

Chapter 6 - Basic Configuration Guide

This section provides alist of parameters that must be entered into a
router for proper operation.

Appendices

This part of the manual includes additional information that might be of
interest to you such as technical specifications, default settings
(including the default factory password), and instructions for down-
loading current software.
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Chapter 2 - Getting Started

A Few Notes

Please Read The Manuals

The manuals included with your MicroRouter 1270i contain very
important information about the MicroRouter 1270i and local and wide
area networking in general. Please read this manual thoroughly, and
refer to the management reference guides as required. 1t'sworth the
few minutes it will take.

Also, please fill out the warranty registration card and return it to us
today. Thiswill help us keep you informed of updatesto the
MicroRouter 1270i and future products available from Compatible
Systems. You can also register on the web at http://www.compat-
ible.com. If you'd like to be notified via e-mail about new products and
receive important news from Compatible Systems, pleasejoin our email
list on the web.

Warranty and Service

The MicroRouter 1270i is covered by the Compatible Systems Inte-
grated Support Package, which includes a lifetime comprehensive
warranty, atwenty-four hour advanced replacement program, unlimited
technical support, and software upgrades for the life of the product.

Compatible Systems maintains copies of current software updates on
the Internet. For more information on downloading software, see the
appendices in this manual.

Getting Help With the MicroRouter 1270i

If you have a question about the MicroRouter 1270i and can’t find the
answer in one of the manuals included with the product, please visit the
Technical Support section of our Web site (http://www.compat-
ible.com). Thissite includes extensive technical resources which may
answer many of your questions. You can also request technical support
by filling out abrief form. Technical support requests received viathe
Web form will receive expedited treatment. You may also call Compat-
ible Systems Corporation or send support questions via e-mail to
support@compatible.com. Compatible Systems' phone number islisted
on the front of this guide. We will be happy to help you.
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What You Will Need To Get Started

Before connecting the MicroRouter 1270i, please check the list below
to make sure that you have received all of the items that are supplied
with the MicroRouter 1270i package.

You should also make sure you have any additional items that are
necessary to connect the router to your network.
Supplied with the MicroRouter 1270i
Please check your shipping package for the following items:
*  MicroRouter 1270i unit
e Wall-mount power supply
*  OneDB-25 maeto DB-25 female data and console cable
* CD-ROM including:
» CompatiView software
» Operating software
» HTML versions of product documentation (which can be
viewed with your favorite web browser)
e CompatiView Management Software Reference Guide

» Text-Based Configuration and Command Line Management Refer-
ence Guide

e Warranty Registration card

Needed For Installation

Before connecting the MicroRouter 1270i to your network, you need to
make sure that you have the necessary equipment for connecting to the
local Ethernet(s) and the fractional or full T1 line, and/or awide area
transmission device (modem, 56K CSU/DSU, ISDN Terminal
Adapter).
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Ethernet Connection Requirements

The MicroRouter 1270i’s Ethernet interfaces directly support 10BaseT
twisted-pair Ethernet. Other Ethernet cabling types (such asthin
Ethernet, thick Ethernet, fiber optic cabling or pre-10BaseT
twisted-pair) can be supported using a 10BaseT mini-hub or other
conversion device.

10Base-T Twisted-Pair Ethernet

To connect the router's Ethernet interface to twisted-pair Ethernet
cabling you will need an unshielded twisted-pair station cablethat is
connected to a 10BaseT-compatible twisted-pair hub.

+ Note: Ethernet cables and cable connectors are not supplied with
the MicroRouter product. Please contact your reseller or your
Compatible Systems representative for information on obtaining the
correct Ethernet cabling supplies.

T1 Line Connection Requirements

The MicroRouter 1270i includes an integrated fractional or full T1
CSU/DSU. To connect thisinterfaceto aT1 line, you will need an
RJ-45 jumper cable. A straight-through Category 5 10BaseT jumper
cable will work in this application.

+ Note: The MicroRouter 1270i includes loopback features which can
be used to check the functionality of your T1 line. Before attempting to
route network traffic, use these features to check the line's basic

integrity.

Other Telco Line Connection Requirements

In order to connect to non-T1 wide area transmission lines, you must
connect the router’s secondary wide area port to a modem, 56K
CSU/DSU, or ISDN Terminal Adapter. Which of these devicesyou use
depends on the type of telco line.

+ Note: Before attempting to connect the MicroRouter 1270i’s
secondary port to a leased telco line, use the loopback features of your
external CSU/DSU to check theline. This can save you a considerable
amount of time, since the more equipment you have on the line, the more
difficult it becomes to determine where a problem s occurring.
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The MicroRouter 1270i secondary port is an RS-232 sync/async inter-
face. The RS-232 interface is capable of communicating to another
router or a PPP client machine over amodem, 56K CSU/DSU, or ISDN
Terminal Adapter.

RS-232 Interface

The MicroRouter 1270i includes one DB-25 to DB-25 RS-232
sync/async cable. This cable supports RS-232 asynchronous modems,
synchronous leased and switched 56K CSU/DSU’s, and ISDN Terminal
Adapters. It can also be used to connect the router’s auxiliary interface
to a PC running terminal emulation software, or to adumb terminal.

+« Note: Please use only the supplied DB-25 cable when connecting
your line communication device to the MicroRouter 1270i's RS-232
interface. The cables provided with other equipment will generally not
have the same internal connections.
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Chapter 3 - Network Installation

— e Ethernet 1 Ethernet0 12V AC Power
10BaseT 10BaseT 35VA On

MicroRouter 1270i Back Panel

This section of the manual describes how to connect the MicroRouter
1270i to your Ethernet network and your wide area communications
device(s). In summary, the steps for installation are:

1

2.
3,
4,

5.

Make sure the router is powered down and not connected to any
power source.

Connect the router to the Ethernet network(s).
Connect the router to the T1 line.

Connect the router’s secondary port to awide arealine communica-
tions device (if used).
Power up the line communications device (if used).

+ Note: You should either wait to connect a synchronous line device
such asa CSU/DSU until after the interface has been configured as a
synchronous port, or power up the router before powering up the
CSU/DSU. (See Chapter 6 - Basic Configuration Guide for more infor-
mation on configuring the router.)

6.

Plug in the power cable and power up the router.

Placing the Router

The MicroRouter 1270i is meant to be left stand-alone on a desktop or
equipment table.

+» Note: When stacking other equipment on the MicroRouter 1270i, do
not exceed 25 pounds of evenly distributed weight on top of the router.
Additional weight may bend the case.
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Connecting the Router to the Ethernet

If your twisted-pair hub is already in place, you can connect the router
to an active network without interrupting network activity. The router
must be powered off.

Connecting to Twisted-Pair Ethernet

Before connecting the router to twisted-pair cabling you need an
unshielded twisted-pair cable that is already connected to your
10BaseT-compatible twisted-pair hub.

To connect the router to the twisted-pair network, simply plug the
twisted-pair cableinto the RJ-45 Ether net connector on the back of the
unit.

Connecting the Router to a T1 Line

To connect the router to the T1 line, you need a four wire jumper cable
that is aready connected to the RJ-45 jack which was installed by your
telephone company. The router must be powered off. Simply plug the
jumper cable into the RJ-45 WAN 0 connector on the back of the
MicroRouter 1270i.

Connecting a Line Device to the Secondary Port

The MicroRouter 1270i supports lower speed synchronous/asynchro-
nous operation over asecondary RS-232 connector (WAN 1). This port
independently supports the PPP and Frame Relay link protocols.

Connecting Devices to the RS-232C Interface

Thisinterface -- WAN 1 -- can be used to connect to synchronous or
asynchronous line communications devices at rates up to 256K bps
(sync), or 230.4 Kbps (async). Examples include modems, leased or
switched 56K CSU/DSU'’s, and ISDN Terminal Adapters.

+«» Note: If connecting to a synchronous device such asa CSU/DSU,
the router must first be configured for synchronous operation before
connecting to the device. See Chapter 6 - Basic Configuration Guide
for configuration information.

You may select either dial-on-demand, always up (i.e., redia if down),
or leased line operation. Thisinterface may also be set to receive ISDN
or switched-56 incoming calls.

To connect adevice, first make sure that both units are powered off.
Then, simply connect the supplied RS-232 cabl e between the router and
the device.
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+« Note: The MicroRouter 1270i RS-232 interfaces require that your
asynchronous line communications device be set to supply the RS-232
DCD signal when a connection has been made. A synchronous RS-232
device should be set to provide DSR.

+ Note: The MicroRouter 1270i includes a special cable to facilitate
connections to RS-232 line communications devices. This cable
includes support for several asynchronous and synchronous control
signals. Off-the-shelf cables generally do not support these signals.

Connecting an Out-of-Band Management Console

If you wish to connect an out-of-band management console, use the
supplied cable and connect to the Console interface on the back of the
MicroRouter 1270i. You can use adumb terminal or a computer
equipped with VT100 terminal emulation.

The default settings for the Console interface are VT100 terminal
emulation, 9600 bps, 8 bits, no parity, 1 stop bit, no Flow Control.

Powering Up the Router

Power up any modem, CSU/DSU, or TA before powering up the router.
This allows the router to immediately sense whether its secondary inter-
faceis connected. The exception to this rule is when connecting an
RS232 interface to a CSU/DSU. In such a case, you must power up the
router before powering up the CSU/DSU. At power-up, the router will
take approximately one minute to become visible to CompatiView.

+ Note: If you want to use Telnet as a management method, you must
first configure an IP address into the router using an out-of-band
console, or reconfigure the |P address on an I P host or workstation on
the same Ethernet segment as the router. See Chapter 5 - Command
Line Management for more information.
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Chapter 4 - CompatiView
Software Installation

All of the routersin Compatible Systems' internetworking and VPN
families, including al RISC Router and MicroRouter models, can be
managed from asingle GUI management platform called CompatiView.
CompatiView for Windows isincluded on the CD-ROM which was
shipped with your MicroRouter 1270i.

+ Note: An older version of CompatiView for Mac OS wasincluded

on the CD-ROM shipped with your router, but does not contain some of
the features of the newest Windows version.

CompatiView for Windows

CompatiView for Windows allows you to manage the MicroRouter
1270i from an IBM-compatible PC running Windows 95/98 or
Windows NT. The PC can either be configured asan IPX client on a
Novell NetWare internet, or as an IP WinSock client on an IP internet.

System Requirements

In order to successfully run CompatiView for Windows, you need:
* IBM PC or compatible w/486 or later processor
*  Microsoft Windows 95/98, or Windows NT installed
*  VGA or better monitor
e IP- A WinSock-compatible transport stack
- and/or -
* IPX - A Netware or Microsoft Client installation
“ Note: To choose the active transport protocol on a Windows
machine which hasboth IPX and IP installed, select “ Options’ fromthe

Database menu and click the General tab. Then select the appropriate
radio button under “ Transport.”

Installation and Operation

The Windows version of the CompatiView program can be found in the
Network Management/CompatiView/Windows directory on the
CD-ROM that was included with your MicroRouter 1270i.
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Run the auto-installation program (CV5x file) by double-clicking on it.
Theinstallation program will ask you to select (or create) adirectory in
which it should locate CompatiView and its associated files and data-
base subdirectory.

Once the installation is complete, double-click on the CompatiView
icon to open the program. For further information on using Compati-
View, see the CompatiView Management Software Reference Guide
included with your router.

+« Note: For an up-to-date description of the changes (if any) made to
Windows system files by the installation program, see the
README.TXT file located in the CompatiView installation directory.

Transport Protocols and CompatiView

CompatiView will be able to use the transport protocol (IP or IPX) you
have selected to access Compatible Systems products anywhere on your
internetwork. Depending on your security setup, you may also be able
to use the I P transport option to manage devices across the I nternet.

The IP protocol does not provide a method for CompatiView to auto-
matically discover the router. To initially contact the router over IP
using CompatiView, you must first enter avalid IP addressinto the
router. You can do this either on a console directly connected to the
router or by setting aworkstation’s |P address to 198.41.12.2 with a
Class C subnet mask (255.255.255.0) so that it can communicate over
Ethernet with 198.41.12.1 (the shipping default of Ethernet 0). After
setting the router’s | P address, be sure to change the workstation’'s
configuration back to its original settings.

The IPX protocol does allow CompatiView to automatically discover
the router. Compatible Systems devices are configured to autoseed the
two most common IPX frame types upon startup (802.2 and 802.3
(raw)). If CompatiView has the IPX/SPX protocol selected asitstrans-
port, it will be necessary to either power up the router before powering
up the workstation, or reboot the workstation after the router has
completed its boot sequence. This process will ensure that the worksta-
tion and the router have the proper IPX network bindings for communi-
cation.
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Chapter 5 - Command Line
Management

The command line interface allows you to configure and monitor the
router in-band via Telnet or out-of-band with atermina connected to
the MicroRouter 1270i’s Consol e interface.

+ Note: Proper syntax is vital to effective operation of command line
management. Caseis not significant — you may enter commandsin
upper case, lower case, or a combination of the two.

Out-of-Band Command Line Management

You can use command line management and text-based configuration
out-of-band as a permanent management tool, or only temporarily in
order to set the router’s | P parameters to allow in-band Telnet access.

In order to access the command line out-of-band, do the following:

1. Setatermina or a PC equipped with VT100 terminal emulation to
abaud rate of 9600, 8 bits, no parity, 1 stop bit and no Flow Con-
trol.

2. Connect it to the router’s Console interface using the cable which
was supplied with the MicroRouter 1270i.

3. Pressthe <Return> key one or two times.

4. Enter the default password letmein at the password prompt. The
command line interface prompt will appear on the screen.

If you plan to use out-of-band access for ongoing management of your
router, you can find further information on configuring your router in
Chapter 6 - Basic Configuration Guide. Otherwise, see the section
later in this chapter on Setting Up Telnet Operation for information on
setting the router to allow Telnet access from hosts on its network.
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Temporarily Reconfiguring a Host for Command Line
Management

You can temporarily reconfigure an | P host in order to set the router’s 1P
parameters to allow in-band Telnet access.

If you wish to set the router’s basic |P parameters in this fashion, the
host must be on the same Ethernet segment as one of the router’s
Ethernet interfaces. You can then do the following:

1. Setthehost's|P addressto 198.41.12.2, with a Class C subnet
mask (255.255.255.0) and then Telnet to 198.41.12.1.

2. Enter the default password letmein at the password prompt. The
command line interface prompt will appear on the screen.

3. Usetheconfigure command and set the | PAddress, SubnetM ask,
and | PBroadcast keywordsin the | P Ethernet O (and/or Ethernet
1)section.

4. Usethe save command to save the changes to the device's Flash
ROM.

5. Change the host’s configuration back to its original settings.

See the next section (Setting Up Telnet Operation) for information on
setting the router to allow Telnet access from hosts on its network.

Setting Up Telnet Operation

Telnet is aremote terminal communications protocol based on TCP/IP.
With Telnet you can log into and manage the MicroRouter 1270i from

anywhere on your | P internetwork, including across the Internet if your
security setup allowsit. To manage the router with Telnet, you must:

1. Run Telnet client software on your local computer, which will com-
municate with the Telnet server built into the MicroRouter 1270i.

2. You must also set some basic |P parametersin the router. The
required parameters for Telnet access to an interface are the IP
address, | P subnet mask, and IP broadcast address. There are sev-
eral waysto set them.

¢ You may set them using text-based configuration either
out-of-band via the Console interface or in-band via a recon-
figured IP host. Instructions for setting up these two methods
were given earlier in this chapter. Once you have set up the
command line interface, do the following:
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A. Usethe configure command and set the | PAddress,
SubnetM ask, and | PBroadcast keywordsin the | P
Ethernet O (and/or Ethernet 1)section.

B. Usethe save command to save the changesto the device's
Flash ROM.

* You may aso use CompatiView from areconfigured | P host
(if using the IP transport protocol), or anywhere on your net-
work (if using the IPX transport protocol). Instructions for
these two methods are given in Chapter 4 - CompatiView
Software I nstallation.

¢ With CompatiView, basic |P parameters can be set using the
TCP/IP Routing: Ethernet 0 Dialog Box. Use the Save
to/Device option under the File menu to save the changes.

After you have set these |P parameters and saved the changes, you can
use Telnet to access the router from any node on your | P network.
Invoke the Telnet client on your local host with the |P address of the
router you wish to manage.
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Chapter 6 - Basic Configuration
Guide

This chapter briefly explains the major parameters that must be set in
order to use the router.

Detailed information on the meaning of the router’s parametersis
provided in the CompatiView Management Software Reference Guide
and the Text-Based Configuration and Command Line Management
Reference Guide. You should use thislist as a starting point to look up
more specific information in the other documents.

If you need more general information on IP and IPX protocols, seethe
Appendices in the Compati View Management Software Reference
Guide.

There are a number of parameter settings which are optional, in the
sense that they are not required for all installations. These settings are
not covered in this chapter.

In this chapter:
CV = CompatiView
TB = Text-Based Configuration

In order to successfully connect to an Internet Service Provider (1SP),
you must use router configuration parameterswhich will be provided by
the technical staff of the ISP. These parameters must include all 1P
addresses, WAN settings, and any applicable authorization routines.
Please check with your | SP before configuring or changing the configu-
ration of your MicroRouter 1270i.

+ Note: This Basic Configuration Guide does not include information
on setting up packet filters for using the router asa Firewall. Seethe
CompatiView Management Software Reference Guide or Text-Based
Configuration and Command Line Management Reference Guide
regarding |P packet filters for more information.

Ethernet Interface Configuration

Ethernet interfaces are considerably easier to set up than wide area
interfaces since there are fewer choices that need to be made regarding
communications protocols and parameters. We recommend that you
begin by configuring any Ethernet interface parameters before
proceeding to configure WAN interface parameters.
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IP Protocol

Required for IP

These parameters set the basic address characteristics of the interface.
They provide enough information for another IP node to find the inter-
face (such as a Telnet client), but not enough information for routing to
take place.

+ |Paddress

e |Psubnet mask

* |Pbroadcast address

CV: Usethe TCP/IP Routing: Ethernet Dialog Box to set these param-
eters.

TB: Usethe configure command and the | PAddress, SubnetM ask,
and | PBroadcast keywords in the | P Ethernet O (and/or
Ethernet 1)section.

Suggested for IP

These parameters help supply information about the segment that the
interface is connected to. With this information, routing can take place.

+ SetIPRIP1, IPRIP2, or OSPF (Open Shortest Path First)

+ |P Static Routes

CV: Usethe TCP/IP Routing: Ethernet Dialog Box to set RIP, and the
IP Static Routing Dialog Box (under Global/I P Static Routes) to

set static routes. To set parameters for OSPF, refer to the Compa-
tiView Management Software Reference Guide.

TB: Use configure and set either the RI PVersion keyword or the
OSPFEnabled keyword for | P Ethernet O (and/or Ethernet
1)section. Use edit config and add static routesin the |P Static
section.

IPX Protocol

Required for IPX

There are generally no required changes from the shipping Ethernet
configuration for IPX. The Ethernet interface will autoconfigure to use
the two most common IPX frame types, and will autoadapt to condi-
tions on the Ethernet.
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Suggested for IPX

You may want to set your own network numbers, rather than using the
autoconfigured values. You may also want to turn off unused frame
types.

CV: UsetheIPX Routing: Ethernet 0 Dialog Box.

TB: Use configureand set keywordsin the IPX Ethernet O (and/or
Ethernet 1)section.

WAN Interface Configuration

In order to use aWAN interface, you may first need to set some phys-
ical parameters and then set up the link and protocol parameters.

There are differences between the capabilities of the built-in T1
CSU/DSU WAN interface and the RS-232 WAN interface. TheT1
interface can only be used with lines which run at fractional or full T1
rates. The RS-232 interface can be run synchronously or asynchro-
noudly, at rates up to 256K bps (sync) or 230.4Kbps (async).

Internal T1 CSU/DSU (WAN 0) Physical Communications
Settings

Required for Dedicated Line Operation

No changes from the default values are required for standard operation
over afull T1. The default values are listed in Appendix A.

Suggested for Dedicated Line Operation

Changing to fractional T1, different coding or framing, etc., may be
required for a particular installation.

CV: Usethe Physical Configuration: WAN 0 Dialog Box.
TB: Useconfigureand the T1 Interface WAN 0 section.

RS-232 (WAN 1) Physical Communications Settings

You may need to set the baud rate, sync/async operation, and other
physical communications parameters for the WAN interface. These
parameters will depend on the line communications device you are
using.

+ Note: Frame Relay is presently supported in the MicroRouter 1270i
only via synchronous operation. An external clock signal isgenerated
for Frame Relay.
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CV: Usethe Physical Configuration: WAN 1 Dialog Box.

TB: Use configureand set the Link Type keyword or other keywords
inthe RS232 I nterface WAN 1 section.

PPP Configuration

This section covers the settings required for PPP (point-to-point)
protocol operation of the WAN interfaces.

Internal T1 CSU/DSU (WAN 0) Link Configuration

Required for Dedicated Line Operation

Thisisthe only mode of operation supported viathe built-in T1
CSU/DSU.

*  Set PPP connection

CV: UsetheLink Configuration: WAN 0 Dialog Box.

TB: Use configure and set the Mode keyword in the Link Config
WAN O section.

Suggested for Dedicated/Leased Line Operation

Dedicated line operation generally does not require additional parame-
tersfor operation.

RS-232 (WAN 1) Link Configuration

Required for Dedicated/Leased Line Operation

Dedicated line operation is the simplest to set up.

*  Set Dedicated connection

*  Set PPP connection

CV: UsetheLink Configuration: WAN 1 Dialog Box.

TB: Useconfigureand set the M ode and ConnectM ode keywordsin
the Link Config WAN 1 section.

Suggested for Dedicated/Leased Line Operation

Dedicated line operation generally does not require additional parame-

tersfor operation.

Required for Dial-On-Demand Operation

This mode of operation is only supported on the WAN 1 RS-232 inter-
face. Incoming dial-on-demand operation requires only slightly more
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information than dedicated line setup. Outgoing dial-on-demand
requires additional information (see the suggested settings below).

e Set dia-up connection

e Set PPP connection

* Settoadlow dia-in and/or dial-out

CV: UsetheLink Configuration: WAN 1.

TB: Use configure and set the M ode, ConnectM ode, Dialln and/or
DialOut keywordsin the Link Config WAN 1 section.

Suggested for Dial-On-Demand Operation

This mode of operation is only supported on the WAN 1 RS-232 inter-
face. Outgoing dial-on-demand requires some additional information.

»  Createdial-out script

e Setdialing method

e Setdial-out script to be used

e Setinactivity time

CV: UsetheLink Configuration: WAN 1 Dialog Box to set the dialing
method and to select a chat script (once you have created one).

Use the WAN Chat Scripts Dialog Box (under Global/WAN Chat
Scripts) to create your chat script.

TB: Use configure and then set the Dialing, DialOutScript, and
Droplnact keywordsin the Link Config WAN 1 section. Use
edit config and create a Chat section to contain your dialing
script.

IP Protocol

Required for IP

WAN interfaces which are set for PPP operation do not generally use an
IP address. They are set to act as an “unnumbered interface.” In this
mode of operation, there are no required settings.

Suggested for IP

These parameters help supply information about the segment that the
interfaceis connected to. With thisinformation, routing can take place.

+ SetIPRIP1, IPRIP2, or OSPF (Open Shortest Path First)
*  SetIPdtatic routes
CV: Usethe TCP/IP Routing: WAN Dialog Box to set RIP, and the IP
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Static Routing Dialog Box (under Glabal/IP Static Routes) to set
static routes. To set parameters for OSPF, refer to the Compati-
View Management Software Reference Guide.

TB: Use configureand set either the RIPVersion keyword or the
OSPFEnabled keyword for in the P WAN 0 (and/or WAN 1)
section. Use edit config and add static routesin the | P Static
section.

+» Note: If youset RIP to“ on” for a dial-on-demand link, you must
also set the update method to triggered to prevent the link from being
brought up by transmission of RIP information. You should only use
triggered operation when you are connecting to another Compatible
Systems router at the other end of the link.

IPX Protocol

Required for IPX

WAN interfaces which are set for PPP operation do not generally use an
IPX address. They are set to act as an “unnumbered interface.” In this
mode of operation, there are no required settings.

Suggested for IPX

If you plan to use dial-on-demand for thislink, you should set the
update method to “triggered” to avoid the link being brought up by
transmission of |PX RIP information. You should only use triggered
operation when you are connecting to another Compatible Systems
router at the other end.

When you set up an on-demand link with IPX, you should carefully
monitor link usage to determine whether thelink isbeing activated only
when it isneeded. Additional router configuration will be required for
many networks in order to achieve optimal link usage.

e Set update method

CV: UsethelIPX Routing: WAN Dialog Box.

TB: Use configure and set the Updates keyword in the IPX WAN 0
(and/or WAN 1) section.
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Frame Relay Configuration

This section covers the settings required for Frame Relay operation of
the MicroRouter 1270i WAN interfaces. In general, the parameters
listed here should be set for each WAN interface on which you plan to
use Frame Relay. Note that the T1 (WAN 0) interface can be running
Frame Relay, SMDS or PPP while the RS-232 interface (WAN 1) is
running PPP or Frame Relay.

Internal T1 CSU/DSU (WAN 0) Link Configuration

Required for Dedicated/Leased Line Operation

Thisisthe only mode of operation supported viathe built-in T1
CSU/DSU.

e Set Frame Relay connection

CV: UsetheLink Configuration: WAN 0 Dialog Box.

TB: Use configureto set the Mode keyword in the Link Config
WAN O section.

Suggested for Dedicated/Leased Line Operation

Dedicated line operation generally does not require additional parame-
tersfor operation.

RS-232 (WAN 1) Link Configuration

Frame Relay is presently supported in the MicroRouter 1270i only via

dedicated line operation.

*  Set Dedicated connection

e Set Frame Relay connection

CV: UsetheLink Configuration: WAN 1 Dialog Box.

TB: Use configureto set the Mode and ConnectM ode keywordsin
the Link Config WAN 1 section.

Suggested for Dedicated/Leased Line Operation

Dedicated line operation generally does not require additional parame-
tersfor operation.
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Frame Relay DLCI Mappings

If you are connecting to another Compatible Systems router, this infor-
mation is not required for Frame Relay operation. Compatible Systems
uses IARP (Inverse Address Resolution Protocol) to dynamically
generate thisinformation. To connect to other vendors' routers which
do not support IARP, you must provide DL Cl-to-protocol mapping
information.

+ Note: Many Internet Service Providers (I1SP’s) do not support |ARP
as a default. If one of your MicroRouter 1270i interfaces will be
connected to an ISP via Frame Relay, check with your ISP technical
staff on whether you must manually enter DLCI information or not.

CV: Usethe DLCI Mapping Database Dialog Box (under WAN/Link
Configuration/DLCI button).

TB: Use configure and set the DL CI keyword in the Frame Relay
WAN 0 (and/or WAN 1) section.

IP Protocol

There are two ways to set up Frame Relay. Oneisto set the WAN inter-
face asa“numbered interface.” This meansthat the interface (and thus
the Frame Relay network) will have an |P address, subnet mask, etc.
The other isto set it as an unnumbered interface and specify that the
link is point-to-point Frame Relay and set the local DLCI.

Required for IP Numbered Interface

*  IPnumbered interface

* |Paddress

* [P subnet mask

* IPbroadcast address

CV: Usethe TCP/IP Routing: WAN Dialog Box.

TB: Usethe configure command and the Numbered, | PAddress,
SubnetMask, and | PBroadcast keywordsin the [P WAN 0
(and/or WAN 1) section.
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Required for IP Unnumbered Interface

* [P unnumbered interface

*  Point-to-Point Frame Relay

* Local DLCI

CV: Usethe TCP/IP Routing: WAN Dialog Box.

TB: Usethe configure command and the Numbered, PointToPoint-
Frame, and I nterfaceDL Cl keywordsin the IP WAN 0 (and/or
any other port you wish to configure) section.

Suggested for IP

These parameters help supply information about the segment to which

the interface is connected. With thisinformation, routing can take

place.

e SetIPRIPL, IPRIP2, or OSPF (Open Shortest Path First)

e SetIP dtatic routes

CV: Usethe TCP/IP Routing: WAN Dialog Box to set RIP, and the IP
Static Routing Dialog Box (under Global/IP Static Routes) to set
static routes. To set parameters for OSPF, refer to the Compati-
View Management Software Reference Guide.

TB: Use configure and set either the RI PVersion keyword or the
OSPFEnabled keyword in the P WAN 0 (and/or WAN 1)
section. Add static routes and a default router using the edit
config I P Static command.

IPX Protocol

Required for IPX

Frame Relay operation requires that the WAN interfaceis set to bea
“numbered interface.” This means that the interface (and thus the
Frame Relay network) must have an IPX network number.

*  IPX numbered interface

* |PX Network Number

CV: Usethe IPX Routing: WAN Dialog Box.

TB: Useconfigure and set the Numbered and Net keywords in the
IPX WAN O (and/or WAN 1) section.

Suggested for IPX

The settings above are all that is generally required for IPX operation
over Frame Relay.
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WAN 0 SMDS Configuration

This section covers the settings required for SMDS (Switched
Multi-megabit Data Service) operation of the MicroRouter 1270i WAN
O interface (IP only). SMDSis a connectionless, packet-switched
servicethat offers LAN-to-LAN connectivity acrossawide areaat up to
1.544 Mbps. Note that the RS-232 (WAN 1) interface can be running
Frame Relay or PPP while thisinterfaceisrunning SMDS, Frame Relay
or PPP. SMDS addresses and other parameters can only be set using the
command line interface.

+» Note: The IP protocol settings and the physical communication
settings are the same as they would be for Frame Relay operation. The
only parameters which should be set differently for SIDSare the Link
Configuration and the SMDS addressing section.

Internal T1 CSU/DSU (WAN 0) Link Configuration

SMDSis presently supported in the MicroRouter 1270i only via
synchronous dedicated line operation.

*  Set Dedicated connection
e Set SMDS connection

TB: Use configure and then set the M ode and ConnectM ode
keywordsin the Link Config WAN O.

SMDS Addressing

Many of these parameters will be given to you by your service provider.

CV: UseLink Configuration: WAN 0 (and/cther ports), select SMDS
from the Link Type pull-down menu, and click on the SMDS
button.

TB: Use configure and set the SationAddress, | PMulticast and
PollingFrequency keywordsin the SMDS WAN 0 (and/or other
ports) section.

Saving a Configuration File to Flash ROM

Once a configuration is complete, you can save it to the router’s Flash
ROM. Until saved, all changes are made in a separate buffer and the
actual router interfaces run as before the changes were made.

CV: Usethe Save to/Device option from the File menu.
TB: Usethe save command.
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Appendix A - Shipping Defaults

Default Password

* letmein

Ethernet Interfaces

IP Routing Defaults
«  Off, both interfaces

IP Bridging Defaults

e On, both interfaces

Address: 198.41.12.1

Subnet Mask: 255.255.255.0

e Broadcast Address: 198.41.12.255
IP RIP off

IPX Routing Defaults

e 802.3 on, autoseeding, both interfaces
*  802.2 on, autoseeding, both interfaces
«  Typell off, both interfaces

* 802.2 SNAP off, both interfaces

IPX Bridging Defaults
«  Off, both interfaces
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WAN Interfaces

IP Defaults

¢« On

e Unnumbered interface

* RIPoff

e Van Jacobson compression off
IPX Defaults

¢« On

e Unnumbered interface

T1 CSU/DSU (WAN 0) Link & Physical Defaults

« PPP

« FRuUllT1

» Slaveclock

e B8ZSencoding

e ESFframing

*  PRM Transmit

» Accept V.54 or line loopback commands from remote

RS-232 (WAN 1) Link & Physical Defaults
e PPP

« Did-in

 Async @ 115.2Kbps

*  Hardware flow control
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Appendix B - Connector and
Cable Pin Outs

Pin Outs for T1 Female Connector (DTE)

RJ-45 (DTE) Signal
1 RX Data- Ring &«
2 RX Data- Tip <
3 Unused
4 TX Data- Ring >
5 TX Data- Tip >
6,7,8 Unused

Pin Outs for DB-25 Male to DB-25 Female RS-232 Data &
Console Cable

The cable supplied with the MicroRouter 1270i is twenty-five conduc-
tors, connected straight through. Connections on both the auxiliary
interface and the data interface follow the standard RS-232 pin outs.
Note that the datainterface may be set for synchronous operation and in
this mode the data interface will use the clock lines provided by
RS-232.
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Appendix C - LED Patterns and
Test Switch Settings

MicroRouter 1270i LED Patterns

The MicroRouter 1270i uses anumber of light patternson itsfront LED
bars to indicate operating conditions.

Power On, No Traffic

The router will scan through the left two (Ethernet) LED bars, from left
to right, illuminating one element at atime.

+» Note: Lights 1 and 10 on each bar are directly connected to the
router’s 10BaseT interface and indicate 10BaseT link (1) and 10BaseT

polarity (10).

Ethernet Traffic Indicators (Ethernet LED Bars)
Scan from 2to 5: Ethernet transmit packet
Scan from 9to 6: Ethernet receive packet

WAN Indicators (WAN LED Bar)

Transmit and receive packets - per WAN interface as marked on front
label.

Frame - Internal T1 CSU/DSU (WAN 0) is receiving framing informa-
tion.

Error - Internal T1 CSU/DSU (WAN 0) is detecting aline error and
sending ayellow alarm.

Yellow - Internal T1 CSU/DSU (WAN 0) is receiving atelephone
company yellow alarm.

Loop - Loopback modein theinternal T1 CSU/DSU (WAN 0) has been
set by the remote end.
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Other Indicators (on All LED Bars)

5,6 flashing: Router stacks starting up

3,4 & 7,8 flashing: No OSloaded. Running from ROM.

5,6 on solid, 2 (bars1 & 3) and 9 (bars 2 & 4) flashing: Erasing OSin
Flash ROM

4,5,6,7 onsolid, 2 (bars 1 & 3) and 9 (bars 2 & 4) flashing: Erasing
config in Flash ROM

Scanning from 2to 9 (bars 1 & 3), and scanning from 9to 2 (bars2 &
4): Flash ROM erase due to switch setting five or six is complete. Set
switch to zero and cycle power.

¢ Note: Any continuous flashing pattern not noted in this chapter may
be caused by a hardware failure. Please call Compatible Systems Tech-
nical Support if your router shows a hardware failure.

MicroRouter 1270i Switch Settings

Normal Operation

Unused*

Unused*

Run Boot ROM Downl oader

0

1

2

3

4 Unused*
5 Erase Flash ROM (OS and Configuration)
6 Erase Flash ROM (Configuration Only)

7 Unused*

8 Unused*

9

Allow letmein password for 5 minutes after powerup

& Caution: Settings marked with an asterisk may erase your Flash
ROM. Please do not use these settings without first contacting
Compatible Systems Technical Support.
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Appendix D - Downloading
Software From Compatible
Systems

We make the latest versions of operating software for all Compatible
Systems products available at our Web site. The latest version of
CompatiView management software is also available.

To download software, follow the instructions bel ow.

1. Useyour browser to access http://www.compatible.com/, and find
the link on our home page to “ Software Downl oads.”

2. Select the product and software version you want, and click on the
appropriate file to download it.

++ Note: Uncompressed downloads (suitable for TFTP and Compa-
tiView Windows downloading) are stored as .DLD files. Self-extracting
Windows compatible style files (and CompatiView for Windows itself)
are stored as .EXE files. Sdlf-extracting Macintosh style files are stored
as .sea.bin (MacBinary format) and/or .sea.hgx files.

+ Note: These files are also accessible directly via Anonymous FTP at
ftp.compatible.com/files.
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Appendix E - Terms and
Conditions

Compatible Systems Corporation (Compatible Systems) offersto sell only
on the condition that Customer’s acceptance is expressly limited to Compat-
ible Systems' terms and conditions of sale. Compatible Systems' accep-
tance of any order from Customer is expressy made conditional on assent to
these terms and conditions of sale unless otherwise specifically agreed to in
writing by Compatible Systems. In the absence of such agreement, com-
mencement of performance or delivery shall be for Customer’s convenience
only and shall not be construed as an acceptance of Compatible Systems’
terms and conditions. If acontract is not earlier formed by mutual agree-
ment in writing, Customer’s acceptance of any goods or services shall be
deemed acceptance of the terms and conditions stated herein.

1. Warranty. Compatible Systems warrants to the Customer and to all per-
sons who purchase Products from the Customer during the Warranty terms
(“subsequent purchasers”), that, for an unlimited period from the date (the
“shipping date”) on which Compatible Systems ships the Products to the
Customer: (@) the Product meets, in all material respects, al specifications
published by Compatible Systems for such Products as of the shipping date;
(b) the Products are free from all material defectsin materials and workman-
ship under normal use and service; and (c) that as aresult of the purchase of
the Products from Compatible Systems, the Customer will have good title to
the Products, free and clear of al liens and encumbrances.

Compatible Systems' obligations pursuant to this Warranty, and the sole
remedies of the Customer and of any subsequent purchaser, shall be limited
to the repair or replacement, in Compatible Systems' sole discretion, of any
of the Products that do not conform to this Warranty.

This Warranty shall be invalidated if the Products: (a) have not been
installed, handled, or used in accordance with Compatible Systems recom-
mended procedures; (b) have been damaged through the negligence or abuse
of the Customer or of any subsequent purchasers; (c) are damaged by causes
externa to the Products, including (without limitation) shipping damage,
power or air conditioning failure, or accident or catastrophe of any nature;
and (d) have been subjected to repairs or attempted repairs by any person
other than Compatible Systems (or an authorized Compatible Systems ser-
vice technician).
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To obtain service under this Warranty, the Customer (or subsequent pur-
chaser, if applicable) must follow the procedures outlined bel ow, under
“Product Return Policy.”

THE WARRANTIES SET FORTH IN THESE TERMS AND CONDI-
TIONSARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED
OR IMPLIED. WITHOUT LIMITATION ON THE GENERALITY OF
THE FOREGOING SENTENCE, COMPATIBLE SYSTEMS EXPRESSLY
DISCLAIMS AND EXCLUDESALL IMPLIED WARRANTIES OF
MERCHANTIBILITY AND OF FITNESS (GENERALLY OR FOR A
PARTICULAR PURPOSE).

2. Shipments. All delivery indications are estimated and are dependent in
part upon prompt receipt of all necessary information to service an order.
Compatible Systems shall not be liable for any premium transportation or
other costs or lossesincurred by Customer asaresult of Compatible Systems
inability to deliver Product in accordance with Customer’s requested deliv-
ery dates. All shipments by Compatible Systems are made F.O.B. factory
(Boulder, Colorado); risk of loss shall passto Customer at point of shipment.
Unless specified by the Customer, Compatible Systems will select the mode
of transportation for each order. Compatible Systems reserves the right to
make deliveriesininstallments. Partial shipments are subject to the terms of
payment noted below. Compatible Systems reserves the right to allocate
inventory and production if such allocation becomes necessary.

3. Payment Terms. Payment shall be made prior to shipment or upon
delivery, unless otherwise agreed to in writing. Payment shall not constitute
acceptance of the goods.

4. Force Majeure. All orders accepted by Compatible Systems are subject
to postponement or cancellation for any cause beyond the reasonable control
of Compatible Systems, including without limitation: inability to obtain
necessary materials and components; strikes, labor disturbances, and other
unavailability of workers; fire, flood, and other acts of God; war, riot, civil
insurrection, and other disturbances; production or engineering difficulties;
and governmental regulations, orders, directives, and restrictions.

5. Product Return Policy. Prior to shipping any Product to Compatible

Systems, the Customer must contact Compatibl e Systems Technical Support
(by letter or telephone) with the following information: (&) reason for return;
(b) quantity, description, and model number, and (if applicable) serial num-
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ber of each item being returned; (c) original Compatible Systems Sales
Agreement number; and (d) any special instructions. Upon receipt of this
information, Compatible Systems will issue an RMA (“Return Material
Authorization”) number and any required U.S. Customs identification to
assure correct identification of the Customer and to insure prompt and accu-
rate processing.

6. Limitation of Remedies. Compatible Systems' liability for all claims
brought pursuant to or in connection with this agreement, including the pur-
ported breach hereof, shall belimited: (a) inthe case of claimsfor breach of
warranty, to compliance with the repair or replacement provisions of the
warranty, and (b) in all other cases (including any claim that the warranty
failed of its essential purpose), to actual damages of the Customer (or, if
appropriate, of the subsequent purchaser). IN NO EVENT SHALL COM-
PATIBLE SYSTEMSBE LIABLE FOR ANY SPECIAL, CONSEQUEN-
TIAL, OR INCIDENTAL DAMAGES ARISING OUT OF THE SALE,
USE, INSTALLATION OR OPERATION OF THE PRODUCTS,
WHETHER A CLAIM ISBASED ON STRICT LIABILITY, BREACH OF
WARRANTY, NEGLIGENCE, OR ANY OTHER CAUSE WHATSO-
EVER, WHETHER OR NOT SIMILAR. Thislimitation on remedies shall
apply even if Compatible Systemsis advised of the possibility and nature of
any special, consequential, or incidental damages.

7. Governing Law; Merger. Thisagreement and all Terms and Conditions
hereof shall be governed by, and construed in accordance with the internal
laws of the State of Colorado. Except as superseded by a separate written
contract signed by both Compatible Systems and the Customer, superseding
all prior negotiations or offers, written or oral, this agreement may be
amended only in writing, signed by an authorized officer of Compatible Sys-
tems.
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