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How to Use this Guide

Your Guide to the Wireless-G VPN Broadband Router has been designed to make understanding networking with
the Router easier than ever. Look for the following items when reading this User Guide:

is something you should pay special attention to while

2 This checkmark means there is a Note of interest and
using the Router.

This exclamation point means there is a Caution or
Warning and is something that could damage your
property or the Router.

>

This question mark provides you with a reminder about
something you might need to do while using the Router.

In addition to these symbols, there are definitions for technical terms that are presented like this:

word: definition.

Also, each figure (diagram, screenshot, or other image) is provided with a figure number and description, like
this:
Figure 0-1: Sample Figure Description

Figure numbers and descriptions can also be found in the "List of Figures" section in the “Table of Contents”.
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Ghanter 1: Introduction

Welcome

Wireless-G is the upcoming 54Mbps wireless networking standard that’s almost five times faster than the widely
deployed Wireless-B (802.11b) products found in homes, businesses, and public wireless hotspots around the
country—nbut since they share the same 2.4GHz radio band, Wireless-G devices can also interoperate with
existing 11Mbps Wireless-B equipment.

Since both standards are built in, you can protect your investment in existing 802.11b infrastructure, and migrate
to the new screaming fast Wireless-G standard as your needs grow.

The Linksys Wireless-G Broadband VPN Router is really three devices in one box. First, there’s the Wireless
Access Point, which lets you connect Wireless-G or Wireless-B devices to the network. There’s also a built-in 4-
port full-duplex 10/100 Switch to connect your wired-Ethernet devices. Connect four PCs directly, or daisy-chain
out to more hubs and switches to create as big a network as you need. Finally, the Router function ties it all
together and lets your whole network share a high-speed cable or DSL Internet connection.

To protect your data and privacy, the Wireless-G Broadband VPN Router can encrypt all wireless transmissions.
The Router can serve as a DHCP Server, has NAT technology to protect against Internet intruders, supports VPN
pass-through, and can be configured to filter internal users’ access to the Internet. Configuration is a snap with
the web browser-based configuration utility.

With the Linksys Wireless-G Broadband VPN Router at the center of your home or office network, you can share a
high-speed Internet connection, files, printers, and multi-player games with the flexibility, speed, and security
you need!



What’s in this Guide?

This user guide covers the steps for setting up and using the Wireless-G VPN Broadband Router.

Chapter 1: Introduction
This chapter describes the Wireless-G VPN Broadband Router applications and this User Guide.

Chapter 2: Planning your Wireless Network
This chapter describes the basics of wireless networking.

Chapter 3: Getting to Know the Wireless-G VPN Broadband Router
This chapter describes the physical features of the Router.

Chapter 4: Connecting the Wireless-G VPN Broadband Router
This chapter instructs you on how to connect the Router to your network.

Chapter 5: Configuring the PCs
This chapter explains how to configure the PCs for your network.

Chapter 6: Configuring the Router
This chapter explains how to use the Web-Based Utility to configure the settings on the Router.

Appendix A: Troubleshooting
This appendix describes some problems and solutions, as well as frequently asked questions, regarding
installation and use of the Wireless-G VPN Broadband Router.

Appendix B: Wireless Security
This appendix explains the risks of wireless networking and some solutions to reduce the risks.

Appendix C: Configuring IPSec between a Windows 2000 Pc and the Router
This appendix instructs you on how to establish a secure IPSec tunnel using preshared keys to join a private
network inside the VPN Router and a Windows 2000 or XP PC.

Appendix D: SNMP Functions
This appendix explains SNMP.

Appendix E: Upgrading Firmware
This appendix instructs you on how to upgrade the firmware on your Router if you should need to do so.

Appendix F: Windows Help
This appendix describes how you can use Windows Help for instructions about networking, such as installing
the TCP/IP protocol.



Appendix G: Finding the MAC Address and IP Address for your Ethernet Adapter.
This appendix describes how to find the MAC address for your computer’s Ethenet adapter so you can use the
MAG filtering and/or MAC address cloning feature of the Router.

Appendix H: Glossary
This appendix gives a brief glossary of terms frequently used in networking.

Appendix I: Specifications
This appendix provides the technical specifications for the Router.

Appendix J: Warranty Information
This appendix supplies the warranty information for the Router..

Appendix K: Regulatory Information
This appendix supplies the regulatory information regarding the Router.

Appendix L: Contact Information
This appendix provides contact information for a variety of Linksys resources, including Technical Support.



Ghapter 2: Planning your Wireless Network

The Router’s Functions
Simply put, a router is a network device that connects two networks together.

In this instance, the Router connects your Local Area Network (LAN), or the group of PCs in your home or office, to
the Internet. The Router processes and regulates the data that travels between these two networks.

The Router’s NAT feature protects your network of PCs so users on the public, Internet side cannot “see” your
PCs. This is how your network remains private. The Router protects your network by inspecting every packet
coming in through the Internet port before delivery to the appropriate PC on your network. The Router inspects
Internet port services like the web server, ftp server, or other Internet applications, and, if allowed, it will forward
the packet to the appropriate PC on the LAN side.

Remember that the Router’s ports connect to two sides. The LAN ports connect to the LAN, and the Internet port
connects to the Internet. The LAN and Internet ports transmit data at 10/100Mbps.

IP Addresses

What’s an IP Address?

IP stands for Internet Protocol. Every device on an IP-based network, including PCs, print servers, and routers,
requires an IP address to identify its “location,” or address, on the network. This applies to both the Internet and
LAN connections. There are two ways of assigning an IP address to your network devices. You can assign static
IP addresses or use the Router to assign IP addresses dynamically.

Static IP Addresses

A static IP address is a fixed IP address that you assign manually to a PC or other device on the network. Since a
static IP address remains valid until you disable it, static IP addressing ensures that the device assigned it will
always have that same IP address until you change it. Static IP addresses must be unique and are commonly
used with network devices such as server PCs or print servers.

Figure 2-1: Network

LAN: the computers and networking products that
make up your local network

NOTE: Since the Router is a device that connects two
networks, it needs two IP addresses—one for the LAN,
and one for the Internet. In this User Guide, you’ll see
references to the “Internet IP address” and the “LAN IP
address.”

Since the Router uses NAT technology, the only IP
address that can be seen from the Internet for your
network is the Router’s Internet IP address. However,
even this Internet IP address can be blocked, so that the
Router and network seem invisible to the Internet—see
the Block WAN Requests description under Filters in
“Chapter 7: The Router’s Web-based Utility.”



If you use the Router to share your cable or DSL Internet connection, contact your ISP to find out if they have
assigned a static IP address to your account. If so, you will need that static IP address when configuring the
Router. You can get that information from your ISP.

Dynamic IP Addresses

A dynamic IP address is automatically assigned to a device on the network, such as PCs and print servers. These
IP addresses are called “dynamic” because they are only temporarily assigned to the PC or device. After a
certain time period, they expire and may change. If a PC logs onto the network (or the Internet) and its dynamic IP
address has expired, the DHCP server will automatically assign it a new dynamic IP address.

DHCP (Dynamic Host Configuration Protocol) Servers

PCs and other network devices using dynamic IP addressing are assigned a new IP address by a DHCP server.
The PC or network device obtaining an IP address is called the DHCP client. DHCP frees you from having to assign
IP addresses manually every time a new user is added to your network.

A DHCP server can either be a designated PC on the network or another network device, such as the Router. By
default, the Router’s DHCP Server function is enabled.

If you already have a DHCP server running on your network, you must disable one of the two DHCP servers. If you
run more than one DHCP server on your network, you will experience network errors, such as conflicting IP
addresses. To disable DHCP on the Router, see the DHCP section in “Chapter 6: The Router’s Web-based Utility.”

Why do | need a VPN?

Computer networking provides a flexibility not available when using an archaic, paper-based system. With this
flexibility, however, comes an increased risk in security. This is why firewalls were first introduced. Firewalls
help to protect data inside of a local network. But what do you do once information is sent outside of your local
network, when emails are sent to their destination, or when you have to connect to your company's network
when you are out on the road? How is your data protected?

That is when a VPN can help. VPNs are called Virtual Private Networks because they secure data moving outside
of your network as if it were still within that network.

When data is sent out across the Internet from your computer, it is always open to attacks. You may already have
a firewall, which will help protect data moving around or held within your network from being corrupted or
intercepted by entities outside of your network, but once data moves outside of your network - when you send
data to someone via email or communicate with an individual over the Internet - the firewall will no longer protect
that data.



At this point, your data becomes open to hackers using a variety of methods to steal not only the data you are
transmitting but also your network login and security data. Some of the most common methods are as follows:

1) MAC Address Spoofing

Packets transmitted over a network, either your local network or the Internet, are preceded by a packet header.
These packet headers contain both the source and destination information for that packet to transmit efficiently.
A hacker can use this information to spoof (or fake) a MAC address allowed on the network. With this spoofed
MAC address, the hacker can also intercept information meant for another user.

2) Data Sniffing

Data "sniffing" is a method used by hackers to obtain network data as it travels through unsecured networks,
such as the Internet. Tools for just this kind of activity, such as protocol analyzers and network diagnostic tools,
are often built into operating systems and allow the data to be viewed in clear text.

3) Man in the middle attacks

Once the hacker has either sniffed or spoofed enough information, he can now perform a "man in the middle"
attack. This attack is performed, when data is being transmitted from one network to another, by rerouting the
data to a new destination. Even though the data is not received by its intended recipient, it appears that way to
the person sending the data.

These are only a few of the methods hackers use and they are always developing more. Without the security of
your VPN, your data is constantly open to such attacks as it travels over the Internet. Data travelling over the
Internet will often pass through many different servers around the world before reaching its final destination.
That's a long way to go for unsecured data and this is when a VPN serves its purpose.

What is a VPN?

A VPN, or Virtual Private Network, is a connection between two endpoints - a VPN Router, for instance - in
different networks that allows private data to be sent securely over a shared or public network, such as the
Internet. This establishes a private network that can send data securely between these two locations or
networks.

This is done by creating a "tunnel". A VPN tunnel connects the two PCs or networks and allows data to be
transmitted over the Internet as if it were still within those networks. Not a literal tunnel, it is a connection
secured by encrypting the data sent between the two networks.

VPN was created as a cost-effective alternative to using a private, dedicated, leased line for a private network.
Using industry standard encryption and authentication techniques - IPSec, short for IP Security - the VPN creates



a secure connection that, in effect, operates as if you were directly connected to your local network. Virtual
Private Networking can be used to create secure networks linking a central office with branch offices,
telecommuters, and/or professionals on the road (travelers can connect to a VPN Router using any computer with
VPN client software that supports IPSec, such as SSH Sentinel.)

There are two basic ways to create a VPN connection:
*VPN Router to VPN Router
eComputer (using VPN client software that supports IPSec) to VPN Router

The VPN Router creates a “tunnel” or channel between two endpoints, so that data transmissions between them
are secure. A computer with VPN client software that supports IPSec can be one of the two endpoints. Any
computer with the built-in IPSec Security Manager (Microsoft 2000 and XP ) allows the VPN Router to create a
VPN tunnel using IPSec (refer to “Appendix C: Configuring IPSec between a Windows 2000 or XP PC and the VPN
Router”). Other versions of Microsoft operating systems require additional, third-party VPN client software
applications that support IPSec to be installed.

VPN Router to VPN Router

An example of a VPN Router-to-VPN Router VPN would be as follows. (See Figure 2-2.) At home, a telecommuter
uses his VPN Router for his always-on Internet connection. His router is configured with his office's VPN settings.
When he connects to his office's router, the two routers create a VPN tunnel, encrypting and decrypting data. As
VPNs utilize the Internet, distance is not a factor. Using the VPN, the telecommuter now has a secure connection
to the central office's network, as if he were physically connected.

A

Home

Central Office
WRV54G VPN Router

1

IMPORTANT: You must have at least one VPN
Router on one end of the VPN tunnel. At the other
end of the VPN tunnel, you must have a second
VPN Router or a computer with VPN client
software that supports IPSec.

Figure 2-2:



Computer (using VPN client software that supports IPSec) to VPN Router

The following is an example of a computer-to-VPN Router VPN. (See Figure 2-3.) In her hotel room, a traveling
businesswoman dials up her ISP. Her notebook computer has VPN client software that is configured with her
office's VPN settings. She accesses the VPN client software that supports IPSec and connects to the VPN Router
at the central office. As VPNs utilize the Internet, distance is not a factor. Using the VPN, the businesswoman now
has a secure connection to the central office's network, as if she were physically connected.

For additional information and instructions about creating your own VPN, please visit Linksys’s website at
www.linksys.com or refer to “Appendix C: Configuring IPSec between a Windows 2000 or XP PC and the VPN
Router.”

Laptop with VPN Client Software
that Supports IPSec

v u
Central Office

VPN Router
— WRV54G

Figure 2-3:



Ghapter 3: Getting to Know the Wireless-G UPN Broadband
Router

The Back Panel

The Router’s ports, where a network cable is connected, are located on the back panel.

Figure 3-1: Back Panel
Important: Resetting the Router will erase all
A of your settings (WEP Encryption, Wireless and
LAN settings, etc.) and replace them with the

LAN (1-4) The LAN (Local Area Network) ports connect to your PC and other network devices. factory defaults. Do not reset the Router if you
want to retain these settings.

Internet The Internet port connects to your modem.

Power The Power port is where you will connect the power adapter.

Reset Button There are two ways to Reset the Router's factory defaults. Either press the Reset Button, for
approximately ten seconds, or restore the defaults from the Password tab in the Router’s Web-
Based Utility.

With these, and many other, Linksys products, your networking options are limitless. Go to the Linksys website at
www.linksys.com for more information about products that work with the Router.



The Front Panel

The Router's LEDs, where information about network activity is displayed, are located on the front panel.

Power

DMz

Internet

Wireless-G

LAN (1-4)

Internet

s
"
7]

=

]

=

=

Figure 3-2: Front Panel

Green. The Power LED lights up when the Access Point is powered on.

Red. The DMZ LED indicates the Access Point's self- diagnosis mode during boot-up and
restart. It will turn off upon completing the diagnosis. If this LED stays on for an abnormally
long period of time, refer to Appendix A: Troubleshooting.

Green. The Internet LED lights whenever there is a successful wireless connection. If the LED
is flickering, the Router is actively sending or receiving data to or from one of the devices on
the network.

Green. The Wireless-G LED lights whenever there is a successful wireless connection.

Green. The LAN LED serves two purposes. If the LED is continuously lit, the Router is
successfully connected to a device through the LAN port. If the LED is flickering, it is an
indication of any network activity.

10



Ghanter 4: Gonnecting the Wireless-G Broadband Router

Overview

The Router’s setup consists of more than simply plugging hardware together. You will have to configure your
networked PCs to accept the IP addresses that the Router assigns them (if applicable), and you will also have to
configure the Router with setting(s) provided by your Internet Service Provider (ISP).

The installation technician from your ISP should have left the setup information for your modem with you after
installing your broadband connection. If not, you can call your ISP to request that data.

Once you have the setup information you need for your specific type of Internet connection, you can begin
installation and setup of the Router.

If you want to use a PC with an Ethernet adapter to configure the Router, continue to “Wired Connection to a PC.”
If you want to use a PC with a wireless adapter to configure the Router, continue to “Wireless Connection to a
PC.”

11



Wired Connection to a PC

1.

7.

Before you begin, make sure that all of your network’s hardware is powered off, including the Router, PCs,
and cable or DSL modem.

Connect one end of an Ethernet network cable to one of the LAN ports (labeled 1-4) on the back of the Router
(see Figure 4-1), and the other end to an Ethernet port on a PC.

Repeat this step to connect more PCs, a switch, or other network devices to the Router.

Connect a different Ethernet network cable from your cable or DSL modem to the Internet port on the Router’s
rear panel (see Figure 4-2). This is the only port that will work for your modem connection.

Power on the cable or DSL modem.

Connect the power adapter to the Router’s Power port (see Figure 4-3), and then plug the power adapter into
a power outlet.

¢ The Power LED on the front panel will light up green as soon as the power adapter is connected properly.
The Power LED will flash for a few seconds, then it will light up steady when the self-test is complete. If
the LED flashes for one minute or longer, see “Appendix A: Troubleshooting.”

Power on one of your PCs that is connected to the Router.

Wireless Connection to a PC

If you want to use a wireless connection to access the Router, follow these instructions:

1.

Before you begin, make sure that all of your network’s hardware is powered off, including the Router, PCs,
and cable or DSL modem.

Connect an Ethernet network cable from your cable or DSL modem to the Internet port on the Router’s rear
panel (see Figure 4-2). This is the only port that will work for your modem connection.

Power on the cable or DSL modem.

Connect the power adapter to the Power port (see Figure 4-3), and then plug the power adapter into a power
outlet.

Figure 4-1:

Figure 4-2:

Figure 4-3:

NOTE: I[You should always plug the Router’s
power adapter into a power strip with surge
protection.

NOTE: [You should always change the SSID
from its default, linksys, and enable WEP
encryption.
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¢ The Power LED on the front panel will light up green as soon as the power adapter is connected properly.
The Power LED will flash for a few seconds, then light up steady when the self-test is complete. If the LED
flashes for one minute or longer, see “Appendix A: Troubleshooting.”

5. Power on one of the PCs on your wireless network(s).

6. For initial access to the Router through a wireless connection, make sure the PC’s wireless adapter has its
SSID set to linksys-g (the Router’s default setting), and its WEP encryption is disabled. After you have
accessed the Router, you can change the Router and this PC’s adapter settings to match the your usual
network settings.

The Router’s hardware installation is now complete.

Go to “Chapter 5: Configuring the PCs.”

13



Ghapter 3: Gonfiguring the PGS

Overview 2000, Me, and XP has TCP/IP installed and set to

obtain an IP address automatically. If your PC does
not have TCP/IP installed, click Start and then
Help. Search for the keyword TCP/IP. Then follow
the instructions to install TCP/IP.

: IMPORTANT: Important: By default Windows 98,

The instructions in this chapter will help you configure each of your computers to be able to communicate with
the Router.

To do this, you need to configure your PC’s network settings to obtain an IP (or TCP/IP) address automatically, so
your PC can function as a DHCP client. Computers use IP addresses to communicate with the Router and each o 2

Conligusation | idartlication | Acoess Conirol |

other across a network, such as the Internet.

First, find out which Windows operating system your computer is running. You can find out by clicking the Start
button. Read the side panel of the Start menu to find out which operating system your PC is running.

You may need to do this for each computer you are connecting to the Router.

[ 251 Chierd for Micrasclt Networks: j

ES} Link.sys LNE 1 00T, Fast Ethemet AdapterLNE 100TX vi)
(4~ TCPAP -» DiskUp Adagler

bt | Reow [ ]
The next few pages tell you, step by step, how to configure your network settings based on the type of Windows [t it e =
operating system you are using. Make sure that an Ethernet or wireless adapter (also known as a network B T
adapter) has been successfully installed in each PC you will configure. Once you’ve configured your computers, 'T’_as“::‘:“m ot 0 tektaet snd
continue to “Chapter 6: Using the Router’'s Web-Based Utility.”
oK I Cancel I

Configuring Windows 98 and Millennium PCs
Figure 5-1: Configuration Tab

TCP/IP Properties x|

Bndrge | Advanced | NeBIDS |

2. 0On the Configuration tab, select the TGP/IP line for the applicable Ethernet adapter, as shown in Figure 5-1. DS Pty e | ANE Esriciasiss (1P R
Do not choose a TCP/IP entry whose name mentions DUN, PPPoE, VPN, or AOL. If the word TCP/IP appears by P iz ombe

If your retwork doss not automaticaly assign IP addissss, atk
ey . Fox s ackhoss, e o topss B &

1. Click the Start button. Select Settings and click the Gontrol Panel icon. Double-click the Network icon.

itself, select that line. Click the Properties button. gout etk o
3. Click the IP Address tab. Select Obtain an IP address automatically. (See Figure 5-2.) :W
]
------ C—— 1
r b
o |

Figure 5-2: IP Address Tab
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4. Now click the Gateway tab, and verify that the Installed Gateway field is blank. Click the OK button.

5. Click the OK button again. Windows may ask you for the original Windows installation disk or additional files.
Check for the files at c:\windows\options\cabs, or insert your Windows CD-ROM into your CD-ROM drive and
check the correct file location, e.g., D:\win98, D:\win9x, etc. (if “D” is the letter of your CD-ROM drive).

6. Windows may ask you to restart your PC. Click the Yes button. If Windows does not ask you to restart, restart
your computer anyway.

Go to “Chapter 6: Using the Router’s Web-Based Utility.”

Configuring Windows 2000 PCs

1. Click the Start button. Select Settings and click the Gontrol Panel icon. Double-click the Network and Dial-
up Connections icon.

2. Select the Local Area Connection icon for the applicable Ethernet adapter (usually it is the first Local Area
Connection listed). Double-click the Local Area Connection. Click the Properties button. (See Figure 5-3.)

3. Make sure the box next to Internet Protocol (TCP/IP) is checked. Highlight Internet Protocol (TCP/IP), and click
the Properties button. (See Figure 5-4.)

4. Select Obtain an IP address automatically. Once the new window appears, click the OK button. Click the
OK button again to complete the PC configuration. (See Figure 5-5.)

5. Restart your computer.

Go to “Chapter 6: Using the Router’s Web-Based Utility.”

21
General |
Comnection
Status: Connected
Durabior: 6 days 04:43.33
Speed 100.0 Mbps
Activiy
L] .
Sent — ﬂ— Received
Packets: 4015766 | 546.214
I
_ Do |
Figure 5-3: Properties
21
General |
Connect usng:
[l.‘? Linksys LNE100T15) Fast Ethemet Adsptes
_Corigan |
G Chnckid oo asd s 84 .

% 2} Chent for Miciosoft Networks
| o5} File and Pinter Shasing for Miciosolt Netwarks
15" Intemet Protocal [TCPAP)

O T I |

Transmizsion Control Protocol/Antesnet Protocol. The defaul
ade ¢k protocol thal provides ic e

‘acioss diverse interconnected netwerks.

I™ Shos icon in taskbar when connected

= =

Figure 5-4: TGP/IP

1%

General |

e L svyrad & . suppors
this capabiiy. Othervase, you need o ask i
the spproprste P setings

& {fbaan an P addess mecmaical]

£ Ugn the folowing IP adcress:

P o (]
——
—

@ Otpin DNS server addieas utomaticaly

" Lisg the loflowing DNS server addimeses:

——

[or ] _come |

Figure 5-5: IP Address
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Configuring Windows XP PCs

The following instructions assume you are running Windows XP with the default interface. If you are using the
Classic interface (where the icons and menus look like previous Windows versions), please follow the
instructions for Windows 2000.

1. Click the Start button and then the Control Panel icon. Click the Network and Internet GConnections icon.
Then click the Network Gonnections icon.

2. Select the Local Area Gonnection icon for the applicable Ethernet adapter (usually it is the first Local Area
Connection listed). Double-click the Local Area Connection. Click the Properties button. (See Figure 5-6.)

3. Make sure the box next to Internet Protocol (TCP/IP) is checked. Highlight Internet Protocol (TGP/IP), and
click the Properties button. (See Figure 5-7.)

4. Select Obtain an IP address automatically. (See Figure 5-8.) Once the new window appears, click the 0K
button. Click the OK button again to complete the PC configuration.

Go to “Chapter 6: Using the Router’s Web-Based Utility.”

- )
| L Local Area Connection 39 Status (=]
Gerwnal | Suppor
Staus: Cornacted
Dussvort 2 days 025616
Speed 100.0 bps
sent — 8] Recewved
Packets 2088 23m
[ e ]
Dow |

Figure 5-6: Properties

ILLLMM Area Connection 39 Properties L@
Geewedl | futherticaion Advanced

Corrmt usng
M9 Linksys LNE 1007 Fast Elhemst AdaptedLNE 1007 v
e
This cgnrection uses the folowing items:
o 2] Chert fou Microscht Networks
4 EFile and Pintas Shating for Micsotoll Netwerks
+ "~ inkemet Protocal [TOPAF] |

——— —
Tranamission Conbiol Prolocolintemet Protocol. The defaul
wids ‘rctozel thal
acnogs diverse inberconnected retworks,
(53 Shog loon s notficat
[T3 Cancel

Figure 5-7: TCP/IP
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Figure 5-8: IP Address




Chapter 6: Gonfiguring the Router

Overview

Linksys recommends using the Setup CD-ROM for first-time installation of the Router and setting up additional
computers. If you do not wish to run the Setup Wizard on the Setup CD-ROM, then follow the steps in this chapter
and use the Router’s web-based utility to configure the Router. This chapter will describe each web page in the
Utility and each page’s key functions. The utility can be accessed via your web browser through use of a
computer connected to the Router. For a basic network setup, most users only have to use the following screens
of the Utility:

e Basic Setup. On the Basic Setup screen, enter the settings provided by your ISP.

e Management. Click the Administration tab and then the Management tab. The Router’s default password is
admin. To secure the Router, change the Password from its default.

There are seven main tabs: Setup, Wireless, Security, Access Restrictions, Applications & Gaming,
Administration, and Status. Additional tabs will be available after you click one of the main tabs.

Setup
e Basic Setup. Enter the Internet connection and network settings on this screen.

e DDNS. To enable the Router’s Dynamic Domain Name System (DDNS) feature, complete the fields on this
screen.

e MAC Address Clone. If you need to clone a MAC address onto the Router, use this screen.

e Advanced Routing. On this screen, you can alter Network Address Translation (NAT), Dynamic Routing, and
Static Routing configurations.

¢ Hot Spot. Register with your Hot Spot service provider on this screen.
Wireless
e Basic Wireless Settings. You can choose your Wireless Network Mode and Wireless Security on this screen.

e Wireless Network Access. This screen displays your network access list.

Note: The Router is designed to function
A properly after connecting the Router to your

network. This chapter is provided solely for

those who wish to perform more advanced

Have You: Enabled TCP/IP on your PCs? PCs

A communicate over the network with this
protocol. Refer to Appendix D: Windows Help for
more information on TCP/IP.

Note: For added security, you should change
A the password through the Administration

screen of the web-based utility.

NAT (Network Address Translation): NAT
technology translates IP addresses of a local area
network to a different IP address for the Internet.
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Advanced Wireless Settings. On this screen you can access the Advanced Wireless features of Authentication
Type, Basic Data Rates, Control Tx Rates, Beacon Interval, DTIM Interval, RTS Threshold, and Fragmentation
Threshold.

Security

Filter. To block specific users from Internet access, you can set up IP address, port, and MAC address filtering
on the Filter screen.

VPN. To enable or disable IPSec, L2TP, and/or PPTP Pass-through, and set up VPN tunnels, use this screen.

802.1x. Use this screen to set up RADIUS authentication.

Access Restrictions

Access Restriction. This screen allows you to prevent or permit only certain users from attaching to your
network.

Applications & Gaming

Port Range Forwarding. To set up public services or other specialized Internet applications on your network,
click this tab.

Port Triggering. To set up triggered ranges and forwarded ranges for Internet applications, click this tab.
UPnP Forwarding. Use this screen to alter UPnP forwarding settings.

DMZ. To allow one local user to be exposed to the Internet for use of special-purpose services, use this
screen.

Administration

Management. On this screen, alter router access privileges and UPnP settings.

Log. If you want to view or save activity logs, click this tab.

Diagnostics. Use this screen to check the connection between your Router and PC.
Factory Defaults. If you want to restore the Router’s factory defaults, then use this screen.

Firmware Upgrade. Click this tab if you want to upgrade the Router’s firmware.

Beacon Interval :The frequency interval of the
beacon, which is a packet broadcast by a
router to synchronize a wireless network.

DTIM (Delivery Traffic Indication Message):
A message included in data packets that can
increase wireless efficiency.

RTS (Request To Send): A packet sent when a
computer has data to transmit. The computer
will wait for a CTS (Clear To Send) message
before sending data.

Fragmentation: Breaking a packet into smaller
units when transmitting over a network medium
that cannot support the original size of the
packet.
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Status
¢ Router. This screen provides status information about the Router.

e Local Network. This provides status information about the local network.

How to Access the Web-based Utility

To access the web-based utility, launch Internet Explorer or Netscape Navigator, and enter the Router’s default IP
address, 192.168.1.1, in the Address field. Then press Enter.

A password request page, shown in Figure 6-1 will appear. (non-Windows XP users will see a similar screen.)
Enter admin (the default user name) in the User Name field, and enter admin (the default password) in the
Password field. Then click the OK button.

The Setup Tab

The Basic Setup Tab

The first screen that appears is the Basic Setup tab. (See Figure 6-2.) This tab allows you to change the Router's
general settings. Change these settings as described here and click the Save Settings button to save your
changes or Gancel Changes to cancel your changes.

Internet Setup

¢ Internet Connection Type. The Router supports four connection types: Automatic Configuration - DHCP (the
default connection type), PPPoE, Static IP, and PPTP. Each Basic Setup screen and available features will
differ depending on what kind of connection type you select.

Automatic Configuration - DHCP

By default, the Router’s Configuration Type is set to Automatic Configuration - DHCP, and it should be kept
only if your ISP supports DHCP or you are connecting through a dynamic IP address.

Chapter 6: Configuring the Router
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Static (See Figure 6-3.)
If you are required to use a permanent IP address to connect to the Internet, then select Static IP.

¢ [P Address. This is the Router’s IP address, when seen from the WAN, or the Internet. Your ISP will provide
you with the IP Address you need to specify here.

e Subnet Mask. This is the Router’s Subnet Mask, as seen by external users on the Internet (including your
ISP). Your ISP will provide you with the Subnet Mask.

e Default Gateway. Your ISP will provide you with the Default Gateway Address, which is the ISP server’s IP
address.

e Primary DNS. (Required) and Secondary DNS (Optional). Your ISP will provide you with at least one DNS
(Domain Name System) Server IP Address.

When finished making your changes on this tab, click the Save Settings button to save these changes, or
click the Gancel Changes button to undo your changes.

PPPoE (See Figure 6-4.)

Some DSL-based ISPs use PPPoE (Point-to-Point Protocol over Ethernet) to establish Internet connections. If
you are connected to the Internet through a DSL line, check with your ISP to see if they use PPPoE. If they do,
you will have to enable PPPoE.

e User Name and Password. Enter the User Name and Password provided by your ISP.

¢ Connect on Demand: Max Idle Time. You can configure the Router to cut the Internet connection after it
has been inactive for a specified period of time (Max Idle Time). If your Internet connection has been
terminated due to inactivity, Connect on Demand enables the Router to automatically re-establish your
connection as soon as you attempt to access the Internet again. If you wish to activate Gonnect on
Demand, click the radio button. In the Max Idle Time field, enter the number of minutes you want to have
elapsed before your Internet connection terminates.

¢ Keep Alive Option: Redial Period. If you select this option, the Router will periodically check your Internet
connection. If you are disconnected, then the Router will automatically re-establish your connection. To
use this option, click the radio button next to Keep Alive. In the Redial Period field, you specify how often
you want the Router to check the Internet connection. The default Redial Period is 30 seconds.

When finished making your changes on this tab, click the Save Settings button to save these changes, or
click the Gancel Changes button to undo your changes.
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PPTP (See Figure 6-5.) (s e —

P Assess . F
Point to Point Tunneling Protocol (PPTP) is a service that applies to connections in Europe only (see Figure 6- gl = == N
5)' Paggword
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¢ |[nternet IP Address. This is the Router’s IP address, when seen from the Internet. Your ISP will provide you
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e Subnet Mask. This is the Router’s Subnet Mask, as seen by external users on the Internet (including your - mm
ISP). Your ISP will provide you with the Subnet Mask. | oo seun |
Gataway P Locup aswess (192 [T68 [T F
e Default Gateway. Your ISP will provide you with the Default Gateway Address. e e e Com
¢ User Name and Password. Enter the User Name and Password provided by your ISP. -
e Connect on Demand: Max Idle Time. You can configure the Router to cut the Internet connection after it - -
has been inactive for a specified period of time (Max Idle Time). If your Internet connection has been - Li_"r—]__‘ T
terminated due to inactivity, Connect on Demand enables the Router to automatically re-establish your © e
connection as soon as you attempt to access the Internet again. If you wish to activate Gonnect on T
Demand, click the radio button. In the Max Idle Time field, enter the number of minutes you want to have Mk € ioq @ pies
elapsed before your Internet connection terminates. i —
e Keep Alive Option: Redial Period. If you select this option, the Router will periodically check your Internet Figure 6-5: PPTP Internet Connection Type

connection. If you are disconnected, then the Router will automatically re-establish your connection. To
use this option, click the radio button next to Keep Alive. To use this option, click the radio button next to
Keep Alive. In the Redial Period field, you specify how often you want the Router to check the Internet
connection. The default Redial Period is 30 seconds.

When finished making your changes on this tab, click the Save Settings button to save these changes, or
click the Gancel Changes button to undo your changes.

Optional Settings (Required by some ISPs)

¢ Host Name and Domain Name. These fields allow you to supply a host and domain name for the Router. Some
ISPs require these names as identification. You may have to check with your ISP to see if your broadband
Internet service has been configured with a host and domain name. In most cases, leaving these fields blank
will work.

e MTU. The MTU (Maximum Transmission Unit) setting specifies the largest packet size permitted for network
transmission. Select Enabled and enter the value desired. It is recommended that you leave this value in the
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1200 to 1500 range. For most DSL users, it is recommended to use the value 1492. By default, MTU is set at
1500 when disabled.

Network Setup

e Gateway IP. The values for the Router’s Local IP Address and Subnet Mask are shown here. In most cases,
keeping the default values will work.

Local IP Address. The default value is 192.168.1.1.
Subnet Mask. The default value is 255.255.255.0.

Network Address Server Settings (DHCP). A Dynamic Host Configuration Protocol (DHCP) server
automatically assigns an IP address to each PC on your network for you. Unless you already have one, it is
highly recommended that you leave the Router enabled as a DHCP server.

Local DHCP Server. DHCP is already enabled by factory default. If you already have a DHCP server on your
network, set the Router’s DHCP option to Disable. If you disable DHCP, remember to assign a static IP
address to the Router.

Start IP Address. Enter a value for the DHCP server to start with when issuing IP addresses. This value
must be 192.168.1. 2 or greater, because the default IP address for the Router is 192.168.1.1.

Number of Address. Enter the maximum number of PCs that you want the DHCP server to assign IP
addresses to. This number cannot be greater than 254 (the Router’s IP address must be accounted for,
effective available IP addresses is no more than 253). In order to determine the DHCP IP Address range,
add the starting IP address (e.g., 100) to the number of DHCP users. By default, as shown in Figure 6-9,
add 100 to 50, and the range is 192.168.1.100 to 192.168.1.149.

DHCP Address Range. The range of DHCP addresses is displayed here.

¢ Time Setting. This is where you set the time for your Router. You can set the time and date manually or
automatically, by setting the time zone.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Ghanges button to undo your changes.
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The DDNS Tab

The Router offers a Dynamic Domain Name System (DDNS) feature. DDNS lets you assign a fixed host and domain
name to a dynamic Internet IP address. It is useful when you are hosting your own website, FTP server, or other
server behind the Router.

Before you can use this feature, you need to sign up for DDNS service at one of two DDNS service providers,
DynDNS.org or TZ0.com.

DDNS

DDNS Service. If your DDNS service is provided by DynDNS.org, then select DynDNS.org in the drop-down menu.
(See Figure 6-6.) If your DDNS service is provided by TZ0, then select TZ0.com. (See Figure 6-7.) The features
available on the DDNS screen will vary, depending on which DDNS service provider you use.

DynDNS.org

e User Name, Password, and Host Name. Enter the User Name, Password, and Host Name of the account you
set up with DynDNS.org.

¢ Internet IP Address. The Router’s current Internet IP Address is displayed here. Because it is dynamic, it will
change.

e Status. The status of the DDNS service connection is displayed here.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

TZ0.com Tab

e Email Address, TZ0 Password Key, and Domain Name. Enter the Email Address, TZ0 Password Key, and
Domain Name of the service you set up with TZO0.

¢ |Internet IP Address. The Router’s current Internet IP Address is displayed here. Because it is dynamic, this will
change.

e Status. The status of the DDNS service connection is displayed here.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.
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MAC Address Clone Tab (See Figure 6-8.)

The Router’s MAC address is a 12-digit code assigned to a unique piece of hardware for identification, like a
social security number. If your ISP requires MAC address registration, find your adapter’s MAC address by
following the instructions in “Appendix D: Finding the MAC Address and IP Address for Your Ethernet Adapter.”

MAC Clone

MAC Clone Service. To use MAC address cloning, select Enable.

MAC Address. To manually clone a MAC address, enter the 12 digits of your adapter’s MAC address in the on-
screen fields (see Figure 6-8). Then click the Save Settings button.

Clone My MAC Address. If you want to clone the MAC address of the PC you are currently using to configure
the Router, then click the Glone My MAGC Address button. The Router will automatically detect your PC’s
MAC address, so you do NOT have to call your ISP to change the registered MAC address to the Router’s MAC
address. It is recommended that the PC registered with the ISP is used to open the MAC Address Clone tab.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

Advanced Routing Tab

The Advanced Routing screen allows you to configure the dynamic routing and static routing settings. (See Figure
6-9.)

Advanced Routing

Operating Mode. Select Gateway or Router for the Operating Mode from the drop-down menu.

Dynamic Routing. With Dynamic Routing you can enable the Router to automatically adjust to physical
changes in the network’s layout. The Router, using the RIP protocol, determines the network packets’ route
based on the fewest number of hops between the source and the destination. The RIP protocol regularly
broadcasts routing information to other routers on the network.

Receive RIP Version To use dynamic routing for reception of network data, select the protocol you want: RIP1
or RIP2.

Transmit RIP Version. To use dynamic routing for transmission of network data, select the protocol you want:
RIP1, RIP1-Compatible, or RIP2.
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Static Routing

If the Router is connected to more than one network, it may be necessary to set up a static route between them.
A static route is a pre-determined pathway that network information must travel to reach a specific host or
network. To create a static route, change the following settings:

Select Number. Select the number of the static route from the drop-down menu. The Router supports up to
20 static route entries.

Delete This Entry. If you need to delete a route, select its number from the drop-down menu, and click the
Delete Entry button.

LAN IP Address. The LAN IP Address is the address of the remote network or host to which you want to assign
a static route. Enter the IP address of the host for which you wish to create a static route. If you are building a
route to an entire network, be sure that the network portion of the IP address is set to 0. For example, the
Router’s standard IP address is 192.168.1.1. Based on this address, the address of the routed network is
192.168.1, with the last digit determining the Router’s place on the network. Therefore you would enter the IP
address 192.168.1.0 if you wanted to route to the Router’s entire network, rather than just to the Router.

Subnet Mask. The Subnet Mask (also known as the Network Mask) determines which portion of an IP address
is the network portion, and which portion is the host portion. Take, for example, a network in which the
Subnet Mask is 255.255.255.0. This determines (by using the values 255) that the first three numbers of a
network IP address identify this particular network, while the last digit (from 1 to 254) identifies the specific
host.

Default Gateway. This IP address should be the IP address of the gateway device that allows for contact
between the Router and the remote network or host.

metric. This determines the maximum number of steps between network nodes that data packets will travel.
A node is any device on the network, such as PCs, print servers, routers, etc.

Interface. Select LAN & Wireless or Internet, depending on the location of the static route’s final destination.

Show Routing Table. Click the Show Routing Table button to open a screen displaying how data is routed
through your LAN. For each route, the Destination LAN IP address, Subnet Mask, Default Gateway, and
Interface are displayed. Click the Refresh button to update the information. See Figure 6-10.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

i htep://192.168.1.1 - Routing Table - Micrasolt Internet Explorer

Routing Table Entry List

Destination LAN IP
192.168.1.0
127.001

=
Refresh
Subnet Mask Gateway Interface
255.255.255.0 192.168.1.1 LAN&Wireless
oooo 127.0041 LOOPBACK
Closa I
=

Figure 6-10: Routing Table
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The Wireless Tab

Basic Wireless Settings (See Figure 6-11.)
This screen allows you to choose your wireless network mode and wireless security.
Wireless Network

e Wireless Network Mode. If you have Wireless-G and 802.11b devices in your network, then keep the default
setting, Mixed. If you have only Wireless-G devices, select G-Only. If you want to disable wireless
networking, select Disable.

e Wireless Network Name. Enter the Wireless Network Name (SSID) into the field. The SSID is the network
name shared among all devices in a wireless network. The SSID must be identical for all devices in the
wireless network. It is case-sensitive and must not exceed 32 alphanumeric characters, which may be any
keyboard character. For added security, Linksys recommends that you change the default SSID (linksys) to a
unique name of your choice.

e Wireless Channel. Select the appropriate channel from the list provided to correspond with your network
settings, between 1 and 13 (in most of Europe and between 1 and 11 in North America and South America).
All devices in your wireless network must use the same channel in order to function correctly.
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Wireless Security

e Wireless SSID Broadcast. When wireless clients survey the local area for wireless networks to associate with,
they will detect the SSID broadcast by the Router. To broadcast the Router's SSID, keep the default setting,
Enabled. If you do not want to broadcast the Router's SSID, then select Disabled.

e WEP. An acronym for Wired Equivalent Privacy, WEP is an encryption method used to protect your wireless
data communications. WEP uses 64-bit or 128-bit keys to provide access control to your network and
encryption security for every data transmission. To decode data transmissions, all devices-Wireless-G and
802.11b-in a network must use an identical WEP key. Higher encryption levels offer higher levels of security,
but due to the complexity of the encryption, they may decrease network performance. To enable WEP
encryption, click the Enabled radio button. Then click the Edit WEP Settings button to configure the WEP
settings. To disable WEP encryption, keep the default setting, Disabled.

WEP (See Figure 6-12.)

The WEP screen allows you to configure your WEP settings. WEP encryption should always be enabled to
increase the security of your wireless network. Default Transmit Key Select which WEP key (1-4) will be used
when the Router sends data. Make sure the receiving device is using the same key.

e WEP Encryption. Select the level of WEP encryption you wish to use, 64-bit 10 hex digits or 128-bit 26 hex
digits. Higher encryption levels offer higher levels of security, but due to the complexity of the encryption, Esen s s il el ool ek 0 ch eyt s et e et

not uring 2 Pamphrase, than manually enter the WEP keys in hexadacimal

they may decrease network performance. bl e A

Enler 3 pamphrare to automatically genaiate 84 or 128-bit WEP keys.The

* Passphrase. Instead of manually entering WEP keys, you can enter a Passphrase. This Passphrase is used to

Default Tansmitkey: & 4 C 2 T g3 4

generate one or more WEP keys. It is case-sensitive and should not be longer than 16 alphanumeric WEP Encoption: |64 bits 10 hex digits 7]
characters. (This Passphrase function is compatible with Linksys wireless products only. If you want to Passphrase: [ Genemsee
communicate with non-Linksys wireless products, enter the WEP key manually on the non-Linksys wireless Kay 1: (1234567890

products.) After you enter the Passphrase, click the Generate button to create WEP keys. :: ]|

¢ Keys 1-4. WEP keys enable you to create an encryption scheme for wireless LAN transmissions. If you are not
using a Passphrase, then manually enter a set of values. (Do not leave a key field blank, and do not enter all
zeroes. These are not valid key values.)

Figure 6-12: WEP

If you are using 64-bit WEP encryption, then the key must be exactly 10 hexadecimal characters in length. If
you are using 128-bit WEP encryption, then the key must be exactly 26 hexadecimal characters in length.
Valid hexadecimal characters are “0”-“9” and “A”-“F”.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.
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Wireless Network Access (See Figure 6-13.)

Wireless.G VPN Router

Wireless Network Access. If this function is enabled, only the computers on the list will be allowed access to the
wireless network. To add a computer to the network, click the Permit to access button, and enter the MAC
address in the fields. Click the Select MAG Address From Networked Computers button, and the screen in

Acoesslat & Dissbled

Figure 6-15 will appear. o
mact: [00-00:00-00.00-00 MAC 4 [00-00-00-00:00-00
Select the MAC Address from the list and click the Select button. ro SRR o SR
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To prevent access, click the Prevent from accessing button, then click Select MAC Address from the list. seiaic ol e L8R

From the screen in Figure 6-14, select the MAC Address from the list, and click the Select button. e, [FT00T00-05-00°30 007600004038

e 050 ke 60O

Click the Refresh button if you want to refresh the screen. Click the Glose button to return to th previous screen. wnc 4+ [T0750:00-00:00-00 mac 2: [§0-00:00-60:50-60
| Seboct MAC Address from Betwarked Computers |

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

Figure 6-13: Wireless Network Access
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Advanced Wireless Settings (See Figure 6-15.)

On this screen you can access the Advanced Wireless features, including Authentication Type, Basic Data Rates,
Control Tx Rates, Beacon Interval, DTIM Interval, RTS Threshold, and Fragmentation Threshold.

Authentication Type. The default is set to Auto, which allows either Open System or Shared Key
authentication to be used. For Open System authentication, the sender and the recipient do NOT use a WEP
key for authentication. For Shared Key authentication, the sender and recipient use a WEP key for
authentication. If you want to use only Shared Key authentication, then select Shared Key.

Basic Data Rates. Select 1-2 Mbps, All, or Default, from the drop-down menu.

Control Tx Rates. The default transmission rate is Auto. The range is from 1 to 54Mbps. The rate of data
transmission should be set depending on the speed of your wireless network. You can select from a range of
transmission speeds, or keep the default setting, Auto, to have the Router automatically use the fastest
possible data rate and enable the Auto-Fallback feature. Auto-Fallback will negotiate the best possible
connection speed between the Router and a wireless client.

Beacon Interval. The default value is 100. Enter a value between 1 and 65,535 milliseconds. The Beacon
Interval value indicates the frequency interval of the beacon. A beacon is a packet broadcast by the Router to
synchronize the wireless network.

DTIM Interval The default value is 3. This value, between 1 and 255 milliseconds, indicates the interval of the
Delivery Traffic Indication Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. When the Router has buffered broadcast or
multicast messages for associated clients, it sends the next DTIM with a DTIM Interval value. lIts clients hear
the beacons and awaken to receive the broadcast and multicast messages.

RTS Threshold This value should remain at its default setting of 2347. The range is 0-2347 bytes. Should you
encounter inconsistent data flow, only minor modifications are recommended. If a network packet is smaller
than the preset RTS threshold size, the RTS/CTS mechanism will not be enabled. The Router sends Request to
Send (RTS) frames to a particular receiving station and negotiates the sending of a data frame. After receiving
an RTS, the wireless station responds with a Clear to Send (CTS) frame to acknowledge the right to begin
transmission.

Fragmentation Threshold This value should remain at its default setting of 2346. The range is 256-2346
bytes. It specifies the maximum size for a packet before data is fragmented into multiple packets. If you
experience a high packet error rate, you may slightly increase the Fragmentation Threshold. Setting the
Fragmentation Threshold too low may result in poor network performance. Only minor modifications of this
value are recommended.
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Figure 6-15: Advanced Wireless Settings
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The Security Tab

Firewall

When you click the Security tab, you will see the Firewall screen (see Figure 6-16). This screen contains Filters
and Block WAN Requests. Filters block specific internal users from accessing the Internet and block anonymous
Internet requests and/or multicasting.

Firewall. To add Firewall Protection, click Enabled. If you do not want Firewall Protection, click Disabled.

Filter Proxy. Use of WAN proxy servers may compromise the Router's security. Denying Filter Proxy will
disable access to any WAN proxy servers. To enable proxy filtering, click Enabled.

Filter Cookies. A cookie is data stored on your PC and used by Internet sites when you interact with them. To
enable cookie filtering, click Enabled.

Filter Java Applets. Java is a programming language for websites. If you deny Java Applets, you run the risk
of not having access to Internet sites created using this programming language. To enable Java Applet
filtering, click Enabled.

Filter ActiveX. ActiveX is a programming language for websites. If you deny ActiveX, you run the risk of not
having access to Internet sites created using this programming language. To enable ActiveX filtering, click
Enabled.

Filter Multicast. Multicasting allows for multiple transmissions to specific recipients at the same time. If
multicasting is permitted, then the Router will allow IP multicast packets to be forwarded to the appropriate
computers. Select Enabled to filter multicasting, or Disabled to disable this feature.

Block Anonymous Internet Requests. This keeps your network from being “pinged” or detected and
reinforces your network security by hiding your network ports, so it is more difficult for intruders to work their
way into your network. Select Enabled to block anonymous Internet requests, or Disabled to allow
anonymous Internet requests.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

Figure 6-16: Firewall
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VPN

Virtual Private Networking (VPN) is a security measure that basically creates a secure connection between two
remote locations. This connection is very specific as far as its settings are concerned; this is what creates the
security. The VPN screen, shown in Figure 6-17, allows you to configure your VPN settings to make your network
more secure.

VPN PassThrough

IPSec Passthrough. Internet Protocol Security (IPSec) is a suite of protocols used to implement secure
exchange of packets at the IP layer. To allow IPSec Passthrough, click the Enabled button. To disable IPSec
Passthrough, click the Disabled button.

PPTP Pass Through. Point-to-Point Tunneling Protocol Passthrough is the method used to enable VPN
sessions to a Windows NT 4.0 or 2000 server. To allow PPTP Passthrough, click the Enabled button. To
disable PPTP Passthrough, click the Disabled button.

L2TP Pass Through. Layering 2 Tunneling Protocol Passthrough is an extension of the Point-to-Point
Tunneling Protocol (PPTP) used by to enable the operation of a virtual private network (VPN) over the
Internet.To allow L2TP Passthrough, click the Enabled button. To disable L2TP Passthrough, click the
Disabled button.

VPN Tunnel

The VPN Router creates a tunnel or channel between two endpoints, so that the data or information between
these endpoints is secure.

To establish this tunnel, select the tunnel you wish to create in the Select Tunnel Entry drop-down box. It is
possible to create up to 100 simultaneous tunnels. Then click Enabled to enable the tunnel. Once the tunnel
is enabled, enter the name of the tunnel in the Tunnel Name field. This is to allow you to identify multiple
tunnels and does not have to match the name used at the other end of the tunnel.

Local Secure Group and Remote Secure Group. The Local Secure Group is the computer(s) on your LAN that
can access the tunnel. The Remote Secure Group is the computer (s) on the remote end of the tunnel that can
access the tunnel. Enter the IP Address and Subnet Mask of the local VPN Router in the fields. To allow
access to the entire IP subnet, enter 0 for the last set of IP Addresses. (e.g. 192.168.1.0).

Remote Security Gateway. The Remote Security Gateway is the VPN device, such as a second VPN Router, on
the remote end of the VPN tunnel. Enter the IP Address of the VPN device at the other end of the tunnel. The
remote VPN device can be another VPN Router, a VPN Server, or a computer with VPN client software that
supports IPSec. The IP Address may either be static (permanent) or dynamic (changing), depending on the
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settings of the remote VPN device. Make sure that you have entered the IP Address correctly, or the
connection cannot be made. Remember, this is NOT the IP Address of the local VPN Router, but the IP
Address of the remote VPN Router or device with which you wish to communicate.

Encryption. Using Encryption also helps make your connection more secure. There are two different types of
encryption: DES or 3DES (3DES is recommended because it is more secure). You may choose either of these,
but it must be the same type of encryption that is being used by the VPN device at the other end of the tunnel.
Or, you may choose not to encrypt by selecting Disable. In Figure 6-18, DES (which is the default) has been

selected.

Authentication. Authentication acts as another level of security. There are two types of authentication: MD5
and SHA (SHA is recommended because it is more secure). As with encryption, either of these may be
selected, provided that the VPN device at the other end of the tunnel is using the same type of authentication.
Or, both ends of the tunnel may choose to Disable authentication. In Figure 6-18, MD5 (the default) has been
selected.

Key Management. Key Exchange Method. Select Auto (IKE) or Manual for the Key Exchange Method. The
two methods are described below.

Auto (IKE)

Select Auto (IKE) and enter a series of numbers or letters in the Pre-shared Key field. Check the box next to
PFS (Perfect Forward Secrecy) to ensure that the initial key exchange and IKE proposals are secure. Based on
this word, which MUST be entered at both ends of the tunnel if this method is used, a key is generated to
scramble (encrypt) the data being transmitted over the tunnel, where it is unscrambled (decrypted). You may
use any combination of up to 24 numbers or letters in this field. No special characters or spaces are allowed.
In the Key Lifetime field, you may optionally select to have the key expire at the end of a time period of your
choosing. Enter the number of seconds you’d like the key to be useful, or leave it blank for the key to last
indefinitely.

Manual (See Figure 6-18.)

Select Manual, then select the Encryption Algorithm from the drop-down menu. Enter the Encryption Key in
the field (If, for your Encryption Algorithm, you chose DES, enter 16 hexadecimal characters. If you chose
3DES, enter 48 hexadecimal characters.) Select the Authentication Algorithm from the drop-down menu.
Enter the Authentication Key in the field (If, for your Authentication Algorithm, you chose MD5, enter 32
hexadecimal characters. If you chose SHA1, enter 40 hexadecimal characters.) . Enter the Inbound and
Outbound SPlIs in the respective fields.

Status. Click the Advanced VPN Tunnel Setup key and the Advanced VPN Tunnel Setup screen will appear.
See Figure 6-19.
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When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes. Advanced VPN Tunnel Setup

From the Advance VPN Tunnel Setup screen, shown in Figure 6-19, you can adjust the settings for specific VPN
tunnels.

Phase 1

Phase 1 is used to create a security association (SA), often called the IKE SA. After Phase 1 is completed,
Phase 2 is used to create one or more IPSec SAs, which are then used to key IPSec sessions.

Operation Mode. There are two modes: Main and Aggressive, and they exchange the same IKE payloads in
different sequences. Main mode is more common; however, some people prefer Aggressive mode because it
is faster. Main mode is for normal usage and includes more authentication requirements than Aggressive
mode. Main mode is recommended because it is more secure. No matter which mode is selected, the VPN
Router will accept both Main and Aggressive requests from the remote VPN device.

Encryption. Select the length of the key used to encrypt/decrypt ESP packets. There are two choices: DES and
3DES. 3DES is recommended because it is more secure.

Authentication. Select the method used to authenticate ESP packets. There are two choices: MD5 and SHA.
SHA is recommended because it is more secure.

Group. There are two Diffie-Hellman Groups to choose from: 768-bit and 1024-bit. Diffie-Hellman refers to a
cryptographic technique that uses public and private keys for encryption and decryption.

Key Life Time. In the Key Lifetime field, you may optionally select to have the key expire at the end of a time
period of your choosing. Enter the number of seconds you’d like the key to be used until a re-key negotiation
between each endpoint is completed.

Phase 2

Encryption. The encryption method selected in Phase 1 will be displayed.
Authentication. The authentication method selected in Phase 1 will be displayed.

Group. There are two Diffie-Hellman Groups to choose from: 768-bit and 1024-bit. Diffie-Hellman refers to a
cryptographic technique that uses public and private keys for encryption and decryption.

Key Life Time. In the Key Lifetime field, you may optionally select to have the key expire at the end of a time
period of your choosing. Enter the number of seconds you’d like the key to be used until a re-key negotiation
between each endpoint is completed.
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Other Options

e Unauthorized IP Blocking. Click Enabled to block unauthorized IP addresses. Enter in the Rejects Number
field to specify how many times IKE must fail before blocking that unauthorized IP address. Enter the length of
time that you specify (in seconds) in the Block Period field.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the CGancel Changes button to undo your changes. For further help on this tab, click the Help button.

Security

802.1x (See Figure 6-20.)

¢ Radius Server IP Address. Enter the Radius Server IP Address in the fields.
¢ Radius Server Port. Enter the Radius Server Port in the field.

e Shared Secret. Enter the Shared Secret in the field.

e Authentication Type. To enable EAP-TLS, click EAP-TLS. To enable EAP-TTLS, click EAP-TTLS. To enable EAP-
MD5, click EAP-MDS5,. To disable authentication, click Disable.

e WEP Settings. Click the WEP Settings button to edit the settings and Figure 6-21 will appear.
e Dynamic WEP Key Length. Select 64 or 128 bits from the drop-down menu.

e Key Renewal Timeout. Enter the time in seconds for key renewal.

e Port Inactivity Timeout. Enter the time in seconds for port inactivity.

e Port Connectivity Timeout. Enter the time in seconds for port connectivity.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

WEP

The WEP screen allows you to configure your WEP settings. (See Figure 6-21.) WEP encryption should always be
enabled to increase the security of your wireless network. Default Transmit Key. Select which WEP key (1-4) will
be used when the Router sends data. Make sure that the receiving device is using the same key.
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e WEP Encryption. Select the level of WEP encryption you wish to use, 64-bit 10 hex digits or 128-bit 26 hex
digits. Higher encryption levels offer higher levels of security, but due to the complexity of the encryption,
they may decrease network performance.

e Passphrase. Instead of manually entering WEP keys, you can enter a Passphrase. This Passphrase is used to
generate one or more WEP keys. It is case-sensitive and should not be longer than 16 alphanumeric
characters. (This Passphrase function is compatible with Linksys wireless products only. If you want to
communicate with non-Linksys wireless products, enter the WEP key manually on the non-Linksys wireless
products.) After you enter the Passphrase, click the Generate button to create WEP keys.

¢ Keys 1-4. WEP keys enable you to create an encryption scheme for wireless LAN transmissions. If you are not
using a Passphrase, then manually enter a set of values. (Do not leave a key field blank, and do not enter all
zeroes. These are not valid key values.)

If you are using 64-hit WEP encryption, then the key must be exactly 10 hexadecimal characters in length. If
you are using 128-bit WEP encryption, then the key must be exactly 26 hexadecimal characters in length.
Valid hexadecimal characters are “0”-“9” and “A”-“F”.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

The Access Restrictions Tab

Access Restriction

The Access Restrictions tab, shown in Figure 6-22, allows you to block or allow specific kinds of Internet usage.
You can set up Internet access policies for specific PCs and set up filters by using network port numbers.

¢ Internet Access Policy. Multiple Filters can be saved as Internet Access Policies. When you wish to edit one,
select the number of the Policy from the drop-down menu. The tab will change to reflect the settings of this
Policy. If you wish to delete this Policy, click the Delete button. To see a summary of all Policies, click the
Summary button.

The summaries are listed on this screen, shown in Figure 6-23, with their name and settings. To return to the
Filters tab, click the Close button.

e Enter Policy Name. Policies are created from the fields presented here.
To create an Internet Access policy:

1. Enter a Policy Name in the field provided. Select Internet Access as the Policy Type.
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. Click the Edit List button. This will open the List of PCs screen, shown in Figure 6-24. From this screen, you
can enter the IP address or MAC address of any PC to which this policy will apply. You can even enter ranges

Internet Filter Summary

. MName Type Days
of PCs by IP address. Click the Apply button to save your settings, the Cancel button to undo any changes, ; deal L z ::z: : : -
and the Close button to return to the Filters tab. 3 = = SMTWITF 5 =
4 - - S|M|T|WI|T|F |8 -
. If you wish to Deny or Allow Internet access for those PCs you listed on the List of PCs screen, click the : - - i B
Option. 7 = - sMTw[TF]s =
8 - - S|M|T|WI|T|F |S -
. You can filter access to various services accessed over the Internet, such as FTP or Telnet, by selecting a = = s
service from the drop-down menus next to Blocked Services. If a service isn’t listed, you can click the Add
Service button to open the Service screen, shown in Figure 6-25, and add a service to the list. You will need Fi 6-23: Int t Filter S
to enter a Service name, as well as the Protocol and Port Range used by the service. igure b-23: Internet Filter Summary
. By selecting the appropriate setting next to Days and Time, choose when Internet access will be filtered. List of PCs
. . . . Enter MAC Address of the PCs in this format: {xx: o0 o oo xd )
. Lastly, click the Save Settings button to activate the policy. MACO1: [T700°0000 00700 MAC0S: [30700700,00700,00
MAC02: [00:00:00:00:00:00  MACO06: [00:00:00:00:00:00
7 i : [00:00-00:00:00:00 . [00-00:00:00.00:00
To create an Inbound Traffic Policy :EE ,W:“m xi l%
. Enter a Policy Name in the field provided. Select Inbound Traffic as the Policy Type. Enier the (P Address of the PCs
Pot: 1921680, [0 Pos: 1921680 [F
2. Enter the IP Address from which you want to block. Select the Protocol: TGP, UDP, or Both. Enter the port P0z: 192.1680.[0 " wes: 1521680, [0
. Po3: 1521680.0  wos: 1921680.[0
number or select Any. Enter the IP Address to which you want to block.
Enter the IP Range of the PCs
3. Select Deny or Allow as appropriate. IP Range 0%: 192.1680. 0 ~[6 1P Range02: 19216808 ~[3
4. By selecting the appropriate setting next to Days and Time, choose when the Inbound Traffic will be filtered. | v Nco|
. . . ) Figure 6-24: List of PCs
Lastly, click the Save Settings button to activate the policy.
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The Applications and Gaming Tab

Port Range Forwarding

The Port Forwarding screen sets up public services on your network, such as web servers, ftp servers, e-mail
servers, or other specialized Internet applications. (Specialized Internet applications are any applications that use
Internet access to perform functions such as videoconferencing or online gaming. Some Internet applications
may not require any forwarding.) (See Figure 6-26.)

When users send this type of request to your network via the Internet, the Router will forward those requests to
the appropriate PC. Any PC whose port is being forwarded must have its DHCP client function disabled and must
have a new static IP address assigned to it because its IP address may change when using the DHCP function.

e Application. Enter the name you wish to give each application.

e Start and End. Enter the starting and ending numbers of the port you wish to forward.

e Protocol. Select the type of protocol you wish to use for each application: TCP, UDP, or Both.
¢ IP Address. Enter the IP Address and Click Enabled.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.
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Port Triggering

Port Triggering is used for special Internet applications whose outgoing ports differ from the incoming ports. For LINKSYS'
this feature, the Router will watch outgoing data for specific port numbers. (See Figure 6-27.) The Router will G
remember the IP address of the computer that sends a transmission requesting data, so that when the requested Applications &
data returns through the Router, the data is pulled back to the proper computer by way of IP address and port ——

mapping rules.

Tripgared Fangs ot b R
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. . . [ Fwl [ =l [z r
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e Protocol. Select the type of protocol you wish to use for each application: TCP, UDP, or Both. ol ™ ol ™ el o
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e Click Enabled. e eI

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

Figure 6-27: Port Triggering
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UPnP Forwarding

The UPnP screen provides options for customization of port services for applications. (See Figure 6-28.) e

Enter the Application in the field. Then, enter the External and Internal Port numbers in the fields. Select the type i Db
of protocol you wish to use for each application: TGP, UDP, or Both. Enter the IP Address in the field. Click Gaming Westess St

Enabled to enable UPnP Forwarding for the chosen application.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click M F— D e r
the Cancel Changes button to undo your changes. | ] (T (R et 5
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Figure 6-28: UPnP Forwarding

Chapter 6: Configuring the Router 39
The Applications and Gaming Tab



Wireless-G VPN Broadband Router

DMZ

The DMZ screen (see Figure 6-29) allows one local user to be exposed to the Internet for use of a special-purpose
service such as Internet gaming and videoconferencing, through Software DMZ, or a user can use LAN Port4 as a
DMZ Port, through Hardware DMZ. Whereas Port Range Forwarding can only forward a maximum of 10 ranges of s o T
ports, DMZ hosting forwards all the ports for one PC at the same time. s

e Software DMZ. This feature allows one local user to be exposed to the Internet for use of a special-purpose
service such as Internet gaming and videoconferencing. To use this feature, select Enabled. To disable DMZ ,
select Disabled. s oz aasess: T2 [T68 [ [T

Hardwaen MZ Netmaske  [255 [265 ,[755 [0

N L T e [

e DMZ Host IP Address. To expose one PC, enter the computer’s IP address. To get the IP address of a
computer, refer to “Appendix D: Finding the MAC Address and IP Address for Your Ethernet Adapter.”
Deactivate DMZ by entering a 0 in the field.

e Hardware DMZ. This feature allows a user to use LAN Port 4 as a DMZ Port. To use this feature, select
Enabled. To disable DMZ , select Disabled.

e Hardware DMZ IP Address. Enter the IP Address of the computer in the fields.
¢ Hardware DMZ Netmask. Enter the Netmask in the fields. s setioan | Canc Chuns
* Destination IP Address. Enter the IP Address of the destination in the fields. Figure 6-29: DMZ

e Subnet Mask. Enter the Subnet Mask of the destination in the fields.

e Default Gateway. Enter the Default Gateway in the fields.

e metric. Enter the metric in the field.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Ghanges button to undo your changes.
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The Administration Tab

Management

The Management screen, shown in Figure 6-30, allows you to change the Router’s access settings as well as
configure the SNMP and UPnP (Universal Plug and Play) features.

Router Password

Local Router Access. To ensure the Router’s security, you will be asked for your password when you access the
Router’s Web-based Utility. The default password is admin.

¢ User Name. Enter the default admin.

¢ Router Password. It is recommended that you change the default password to one of your choice.

¢ Re-enter to confirm. Re-enter the Router’s new Password to confirm it.

Remote Router Access. This feature allows you to access the Router from a remote location, via the Internet.

¢ Remote Management. This feature allows you to manage the Router from a remote location, via the Internet.
To enable Remote Management, click Enabled.

e Mangagement Port. Select the port number you will use to remotely access the Router from the drop-down
menu.

SNMP

Simple Network Management Protocol (SNMP) is a popular network monitoring and management protocol. To
enable SNMP, click Enabled. To disable SNMP, click Disabled.

¢ |dentification. In the Contact field, enter contact information for the Router. In the Device Name field, enter the
name of the Router. In the Location field, specify the area or location where the Router resides.

¢ Get Community. Enter the password that allows read-only access to the Router’s SNMP information.
e Set Community. Enter the password that allows read/write access to the Router’s SNMP information.

e SNMP Trusted Host. You can restrict access to the Router’s SNMP information by IP address. Enter the IP
address in the SNMP Trusted Host field. If this field is left blank, then access is permitted from any IP address.
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e SNMP Trap-Community. Enter the password required by the remote host computer that will receive trap
messages or notices sent by the Router.

e SNMP Trap-Destination. Enter the IP address of the remote host computer that will receive the trap
messages.

UPnP

UPnP allows Windows XP to automatically configure the Router for various Internet applications, such as gaming
and videoconferencing. To enable UPnP, click Enabled.

¢ Allow User to make Configuration Changes. When enabled, this feature allows you to make manual changes
while still using the UPnP feature.

e Allow users to disable Internet access. When enabled, this feature allows you to prohibit any and all Internet
connections.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Cancel Changes button to undo your changes.

Log

The Log tab, shown in Figure 6-31, provides you with a log of all incoming and outgoing URLs or IP addresses for
your Internet connection.

Email Alert
To enable E-Mail Alert, click Enabled.
e E-Mail Address for General Logs. Enter the E-Mail Address for General Logs in the field.

Hotfication dueun Lengih

e E-Mail Address for Alert Logs. Enter the E-Mail Address for Alert Logs in the field. o

e Return E-Mail address. Enter the address for the return E-Mail.

e E-Mail Server IP Address. Enter the IP Address of the E-Mail Server in the fields.
Syslog Notification

To enable Syslog, click Enabled.

¢ Device Name. Enter the Device Name in the field.
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e Syslog Server IP Address. Enter the IP Address of the Syslog Server.

e Syslog Priority. Select the priority from the drop-down list.

Notification Queue Length

¢ Log queue Length. Enter the number of entries in the log queue in the field.
e Log Time Threshold. Enter the time for the threshold in the field.

Alert Log

Select the type of attacks that you want to be alerted to. Select Syn Flooding, IP Spoofing, Win Nuke, Ping of
Death, or Unauthorized Login attempt.

General Log.

Select the type of activity you would like to log. Select System Error Messages, Deny Policies, Allow Policies,
Content Filtering, Data Inspection, authorized Login, or Configuration Changes.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.
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g Timeot - 5000 mEmeconds

No. of Pings. Enter the number of times that you want to ping.
Ping Size. Enter the size of the ping packets.
Ping Interval. Enter the ping interval in Milliseconds.

Ping Timeout. Enter the time in Milliseconds.

Figure 6-32: Ping Test

Click the Start Test button to start the Ping Test. Click the Abort Test button to stop the test. Click the Clear
Result button to clear the results. The results of the test will display in the window.
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Factory Default (See Figure 6-33.)

If you have exhausted all other options and wish to restore the Router to its factory default settings and lose all
your settings, click Yes.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Changes button to undo your changes.

Firmware Upgrade (See Figure 6-34.)
To upgrade the Router’s firmware:

1. Click the Browse button to find the firmware upgrade file that you downloaded from the Linksys website and
then extracted.

2. Double-click the firmware file you downloaded and extracted. Click the Upgrade button, and follow the
instructions there.

Chapter 6: Configuring the Router
The Administration Tab

LinksYys®

A Divisen of Cinen Sysinens, i

Wireless.G VPH Router

Administration

Sayn Seftings  Cancel Changos

Figure 6-33: Factory Default

LiINKSYS®
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Administration

‘Wamning: Upgrading firnrware may take a few minutes.
Flease don't turn off or reset router.

Figure 6-34: Firmware Upgrade
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Status
Router
This screen displays information about your Router and its WAN (Internet) Connections. (See Figure 6-35.) A S o
Information AR
The information displayed is the Hardware Version, Software Version, MAC Address, Local MAC Address, and . — -
System Up Time. —— ot
WAN Connections [ wetwncs: T o
The WAN Connections displayed are the Network Access, WAN IP Address, Subnet Mask, Default Gateway, and bsving "
DNS. - b
Click the Refresh button if you want to Refresh your screen.
Figure 6-35: Router
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Local Network

LiNKSYS®

A Devinen of Cince Systemy e

The Local Network information that is displayed is the IP Address, Subnet Mask, DHCP Server, and DHCP Client Wirsless.G VPN Rastar
Lease Info. To view the DHCP Clients Table, click the DHCP Clients button. See Figure 6-36. Stabes secuny :

The DHCP Active IP Table, Figure 6-37, displays the computer name, IP Address, MAC Address and the expiration ~ NI s
time. Click the Close button to return to the Local Network screen. S msassasa

[

Figure 6-36: Local Network

=101%]
|
DHCP Active IP Table Rekash
DHCP Server IP Address: 192.168.0.2

Computer Name IP Address MAC Address Expires
vaio 192.168.1.2 00:30:cc:23:c:85 Expire

testiab8mbaqzk 192168.08 00:045285 1281 234527
warknogrykjzfed 192.168.1.4 00037 be- 066 Expire
new-host 192.168.15 00-06:25:42 b0 be: Expire
nawhast-3 19216816 00,04 585 1081 Expira
nwhast-4 192.168.1.7 000450851081 Expire
detective 192.168.1.9 eebbd:ab:db3c Expire
new-host-2 152 168.1.10 Ad c8.43:bb Bb b Expira
niwhost 192 168,111 45301304890 Expire

new-host-7 19216803 D0:40-d0-2b 1 acec 2135102

o 192168.0.4 000c:41:4a 7606 210728

kit 192.168.05 000453867 o D3B3

michwill-w2k01 19216806 D002 Bad0:d5ife 00:00:29
NGUYENTU-W2I2 192.168.07 0007:ab 31 1al? Expira

Close
Figure 6-37: DHCP Active IP Table
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Wireless

A Diviuom of Cince Systerma, e

The Wireless Network information that is displayed is the MAC Address, Mode, SSID, Channel, and Encryption i Winks GVPHRower | s
Function. (See Figure 6-38.) SIS e e A i

Click the Refresh button if you want to Refresh your screen.
System Performance
The System Peformance information that is displayed is the Wireless, Internet, and/or LAN information for the IP

Address, MAC Address, Connection Status, Packets Received, Packets Sent, Bytes Received, Bytes Sent, Error
Packes Received, and Dropped Packets Received. (See Figure 6-39.)

Click the Refresh button if you want to Refresh your screen.
Figure 6-38: Wireless

LinksYs®

A Divinin of Cince Syvtems, boe.

Wireless G VPN Router
Status

Figure 6-39: System Performance
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Appendix A: Troubleshooting

This appendix consists of two parts: “Common Problems and Solutions” and “Frequently Asked Questions.”
Provided are possible solutions to problems that may occur during the installation and operation of the Router.
Read the descriptions below to help you solve your problems. If you can’t find an answer here, check the Linksys
website at www.linksys.com.

Common Problems and Solutions

1. I need to set a static IP address on a PC.
You can assign a static IP address to a PC by performing the following steps:
¢ For Windows 98 and Me:

1.
2.

6.

7.

Click Start, Settings, and Control Panel. Double-click Network.

In The following network components are installed box, select the TCP/IP-> associated with your
Ethernet adapter. If you only have one Ethernet adapter installed, you will only see one TCP/IP line
with no association to an Ethernet adapter. Highlight it and click the Properties button.

In the TCP/IP properties window, select the IP address tab, and select Specify an IP address. Enter a
unique IP address that is not used by any other computer on the network connected to the Router.
Make sure that each IP address is unique for each PC or network device.

Click the Gateway tab, and in the New Gateway prompt, enter 192.168.1.1, which is the default IP
address of the Router. Click the Add button to accept the entry.

Click the DNS tab, and make sure the DNS Enabled option is selected. Enter the Host and Domain
names (e.g., John for Host and home for Domain). Enter the DNS entry provided by your ISP. If your ISP
has not provided the DNS IP address, contact your ISP to get that information or go to its website for
the information.

Click the OK button in the TCP/IP properties window, and click Close or the OK button for the Network
window.

Restart the computer when asked.

e For Windows 2000:

1.
2.

3.

o

Click Start, Settings, and Control Panel. Double-click Network and Dial-Up Connections.
Right-click the Local Area Connection that is associated with the Ethernet adapter you are using, and
select the Properties option.

In the Components checked are used by this connection box, highlight Internet Protocol (TCP/IP), and
click the Properties button. Select Use the following IP address option.

Enter a unique IP address that is not used by any other computer on the network connected to the
Router.

Enter the Subnet Mask, 255.255.255.0.

Enter the Default Gateway, 192.168.1.1 (Router’s default IP address).
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e For

8.

9

Toward the bottom of the window, select Use the following DNS server addresses, and enter the
Preferred DNS server and Alternative DNS server (provided by your ISP). Contact your ISP or go on its
website to find the information.

Click the OK button in the Internet Protocol (TCP/IP) Properties window, and click the OK button in the
Local Area Connection Properties window.

Restart the computer if asked.

Windows XP:

The following instructions assume you are running Windows XP with the default interface. If you are using
the Classic interface (where the icons and menus look like previous Windows versions), please follow the
instructions for Windows 2000.

1.

2.
3.

4.

Click Start and Control Panel.

Click the Network and Internet Connections icon and then the Network Gonnections icon.
Right-click the Local Area Connection that is associated with the Ethernet adapter you are using,
and select the Properties option.

In the This connection uses the following items box, highlight Internet Protocol (TGP/IP). Click
the Properties button.

Enter a unique IP address that is not used by any other computer on the network connected to the
Router.

Enter the Subnet Mask, 255.255.255.0.

Enter the Default Gateway, 192.168.1.1 (Router’s default IP address).

Toward the bottom of the window, select Use the following DNS server addresses, and enter the
Preferred DNS server and Alternative DNS server (provided by your ISP). Contact your ISP or go on its
website to find the information.

Click the OK button in the Internet Protocol (TCP/IP) Properties window. Click the OK button in the
Local Area Connection Properties window.

2. | want to test my Internet connection.
A Check your TCP/IP settings.
For Windows 98, Me, 2000, and XP:
Refer to “Chapter 4: Configure the PCs” for details. Make sure Obtain IP address automatically is selected
in the settings.
For Windows NT 4.0:
Click Start, Settings, and Gontrol Panel. Double-click the Network icon.
Click the Protocol tab, and double-click on TCP/IP Protocol.
When the window appears, make sure you have selected the correct Adapter for your Ethernet adapter
and set it for Obtain an IP address from a DHCP server.
Click the OK button in the TCP/IP Protocol Properties window, and click the CGlese button in the Network
window.
Restart the computer if asked.
Open a command prompt.

49



For Windows 98 and Me:

¢ (Click Start and Run. In the Open field, type in command. Press the Enter key or click the OK button.

For Windows NT, 2000, and XP:

e (Click Start and Run. In the Open field, type cmd. Press the Enter key or click the OK button. In the
command prompt, type ping 192.168.1.1 and press the Enter key.

e If you get a reply, the computer is communicating with the Router.

¢ If you do NOT get a reply, please check the cable, and make sure Obtain an IP address automatically is
selected in the TCP/IP settings for your Ethernet adapter.

C Inthe command prompt, type ping followed by your Internet or WAN IP address and press the Enter key.

The Internet or WAN IP Address can be found on the Status screen of the Router’s web-based utility. For

example, if your Internet or WAN IP address is 1.2.3.4, you would enter ping 1.2.3.4 and press the Enter key.

e If you get a reply, the computer is connected to the Router.

e If you do NOT get a reply, try the ping command from a different computer to verify that your original
computer is not the cause of the problem.
In the command prompt, type ping www.yahoo.com and press the Enter key.

¢ If you get a reply, the computer is connected to the Internet. If you cannot open a webpage, try the ping

command from a different computer to verify that your original computer is not the cause of the problem.

e If you do NOT get a reply, there may be a problem with the connection. Try the ping command from a
different computer to verify that your original computer is not the cause of the problem.

3. 1am not getting an IP address on the Internet with my Internet connection.
e Refer to “Problem #2, | want to test my Internet connection” to verify that you have connectivity.

1.

If you need to register the MAC address of your Ethernet adapter with your ISP, please see “Appendix
D: Finding the MAC address and IP Address for Your Ethernet Adapter.” If you need to clone the MAC
address of your Ethernet adapter onto the Router, see the System section of “Chapter 6: The Router’s
Web-based Utility” for details.

Make sure you are using the right Internet connection settings. Contact your ISP to see if your Internet
connection type is DHCP, Static IP Address, or PPPoE (commonly used by DSL consumers). Please
refer to the Setup section of “Chapter 6: The Router’s Web-based Utility” for details on Internet
connection settings.

Make sure you have the right cable. Check to see if the Internet column has a solidly lit Link/Act LED.
Make sure the cable connecting from your cable or DSL modem is connected to the Router’s Internet
port. Verify that the Status page of the Router’s web-based utility shows a valid IP address from your
ISP.

Turn off the computer, Router, and cable/DSL modem. Wait 30 seconds, and then turn on the Router,
cable/DSL modem, and computer. Check the Status tab of the Router’s web-based utility to see if you
get an IP address.
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4. 1am not able to access the Setup page of the Router’s web-based utility.

Refer to “Problem #2, | want to test my Internet connection” to verify that your computer is properly

connected to the Router.

1. Refer to “Appendix D: Finding the MAC Address and IP address for Your Ethernet Adapter” to verify
that your computer has an IP Address, Subnet Mask, Gateway, and DNS.

2. Set a static IP address on your system; refer to “Problem #1: | need to set a static IP address.”

3. Refer to “Problem #10: | need to remove the proxy settings or the dial-up pop-up window (for PPPoE
users).”

5. Ican’t get my Virtual Private Network (VPN) working through the Router.
Access the Router’s web interface by going to http://192.168.1.1 or the IP address of the Router, and go to the
Security tab. Make sure you have IPsec pass-through and/or PPTP pass-through enabled.

VPNs that use IPSec with the ESP (Encapsulation Security Payload known as protocol 50) authentication
will work fine. At least one IPSec session will work through the Router; however, simultaneous IPSec
sessions may be possible, depending on the specifics of your VPNs.

VPNs that use IPSec and AH (Authentication Header known as protocol 51) are incompatible with the
Router. AH has limitations due to occasional incompatibility with the NAT standard.

Change the IP address for the Router to another subnet to avoid a conflict between the VPN IP address
and your local IP address. For example, if your VPN server assigns an IP address 192.168.1.X (X is a
number from 1 to 254) and your local LAN IP address is 192.168.1.X (X is the same number used in the
VPN IP address), the Router will have difficulties routing information to the right location. If you change
the Router’s IP address to 192.168.2.1, that should solve the problem. Change the Router’s IP address
through the Setup tab

of the web interface. If you assigned a static IP address to any computer or network device on the
network, you need to change its IP address accordingly to 192.168.2.Y (Y being any number from 1 to
254). Note that each IP address must be unique within the network.

Your VPN may require port 500/UDP packets to be passed to the computer that is connecting to the IPSec
server. Refer to “Problem #7, | need to set up online game hosting or use other Internet applications” for
details.

Check the Linksys website for more information at www.linksys.com.

6. I need to set up a server behind my Router and make it available to the public.
To use a server like a web, ftp, or mail server, you need to know the respective port numbers they are using.
For example, port 80 (HTTP) is used for web; port 21 (FTP) is used for FTP, and port 25 (SMTP outgoing) and
port 110 (POP3 incoming) are used for the mail server. You can get more information by viewing the
documentation provided with the server you installed.

Follow these steps to set up port forwarding through the Router’s web-based utility. We will be setting up

web, ftp, and mail servers.

1. Access the Router’s web-based utility by going to http://192.168.1.1 or the IP address of the Router.
Go to the Applications and Gaming => Port Forwarding tab.
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2. Enter any name you want to use for the Customized Application.

3. Enter the External Port range of the service you are using. For example, if you have a web server, you
would enter the range 80 to 80.

4. Check the protocol you will be using, TCP and/or UDP.

5. Enter the IP address of the PC or network device that you want the port server to go to. For example,
if the web server’s Ethernet adapter IP address is 192.168.1.100, you would enter 100 in the field
provided. Check “Appendix D: Finding the MAC Address and IP Address for Your Ethernet Adapter” for
details on getting an IP address.

6. Check the Enable option for the port services you want to use. Consider the example below:

Customized  External Port  TCP ubp IP Address Enable
Application

Web server 80 to 80 X X 192.168.1.100 X

FTP server 21to 21 X 192.168.1.101 X
SMTP (outgoing)25 to 25 X X 192.168.1.102 X
POP3 (incoming)110 to 110 X X 192.168.1.102 X

When you have completed the configuration, click the Save Settingsbutton.

7. I need to set up online game hosting or use other Internet applications.
If you want to play online games or use Internet applications, most will work without doing any port
forwarding or DMZ hosting. There may be cases when you want to host an online game or Internet
application. This would require you to set up the Router to deliver incoming packets or data to a specific
computer. This also applies to the Internet applications you are using. The best way to get the information on
what port services to use is to go to the website of the online game or application you want to use. Follow
these steps to set up online game hosting or use a certain Internet application:

1.

2.
3.

Access the Router’s web interface by going to http://192.168.1.1 or the IP address of the Router. Go to
the Applications and Gaming => Port Forwarding tab.

Enter any name you want to use for the Customized Application.

Enter the External Port range of the service you are using. For example, if you want to host Unreal
Tournament (UT), you would enter the range 7777 to 27900.

Check the protocol you will be using, TCP and/or UDP.

Enter the IP address of the PC or network device that you want the port server to go to. For example,
if the web server’s Ethernet adapter IP address is 192.168.1.100, you would enter 100 in the field
provided. Check “Appendix D: Finding the MAC Address and IP Address for Your Ethernet Adapter” for
details on getting an IP address.

Check the Enable option for the port services you want to use. Consider the example below:
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Customized External Port TCP  UDP IP Address Enable
Application

uT 77771027900 X
Halflife 270151027015 X
PC Anywhere5631 to 5631

VPN IPSEC 500 to 500

192.168.1.100
192.168.1.105
192.168.1.102

X
X
X
X 192.168.1.100

> X X X

When you have completed the configuration, click the Save Settings button.

8. I can’t get the Internet game, server, or application to work.

If you are having difficulties getting any Internet game, server, or application to function properly, consider
exposing one PC to the Internet using DeMilitarized Zone (DMZ) hosting. This option is available when an
application requires too many ports or when you are not sure which port services to use. Make sure you
disable all the forwarding entries if you want to successfully use DMZ hosting, since forwarding has priority
over DMZ hosting. (In other words, data that enters the Router will be checked first by the forwarding settings.
If the port number that the data enters from does not have port forwarding, then the Router will send the data
to whichever PC or network device you set for DMZ hosting.)
¢ Follow these steps to set DMZ hosting:
1. Access the Router’s web-based utility by going to http://192.168.1.1 or the IP address of the Router.
Go to the Applications and Gaming => DMZ tab.
2. Disable or remove the entries you have entered for forwarding. Keep this information in case you
want to use it at a later time.
e Once completed with the configuration, click the Save Settings button.

. | forgot my password, or the password prompt always appears when | am saving settings to the
Router.
¢ Reset the Router to factory default by pressing the Reset button for 10 seconds and then releasing it (this
will clear all of the information saved in the Router). If you are still getting prompted for a password when
saving settings, then perform the following steps:
1. Access the Router’s web-based utility by going to http://192.168.1.1 or the IP address of the Router.
Enter the default password admin, and click the Administrations => Management tab.
2. Enter a different password in the Router Password field, and enter the same password in the second
field to confirm the password.
3. Click the Save Settings button.
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10.1 am a PPPoE user, and | need to remove the proxy settings or the dial-up pop-up window.
If you have proxy settings, you need to disable these on your computer. Because the Router is the gateway for
the Internet connection, the computer does not need any proxy settings to gain access. Please follow these

directions to verify that you do not have any proxy settings and that the browser you use is set to connect
directly to the LAN.

¢ For Microsoft Internet Explorer 5.0 or higher:

1. Click Start, Settings, and Gontrol Panel. Double-click Internet Options.

2. Click the Connections tab.

3. Click the LAN settings button and remove anything that is checked.

4. Click the OK button to go back to the previous screen.

5. Click the option Never dial a connection. This will remove any dial-up pop-ups for PPPoE users.
e For Netscape 4.7 or higher:

1. Start Netscape Navigator, and click Edit, Preferences, Advanced, and Proxies.

2. Make sure you have Direct connection to the Internet selected on this screen.

3. Close all the windows to finish.

11. To start over, | need to set the Router to factory defauit.
Hold the Reset button for 10 seconds and then release it. This will return the password, forwarding, and other

settings on the Router to the factory default settings. In other words, the Router will revert to its original
factory configuration.

12.1 need to upgrade the firmware.
In order to upgrade the firmware with the latest features, you need to go to the Linksys website and download
the latest firmware at www.linksys.com.
¢ Follow these steps:
1. Go to the Linksys website at http://www.linksys.com and download the latest firmware.

2. To upgrade the firmware, follow the steps in the System section found in “Chapter 6: The Router’s
Web-based Utility.”

13. The firmware upgrade failed, and/or the Power LED is flashing.

The upgrade could have failed for a number of reasons. Follow these steps to upgrade the firmware and/or

make the Power LED stop flashing:

¢ [f the firmware upgrade failed, use the TFTP program (it was downloaded along with the firmware). Open
the pdf that was downloaded along with the firmware and TFTP program, and follow the pdf’'s
instructions.

e Set a static IP address on the PC; refer to “Problem #1, | need to set a static IP address.” Use the following
IP address settings for the computer you are using:
IP Address: 192.168.1.50
Subnet Mask: 255.255.255.0
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Gateway: 192.168.1.1
¢ Perform the upgrade using the TFTP program or the Router’s web-based utility through its Administration
tab.

14. My DSL service’s PPPoE is always disconnecting.
PPPoE is not actually a dedicated or always-on connection. The DSL ISP can disconnect the service after a
period of inactivity, just like a normal phone dial-up connection to the Internet.
e There is a setup option to “keep alive” the connection. This may not always work, so you may need to re-
establish connection periodically.
1. To connect to the Router, go to the web browser, and enter http://192.168.1.1 or the IP address of the
Router.
Enter the password, if asked. (The default password is admin.)
On the Setup screen, select the option Keep Alive, and set the Redial Period option at 20 (seconds).
Click the Save Settings button.
Click the Status tab, and click the Gonnect button.
You may see the login status display as Connecting. Press the F5 key to refresh the screen, until you
see the login status display as Connected.
e (lick the Save Settings button to continue.
¢ |f the connection is lost again, follow steps 1- 6 to re-establish connection.

oakrwd

15.1 can’t access my e-mail, web, or VPN, or | am getting corrupted data from the Internet.
The Maximum Transmission Unit (MTU) setting may need to be adjusted. By default, the MTU is set at 1500.
For most DSL users, it is strongly recommended to use MTU 1492.
¢ If you are having some difficulties, perform the following steps:
1. To connect to the Router, go to the web browser, and enter http://192.168.1.1 or the IP address of the
Router.
2. Enter the password, if asked. (The default password is admin.)
3. Look for the MTU option, and select Manual. In the Size field, enter 1492,
4. Click the Save Settings button to continue.
¢ [f your difficulties continue, change the Size to different values. Try this list of values, one value at a time,
in this order, until your problem is solved:
1462
1400
1362
1300

16. The Power LED flashes continuously.
The Power LED lights up when the device is first powered up. Meantime, the system will boot up itself and
check for proper operation. After finishing the checking procedure, the LED remains steady to show that the
system is working fine. If the LED continues to flash after this time, the device is not working properly. Try to
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flash the firmware by assigning a static IP address to the computer, and then upgrade the firmware. Try using
the following settings, IP Address: 192.168.1.50 and Subnet Mask: 255.255.255.0.

17. When I enter a URL or IP address, I get a time-out error or am prompted to retry.

e Check if other PCs work. If they do, ensure that your workstation’s IP settings are correct (IP Address,
Subnet Mask, Default Gateway, and DNS). Restart the computer that is having a problem.

¢ [fthe PCs are configured correctly, but still not working, check the Router. Ensure that it is connected and
powered on. Connect to it and check its settings. (If you cannot connect to it, check the LAN and power
connections.)

¢ [f the Router is configured correctly, check your Internet connection (DSL/cable modem, etc.) to see if it is
working correctly. You can remove the Router to verify a direct connection.

e Manually configure the TCP/IP settings with a DNS address provided by your ISP.

e Make sure that your browser is set to connect directly and that any dial-up is disabled. For Internet
Explorer, click Tools, Internet Options, and then the Gonnection tab. Make sure that Internet Explorer is
set to Never dial a connection. For Netscape Navigator, click Edit, Preferences, Advanced, and Proxy.
Make sure that Netscape Navigator is set to Direct connection to the Internet.

Frequently Asked Questions

What is the maximum number of IP addresses that the Router will support?
The Router will support up to 253 IP addresses.

Is IPSec Pass-Through supported by the Router?
Yes, it is a built-in feature that the Router automatically enables.

Where is the Router installed on the network?
In a typical environment, the Router is installed between the cable/DSL modem and the LAN. Plug the Router into
the cable/DSL modem’s Ethernet port.

Does the Router support IPX or AppleTalk?

No. TCP/IP is the only protocol standard for the Internet and has become the global standard for communications.
IPX, a NetWare communications protocol used only to route messages from one node to another, and AppleTalk, a
communications protocol used on Apple and Macintosh networks, can be used for LAN to LAN connections, but
those protocols cannot connect from the Internet to a LAN.
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Does the Internet connection of the Router support 100Mbps Ethernet?

The Router’s current hardware design supports up to 100Mbps Ethernet on its Internet port; however, the Internet
connection speed will vary depending on the speed of your broadband connection. The Router also supports
100Mbps over the auto-sensing Fast Ethernet 10/100 switch on the LAN side of the Router.

What is Network Address Translation and what is it used for?

Network Address Translation (NAT) translates multiple IP addresses on the private LAN to one public address that
is sent out to the Internet. This adds a level of security since the address of a PC connected to the private LAN is
never transmitted on the Internet. Furthermore, NAT allows the Router to be used with low cost Internet accounts,
such as DSL or cable modems, when only one TCP/IP address is provided by the ISP. The user may have many
private addresses behind this single address provided by the ISP.

Does the Router support any operating system other than Windows 95, Windows 98SE, Windows
Millennium, Windows 2000, or Windows XP?

Yes, but Linksys does not, at this time, provide technical support for setup, configuration or troubleshooting of
any non-Windows operating systems.

Does the Router support ICQ send file?

Yes, with the following fix: click ICQ menu -> preference -> connections tab->, and check | am behind a firewall
or proxy. Then set the firewall time-out to 80 seconds in the firewall setting. The Internet user can then send a file
to a user behind the Router.

I set up an Unreal Tournament Server, but others on the LAN cannot join. What do I need to do?

If you have a dedicated Unreal Tournament server running, you need to create a static IP for each of the LAN
computers and forward ports 7777, 7778, 7779, 7780, 7781, and 27900 to the IP address of the server. You can
also use a port forwarding range of 7777 ~ 27900. If you want to use the UT Server Admin, forward another port.
(Port 8080 usually works well but is used for remote admin. You may have to disable this.) Then in the
[UWeb.WebServer] section of the server.ini file, set the ListenPort to 8080 (to match the mapped port above) and
ServerName to the IP assigned to the Router from your ISP.

Can multiple gamers on the LAN get on one game server and play simultaneously with just one public IP
address?

It depends on which network game or what kind of game server you are using. For example, Unreal Tournament
supports multi-login with one public IP.

How do I get Half-Life: Team Fortress to work with the Router?

The default client port for Half-Life is 27005. The computers on your LAN need to have “+clientport 2700x”
added to the HL shortcut command line; the x would be 6, 7, 8, and on up. This lets multiple computers connect
to the same server. One problem: Version 1.0.1.6 won’t let multiple computers with the same CD key connect at
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the same time, even if on the same LAN (not a problem with 1.0.1.3). As far as hosting games, the HL server does
not need to be in the DMZ. Just forward port 27015 to the local IP address of the server computer.

How can I block corrupted FTP downloads?
If you are experiencing corrupted files when you download a file with your FTP client, try using another FTP
program.

The web page hangs; downloads are corrupt, or nothing but junk characters are being displayed on the
screen. What do I need to do?

Force your Ethernet adapter to 10Mbps or half duplex mode, and turn off the “Auto-negotiate” feature of your
Ethernet adapter as a temporary measure. (Please look at the Network Control Panel in your Ethernet adapter’s
Advanced Properties tab.) Make sure that your proxy setting is disabled in the browser. Check our website at
www.linksys.com for more information.

If all else fails in the installation, what can | do?

Reset the Router by holding down the reset button until the Power LED fully turns on and off. Reset your cable or
DSL modem by powering the unit off and then on. Obtain and flash the latest firmware release that is readily
available on the Linksys website, www.linksys.com.

How will 1 be notified of new Router firmware upgrades?

All Linksys firmware upgrades are posted on the Linksys website at www.linksys.com, where they can be
downloaded for free. To upgrade the Router’s firmware, use the System tab of the Router’s web-based utility. If
the Router’s Internet connection is working well, there is no need to download a newer firmware version, unless
that version contains new features that you would like to use. Downloading a more current version of Router
firmware will not enhance the quality or speed of your Internet connection, and may disrupt your current
connection stability.

Will the Router function in a Macintosh environment?
Yes, but the Router’s setup pages are accessible only through Internet Explorer 4.0 or Netscape Navigator 4.0 or
higher for Macintosh.

I am not able to get the web configuration screen for the Router. What can I do?

You may have to remove the proxy settings on your Internet browser, e.g., Netscape Navigator or Internet
Explorer. Or remove the dial-up settings on your browser. Check with your browser documentation, and make
sure that your browser is set to connect directly and that any dial-up is disabled. Make sure that your browser is
set to connect directly and that any dial-up is disabled. For Internet Explorer, click Tools, Internet Options, and
then the Connection tab. Make sure that Internet Explorer is set to Never dial a connection. For Netscape
Navigator, click Edit, Preferences, Advanced, and Proxy. Make sure that Netscape Navigator is set to Direct
connection to the Internet.
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What is DMZ Hosting?

Demilitarized Zone (DMZ) allows one IP address (computer) to be exposed to the Internet. Some applications
require multiple TCP/IP ports to be open. It is recommended that you set your computer with a static IP if you
want to use DMZ Hosting. To get the LAN IP address, see “Appendix D: Finding the MAC Address and IP Address
for Your Ethernet Adapter.”

If DMZ Hosting is used, does the exposed user share the public IP with the Router?
No.

Does the Router pass PPTP packets or actively route PPTP sessions?
The Router allows PPTP packets to pass through.

Is the Router cross-platform compatible?
Any platform that supports Ethernet and TCP/IP is compatible with the Router.

How many ports can be simultaneously forwarded?
Theoretically, the Router can establish 520 sessions at the same time, but you can only forward 10 ranges of
ports.

What are the advanced features of the Router?

The Router’s advanced features include Advanced Wireless settings, Filters, Port Forwarding, Routing, and DDNS.

What is the maximum number of VPN sessions allowed by the Router?

The maximum number depends on many factors. At least one IPSec session will work through the Router;
however, simultaneous IPSec sessions may be possible, depending on the specifics of your VPNs.

How can I check whether | have static or DHCP IP Addresses?

Consult your ISP to obtain this information.

How do I get mIRC to work with the Router?
Under the Port Forwarding tab, set port forwarding to 113 for the PC on which you are using miRC.

Can the Router act as my DHCP server?
Yes. The Router has DHCP server software built-in.

Can I run an application from a remote computer over the wireless network?
This will depend on whether or not the application is designed to be used over a network. Consult the
application’s documentation to determine if it supports operation over a network.
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What is the IEEE 802.11g standard?

It is one of the IEEE standards for wireless networks. The 802.11g standard allows wireless networking hardware
from different manufacturers to communicate, provided that the hardware complies with the 802.11g standard.
The 802.11g standard states a maximum data transfer rate of 54Mbps and an operating frequency of 2.4GHz.

What IEEE 802.11b features are supported?

The product supports the following IEEE 802.11b functions:
e CSMA/CA plus Acknowledge protocol

Multi-Channel Roaming

Automatic Rate Selection

RTS/CTS feature

Fragmentation

Power Management

What is ad-hoc mode?

When a wireless network is set to ad-hoc mode, the wireless-equipped computers are configured to
communicate directly with each other. The ad-hoc wireless network will not communicate with any wired
network.

What is infrastructure mode?
When a wireless network is set to infrastructure mode, the wireless network is configured to communicate with a
wired network through a wireless access point.

What is roaming?

Roaming is the ability of a portable computer user to communicate continuously while moving freely throughout
an area greater than that covered by a single access point. Before using the roaming function, the workstation
must make sure that it is the same channel number with the access point of dedicated coverage area.

To achieve true seamless connectivity, the wireless LAN must incorporate a number of different functions. Each
node and access point, for example, must always acknowledge receipt of each message. Each node must
maintain contact with the wireless network even when not actually transmitting data. Achieving these functions
simultaneously requires a dynamic RF networking technology that links access points and nodes. In such a
system, the user’s end node undertakes a search for the best possible access to the system. First, it evaluates
such factors as signal strength and quality, as well as the message load currently being carried by each access
point and the distance of each access point to the wired backbone. Based on that information, the node next
selects the right access point and registers its address. Communications between end node and host computer
can then be transmitted up and down the backbone.

As the user moves on, the end node’s RF transmitter regularly checks the system to determine whether it is in
touch with the original access point or whether it should seek a new one. When a node no longer receives
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acknowledgment from its original access point, it undertakes a new search. Upon finding a new access point, it
then re-registers, and the communication process continues.

What is ISM band?

The FCC and their counterparts outside of the U.S. have set aside bandwidth for unlicensed use in the ISM
(Industrial, Scientific and Medical) band. Spectrum in the vicinity of 2.4 GHz, in particular, is being made available
worldwide. This presents a truly revolutionary opportunity to place convenient high-speed wireless capabilities in
the hands of users around the globe.

What is Spread Spectrum?

Spread Spectrum technology is a wideband radio frequency technique developed by the military for use in
reliable, secure, mission-critical communications systems. It is designed to trade off bandwidth efficiency for
reliability, integrity, and security. In other words, more bandwidth is consumed than in the case of narrowband
transmission, but the trade-off produces a signal that is, in effect, louder and thus easier to detect, provided that
the receiver knows the parameters of the spread-spectrum signal being broadcast. If a receiver is not tuned to
the right frequency, a spread-spectrum signal looks like background noise. There are two main alternatives,
Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS).

What is DSSS? What is FHSS? And what are their differences?

Frequency-Hopping Spread-Spectrum (FHSS) uses a narrowband carrier that changes frequency in a pattern that
is known to both transmitter and receiver. Properly synchronized, the net effect is to maintain a single logical
channel. To an unintended receiver, FHSS appears to be short-duration impulse noise. Direct-Sequence Spread-
Spectrum (DSSS) generates a redundant bit pattern for each bit to be transmitted. This bit pattern is called a chip
(or chipping code). The longer the chip, the greater the probability that the original data can be recovered. Even if
one or more bits in the chip are damaged during transmission, statistical techniques embedded in the radio can
recover the original data without the need for retransmission. To an unintended receiver, DSSS appears as low
power wideband noise and is rejected (ignored) by most narrowband receivers.

Will the information be intercepted while it is being transmitted through the air?

WLAN features two-fold protection in security. On the hardware side, as with Direct Sequence Spread Spectrum
technology, it has the inherent security feature of scrambling. On the software side, WLAN offers the encryption
function (WEP) to enhance security and access control.

What is WEP?
WEP is Wired Equivalent Privacy, a data privacy mechanism based on a 64-bit or 128-bit shared key algorithm, as
described in the IEEE 802.11 standard.

What is a MAC Address?
The Media Access Control (MAC) address is a unique number assigned by the manufacturer to any Ethernet
networking device, such as a network adapter, that allows the network to identify it at the hardware level. For all
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practical purposes, this number is usually permanent. Unlike IP addresses, which can change every time a
computer logs onto the network, the MAGC address of a device stays the same, making it a valuable identifier for
the network.

How do I reset the Router?
Press the Reset button on the back panel for about ten seconds. This will reset the Router to its default settings.

How do I resolve issues with signal loss?

There is no way to know the exact range of your wireless network without testing. Every obstacle placed between
the Router and a wireless PC will create signal loss. Lead glass, metal, concrete floors, water and walls will
inhibit the signal and reduce range. Start with the Router and your wireless PC in the same room and move it
away in small increments to determine the maximum range in your environment.

You may also try using different channels, as this may eliminate interference affecting only one channel.

I have excellent signal strength, but | cannot see my network.

WEP is probably enabled on the Router, but not on your wireless adapter (or vice versa). Verify that the same WEP
keys and levels (64 or 128) are being used on all nodes of your wireless network.

How many channels/frequencies are available with the Router?

There are eleven available channels, ranging from 1 to 11 (in most of North and South America) and 1 to 13 (in
most of Europe).

If your questions are not addressed here, refer to the Linksys website, www.linksys.com.
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Appendix B: Wireless Security

A Brief Overview

Whenever data - in the form of files, emails, or messages - is transmitted over your wireless network, it is open
to attacks. Wireless networking is inherently risky because it broadcasts information on radio waves. Just like
signals from your cellular or cordless phone can be intercepted, signals from your wireless network can also be
compromised. What are the risks inherent in wireless networking? Read on.

What Are The Risks?

Computer network hacking is nothing new. With the advent of wireless networking, hackers use methods both
old and new to do everything from stealing your bandwidth to stealing your data. There are many ways this is
done, some simple, some complex. As a wireless user, you should be aware of the many ways they do this.

Every time a wireless transmission is broadcast, signals are sent out from your wireless PC or router, but not
always directly to its destination. The receiving PC or router can hear the signal because it is within that radius.
Just as with a cordless phone, cellular phone, or any kind of radio device, anyone else within that radius, who has
their device set to the same channel or bandwidth can also receive those transmission.

Wireless networks are easy to find. Hackers know that, in order to join a wireless network, your wireless PC will
typically first listen for "beacon messages". These are identifying packets transmitted from the wireless network
to announce its presence to wireless nodes looking to connect. These beacon frames are unencrypted and
contain much of the network's information, such as the network's SSID (Service Set Identifier) and the IP address
of the network PC or router. The SSID is analogous to the network's name. With this information broadcast to
anyone within range, hackers are often provided with just the information they need to access that network.

One result of this, seen in many large cities and business districts, is called "Warchalking". This is the term used
for hackers looking to access free bandwidth and free Internet access through your wireless network. The marks
they chalk into the city streets are well documented in the Internet and communicate exactly where available
wireless bandwidth is located for the taking.

Even keeping your network settings, such as the SSID and the channel, secret won't prevent a hacker from
listening for those beacon messages and stealing that information. This is why most experts in wireless
networking strongly recommend the use of WEP (Wireless Equivalent Privacy). WEP encryption scrambles your
wireless signals so they can only be recognized within your wireless network.

. |

let's warchalk..!

KEY SYMBOL

OPEN SSId

NODE
bandwidth

CLOSED ssid

NODE

y access

E-I'EE)EE ssid contact

bandwidth

blackbeltjones.com/warchalking

Figure B-1: Warchalking
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But even WEP has its problems. WEP's encryption algorithm is referred to as "simple", which also means
"weak", because the technology that scrambles the wireless signal isn't too hard to crack for a persistent
hacker.

There are five common ways that hackers can break into your network and steal your bandwidth as well as your
data. The five attacks are popularly known as:

1. Passive Attacks

2. Jamming Attacks

3. Active Attacks

4. Dictionary-building or Table Attacks

5. Man-in-the-Middle Attacks

Passive Attacks

There's no way to detect a passive attack because the hacker is not breaking into your network. He is simply
listening (eavesdropping, if you will) to the information your network broadcasts. There are applications easily
available on the Internet that can allow a person to listen into your wireless network and the information it
broadcasts. Information such as MAC addresses, IP addresses, usernames, passwords, instant message
conversations, emails, account information, and any data transmitted wirelessly, can easily be seen by someone
outside of your network because it is often broadcast in clear text. Simply put, any information transmitted on a
wireless network leaves both the network and individual users vulnerable to attack. All a hacker needs is a
"packet sniffer", software available on the Internet, along with other freeware or shareware hacking utilities
available on the Internet, to acquire your WEP keys and other network information to defeat security.

Jamming Attacks

Jamming Attacks, when a powerful signal is sent directly into your wireless network, can effectively shut down
your wireless network. This type of attack is not always intentional and can often come about simply due to the
technology. This is especially possible in the 2.4 GHz frequency, where phones, baby monitors, and microwave
ovens can create a great deal of interference and jam transmissions on your wireless network. One way to
resolve this is by moving your wireless devices into the 5 GHz frequency, which is dedicated solely to information
transmissions.
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Active Attacks

Hackers use Active Attacks for three purposes: 1) stealing data, 2) using your network, and 3) modifying your
network so it's easier to hack in the next time.

In an Active Attack, the hacker has gained access to all of your network settings (SSID, WEP keys, etc.) and is in
your network. Once in your wireless network, the hacker has access to all open resources and transmitted data
on the network. In addition, if the wireless network's router is connected to a switch, the hacker will also have
access to data in the wired network.

Further, spammers can use your Internet connection and your ISP's mail server to send tens of thousands of
e-mails from your network without your knowledge.

Lastly, the hacker could make hacking into your network even easier by changing or removing safeguards such
as MAC address filters and WEP encryption. He can even steal passwords and user names for the next time he
wants to hack in.

Dictionary-Building or Table Attacks

Dictionary-building, or Table attacks, is a method of gaining network settings (SSID, WEP keys, etc.) by analyzing
about a day's worth of network traffic, mostly in the case of business networks. Over time, the hacker can build
up a table of network data and be able to decrypt all of your wireless transmissions. This type of attack is more

effective with networks that transmit more data, such as businesses.

Man-in-the-Middle Attacks

A hacker doesn't need to log into your network as a user - he can appear as one of the network's own routers,
setting himself up as the man-in-the-middle. To do this, the hacker simply needs to rig an router with your
network's settings and send out a stronger signal that your router. In this way, some of your network's PCs may
associate with this rogue router, not knowing the difference, and may begin sending data through it and to this
hacker.

The trade-off for the convenience and flexibility wireless networking provides is the possibility of being hacked
into through one of the methods described here. With wireless networks, even with WEP encryption, open to the
persistent hacker, how can you protect your data? The following section will tell you how to do just that.

Maximizing Wireless Security

Security experts will all tell you the same thing: Nothing is guaranteed. No technology is secure by itself. An
unfortunate axiom is that building the better mousetrap can often create a better mouse. This is why, in the
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examples below, your implementation and administration of network security measures is the key to maximizing
wireless security.

No preventative measure will guarantee network security but it will make it more difficult for someone to hack
into your network. Often, hackers are looking for an easy target. Making your network less attractive to hackers,
by making it harder for them to get in, will make them look elsewhere.

How do you do this? Before discussing WEP, let's look at a few security measures often overlooked.

1) Network Content

Now that you know the risks assumed when networking wirelessly, you should view wireless networks as you
would the Internet. Don't host any systems or provide access to data on a wireless network that you wouldn't put
on the Internet.

2) Network Layout

When you first lay out your network, keep in mind where your wireless PCs are going to be located and try to
position your router towards the center of that network radius. Remember that access points transmit
indiscriminately in a radius; placing an access point at the edge of the physical network area reduces network
performance and leaves an opening for any hacker smart enough to discover where the router is transmitting.

This is an invitation for a man-in-the-middle attack, as described in the previous section. To perform this type of
attack, the hacker has to be physically close to your network. So, monitoring both your network and your property
is important. Furthermore, if you are suspicious of unauthorized network traffic, most wireless products come
with a log function, with which you can view activity on your network and verify if any unauthorized users have
had access.

3) Network Devices

With every wireless networking device you use, keep in mind that network settings (SSID, WEP keys, etc.) are
stored in its firmware. If they get into the hands of a hacker, so do all of your settings. So keep an eye on them.

4) Administrator passwords

Your network administrator is the only person who can change network settings. If a hacker gets a hold of the
administrator's password, he, too, can change those settings. So, make it harder for a hacker to get that
information. Change the administrator's password regularly.

5)SSID
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There are a few things you can do to make your SSID more secure:

a. Disable Broadcast
b. Make it unique
c. Change it often

Most wireless networking devices will give you the option of broadcasting the SSID. This is a option for

convenience, allowing anyone to log into your wireless network. In this case, however, anyone includes hackers.

So don't broadcast the SSID.

A default SSID is set on your wireless devices by the factory. (The Linksys default SSID is "linksys".) Hackers
know these defaults and can check these against your network. Change your SSID to something unique and not
something related to your company or the networking products you use.

Changing your SSID regularly will force any hacker attempting to gain access to your wireless network to start
looking for that new SSID.

With these three steps in mind, please remember that while SSIDs are good for segmenting networks, they fall
short with regards to security. Hackers can usually find them quite easily.

6) MAC addresses

Enable MAC address filtering if your wireless products allow it. MAC address filtering will allow you to provide
access to only those wireless nodes with certain MAC addresses. This makes it harder for a hacker using a
random MAC address or spoofing (faking) a MAC address.

7)Firewalls

You can use the same firewall technology to protect your wired network from hackers coming in through your
wireless network as you did for the Internet. The firewall will protect your network from any transmissions
entering via your wireless network.

8) WEP

Wired Equivalent Privacy (WEP) is often looked upon as a panacea for wireless security concerns. This is
overstating WEP's ability. Again, this can only provide enough security to make a hacker's job more difficult.

WEP encryption implementation was not put in place with the 802.11 standard. This means that there are about
as many methods of WEP encryption as there are providers of wireless networking products. In addition, WEP is
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not completely secure. One piece of information still not encrypted is the MAC address, which hackers can use to
break into a network by spoofing (or faking) the MAGC address.

Programs exist on the Internet that are designed to defeat WEP. The best known of these is AirSnort. In about a
day, AirSnort can analyze enough of the wireless transmissions to crack the WEP key. Just like a dictionary-
building attack, the best prevention for these types of programs is by not using static settings, periodically
changing WEP keys, SSID, etc.

There are several ways that WEP can be maximized:

a) Use the highest level of encryption possible
b) Use multiple WEP keys
c¢) Change your WEP key regularly

Current encryption technology offers 64-bit and 128-bit WEP encryption. If you are using 64-bit WEP, swap out
your old wireless units for 128-bit encryption right away. Where encryption is concerned, the bigger and more
complex, the better. A WEP key is a string of hexadecimal characters that your wireless network uses in two
ways. First, nodes in your wireless network are identified with a common WEP key. Second, these WEP keys
encrypt and decrypt data sent over your wireless network. So, a higher level of security ensures that hackers will
have a harder time breaking into your network.

Setting one, static WEP key on your wireless network leaves your network open the threats even as you think it is
protecting you. While it is true that using a WEP key increases wireless security, you can increase it further by
using multiple WEP keys.

Keep in mind that WEP keys are stored in the firmware of wireless cards and access points and can be used to
hack into the network if a card or access point falls into the wrong hands. Also, should someone hack into your
network, there would be nothing preventing someone access to the entire network, using just one static key.

The solution, then, is to segment your network up into multiple groups. If your network had 80 users and you
used four WEP keys, a hacker would have access to only ¥4 of your wireless network resources. In this way,
multiple keys reduce your liability.

Finally, be sure to change your WEP key regularly, once a week or once a day. Using a "dynamic" WEP key, rather
than one that is static, makes it even harder for a hacker to break into your network and steal your resources.
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2.4GHz/802.11b and 802.11g WEP Encryption

WEP encryption for the Wireless-G VPN Broadband Router is configured through the Web-Utility's Wireless tab.
Enable WEP from this tab and click the Edit WEP Settings button, which will open the WEP screen, shown in
Figure B-3.

From this screen, you can select the type of WEP encryption to use as well as set the WEP Key for that encryption.

Select which WEP key (1-4) will be used when the Router sends data, then select that number as the Default
Transmit Key. Make sure the receiving device is using the same key.

Select the level of WEP encryption you wish to use, 64-bit 10 hex digits or 128-bit 26 hex digits. Higher encryption
levels offer higher levels of security, but due to the complexity of the encryption, they may decrease network
performance.

If you wish to use a WEP Passphrase, it can be a maximum of 16 alphanumeric characters. This passphrase may
not work with non-Linksys products due to possible incompatibility with other vendors' passphrase generators.
The WEP Key can be generated using your Passphrase or you can enter it manually.

If you wish to enter the WEP Key manually, type the key into the appropriate Key field on the left. The WEP key
must consist of the letters "A" through "F" and the numbers "0" through "9" and should be 10 characters in
length for 64-bit encryption or 26 characters in length for 128-bit encryption. All points in your wireless network
must use the same WEP key to utilize WEP encryption.

Once the Passphrase is entered, click the Generate key to generate a WEP key.

When finished making your changes on this tab, click the Save Settings button to save these changes, or click
the Gancel Ghanges button to undo your changes.

Important: Always remember that each

point in your wireless network MUST use the
same WEP Encryption method and encryption
key or your wireless network will not function

properly.

Enter 2 pamphiase to automatically generate 84 or 128-bit WEP keys.The
Pasmphiase bs care-sansitive, and should have 18 characters of fewar. H you ae

not uging a Pamphrase, than manually enter the WEP keys in hexadacimal
characters, VU and "AF

Default Tansmitkey: & 4 C 2 T g3 4

WEP Encryption: m

Passphrase: ]— Generate I
Kay 1: [1234567630

Kay2: |
Key3: |
Key4: ]

Figure B-2: WEP
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Appendix C: Configuring IPSec hetween a Windows 2000 PG

Introduction

This document demonstrates how to establish a secure IPSec tunnel using preshared keys to join a private
network inside the VPN Router and a Windows 2000 or XP PC. You can find detailed information on configuring

the Windows 2000 server at the Microsoft website:

Microsoft KB 0252735 - How to Configure IPSec Tunneling in Windows 2000
http://support.microsoft.com/support/kb/articles/Q252/7/35.asp

Microsoft KB Q257225 - Basic IPSec Troubleshooting in Windows 2000
http://support.microsoft.com/support/kb/articles/Q257/2/25.asp

Environment

The IP addresses and other specifics mentioned in this appendix are for illustration purposes only.

Windows 2000 or Windows XP
IP Address: 140.111.1.2 <= User ISP provides IP Address; this is only an example.

Subnet Mask: 255.255.255.0
WRV54G
WAN IP Address: 140.111.1.1 <= User ISP provides IP Address; this is only an example.

Subnet Mask: 255.255.255.0
LAN IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

A\

NOTE: Keep a record of any changes you make.
Those changes will be identical in the Windows
“secpol” application and the Router’s Web-Based
Utility.
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How to Establish a Secure IPSec Tunnel S
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Step 1: Create an IPSec Policy

1. Click the Start button, select Run, and type secpol.msc in the Open field. The Local Security Setting screen
will appear as shown in Figure C-1.

2. Right-click IP Security Policies on Local Computer, and click Create IP Security Policy. Figure C-1: Password Screen

3. Click the Next button, and then enter a name for your policy (for example, to_router). Then, click Next.

NOTE: The references in this section to “win” are
4. Deselect the Activate the default response rule check box, and then click the Next button. A references to Windows 2000 and XP.
5. Click the Finish button, making sure the Edit check box is checked.
20
Rules | General|
Step 2: Build Filter Lists & -
QQ Secuity rules for communicating with other computers
Filter List 1: win->router b
IP Security Rules:
1. In the new policy’s properties screen, verify that the Rules tab is selected, as shown in Figure C-2. Deselect g i;" bl I ;Z’::::‘::ms IAK:M"“Q"‘:""'“"“' I Lt
the Use Add Wizard check box, and click the Add button to create a new rule.
2. Make sure the IP Filter List tab is selected, and click the Add button. (See Figure C-3.) Figure C-2: Setup Tab
2%
Authentication Methods | TunnelSelting | ConnectionType |
IP Fiker List | Fier Action
% The selected IP filter list specifies which network: traffic will be
secured with this rule.
IP Filter Lists:
Narme |_Description J
Q AllICMP Traffic Matches all ICMP packets betw...
Q AllIP Traffic Matches all IP packets from this ...

Figure C-3: IP Filter List Tab
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3. The IP Filter List screen should appear, as shown in Figure C-4. Enter an appropriate name, such as e e il

win->router, for the filter list, and de-select the Use Add Wizard check box. Then, click the Add button. v AP Rub T
= addresses and protocols can be combined into one [P fiter

4. The Filters Properties screen will appear, as shown in Figure C-5. Select the Addressing tab. In the Source Nome:
address field, select My IP Address. In the Destination address field, select A specific IP Subnet, and fill in the fser>tote —
IP Address: 192.168.1.0 and Subnet mask: 255.255.255.0. (These are the Router’s default settings. If you T x —I__ !
have changed these settings, enter your new values.) = B
Filers: I Use Add Wizard
Minored | Description | Protocol | Source Port _| Destination

5. If you want to enter a description for your filter, click the Description tab and enter the description there.

6. Click the OK button. Then, click the OK (for Windows XP) or Close (for Windows 2000) button on the IP Filter Figure C-4: IP Filter List

List window.
2%

Addressing | Protocol | Description |

Filter List 2: router->win
Source addess:
7. The New Rule Properties screen will appear, as shown in Figure C-6. Select the IP Filter List tab, and make [My IP Address =
sure that win -> router is highlighted. Then, click the Add button.
— Destination address:
4 specific IP Subnet =
IPAddess: [ 192 . 168 . 1 . D
Subnet mask: | 255 . 255 . 255 . O
[¥ Mirored. Also match packets with the exact opposite source and

Figure C-5: Filters Properties

2]
Authentication Methods | TunnelSelfing |  Connection Type |
IP Fie List ] Fiter Action

1

The selected IP filter kst specifies which network. traffic wil be

secuted with this rule.
IP Filter Lists:
Mame | Description |
O AICMP Traffic Malches all ICMP packets betw...
O AP Traffic Matches all IP packets from this ..
O win->router

Figure C-6: New Rule Properties
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8. The IP Filter List screen should appear, as shown in Figure C-7. Enter an appropriate name, such as
router->win for the filter list, and de-select the Use Add Wizard check box. Click the Add button.

9. The Filters Properties screen will appear, as shown in Figure C-8. Select the Addressing tab. In the Source
address field, select A specific IP Subnet, and enter the IP Address: 192.168.1.0 and Subnet mask:
255.255.255.0. (Enter your new values if you have changed the default settings.) In the Destination address

field, select My IP Address.

10. If you want to enter a description for your filter, click the Description tab and enter the description there.

11. Click the OK button and the New Rule Properties screen should appear with the IP Filer List tab selected, as
shown in Figure C-9. There should now be a listing for “router -> win” and “win -> router”. Click the OK (for

WinXP) or Clese (for Win2000) button on the IP Filter List window.

| cIPRRerList 2%

=+ AnIP fter it is composed of mubiple fiters. In this way muliple subrets. IP
= addresses and protocols can be combned into one IP fiter.

et

Name:

IlDLM-)wiﬂ

Descriptorn: _hdd. |
EIf T

Fiers I Use Add Wizard

|M'.md_ Descrption | Protocol | Source Poet Destination

Figure C-7: IP Filter List
2]
Addressing | Protocol | Description |
i~ Source address:
|4 specific IP Subinet =
IPAddess [ 192 . 168 . 1 . 0

Swnstmeslcl 255 ., 256 . 255 . O

i~ Destination address:
[My IP Address |

¥ Minored Also match packets with the exact opposite source and
destination addresses.

Figure C-8: Filters Properties

20|
Authentication Methods | TunnelSetting |  Connection Type |
IP Fiter List | Fiter Action
=3,
= : :
= The selected IP fiter list specifies which network traffic will be

secured with this rule.

|P Filter Lists:
MName | Description
Q AllICMP Traffic Matches all ICMP packets betw,
O AllIP Tralfic Malches all IP packets from this ...
O router->win
O win->1outer

Figure C-9: New Rule Properties
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Step 3: Configure Individual Tunnel Rules 21
Tunnel 1: win->router T T i
% The selected IP fiker kst specifies which network tiaffic wil be

1. From the IP Filter List tab, shown in Figure C-10, click the filter list win->router. peced b s e

IP Filer Lists:
2. Click the Filter Action tab (as in Figure C-11), and click the filter action Require Security radio button. Then, [Name | Desorption T

click the Edit button. it Mok Al skt

O router>win

3. From the Security Methods tab, shown in Figure C-12, verify that the Negotiate security option is enabled, and © fi3ioie

deselect the Accept unsecured communication, but always respond using IPSec check box. Select Figure C-10: IP Filter List Tab
Session key Perfect Forward Secrecy, and click the OK button.

20
Authentication Methods | TurnelSetting | Connection Type |
IP Filter List Fier Action

\4; The selected fiter action specifies whether this e negotistes
for sacure network traffic. and how # will secune the taffic.

et Actions:
Name |_Description ]
O Pemit Pesmit unsecured IP packets to ...
© Request Secuity (Optional) Accepts unsecured commuricat...
® Require Securlty Accepts untecured communicat...

Figure C-11: Filter Action Tab

Require Security Properties [ 21x|

Securiy Methods | General |

 Permit

 Block

& Negoliate secuity:

Secuity Method preference order:
(Type | AHImtegity | ESP Confidential. | ES Add |
Custom  <None> DES SH

Custom  <None> 3DES MO ER. |

Edit
Custom  <None> DES SH
Custom  <None» DES MC Remove |

Mer

| | i Mmdcm'll

™ Accept unsecured communication, but shways respond using IPSec
I Allow : i Sior wah rion F5 o-aneas

¥ Session key Perfect Forward Secrecy

Figure C-12: Security Methods Tab
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4. Select the Authentication Methods tab, shown in Figure C-13, and click the Edit button.

5. Change the authentication method to Use this string to protect the key exchange (preshared key), as

shown in Figure C-14, and enter the preshared key string, such as XYZ12345. Click the OK button.

6. This new Preshared key will be displayed in Figure C-15. Click the OK or Close button to continue.
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2]
1P Filter List | Filter Action
Authentication Methods | Tunnel Seting | Connection Type

The authentication method specifies how trust is establshed
Q' Between the compuless. Offer and accept these
another computer.

Authentication Method preference order.

| Method | Detais [ L

Kerberos

Figure C-13: Authentication Methods

i huthentication viethod properies TS

Authentication Method |

2 The authentication method specifies how tust is establched
Qa between the computers,

 windows 2000 default (Kerberos VS protocol]
" Use a certficate from this certibicate authority (CAY

I

¥ Use thiz shing to protect the key exchange [preshared key
[XvZ12345 =

Figure C-14: Preshared Key

21X
1P Filter List | Filter Action
Authentication Methods |  TunnelSelting |  Connection Type

The authentication method specifies how trust is established
SE betwesn the compulerz. Dffer and accept these
B utheniication melhods

when negotiating secunty with
another compuler,
Authentication Method preference order
| Method | Detais | Add.. |
Preshared Key HNZ12345

Figure C-15: New Preshared Key
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7. Select the Tunnel Setting tab, shown in Figure C-16, and click The tunnel endpoint is specified by this IP [NewRule Properties. N 2ixl
Address radio button. Then, enter the Router’s WAN IP Address. — | — |

AuthenticstionMethods ~ TunnelSetiing | Connection Type
8. Select the Gonnection Type tab, as shown in Figure C-17, and click All network connections. Then, click

e b Lo
the OK or Close button to finish this rule. = 2SI i s assebar -y g
List. It takes two nules to descibe an IPSec Tunnel

Tunnel 2: router->win
(™ This ruls does not spacily an IPSec tunnel

9. In the new policy’s properties screen, shown in Figure C-18, make sure that “win -> router” is selected and e s [ fabes

deselect the Use Add Wizard check box. Then, click the Add button to create the second IP filter. L ke TR

Figure C-16: Tunnel Setting Tab

to_Router Properties 2lx

Rules | General |

@g Secunity rules for communicating with other computers

IP Secunty Rules:
IP Fiker List | Fites Action | Authentication... [ Tu
[ win-srouter Require Securty Freshared ey 14
O <Dynamic> Default Response Kerberos Ne

Figure C-17: Connectin Type Tab

21X
Authentication Methods | TunnelSelting | Cornection Type |
IP Fites List Filter Action

-.\X The selected fiter action specifies whether this rule negotistes
for secure network traffic, and how it wil secure the trafic.

Filter Actions:
Name | Descigtion |
O Paimit Peirrit unsecured IP packets to ...
QO Request Secuity (Optional) Accepts unsecured communical..
© Require Secuity Accepts unsecured communical...

Figure G-18: Properties Screen
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10. Go to the IP Filter List tab, and click the filter list router->win, as shown in Figure C-19.

11. Click the Filter Action tab, and select the filter action Require Security, as shown in Figure C-20. Then, click
the Edit button.

12. Click the Authentication Methods tab, and verify that the authentication method Kerberos is selected, as
shown in Figure C-21. Then, click the Edit button.
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New Rule Properties _:?J_X_[

Authentication Methods | TunnelSetting | Connection Type |

IP Filter Lt | Filtr Action

=7

=+

= The selected IP filter list specifies which network traffic will be

secured with this rule.
IP Filter Lists:

Name. | Deseription |
© AllICMP Traffic Matches all ICMP packets betw...
O AllIP Traffic Matches all IP packets from this ...

ot win

Q win->router

Figure C-19: IP Filter List Tab

New Rule Properties _:?J_X_[

Authentication Methods | TunnelSetting | Connection Type
IP Filter List Filter Action

x The selected filer action specifies whether this rule negotistes
3 for secure network traffic, and how it will secure the braffic.

Filter Actions:
Name [ Description |
Q Pemit Permit unsecured IP packets to ...
O Request Security [Optional) Accepts unsecured communicat...
® Requite Security Accepts unsecured communicat...

Figure C-20: Filter Action Tab

New Rule Properties _:?J_X_[

IP Filter List | Filter Action
Authentication Methods | Tunnel Seting | Connetion Type

The authentication method specifies how trust is established
ch between the computers. Offer and accept these
= authentication methods when negotiating security with

computer,
Authentication Method preference order:
Method [ Detais [ e |
Kerberos

Figure C-21: Authentication Methods Tab
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13. Change the authentication method to Use this string to protect the key exchange (preshared key), and
enter the preshared key string, such as XYZ12345, as shown in Figure C-22. (This is a sample key string.
Yours should be a key that is unique but easy to remember.) Then click the OK button.

14. This new Preshared key will be displayed in Figure C-23. Click the OK button to continue.

15. From the Tunnel Setting tab, shown in Figure C-24, click the radio button for The tunnel endpoint is
specified by this IP Address, and enter the Windows 2000/XP computer’s IP Address.
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Edit Authentication Method Properties I 4 |
Authentication Method |
The authentication method specifies how tust is established

g‘:ﬂ between the computers.

" Windows 2000 default (Kerberos V5 protocol)
" Use a certificate from this cerificate authority (CA):

[ Browse |

% Use this stiing to protect the key exchange (preshared keyl

12345 =
Figure C-22: Preshared Key
21X
IP Filter List | Fiter Action |
Authentication Methods |  TunnelSetiing | Connection Type

The authentication method specifies how tust is established

Q\E between the computers. Offer and accept these
5 ithenticath thods when negotiating security with

Figure G-23: New Preshared Key

21
IP Filter List | Filter Action

Authentication Methods  TunnelSetting | Connection Type

—_—

=5 The tunnel endpoint is the lunneling computer closest to the

==x |P traffic destination, as specified by the associated IP Filter
List. It takes two rues to desciibe an IPSec Tunnel,

" This rule does not specify an IPSec tunnel.
% The tunnel endpoint is specified by this |P Address:
140.111. 1 . 2

Figure C-24: Tunnel Seting Tab
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16. Click the Gonnection Type tab, shown in Figure C-25, and select All network connections. Then click the
OK (for Windows XP) or Close (for Windows 2000) button to finish.

17. From the Rules tab, shown in Figure C-26, click the OK button to return to the secpol screen.

Step 4: Assign New IPSec Policy

In the IP Security Policies on Local Computer window, shown in Figure C-27, right-click the policy named
to_router, and click Assign. A green arrow appears in the folder icon.
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21
IP Filter List | Filter Action |
Authentication Methods | Tunnel Setting Connection Type

,& This rule only applies to network traffic over connections of
the selected type.

& All petwork connections
" Local area network. (LAN)
" Remote access

Figure C-25: Connection Type

21|
Rules IGenetdI

?ﬂ Security rules for communicating with other computers

IP Secunty Rules:

[ [ Fiter Action [Authentication. | Tu
Require Security Preshared Key 14
Require Security Preshared Key 14
Default Response Kerberas Mc

Figure C-26: Rules

M. = = =10
| gten gon ||+ + |QWB|@|[Bd —— |
Tree | Hame_/ [ Deseription [ pokey Assigrwd
& seaxky Settngs B Clant (Raspond Only)  Communizats normaly (ure... Mo

- () Account Pocies B Secure Server (Requir.., For o P b, dways rea.., Mo
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4 ) Puble Key Pobcies Elto_Router Vos

418, 1P Socurky Polices on Local Machine

4 | |

Figure C-27: Local Computer
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Step 5: Create a Tunnel Through the Web-Based Utility

1.

2.

Open your web browser, and enter 192.168.1.1 in the Address field. Press the Enter key.

When the User name and Password field appears, enter the default the user name and password admin.
Press the Enter key.

From the Setup tab, click the VPN tab.

From the VPN tab, shown in Figure C-28, select the tunnel you wish to create in the Select Tunnel Entry drop-
down box. Then click Enabled. Enter the name of the tunnel in the Tunnel Name field. This is to allow you to
identify multiple tunnels and does not have to match the name used at the other end of the tunnel.

Enter the IP Address and Subnet Mask of the local VPN Router in the Local Secure Group fields. To allow
access to the entire IP subnet, enter 0 for the last set of IP Addresses. (e.g. 192.168.1.0).

Enter the IP Address and Subnet Mask of the VPN device at the other end of the tunnel (the remote VPN Router
or device with which you wish to communicate) in the Remote Security Gateway fields.

Select fromtwo different types of encryption: DES or 3DES (3DES is recommended because it is more secure).
You may choose either of these, but it must be the same type of encryption that is being used by the VPN
device at the other end of the tunnel. Or, you may choose not to encrypt by selecting Disable.

Select from two types of authentication: MD5 and SHA (SHA is recommended because it is more secure). As
with encryption, either of these may be selected, provided that the VPN device at the other end of the tunnel
is using the same type of authentication. Or, both ends of the tunnel may choose to Disable authentication.

Select the Key Management. Select Auto (IKE) and enter a series of numbers or letters in the Pre-shared Key
field. Check the box next to PFS (Perfect Forward Secrecy) to ensure that the initial key exchange and IKE
proposals are secure. You may use any combination of up to 24 numbers or letters in this field. No special
characters or spaces are allowed. In the Key Lifetime field, you may optionally select to have the key expire at
the end of a time period of your choosing. Enter the number of seconds you’d like the key to be useful, or
leave it blank for the key to last indefinitely.

10. Click the Save Settings button to save these changes.

Your tunnel should now be established.
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Figure C-28: VPN Tab
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Appendix D: Finding the MAG Address and IP Address for Your

This section describes how to find the MAC address for your computer’s Ethernet adapter so you can use the MAC
filtering and/or MAC address cloning feature of the Router. You can also find the IP address of your computer’s
Ethernet adapter. This IP address is used for the Router’s filtering, forwarding, and/or DMZ features. Follow the
steps in this appendix to find the adapter’s MAC or IP address in Windows 98, Me, 2000, or XP.

Windows 98 or Me Instructions

1. Click Start and Run. In the Open field, enter winipefg. Then press the Enter key or the OK button.

2. When the IP Configuration screen appears, select the Ethernet adapter you have connected to the Router via a
CAT 5 Ethernet network cable. See Figure D-1.

3. Write down the Adapter Address as shown on your computer screen (see Figure D-2). This is the MAC address
for your Ethernet adapter and is shown as a series of numbers and letters.

The MAC address/Adapter Address is what you will use for MAC address cloning or MAC filtering.

The example in Figure D-2 shows the Ethernet adapter’s IP address as 192.168.1.100. Your computer may
show something different.

2 Note: The MAC address is also called the Adapter Address.

=il

~ Ethemet Adapter Inf

IPAddiess [ 132168.1.45
Subnet Mask 255.255.265.0

Defaul Gateway 192168.1.254

OK |  Release |  Renew |

Releasell | RenewAl |  Moelnfor |

Figure D-1: IP Configuration Screen

~loix]

r~ Ethemet Adapter Inf

|Linksys LNE100TX Fast Ethernel ¥ |
Adapter Address | -TZZWM__:-EI}:M____D
IPAddiess | 192168.1.100

Subnet Mask 255,255.255.0
Default Gateway 192.168.1.1

[[TB8 1] Release |  Renew |
Releasell | RenewAl |  Moelnfor |

Figure D-2: MAC Address/Adapter
Address
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Windows 2000 or XP Instructions
1. Click Start and Run. In the Open field, enter ecmd. Press the Enter key or click the OK button.

2 Note: The MAC address is also called the Physical Address.

2. At the command prompt, enter ipconfig /all. Then press the Enter key.

3. Write down the Physical Address as shown on your computer screen (Figure D-3); it is the MAC address for
your Ethernet adapter. This appears as a series of numbers and letters.

The MAC address/Physical Address is what you will use for MAC address cloning or MAC filtering.

The example in Figure E-3 shows the Ethernet adapter’s IP address as 192.168.1.100. Your computer may
show something different.

Figure D-3:

MAC Address/Physical Address
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Appendix E: SNMP Functions

SNMP (Simple Network Management Protocol) is a widely-used network monitoring and control protocol. Data is
passed from a SNMP agent, such as the VPN Router, to the workstation console used to oversee the network.
The Router then returns information contained in a MIB (Management Information Base), which is a data
structure that defines what is obtainable from the device and what can be controlled (turned off, on, etc.).

SNMP functions, such as statistics, configuration, and device information, are not available without third-party
Management Software. The Router is compatible with all HP Openview compliant software.
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The Router's firmware is upgraded through the Web-Utility's Firmware Upgrade tab from the Administration tab. ' -
Follow these instructions: R

Administration

1. Click the Browse hutton to find the firmware upgrade file that you downloaded from the Linksys website and
then extracted.

2. Double-click the firmware file you downloaded and extracted. Click the Upgrade button, and follow the
instructions there.

Wamning: Upgrading firmrware may take a few minutes
Flease don't turn off or reset router.

Figure F-1: Upgrade Firmware
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All wireless products require Microsoft Windows. Windows is the most used operating system in the world and
comes with many features that help make networking easier. These features can be accessed through Windows
Help and are described in this appendix.

TCP/IP

Before a computer can communicate with the Access Point, TCP/IP must be enabled. TCP/IP is a set of
instructions, or protocol, all PCs follow to communicate over a network. This is true for wireless networks as well.
Your PCs will not be able to utilize wireless networking without having TCP/IP enabled. Windows Help provides
complete instructions on enabling TCP/IP.

Shared Resources

If you wish to share printers, folder, or files over your network, Windows Help provides complete instructions on
utilizing shared resources.

Network Neighborhood/My Network Places

Other PCs on your network will appear under Network Neighborhood or My Network Places (depending upon the
version of Windows you're running). Windows Help provides complete instructions on adding PCs to your
network.
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Appendix H: Glossary

802.11a - An IEEE wireless networking standard that specifies a maximum data transfer rate of 54Mbps and an
operating frequency of 5GHz.

802.11b - An IEEE wireless networking standard that specifies a maximum data transfer rate of 11Mbps and an
operating frequency of 2.4GHz.

802.11g - An IEEE wireless networking standard that specifies a maximum data transfer rate of 54Mbps, an
operating frequency of 2.4GHz, and backward compatibility with 802.11b devices.

Access Point - Device that allows wireless-equipped computers and other devices to communicate with a wired
network. Also used to expand the range of a wireless network.

Adapter - This is a device that adds network functionality to your PC.

Ad-hoc - A group of wireless devices communicating directly with each other (peer-to-peer) without the use of
an access point.

Backbone - The part of a network that connects most of the systems and networks together, and handles the
most data.

Bandwidth - The transmission capacity of a given device or network.

Beacon Interval - The frequency interval of the beacon, which is a packet broadcast by a router to synchronize a
wireless network.

Bit - A binary digit.
Boot - To start a device and cause it to start executing instructions.

Bridge - A device that connects two different kinds of local networks, such as a wireless network to a wired
Ethernet network.

Broadband - An always-on, fast Internet connection.

Browser - A browser is an application program that provides a way to look at and interact with all the
information on the World Wide Web.
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Buffer - A block of memory that temporarily holds data to be worked on later when a device is currently too busy
to accept the data.

Cable Modem - A device that connects a computer to the cable television network, which in turn connects to the
Internet.

CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance) - A method of data transfer that is used to prevent
data loss in a network.

CTS (Clear To Send) - A signal sent by a device to indicate that it is ready to receive data.
Daisy Chain - A method used to connect devices in a series, one after the other.

Database - A collection of data that is organized so that its contents can easily be accessed, managed, and
updated.

DDNS (Dynamic Domain Name System) - The capability of having a website, FTP, or e-mail server-with a
dynamic IP address-use a fixed domain name.

Default Gateway - A device that forwards Internet traffic from your local area network.

DHCP (Dynamic Host Configuration Protocol) - A protocol that lets one device on a local network, known as a
DHCP server, assign temporary IP addresses to the other network devices, typically computers.

DMZ (Demilitarized Zone) - Removes the Router's firewall protection from one PC, allowing it to be "seen" from
the Internet.

DNS (Domain Name Server) - The IP address of your ISP's server, which translates the names of websites into IP
addresses.

Domain - A specific name for a network of computers.
Download - To receive a file transmitted over a network.
DSL (Digital Subscriber Line) - An always-on broadband connection over traditional phone lines.

DSSS (Direct-Sequence Spread-Spectrum) - A type of radio transmission technology that includes a redundant
bit pattern to lessen the probability of data lost during transmission. Used in 802.11b networking.

DTIM (Delivery Traffic Indication Message) - A message included in data packets that can increase wireless
efficiency.
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Dynamic IP Address - A temporary IP address assigned by a DHCP server.
Encryption - Encoding data to prevent it from being read by unauthorized people.

Ethernet - An IEEE standard network protocol that specifies how data is placed on and retrieved from a common
transmission medium.

Finger - A program that tells you the name associated with an e-mail address.
Firewall - Security measures that protect the resources of a local network from intruders.

Firmware - 1. In network devices, the programming that runs the device. 2. Programming loaded into read-only
memory (ROM) or programmable read-only memory (PROM) that cannot be altered by end-users.

Fragmentation - Breaking a packet into smaller units when transmitting over a network medium that cannot
support the original size of the packet.

FTP (File Transfer Protocol) - A standard protocol for sending files between computers over a TCP/IP network and
the Internet.

Full Duplex - The ability of a networking device to receive and transmit data simultaneously.
Gateway - A system that interconnects networks.

Half Duplex - Data transmission that can occur in two directions over a single line, but only one direction at a
time.

Hardware - The physical aspect of computers, telecommunications, and other information technology devices.

HTTP (HyperText Transport Protocol) - The communications protocol used to connect to servers on the World
Wide Web.

IEEE (The Institute of Electrical and Electronics Engineers) - An independent institute that develops networking
standards.

Infrastructure - Currently installed computing and networking equipment.

Infrastructure Mode - Configuration in which a wireless network is bridged to a wired network via an access
point.

IP (Internet Protocol) - A protocol used to send data over a network.

IP Address - The address used to identify a computer or device on a network.
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IPGONFIG - A Windows 2000 and XP utility that displays the IP address for a particular networking device.
IPSec (Internet Protocol Security) - A VPN protocol used to implement secure exchange of packets at the IP layer.
ISM band - Radio band used in wireless networking transmissions.

ISP (Internet Service Provider) - A company that provides access to the Internet.

LAN (Local Area Network) - The computers and networking products that make up the network in your home or
office.

MAC (Media Access Control) Address - The unique address that a manufacturer assigns to each networking
device.

Mbps (Megabits Per Second) - One million bits per second; a unit of measurement for data transmission.
Multicasting - Sending data to a group of destinations at once.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area network to a
different IP address for the Internet.

Network - A series of computers or devices connected for the purpose of data sharing, storage, and/or
transmission between users.

NNTP (Network News Transfer Protocol) - The protocol used to connect to Usenet groups on the Internet.
Node - A network junction or connection point, typically a computer or work station.

OFDM (Orthogonal Frequency Division Multiplexing) - A type of modulation technology that separates the data
stream into a number of lower-speed data streams, which are then transmitted in parallel. Used in 802.11a,
802.11g, and powerline networking.

Packet - A unit of data sent over a network.

Passphrase - Used much like a password, a passphrase simplifies the WEP encryption process by automatically
generating the WEP encryption keys for Linksys products.

Ping (Packet INternet Groper) - An Internet utility used to determine whether a particular IP address is online.
POP3 (Post Office Protocol 3) - A standard protocol used to retrieve e-mail stored on a mail server.

Port - 1. The connection point on a computer or networking device used for plugging in a cable or an adapter. 2.
The virtual connection point through which a computer uses a specific application on a server.
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PPPoE (Point to Point Protocol over Ethernet) - A type of broadband connection that provides authentication
(username and password) in addition to data transport.

PPTP (Point-to-Point Tunneling Protocol) - A VPN protocol that allows the Point to Point Protocol (PPP) to be
tunneled through an IP network. This protocol is also used as a type of broadband connection in Europe.

Preamble - Part of the wireless signal that synchronizes network traffic.
RJ-45 (Registered Jack-45) - An Ethernet connector that holds up to eight wires.

Roaming - The ability to take a wireless device from one access point's range to another without losing the
connection.

Router - A networking device that connects multiple networks together, such as a local network and the Internet.

RTS (Request To Send) - A packet sent when a computer has data to transmit. The computer will wait for a CTS
(Clear To Send) message before sending data.

Server - Any computer whose function in a network is to provide user access to files, printing, communications,
and other services.

SMTP (Simple Mail Transfer Protocol) - The standard e-mail protocol on the Internet.
SNMP (Simple Network Management Protocol) - A widely used network monitoring and control protocol.

Software - Instructions for the computer. A series of instructions that performs a particular task is called a
"program".

Spread Spectrum - Wideband radio frequency technique used for more reliable and secure data transmission.
SSID (Service Set IDentifier) - Your wireless network's name.

Static IP Address - A fixed address assigned to a computer or device that is connected to a network.

Static Routing - Forwarding data in a network via a fixed path.

Subnet Mask - An address code that determines the size of the network.

Switch - 1. Device that is the central point of connection for computers and other devices in a network, so data
can be shared at full transmission speeds. 2. A device for making, breaking, or changing the connections in an
electrical circuit.
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TCP/IP (Transmission Control Protocol/Internet Protocol) - A network protocol for transmitting data that requires
acknowledgement from the recipient of data sent.

Telnet - A user command and TCP/IP protocol used for accessing remote PCs.

TFTP (Trivial File Transfer Protocol) - A version of the TCP/IP FTP protocol that uses UDP and has no directory or
password capability.

Throughput - The amount of data moved successfully from one node to another in a given time period.
Topology - The physical layout of a network.
TX Rate - Transmission Rate.

UDP (User Datagram Protocol) - A network protocol for transmitting data that does not require acknowledgement
from the recipient of the data that is sent.

Upgrade - To replace existing software or firmware with a newer version.
Upload - To transmit a file over a network.
URL (Uniform Resource Locator) - The address of a file located on the Internet.

VPN (Virtual Private Network) - A security measure to protect data as it leaves one network and goes to another
over the Internet.

WAN (Wide Area Network) - The Internet.

WEP (Wired Equivalent Privacy) - A method of encrypting data transmitted on a wireless network for greater
security.

WINIPCFG - A Windows 98 and Millennium utility that displays the IP address for a particular networking device.

WLAN (Wireless Local Area Network) - A group of computers and associated devices that communicate with
each other wirelessly.
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Appendix I: Specifications

Standards

Ports

Buttons

Cabling Type
Data Rate
Transmit Power
LEDs

Security Features
WEP Key Bits
Dimensions

Unit Weight
Power
Certifications
Operating Temp.

Storage Temp.

Operating Humidity

Storage Humidity

IEEE 802.3, 802.3u, 802.11b and 802.11g

One Internet, Ethernet (1-4), Power

One Reset Button, One Power Switch

UTP CAT 5 or better

Up to 54Mbps (wireless), up to 100 Mbps (LAN)
19dBm

Power, Internet, Ethernet (1, 2, 3, 4), Wireless-G, DMZ
WEP, 802.1x Authentication

64, 128

186 mm x 175 mm x 48 mm

0.57 kg

External, 5V DC, 2,5A

FCC, 1C-03, CE

0°C to 40°C

-20°C to 70°C

10% to 85% Non-Condensing

5% to 90% Non-Condensing



Apnpendix J: Regulatory Information

FCC STATEMENT

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used according to the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which is found by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment or devices

Connect the equipment to an outlet other than the receiver's

Consult a dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator and your body.

INDUSTRY CANADA (CANADA)

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.

The use of this device in a system operating either partially or completely outdoors may require the user to obtain
a license for the system according to the Canadian regulations.

EC DECLARATION OF CONFORMITY (EUROPE)

Linksys declares that the Wireless-G ADSL Gateway conforms to the specifications listed below, following the
provisions of the European R&TTE directive 1999/5/EC:

EN 301 489-1, 301 489-17 General EMC requirements for Radio equipment.

EN 609 50 Safety
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EN 300-328-1, EN 300-328-2 Technical requirements for Radio equipment.

Caution: This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to
certain frequencies and/or may require a license for operation. Contact local Authority for procedure to follow.

Note: Combinations of power levels and antennas resulting in a radiated power level of above 100 mW equivalent
isotropic radiated power (EIRP) are considered as not compliant with the above mentioned directive and are not
allowed for use within the European community and countries that have adopted the European R&TTE directive
1999/5/EC.

For more details on legal combinations of power levels and antennas, contact Linksys Corporate Compliance.

Linksys vakuuttaa taten ettd Wireless-G ADSL Gateway tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sitd koskevien néiden direktiivien muiden ehtojen mukainen.

Linksys Group déclare la Passerelle ADSL sans fil-G est conforme aux conditions essentielles et aux dispositions
relatives a la directive 1999/5/EC.

Belgique:

Dans le cas d'une utilisation privée, a I'extérieur d'un batiment, au-dessus d'un espace public, aucun
enregistrement n'est nécessaire pour une distance de moins de 300m. Pour une distance supérieure a 300m un
enregistrement auprés de I'IBPT est requise. Pour une utilisation publique a I'extérieur de batiments, une licence
de I'IBPT est requise. Pour les enregistrements et licences, veuillez contacter I'IBPT.

France:

2.4 GHz Bande : les canaux 10, 11, 12, 13 (2457, 2462, 2467, et 2472 MHz respectivement) sont complétement
libres d'utilisation en France (en utilisation intérieur). Pour ce qui est des autres canaux, ils peuvent étre soumis
a autorisation selon le départment. L'utilisation en extérieur est soumis a autorisation préalable et trés restreint.

Vous pouvez contacter I'Autorité de Régulation des Télécommunications (http://www.art-telecom.fr) pour de plus
amples renseignements.

FCC PART 68 STATEMENT

This equipment complies with Part 68 of the FCC Rules. A label is attached to the equipment that contains,
among other information, its FCC registration number and ringer equivalence number. If requested, this
information must be provided to the telephone company.

This equipment uses the following USOC Jack: RJ-11.
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An FCC compliant telephone cord and modular plug is provided with this equipment. This equipment is designed
to be connected to the telephone network or premises wiring using a compatible modular jack, which is FCC Part
68 compliant. Connection to the telephone network should be made by using the standard modular telephone
jack.

The REN is useful to determine the quantity of devices that may be connected to the telephone line and still have
all of those devices ring when your telephone number is called. In most, but not all areas, the sum of RENs
should not exceed 5. To be certain of the number of devices that may be connected to the line, as determined by
the total RENs, contact the telephone company to determine the maximum REN for the calling area.

If this equipment causes harm to the telephone network, the telephone company may discontinue your service
temporarily. If advance notice is not practical, the telephone company will notify the customer as soon as
possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations, or procedures that could
affect the operation of the equipment. If this happens, the telephone company will provide advance notice in
order for you to make the necessary modifications in order to maintain uninterrupted service.

In the event this equipment should fail to operate properly, disconnect the unit from the telephone line. Try using
another FCC approved device in the same telephone jack. If the trouble persists, call the telephone company
repair service bureau. If the trouble does not persist and appears to be with this unit, disconnect the unit from
the telephone line and discontinue use of the unit until it is repaired. Please note that the telephone company
may ask that you disconnect the equipment from the telephone network until the problem has been corrected or
until you are sure that the equipment is not malfunctioning. The user must use the accessories and cables
supplied by the manufacturer to get optimum performance from the product.

No repairs may be done by the customer. If trouble is experienced with this equipment, please contact your
authorized support provider for repair and warranty information. If the trouble is causing harm to the telephone
network, the telephone company may request you remove the equipment from the network until the problem is
resolved. This equipment cannot be used on telephone company provided coin service. Connection to Party Line
Service is subject to state tariffs.

SAFETY NOTICES
Caution: To reduce the risk of fire, use only No.26 AWG or larger telecommunication line cord.
Do not use this product near water, for example, in a wet basement or near a swimming pool.

Avoid using this products (other than a cordless type) during an electrical storm. There may be a remote risk of
electric shock from lightning.
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Appendix K: Warranty Information

LIMITED WARRANTY

Linksys warrants to You that, for a period of three years (the “Warranty Period”), your Linksys Product will be substantially
free of defects in materials and workmanship under normal use. Your exclusive remedy and Linksys' entire liability under
this warranty will be for Linksys at its option to repair or replace the Product or refund Your purchase price less any rebates.
This limited warranty extends only to the original purchaser.

If the Product proves defective during the Warranty Period call Linksys Technical Support in order to obtain a Return
Authorization Number, if applicable. BE SURE TO HAVE YOUR PROOF OF PURCHASE ON HAND WHEN CALLING. If You are
requested to return the Product, mark the Return Authorization Number clearly on the outside of the package and include a
copy of your original proof of purchase. RETURN REQUESTS CANNOT BE PROCESSED WITHOUT PROOF OF PURCHASE. You
are responsible for shipping defective Products to Linksys. Linksys pays for UPS Ground shipping from Linksys back to You
only. Customers located outside of the United States of America and Canada are responsible for all shipping and handling
charges.

ALL IMPLIED WARRANTIES AND CONDITIONS OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE ARE LIMITED
TO THE DURATION OF THE WARRANTY PERIOD. ALL OTHER EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF NON-INFRINGEMENT, ARE DISCLAIMED. Some jurisdictions do not
allow limitations on how long an implied warranty lasts, so the above limitation may not apply to You. This warranty gives
You specific legal rights, and You may also have other rights which vary by jurisdiction.

This warranty does not apply if the Product (a) has been altered, except by Linksys, (b) has not been installed, operated,
repaired, or maintained in accordance with instructions supplied by Linksys, or (c) has been subjected to abnormal physical
or electrical stress, misuse, negligence, or accident. In addition, due to the continual development of new techniques for
intruding upon and attacking networks, Linksys does not warrant that the Product will be free of vulnerability to intrusion or
attack.

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL LINKSYS BE LIABLE FOR ANY LOST DATA, REVENUE OR PROFIT,
OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES, REGARDLESS OF THE THEORY OF
LIABILITY (INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF OR INABILITY TO USE THE PRODUCT
(INCLUDING ANY SOFTWARE), EVEN IF LINKSYS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT
WILL LINKSYS’ LIABILITY EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. The foregoing limitations will apply even if
any warranty or remedy provided under this Agreement fails of its essential purpose. Some jurisdictions do not allow the
exclusion or limitation of incidental or consequential damages, so the above limitation or exclusion may not apply to You.

This Warranty is valid and may be processed only in the country of purchase.

Please direct all inquiries to: Linksys, P.0. Box 18558, Irvine, CA 92623.
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Appendix L: Gontact Information

Need to contact Linksys?

Visit us online for information on the latest
products and updates to your existing products at:

http://www.linksys.com/international

If you experience problems with any Linksys product, you can e-mail us at:

Austria
Belguim
Denmark
France
Germany

ltaly
Netherlands
Norway
Portugal
Spain
Sweden
Switzerland
United Kingdom
Latin America
U.S.

support.at@linksys.com
support.be@linksys.com
support.dk@linksys.com
support.fr@linksys.com
support.de@linksys.com
support.it@linksys.com
support.ni@linksys.com
support.no@linksys.com
support.pt@linksys.com
support.es@linksys.com
support.se@linksys.com
support.ch@linksys.com
support.uk@linksys.com
support.la@linksys.com
support@linksys.com
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