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Preface

This preface explains the objectives, software options, intended audience, and organization of the
Cisco uBR10012 Universal Broadband Router Software Configuration Guide, which describes the
following release trains:

« Cisco |IOSRelease 12.1 BC, 12.2 BC, and 12.3 BC
« Cisco |IOSRelease 12.2 CY

This preface also defines this document’s conventions for conveying instructions and information.

Document Revision History

Purpose

The Document Revision History table below records technical changes to this document.

Table 1 Document Revision History

Document
Revision Date Change Summary
OL-1520-06 September 30, 2005 Incorporated new features and enhancementsintroduced in

Cisco 10S Release 12.3(13a)BC. Added Document
Revision History table.

This guide describes the procedures necessary to configure, maintain, and troubleshoot the initial
software configuration for the Cisco uBR10012 universal broadband router. This guide also directs you
to other closely related documentation for additional features and optimization.

The Cisco uBR10000 series CM TS solutions allow cable companies, Internet service providers (1SPs),
and others to allocate channel capacity for Internet access services using a broadband radio frequency
(RF) cable plant. The Cisco uBR10012 router sustains two-way downstream and upstream traffic over
Data-over-Cable Service Interface Specifications (DOCSIS)-based cable modems (CMs) that support

6 MHz National Television Systems Committee (NTSC) operations.

[ oL-1520-06
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M Audience

Audience

Note

This guideisintended for system administrators and support engineers who configure and maintain the
Cisco uBR10012 router. Many different delivery models exist for Cisco uBR10000 series equipment:

« Insmaller networks, asingle service provider manages all equipment and infrastructure.

« Inlarger networks, multiple service operators (M SOs) and | SPs share responsibility for
provisioning and managing the cable plant and | P network.

How the M SO and ISP divide responsibilities depends on the service model. In some cases, the M SO
mai ntains and operates the cable plant and attached CMs and set-top boxes (STBs), and the ISP owns,
operates, and maintains the regional network and I P infrastructure beyond the cable distribution hub. In
other cases, the Cable Modem Termination System (CMTS) and RF customer premises equipment
(CPE) are viewed as part of the networking infrastructure, and the | SP maintains control for provisioning
and managing DOCSI S functionality.

This guide considers the MSO and ISP as a single service principle with responsibility to provision
and manage DOCSI S-based cable modems and STBs. This guide assumes that administrators are
familiar with Cisco uBR10000 series hardware, DOCSI'S requirements, and networking.

Document Organization

This guide focuses on configuration of Cisco 10S software for the Cisco uBR10012 router. Table 2
summarizes the chapters and procedures in this guide. These chapters are presented in the general
sequence used in arouter installation and configuration. However, this sequence is al so affected by your
network configuration and other factors.

Table 2 Guide Contents and Organization

Title

Description

Chapter 1, “Overview of
Cisco uBR10012 Universal
Broadband Router Software”

Acquaints you with the Cisco |0S rel eases, hardware, and
software features supported on the Cisco uBR10000 series
CMTS.

Chapter 2, “Configuring the Cable
Modem Termination System for the
First Time’

Provides instructions to make basic configurations to the
Cisco uBR10000 series Cable Modem Termination System
(CMTYS) using Autolnstall, the Setup facility, or manual
configuration mode. Includes sample Cisco uBR10012 router
software configurations.

Note  Complete the configurationsin this chapter prior to
attempting additional configurations later in this

guide.

Chapter 3, “Configuring Cable
Interface Features for the
Cisco uBR10012 Router”

Provides instructions for required cable interface
configurations for upstream and downstream interfaces.

Chapter 4, “Managing Cable Modems
on the Hybrid Fiber-Coaxial
Network”

Providesanumber of proceduresthat you canimplement after
you have completed upstream and downstream cabl einterface
configurations to manage operations of your cable modemsin

the hybrid fiber-coaxial network.

r Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Conventions H

Table 2 Guide Contents and Organization (continued)

Title

Description

Chapter 5, “Configuring Basic
Broadband Internet Access’

Provides a recommended basic configuration for high-speed
Internet access and a basic Internet access sample
configuration file.

Chapter 6, “ Troubleshooting the

System”

Providestroubleshooting instructionsfor the configuration of
the Cisco uBR10000 series CMTS.

Appendix A, “DOCSISand CMTS
Architectural Overview”

Provides a brief overview of general DOCSI S architecture
and enhancements.

Appendix B, “Configuration Register |Providesinformation about the functionsand configuration of
Information for the Cisco uBR10012 |bitsin the Cisco 10S Software Configuration Register.

Universal Broadband Router”

Conventions

This guide uses the following conventions for command syntax descriptions and textual emphasis:

Table 3 Command Syntax and Emphasis Conventions

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font Arguments for which you supply values arein italics.

[ 1] Elements in square brackets are optional.

{x|yl|z Alternative, mutually exclusive, keywords are grouped in braces and
separated by vertical bars.

[x]ylZ Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string

or the string will include the quotation marks.

screen font

Terminal sessions and information the system displays are in screen font.

bol df ace screen font

Information you must enter isin bol df ace screen font.

italic screen font

Arguments for which you supply values areinitalic screen font.

AN

The symbol » represents the key labeled Control—for example, the key
combination ~D in a screen display means hold down the Control key while
you press the D key.

Nonprinting characters, such as passwords, are in angle bracketsin contexts
where italics are not available.

Default responses to system prompts are in square brackets.

—| —

An exclamation point (! ) or apound sign ( #) at the beginning of aline of
code indicates a comment line.

[ oL-1520-06
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I Terms and Acronyms

This symbol means reader take note. Notes contain helpful suggestions or referencesto material not
covered in the publication.

Tip This symbol means the following are useful tips.
Timesaver  This symbol means the described action saves time. Y ou can save time by performing the action

A

described in the paragraph.

Caution

This symbol means reader be careful. In this situation, you might do something that could result in
equipment damage or loss of data.

Terms and Acronyms

a

Note

To fully understand the content of this guide, you should be familiar with the following terms and acronyms:

A completelist of terms and acronymsisavailablein the I nter networking Terms and Acronymsguide
on Cisco.com and the Documentation CD-ROM .

- ABR—available bit rate

« ACL—access control list

» AGC—automatic gain control

» ASIC—application specific integrated circuit

« AWG—American wire gauge

- BGP—Border Gateway Protocol

- BPI—Baseline Privacy Interface

« CM—cable modem—CPE side device in a cable network
» CMTS—cable modem termination system

- CoS—class of service

» CPE—customer premises equipment

» CRC—-cyclic redundancy check

- CSU—channel service unit

- CTS—Clear To Send

- D/A—Digital to Analog (Conversion)

- DCD—Data Carrier Detect

- DCE—data communications equipment

- DHCP—Dynamic Host Configuration Protocol
 DIMM—dual in-line memory module

- DOCSIS—Data-over-Cable Service Interface Specification

» DS—downstream—data flowing from the internet backbone towards the cable network is
considered to be moving in the downstream direction. Also refers to data flowing from the CMTS
towards the CM is moving in the downstream direction.

- DSP—digital signal processor

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Terms and Acronyms

- DSR—data set ready

- DSU—data service unit

- DTE—data terminal equipment

» DTR—dataterminal ready

- EMC—electromagnetic compliance
- EMI—electromagnetic interference
- ESD—electrostatic discharge

- FRU—field-replaceable unit (router components that do not require replacement by a Cisco
certified service provider)

» FTP—foil twisted-pair

- HCCP—Hot Standby Connection-to-Connection Protocol
» HDLC—High-Level DataLink Control

» HFC—hybrid fiber coaxial

- HWIDB—hardware interface data block

e |PSec—IP Security Protocol

» Kbps—Kilo-bits Per Second

« LC—linecard

» LCN—Ilogical channel number

» LCP—line card processor

e LLC—Logical Link Control

» Logica Interface—A group of one or more upstream and one or more downstream cable ports
- MAC—MediaAccess Control

»  MAP—upstream bandwidth allocation map
MB—megabyte

» Mbps—Mega-bits per second

- MM—multimode

- Modem—modul ator/demodul ator

» MPLS—Multiprotocol label switching

- nrt-VBR—non-real-time variable bit rate

- NTSC—National Television Standards Committee

« NVRAM—nonvolatile random-access memory

« OAM AIS—Operation, Administration, and Maintenance alarm indication signal
- OIR—onlineinsertion and removal

» PBR—policy-based routing

» PCl—peripheral component interconnect bus

» PCMCIA—Personal Computer Memory Card International Association
» PHS—payload header suppression

» PHY—Physical Interface Chip

- PPP—Point-to-Point Protocol

- PRE—Performance Routing Engine

» QAM—Quadrature Amplitude Modulation

» QoS—quality of service

»  QPSK—Quadrature Phase Shift Keying

« rcp—remote copy protocol

» RF—radio frequency

» RFlI—radio frequency interference

» RIP—Routing Information Protocol

» RISC—Reduced Instruction Set Computer

» ROM-—read only memory

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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M Additional References

RP—route processor

RPR(+)—Route Processor Redundancy (plus)
RTS—Request To Send

SA—spectrum analyzer

SDRAM—synchronous dynamic random-access memory
SFID—Service Flow Identifier

SID—Service ID

SIMM—single in-line memory module

SM—subscriber modem or spectrum manager
SMI—single-mode intermediate reach

SNMP—Simple Network Management Protocol
TCP/IP—Transmission Control Protocol/Internet Protocol
TDM—time-division multiplexing

TFTP—Trivial File Transfer Protocol

ToD—time-of-day

ToS—Type of Service

UBR—unspecified bit rate

UDP—User Datagram Protocol

UNI—User-Network Interface

US—upstream—Data flowing from the cable network towards the internet backbone is considered
to be moving in the upstream direction. Also, data flowing from the CM towards the CMTS s
moving in the upstream direction.

UTP—unshielded twisted-pair
V C—virtual circuit
VPN—Virtual Private Network

Additional References

The

following references provide additional information related to the Cisco uBR10012 router.

Related Topic

Document Title

Documentation Roadmap

« Cisco uBR7200 Series Routers and Cisco uBR10012 Universal Broadband Router
Documentation Roadmap

http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubrl0k/ubr_rmap.htm

Cisco uBR10012 Hardware « Cisco uBR10012 Universal Broadband Router Hardware Installation Guide

Installation

http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubrl0k/ubr10012/hig/

Cisco uBR10012 Field
Replaceable Units (FRUS)

» Cisco uBR10012 Field Replaceable Units (FRUs) Documentation Web Page
http://www.cisco.com/univercd/cc/td/doc/product/cable/ubr10k/ubrl0012/frus/index.htm

» Cisco uBR10012 Quick Start Guides Web Page
http://www.cisco.com/univercd/cc/td/doc/product/cable/ubr10k/ubr10012/gsg/index.htm

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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http://www.cisco.com/univercd/cc/td/doc/product/cable/ubr10k/ubr10012/frus/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/cable/ubr10k/ubr10012/qsg/index.htm
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Additional References Il

Related Topic Document Title

Cisco uBR10012 Software, .
Configuration and Features

Cisco uBR10012 Universal Broadband Router Release Notes
http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubr10k/ub10krns/index.htm
Cisco uBR10012 Universal Broadband Router Software Configuration Guide
http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubr10k/ubr10012/scg/index.htm
Cisco uBR10012 Router Software Features
http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubr10k/ubr10012/ub10ksw/index.htm
Cisco Cable Modem Termination System Feature Guide
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cmtsfg/index.htm

Cisco |OS Command .
Reference

Cisco Broadband Cable Command Reference Guide
http://www.cisco.com/univercd/cc/td/doc/product/cabl e/bbccmref/index.htm

Cisco CMTS Error Messages
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/ubrerrs.htm

Cisco 10S Release 12.2 Web Page
http://www.cisco.com/univercd/cc/td/doc/product/software/iosl22/index.htm

Additional Cable/Broadband | «
Information Resources

Cisco Cable/Broadband Software Center Web page
http://www.cisco.com/public/sw-center/sw-cabl e.shtml

Cisco Cable/Broadband Technical Support Web page
http://www.cisco.com/pcgi-bin/Support/browse/index.pl 72i=Technologi es& f=893

Cisco Multiservice Broadband Cable Guide
http://www.cisco.com/en/U S/products/hw/cable/prod category positioning_paper0900a

ecd8006e98b.html

Standards
Standards! Title
ITU X.509 V3 International Telecommunications Union (ITU) X.509 Version 3.0 standard

PKT-EM-103-011221

PacketCable™ Event Message Specification

PKT-SP-DQOS-103-020116

PacketCable™ Dynamic Quality-of-Service Specification

PKT-SP-EC-MGCP-104-011221

PacketCable™ Network-Based Call Signaling Protocol Specification

PKT-SP-ESP-101-991229

PacketCable™ Electronic Surveillance Specification

PKT-SP-ISTP-102-011221

PacketCable™ Internet Signaling Transport Protocol (ISTP) Specification

PKT-SP-PROV-103-011221

PacketCable™ MTA Device Provisioning Specification

PKT-SP-SEC-105-020116

PacketCable™ Security Specification

PKT-TR-ARCH-V01-991201

PacketCable™ 1.0 Architecture Framework Technical Report

Note  The PacketCable 1.0 specifications are available on the Packetcable website at
http://packetcabl e.com/specifications.html.

SP-BPI+-108-020301

Baseline Privacy Interface Plus Specification

SP-RFIv1.1-109-020830

Data-over-Cable Service Interface Specifications Radio Frequency Interface
Specification, version 1.1

1. Not all supported standards are listed.
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I Obtaining Documentation

MIBs

The Cisco uBR10012 router supports the following categories of Management Information Bases (MIBS):

Cable-specific M1Bs—Provide information about the cable interfaces and related information on the
Cisco uBR10012 router. They include both Data-over-Cable Service Interface Specifications
(DOCSIS)-specific MIBs and enterprise M1Bs specific to Cisco. If your network management applications
have not already been configured for the Cisco uBR10012 router, these MIBs must be loaded. The

Cisco uBR10012 router and CM TS supports DOCSIS 1.1 MIBs.

The Cisco uBR10012 router supports objects related to QoS support for scheduler of DOCSI S-compliant
RF interfacesinthe CMTS.

Cisco platform and network-layer enterprise MIBs—Common across most Cisco router
platforms. If your network management applications are already configured to support other Cisco
routers, such as the Cisco 2600 series router, no further configuration is needed unless the version
of Cisco |0S software being used has updated these MIBs.

Simple Network Management Protocol (SNMP) standard M1Bs—These MIBs are required by
any agent supporting SNMPv1 or SNMPv2 network management. The SNMP MIBsimprove object
support for SNMP traps. This aids in network management. Traps are the mechanisms used to
automatically send alarms for certain network events.

Deprecated M | Bs—Supported in earlier rel eases of Cisco 10S software but have been replaced by
more standardized, scalable M1Bs. Network Management applications and scripts should convert to
the replacement MIBs as soon as possible.

MIBs MIBs Link
» Cisco uBR10012 MIBs » Cisco uBR10012 Release Notes Web page
supporting specific releases http://www.cisco.com/univercd/cc/td/doc/product/cabl e/ubr10k/ubl0krns/index.htm
» Selected Platforms and To locate and download M IBsfor sel ected platforms, Cisco | OS rel eases, and feature sets,
Feature Sets use Cisco MIB Locator found at the following URL :
http://www.cisco.com/go/mibs

Obtaining Documentation

The following sections explain how to obtain documentation from Cisco Systems.

World Wide Web

Y ou can access the most current Cisco documentation on the World Wide Web at the following URL:

http://www.cisco.com

Translated documentation is available at the following URL :

http://www.cisco.com/public/countries_|languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, whichisshipped with your product. The Documentation CD-ROM isupdated monthly and may
be more current than printed documentation. The CD-ROM package is available as a single unit or
through an annual subscription.
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Ordering Documentation

Cisco documentation is available in the following ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/cqi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

» Nonregistered Cisco.com users can order documentation through a local account representative by
calling Cisco corporate headquarters (California, USA) at 408 526-7208 or, elsewhere in North
America, by calling 800 553-NETS (6387).

Documentation Feedback

If you are reading Cisco product documentation on Cisco.com, you can submit technical comments
electronically. Click the Fax or Email option under the “Leave Feedback” at the bottom of the Cisco
Documentation home page.

Y ou can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, use the response card behind the front cover of your document, or
write to the following address:

Cisco Systems

Attn: Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain documentation, troubleshooting tips, and sample configurations from online tools by using the
Cisco Technical Assistance Center (TAC) Web site. Cisco.com registered users have compl ete accessto
the technical support resources on the Cisco TAC Web site.

Cisco.com isthe foundation of asuite of interactive, networked services that provides immediate, open
access to Cisco information, networking solutions, services, programs, and resources at any time, from
anywhere in the world.

Cisco.com is a highly integrated Internet application and a powerful, easy-to-use tool that provides a
broad range of features and services to help you to

- Streamline business processes and improve productivity
» Resolve technical issues with online support
- Download and test software packages

[ oL-1520-06
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» Order Cisco learning materials and merchandise
» Register for online skill assessment, training, and certification programs

Y ou can self-register on Cisco.com to obtain customized information and service. To access Cisco.com,
go to the following URL :

http://www.cisco.com

Technical Assistance Center

The Cisco TAC isavailable to all customers who need technical assistance with a Cisco product,
technology, or solution. Two types of support are available through the Cisco TAC:

« the Cisco TAC Web site
N

Note In addition, be sure to familiarize yourself with TAC’s Cisco uBR10012 Product Support Page
at http://www.cisco.com/pcgi-bin/Support/PSP/psp_view.pl?p=Hardware:ubr10012.

- the Cisco TAC Escalation Center
Inquiries to Cisco TAC are categorized according to the urgency of the issue:

» Priority level 4 (P4)—Y ou need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

» Priority level 3 (P3)—Y our network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

» Priority level 2 (P2)—Y our production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Y our production network isdown, and acritical impact to business operations
will occur if serviceisnot restored quickly. No workaround is available.

Which Cisco TAC resource you choose is based on the priority of the problem and the conditions of
service contracts, when applicable.

Cisco TAC Web Site

The Cisco TAC Web site allows you to resolve P3 and P4 issues yourself, saving both cost and time.
The site provides around-the-clock accessto online tools, knowledge bases, and software. To accessthe
Cisco TAC Web site, go to the following URL :

http://www.cisco.com/tac

All customers, partners, and resellers who have avalid Cisco services contract have complete access to
the technical support resources on the Cisco TAC Web site. The Cisco TAC Web site requires a
Cisco.com login ID and password. If you have avalid service contract but do not have alogin ID or
password, go to the following URL to register:

http://www.cisco.com/reqister/

If you cannot resolve your technical issues by using the Cisco TAC Web site, and you are a Cisco.com
registered user, you can open a case online by using the TAC Case Open tool at the following URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, it is recommended that you open P3 and P4 cases through the Cisco TAC
Web site.
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Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses issues that are classified as priority level 1 or priority
level 2; these classifications are assigned when severe network degradation significantly impacts
business operations. When you contact the TAC Escalation Center with aP1 or P2 problem, aCisco TAC
engineer will automatically open a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to the following
URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

Before calling, please check with your network operations center to determinethe level of Cisco support
services to which your company is entitled; for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). In addition, please have available your service agreement number and your
product serial number.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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CHAPTER 1

Overview of Cisco uBR10012 Universal
Broadband Router Software

This chapter describes the Cisco uBR10012 Universal Broadband Router Cable Modem Termination
System (CMTS), supported service offerings, software, and related hardware features. This chapter
contains the following sections:

Section Purpose
Cisco 10S Releases and Images for the Describes the supported Cisco |0S rel ease trains,
Cisco uBR10012 Router, page 2 associated features, and latest Cisco |OS images

for each recently supported train.

One early step in CMTS feature configuration is
to verify your Cisco 10S release train, the
associated image and feature set. This section
guides you in determining such information.

Cisco uBR10012 Universal Broadband Router Describes the Cisco uBR10012 router, and

Chassis Overview, page 5 supported hardware features and interoperability.
Supported Software Features for the Describes the features and configuration utilities
Cisco uBR10012 Router, page 10 that are available on the Cisco uBR10012 router.

The remaining chapters in this guide provide basic software configuration and troubleshooting
procedures.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Cisco I0S Releases and Images for the Cisco uBR10012 Router

The Cisco uBR10012 router supports the following Cisco 10S methods and rel ease trains:

» Operational Overview

» Cisco |OS Software Location

» Determining Y our Cisco 10S Software Release
» Upgrading to a New Software Release

« 12.3 BC Release Train and Images

» 12.2 BC Release Train and Images

e 12.2 CY Release Train and Images

Operational Overview

The Cisco uBR10012 router runs the |OS image that is located on the Type I Personal Computer
Memory Card International Association (PCMCIA) Flash memory disks. These disks are located in the
two PCMCIA slotsin the primary Performance Routing Engine 1 (PRE1). A PCMCIA disk in either slot
can store a Cisco 10S image or configuration file.

In addition to the Flash memory disks, each PRE1 modul e contains onboard Flash memory that is used
to store aboot loader. The loader executes following a system reset to reload and execute the Cisco 10S
software on the Flash memory disks.

The PRE1 modul e also stores the system configuration in the onboard Flash memory. The configuration
information read from the Flash memory is buffered in operational memory following initialization, and
iswritten to the Flash memory device when you save the configuration.

Each line card also contains onboard Flash memory that is used to store a boot loader, similar in function to
that used on the PRE1 module. However, the line card loader executes following a system reset, line card
reset, or line card insertion to reload and execute any code that must run on the line card for it to operate
properly. Software images may also be stored on an external TFTP server. If the Cisco uBR10012 router is
so configured, it then downloads the proper image from the TFTP server and executesiit.

Cisco I0S Software Location

Cisco |0S software is stored on the PRE1 modul e, which includestwo PCM CIA slotsthat are accessible
from the front panel. Either slot can store an 10S image or configuration file.

The Flash memory on the PRE1 module is used to store a simple ROM monitor or boot loader. The
loader executes following a system reset, line card reset, or line card insertion.

Line card images may also be stored in PRE1 module Flash memory or on an external TFTP server.

The PRE1 module stores the system configuration in a512 KB NVRAM device. Configuration
information read from NVRAM is buffered in RAM following initialization and is written to the device
when you save the configuration.

Determining Your Cisco 10S Software Release

To determine the version of Cisco 10S software running on the Cisco uBR10012 router, log in to the
router and enter the show ver sion command in privileged EXEC mode. For example:
Rout er > show ver si on

Cisco Internetwork Operating System Software
I0S (tm) 12.2 XF Software (ubr10k-k8p6-nz), Version 12.2 XF, RELEASE SOFTWARE

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Upgrading to a New Software Release

An upgradeisan order placed for aCisco |OS® feature set that contains more functionality than the one
that you are replacing. And upgrade is not an update. An update consists of installing a more recent
version of the SAME feature set. Exception— If a feature set has been made obsolete, the next, closest
feature set, on a more recent release, will be considered an update.

For general information about upgrading to anew software rel ease, refer to the Cisco |OSUpgrade Ordering
Instructions on Cisco.com.

12.3 BC Release Train and Images

The 12.3 Release Train is the first Cisco 10S Release to support the Performance Routing Engine 2
(PRE2) modules on the Cisco uBR10012 universal broadband router. This release adds a substantial
number of additional features while continuing to support earlier supported features from the 12.2
Release Train. These features are introduced in the “ Supported Software Features for the

Cisco uBR10012 Router” section on page 10, with additional links for configuration documentation.

Table 1 displays the memory recommendations of the Cisco |0S feature sets for the Cisco uBR10012
universal broadband router for Cisco 10S Release 12.3(9a)BC.

Table 1 Memory Recommendations for the Cisco uBR10012 Routers,
Cisco I0S Release 12.3(9a)BC Feature Sets

Cisco uBR10012 Recommended |Recommended Runs
Feature Set Route Processor |Software Image Flash Memory DRAM Memory! From
DOCSIS BPI IP Plus PRE1 ubr10k-k8p6-mz 48MB 512 MB RAM
PRE2 ubr10k2-k8p6-mz 48MB 1.0GB RAM
DOCSIS Base 3 DES PRE1 ubr10k-k9p6-mz 48MB 512 MB RAM
PRE2 ubr10k2-k9p6-mz 48MB 1.0GB RAM

1. DRAM memory is not configurable on the Cisco uBR10012 router.

12.2 BC Release Train and Images

The 12.2 BC train is an interim rel ease train that provides DOCSIS 1.1 two-way support, along with
support for selected new features.

Cisco 10S Release 12.2(4)BC1b, provides a migration path from the earlier 12.2 XF releases. Cisco 10S
Release 12.2(4)BC1b supports the Cisco uBR10012 universal broadband router, which provides a
high-capacity, high-throughput cable modem termination system (CMTS), optimized for aggregating traffic
at the edge of the cable network. Designed for cable operators and service providers, the platform connects
residential subscribersviacable modems, digital set-top boxes, or | P telephony cable modemsfor high-speed
data, broadband entertainment, and |P telephony solutions.

Note  Cisco |OS Release 12.2(4)BC1b does not include support for telco-return images.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Table 2 displays the memory recommendations of the Cisco |0S feature sets for the Cisco uBR10012
universal broadband router for Cisco 10S Release 12.2(4)BC1b. Cisco uBR10012 universal broadband
routers are available with a48-MB or 120-MB Type || PCMCIA Flash memory card.

Table 2 Memory Recommendations for the Cisco uBR10012 Routers,
Cisco Release 12.2 BC Feature Sets

Recommended Recommended
Feature Set Software Image Flash Memory DRAM Memory Runs From

DOCSISBPI IPPlus  |ubr10k-k8p6-mz! |40 MB Flash 128 MB DRAM RAM

1. TheCisco 10S 12.2(11)BC3 image cannot be loaded from a 128 MB Flask Disk. Thisimage is not available in the Cisco
10S 12.2(11)BC2a rebuild release.

Note  In Cisco IOS Release 12.2(11)BC3 only, the ubr10k-k8p6-mz software image could not be loaded from
a 128 MB Flash Disk card. See caveat CSCea65301 in Bug Toolkit for more information. This caveat
was fixed, and this limitation removed, in Cisco ISO 12.2(11)BC3a and later Release 12.2 BC releases.

12.2 CY Release Train and Images

The Cisco |0S 12.2 CY release train is based on Cisco 10S Release 12.2(11)BC1b, which in turnis
based on Cisco |OS Release 12.2(11)T. The Cisco |OS Release 12.2(11)BC1b train is an interim rel ease
train that provides DOCSIS 1.1 two-way support, along with support for selected new features. Cisco
IOS Release 12.2(11)BC1b provides a migration path from the earlier 12.2 XF releases.

The Cisco I0S 12.2 CY release train provides the following additional software features:
» PBR support for Cisco uBR10012
» VLAN support for Cisco uBR10012

Note  Cisco |OS Release 12.2(11)CY does not include support for telco-return images.

Table 2 displays the memory recommendations of the Cisco |0S feature sets for the Cisco uBR10012
universal broadband router for Cisco 10S Release 12.2(11)CY . Cisco uBR10012 universal broadband
routers are available with a48-MB or 120-MB Type || PCMCIA Flash memory card.

Table 3 Memory Recommendations for the Cisco uBR10012 Routers,
Cisco Release 12.2 CY Feature Sets

Recommended Recommended
Feature Set Software Image Flash Memory DRAM Memory Runs From
DOCSIS IP Plus ubr10k-p6-mz 40 MB Flash 128 MB DRAM RAM
DOCSISBPI IPPlus  |ubr10k-k8p6-mz |40 MB Flash 128 MB DRAM RAM

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Cisco uBR10012 Universal Broadband Router Chassis Overview

The Cisco uBR10012 router provides a cost-effective, scalable, and industry-proven CM TS, optimized
for aggregating traffic at the edge of the cable network. It has eight broadband aggregation slotsand four
WAN backhaul slots. The broadband slots can support Cisco uBR7200 series broadband cards through
an adapter card (line card processor).

Designed for cable operators and service providers, the Cisco uBR10012 router CM TS platform
connectsresidential subscribersviaCMs, digital set-top boxes, or | P tel ephony CM sfor high-speed data,
broadband entertainment, and IP tel ephony solutions.

Note  Thisguide focuses on Cisco uBR10012 router software and related hardware. For detailed
descriptions of the Cisco uBR10012 router chassis and components, refer to these resources:

« Cisco uBR10012 Universal Broadband Router Hardware Installation Guide
» Cisco uBR10012 Field Replaceable Units (FRUs) web page on Cisco.com

The Cisco uBR10012 router chassis is designed for front and rear access. The front of the chassis
provides access to these components, shown in Figure 1:

» Two Performance Routing Engine 1 (PRE1) or PRE2 processor modules
- LCD Display
» Two DC Power Entry Modules (DC PEMS)
» Fan Assembly Module
The rear of the chassis provides access to these components, shown in Figure 2:
- Eight Cable Interface Line Cards (single-slot)
» Four High-Speed, High-Performance Network Uplink Interface Line Cards
» Two Timing, Communication, and Control Plus (TCC+) Cards

The Cisco uBR10012 router uses redundant PEM s using —48-60 VVDC input power. An optional
AC-input power shelf can be used to provide the DC-output power for the Cisco uBR10012 router.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Cisco uBR10012 Router Slot Numbering

The Cisco uBR10012 router contains 16 card slots total for the following cards:
» Front Access (refer to Figure 1):
— One or two PRE1 or PRE2 modules (two modul es for redundant configuration)
» Rear Access (refer to Figure 2):
— Eight cable interface line cards
— Four network uplink line cards (either OC-12 POS or GigE)

— Oneor two TCC+ cards (two TCC+ cards for redundant configuration)—each TCC+ card also
provides a connector for an externa clock reference source, with a second connector for a backup
clock source

Figure 1 shows the slot numbering for the front view components of a fully loaded
Cisco uBR10012 router with the corresponding slot numbering (without bezel).

Figure 1 Cisco uBR10012 Router Slot Numbering—Front View (without bezel)
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ﬁ The Fast Ethernet interface on the backup PRE module is not used unless the primary PRE module
failsand the backup PRE modul eis activated. When the backup PRE module becomesthe active PRE
module, its FastEthernet interface automatically becomes the active FastEthernet interface at slot
0/0.

Figure 2 shows the rear view components of a fully loaded Cisco uBR10012 router with the
corresponding slot numbering.

Figure 2 Cisco uBR10012 Router Slot Numbering—Rear View
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Hardware Supported on the Cisco uBR10012 Router
Cisco 10S Release 12.3(9a)BC supports the following hardware on the Cisco uBR10012 router. This
and earlier descriptions of supported hardware are available in the release notes for your respective
Cisco |OS release.

Table 4 Cisco uBR10012 Universal Broadband Router Supported Hardware

Cable Interface Line cards Up to eight of the following broadband processing engines and cable
interface line cards can be housed in a chassis in any combination:

» Cisco uBR10-MC5X20S/U broadband processing engines

« Cisco uBR10-LCP2-MC16C/MC16E/M C16S cable interface
line cards

« Cisco uBR10-LCP2-MC28C cable interface line cards

Note  TheCisco uBR7200 SeriesM C28U BPE does not support the
Cisco uBR10012 router, though the Cisco MC28U BPE
physically fits into the Cisco uBR10012 router chassis.

Network Uplink Line Cards  |Up to four line cards with any combination of the following WAN
choices:

e Cisco uBR10-SRP-OC12SML DPT WAN Line Card for the
Cisco uBR10012 Router

- Cisco uBR10012 OC-48 DPT/POS interface module

» Cisco uBR10-1GE Gigabit Ethernet (GigE) uplink line card

» Cisco uBR10-10C12/P-SMI OC-12 POS uplink line card

» CiscouBR10-SRP-OC12SML Dynamic Packet Transport (DPT)

WAN card
Timing, Communication and | The TCC+ card can connect to an external reference Stratum 3 clock
Control Plus (TCC+) card source that is traceable to a Stratum 1 source. Two such sources can

be connected for redundancy.

The TCC+ card also monitors the cable line cards and power supply
use, as well as control the LCD display screen on the chassis. Two
cards can be installed for redundancy.

Performance Routing Engine2 |The new Cisco uBR10012 Series PRE2 effectively doubles the
(PRE2) bandwidth available to each slot on the router as supported by cable
interface line cards or Cisco Broadband Processing Engines.

The PRE2 module introduces support for full-duplex Gigabit
Ethernet ports, and increases the supported connectionsto 1.6 Gbps
in full duplex (each direction per half-slot). Full-slot modules can
now have up to 3.2 Gbpsto and from the PRE2 module. Thisistwice
the connection rate of the Cisco uBR10012 PREL1 route processor
module.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Table 4 Cisco uBR10012 Universal Broadband Router Supported Hardware

Performance Routing Engine |One PRE1 or PRE2 module performs layer 2 and layer 3 packet
(PREL1 or PRE2) processing, as well as routing and system management functions.
Two PRE modules can be installed for redundancy.

Note  The PRE1 moduleisfunctionally identical to the PRE
modul e except that it adds support for the Error Checking and
Correction (ECC) feature, which can automatically correct
single-bit memory errors.

Note  The Cisco uBR10012 PRE1 module supports an Ethernet
porttoalL AN foral0BASE-T or 100BASE-T connection for
network management. The PRE1 module supports
connections of 800 Mbps in full duplex (each direction) per

half-slot.
AC-input Power Entry Module |The Cisco uBR10012 router shipswith two AC power entry modul es
(PEM) (AC PEMs) that provide a redundant power supply to the system.

One AC PEM can provide sufficient power for afully configured
chassis, so that if one AC PEM fails, the other automatically begins
providing power for the entire router, without impacting system
operations.

The AC PEMs use standard 200-240 VAC (50/60 Hz) input power
obtained through power receptacles on the front panel of each PEM.
The two AC PEMs convert the AC power to provide filtered,
redundant, and load shared DC power to the Cisco uBR10012
chassis.

A

Caution  The Cisco uBR10012 router does not support mixing AC
and DC PEMs. Both PEM s must be either ACPEMsor DC
PEMs.

DC-input Power Entry Module |The Cisco uBR10012 router may ship with two DC PEMsto provide
(PEM) power to the chassis. The use of two PEM s provide power balancing
and redundancy, as well as the ability to hot-swap a single power
supply when needed.

A

Caution  The Cisco uBR10012 router does not support mixing AC
and DC PEMs. Both PEM s must be either ACPEMsor DC
PEMs.

Fan assembly module The fan assembly module contains four fans that are capabl e of
cooling the chassis even with the failure of asingle fan. The fan
assembly is dual-speed, providing additional cooling when the
chassis temperature exceeds the nominal operating range.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Supported Software Features for the Cisco uBR10012 Router

This section summarizes Cisco uBR10012 router software features for all supported Cisco | OS Release
trains, and directs you to additional configuration information for each feature.

Cisco uBR10012 Router Features and Cisco I0S Releases

Table 5 summarizes the software-related features and related Cisco 10S rel eases that support the
Cisco uBR10012 router. Cisco |OS features indicate the first release in which the feature was
introduced. Unless otherwise noted, feature support continuesin later releases of the same or related

Cisco |OS release train.

Table 5 Cisco uBR10012 Router Features by Cisco I0S Release

Feature

‘Supporting Cisco 10S Releases

Cisco uBR10012 Router Configuration Tools

Autolnstall

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Cable Interface Setup Facility

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Cisco Network Registrar

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Configuration Mode (Command Line Interface
Configuration)

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Extended Setup Facility

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Cisco I0S Release 12.3 BC Command-line Enhancements

Cisco 10S Release 12.3(9a)BC Command-Line Interface
(CLI1) Enhancements

12.3(9a)BC and later 12.3 BC releases

DHCP Servers and Feature Support

DHCP MAC Address Exclusion List for cable-source verify
dhcp Command

Cisco 10S Release 12.3(13a)BC and later 12.3 BC releases.

Integrated DHCP Server

Multiple Cisco 10S releases and trains.

DOCSIS 1.0 Feature Support

DOCSIS 1.0 Baseline Privacy Interface

DOCSIS 1.0 BPI encryption and authentication supported in
Cisco 10S 12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3BC
releases

DOCSIS 1.0 Concatenation Override

12.3(13a)BC and later 12.3 BC releases

DOCSIS 1.0 Configuration File Settings

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 Constant Bit Rate Extension

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 MAC Driver

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 Quality of Service Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 Payload Header Suppression

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 per SID Bandwidth Request and Grant Counters

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.0 ToS Overwrite

12.3(17a)BC2 and later 12.3 BC releases.

Enhanced Rate Bandwidth Allocation (ERBA) Support for
DOCSIS 1.0 Cable Modems

12.3(13a)BC and later 12.3 BC releases

DOCSIS 1.0+ Feature Support

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Table 5

Supported Software Features for the Cisco uBR10012 Router 1l

Cisco uBR10012 Router Features by Cisco 10S Release (continued)

Feature

Supporting Cisco 10S Releases

DOCSIS 1.1 CM Comepatibility

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Feature Support

DOCSIS 1.1 Baseline Privacy Interface Plus Features

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS BPI+ Multiple Root Certificate Support

12.3(13a)BC and later 12.3 BC releases

DOCSIS 1.1 CM Comepatibility

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 CM Database Manager

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Concatenation Support
See also DOCSIS 1.0 Concatenation Override

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Customer Premises Equipment Configurator

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Downstream Packet Classifier

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Downstream Packet Schedul er

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Dynamic MAC Messages

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Enhanced Registration

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Fragmentation and Reassembly

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Layer 2 Fragmentation

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 MAC Scheduler

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Payload Header Suppression and Restoration

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Quality of Service Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Rate Limiting and Traffic Shaping

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Service Flow Manager

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Service Template and Class M anager

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Software Infrastructure

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Subscriber Management

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Time Slot Scheduling

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 TLV Parser and Encoder

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Token-Bucket Rate Shaping

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 1.1 Two-Way Interoperability

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Optional Upstream Scheduler M odes

12.3(13a)BC and later 12.3 BC releases

High Availability Features

Automatic Revert Feature for HCCP N+1 Redundancy
Switchover Events

12.3(13a)BC and later 12.3 BC releases

Backup Path Testing for the Cisco RF Switch

12.3(13a)BC and later 12.3 BC releases

DSX Messages and Synchronized PHS Information

12.3(17a)BC and later 12.3 BC releases

Factory-Configured HCCP N+1 Redundancy

12.3(13a)BC and later 12.3 BC releases

Globally Configured HCCP 4+1 and 7+1 Redundancy on the
Cisco uBR10012 Router

12.3(17a)BC and later 12.3 BC releases
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Table 5

Cisco uBR10012 Router Features by Cisco 10S Release (continued)

Feature

Supporting Cisco 10S Releases

HCCP N+1 Redundancy Supporting DOCSIS 1.1 for the
Cisco CMTS

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

HCCP Timing and Error Enhancements in HCCP
Redundancy Show Commands

12.3(13a)BC and later 12.3 BC releases

High Availability Support for Encrypted |P Multicast

12.3(17a)BC and later 12.3 BC releases

Shutdown and No Shutdown Enhancement for Cable
Interfaces

12.3(13a)BC and later 12.3 BC releases

Intercept Features

Access Control List Support for COPS Intercept

12.3(13a)BC and later 12.3 BC releases

Basic Wiretap Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Cable Monitor Enhancements

12.3(17a)BC and later 12.3 BC releases

Cable Monitor Support for Cisco MC5x20U-D and Cisco
MC28U Broadband Processing Engines

12.3(13a)BC and later 12.3 BC releases

cable monitor Command

12.2(4)XF and later 12.2 XF, 12.2 BC and 12.3 BC releases

COPS TCP Support for the Cisco Cable Modem Termination
System

12.3(13a)BC and later 12.3 BC releases

Packet Intercept

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

PXF ARP Filter

12.3(17a)BC and later 12.3 BC releases

PXF Divert Rate Limiting

12.3(17a)BC and later 12.3 BC releases

Service Independent Intercept (SII) Support

12.3(13a)BC and later 12.3 BC releases

IP Broadcast and Multicast Features

|P Broadcast Echo

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

IP Multicast Echo

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Multicast QoS Support on the Cisco uBR10012 CMTS

12.3(13a)BC and later 12.3 BC releases

SSM Mapping

12.3(17a)BC and later 12.3 BC releases

IP Routing Features

Cable ARP Filter Enhancement

12.3(9a)BC and later 12.3BC releases

Configurable Registration Timeout

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DHCP MAC Address Exclusion List for cable-source
verify dhcp Command

12.3(13a)BC and later 12.3 BC releases

Host-to-Host Communication (Proxy Address Resolution
Protocol)

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Integrated DHCP Server

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Integrated Time-of-Day Server

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

PBR support for the Cisco uBR10012

12.2(11) CY and later CY releases

Supported Protocols

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Management Features

Admission Control for the Cisco CMTS

‘12.3(13a)BC and later 12.3 BC releases
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Table 5

Supported Software Features for the Cisco uBR10012 Router 1l

Cisco uBR10012 Router Features by Cisco 10S Release (continued)

Feature

Supporting Cisco 10S Releases

Broadband Internet Access

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Cable Interface Bundling

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

CNEM Compliance

12.3(17a)BC and later 12.3 BC releases

Customer Premises Equipment Limitation and Override

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

DOCSIS 2.0 SAMIS ECR Data Set

12.3(17a)BC and later 12.3 BC releases

DOCSIS Set-Top Gateway Issue 1.0
Advanced-mode DOCSI S Set-Top Gateway Issue 1.1
Advanced-mode DOCSI S Set-Top Gateway Issue 1.2

12.3(9a)BC and later 12.3 BC releases
12.3(13a)BC and later 12.3 BC releases
12.3(17a)BC2 and later 12.3 BC releases

Downstream Channel 1D Configuration

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Downstream Frequency Override

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Downstream L oad Balancing Distribution with Upstream
Load Balancing

12.3(17b)BC and later 12.3 BC releases

Dynamic Channel Change (DCC) for Loadbalancing

12.3(17a)BC and later 12.3 BC releases

Dynamic Modulation Profiles

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Dynamic Upstream Modulation

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

EtherChannel Support on the Cisco uBR10012 Universal
Broadband Router

12.3(9a)BC and later 12.3 BC releases

Management Information Base (MIB) Changes and
Enhancements

12.3(17a)BC and later 12.3 BC releases

MI1Bs Changes and Updates in Cisco |OS Release
12.3(%9a)BC

12.3(9a)BC and later 12.3 BC releases

Pre-equalization Control for Cable Modems

12.3(17a)BC and later 12.3 BC releases

Route Processor Redundancy Support

12.2(4)XF 12.2 XF , 12.2 BC and 12.3 BC releases

Secure Socket Layer Server for Usage-Based Billing

12.3(17a)BC and later 12.3 BC releases

SFID Support for Multicast and Cable Interface Bundling

12.3(9a)BC and later 12.3 BC releases

Simple Network Management Protocol Cable Modem
Remote Query

12.2(4)BC1b and later 12.2 BC and 12.3 BC releases

Simple Network Management Protocol v3

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Spectrum Management

Advanced Spectrum Management Support on the Cisco
uBR10012 CMTS

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases
12.3(13a)BC and later 12.3 BC releases

Static CPE Override (cable submgmt default Command)

12.3(9a)BC and later 12.3 BC releases

Statistical Counters

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Subscriber Traffic Management (STM) Version 1.1

12.3(9a)BC and later 12.3 BC releases

Usage Based Billing (SAMIS)

12.3(9a)BC and later 12.3 BC releases

PacketCable and Voice Support Features

PacketCable 1.0 With CALEA

‘12.3(9a)BC and later 12.3 BC releases
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Table 5

Cisco uBR10012 Router Features by Cisco 10S Release (continued)

Feature

Supporting Cisco 10S Releases

PacketCable Emergency 911 Cable Interface Line Card
Prioritization

12.3(13a)BC and later 12.3 BC releases

PacketCable Emergency 911 Services Listing and History

12.3(13a)BC and later 12.3 BC releases

Packetcable Multimediafor the Cisco CMTS

12.3(13a)BC and later 12.3 BC releases

Security Features

Address Verification

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

CM Transmission Burst Size

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Dynamic or Mobile Host Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Dynamic Shared Secret (DMIC) with OUI Exclusion

12.3(9a)BC and later 12.3 BC releases

Testing, Troubleshooting and Diagnostic Features

Cisco Broadband Troubleshooter 3.2

12.3(9a)BC and later 12.3 BC releases

CBT 3.2 Spectrum Management Support with the Cisco
uBR10-M C5X20S/U BPE

12.3(9a)BC and later 12.3 BC releases

Dynamic Ranging

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Flap List Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

Online Offline Diagnostics (OOD) Support for the Cisco
uBR10012 Universal Broadband Router

12.3(13a)BC and later 12.3 BC releases

Virtual Interfaces

Virtual Interface and Frequency Stacking Support on the
Cisco uBR10-M C5X20S/U BPE

12.3(9a)BC and later 12.3 BC releases

Virtual Interface Support for HCCP N+1 Redundancy

12.3(9a)BC and later 12.3 BC releases

Virtual Interface Bundling on the
Cisco uBR10-M C5X20S/U BPE

12.3(13a)BC and later 12.3 BC releases

VLAN Features

12.2(11)CY and later 12.2 CY releases

VPN and Layer 2 Tunneling Features

Dynamic SID/VRF Mapping Support

12.3(13a)BC and later 12.3 BC releases

Generic Routing Encapsulation (GRE) Tunneling on the
Cisco uBR10012

12.3(17a)BC and later 12.3 BC releases

IPv6 over L2VPN

12.3(17a)BC and later 12.3 BC releases

MPLS-VPN Network Support

12.2(1)XF1 and later 12.2 XF, 12.2 BC and 12.3 BC releases

NetFlow Accounting Versions 5 and 8 Support

12.3(9a)BC and later 12.3 BC releases

Transparent LAN Service (TLS) on the Cisco uBR10012
Router with |EEE 802.1Q

12.3(9a)BC and later 12.3 BC releases

Transparent LAN Service and Layer 2 Virtual Private
Networks

12.3(13a)BC and later 12.3 BC releases
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Cisco uBR10012 Router Configuration Tools

Autolnstall

The Cisco uBR10012 Universal Broadband Router provides you with the following configuration tools,
allowing you flexibility in choosing your configuration method:

» Autolnstall

» Cable Interface Setup Facility

« Cisco Network Registrar

» Configuration Mode (Command Line Interface Configuration)
» Extended Setup Facility

The Autolnstall process configures the Cisco uBR10012 router automatically after connection to your
WAN. For additional information, refer to the “ Configuring the Cisco uBR10012 Router Using
Autolnstall” section on page 7.

Cable Interface Setup Facility

The Cisco uBR10012 router Setup facility (also called the System Configuration dialog) is a useful and
efficient tool for configuring your CMTS. The Setup facility supports the a number of functions so that
cable interfaces and cable interface line cards are fully operational (after initial setup). Refer to the
“Configuring the Cisco uBR10012 Router Using the Setup Facility” section on page 8.

Configuration Mode (Command Line Interface Configuration)

The Configuration mode allows you to configure the Cisco uBR10012 router manually if you prefer not
to use Autoinstall or the Cable Interface Setup facility. For additional information, refer to the
“Configuring the Cisco uBR10012 Router Manually Using Configuration Mode” section on page 13.

Cisco Network Registrar

Cisco provides the Cisco Network Registrar with each Cisco uBR10012 router.

Cisco Network Registrar dramatically improves the reliability of naming and addressing services for
enterprise and service provider networks. Cisco Network Registrar provides scalable Domain Name
System (DNS) and Dynamic Host Configuration Protocol (DHCP) services and forms the basis of a
DOCSIS CM provisioning system.

Cisco Network Registrar is a configuration tool that automates dynamic |P address all ocation to

cable interfaces, PCs, and other devices on the broadband network. Cisco Network Registrar allowsyou
to track serial numbers and MAC addresses for each cable interface on your network, and reduces
customer service involvement when tracking subscriber CPE equipment.

For additional information about configuring or using Cisco Network Registrar, refer to the latest
Cisco Network Registrar documentation at the Cisco Web site (http://www.cisco.com). One such
document is Installing the Cisco Network Registrar for the Cisco uBR7200 series routers, and the
Cisco Subscriber Registration Center Device Provisioning Registrar 2.0, both located on Cisco.com.

Extended Setup Facility

The Cable Interface Setup facility (described previously in this section) creates an initial CMTS
configuration. The Extended Setup facility prompts you to configure each interface on the system asyou
progress through the CM TS configuration. For additional information, refer to the “Configuring the
Cable Interface with the Extended Setup Facility” section on page 14.
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Cisco I10S Release 12.3 BC Command-line Enhancements

This section describes general Cisco |OS commands introduced or enhanced in Cisco 10S Release
12.3(9a)BC and later releases in the 12.3 BC release train. Also refer to additional feature descriptions
for new or enhanced commands that support specific new features.

» Cisco |OS Release 12.3(13a)BC Command-Line Interface (CLI) Enhancements
» Cisco |OS Release 12.3(9a)BC Command-Line Interface (CL1) Enhancements

Cisco I0S Release 12.3(13a)BC Command-Line Interface (CLI) Enhancements

Cisco 10S release 12.3(13a)BC introduces several new or enhanced commands. For this rel ease, these
feature-specific commands or enhancements are described with the features they support. Refer to
additional feature descriptionsin this document for additional information.

Cisco I0S Release 12.3(9a)BC Command-Line Interface (CLI) Enhancements
Cisco 10S Release 12.3(9a)BC introduces or enhances the following CLI commands for the
Cisco uBR10012 router:

- cablearp filter (See Cable ARP Filter Enhancement)
cable logging layer 2events

- cable source-verify
- show cable tech-support
- show controllerscable
» show tech-support
For additional information about these command changes, refer to these resources:
» Cisco Broadband Cable Command Reference Guide
http://www.cisco.com/univercd/cc/td/doc/product/cable/bbcecmref/index.htm

DHCP Servers and Feature Support

Cisco 10S software supports multiple DHCP features and server functions on the network for the
Cisco uBR10012 router:

« DHCP MAC Address Exclusion List for cable-source verify dhcp Command
» Integrated DHCP Server

DHCP MAC Address Exclusion List for cable-source verify dhcp Command

Cisco 10S Release 12.3(13a)BC introduces the ability to exclude trusted MAC addresses from standard
DHCP source verification checks, as supported in previous Cisco |OSreleases for the Cisco CMTS. This
feature enables packets from trusted MAC addresses to pass when otherwise packets would be rejected
with standard DHCP source verification. This feature overrides the cable sour ce-verify command on
the Cisco CM TS for the specified MAC address, yet maintains overall support for standard and enabled
DHCP source verification processes. Thisfeatureis supported on Performance Routing Engine 1 (PRE1)
and PRE2 modules on the Cisco uBR10012 router chassis.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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To enable packets from trusted source MAC addressesin DHCP, use the cabletrust command in global
configuration mode. To remove atrusted MAC address from the MAC exclusion list, use the no form of
this command. Removing a MAC address from the exclusion list subjects all packets from that source
to standard DHCP source verification.

cable trust mac-address

no cable trust mac-address

Syntax Description

Usage Guidelines

mac-address The MAC address of a trusted DHCP source, and from which packets will
not be subject to standard DHCP source verification.

This command and capability are only supported in circumstances in which the Cable Source Verify
featureisfirst enabled on the Cisco CMTS.

When this feature is enabled in addition to cable source verify, a packet’s source must belong to the
MAC Exclude list on the Cisco CMTS. If the packet succeeds this exclusionary check, then the source
IP address is verified against Address Resolution Protocol (ARP) tables as per normal and previously
supported source verification checks. The service ID (SID) and the source | P address of the packet must
match those in the ARP host database on the Cisco CMTS. If the packet check succeeds, the packet is
allowed to pass. Rejected packets are discarded in either of these two checks.

Any trusted source MAC addressin the optional exclusion list may be removed at any time. Removal of
aMAC address returns previously trusted packets to non-trusted status, and subjects all packets to
standard source verification checks on the Cisco CMTS.

For additional information about the enhanced Cable Source Verify DHCP feature, and general
guidelines for its use, refer to the following documents on Cisco.com:

» |P Address Verification for the Cisco uBR7200 Series Cable Router

http://www.ci sco.com/en/U S/products/sw/iosswrel/ps1830/products feature guide09186a0080087b55.html
» Filtering Cable DHCP Lease Queries

http://www.ci sco.com/en/U S/products/hw/cable/ps2217/products _feature guide09186a008021b8fb.html
» Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference _book0918
6a0080108e88.html

« CABLE SECURITY, Cable Source-Verify and |P Address Security, White Paper
http://www.cisco.com/en/U S/tech/tk86/tk803/technologies tech note09186a00800a7828.shtml

Integrated DHCP Server

This network management feature simplifies provisioning, offering an integrated Dynamic Host
Configuration Protocol server. For information about configuring DHCP, ToD, or TFTP services, refer
to the chapter titled “ Configuring DHCP, ToD, and TFTP Services’ in the Cisco Cable Modem
Termination System Feature Guide on Cisco.com.
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DOCSIS 1.0 Feature Support

A

The Cisco uBR10012 router and associated Cisco |0S software support multiple DOCSIS 1.0
enhancements, extensions, and features.

« DOCSIS 1.0 Baseline Privacy Interface

- DOCSIS 1.0 Concatenation Override

« DOCSIS 1.0 Configuration File Settings

- DOCSIS 1.0 Constant Bit Rate Extension

- DOCSIS1.0 MAC Driver

« DOCSIS 1.0 Quality of Service Support

 DOCSIS 1.0 Payload Header Suppression

« DOCSIS 1.0 per SID Bandwidth Request and Grant Counters

» Enhanced Rate Bandwidth Allocation (ERBA) Support for DOCSIS 1.0 Cable Modems

For additional information about configuring DOCSIS QoS and other DOCSIS features, refer to the
DOCSIS1.1 Feature Module for the Cisco uBR7200 Router s on Cisco.com, and to other documents cited
for DOCSIS 1.0 features below.

Caution

All DOCSIS 1.0 extensions are activated only when a CM or equivalent device that supports these
extensions solicits services using dynamic MAC messages. If the CMsin your network are all
DOCSIS 1.0-based, they receive regular DOCSIS 1.0 treatment from the CMTS.

DOCSIS 1.0 Baseline Privacy Interface

Note

The Cisco uBR10012 router supports full DOCSIS 1.0 Baseline Privacy Interface (BPI) specifications. The
BPI for DOCSIS 1.0 protects user data privacy across the shared-medium cable network and prevents
unauthorized access to DOCSI S-based data transport services across the cable network. BPI encryptstraffic
across the RF interface between the CM and CM TS, and includes authentication, authorization, and
accounting (AAA) features.

Thelevel of dataprivacy isroughly equivalent to that provided by dedicated line network access services
such as analog modems or digital subscriber lines (DSL). BPI provides basic protection of service,
ensuring that a CM, uniquely identified by its MAC address, can obtain keying material for servicesonly
when it is authorized to access them.

Encryption and decryption are subject to export licensing controls.

BPI supports access control lists (ACLSs), tunnels, filtering, protection against spoofing, and commands
to configure source I P filtering on RF subnets to prevent subscribers from using source | P addresses that
arenot valid.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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To conform with arecent change in the DOCSIS 1.0 Baseline Privacy Interface (BPI) Specification,
Cisco 10S Release 12.2(8)BC1 and later rel eases require that the Baseline Privacy Configuration
Settings Option (Type 17) must beincluded in the DOCSIS configuration file for all DOCSIS 1.0 cable
modems attempting to register for BPI encryption. If the type 17 option is not included, an
"Unauthorized SAID" warning will appear in the CMTS console, and the cable modem will not be
allowed to come online.

Previous Cisco 10S releases allowed DOCSIS 1.0 cable modems to register for BPI encryption and to
come online, even if the DOCSIS configuration file did not include the type 17 option. The change to
the DOCSIS BPI specification, however, made the type 17 option mandatory for BPI operation.

For more information about this requirement, see the TAC technical note on Cisco.com at
http://www.cisco.com/warp/public/109/bpi_changes 23895.html.

DOCSIS 1.0 Concatenation Override

Note

Cisco 10S release 12.3(13a)BC introduces support for the DOCSIS 1.0 concatenation override feature
on the Cisco uBR10012 router. This feature providesthe ability to disable concatenation on DOCSIS 1.0
cable modems, even in circumstances where concatenation is otherwise supported for the upstream
channel.

DOCSIS 1.0 concatenation allows the cable modem to make a single-time slice request for multiple
packets, and to send all packetsin asingle large burst on the upstream. Concatenation was introduced
in the upstream receive driver in the previous Cisco |OS rel eases that supported DOCSIS 1.0 +. Per-SID
counters were later added in Cisco 10S release 12.1(4)CX for debugging concatenation activity.

In some circumstances, overriding concatenation on DOCSI'S 1.0 cable modems may be preferable, and
Cisco 10S release 12.3(13a)BC supports either option.

Even when DOCSIS 1.0 concatenation is disabled with this feature, concatenation remains enabled for
cable modems that are compliant with DOCSIS 1.1 or DOCSIS 2.0.

To enable DOCSIS 1.0 concatenation override with Cisco |OS release 12.3(13a)BC and later releases,
use the new docsis10 keyword with the previously supported cable upstream <n> concatenation
command in privileged EXEC mode:

cable upstream <n> concatenation docsis10

Syntax Description

Examples

n Specifies the upstream port number. Valid values start with O for the first
upstream port on the cable interface line card.

The following exampleillustrates DOCSIS 1.0 concatenation override on the Cisco uBR10012 router:

Rout er# no cabl e upstream O concatenati on docsi s10
In this example, DOCSIS 1.0 cable modems are updated with REG-RSP so that they are not permitted
to use concatenation.

For additional information about this command, refer to the Cisco Broadband Cable Command
Reference Guide on Cisco.com:

http://www.cisco.com/en/U S/products/hw/cabl e/ps2217/products command_reference book0918
6a0080108e88.html

[ oL-1520-08

Cisco uBR10012 Universal Broadband Router Software Configuration Guide g


http://www.cisco.com/warp/public/109/bpi_changes_23895.html
http://www.cisco.com/en/US/products/hw/cable/ps2217/products_command_reference_book0918

Chapter 1 Overview of Cisco uBR10012 Universal Broadband Router Software |

M Supported Software Features for the Cisco uBR10012 Router

DOCSIS 1.0 Configuration File Settings

Refer to these sections for additional information about DOCSIS configuration files:
» “DOCSIS 1.0 Constant Bit Rate Extension” section on page 20
« “DOCSIS 1.0 Traffic Shaping and Rate Limiting Features” section on page 23
» “DOCSIS 1.1 Subscriber Management” section on page 37

For additional information about configuring DOCSIS QoS and other DOCSI Sfeatures, refer tothe DOCSIS
1.1 Feature Module for the Cisco uBR7200 Routers on Cisco.com and to other documents cited bel ow.

DOCSIS 1.0 Constant Bit Rate Extension

This DOCSIS 1.0 extension enables better processing of higher-priority traffic; fieldsin the DOCSIS
configuration file can be used so that when a CM requests a voice SID, the MAC scheduler on the
Cisco uBR10012 router schedul esfixed periodic slots on the upstream for that traffic flow. The CM does
not have to contend for these slots and, because the Cisco uBR10012 router controls the timing of slots,
it has precise control over potential delay and jitter.

DOCSIS 1.0 MAC Driver

This DOCSIS 1.0 driver supports Cablel abs specifications for the MAC sublayer and associated
interfaces. Refer to the “DOCSIS 1.0 MAC Enhancements to Improve Upstream per CM Data
Throughput” section on page 20.

DOCSIS 1.0 Quality of Service Support

Cisco uBR10012 router software offers DOCSIS 1.0 Quality of Service (QoS) support. This allowsyou
to define service levelsin order to map data packets efficiently into traffic classes. These traffic classes
determine how network resources are allocated and controlled. QoS can be delivered through a
combined use of IP precedence ToS bits and QoS capabilities of IP and ATM core networks.

Cisco uBR10012 router software supports varying QoS definitions for differentiated services:
- Guaranteed-rate service queue to store bandwidth requests from CMs subscribing to a class with
minimum upstream rate on the upstream channel.

- Best-effort service queue to store bandwidth requests from CMs subscribing to a class with no
minimum upstream rate on the upstream channel.

» Service priority of 7 to 0; ahigher value indicates better service.

» Maximum allowed upstream rate in bps.

» Maximum upstream channel burst in minislots.

» Minimum reserved upstream rate in bps.

» Maximum allowed downstream rate in bps.
Additional information about the capabilities and configuration of DOCSIS QoS are described the
following documents:

- DOCSIS 1.1 Feature Module for the Cisco uBR7200 Routers

» Cisco |OS Quality of Service Solutions Configuration Guide, Release 12.2

» Cisco |OS Quality of Service Solutions Command Reference, Release 12.2

DOCSIS 1.0 MAC Enhancements to Improve Upstream per CM Data Throughput

DOCSIS 1.0 supports tiered best-effort and CIR-type service. The Cisco uBR10012 router and CMTS
now support a mechanism to dynamically initiate and terminate MAC-level scheduling for high-priority
traffic, and to specify exactly what QoS parameters to use.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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In DOCSIS 1.0, the CM explicitly requests upstream bandwidth—either in contention or piggyback to
grant minislots—for every single packet it wants to send upstream. This limits the maximum upstream
data throughput that a CM can receive due to the inherent “request to grant” round-trip latency each
packet incurs on the cable system. To support this per-cable-modem upstream throughput increase, the
Cisco uBR10012 router software is enhanced. The CMTS can now receive a concatenated burst of
multiple MAC frames from the same CM.

Both the CMTS and CM must support this capability.

DOCSIS 1.0 Downstream Rate Shaping with Type of Service (ToS)

This feature supports buffering downstream grants to rate-exceeding cabl e interfaces, without incurring
TCP-related timeouts and retransmits. This feature uses the three precedence bitsin the ToSfield in the
IP header to specify class of service assignment for each packet.

Those packets with the | P precedence bit set in the IP packet are given higher priority. This allows the
CMTS administrator to calcul ate the data rate for a given flow, in addition to the datarate configured on
aper CM basis.

IP Precedence-Based Downstream Rate Limits

DOCSIS 1.0 provides QoS, based on the SID. Each QoS profile carries a parameter maximum
downstream rate, which is used to provide peak rate limiting and traffic shaping on the downstream.
When higher-priority and traffic data are combined for a particular CM, rate-exceeded data packets
might shut down or delay higher-priority packets, thereby degrading quality. | P precedence bits can be
used as a basic differentiator to provide independent rate limits for different traffic streams.

DOCSIS 1.0 Downstream Signal Test Commands

Note

The cable downstream if-output command provides several test capabilities and is enhanced with the
following options to generate test signals on the downstream interface.

- cable downstream if-output prbs—Shuts down the downstream interface and outputs a
Pseudo-Random Bit Stream (PRBS) test signal .

- cabledownstream if-output continuous wave—Shuts down the downstream interface and outputs
an unmodulated carrier signal.

The previous cable downstream if-output command has not changed and continues to output a
standard modulated signal. The no cabledownstream if-output command has not changed and stops
all signal output and shuts down the interface.

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide.

DOCSIS 1.0 Modem Power Enhancement Adjustments for Low SNR Failures

This feature allows Cisco uBR10012 router to adjust better when a CM seems to bounce—the CM
requires frequent power adjustmentsin opposite directions. When this occurs, instead of making large
power adjustments for each correction, the administrator can configure the Cisco uBR10012 router to
calculate the average value of the power corrections before making power adjustments:

- cable upstream power -adjust threshold—This command now accepts a range of 0 to 10 dB (the
previous range was 0 to 2 dB).

- cable upstream power -adjust noise % of power adjustment—This command sets the threshold
value (in percent) for a particular upstream, switching between regular power adjustments and the
noise power-adjustment method.

The noise power-adjustment method uses an averaging algorithm before sending any correction. For
additional command information, refer to the Cisco Broadband Cable Command Reference Guide.
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DOCSIS 1.0 Multi SID Support

Note

This feature allows the Cisco uBR10012 router to support the definition of multiple SIDs on the
upstream. This includes multiple service classes per cable interface, enabling administratorsto delegate
higher priority as required.
- Higher-priority traffic can be designated on a higher QoS committed information rate (CIR)
secondary SID, while data traffic can be forwarded on a best-effort basis on a primary SID.

» Secondary SIDs can be defined to provide higher QoS CIR-type classesfor higher-priority traffic. These
classes have a nonzero minimum reserved rate (CIR-type service). These SIDs, therefore, receive
preferential treatment at the CMTSfor grants over any tiered best-effort type data SID for that upstream.

Best-effort service involves requests with no minimum upstream rate on the channel. The CMTS
treats the primary and secondary SIDs independently for issuing grants. Each SID of a CM has an
independent state machine. Channel access for each SID isindependent of the other SID.

» Cable-modem-initiated dynamic M AC messages—Dynamic Service Addition (DSA) and Dynamic
Service Deletion (DSD). These messages allow dynamic SIDsto be created and deleted at run time.

» Unsolicited grant service (CBR-scheduling) on the upstream hel ps provide a higher-quality channel
for upstream packets from the Cisco uBR924 cable access router, for example.

A

Caution  Reliable operation with higher-priority traffic requires multiple SIDs—at least two per
cable interface to separate highest-priority traffic from datatraffic. In DOCSIS 1.0, SIDs are
set up statically. When supporting extensionsto DOCSIS 1.0 or DOCSIS 1.1, SIDs can be set
up either statically or dynamically. Both the CMTS and CM must support the feature set.

DOCSIS 1.0 QoS Profile Enforcement

Note

QoS profile enforcement allows you to override the provisioned service class of acable interface at the time
of registration with a CM TS-defined QoS profile. When this feature is enabled, the CMTS provisions each
registering CM with adefault DOCSIS 1.0 service class, which the CM TS administrator configures.

The administrator-defined service class is enforced on CMs attempting to register with the CMTS. The
service class has no upstream or downstream rate limits.

When the CM sends data upstream, it makes bandwidth requests without throttling or dropping packets
because of its own rate-policing algorithm. The CM TS does traffic shaping based on the QoS profile
enforced by the operator.

By default, the system does not enforce a specific QoS profile on the cableinterface. The QoS profile
assigned to the cable interface depends on the class of service parameters provisioned in the cable
interface DOCSIS configuration file.

DOCSIS 1.0 RFC 2233 Support (RF Interface MIB)

The Cisco uBR10012 router supports DOCSIS OSSI Required Objects in RFC 2233.

DOCSIS 1.0 Service Class Profiles

The Cisco uBR10012 router allows you to create multiple service class profiles with the following
characteristics:

» A specific QoS profile number

- Traffic priority (7, 6, 5, 4, 3, 2, 1, 0), with 7 being the highest

» Maximum and guaranteed upstream rate in bps

» Maximum upstream channel burst in minislot

e Minimum upstream rate in bps

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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» Maximum downstream rate in bps
» Maximum transmit burst length
» ToS overwrite byte

Using these service class profiles, you can define aguaranteed-rate service queue to store bandwidth requests
from CM s subscribing to a class with minimum upstream rate on the upstream channel, and a best-effort
service queue for CMs subscribing to a class with no minimum upstream rate on the upstream channel.

The Cisco uBR10012 router also supports multiple service classes per CM and dynamic service identifiers.
Thisallowsthe Cisco uBR10012 router to dynamically allocate and del ete service flows.

The CM TS also supports QoS profile enforcement to override interference from cable modemsthat might be
improperly rate limited. The CMTS system administrator can assign a default DOCSI'S 1.0 service class that
overrides a pre-existing service class on the modem. The CMTS can do traffic shaping based on the QoS
profile the administrator enforces.

DOCSIS 1.0 Traffic Shaping and Rate Limiting Features

Traffic shaping reduces the chance that information is retransmitted to hosts on the HFC network and,
therefore, conserves bandwidth. Without traffic shaping, the Cisco 10S Release 12.2XF software drops
bandwidth requests from CMs found to be exceeding their configured peak upstream transmission rate.
Dropping bandwidth requests (and eventually upstream packets) from rate-exceeding cable interface

causes TCP-related timeouts, which cause the host sending the information to retransmit its information.

The Cisco |10S Release 12.2XF supports the following traffic shaping features:

- Downstream rate limiting—Allows downstream grants to rate-exceeding CMs to be buffered
without incurring TCP-related timeouts and retransmits. Downstream rate shaping enables you to
partition downstream traffic for a CM into multiple classes of service and multiple datarates by
using the three precedence bits in the ToS byte in the IP header to specify a class of service
assignment for each packet. Those packets with the precedence bit set in the ToS field are given
higher priority.

Using the ToS byte, you can calculate the data rate for a specified flow, in addition to the datarate
configured on a per-CM basis. By specifying a maximum data rate for a particular ToS, you can
override the common maximum downstream data rate.

N

Note  Packetsthat contain ToS bytes that have not been configured for downstream data rates continue to use
the common data rate limits.

» Upstream rate limiting—Allows upstream bandwidth requests from rate-exceeding CMs to be
buffered without incurring TCP-related timeouts and retransmits. This enablesthe CMTSto enforce
the peak upstream rate for each CM without degrading overall TCP performance for the subscriber
CPEs. Upstream grant shaping is per cable interface (SID).

Token-bucket policing with shaping is the per-upstream default rate-limiting setting at the CMTS.
Shaping can be enabled or disabled for the token-bucket algorithm.

Upstream traffic shaping delays the scheduling of an upstream packet, which causes the packet to
be buffered on the cable CPE device instead of being dropped. This allows the TCP/IP stack to pace
the application traffic appropriately and approach throughput commensurate with the subscriber’s
defined QoS levels.

DOCSIS 1.0 Payload Header Suppression

Payload Header Suppression (PHS) conserves link-layer bandwidth by suppressing unnecessary packet
headers on both upstream and downstream traffic flows. For configuration information, refer to the
“Configuring Payload Header Suppression and Restoration” section on page 27.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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DOCSIS 1.0 per SID Bandwidth Request and Grant Counters

This feature promotes better control of higher-priority traffic, permitting per-SID bandwidth requests
and grants. Profiles can be customized for scheduling parameters required at subscriber sites for the
service offering.

The show interface cx/y/z sid counter command also supports a ver bose option that displays:

» Number of bandwidth requests successfully received by the Cisco uBR10012 router from the
specified SID on the specified cable interface

» Number of grantsissued by the Cisco uBR10012 router to the specified SID

DOCSIS 1.0 ToS Overwrite

Cisco 10S release 12.3(17a)BC2 introduces support for the DOCSIS 1.0 Type of Service (ToS)
Overwritefeature. Currently, ToS overwrite requires the creation of static cable QoS profiles, which are
then assigned to the ToS fields. Thisimplementation works well if only afew different service types are
offered. However, scalability issues arise when large numbers of service types are presented; each
requiring a static QoS profile in order to perform ToS overwrite.

The Default DOCSIS 1.0 ToS Overwrite feature eliminates the need to create multiple QoS profilesin
order to perform type-of-service (ToS) overwrite by automatically bounding all DOCSIS 1.0 Cable
Modem (CM) created profiles to a default ToS overwrite.

Enhanced Rate Bandwidth Allocation (ERBA) Support for DOCSIS 1.0 Cable Modems

Note

Cisco 10S release 12.3(13a)BC introduces Enhanced Rate Bandwidth Allocation (ERBA) support for
DOCSI S 1.0 cable modems and the Cisco uBR10012 router. ERBA allows DOCSIS1.0 modemsto burst
their temporary transmission rate up to the full line rate for short durations of time. This capability
provides higher bandwidth for instantaneous bandwidth requests, such as those in Internet downloads,
without having to make changes to existing service levels in the QoS Profile.

This feature enables M SOs to set the DOCSI'S 1.0 cable modems burst transmissions, with mapping to
overriding DOCSIS 1.1 QoS profile parameterson the Cisco CMTS. DOCSI S 1.0 cable modems require
DOCSIS 1.0 parameters when registering to a matching QoS profile. This feature enables maximum
downstream line rates, and the ERBA setting applies to all cable modems that register to the
corresponding QoS profile.

QoS definitions must previously exist on the Cisco CM TS headend to support this feature.

ERBA for DOCSIS 1.0 cable modems is supported with these new or enhanced commands or keywords
in Cisco |OS release 12.3(13a)BC:

- cable gos pro max-ds-burst burst-size
- show cable qos profile n [verbose]

To define ERBA onthe downstream for DOCSI S 1.0 cable modems, usethe cable gos promax-ds-bur st
command in global configuration mode. To remove this ERBA setting from the QoS profile, use the no
form of this command.

cable qos pro max-ds-burst burst-size

no cable qos pro max-ds-bur st

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Syntax Description burst-size The QoS profile’s downstream burst size in bytes.

To display ERBA settings as applied to DOCSIS 1.0 cable modems and QoS profiles on the Cisco
CMTS, use the show cable qos profile command in Privileged EXEC mode.

The following example of the cable gos profile command in global configuration mode illustrates
changes to the cable qos profile command. Fields relating to the ERBA feature are shown in bold for

illustration:
Rout er (config)# cable gos pro 10 ?
grant-interval Grant interval
grant-size Grant size
guar ant eed- upstream GQuaranteed Upstream
max- bur st Max Upstream Tx Bur st
max- ds- bur st Max Downstream Tx burst (cisco specific)
max- downst r eam Max Downst ream
max- upstream Max Upstream
name QoS Profile nane string (cisco specific)
priority Priority
privacy Cabl e Baseline Privacy Enabl e
tos-overwite Overwite TOS byte by setting mask bits to val ue

The following example of the show cable qos profile command illustrates that the maximum
downstream burst has been defined, and is a management-created QoS profile:

Rout er# show cabl e qos pro

ID Prio Max Guar ant ee Max Max TOS TOS Create B I P prec.
upstream upstream downstreamtx mask val ue by priv rate
bandwi dt h bandwi dth bandwi dth bur st enab enab

1 0 0 0 0 0 OxFF 0x0 cmts(r) no no

2 0 64000 0 1000000 0 OxFF 0x0 cmts(r) no no

3 7 31200 31200 0 0 OxFF 0x0 cnts yes no

4 7 87200 87200 0 0 OxFF 0x0 cnts yes no

6 1 90000 0 90000 1522 OxFF 0x0  ngnt yes no

10 1 90000 0 90000 1522 0x1 OxAO0 ngnt no no

50 O 0 0 96000 0 OxFF 0x0 nmgmnt no no

51 0 0 0 97000 0 OxFF 0x0 nmgmnt no no

The following example illustrates the maximum downstream burst size in sample QoS profile 10 with
the show cable qos prof verbose command in privileged EXEC mode:

Rout er# show cabl e qos pro 10 ver

Profile Index 10
Nanme

Upstream Traffic Priority 1
Upstream Maxi num Rate (bps) 90000
Upstream Guar ant eed Rate (bps) 0
Unsolicited Grant Size (bytes) 0
Unsolicited Grant Interval (usecs) 0

Upstream Maxi num Transmit Burst (bytes) 1522
Downst r eamam Maxi mum Transnit Burst (bytes) 100000

I P Type of Service Overwite Mask 0ox1
I P Type of Service Overwite Val ue 0xA0
Downst r eam Maxi mum Rat e (bps) 90000
Created By mgmt
Basel i ne Privacy Enabl ed no
Usage Guidelines If a cable modem registers with a QoS profile that matches one of the existing QoS profiles on the Cisco

CMTS, then the maximum downstream burst size, as defined for that profile, is used instead of the
default DOCSI'S QoS profile of 1522.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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For example, a DOCSI S 1.0 configuration that matches QoS profile 10 in the previous examples would
be as follows:

03 (Net Access Control) =1

04 (Class of Service Encodings Bl ock)

S01 (C ass I D) =1
S02 (Maxi mum DS rat e) = 90000
S03 (Maxi mum US rate) = 90000
S06 (US burst) = 1522
S04 (US Channel Priority) =1

S07 (Privacy Enabl e) =0

The maximum downstream burst size (as well asthe ToS overwrite values) are not explicitly defined in
the QoS configuration file because they are not defined in DOCSIS. However, because all other
parameters are a perfect match to profile 10 in this example, then any cable modem that registers with
these QoS parameters has a maximum downstream burst of 100000 bytes applied to it.

For further illustration, consider a scenario in which packets are set in lengths of 1000 bytes at 100
packets per second (pps). Therefore, the total rate is a multiplied total of 1000, 100, and 8, or 800kbps.

To change these settings, two or more traffic profiles are defined, with differing downstream QoS
settings as desired. Table 6 provides two examples of such QoS profiles for illustration:

Table 6 Sample QoS Profiles with Differing ERBA (Maximum Downstream) Settings

QoS Profile Setting QoS Profile 101 QoS Profile 102
Maximum Downstream Transmit Burst (bytes) |max-burst 4000 max-burst 4000
Maximum Downstream Burst (bps) max-ds-burst 20000 max-ds-burst 5000
Maximum Downstream Bandwidth max-downstream 100 max-downstream 100

In this scenario, both QoS profiles are identical except for the max-ds-burst size, which is set to 5000 in
QoS profile 101 and 5000 in QoS profile 102.

Optimal Settings for DOCSIS 1.0 Downstream Powerburst

DOCSIS allows the setting different token bucket parameters for each service flow, including the token
bucket burst size. When burst sizes are closer to 0, QoSis enforced in astricter manner, allowing a more
predictable sharing of network resources, and as aresult easier network planning.

When burst sizes are larger, individual flows can transmit information faster (lower latency), although
the latency variance can be larger as well.

For individual flows, alarger burst sizeislikely to be better. Aslong as the system is not congested, alarge
burst size reduces the chances of two flowstransmitting at the same time, because each burst islikely to take
less time to transmit. However, as channel bandwidth consumption increases, it is probably that large burst
traffic would exceed the thresholds of buffer depths, and latency is longer than with well shaped traffic.

For additional information about the cable qos profile command and configuring QoS profiles, refer to
the following documents on Cisco.com:

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

» Configuring DOCSIS1.1 on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b57f.htmll
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DOCSIS 1.0+ Feature Support

A

In response to the limitations of DOCSIS 1.0 in handling real-time traffic, such as voice calls, Cisco
created the DOCSIS 1.0+ extensions to provide the more important QoS enhancements that were
expected in DOCSIS 1.1. In particular, the DOCSIS 1.0+ enhancements provide basic Voice-over |P
(VolP) service over the DOCSIS link.

Cisco DOCSIS 1.0+ extensions include the following DOCSIS 1.1 features:

» Multiple SIDs per CM, creating separate service flows for voice and data traffic. This allows the
CMTSand CM to give higher priority for voice traffic, preventing the datatraffic from affecting the
quality of the voice calls.

» CM-initiated dynamic MAC messages—Dynamic Service Addition (DSA) and Dynamic Service
Deletion (DSD). These messages allow dynamic SIDs to be created and deleted on demand so that
the bandwidth required for a voice call can be allocated at the time a call is placed and then freed
up for other uses when the call is over.

» Unsolicited grant service (CBR-scheduling) on the upstream—This helps provide a higher-quality
channel for upstream Vol P packets from an Integrated Telephony CM (ITCM) such as the
Cisco uBR924 cable access router.

- Ability to provide separate downstream rates for any given CM, based on the |P-precedence value
in the packet—This hel ps separate voice signaling and data traffic that goes to the same ITCM to
address rate shaping purposes.

- Concatenation allows a CM to send several packetsin one large burst, instead of having to make a
separate grant request for each.

Caution

All DOCSIS 1.0 extensions are available only when using a CM (such as the Cisco uBR924 cable
access router) and CM TS (such as the Cisco uBR10012 router) that support these extensions. The
CM activates the use of the extensions by sending a dynamic MAC message. DOCSIS 1.0 CMs
continue to receive DOCSIS 1.0 treatment from the CMTS.

DOCSIS 1.1 Feature Support

N

Note

DOCSIS 1.1 isthefirst major revision of the initial DOCSIS 1.0 standard for cable networks. Although
theinitial standard provided quality datatraffic over the coaxial cablenetwork, the demands of real-time
traffic such as voice and video required many changes to the DOCSI'S specification.

At the time of publication, the DOCSIS 1.1 specification is still being finalized. This document
describes the DOCSIS 1.1 specification SP-RFIv1.1-103-991105. See the Cablel abs Web site
(http://www.cablelabs.com) for the current status on DOCSIS 1.1.

This section describes the major enhancements supported on the Cisco uBR10012 router:
« DOCSIS 1.1 Baseline Privacy Interface Plus Features

« DOCSIS BPI+ Multiple Root Certificate Support
- DOCSIS 1.1 CM Compatibility
« DOCSIS 1.1 CM Database Manager
« DOCSIS 1.1 Concatenation Support
— Seealso DOCSIS 1.0 Concatenation Override
 DOCSIS 1.1 Customer Premises Equipment Configurator
- DOCSIS 1.1 Downstream Packet Classifier
- DOCSIS 1.1 Downstream Packet Scheduler
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DOCSIS 1.1 Dynamic MAC Messages

DOCSIS 1.1 Enhanced Registration

DOCSIS 1.1 Fragmentation and Reassembly
DOCSIS 1.1 Layer 2 Fragmentation

DOCSIS 1.1 MAC Scheduler

DOCSIS 1.1 Payload Header Suppression and Restoration
DOCSIS 1.1 Quality of Service Support

DOCSIS 1.1 Rate Limiting and Traffic Shaping
DOCSIS 1.1 Service Flow Manager

DOCSIS 1.1 Service Template and Class Manager
DOCSIS 1.1 Software Infrastructure

DOCSIS 1.1 Subscriber Management

DOCSIS 1.1 Time Slot Scheduling

DOCSIS 1.1 TLV Parser and Encoder

DOCSIS 1.1 Token-Bucket Rate Shaping
DOCSIS 1.1 Two-Way Interoperability

Optional Upstream Scheduler Modes

DOCSIS 1.1 Baseline Privacy Interface Plus Features
DOCSIS 1.1 enhancesthe DOCSIS 1.0 BPI security features with BPI+, which includes the following features:

N

1024-bit public key with Pkcs#1 Version 2.0 encryption

Commands to configure source IP filtering on RF subnets to prevent subscribers from using source
IP addresses that are not valid

Digital certificates that provide secure user identification and authentication
Filtering
IP security access control list (ACL) support

Key encryption that uses 168-bit Triple DES (3DES) encryption that is suitable for the most
sensitive applications

Multicast support
Protection against spoofing

Secure software download allows a service provider to upgrade a CM’ s software remotely, without
the threat of interception, interference, or alteration

Tunnels

Note ~ BPI+isdescribed inthe Baseline Privacy Interface Plus Specification (BPI+_106-001215), available
in PDF format from Cablel abs (http://www.cablemodem.com).

Additional Information

For additional information about the differences in DOCSI S specifications, refer to DOCSIS 1.1 for
Cisco uBR7200 Series Universal Broadband Routers feature module on Cisco.com.
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40-bit and 56-bit Baseline Privacy Data Encryption Standard (DES)

a

Note

The Cisco uBR10012 router supports 40-bit and 56-bit encryption and decryption. When encryption and
decryption is enabled, 56-bit is the default. If necessary, administrators can force the

Cisco uBR10012 router to generate a 40-bit DES key, where the DES key that is generated and returned
masks the first 16 bits of the 56-bit key to zero in software.

BPI+ encryption and authentication must be supported and enabled by boththe CM and CMTS. In addition,
the CM must contain adigital certificate that conformsto the DOCSIS 1.1 and BPI + specifications.

Access Lists (Per-Modem and Per-Host)

Authentication

Cisco I0S Firewall

Per-modem and per-host access lists allow the Cisco uBR10012 router to filter incoming packets from
individual hosts or cable interfaces based on the source MAC or IP address. This allows access lists to
be specified on a per-interface or a per-address basis.

Y ou can preconfigure the filters by using the CLI, following standard Cisco 10S access list and access
group configuration procedures. Y ou can assign these filters to a user or modem by using the CLI or
SNMP. Thefeature al so supportstrapsto inform the CM TS about the online or offline status of modems.

Access Lists on the Cisco uBR10012 Router

The Parallel eXpress Forwarding (PXF) processors on the Cisco uBR10012 router provide theincreased
performance of Turbo Access Control Lists (Turbo ACL) by default by automatically compiling all
access lists when access lists are configured.

Y ou do not need to use the access-list compiled command to enable the Turbo ACL feature. To display
access lists, use the show access-lists command without specifying the compiled option.

For complete information about accesslists, seethe " Traffic Filtering and Firewall" volume in the Cisco
|OS Release 12.1 Security Configuration Guide at the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt3/index.htm

DOCSIS 1.1 offers advanced authentication and security through X.509 digital certificates and Triple
Data Encryption Standard (3DES) key encryption.

The Cisco uBR10012 router support Network Address Translation (NAT) and firewall functionality.
Additional NAT documentation is available online at http://www.Cisco.com.

CM and Host Subnet Addressing

Thisfeature enablesthe Cisco uBR10012 router to manipulate the GIADDR field of DHCPDISCOVER
and DHCPREQUEST packets with a Relay | P address before they are forwarded to the DHCP server.
By modifying the GIADDR field based on whether the source isa CM or a host, the

Cisco uBR10012 router provides hintsto the DHCP server asto where—on which | P subnet—the server
should allocate addresses to the requesting client.

Upstream Address Verification

This feature prevents the spoofing of 1P addresses. Using the CLI, administrators can determine the IP
and MAC address of a given cable interface, and the SID number that showsthe IP and MAC addresses
of all devices learned in the cable interface’s MAC table.

The CMTS verifiesthe source | P address against the MAC address for the CM. CM and PC | P addresses
are verified to ensure that SID and MAC addresses are consistent. A PC behind a cable interface is
assigned an | P address from the DHCP server. If auser on a second PC or cable interface statically
assignsthe same | P address to a PC, the Cisco uBR10012 router reports this. Using customer databases,
administrators can cross-reference the spoofing CM and PC to prevent further usage.
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Note The cable sour ce-verify [dhcp] command (for cable interfaces) specifies that DHCP lease query
requests are sent to verify any unknown source | P address found in upstream data packets. Upstream
Address Verification requires a DHCP server that supports the new LEASEQUERY message type.

Cisco Network Registrar supports the LEASEQUERY message type in Cisco |OS Release 3.01(T)
and later releases.

For configuration information, refer to the “ Activating CM Upstream Address Verification” section on
page 5.

DOCSIS BPI+ Multiple Root Certificate Support

Cisco |OS Release 12.3(13a)BC introduces support for multiple DOCSI S root certificates with Baseline
Privacy Interface Plus (BPI+) on the Cisco CMTS. This feature enables the Cisco CMTS to support
either North American or European cable modems, with the following guidelines for implementation:

» Incircumstances in which it is necessary to change from North American root certificates to
European root certificates, or vice versa, it is necessary to over write the existing root certificate on
the Cisco CMTS, and to reload the Cisco CM TS with the reload or restart command.

» TheCisco uBR10-MC5X20S/U Broadband Processing Engine (BPE) supports both North American
and European root certificates at the same time, and simultaneous root certificate support is a
requirement in this case.

DOCSIS 1.1 CM Compatibility

DOCSIS 1.1 CMs can coexist with DOCSIS 1.0 and 1.0+ CMs in the same network—the

Cisco uBR10012 router provides the levels of service that are appropriate for each CM. For additional
configuration information, refer to Chapter 3, “Configuring Cable Interface Features for the

Cisco uBR10012 Router.”

DOCSIS 1.1 CM Database Manager

The CM Database Manager isanew software modul e that manages CM information on the CMTS. This
module can be queried to obtain different types of information on a single CM (or a group of CMs).

Using the show cable modem command, information maintained on a per-CM basis includes DOCSIS
MAC capabilities, counters, errors, QoS configuration, MAC state, connectivity statistics, and so forth.

Command Purpose
show cable modem [ ip-address | interface | Displays information for the registered and
mac-address] [ options] unregistered CMs.

Syntax Description ip-address Identifies the IP address of a specific modem to be displayed.
interface Displays all CMson a specific CMTS cable interface.
mac-address I dentifies the MAC address of a specific CM to be displayed.

Several additional command options are available. Refer to the Cisco Broadband Cable Command
Reference Guide on Cisco.com.
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Rout er# show cabl e nbdem

MAC Addr ess | P Address I/F MAC Prim RxPwr Tinmng Num BP
State Sid (db) Ofset CPEs Enbld
0050. 04f 9. edf 6 10.44.51. 49 C7/ 1/ 0/ W online 1 -0.50 3757 O no
0050. 04f 9. ef a0 10.44.51.48 C7/ 1/ 0/ W online 2 -0.50 3757 O no
0030. d002. 41f5 10. 44.51. 147 C7/ 1/ 0/ W online 3 -0.25 3829 O no
0030. d002. 4177 10.44.51. 106 C7/ 1/ 0/ W online 4 -0.50 3798 O no
0030. d002. 3f 03 10.44.51. 145 C7/ 1/ 0/ W online 5 0.25 3827 O no
0050. 04f 9. ee24 10.44.51.45 C7/ 1/ 0/ W online 6 -1.00 3757 O no
0030. d002. 3ef d 10.44.51. 143 C7/ 1/ 0/ W online 7 -0.25 3827 O no
0030. d002. 41f 7 10. 44.51. 140 C7/ 1/ 0/ W online 8 0.00 3814 0 no
0050. 04f 9. eb82 10.44.51.53 C7/ 1/ 0/ W online 9 -0.50 3756 O no
0050. f 112. 3327 10.44.51. 154 C7/ 1/ 0/ W online 10 0.25 3792 O no
0030. d002. 3f 8f 10.44.51. 141 C7/ 1/ 0/ W online 11 0.00 3806 O no
0001. 64f9. 1f b9 10.44.51.55 C7/ 1/ 0/ W online 12 0.00 4483 O no
0030. d002. 417b 10.44.51. 146 C7/ 1/ 0/ W online 13 0.50 3812 O no
0090. 9600. 6f 7d 10.44.51.73 C7/ 1/ 0/ W online 14 0.00 4071 O no
0010. 9501. ccbb 10.44.51.123 C7/ 1/ 0/ W online 15 0.25 3691 O no

DOCSIS 1.1 Concatenation Support

Tip

Concatenation allows the CM to make a single time slice request for multiple packets and send all
packets in asingle large burst on the upstream. Thisisin contrast to making an individual grant request
for each frame. Concatenation was introduced in the upstream receive driver in the DOCSIS1.0+
releases. Per-SID counters have now been added in Cisco |0S Release 12.2XF for debugging
concatenation activity.

Also see the “DOCSIS 1.0 Concatenation Override” section on page 19.

The combination of multiple upstream packets into one packet reduces packet overhead and overall
latency, and increases transmission efficiency. Using concatenation, a CM needs to make only one
bandwidth request for a concatenated packet, as opposed to making a different bandwidth request for
each packet. Thistechnique is particularly effective for real-time traffic.

Concatenation is supported only with CMs that support DOCSIS concatenation as part of
DOCSIS 1.0 extensions. The results of the show controller command indicate whether
concatenation is enabled on an interface.

Concatenation is enabled by default for current cable interface line cards, but can be disabled with
the Cisco 10S no cable upstream number concatenation interface command. A CM is considered
noncompliant when it concatenates after the Cisco |0S no cable upstream number concatenation
interface command is issued.

Commands

Rout er# show i nterface cable x/y sid [n] counters [verbose]
Rout er# show controller cable x/y

Rout er(config-if)# [no] cable upstreamn concatenation

Rout er# debug cable errors

For additional configuration information, refer to the DOCSIS 1.1 for Cisco uBR7200 Series Universal
Broadband Routers on Cisco.com.

DOCSIS 1.1 Customer Premises Equipment Configurator

Cisco offersan HTML-based DOCSIS 1.1 CPE Configurator tool—described and accessed from
http://www.cisco.com/univercd/cc/td/doc/pcat/docsys.htm. Thetool is designed to collect information
needed to generateaDOCSIS 1.1 CM configuration file. Thegenerated fileisin binary format consistent with
the DOCSI S RF Specification (SP-RFI-105-991105) at http://www.cablemodem.com/specifications.html.
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DOCSIS 1.1 Downstream Packet Classifier

Packet classifiers help to map packetsinto DOCSIS service flows. The CM TS supports downstream IP
packet classifiers.
Commands

Rout er# show i nterface cable x/y classifier
Rout er# show i nterface cable x/y service-flow [n] classifiers
Rout er # debug cabl e qos

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

DOCSIS 1.1 Downstream Packet Scheduler

The Downstream Packet Scheduler isanew module that controls all output packet queueing service on
the downstream link of each cable interface.
Commands

Rout er # debug cabl e qos
Rout er# show i nterface cable x/y downstream

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

DOCSIS 1.1 Dynamic MAC Messages

DSX MAC messages allow dynamic signaling of QoS between the CM and the CMTS. These messages
are DOCSIS link layer equivalents of higher-layer create, modify, and teardown messages. The DSX
state machine module on the CM TS manages the several concurrent dynamic service transactions
between CMs and the CMTS. It include state machine support for all 3 DOCSIS1.1 dynamic MAC
messages (DSX messages):

» Dynamic Service Add (DSA): This message is used to create a new service flow.

» Dynamic Service Change (DSC): This message is used to change the attributes of an existing service flow.

» Dynamic Service Deletion (DSD): This message is used to delete an existing service flow.

Commands

Rout er# debug cabl e dynsrv
Rout er# debug cable tlvs

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

A

Note  In Cisco IOS Release 12.1(4)CX, only cable-modem-initiated DSX messages are supported.
CMTS-initiated DSX messages are not supported.

DOCSIS 1.1 Enhanced Registration

The registration modul e has been enhanced to support multiple registration styles
(DOCSISL1.0/DOCSIS1.0+/DOCSIS1.1) in seamless fashion. Besides using services of the new
Tag-Length-Value parser and encoder, this modul e also supports the conditional
registration-acknowledgment MAC message state machine.

Commands

Rout er# debug cable registration
Rout er# debug cable tlvs

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.
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DOCSIS 1.1 Fragmentation and Reassembly

The MAC scheduler fragments data slots to fill the gaps in-between Unsolicited Grant Service (UGS)
slots. Fragmentation reduces the jitter experienced by voice packets when large data packets are
transmitted on the shared upstream channel and preempt the UGS slots used for voice. Fragmentation
splits the large data packets so that they fit into the smaller timesl ots available around the UGS slots.
The grant fragmentation gets triggered in the MAC schedul er, and fragment reassembly happensin the
upstream receive driver.

Note =~ DOCSIS fragmentation should not be confused with the fragmentation of I P packets, which is done
to fit the packets on network segments with smaller maximum transmission unit (MTU) size.
DOCSIS fragmentation is Layer 2 fragmentation that is primarily concerned with efficiently
transmitting lower-priority packets without interfering with high-priority real-time traffic, such as
voice calls. IP fragmentation is done at Layer 3 and is primarily intended to accommodate routers
that use different maximum packet sizes.

Commands

Router# show interface cable x/y sid [n] counters [verbose]
Router (config-if)# [no] cable upstreamn fragmentation
Rout er# debug cable errors

DOCSIS 1.1 Layer 2 Fragmentation

Layer 2 fragmentation on the upstream preventslarge data packets from affecting real -timetraffic, such
as voice and video. Large data packets are fragmented and then transmitted in the time slots that are
avail able between the time slots used for the real-time traffic.

DOCSIS 1.1 MAC Scheduler

The MAC scheduler controls all time-slot assignment on the shared upstream channel. This block has

been redesigned to support several new scheduling disciplines of DOCSIS1.1. Important enhancements
include:

- Support for grant fragmentation.
- Support for multiple unsolicited grants per service ID (SID).

» Support for Unsolicited Grant Service with Activity Detection (UGS-AD) and Real-Time Polling
Service (RTPS) slot scheduling mechanisms besides Unsolicited Grant Service (UGS), best effort
(BE), and Committed Information Rate (CIR) service of DOCSIS1.0+.

» Enhanced per SID minimum or maximum rate shaping.
All old Cisco features, such as dynamic contention control are supported in the new design.
MAC Scheduler Commands

Rout er# show i nterface cable x/y mac-schedul er n

Rout er (config-if)# [no] cable upstreamn fragmentation
Router(config-if)# [no] cable upstreamn unfrag-slot-jitter
Rout er# cable service flow inactivity-threshold n

Rout er # debug cabl e mac-schedul er

DOCSIS 1.1 Payload Header Suppression and Restoration

The Payload Header Suppression (PHS) featureis used to suppress repetitive or redundant portionsin packet
headers before transmission on the DOCSISlink. Thisisanew featurein the DOCSIS1.1 MAC driver. The
upstream receive driver is now capable of restoring headers suppressed by CMs, and the downstream driver
is capable of suppressing specific fields in packet headers before forwarding frames to the CM.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Commands

Rout er# show interface cable x/0 service-flow [sfid] phs
Rout er# debug cable error
Rout er# debug cabl e phs

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

DOCSIS 1.1 Quality of Service Support

Enhanced quality of service (QoS) gives priority for real-time traffic such as voice and video.

»« TheDOCSIS 1.0 QoS model (aservice ID (SID) associated with a QoS profile) has been replaced
with a service flow model that allows greater flexibility in assigning QoS parameters to different
types of traffic and in responding to changing bandwidth conditions.

- DOCSIS 1.1 offers support for multiple service flows per CM, which allows asingle CM to support
a combination of data, voice, and video traffic.

- DOCSIS 1.1 offers greater granularity in QoS per CM in either direction, using unidirectional
service flows.

- Dynamic MAC messages create, modify, and delete traffic service flows to support on-demand
traffic requests

» Supported QoS models for the upstream are:
— Best-effort—Data traffic sent on a non-guaranteed best-effort basis
— Committed Information Rate (CIR)—Guaranteed minimum bandwidth for data traffic

— Unsolicited Grants (UGS)—Constant bit rate (CBR) traffic, such as voice, that is characterized
by fixed size packets at fixed intervals

— Real-Time Polling (RTPS)—Real-time service flows, such as video, that produce unicast,
variable-size packets at fixed intervals

— Unsolicited Grants with Activity Detection (USG-AD)—Combination of UGS and RTPS, to
accommodate real -time traffic that might have periods of inactivity (such asvoice using silence
suppression). The service flow uses UGS fixed grants while active, but switches to RTPS
polling during periods of inactivity, to avoid wasting unused bandwidth.

The DOCSIS 1.1 QoS framework is based on the following objects:

» Serviceclass—A collection of settings maintained by the CM TS that provide aspecific QoS service
tier to a CM that has been assigned a service flow within a particular service class.

- Service flow—A unidirectional sequence of packets receiving a service class on the DOCSIS link.

- Packet classifier—A set of packet header fields used to classify packets onto a service flow to
which the classifier belongs.

» PHSrule—A set of packet header fields that are suppressed by the sending entity before
transmitting on the link and that are restored by receiving entity after receiving a header-suppressed
frame transmission. Payload Header Suppression increases the bandwidth efficiency by removing
repeated packet headers before transmission.

In DOCSIS 1.1, the basic unit of QoS is the service flow, which is a unidirectional sequence of packets
transported across the RF interface between the CM and CMTS. A service flow is characterized by a set
of QoS parameters such as latency, jitter, and throughput assurances.

Every CM establishes a primary service flow in both the upstream and downstream directions. The
primary flows maintain connectivity between the CM and CMTS at all times.

In addition, aDOCSIS 1.1 CM can establish multiple secondary service flows. The secondary service
flows either can be created permanently (they persist until the CM is reset or powered off) or can be
created dynamically to meet the needs of the on-demand traffic being transmitted.
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Each service flow has a set of QoS attributes associated with it. These QoS attributes define a particul ar
class of service and determine characteristics such as the maximum bandwidth for the service flow and
the priority of itstraffic. The class of service attributes can be inherited from a preconfigured CMTS
local service class (class-based flows), or they can be individually specified at the time of the creation
of the service flow.

Each service flow has multiple packet classifiers associated with it, which determine the type of
application traffic allowed to be sent on that service flow. Each service flow can also have a Payload
Header Suppression (PHS) rule associated with it to determine which portion of the packet header will
be suppressed when packets are transmitted on the flow.

Figure 3 illustrates the mapping of packet classifiers.

By default, the system does not enforce any specific QoS profile on the CM. The QoS profile
assigned to the CM depends on the class of service parameters provisioned in the CM’s DOCSIS
configuration file.

Figure 3 Classification Within the MAC Layer
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DOCSIS 1.1 Type of Service Overwrite

This feature allows you to overwrite the ToS byte in the |P datagrams received on the upstream before
forwarding them downstream.
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DOCSIS 1.1 Rate Limiting and Traffic Shaping

Cisco 10S Release 12.2XF software supports rate limiting per DOCSIS-1.0-99, which limits the datarate to
and from a CM; the MAC scheduler supports traffic-shaping capabilities for downstream and upstream
traffic.

Rate limiting ensures that no single CM consumes all of the channel bandwidth and allowsa CMTS
administrator to configure different maximum data rates for different subscribers. Subscribersrequiring
higher peak rates and willing to pay for this can be configured with higher peak rate limitsin their CM
DOCSIS configuration file over regular subscribers who pay less and get lower rate limits.

Each time a packet belonging to a flow is transmitted on an output channel, the token-bucket policer
function checks the rate limit status of the flow, passing the following parameters:

» Token-bucket peak rate in bits/msec.

» Token-bucket depth (maximum transmit burst) in bits.

» Length of current packet to be sent in bits.

- Pointer to the flow’s token bucket.

» Pointer to the flow’s token bucket last update time stamp.

- Variable to return the msec buffering delay in case the packet needs to be shaped.
- Maximum buffering delay that the subsequent traffic shaper can handle in msecs.

Every flow has its own shaping buffer where rate-exceeded packets are typically held back in first-in,
first-out (FIFO) order for later transmission.

When rate-limiting CMs are implemented on the network, the Cisco 10S Release 12.2XF software
typically drops packets to enforce the rate limit. Dropping packets from the requesting CM causes the
host sending the information to retransmit itsinformation. Retransmitted i nformation wastes bandwidth
on the network. If both hosts sending and requesting information are on the cable plant, the upstream
bandwidth is wasted as well.

Thetraffic shaping feature delays the scheduling of the upstream packet, which in turn causes the packet
to be buffered on the cable CPE device, instead of being dropped. This allows the user TCP/IP stack to
pace the application traffic appropriately and approach throughput commensurate with the subscriber’s
defined QoS levels.

The Cisco uBR10012 router supports the following traffic shaping feature:

- Downstream rate shaping to include ToS—Allowstraffic shaping from the CMTS on aDOCSIS
downstream channel. The feature allows administrators to configure the ToS byte to calcul ate the
data rate for a specified flow. Y ou can override the common maximum downstream data rate.

For additional information about downstream rate limiting (shaping), refer to the “ Setting
Downstream Rate Limiting and Traffic Shaping” section on page 9.

g%

Packets that contain T oS bytes that have not been configured for downstream data rates continue to
use the common data rate limits.

» Upstream rate shaping—Allows upstream rate shaping from the CMTS on a DOCSI S upstream
channel. Upstream grant shapingisper CM (SID). The grant shaping featureis aconfigurable option
for the current upstream token-bucket rate-limiting algorithm.

For configuration information, refer to the “ Setting Upstream Rate Limiting and Traffic Shaping”
section on page 24.

ﬁ Token-bucket policing with shaping is the new per-upstream default rate limiting setting at the
CMTS. Shaping can be enabled or disabled for the token-bucket algorithm.
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- Restricted QoS class assignment—Allows a CMTS administrator to override the class of service
provisioned for aCM. When this feature is enabled, the user-defined QoS profile is enforced on the
CM attempting to register with the CM TS, regardless of the provisioned class of service.

For additional information about configuring DOCSIS QoS and other DOCSIS features, refer to the
DOCSIS 1.1 Feature Module for the Cisco uBR7200 Routers, or to other documents cited below for
DOCSI S features.

This feature is added to address instances where a cabl e operator implemented rate limiting
incorrectly. The feature allows an administrator to override the statically provisioned QoS
parameters of the CM and force the CM to use a specific QoS profile defined at the CMTS.

DOCSIS 1.1 Service Flow Manager

The Service Flow Manager isanew modul e that manages different activitiesrelated to service flows on
acableinterface. Typical eventsinclude the creation of new DOCSI S service flows, modification of the
attributes of existing service flows, and the deletion of service flows.

Commands

Router# show interface cable x/y service-flow
Rout er# debug cab qos

DOCSIS 1.1 Service Template and Class Manager

The Service Template and Class Manager is a software module that controls the creation, updating, and
cleanup of various QoS service templates and user-defined service classes on the CMTS.

Commands

Rout er# show cabl e service-cl ass
Router (confi g)# cable service class n
Rout er# debug cabl e qos

DOCSIS 1.1 Software Infrastructure

Supports Cabl el abs specifications for high-speed Data-over-Cable systems involving the following
categories:
» RF interfaces between the Cisco uBR10012 router and the cable network—Downstream and
upstream traffic.
- Datainterfaces for cable interfaces and CPE devices, as well asthe CMTS network-side interface
between the Cisco uBR10012 router and the data network.
- Operations support interfaces—Network element management layer interfaces between the network
elements and the operations support systems.

» Secure software download allows a service provider to remotely upgrade a CM’s software, without
risk of interception or alteration.

DOCSIS 1.1 Subscriber Management

CMsare assigned to operate on specific cable channel s to balance activity across several channels. Each
Cisco uBR10012 router cable interface card serves a specific downstream channel and upstream
segment. Part of network planning is to define the channels to use.

In typical cable networks, administrators limit the configuration responsibilities of field service
technicians, and the amount of information collected on subscriber CPE devices. Field service
technicians are sent to subscriber homes or businesses to install the CM or STB and ensure that all
computing devices are DHCP-enabled.
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The CMTS administrator defines and pushes DHCP and DOCSI'S configuration files to appropriate
serversso that each CM or CM inan STB on the network, when initialized, can transmit a DHCP request,
receive its | P address, obtain its TFTP and ToD server addresses, and download its DOCSIS
configuration file (and updated software image, if needed).

For additional information, refer to the Cisco Cable Modem Termination System Feature Guide on
Cisco.com.

Connecting DOCSIS 1.0-Based CMs
DOCSIS 1.0-based CMs cannot connect to the broadband network until the foll owing processes occur:

- The CM initializes and ranges through available frequencies until it finds the first frequency that it can
use to communicate to the CMTS—known as scanning for a downstream channel.

» The CM obtains upstream parameters and performs ranging.

» The CM goes through the DHCP server process and establishes |P connectivity, ToD, and security
(optional). At this point, the CM cannot determine if it is communicating on the correct channel.

» The CM receives a DOCSIS configuration file from the TFTP server. One of the parametersin the
DOCSIS configuration file tells the CM which channdl it can use.

» The CM registers with the CMTS.

- If the network supports DOCSIS BPI or other secure data sets, encryption/decryption processes are
initialized.

- The CM isready for normal operations. Once initialized and operational, CMs send requests to initiate
data transmission to the CMTS.

The CMTS system administrator or customer service representative ensures that appropriate databases
are updated to activate and support the new subscriber account in the provisioning, billing, or network
management systems in use for the network. Each CM or STB serial number and MAC addressis
typically stored in the billing and administrative system.

Initial and station maintenance management messages are sent to maintain communications between
CMs and the CMTS. The following example displays CM reinitialization:

6d17h: 580447. 276 CMAC_LOG DRI VER | NI T_| DB_RESET 0x080A2400
6d17h: 580447. 280 CMAC_LOG LI NK_DOWN

6d17h: 580447. 282 CMAC_LOG RESET_FROM DRI VER

6d17h: 580447. 284 CMAC_LOG_STATE_CHANGE
wait_for_link_up_state

6d17h: 580447. 286 CMAC LOG LI NK_UP

6d17h: 580447. 290 CMAC_LOG_STATE_CHANGE

ds_channel _scanni ng_state

6d17h: 580447. 416 CMAC LOG W LL_SEARCH DS_FREQUENCY_BAND
81/ 453000000/ 855000000/ 6000000

6d17h: 580447. 420 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
82/ 93000000/ 105000000/ 6000000

6d17h: 580447. 424 CVMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
83/ 111025000/ 117025000/ 6000000

6d17h: 580447. 428 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
84/ 231012500/ 327012500/ 6000000

6d17h: 580447. 432 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
85/ 333025000/ 333025000/ 6000000

6d17h: 580447. 436 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND
86/ 339012500/ 399012500/ 6000000

6d17h: 580447. 440 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
87/ 405000000/ 447000000/ 6000000

6d17h: 580447. 444 CNMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
88/ 123012500/ 129012500/ 6000000

6d17h: 580447. 448 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
89/ 135012500/ 135012500/ 6000000

6d17h: 580447. 450 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
90/ 141000000/ 171000000/ 6000000

6d17h: 580447. 454 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
91/ 219000000/ 225000000/ 6000000

6d17h: 580447. 458 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
92/ 177000000/ 213000000/ 6000000

6d17h: 580447. 462 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND
93/ 55752700/ 67753300/ 6000300
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6d17h: 580447. 466 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND

94/ 79753900/ 85754200/ 6000300

6d17h: 580447. 470 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND

95/ 175758700/ 211760500/ 6000300

6d17h: 580447. 474 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND

96/ 121756000/ 169758400/ 6000300

6d17h: 580447. 478 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND

97/ 217760800/ 397769800/ 6000300

6d17h: 580447. 482 CMAC_LOG W LL_SEARCH DS_FREQUENCY_BAND

98/ 73753600/ 115755700/ 6000300

6d17h: 580447. 486 CMAC _LOG W LL_SEARCH DS_FREQUENCY_BAND

99/ 403770100/ 997799800/ 6000300

6d17h: 580447. 490 CMAC_LOG W LL_SEARCH SAVED DS_FREQUENCY 501000000
6d17h: 580447. 492 CMAC_LOG W LL_SEARCH SAVED DS_FREQUENCY 555000000

6d17h: %41 NEPROTO- 5- UPDOMN: Li ne pr ot ocol

changed state to

6d17h: 580448.
6d17h: 580448.
6d17h: 580448.
6d17h: 580448.
6d17h: 580449.
6d17h: 580449.
6d17h: 580449.

496
500
502
504
812
814
816

wait _ucd_state

6d17h: 580450.
6d17h: 580450.
6d17h: 580450.
6d17h: 580450.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.

510
512
514
518
524
528
530

wait_map_state

6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.

534
536
616
618
620
624
630
632
634

ranging_1_state

6d17h: 580452.
6d17h: 580452.

(commanded)

6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.
6d17h: 580452.

(commanded)

6d17h: 580452.

636
640

642
644
648
690
694
698
700
702
704
706

710

ranging_2_state

6d17h: 580452.
6d17h: 580453.
6d17h: 580453.
6d17h: 580453.
6d17h: 580453.

714
600
604
606
608

down

CMAC_LOG _UCD_MSG_RCVD

CMAC_LOG _UCD_MSG_RCVD

CMAC_LOG _UCD_MSG_RCVD

CMAC_LOG _UCD_MSG_RCVD

CMAC_LOG DS 64QAM LOCK_ACQUI RED

CMAC_LOG DS_CHANNEL _SCAN_COMPLETED

CMAC_LOG_STATE_ CHANGE

CMAC_LOG_UCD _MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG _ALL_UCDS_FOUND
CMAC_LOG_STATE_CHANGE

CMAC_LOG_UCD_NEW US_FREQUENCY
CMAC_LOG SLOT_SI ZE_CHANGED
CMAC_LOG_FOUND_US_CHANNEL
CMAC_LOG_UCD _MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_UCD_MSG_RCVD
CMAC_LOG_MAP_MSG_RCVD

CMAC_LOG | NI TI AL_RANG NG_M NI SLOTS

CMAC_LOG_STATE_CHANGE

CMAC_LOG RANGI NG OFFSET_SET_TO
CMAC_LOG POWER LEVEL IS

CMAC_LOG_STARTI NG_RANG NG
CMAC_LOG_RANG NG _BACKOFF_SET
CMAC_LOG_RNG_REQ QUEUED
CMAC_LOG_RNG REQ TRANSM TTED
CMAC_LOG_RNG RSP_MSG_RCVD
CMAC_LOG_RNG RSP_SI D_ASSI GNED
CMAC_LOG_ADJUST_RANG NG_OFFSET
CMAC_LOG_RANG NG OFFSET_SET_TO
CMAC_LOG_ADJUST_TX_POVER
CMAC_LOG_POWER LEVEL IS

CMAC_LOG_STATE_CHANGE

CMAC_LOG RNG REQ QUEUED
CMAC_LOG_RNG REQ TRANSM TTED
CMAC_LOG_RNG RSP_MSG RCVD
CMAC_LOG_RANGI NG_SUCCESS
CMAC_LOG_STATE_CHANGE

on Interface cabl e- nodenD,

1
2
3
4
5

55000000

PhRWNPRF

19984000

PwWNPA~O

2291
11901

30.0 dBnVv

dhcp_state

6d17h: 580453. 742 CMAC_LOG DHCP_ASSI GNED_| P_ADDRESS 5.108.1.3
6d17h: 580453. 744 CMAC_LOG DHCP_TFTP_SERVER ADDRESS 128.1.1.2
6d17h: 580453. 746 CMAC_LOG DHCP_TOD_SERVER ADDRESS 128.1.1.2
6d17h: 580453. 750 CMAC_LOG DHCP_SET_GATEWAY_ADDRESS

6d17h: 580453.
6d17h: 580453.
6d17h: 580453.
6d17h: 580453.
6d17h: 580453.

752
754
756
760
884

CMAC_LOG_DHCP_TZ_OFFSET
CMAC_LOG_DHCP_CONFI G_FI LE_NAVE

CMAC_LOG_DHCP_ERROR ACQUI Rl NG_SEC_SVR_ADDR

CMAC_LOG_DHCP_COMPLETE
CMAC_LOG_STATE_CHANGE

establish_tod_state
6d17h: 580453. 890 CMAC_LOG TOD_REQUEST_SENT

28800
gold.cm
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6d17h: 580453. 904 CMAC_LOG TOD_REPLY_RECEI VED 3165851032
6d17h: 580453. 910 CMAC_LOG TOD_COWPLETE

6d17h: 580453. 912 CMAC_LOG_STATE_CHANGE

security_association_state

6d17h: 580453. 916 CMAC_LOG_SECURI TY_BYPASSED

6d17h: 580453. 918 CMAC_LOG _STATE_CHANGE

configuration_file_state

6d17h: 580453. 920 CMAC_LOG _LOADI NG _CONFI G _FI LE gold.cm
6d17h: %41 NEPROTO- 5- UPDOMN: Li ne protocol on Interface cabl e- npdenD,
changed state to up

6d17h: 580454. 950 CMAC_LOG_CONFI G_FI LE_PROCESS_COMPLETE

6d17h: 580454. 952 CMAC_LOG_STATE_CHANGE

registration_state

6d17h: 580454. 956 CMAC_LOG REG REQ MSG_QUEUED

6d17h: 580454. 960 CMAC_LOG REG REQ TRANSM TTED

6d17h: 580454. 964 CMAC_LOG REG RSP_MSG_RCVD

6d17h: 580454. 966 CMAC_LOG COS_ASSI GNED_SI D 1/6
6d17h: 580454. 970 CMAC_LOG _RNG_REQ QUEUED 6

6d17h: 580454. 976 CMAC_LOG REG STRATI ON_OK

6d17h: 580454. 978 CMAC_LOG_STATE_CHANGE
establish_privacy_state

6d17h: 580454. 980 CMAC_LOG_PRI VACY_NCT_CONFI GURED
6d17h: 580454. 982 CMAC_LOG_STATE_CHANGE

mai nt enance_state

DOCSIS 1.1 Time Slot Scheduling

Enhanced time-sl ot scheduling mechanismsto support guaranteed delay- or jitter-sensitive traffic on the
shared multiple access upstream link. For additional information, refer to the document titled
TCC+ Card for the Cisco uBR10000 Series Router on Cisco.com and the Documentation CD-ROM.

DOCSIS 1.1 TLV Parser and Encoder

The Type-Length-Value (TLV) parser and encoder is a new module that handles parsing and encoding
TLVsonthe CMTS. All old DOCSIS1.0/1.0+ TLVs are supported. In addition, many new TLVs have
been added in DOCSIS1.1, such as service flow encodings, classifier encodings, and support for PHS
rules. The new TLV parser features are used by different MAC message modules.

Commands

Rout er# debug cable tlvs

DOCSIS 1.1 Token-Bucket Rate Shaping

Each time a packet belonging to a flow is transmitted on an output channel, the token-bucket policing
function checksthe rate limit status of the flow, passing information about a number of parameters. For
configuration information, refer to one of these two sections:

» “Setting Downstream Rate Limiting and Traffic Shaping” section on page 9
» “Setting Upstream Rate Limiting and Traffic Shaping” section on page 24

DOCSIS 1.1 Two-Way Interoperability

The Cisco uBR10012 router offers interoperability with DOCSI S-based two-way CMs, Cisco cable access
routers such asthe Cisco uBR924 or Cisco uBR904, or Cisco uBR910 series cable dataservice units (DSUS).
For additional information, refer to Chapter 5, “ Configuring Basic Broadband Internet Access.”
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Optional Upstream Scheduler Modes

With thisfeature, the user is able to select either Unsolicited Grant Services (UGS) or Real Time Polling
Service (rtPS) scheduling types, as well as packet-based or TDM-based scheduling. Low latency
queueing (LL Q) emulates a packet-mode-like operation over the Time Division Multiplex (TDM)
infrastructure of DOCSIS. As such, the feature provides the typical tradeoff between packetsand TDM:
with LLQ, the user has more flexibility in defining service parameters for UGS or rtPS, but with no
guarantee (other than statistical distribution) regarding parameters such as delay and jitter.

Restrictions

» To ensure proper operation, Call Admission Control (CAC) must be enabled. When the Low
Latency Queueing (LLQ) optionisenabled, it is possible for the upstream path to be filled with so
many callsthat it becomes unusable, making voice quality unacceptable. CAC must be used to limit
the number of calls to ensure acceptable voice quality, as well as to ensure traffic other than voice
traffic.

- Evenif CAC isnot enabled, the default (DOCSIS) scheduling mode blocks traffic after a certain
number of calls.

» Unsolicited Grant Services with Activity Detection (UGS-AD) and Non Real Time Polling Service
(nrtPS) are not supported.

New and Changed Commands

cable upstream n scheduling type

Use this new command to turn the various scheduling modes on or off, where n specifies the upstream
port.

Rout er (config-if)# [no] cable upstreamn scheduling type [ugs | rtps] node [I1q | docsis]

For additional information about scheduler enhancements on the Cisco CMTS, refer to the following:
» Cisco CMTS Feature Guide — Configuring Upstream Scheduler Modes on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature _guide book09186a0080
19b6bd.html

« DOCSIS1.1 for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b57f.html

High Availability Features

Several powerful High Availability features are supported on the Cisco uBR10012 router:
» Automatic Revert Feature for HCCP N+1 Redundancy Switchover Events
» Backup Path Testing for the Cisco RF Switch
» DSX Messages and Synchronized PHS Information
» Factory-Configured HCCP N+1 Redundancy
» Globally Configured HCCP 4+1 and 7+1 Redundancy on the Cisco uBR10012 Router
« HCCP N+1 Redundancy Supporting DOCSIS 1.1 for the Cisco CMTS
« HCCP Timing and Error Enhancements in HCCP Redundancy Show Commands

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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« High Availability Support for Encrypted |P Multicast

« Shutdown and No Shutdown Enhancement for Cable Interfaces

Automatic Revert Feature for HCCP N+1 Redundancy Switchover Events

Cisco 10S release 12.3(13a)BC introduces the Auto-Revert feature for the Cisco uBR10012 router, to
further enhance HCCP N+1 Redundancy on the Cisco CMTS. With thisfeature, when aswitchover event
is performed in manual fashion, from the HCCP Protect line-card, and the Protect line-card has a
hardware fault, HCCP automatically reverts back to the HCCP Working line card. Thisisavery helpful
feature, in that periodic switchovers can be performed for regular maintenance or testing purposes, yet
subscriber service is not interrupted should such switchovers reveal unexpected problems with HCCP
Protect line cards.

For further information about this feature and HCCP N+1 Redundancy on the Cisco CMTS, refer to
these documents on Cisco.com:

“N+1 Redundancy for the Cisco Cable Modem Termination System,” Cisco CMTS Feature Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

Backup Path Testing for the Cisco RF Switch

Cisco |0OS Release 12.3(13a)BC introduces the show hcep channel switch Cisco |OS command, wherein
the Cisco RF Switch communicates with each module in the chassis to provide information as
programmed in the RF Switch module bitmap. Cisco |0S Release 12.3(13a)BC performs polling every
10 secondsin responseto thiscommand, and reports RF Switch information as stored in cache. In normal
operation, the switch requires from two to five seconds for SNMP response.

If SNMP errors are detected in response to this command, the switch may require a significantly longer
timeout period. Cisco |OS Release 12.3(13a)BC introduces a keyboard break sequence to disrupt this
timeout in such circumstances.

To introduce a break for the show hcep channel switch command, use the Ctrl-Shift-6-x break
sequence—hold Ctrl-Shift keys, then press 6 then x.

After the break sequence, use the show hcep g m channel command to examine each individual HCCP
member of a group, as required.

For additional information about HCCP N+1 Redundancy on the Cisco CMTS, refer to these documents
on Cisco.com:

“N+1 Redundancy on the Cisco CMTS" chapter in the Cisco Cable Modem Termination System
Feature Guide:

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html
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DSX Messages and Synchronized PHS Information

Cisco 10S Release 12.3(17a)BC introduces support for PHS rulesin a High Availability environment.
In thisrelease, and later releases, PHS rules synchronize and are supported during a switchover event of
these types:

» Route Processor Redundancy Plus (RPR+), with Active and Standby Performance Routing Engines
(PRES)

- HCCP N+1 Redundancy, with Working and Protect cable interface line cards

For additional information about these enhancements, and related High Availability features, refer to the
following documents on Cisco.com:

» N+1 Redundancy for the Cisco Cable Modem Termination System

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

» Route Processor Redundancy Plus for the Cisco uBR10012 Router

http://www.cisco.com/en/U S/products/hw/cabl e/ps2209/products feature guide09186a00801a24e
0.html

Factory-Configured HCCP N+1 Redundancy

Cisco |10S release 12.3(13a)BC introduces factory-configured HCCP configurations at the
command-line interface (CLI) that allow plug-and-play operation of the Cisco RF switch in 7+1 HCCP
Redundancy configuration. This Cisco | OS release supports additional HCCP commands in global
configuration mode that automatically generate bitmaps and interface configuration for HCCP 7+1
line-card level redundancy.

For users in which maximum power is required, Cisco |OS Release 12.3(13a)BC continues to support
configurations supported in prior Cisco |0S Releases, making it possible to use the legacy HCCP
configuration for both 7+1 and 4+1 HCCP Redundancy in interface level implementation.

For additional information about this feature and HCCP N+1 Redundancy on the Cisco CMTS, refer to
these documents on Cisco.com:

» “N+1 Redundancy for the Cisco Cable Modem Termination System,” Cisco CMTS Feature Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

Globally Configured HCCP 4+1 and 7+1 Redundancy on the Cisco uBR10012 Router

Cisco |OS Release 12.3(17a)BC introduces support for globally-configured HCCP N+1 Redundancy on
the Cisco uBR10012 router. Cisco 10S Release 12.3(17a)BC supports both 4+1 and 7+1 Redundancy,
in these High Availability configurations:

» 7+1 Redundancy, supporting the Cisco uBR10012 router with two Cisco RF Switches

In this configuration, seven Working cable interface line cards are supported by one Protect cable
interface | ine card. Two Cisco RF Switches are connected to seven MC5X20U/D cable interface
line cards. Switchover events apply to an entire line card, rather than on an interface level, asin
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previous Cisco |10S releases supporting 7+1 Redundancy. Global configuration makes this High
Availability feature easier to configure and use. 7+1 Redundancy is the default redundancy scheme
for the Cisco uBR10012 router in Cisco 10S Release 12.3(17a)BC.

» 4+1 Redundancy, supporting the Cisco uBR10012 router with one Cisco RF Switch

In this configuration, four Working cable interface line cards are supported by one Protect line card.
One Cisco RF Switch is connected to five cable interface line cards. Switchover events apply to an
entire line card.

Either form of N+1 Redundancy supports the Cisco uBR-MC5X20U/D broadband processing engine
(BPE) on the Cisco uBR10012 router.

N+1 Redundancy requires that all BPEs in the Cisco uBR10012 router be the same. Only the
Cisco uBR-MC5X20U/D BPE is supported.

Cisco 10S Release 12.3(17a)BC introduces simplified global configuration commands, supporting 4+1
or 7+1 Redundancy on the Cisco uBR10012 router. However, earlier configuration commands are not
supported when Global-level N+1 Redundancy is configured on the Cisco uBR10012 router.

For additional information about HCCP 4+1 Redundancy, refer to the following document on
Cisco.com:

» N+1 Redundancy for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

HCCP N+1 Redundancy Supporting DOCSIS 1.1 for the Cisco CMTS

N

Note

The N+1 Redundancy for the Cisco CM T Sfeature extends the existing HCCP 1+1 cable interface redundancy
feature, where one cable interface is designated the working interface, and a second cable interface is the
protect interface. The protect interface comes online only when the working interface fails.

The N+1 Redundancy feature allows a single cable interface to act as the protect interface for up to 7 cable
interfaces in the Cisco uBR10012 router, thereby significantly reducing the cost of providing redundant
operation. The cable interface connections are made through the Cisco uBR-RFSW RF Switch.

For complete information about the N+1 Redundancy feature, see the “ N+ 1 Redundancy for the Cisco
CMTS' chapter in the Cisco Cable Modem Termination System Feature Guide on Cisco.com.

HCCP Timing and Error Enhancements in HCCP Redundancy Show Commands

Cisco |OSrelease 12.3(13a)BC introduces enhanced information in show commands that support HCCP
N+1 Redundancy on the Cisco CMTS. These commands allow you to check for synchronization history
and errors between the HCCP Working and HCCP Protect cable interface line cards.

Cisco 10S Release 12.3(13a)BC introduces such enhancements to the following show commands:
» show hcep error

- show hcep group

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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For additional information about this feature and HCCP N+1 Redundancy on the Cisco CMTS, refer to
these documents on Cisco.com:

“N+1 Redundancy for the Cisco Cable Modem Termination System,” Cisco CMTS Feature Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide chapter09186a00
8015096¢.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cabl e/ps2217/products command_reference book0918
6a0080108e88.html

High Availability Support for Encrypted IP Multicast

Cisco 10S Release 12.3(17a)BC introduces support for |P Multicast streams during switchover events
in a High Availability environment. This feature is supported for Route Processor Redundancy Plus
(RPR+), N+1 Redundancy, and encrypted BPI+ streams.

For additional information about IP Multicast and High Availability, refer to these documents on
Cisco.com:

» Cisco CMTS Universal Broadband Router MIB Specifications Guide

http://www.cisco.com/en/U S/products/hw/cabl e/ps2217/products _technical reference chapter091
86a00805fd8fb.html

» Dynamic Shared Secret for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801b17c
c.html

» [P Multicast in Cable Networks, White Paper
http://www.cisco.com/en/U S/tech/tk828/technologies case study0900aecd802e2ce2.shtml

» N+1 Redundancy for the Cisco Cable Modem Termination System

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide chapter09186a00
8015096¢.html

» Route Processor Redundancy Plus for the Cisco uBR10012 Router

http://www.cisco.com/en/U S/products/hw/cabl e/ps2209/products feature guide09186a00801a24e
0.html

Shutdown and No Shutdown Enhancement for Cable Interfaces

Cisco 10S release 12.3(13a)BC introduces a new behavior with the [no] shutdown interface
configuration command. In HCCP N+1 Redundancy schemes, an interface that is shut down with the
shutdown command does not create an HCCP Switchover event for the associated Working or Protect
interface. Instead, cable modems go offline and return online when the no shutdown command isissued.
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For additional information about this feature and HCCP N+1 Redundancy on the Cisco CMTS, refer to
these documents on Cisco.com:

“N+1 Redundancy for the Cisco Cable Modem Termination System,” Cisco CMTS Feature Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

Intercept Features
The Cisco uBR10012 router supports several intercept features through multiple Cisco 10S release
trains:
» Access Control List Support for COPS Intercept
- Basic Wiretap Support
» Cable Monitor Enhancements
» Cable Monitor Support for Cisco MC5x20U-D and Cisco MC28U Broadband Processing Engines
» cable monitor Command
» COPS TCP Support for the Cisco Cable Modem Termination System
» Packet Intercept
» PXF ARP Filter
» PXF Divert Rate Limiting
» Service Independent Intercept (SI1) Support

Access Control List Support for COPS Intercept
Cisco 10S Release 12.3(13a)BC introduces enhanced support for Access Control Lists (ACLs) and
associated commands for the Common Open Policy Service (COPS) feature.

To configure access control lists (ACLSs) for inbound connections to all COPS listener applications on
the Cisco CMTS, user the copslistenersaccess-list command in global configuration mode. To remove
this setting from the Cisco CMTS, us the no form of this command.

cops listener s access-list { acl-num | acl-name}

no cops listeners access-list { acl-num | acl-name}

Syntax Description acl-num Alphanumeric identifier of up to 30 characters, beginning with a letter that
identifies the ACL to apply to the current interface.

acl-name Numeric identifier that identifies the access list to apply to the current
interface. For standard access lists, the valid range is 1 to 99; for extended
access lists, the valid range is 100 to 199.
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Refer al so the Service Independent I nterceopt (SII) featurein this document. For additional information,
refer to the following documents on Cisco.com:

» Configuring COPS for RSVP, Cisco |0S Versions 12.2 and 12.3

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b75c9.html

» Cable Monitor and Intercept Features for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b571.html

« PacketCable and PacketCable Multimedia on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

» Cisco PacketCable Primer White Paper

http://www.cisco.com/en/U S/netsol /ns341/ns121/ns342/ns343/networking_solutions white paper
09186a0080179138.shtml

Basic Wiretap Support

This operations feature provides a mechanism that enables capture of user-to-user traffic. The wiretap
facility is based on the MAC address of the RF CPE device, so the wiretap facility can be used for either
data or digitized higher-priority connections. The feature is controlled by the new interface command,
cable intercept, which requires aMAC address, an | P address, and a Universal Data Protocol (UDP)
port number as its parameters:

cable inter cept [mac-address] ip-address udp-port

When activated, the Cisco uBR10012 router examines each packet for the desired MAC address. When
amatching MAC address is found (for either the origination or destination endpoint), a copy of the
packet is encapsul ated into a UDP packet, which is then sent to the specified server at the given

IP address and port.

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

Cable Monitor Enhancements

Cisco 10S Release 12.3(17a)BC introduces the following enhancements to the cable monitor feature:

» Access Control Lists are now supported on the Cisco uBR-MC5X20U/D and Cisco uBR-MC28U
cable interface line cards

» Unconditional downstream sniffing now enables downstream packets to be monitored, either for
MAC or data packets. This enhancement supports both DOCSIS and Ethernet packet encapsulation.

For additional information about this enhancements to the cable monitor feature, refer to the following
documents on Cisco.com:

» Cable Monitor and Intercept Features on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cabl e/ps2217/products feature guide chapter09186a00
8019b571.html
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Cable Monitor Support for Cisco MC5x20U-D and Cisco MC28U Broadband Processing Engines

Note

Cisco 10S Release 12.3(13a)BC introduces support for the Cable Monitor feature for the Cisco
MC5x20U-D broadband processing engine (BPE) and the Cisco M C28U cable interface line card. These
field replaceable units (FRUs) apply to the Cisco uBR10012 router, and the latter to the Cisco
uBR7246V XR router. This feature enables intercept and monitoring capabilities for DOCSIS-compliant
frames.

The cable monitor feature does not support access lists for intelligent cable interface line cards such as
the Cisco MC28U or Cisco MC16U in the Cisco uBR7246V XR router, or any intelligent cableinterface
line card in the Cisco uBR10012 router.

The Cable Monitor and Intercept features for Cisco Cable Modem Termination System (CMTS) routers
provide a software solution for monitoring and intercepting traffic coming from a cable network. This
feature also gives service providers Lawful Intercept capabilities, such as those required by the
Communications Assistance for Law Enforcement Act (CALEA).

The following example configures cable monitor for a specific interface and the associated MAC
addresses:

Rout er(config)# interface Cable3/0

Router(config-if)# cable nonitor interface G gabitEthernet0/1
mac- addr ess 000e. 5cc8. f a5f

packet -type data ethernet

Router(config-if)#

mac- addr ess 000e. 5cac. 59f 8

packet -type data et hernet

To display cable monitor configuration and status information, use the show interfaces command in
Privileged EXEC mode:

Rout er# show i nterfaces cable 3/0 nonitor

US/ Tine Qutbound Flow Fl ow Type Fl ow Packet MAC  MACEncap
DS Stnp Interface Type I dentifier Extn. Type Extn. TypeType
all no Go/1 mac- addr 000e. 5cc8. f a5f yes dat a no - et her net
all no Go/1 mac- addr 000e. 5cac. 59f8 yes data no - et her net

To display and monitor traffic statistics and counters over time, use the show cable modem counters
and the show interfaces commands in Privileged EXEC mode, as illustrated:

Rout er# show i nterfaces cable 3/0 nonitor

US/ Tine Qutbound Flow Fl ow Type Fl ow Packet MAC  MACEncap
DS Stnp Interface Type Identifier Extn. Type Extn. TypeType
all no Go/1 mac- addr 000e. 5cc8. f a5f yes data no - et her net
all no Go/1 mac- addr 000e. 5cac. 59f8 yes data no - et her net
Rout er# show cabl e nodem 000e. 5cac. 59f8 counters

MAC Addr ess US Packet s US Bytes DS Packet s DS Byt es

000e. 5cac. 59f 8 7537986 3828867645 7199188 3711248288

Rout er# show interfaces G gabitEthernet 0/1
G gabitEthernet0/1 is up, line protocol is up
Hardware is BCML250 Internal MAC, address is 000e.d6bd. 2001 (bia 000e. d6bd. 2001)
Description: ***Sonde_anal yse_trafic***
Internet address is 82.216.52.1/30
MrU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)

Ful | - dupl ex, 100Mo/s, media type is RJ45
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output flowcontrol is XON, input flowcontrol is XON
ARP type: ARPA, ARP Ti meout 04:00: 00
Last input 00:00: 08, output 00:00:01, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/5/0 (size/max/drops/flushes); Total output drops:361
Queueing strategy: fifo
Qut put queue: 0/40 (sizel/nax)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
1094862 packets input, 70425672 bytes, 0 no buffer
Recei ved 0 broadcasts, 5 runts, 0 giants, O throttles
0 input errors, 10 CRC, O frame, O overrun, O ignored
0 wat chdog, 37 nulticast, 0 pause input
0 input packets with dribble condition detected
188665 packets output, 29355747 bytes, O underruns <<< 188665 packets
0 output errors, O collisions, 6 interface resets
0 babbles, 0 late collision, O deferred
12 lost carrier, 0 no carrier, O pause output
0 output buffer failures, 0 output buffers swapped out

When cable monitor is active, counters for the above commands should increase over time. For additional
information about cable monitoring on the Cisco CM TS, refer to these documents on Cisco.com:

» Cable Monitor and Intercept Features for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b571.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

cable monitor Command

Cisco 10S Release 12.2(4)XF supports the cable monitor command, which allows an external LAN
packet analyzer or other server to monitor inbound and outbound data packetsfor specific types of traffic
sent between the Cisco CM TS and the CMs on a cable interface. This feature enables the CMTS
administrator to analyze traffic problems with customer data exchanges. For complete information on
configuring and using this feature, see the “Cable Monitor for the Cisco CMTS" chapter in the Cisco
Cable Modem Termination System Feature Guide on Cisco.com and the Documentation CD-ROM.

COPS TCP Support for the Cisco Cable Modem Termination System

Cisco 10S Release 12.3(13a)BC introduces optimized support for the Common Open Policy Service
(COPS) feature for the Cisco uBR10012 router. This feature supports two new configuration commands
for enabling and setting COPS processes. The COPS feature in Cisco 12.3(13a)BC enablesthe following
COPS functions:

COPS DSCP Marking for the Cisco CMTS

Thisfeature allows you to change the DSCP marking for COPS messages that are transmitted or received
by the Cisco router. Differentiated Services Code Point (DSCP) values are used in Quality of Service
(QoS) configurations on a Cisco router. DSCP summarizes the relationship between DSCP and |P
precedence.

Cisco 10S Release 12.3(13a)BC supports this function with the copsip dscp command in global
configuration mode.
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COPS TCP Window Size for the Cisco CMTS

Thisfeatureallowsyou to overridethe default TCP receive window size that isused by COPS processes.
This setting can be used to prevent the COPS server from sending too much data at one time.

Cisco 10S Release 12.3(13a)BC supports this function with the cops tcp window-size command in
global configuration mode.

Note These two commands affect all TCP connections with all COPS servers.

cops ip dscp

To specify the marking for COPS messages that are transmitted by the Cisco router, use the copsip dscp
command in global configuration mode. To remove thisconfiguration, usethe no form of thiscommand.

copsip dscp x

no copsip dscp

Syntax Description X This value specifies the markings with which COPS messages are transmitted. The
following values are supported:

0-63—DSCP value ranging from 0-63.

af11—Use AF11 dscp (001010)
af12—Use AF12 dscp (001100)
af13—Use AF13 dscp (001110)
af21—Use AF21 dscp (010010)
af 22—Use AF22 dscp (010100)
af23—Use AF23 dscp (010110)
af31—Use AF31 dscp (011010)
af32—Use AF32 dscp (011100)
af33—Use AF33 dscp (011110)
af41—Use AF41 dscp (100010)
af42—Use AF42 dscp (100100)
af43—Use AF43 dscp (100110)

csl—Use CS1 dscp (001000) [precedence 1]
cs2—Use CS2 dscp (010000) [precedence 2]
cs3—Use CS3 dscp (011000) [precedence 3]
cs4—Use CS4 dscp (100000) [precedence 4]
csb—Use CS5 dscp (101000) [precedence 5]
cs6—Use CS6 dscp (110000) [precedence 6]
cs7—Use CS7 dscp (111000) [precedence 7]
default—Use default dscp (000000)

ef—Use EF dscp (101110)

Defaults » For messages transmitted by the Cisco router, the default DSCP valueis 0.

» For incoming connections to the Cisco router, by default, the COPS engine takes the DSCP value

used by the COPS server that initiates the TCP connection.
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Thecopsip dscp command allowsthe Cisco router to re-mark the COPS packetsfor either incoming
or outbound connections.

This command affects all TCP connections with all COPS servers.

This command does not affect existing connectionsto COPS servers. Once you issue this command,
this function is supported only for new connections after that point in time.

The following example illustrates the cops ip dscp command with supported command variations:

Rout er (config)# cops ip dscp ?
<0-63> DSCP val ue

af 11 Use AF11 dscp (001010)
af 12 Use AF12 dscp (001100)
af 13 Use AF13 dscp (001110)
af 21 Use AF21 dscp (010010)
af 22 Use AF22 dscp (010100)
af 23 Use AF23 dscp (010110)
af 31 Use AF31 dscp (011010)
af 32 Use AF32 dscp (011100)
af 33 Use AF33 dscp (011110)
af 41 Use AF41 dscp (100010)
af 42 Use AF42 dscp (100100)
af 43 Use AF43 dscp (100110)
csl Use CS1 dscp (001000) [precedence 1]
cs2 Use CS2 dscp (010000) [precedence 2]
cs3 Use CS3 dscp (011000) [precedence 3]
cs4 Use CS4 dscp (100000) [precedence 4]
cs5 Use CS5 dscp (101000) [ precedence 5]
cs6 Use CS6 dscp (110000) [precedence 6]
cs7 Use CS7 dscp (111000) [precedence 7]

default Use default dscp (000000)

ef

Use EF dscp (101110)

Additional COPS Information

Cisco 12.3(13a)BC also supports Access Control Lists (ACLs) for use with COPS. Refer to the “ Access
Control List Support for COPS Intercept” section on page 46.

For additional information about configuring COPS on the Cisco CMTS, refer to the following
documents on Cisco.com:

Cable Monitor and Intercept Features for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide chapter09186a00
8019b571.html

Configuring COPS for RSVP

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b75¢9.html

COPSfor RSVP

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b679d.htmI#53452
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cops tcp window-size

To override the default TCP receive window size on the Cisco CM TS, use the cops tcp window-size
command in global configuration mode. This setting allows you to prevent the COPS server from
sending too much data at one time. To return the TCP window size to a default setting of 4K, use the no
form of this command.

copstcp window-size bytes

no copstcp window-size

Syntax Description bytes Thisisthe TCPwindow size setting in bytes. Thisvalue can range from 516
to 65535 bytes.

Defaults The default COPS TCP window size is 4000 bytes.

Usage Guidelines This command does not affect existing connectionsto COPS servers. Once you issue this command, this
function is supported only for new connections after that point in time.

Examples The following example configures the TCP window size to be 64000 bytes.

Rout er (confi g)# cops tcp wi ndow size 64000

The following example illustrates online help for this command:

Rout er (config)# cops tcp wi ndowsize ?
<516-65535> Size in bytes

Additional COPS Information
Cisco 12.3(13a)BC also supports Access Control Lists (ACLSs) for use with COPS. Refer to the “ Access
Control List Support for COPS Intercept” section on page 46.

For additional information about configuring COPS on the Cisco CMTS, refer to the following
documents on Cisco.com:

» Cable Monitor and Intercept Features for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b571.html

» Configuring COPSfor RSVP

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b75c9.html

« COPSfor RSVP

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b679d.html#53452
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This feature allows you to intercept cable network activities according to the interface MAC address.

To alow the CMTS to forward all traffic to and from a particular CM to a data collector |ocated at
particular User Datagram Protocol (UDP) port, use the cable intercept command in cable interface
configuration mode. To deactivate this function, use the no form of this command.

cable inter cept mac-address ip-address udp-port

no cable intercept mac-address

Syntax Description

PXF ARP Filter

mac-address Specifies the MAC address.
ip-address Specifies the | P address for the destination data collector.
udp-port Specifies the destination UDP port number for the intercept stream at the

data collector. Valid range is 0 to 65535.

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

Cisco 10S Release 12.3(17a)BC introduces PXF ARP Filter feature. The ARP filter now has a PXF
component that filters ARP packets for identified “ARP offenders’, thereby decreasing ARP punt rate
and RP CPU usage.

For additional information, refer to the following document on Cisco.com

- Cable ARP Filtering

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801eefa
9.html

PXF Divert Rate Limiting

Cisco 10S Release 12.3(17a)BC introduces PXF Divert Rate Limiting feature. Rate-limiting on the
divert path causes packets that will cause congestion to toRP queues to be dropped, before any packets
have been queued, so valid packets are unaffected.

For additional information, refer to the following document on Cisco.com
- Cable ARP Filtering

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801eefa
9.html
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Service Independent Intercept (SII) Support

Cisco CMTS supports the Communications Assistance for Law Enforcement Act (CALEA) for voice
and data. Cisco 10S Release 12.3(13a)BC introduces support for Service Independent Intercept (Sl1) on
the Cisco uBR10012 CMTS. Cisco SlI provides a more robust level of the lawful intercept (L1) options
offered in the Packet Intercept feature. Cisco Sl is the next level of support for judicially authorized
electronic intercept, to include dial access, mobile wireless, tunneled traffic, and Resilient Transport
Protocol (RTP) for voice and data traffic on the Cisco CMTS. SlI on the Cisco CM TS includes these
functions:

» Packet intercept on specified or unspecified interfaces or ports
» Packet intercept on virtual interface bundles

» Corresponding SNMP MIB enhancements for each of these functions, as intercept requests are
initiated by a mediation device (MD) using SNMPv3

Note  For restrictions on this platform, see “Overview of CISCO-TAP-MIB” in Cable Monitor and Intercept
Features for the Cisco CMTS. See Additional Information, page 54.

Note ~ No new CLI commands are provided for this feature in Cisco |OS Release 12.3(13a)BC.

Cisco |OS Release 12.3(13a)BC enables full Multiple Service Operator (M SO) compliance with Sl and
LI regulations. Service providers worldwide are legally required to allow government agencies to
conduct surveillance on the service provider'straditional telephony equipment. The objective of the Sl|
feature isto enable service providers with New World networksthat legally allow government agencies
to conduct electronic network surveillance.

Lawful Intercept (LI) describes the process and judicia authority by which law enforcement agencies

conduct electronic surveillance of circuit and packet-mode communications. LI isauthorized by judicial
or administrative order and implemented for either voice or datatraffic onthe Cisco CMTS. Table 7 lists
the differences between packet intercept and S| features as implemented on the Cisco uBR10012.

Table 7 Differences Between Packet Intercept and SlI Features on the Cisco uBR10012

Feature Packet Intercept Service Independent Intercept
Interface Type Cable Cable

IP Masks 255.255.255.255 or 0.0.0.0 255.255.255.255 or 0.0.0.0
L4 Ports Any single port or 0—65535 Any single port or 0—65535
Protocol UDP Any

TOS/DSCP Not supported Supported

Additional Information

For additional information, refer to the following documents:
» Configuring COPS for RSVP, Cisco |0S Versions 12.2 and 12.3

http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products configuration_guide chapter
09186a00800b75c9.html
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» Cable Monitor and Intercept Features for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b571.html

« PacketCable and PacketCable Multimedia on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

» Cisco PacketCable Primer White Paper

http://www.cisco.com/en/U S/netsol /ns341/ns121/ns342/ns343/networking_solutions white paper
09186a0080179138.shtml

IP Broadcast and Multicast Features

The Cisco uBR10012 router supports the following IP broadcast and Multicast features:
» [P Broadcast Echo
» |P Multicast Echo
» Multicast QoS Support on the Cisco uBR10012 CMTS
 SSM Mapping

IP Broadcast Echo

Y ou can activate upstream |P broadcast echo so that the Cisco uBR10012 router can echo broadcast
packets. For configuration information, refer to the “ Setting Optional Broadcast and Cable |P Multicast
Echo” section on page 28.

IP Multicast Echo

With this feature, you can send a copy of each multicast packet (received from a cable line card) to the
downstream ports associated with the MAC domain of thereceiving US port. Thisfeature allowsfor al CMs
within aMAC domain to receive multicast packets sent by a CM in the sasme MAC domain. For additional
information, refer to the “ Setting Optional Broadcast and Cable IP Multicast Echo” section on page 28.

Multicast QoS Support on the Cisco uBR10012 CMTS

Cisco |OS Release 12.3(13a)BC introduces support for Multicast downstream QoS feature. Thisfeature
providesthe ability to assign static mapping to amulticast group. The Multicast downstream QoS feature
uses the existing infrastructure (DOCSIS 1.1 service flow) to assign a multicast service identifier (SID)
to a multicast group used in the Baseline Privacy Interface (BPI) encryption feature.

When disabled, the Multicast downstream QoS feature does not impact any other features. The multicast
packets to downstream cable interfaces are sent to the default service flow.

This feature is being implemented in response to CSCeg22989 which states, multicast traffic is not
classified to any service flow, and therefore ends up queued on the default service flow. The default
service flow has no specific QoS guarantees assigned to it. So once the interface approaches congestion
level, multicast packets may be dropped.
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Restrictions

» The multicast definitions are per-bundle, not per interface. This means that all downstreamsin a
bundl e share the same multicast to QoS association. The downstreams will create their own service
flows according to the same QoS parameters.

» Multicast to QoS definitions can not be assigned per sub-interface
» Multicast SIDs are not deleted when a group becomes idle (no response to IGMP reports).

» The QoS assignments for a multicast group can not be changed dynamically. If the user wishes to
change them then a new “cable match” command must be configured.

» Multicast QoS is not supported on Multicast Echo on Cisco uBR10012 router.
New and Changed Commands

cable match address

Use the existing cable match command to assign QoS to a multicast group, with BPI either enabled or
disabled.

router# cable match address <nunber>| <nanme> [service-cl ass <nanme> [ bpi - enabl e] ]
router# no cable natch address [<number>| <nane> [service-class <nane> [ bpi-enable]]]

debug cable mcast-gos
Use this command to turn on CM TS Multicast Qos debugging.

router# debug cabl e ntast-qos

SSM Mapping

Cisco 10S Release 12.3(17a)BC introduces Source-Specific Multicast (SSM) Mapping support on the
Cisco uBR10012 router.

When the SSM Mapping feature is configured, if arouter receives an IGMP version 1 or version 2
membership report for aparticular group G, the router translates thisin one or more SSM (S, G) channel
memberships, such as IGMPv3 (S, G) INCLUDE membership reports) for the well known sources
associated with this group.

When therouter receivesan IGMP version 1 or version 2 membership report for group G, the router uses
SSM mapping to determine one or more source |P addresses (Si) for group G. SSM mapping then
translates the membership report as an IGMP version 3 report INCLUDE (G, [S1, G], [S2, G]...[Sn, G]
and continues asif it had received an IGMP version 3 report. The router then sends out PIM joinstoward
(S, G) to (Sn, G) and continues to be joined to these groups as long as it continuesto receive the IGMP
version 1 or version 2 membership reports and as long as the SSM mapping for the group remains the
same.

When SSM Mapping feature is statically configured on the router, the source address or addresses (S)
can be discovered either by a statically configured table on the router or by consulting a DNS. When the
statically configured table is changed, or when the DN'S mapping changes, the router will leave join to
the current sources associated with the joined groups.

For additional information about this feature, refer to the following documents on Cisco.com:
» Source Specific Multicast (SSM) Mapping

http://www.cisco.com/univercd/cc/td/doc/product/sof tware/ios123/123newft/123t/123t_2/gtssmma.h
tm
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IP Routing Features

The Cisco uBR10012 router offers you several features to assist with | P routing configuration and
performance.

» Cable ARP Filter Enhancement
Configurable Registration Timeout

» Host-to-Host Communication (Proxy Address Resolution Protocol)

Integrated Time-of-Day Server
» PBR support for the Cisco uBR10012
» Supported Protocols
For additional information about IP routing, refer to these and other documents on Cisco.com:

» |P Routing Protocols section in the Cisco |IOSIP Configuration Guide, Release 12.2

IP Routed Protocols

» |P Technical Tipsweb page by Cisco’s Technical Assistance Center (TAC)

Routing Protocols web page by Cisco’s Technical Assistance Center (TAC)

- Top Issues: |P Routing Protocols web page by Cisco’s Technical Assistance Center (TAC)
» Cisco’s Enabled Technologies web page

Cable ARP Filter Enhancement

The cable arp filter command, introduced with Cisco |0S Release 12.2(15)BC2b, enables service
providersto filter ARP request and reply packets. This prevents a large volume of such packets from
interfering with the other traffic on the cable network.

Cisco 10S Release 12.3(9a)BC introduces enhanced command option syntax for the cable ar p filter
command, where number and window-si ze values are optional for reply-accept and request-send
settings.

To control the number of Address Resolution Protocol (ARP) packetsthat are allowabl e for each Service
ID (SID) on acableinterface, use the cable arp command in cableinterface configuration mode. To stop
the filtering of ARP broadcasts for CMs, use the no form of this command.

cable arp filter {reply-accept number window-size | request-send number window-size}
no cable arp filter {reply-accept | request-send}

default cable arp filter {reply-accept | request-send}

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Syntax Description

reply-accept number Configures the cable interface to accept only the specified number of ARP

window-size reply packets every window-size seconds for each active Service ID (SID) on
that interface. The cable interface drops ARP reply packets for a SID that
would exceed this number.

» number = (Optional) Number of ARP reply packets that is allowed for
each SID within the window time period. The allowable rangeis0 to 20
packets, with a default of 4 packets. If number is O, the cable interface
drops al ARP reply packets. If not specified, this value uses default.

» window-size = (Optional) Size of the window time period, in seconds, in
which to monitor ARP replies. The valid rangeis 1 to 5 seconds, with a
default of 2 seconds.

request-send number  Configures the cable interface to send only the specified number of ARP

window-size request packets every window-size seconds for each active SID on that
interface. The cable interface drops ARP requests for a SID that would
exceed this number.

» number = (Optional) Number of ARP request packetsthat isallowed for
each SID within the window time period. The allowable rangeis0 to 20
packets, with a default of 4 packets. If number is O, the cable interface
does not send any ARP request packets.

» window-size = (Optional) Size of the window time period, in seconds, in
which to monitor ARP requests. Thevalid rangeis 1 to 5 seconds, with
a default of 2 seconds.

Cisco 10S Release 12.3(9a)BC also removes a prior caveat with HCCP Protect interfaces. Previously,
in the event of arevert-back HCCP N+1 switchover, manual removal of cablearp filter reply and
cable arp filter request configurations may have been required afterward on Protect interfaces.

For more information about ARP Filtering, refer to the following document on Cisco.com:
- Cable ARP Filtering

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b
c_15/cblarpfl.htm

Configurable Registration Timeout

The registration timeout value (the T9 timer) is configurable. This configurable timer parameter
describes the elapsed time from a CM's successful completion of Ranging State 2 to itsinitial
registration request message. During this time, the CM establishes IP connectivity, Time of Day, and
security (optional), and transfers operational parameters from the Trivial File Transfer Protocol (TFTP)
server.

This capability allows you to change the CM registration value (the T9 timer). Use the
registration-timeout command to set or reset the T9 timer.

Command Description
registration-timeout minutes Sets the T9 timer to the new value (from 2 to 60 minutes).
no cable registration-timeout Resets the T9 timer to its default of 3 minutes.
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Host-to-Host Communication (Proxy Address Resolution Protocol)

Proxy Address Resolution Protocol (ARP) allows the Cisco uBR10012 router to issue ARP requests on
behalf of CMs on the same cable network subnet. Proxy ARP can help machines on a subnet reach
remote subnets without configuring routing or a default gateway.

» The Cisco router's interface should be configured to accept and respond to proxy ARP.

- Theworkstation must be configured to view the entire network asasingle network. Thisistypically done
by configuring the workstation with a smaller subnet mask than the network really uses.

» Therouter repliesto the proxy ARP request with its MAC address. Therefore, the workstation sends all
traffic for this destination address to the router, and the router forwards it according to the routing table.

Hosts have no idea of the physical details of their network and assume it to be a flat network in which
they can reach any destination simply by sending an ARP request. But using ARP for everything has
disadvantages, some of which are listed below:

» This method increases the amount of ARP traffic on your segment.
» Hosts need larger ARP tables to handle | P-to-M AC address mappings.

» Security may be undermined. A machine can claim to be another in order to intercept packets, an
act called "spoofing."

« ARP does not work for networks that do not use ARP for address resolution.

» ARP does not generalize to all network topologies (for example, more than one router connecting
two physical networks).

For configuration information, refer to “Activating Cable Proxy ARP Requests” section on page 26.

Integrated Time-of-Day Server

This operational feature allows theCisco uBR10012 router to respond to time-of-day (ToD) (RFC 868)
queries from cable interfaces during the registration process. For information about configuring DHCP,
ToD, or TFTP services, refer to the chapter titled “Configuring DHCP, ToD, and TFTP Services’ in the
Cisco Cable Modem Termination System Feature Guide on Cisco.com.

PBR support for the Cisco uBR10012

Policy-Based Routing (PBR) provides atool for expressing and implementing the forwarding or routing
of data packets, on the basis of the policies that are defined by network administrators. PBR allows

policy override on routing protocol decisions by selectively applying policies based on access list and/or
packet size.

Network administrators can also use PBR to selectively change the IP ToS, IP precedence, and IP QoS
Group fields for matching incoming packets on an interface.

The Cisco uBR10012 universal broadband router supports amaximum of 255 PBR policiesand 32 route
maps within each policy. The following subset of policy-based routing commands is supported in Cisco
|OS release 12.2(11)CY:

« ip policy route-map map-tag

- route-map map-tag [permit | deny] [sequence-number]

» match ip address { ACL-number | ACL-name} [ACL-number | ACL-name ...]
« match length min max

- set [default] interface type number [type number ...]

» set ip [default] next-hop ip-address [ip-address ...]

- setip precedence value

- setip qos-group value
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- setip tosvalue
- show route-map [map-tag]

For more information on PBR, refer to the " Configuring Policy-Based Routing" chapter in the Cisco 10S
Quality of Service Solutions Configuration Guide, Release 12.2 at the following URL :

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fgos _c/facprtl/qgcfpbr.htm

Supported Protocols

Note

The Cisco uBR10012 router supports multiple protocols of multiple classes, including but not limited
to, the following:

» Address Resolution Protocol (ARP)
- Cisco Discovery Protocol (CDP)

- Domain Name System (DNS)

« Internet Protocol (IP) v4/v5

- Simple Network Management Protocol (SNMP) v2 and SNMPv3 Integrated Dynamic Host
Configuration Protocol (DHCP) server

» Trivial File Transfer Protocol (TFTP) client
» User Datagram Protocol (UDP)

Be aware that when configuring a routing protocol, the Cisco 10S software must reset the interfaces to
enable the change. This normally does not significantly affect operations on the interface, except that
when thisis done on a cable interface, it causes all cable modems on that particular downstream to
reinitialize, potentially interfering with data transmission on that downstream. Therefore, you should use
routing global configuration commands, such asrouter rip, on a cableinterface only when a minimum
of subscribers would be affected.

For additional information about configuring IP routing protocols, refer to the “1P Routing Protocol s”
chapter in the Cisco |OS | P Configuration Guide, Release 12.2 on Cisco.com.

Management Features

The Cisco uBR10012 router provides you with the following features that make CM TS headend
configuration, management, and DOCSI S support more powerful and efficient:

» Admission Control for the Cisco CMTS

» Broadband Internet Access

» Cable Interface Bundling

- CNEM Compliance

» Customer Premises Equipment Limitation and Override
»« DOCSIS 2.0 SAMIS ECR Data Set

 DOCSIS Set-Top Gateway Issue 1.0

« Advanced-mode DOCSIS Set-Top Gateway Issue 1.1
» Downstream Channel 1D Configuration

» Downstream Frequency Override

» Dynamic Channel Change (DCC) for Loadbalancing
» Dynamic Modulation Profiles

» Dynamic Upstream Modulation
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» EtherChannel Support on the Cisco uBR10012 Universal Broadband Router
« Management Information Base (MIB) Changes and Enhancements

« MIBs Changes and Updatesin Cisco 10S Release 12.3(9a)BC

e Pre-equalization Control for Cable Modems

» Route Processor Redundancy Support

» Secure Socket Layer Server for Usage-Based Billing

» SFID Support for Multicast and Cable Interface Bundling

« Simple Network Management Protocol Cable Modem Remote Query

« Simple Network Management Protocol v3

» Spectrum Management

» Advanced Spectrum Management Support on the Cisco uBR10012 CMTS
» Static CPE Override (cable submgmt default Command)

- Statistical Counters

» Subscriber Traffic Management (STM) Version 1.1

» Usage Based Billing (SAMIS)

Admission Control for the Cisco CMTS

Cisco |OS Release 12.3(13a)BC introduces Admission Control for the Cisco Cable Modem Termination
System (CMTS).

Admission Control for the Cisco Cable Modem Termination System (CMTS) is amultifaceted feature that
implements a Quality of Service (QoS) policy onthe CMTS Headend. Admission Control establishes
efficient resource and bandwidth utilization in away that was not possible in prior Cisco |OS rel eases.

Admission Control monitors multiple system-level resources on the Cisco CMTS, and performs automatic
resource allocation on a service-request basis. Admission Control maintains optimal system-level operation
by preventing resource consumption that would otherwise degrade the performance for the entire Cisco
CMTS. Furthermore, Admission Control can allocate upstream or downstream bandwidth resources to
specific DOCSI S traffic types, and maintain such prioritization amidst very dynamic traffic conditions.

Admission Control uses two event types for resource monitoring and management—cable modem
registration and dynamic service (voice call) requests. When either of these two events occurs on the
Cisco CMTS, Admission Control verifiesthat the associated resources conform to the configured limits
prior to admitting and supporting the service call request.

Admission Control is hot a mechanism to apply QOS to the traffic flows. Scheduling and queuing are
some of the mechanisms used for implementing the QOS. The QOS is applied on a per-packet basis.
Admission Control checks are performed before the flow is committed.

Admission Control in Cisco 10S Release 12.3(13)BC monitors the foll owing resources on the Cisco
CMTS.

» CPU utilization—Admission Control monitors CPU utilization on the Cisco CMTS, and preserves
QoS for existing service flowswhen new traffic would otherwise compromise CPU resources on the
Cisco CMTS.

» Memory resource utilization (1/0, Processor, and combined total)—Admission Control monitors
one or both memory resources and their consumption, and preserves QoS in the same way as CPU
utilization.
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- Bandwidth utilization for upstream and downstream—Admission Control monitors upstream and
downstream bandwidth utilization, and associated service classes, whether for data or dynamic
service traffic.

Cisco 10S Release 12.3(13a)BC introduces new configuration, debug and show commands for
Admission Control on the Cisco CMTS. For additional information, refer to the following document on
Cisco.com:

» Admission Control for the Cisco Cable Modem Ter mination System

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
804d2537.html

Broadband Internet Access

The Cisco uBR10012 router provides subscribers with broadband I nternet access that processes | F/RF
signals, TV signals, and analog and digital data signals. For configuration information, refer to
Chapter 5, “Configuring Basic Broadband Internet Access.”

Cable Interface Bundling

Cable interface bundling provides for | P address conservation with routing capabilities over a two-way
cableplant. If you havelimited | P address space, interface bundling conservesyour | P address resources.

Interface bundling supports sharing one I P subnet across multiple cable interfaces grouped into a cable
interface bundle with support for bundle masters. This feature can be used with Multiprotocol Label
Switching (MPLS) configurations. For configuration information, refer to the cable bundle command
in the Cisco Broadband Cable Command Reference Guide on Cisco.com.

CNEM Compliance

The Consistent Network Element Manageability (CNEM) Compliance feature enhances the network
management capability of the CMTS platform by enabling the CM TS platform to be compliant with
CNEM 1.3 requirements.

CNEM 1.3 requirements are designed to enable element management systems, with a minimum amount
of effort, to maximize their coverage across the Cisco product line of network elements.

For additional information, refer to the following document on Cisco.com:

» Cisco CMTS Universal Broadband Router MIB Specifications Guide

http://www.cisco.com/en/U S/products/hw/cabl e/ps2217/products_technical_reference book09186
a00801e8b9c.html

Customer Premises Equipment Limitation and Override

Using the cpe max command, the Cisco uBR10012 router can report and limit the number of CPEs per CM
using the CLI or SNMP. This feature is separate from the ability of a CM to support multiple CPE devices.

Command Description

cpe max cpe-num Specifies the maximum number of customer premises equipment (CPE)
devices that can use the CM to connect to the cable network.

no cpe max Removes the CPE specification.
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Syntax Description cpe-num Specifies the number of CPEs. Valid rangeis 1 to 254.

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide and
to the Cisco Cable Modem Termination System Feature Guide, both on Cisco.com.

DOCSIS 2.0 SAMIS ECR Data Set

The Usage-Based Billing feature for the Cisco Cable Modem Termination System (CMTS) provides
subscriber account and billing information in the Subscriber Account Management Interface
Specification (SAMIS) format. The SAMISformat is specified by the Data-over-Cabl e Service I nterface
Specifications (DOCSIS) Operations Support System Interface (OSSI) specification.

Release 12.3(17a)BC provides enhancements to the OSSI specifications, and billing reports (billing record
format), added support to the CISCO-CABLE-M ETERING-MIB, which contains objects that provide
subscriber account and billing information in the Subscriber Account Management Interface Specification
(SAMIS) format, added support for DCC and DCC for Load balancing and Downstream LL Q.

For additional information, refer to the following document on Cisco.com:
» Usage-Based Billing for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801efld
7.html

DOCSIS Set-Top Gateway Issue 1.0

Cisco |OS Release 12.3(9a)BC introduces support for DOCSI S Set-Top Gateway (DSG) Issue 1.0 onthe
Cisco uBR10012 universal broadband router. The DOCSIS Set-Top Gateway (DSG) feature allows the
Cisco CM TS to provide a class of cable services known as out-of -band (OOB) messaging to set-top
boxes (STBs) over existing DOCSIS networks. This allows MSOs and other service providers to
combine both DOCSIS and STB operations over one, open, vendor-independent network, without any
change to the existing network or cable modems.

DSG is a Cablel abs® specification that allows the Cisco CMTS to provide a class of cable services
known as out-of-band (OOB) messaging to set-top boxes (STBS) over existing Data-over-Cable Service
Interface Specifications (DOCSIS) cable networks. DSG 1.0 allows cable Multi-System Operators

(M SOs) and other service providers to combine both DOCSIS and STB operations over a single, open
and vendor-independent network without requiring any changes to the existing DOCSIS network
infrastructure.

At thetime of this Cisco publication, the Cablel abs® DOCSIS DSG specification isin the current status
of “Issued” as characterized by stability, rigorous review in industry and cross-vendor interoperability.

For additional information about configuring and using DSG 1.0 on the Cisco uBR10012 router, refer to
the following document on Cisco.com:

- DOCSIS Set-Top Gateway for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b
c_15/ubrdsg.htm

Advanced-mode DOCSIS Set-Top Gateway Issue 1.1

Cisco 10S Release 12.3(13a)BC introduces support for DOCSIS Set-Top Gateway (DSG) Issue 1.1 on
the Cisco uBR10012 router. DSG 1.1 builds on and supports the enhancements of DOCSIS Set-Top
Gateway Issue 1.0 in the prior Cisco |0S 12.3(9a)BC release.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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A-DSG 1.1 introduces powerful support for DOCSIS 1.1 and DOCSIS 2.0, and the latest DOCSIS DSG
specifications. The benefits provided by A-DSG include the foll owing:

» Retainsthe essential nature of out of band (OOB) messaging, but moves it to amodern technology base.

» Replaces single-vendor, low-density, special-purpose equipment on the network, with significantly
increased subscriber bandwidth and traffic.

« Consolidates cable modem and STB data traffic on a shared DOCSIS channel.

» Increases high-speed data (HSD) servicesto cable TV subscribers over the DOCSIS 1.1
infrastructure,

» Extends support for DOCSIS 1.1 digital video broadcast traffic.
- Enables shared or dedicated support for either HSD or video traffic.

- Supports one- or two-way operations, and advanced, two-way interactive applications such as
streaming video, Web browsing, e-mail, real-time chat applications, and targeted advertising services.

These powerful advantages maximize the performance and return of hybrid fiber-coaxia (HFC) plant
investments.

Changes from Cisco DSG 1.0

DSG Issue 1.0 is oriented to the DOCSIS DSG-101 specifications, while DSG Issue 1.1 is oriented
towards DOCSIS DSG-102 specifications, to include the new Advanced Mode DSG (A-DSG).

Thefollowing DSG 1.1 features are supported in 12.3(13a)BC while continuing support for Basic Mode
DSG:

» DSG 1.1 enables the learning of dynamic tunnel definitions. DSG 1.0 only had static tunnel
definitions (programmed into the set-top box).

» DSG 1.1 features new Cisco |OS command-line interface (CLI) configuration and show commands
for A-DSG configuration and network information.

Unlikeearlier issuesof DSG, Advanced-mode DSG (A-DSG) usesaDOCSISMAC Management M essage
called the Downstream Channel Descriptor (DCD) message, and this DCD message manages the DSG
Tunnel traffic. The DCD message is sent once per second on each downstream and is used by the DSG
Client to determine which tunnel and classifier to use.

The DCD has a DSG address table located in the DOCSIS MAC management message. The primary
difference between DSG 1.0 (and earlier issues) and A-DSG 1.1 is that advanced mode uses DCD
messages to manage the DSG tunnels.

The DCD message contains a group of DSG Rules and DSG Classifiers, including the following:

e DSG rulesand rule priority

- DSG classifiers

» DSG channel list type/length value (TLV)

» DSG client identifier (whether broadcast, CA System, application, or MAC-level)
- DSG timer list

» DSG upstream channel 1D (UCID) list

» Vendor-specific information field
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Prerequisites for DSG 1.1

» Cisco |OS release 12.3(13a)BC or alater 12.3 BC release are required.

» CiscoDSG 1.1issupported on the Cisco uBR10012 router with PRE1 or PRE2 performance routing
engine modules.

» Cisco DSG 1.1 is supported on the Cisco uBR10012 router with the following cable interface line
cards and broadband processing engines (BPES):

— Cisco uBR10-LCP2-MC16C/MC16E/M C16S Cable Interface Line Card
— Cisco uBR10-LCP2-MC28C Cable Interface Line Card
— Cisco uBR10-M C5X20S/U Broadband Processing Engine

Restrictions and Caveats for DSG 1.1

Cisco DSG 1.1 has the following restrictions:
» Cisco DSG 1.1 does not support Service Flow Quality of Service (QoS), which isavailableat Layer 3.
» Cisco DSG 1.1 does not support tunnel security, but strictly access control lists (ACLS).
» Cisco DSG 1.1 does not support subinterfaces.
» Cisco DSG 1.1 does not support HCCP N+1 interoperability.
» Cisco DSG 1.1 does not support SNMP MIBS for A-DSG.

Additional Information about DSG 1.1

» Advanced-mode DOCS S Set-Top Gateway Issue 1.1 for the Cisco CMTS
http://www.cisco.com/en/U S/products/hw/cable/ps2217/products_feature guides list.html
» DOCSIS Set-Top Gateway (DSG) for the Cisco CMTS
http://www.cisco.com/en/U S/products/hw/cable/ps2217/products_feature guide09186a00802065c8.html
» Cisco DOCSIS Set-top Gateway White Paper
http://www.cisco.com/en/U S/products/hwi/cable/ps2217/products white paper09186a00801b3f 0f.shtml
- CableLabs DOCSIS Set-top Gateway (DSG) Interface Specification SP-DSG-103-041124
http://www.cablemodem.com/downl oads/specs/CM -SP-D SG-103-041124. pdf

Advanced-mode DOCSIS Set-Top Gateway Issue 1.2

Cisco 10S Release 12.3(17a)BC2 introduces certified support for advanced-mode DOCSIS Set-Top
Gateway (DSG) Issue 1.2. DSG Issue 1.2 introduces support for the latest DOCSI S Set-Top specification
from CableLabs™:

» DOCSIS Set-top Gateway (DSG) Interface Specification, CM-SP-DSG-105-050812
http://www.cabl el abs.com/specifications/archives/CM -SP-D SG-105-050812-Superseded. pdf

Cisco Advanced-mode DSG 1.2 is certified by CablelL abs™, and is a powerful tool in support of latest
industry innovations. Advanced-mode DSG 1.2 offers substantial support for enhanced DOCSIS
implementation in the Broadband Cable environment. The set-top box dynamically learns the overall
environment from the Cisco Cable Modem Termination System (CMTS), to include MAC address,
traffic management rules, and classifiers. DSG 1.2 supportsthe DOCS-DSG-IF-MIB as one component
of this functionality:
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For additional DSG 1.2 information, refer to the following documents on Cisco.com:
» Advanced-mode DOCS S Set-Top Gateway 1.2 for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guides list.html
» Cisco CMTS Universal Broadband Router MIB Specifications Guide, Rel 12.3(17a)BC2

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products mib_quick reference chapter09
186a00806f06€e5.html#wp2098579

Downstream Channel ID Configuration

This operational feature allows all cable interfaces on the HFC network to identify themselves using
unique downstream channel 1Ds, instead of their downstream frequencies. CMs communicate their
downstream ID when making a connection, not their downstream frequency. System administrators can
enter a configurable downstream channel ID to avalue other than the default. Thus, each downstream
channel ID can be unique on a cable network. For configuration information, refer to “Assigning the
Downstream Channel 1D” section on page 6.

Downstream Frequency Override

The Cisco uBR10012 router is ableto change the downstream frequency for any or all CMs, overriding the
DOCSIS configuration file settings. For DOCSI'S QoS configuration information, refer to the feature module
titled DOCSIS 1.1 for Cisco uBR7200 Series Universal Broadband Routers on Cisco.com.

Downstream Load Balancing Distribution with Upstream Load Balancing

Cisco 10S Release 12.3(17b)BC4 introduces further enhancements to downstream load balancing, resulting
in equalized upstream load balancing group members. This enhancement synchronizes the pending statistic
between different cable interface line cardsin the load balancing group.

This enhancement performs downstream load balancing that accounts for loads on upstream channelsin the
same upstream load balancing group, rather than on the basis of the entire downstream channel load. Prior
Cisco | OS releases may not have distributed cable modems evenly over individual upstream channels, nor in
away that accounted for downstream and upstream segment loads that account for one another.

This enhancement applies when downstream load balancing occurs on a headend system with separate
upstream load balancing segments; the upstream segments are spread over multiple downstreams segments.
This enhancement provides an alternative downstream |load balancing scheme that accounts and makes use
of per-upstream loads rather than total downstream |oads.

For additional information about Load Balancing on the Cisco CMTS, refer to the following documents on
Cisco.com:

- Load Balancing and Dynamic Channel Change on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801b17f
2html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

Dynamic Channel Change (DCC) for Loadbalancing

Cisco 10S Release 12.3(17a)BC introduces Dynamic Channel Change (DCC) and DCC for Load
Balancing on the Cisco CMTS.
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DCC in DOCSIS 1.1 dynamically changes cable modem upstream or downstream channels without
forcing a cable modem to go offline, and without re-registration after the change. DCC supports four
different initializations, instead of one, asin earlier DOCSIS support.

DCC and DCC for load balancing is supported on the Cisco uBR7246V XR router and the
Cisco uBR10012 router with distributed cable interface line cards, including the Cisco MC28U and the
Cisco MC5X20S/U/H.

- Load Balancing techniques allow for moving cable modems with DCC by using configurable
initialization techniques.

- DCC dlowsline card channel changes across separate downstream channels in the same cable
interface line card, with the DCC initialization techniques ranging from 0 to 4.

- DCC transferscable modem state information from the originating downstream channel to the target
downstream channel, and maintains synchronization of the cable modem information between the
cable interface line card and the Network Processing Engine (NPE) or Route Processor (RP).

» When thetarget channel isin ATDMA mode, only DOCSIS 2.0-capable modems can be
successfully load balanced. (Only DOCSIS 2.0-capable modems can operate on an ATDMA-only
upstream channel.) Cisco recommends identical channel configurationsin aload balancing group.

Dynamic Channel Change for Load Balancing entails the following new or enhanced commands in
Cisco 10S Release 12.3(17a)BC, and later releases:

Global Configuration Commands
- cableload-balance group group-num dcc-init-technique <0-4>
- cableload-balance group group-num policy { pcmm | ugs}
- cableload-balance group group-num threshold {load | pcmm | stability | ugs} <1-100>
- cableload-balance group group-num threshold load <1-100> { minimum}

- cableload-balance group group-num threshold load <1-100> { enfor ce}

Testing Command
- test cable dcc mac-addr {slot/port | slot/subslot/port} target-us-channel-id ranging-technique

For configuration, command reference, testing, and examples for DCC on the Cisco CMTS, refer to the
following documents on Cisco.com:

» Load Balancing and Dynamic Channel Change (DCC) on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801b17f
2.html

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801b17f
2.html

Dynamic Modulation Profiles
For each modulation profile configuration, the Cisco uBR10012 router supports the following:

- Burst profile interval usage code

» Burst profile number

e Burst type

- Differential encoding enable and disable

» FEC correctable bytes value

- Forward error correction (FEC) code word length
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» Guard time size

» Last code word shortened or lengthened

» Maximum burst size (see also

» Preamble length and unique word length

» Scrambler enable and disable

» Scrambler seed value
For additional information about configuring dynamic upstream modulation and modulation profiles,
refer to the chapter titled Spectrum Management for the Cable Modem Termination System in the Cisco
Cable Modem Termination System Feature Guide.

Dynamic Upstream Modulation

This spectrum management feature provides improved performance using proactive spectrum
management functions. This feature monitors the signal-to-noise ratio (SNR) and forward error
correction (FEC) countersin the active return path of each upstream port. It tracks whether the upstream
channel signal quality can support the modulation scheme configured, and adjusts to the most robust
modulation scheme when necessary.

For additional information about configuring dynamic upstream modulation and modulation profiles,
refer to the chapter titled Spectrum Management for the Cable Modem Termination System in the Cisco
Cable Modem Termination System Feature Guide.

EtherChannel Support on the Cisco uBR10012 Universal Broadband Router

Note

Cisco 10S Release 12.3(9a)BC introduces support for Gigabit EtherChannel (GEC) on the Cisco
uBR10012 universal broadband router with the PRE2 performance routing engine modules. Cisco 10S
Release 12.3(9) supports Gigabit Ethernet interfaces for IEEE 802.1Q inter-VLAN trunking with
increased bandwidth on the Cisco uBR10012 router.

FastEtherChannel (FEC) interfaces and ATM trunking are not supported on the Cisco uBR10012 router.

EtherChannel provides Gigabit Ethernet (GE) speeds by grouping multiple GE-speed portsinto alogical
port channel that supports speeds up to 8 Gbps. This provides fault-tolerant, high-speed links between
switches, routers and servers.

Trunking is configured between the switch and the router to provide inter-VLAN communication over
the network. Trunking carries traffic from several VLANS over a point-to-point link between the two
network devices. In a campus network, trunking is configured over an EtherChannel link to carry the
multiple VLAN information over a high-bandwidth channel.

For additional information about configuring EtherChannel on the Cisco uBR10012 router, refer to the
following document on Cisco.com:

» EtherChannel for the Cisco Cable Modem Termination System

http://www.cisco.com/univercd/cc/td/doc/product/cable/cab _rout/cfig_nts/ethrchan.htm

Management Information Base (MIB) Changes and Enhancements

MIB enhancementsin Cisco 10S Release 12.3(17a)BC provide enhanced management features that
enable the Cisco uBR 7200 Series router and the Cisco uBR10012 router to be managed through the
Simple Network Management Protocol (SNMP). These enhanced management features allow you to:

» Use SNMP set and get requests to access information in Cisco CM TS universal broadband routers.

» Reduce the amount of time and system resources required to perform functions like inventory
management.
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» A standards-based technology (SNMP) for monitoring faults and performance on the router.
» Support for SNMP versions (SNMPv1, SNMPv2c, and SNMPv3).
- Notification of faults, alarms, and conditions that can affect services.
For additional information, refer to the following document on Cisco.com:
» Cisco CMTS Universal Broadband Router MIB Specifications Guide, the Revision History table:

http://www.cisco.com/univercd/cc/td/doc/product/cable/cmtsmib/cmtsmbpf.htm

» To access the Cisco CMTS Universal Broadband Router MIB Specifications Guide, go to:

http://www.cisco.com/univercd/cc/td/doc/product/cable/cmtsmib/index.htm

MIBs Changes and Updates in Cisco 10S Release 12.3(9a)BC

Cisco 10S Release 12.3(9a)BC adds the following new MIB support for the Cisco uBR10012 router.
« CISCO-CABLE-METERING-MIB
CISCO-CABLE-QOS-MONITOR MIB
CISCO-CABLE-SPECTRUM-MIB
CISCO-ENHANCED-MEMPOOL-MIB
« CISCO-PROCESS-MIB
- DOCS-QOS-MIB
« DSG-IF-MIB
For additional information about MIBsfor the Cisco CMTS, refer to the following resources on Cisco.com:
» Cisco CMTS Universal Broadband Router MIB Specifications Guide
http://www.cisco.com/univercd/cc/td/doc/product/cable/cmtsmib/
» SNMP Object Navigator
http://www.cisco.com/pcgi-bin/Support/Mibbrowser/unity.pl

CISCO-CABLE-METERING-MIB

The CISCO-CABLE-METERING-MIB contains objects that provide subscriber account and billing
information in the Subscriber Account Management Interface Specification (SAMIS) format, also
known as Usage-Based Billing on the Cisco CMTS. This format is specified by the Data-over-Cable
Service Interface Specifications (DOCSIS) Operations Support System Interface (OSSI) specification.

The MODULE-IDENTITY for the CISCO-CABLE-METERING-MIB is ciscoCableMeteringM 1B, and
itstop-level OID is1.3.6.1.4.1.9.9.424
(iso.org.dod.internet.private.enterprises.cisco.ciscoM gmt.ciscoCableM eteringM I B).

Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

Additional Information
For additional SAMIS information, refer to the following resource:
- Usage Based Billing for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/
122bc_15/ubrsamis.htm
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CISCO-CABLE-QOS-MONITOR MIB

Cisco |OS Release 12.3(9a)BC introduces additional features for the CISCO-CABLE-QOS-MONITOR
MIB, including the following:

N

Clarified the descriptions of a number of objects.

Added anumber of objectsinthe ccgqmCmtsEnforceRuleTableto support DOCSIS 1.1 and DOCSIS
2.0 cable modems and to support peak and off-peak monitoring.

Added the ccgmCmtslfBwUtil Table to provide thresholds for downstream/upstream bandwidth
utilization.

Deprecated and removed ccqmCmtsEnfRuleByteCount.

Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

CISCO-CABLE-SPECTRUM-MIB

Cisco 10S Release 12.3(9) introduces support for the CISCO-CABLE-SPECTRUM-MIB on the Cisco
uBR10012 universal broadband router, with these additional M1B object enhancements:

ccsFlapListMaxSize and ccsFlapListCurrentSize SNM P objects provide additional description for
cable flap lists.

Added the ccsCmFlapTabl e to replace the ccsFlapTable. The new object usesdownst r eam upst r eam
and mac as indices to replace the ccsFlapTable object.

The enhanced ccsSNRRequestTable object provides a table of SNR requests with modified
description.

Added the ccsUpSpecM gmtUpperBoundFreq object to assist with spectrum management on the
Cisco CMTS.

Added the ccsComplianceb object.
Added ccsCmFlapResetNow to reset the flap list for a particular cable modem.

Updated the descriptions for ccsFlapListMaxSize, ccsFlapListCurrentSize, and
ccsSNRRequestTable.

The following objects are also now deprecated:

ccsFlapPowerAdjustThreshold
ccsFlapMissThreshold
ccsFlapResetAll
ccsFlapClearAll
ccsFlapLastClearTime

The maximum number of entriesin the flap-list was changed from a maximum of 8191 for the entire
router, to the following:

8191 entries for each Broadband Processing Engine (BPE) cable interface, such as the
Cisco uBR-MC16U/X, Cisco uBR-MC28U/X, and Cisco uBR10-MC5X20S/U.

8191 maximum flap-list entries for all non-BPE cable interfaces, such as the Cisco uBR-MC16C,
Cisco uBR-MC16S, and Cisco uBR-MC28C.

Two objects are now used to track the flap list size:
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» ccsFlaplListMaxSize—Reflectsthe flap list size, as configured by the cable flap-list size command.

» ccsFlapListCurrentSize—Reflects the current size of the flap list for each MAC domain
(downstream).

N
Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

CISCO-ENHANCED-MEMPOOL-MIB

Cisco 10S Release 12.3(9) introduces support for the CISCO-CABLE-SPECTRUM-MIB on the Cisco
uBR10012 universal broadband router. The CISCO-ENHANCED-MEMPOOL-MIB enables you to
monitor CPU and memory utilization for “intelligent” line cards and broadband processing engines on
the Cisco uBR10012 router. These include the Cisco MC16X and MC28X series line cards.

N
Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

CISCO-PROCESS-MIB

Cisco 10S Release 12.3(9) introduces support for the CI SCO-PROCESS-MIB on the Cisco uBR10012
universal broadband router with PRE2 modules.The CISCO-PROCESS-MIB enables you to monitor
CPU and memory utilization for RF cards, cable interface line cards and broadband processing engines
on the Cisco uBR10012 router.

.
Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

DOCS-Q0S-MIB
Cisco |OS Release 12.3(9) introduces additional M 1B object enhancements for the DOCS-QOS-MIB on
the Cisco uBR10012 universal broadband router:
» Updated with the DOCSIS operations support system interface (OSSI) v2.0-N-04.0139-2.
» Thedefault values of docsQosPktClassl pSourceM ask and docsQosPktClassl pDestM ask objects are
set to OXFFFFFFFF.
)

Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

DSG-IF-MIB

The DSG-1F-MIB defines objects that are used to configure, control, and monitor the operation of the
DOCSIS Set-top Gateway (DSG) 1.0 feature on Cisco uBR7200 series and Cisco uBR10012 routers.

Note The MODULE-IDENTITY for the DSG-IF-MIB isdsglfMib, and its top-level OID is
1.3.6.1.4.1.9.9.999 (iso.org.dod.internet.private.enterprises.cisco.ciscoMgmt.dsgl fMib). Because thisis
an experimental MIB, itstop-level OID is expected to change when the DSG specifications arefinalized.
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N

Note  Refer to the Cisco CMTS Universal Broadband Router MIB Specifications Guide on Cisco.com for
additional information and MIBs constraints.

Pre-equalization Control for Cable Modems

Cisco 10S Release 12.3(17a)BC introduces pre-equalization control for cable modems on a per-modem
basis. This feature enhances support for pre-equalization control on an interface basis, using the
Organizational Unique Identifier (OUI), which is also supported.

When pre-equalization is enabled on an upstream interface, this feature allows you to disable
pre-equalization adjustment selectively, for a specific cable modem or a group of cable modems. This
feature prevents cable modems from flapping when processing pre-equalization requests sent from the
Cisco CMTS.

Restrictions

This feature observes the following restrictions in Cisco |OS Release 12.3(17a)BC:

» For pre-equalization to be supported on a per-modem basis, the cable modem must send verification
of pre-equalization after it registers with the Cisco CMTS.

» The option of excluding the OUI is aglobal configuration. For the cable modem on which OUI is
excluded, the excluded OUI is disabled for all interfaces. This method uses alist of OUI values,
recording which modems are sent and not sent pre-equalization.

cable pre-equalization exclude

To exclude a cable modem from pre-equalization during registration with the Cisco CMTS, use the
cable pre-equalization exclude command in global configuration mode. Exclusion is supported for a
specified cable modem, or for a specified OUI value for the entire interface. To remove exclusion for
the specified cable modem or interface, use the no form of this command. Removing this configuration
returns the cable modem or interface to normal pre-equalization processes during cable modem
registration.

cable pre-equalization exclude { oui | modem} mac-addr

no cable pre-equalization exclude { oui | modem} mac-addr

Syntax Description oui Organizational Unique identifier for the interface specified. Using this
keyword excludes the specified OUI during cable modem registration for
the associated interface.

modem Cable Modem identifier for the cable modem specified. Using this keyword
excludes the cable modem.
mac-addr Identifier for the OUI or cable modem to be excluded.
Command Default Pre-equalization is enabled by default on the Cisco router, and for cable modems that have a valid and

operational DOCSI S configuration file. When enabled, pre-equalization sends ranging messages for the
respective cable modems. When disabled with the new exclude command, pre-equalization is excluded
for the respective cable modems.
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Global configuration mode

Command History

Usage Guidelines

Release Modification

12.3(17a)BC This command was introduced to the Cisco uBR10012 router and the Cisco
UBR7246V XR router.

The pre-equalization exclusion feature should be configured for the running configuration of the
Network Processing Engine (NPE), the Performance Routing Engine (PRE), and the line card console.

Examples The following example configures pre-equalization to be excluded for the specified cable modem.
Pre-equalization datais not sent for the corresponding cable modem:
Rout er (confi g)# cabl e pre-equalization exclude nodem nac- addr
The following example configures pre-equalization to be excluded for the specified OUI value of the
entire interface. Pre-equalization datais not sent for the corresponding OUI value of the entire interface:
Rout er (confi g)# cabl e pre-equalization exclude oui mac-addr
The following series of commands configures pre-equalization on the Cisco uBR10012 router with
MC5X20U BPEs. On the PRE Console, configure the following commands.
Rout er# conf t
Enter configuration commands, one per line. End with CNTL/Z
Rout er (config)# cabl e pre-equalization exclude oui 00.09.04
Rout er (confi g)# end
Rout er # show run
Rout er # show runni ng-config | inc ou
cabl e pre-equalization exclude oui 00.09.04
Rout er #
On the line card console for the same Cisco uBR10012 router, verify the configuration with the
following command:
clc_7_1# show running-config | inc ou
cabl e pre-equalization exclude oui 00.09.04
clc_7_1#
The following series of commands configures pre-equalization on the Cisco uBR72436V XR router with
MC28U cable interface line cards. On the Network Processing Engine (NPE) console, configure and
verify with the following commands.
npegl-test# conf t
Enter configurati on commands, one per line. End with CNTL/Z
npegl-test(config)# cable pre-equalization exclude oui 00.09.24
npegl-test(config)# end
npegl-test#show ru
02: 58: 10: %B8YS-5-CONFI G |: Configured from consol e by consol en
npegl-test# show running-config | inc ou
cabl e pre-equalization exclude oui 00.09.24
npegl-test#
On the line card console for the same Cisco uBR7246V XR router, verify the configuration with the
following command:
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clc_4_0# show running-config | inc oui
cabl e pre-equalization exclude oui 00.09.24
clc_4_0#

After either of these exclusion methods for pre-equalization are configured, you can verify that all
ranging messages do not include pre-equalization data. Use the following debug commands in global
configuration mode:

- debug cablerange
- debug cable interface cx/x/x mac-addr

Verify the ranging message for the non-excluded cable modems include pre-equalization data, and for
the excluded cable modems, the ranging messages do not include such data.

The following example removes pre-equalization exclusion for the specified OUI and interface. This
results in the cable modem or OUI to return to normal pre-equalization functions. Ranging messages
resume sending pre-equalization data.

Rout er (config)# no cable pre-equalization exclude { oui | nmodem} nmc-addr

Removal of this feature can be verified with the following debug command:

- debug cable interface cx/x/x mac-ad—V erifies the ranging message for all non-excl modems
include pre-eqg data, and for the excluded modems ranging messages do not include pre-eq data.

For additional information about this or other commands, refer to the following documents on
Cisco.com:

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products command_reference_book0918
6a0080108e88.html

« DOCSIS1.1 for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b57f.html

Route Processor Redundancy Support

Cisco 10S Release 12.2(4)XF introduces support for Route Processor Redundancy (RPR) on the Cisco
uBR10012 universal broadband router. The RPR feature enables the Cisco uBR10012 to use two PRE1
or PRE2 modules in aredundant configuration, so that if the primary PRE module fails or becomes
inactive, the system automatically performs a failover, where the secondary PRE1 module takes over
and assumes full responsibility for systems operations.

The RPR feature does not require a full reboot of the system to perform a failover. When the system is
originally initialized, the secondary PRE1 or PRE2 module performs an abbreviated initialization
routine—the module performs all self-checks and loads the Cisco 10S software, but instead of
performing normal systems operations it begins monitoring the primary PRE module. If the secondary
PRElor PRE2 module detects a failure in the primary module, it can quickly assume the primary
responsibility for systems operations.

Secure Socket Layer Server for Usage-Based Billing

Cisco |OS Release 12.3(17a)BC introduces support for the Secure Socket Layer (SSL) Server, used with
the Usage-Based Billing feature of the Cisco CMTS. Usage-Based Billing implements the DOCSIS
Subscriber Account Management Interface Specification (SAMIS) format.

This new capability enables the configuration of the SSL server between the Cisco CMTS and a
collection server. Configuration, certificate creation, and debug commands are added or enhanced to
support the SSL Server and certificates with the Usage-Based Billing feature.
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For additional information, refer to the following document on Cisco.com:
» Usage-Based Billing for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a00801efld
7.html

SFID Support for Multicast and Cable Interface Bundling

Cisco 10S Release 12.3(9a)BC removes the prior restriction in Caveat CSCead5592 that prevented the
creation of DOCSIS 1.1 upstream packet classifiers and service flow IDs (SFIDs) when configuring
multicast groups with bundled cable interfaces. Cable interface bundling now supports SFIDs on
Multicast groups.

N

Note  SFIDs map individual CPE devices to separate MPLS-Virtual Private Network (VPN) interfaces.
)

Note  Cisco |OS Release with the Cisco uBR10012 router does not support overlapping | P addresses with

MPLS-VPN.

For additional configuration information, refer to the following document on Cisco.com:
» Cable Interface Bundling for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/cable/cab _rout/cmtsfg/ufg_bund.htm

Simple Network Management Protocol Cable Modem Remote Query

The cable modem remote-query command was introduced for the Cisco uBR10012 router in the Cisco
|OS Release 12.2(4)BC1b, and allows customers to query the cable modem performance statistics
directly from the cable modem termination system (CMTS).

Userscan poll the cable modems periodically using Simple Network Management Protocol (SNM P) and
cache the information such as:

- |IP address

- MAC address

- SI/Nratio

» Upstream Transmit Power on the CMTS

This information helps the operators to know at a glance the state of a single modem and to have an
overall status of the plant. For configuration information, refer to the Configuring cable modem
remote-query Command at http://www.cisco.com/warp/public/109/remote_query.shtml.

Simple Network Management Protocol v3

SNMP version 3 offers enhanced security features and increases interoperability and ease of network
management. The implementation set of M1Bs allows the SNM P manager to gather data such as system
card descriptions, serial numbers, hardware and software revision levels, and slot location. For
additional information, refer to the “ Configuring Global Parameters” section on page 8, and to the
“MI1Bs Changes and Updates in Cisco |OS Release 12.3(9a)BC” section on page 69.

Service Class Setting Using SNMP
The Cisco uBR10012 router supports objects related to class of service. Thisaids in network management.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Spectrum Management

Spectrum management is a software and hardware feature provided in the CM TS so that the CMTS may
sense both downstream and upstream plant impairments, report them to a management entity, and
automatically mitigate them where possible. Spectrum management provides many capabilities that are
described further in the Cisco Cable Modem Termination System Feature Guide.

Advanced Spectrum Management Support on the Cisco uBR10012 CMTS

Cisco 10S release 12.3(13a)BC introduces Advanced Spectrum Management for the Cisco uBR10012
router, with the following enhancements:

Supports additional software functionality for the Cisco uBR10-LCP2-MC16C/E/S cable interface
line card and the Cisco MC5x20S/U broadband processing engine.

Supports spectrum analyzer functionality.

Supports proactive channel management and hopping decisions, so as to avoid the negative impact
of ingress noise, and to maintain uninterrupted subscriber service.

Offers flexible configuration choices, allowing MSOs to determine the priority of the actions to be
taken when ingress noise on the upstream channel exceeds the all owabl e thresholds. The
configurable actions are frequency hopping, switching the modulation profile, and reducing the
channel width.

Performs Cisco Network Registrar (CNR) calculations using DSP algorithms in real-time on a
per-interface and a per-modem basis.

Intelligently determines when to modify the frequency, channel width, or modulation profile, based
on CNR calculations in the active channel, the number of missed station maintenance polls, and the
number of correctable or non-correctable Forward Error Correction (FEC) errors. Previously,
channel hopping occurred when the number of missed station maintenance polls exceeded a
user-defined threshold or the SNR reported by the Broadcom chip exceeded the DOCSI S thresholds.

Enhances the Dynamic Upstream M odul ation feature for the Cisco uBR-MC16S line card. This
feature supports dynamic modulation using two upstream profiles. The primary profile (typically
using 16-QAM or a mixed modulation profile) remains in effect at low noise conditions, but if
upstream conditions worsen, the cable modems switch to the secondary profile (typically using
QPSK modulation) to avoid going offline. When the noise conditions improve, the modems are
moved back to the primary profile.

Commands for Enhanced Spectrum Management

A variety of commands for enhanced spectrum management now provide new options.

cable upstream n threshold cnr-profilel threshold1-in-dB cnr-profile2 threshold2-in-dB
corr-fec fec-corrected uncorr-fec fec-uncorrected

cable upstream n upstream threshold snr-profiles threshold1-in-dB threshold2-in-dB
cable upstream n threshold corr-fec corrfec-threshold

cable upstream n threshold uncorr-fec uncorrfec-threshold

show cable hop n upstream history

show cable hop n upstream threshold
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For additional information and examples, see “ Configuring Proactive Channel Management” and

“Verifying the Spectrum Management Configuration” in Spectrum Management for the Cisco CMTS, at
the following URL

http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cmtsfg/ufg_spec.htm

For additional information about spectrum management and advanced spectrum management on the
Cisco CMTS, refer to the following documents on Cisco.com:

»  Spectrum Management and Advanced Spectrum Management for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b586.html

» Advanced Spectrum Management Feature for the Cisco uBR-MC16S Cable Interface Line Card

http://www.cisco.com/en/U S/products/sw/iosswrel /ps5013/products feature quide09186a008019
99b2.html

Static CPE Override (cable submgmt default Command)

The cable submgmt static-cpe-over ride command enables Multiple Service Operators (M SOSs) to
override network DHCP settings on CPE devices when performing troubleshooting with a laptop
computer and consol e connection to the Cisco universal broadband router.

For additional information about using the cable submgmt static-cpe-override command, refer to these
documents on Cisco.com:

« Cisco CMTS Static CPE Override
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cfig_nts/stat_cpe.htm

« Cisco Broadband Cable Command Reference Guide

http://www.cisco.com/univercd/cc/td/doc/product/cable/bbccmref/index.htm

Statistical Counters

The show controller cx/y upstream command has been enhanced to display additional statistical
counters in the output.

Command Description
show controller cx/0 Provides statistical counters in the enhanced output that include:

upstream number Average percentage of upstream utilization in minislots
Average percentage of contention slots
Average percentage of initial ranging slots

Average percentage of minislotsthat were due because the M AP scheduler
was not able to request them in time

For additional command information, refer to the Cisco |OS Interface Command Reference Guide,
Release 12.2 on Cisco.com.
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Subscriber Traffic Management (STM) Version 1.1

Cisco 10S Release 12.3(9a)BC introduces support for Subscriber Traffic Management (STM) through
Version 1.1 on the Cisco uBR10012 universal broadband router. STM 1.1 supports DOCSIS
1.1-compliant cable modems.

The STM feature enables service providers to identify and control subscribers who exceed the maximum
bandwidth allowed under their registered quality of service (QoS) profiles. STM 1.1 works with
Network-Based Application Recognition (NBAR) and Access control lists (ACLS) to ensure full
network performance to other network subscribersthat abide by their service agreements. STM 1.1 also
works in conjunction with the Cisco Broadband Troubleshooter 3.2 to support additional network
management and troubleshooting functions in the Cisco CMTS.

STM 1.1 extends earlier STM functions to monitor asubscriber'straffic on DOCSIS 1.1 primary service
flows and supports these additional features:

- Cisco Broadband Troubleshooter (CBT) 3.2 supports STM 1.1.

- DOCSIS 1.0-compliant and DOCSIS 1.1-compliant cable modem are supported.

» Monitoring and application of traffic management policies are applied on a service-flow basis.
» Monitoring window duration increased from seven to 30 days.

For additional information about STM 1.1 and Cisco CBT 3.2, refer to the foll owing document on
Cisco.com:

» Subscriber Traffic Management for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b
¢_15/ubsubmon.htm

» Release Notes for Cisco Broadband Troubleshooter Release 3.2
http://www.cisco.com/univercd/cc/td/doc/product/cabl e/trbl shtr/cbt32/cbt32rn.htm

Usage Based Billing (SAMIS)

Cisco 10S Release 12.3(9a)BC introduces the Usage-Based Billing feature on the Cisco uBR10012
router, supporting DOCSIS 1.0- and DOCSIS 1.1-compliant cable modems. This feature provides
subscriber account and billing information in the Subscriber Account Management Interface
Specification (SAMIS) format. SAMIS is specified by the Data-over-Cable Service Interface
Specifications (DOCSIS) Operations Support System Interface (OSSI) specification.

The CISCO-CABLE-METERING-MIB is aso introduced with Cisco |OS Release 12.3(9a)BC in
support of SAMIS.

For additional information about configuring and monitoring Usage-Based Billing (SAMIS) on the
Cisco uBR10012 CMTS, refer to the following document on Cisco.com:

» Usage Based Billing for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/
122bc_15/ubrsamis.htm

PacketCable and Voice Support Features

The Cisco uBR10012 router supports the foll owing PacketCable and PacketCable MultiMedia features:
» PacketCable 1.0 With CALEA
» PacketCable Emergency 911 Cable Interface Line Card Prioritization
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» PacketCable Emergency 911 Services Listing and History
» Packetcable Multimedia for the Cisco CMTS
PacketCable 1.0 With CALEA

Cisco 10S Release 12.3(9a)BC introduces DOCSIS 1.1 support for PacketCable 1.0 with
Communications Assistance for Law Enforcement Act (CALEA) on the Cisco uBR10012 universal
broadband router with the Cisco uBR10-M C5X20S/U Broadband Processing Engine (BPE).

PacketCableisaprograminitiativefrom Cablel abs and its associ ated vendorsto establish a standard way
of providing packet-based, real-time video and other multimediatraffic over hybrid fiber-coaxial (HFC)
cable networks. The PacketCable specification is built upon the Data-over-Cable System Interface
Specifications (DOCSIS) 1.1, but it extends the DOCSIS protocol with several other protocols for use
over non-cable networks, such as the Internet and the public switched tel ephone network (PSTN).

This allows PacketCable to be an end-to-end solution for traffic that originates or terminates on a cable
network, simplifying the task of providing multimedia services over an infrastructure composed of
disparate networks and mediatypes. It a so provides an integrated approach to end-to-end call signaling,
provisioning, quality of service (Qo0S), security, billing, and network management.

Cisco 10S Release 12.2(11)BC1 and later releases in the Cisco |OS 12.3 release train support the
PacketCable 1.0 specifications and the CALEA intercept capabilities of the PacketCable 1.1
specifications.

For additional information about configuring PacketCable on the Cisco CMTS, refer to the following
document on Cisco.com:

» Configuring PacketCable on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

PacketCable Emergency 911 Cable Interface Line Card Prioritization

Note

Cisco 10S Release 12.3(13a)BC introduces PacketCable Emergency 911 cable interface line cad
prioritization on the Cisco CMTS. This feature enables cable interface line cards that are supporting an
Emergency 911 call to be given automatic priority over cable interface line cards supporting
non-emergency voice calls, even in the case of HCCP switchover events. In such cases, Protect HCCP
line card interfaces automatically prioritize service to Emergency 911 voice calls, should Working
HCCP cable interface line cards be disrupted. This feature is enabled by default in Cisco 10S release
12.3(13a)BC, and may not be disabled with manual configuration.

Emergency 911 cable interface line card prioritization applies only to PacketCable voice calls.

During HCCP switchover events, cable modems recover in the following sequence in Cisco | OS release
12.3(13a)BC:

1. Cable modems supporting Emergency 911 voice traffic

2. Cable modems supporting non-emergency voice traffic

3. Cable modems that are nearing a T4 timeout event, in which service would be disrupted
4. Remaining cable modems

To view information about Emergency 911 voice events and cable interface line card prioritization on
the Cisco CMTS, use the show hcep <int x> <int y> modem and show hccp event-history commands
in privileged EXEC mode.
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« PacketCable and PacketCable Multimedia on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

» Cisco PacketCable Primer White Paper

http://www.cisco.com/en/U S/netsol /ns341/ns121/ns342/ns343/networking_solutions white paper
09186a0080179138.shtml

PacketCable Emergency 911 Services Listing and History
Cisco |OS release 12.3(13a)BC introduces enhanced informational support for PacketCable
Emergency 911 calls on the Cisco CMTS, to include the following information and related history:
- active Emergency 911 calls
- recent Emergency 911 calls
» regular voicecalls
- voice calls made after recent Emergency 911 calls

This feature is enabled and supported with the following new Cisco |0S command-line interface (CLI)
configuration and show commands:

- cable high-priority-call-window <minutes>

- show cable calls[ interface cx/y | slot z]

- show cable calls [interface | slot] for the Cisco uBR 7200 Series

- show cable calls [interface | slot/subslot] for the Cisco uBR10012 router
» show cable modem [ip_addr | mac_addr | interface] calls

To set the call window (in minutes) during which the Cisco CM TS maintains records of Emergency 911
calls, use the cable high-priority-call-window command in global configuration mode. To remove the
call window configuration from the Cisco CM TS, use the no form of this command:

cable high-priority-call-window <minutes>
no cable high-priority-call-window

The following command exampl e configures the call window on the Cisco uBR10012 router to be
1 minute in length:

Rout er (config)# cable high-priority-call-w ndow 1
To observe Emergency 911 calls made within the configured window, use the show cable calls
command in privileged EXEC mode:

show cable calls

The following command exampl e illustrates that one Emergency 911 call was made on the Cable8/1/1
interface on the Cisco uBR10012 router during the window set for high priority calls:

Rout er# show cabl e calls

Interface ActiveH PriCalls ActiveAllCalls PostHiPriCallCVMs RecentHi PriCMVs

Cabl e5/0/0 O 0 0 0
Cabl e5/0/1 0 0 0 0
Cabl e5/1/0 O 0 0 0
Cable5/1/1 0 0 0 0
Cabl e5/1/2 0 0 0 0
Cabl e5/1/3 0 0 0 0
Cabl e5/1/4 0 0 0 0
Cabl e6/0/0 O 0 0 0
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Cable6/0/1 O 0 0 0
Cabl e7/0/0 O 0 0 0
Cable7/0/1 O 0 0 0
Cable8/1/0 0 0 0 0
Cable8/1/1 1 1 0 0
Cable8/1/2 0 0 0 0
Cable8/1/3 0 0 0 0
Cable8/1/4 0 0 0 0
Tot al 1 1 0 0

The following command exampl e illustrates the change on the Cisco uBR10012 router when this
Emergency 911 calls ends:

Rout er# show cabl e calls

Interface ActiveH PriCalls ActiveAllCalls PostHiPriCallCvs RecentHi PriCMVs

Cabl e5/0/0 O 0 0

Cable5/0/1 O 0 0 0
Cable5/1/0 0 0 0 0
Cable5/1/1 0 0 0 0
Cable5/1/2 0 0 0 0
Cable5/1/3 0 0 0 0
Cable5/1/4 0 0 0 0
Cabl e6/0/0 O 0 0 0
Cable6/0/1 O 0 0 0
Cabl e7/0/0 O 0 0 0
Cable7/0/1 O 0 0 0
Cable8/1/0 O 0 0 0
Cable8/1/1 0 0 0 1
Cable8/1/2 0 0 0 0
Cable8/1/3 0 0 0 0
Cable8/1/4 0 0 0 0
Tot al 0 0 0 1

The following command example illustrates available information when making a voice call from the
same MTA to another MTA on the same interface:

Rout er# show cabl e calls

Interface ActiveH PriCalls ActiveAllCalls PostHiPriCallCvs RecentHi PriCMVs

Cabl e5/0/0 O 0 0 0
Cable5/0/1 O 0 0 0
Cable5/1/0 0 0 0 0
Cable5/1/1 0 0 0 0
Cable5/1/2 0 0 0 0
Cable5/1/3 0 0 0 0
Cable5/1/4 0 0 0 0
Cabl e6/0/0 O 0 0 0
Cable6/0/1 O 0 0 0
Cabl e7/0/0 O 0 0 0
Cable7/0/1 O 0 0 0
Cable8/1/0 O 0 0 0
Cable8/1/1 O 2 1 1
Cable8/1/2 0 0 0 0
Cable8/1/3 0 0 0 0
Cable8/1/4 0 0 0 0
Tot al 0 2 1 1

Thefollowing command exampleillustrates availabl e information when avoice call from thesameMTA
to another MTA on the same interface ends:

Rout er# show cabl e calls

Interface ActiveH PriCalls ActiveAllCalls PostHiPriCallCVMs RecentHi PriCMVs

Cabl e5/0/0 O 0 0 0
Cabl e5/0/1 0 0 0 0
Cabl e5/1/0 O 0 0 0
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Cabl e5/1/1
Cabl e5/ 1/ 2
Cabl e5/ 1/ 3
Cabl e5/ 1/ 4
Cabl e6/ 0/ 0
Cabl e6/ 0/ 1
Cabl e7/ 0/ 0
Cabl e7/ 0/ 1
Cabl e8/1/0
Cabl e8/1/1
Cabl e8/ 1/ 2
Cabl e8/ 1/ 3
Cabl e8/ 1/ 4

[eNeoloNolooloNeoloNeoloNe o)

Tot al

o

[eNeoloNolooloNeoloNeoloNe o)
[eNeoloNeooNoloNeoloNeoloNe o)
OQOOORrRPROOOO0OO0OO0OOO0OO0

0 0 1

Thefollowing exampleillustratesthe show cable modem calls command on the Cisco uBR10012 router

over a period of time, with

Rout er# scm cal |

Cabl e Mbdem Cal | Status
H: Active high priority
R Recent high priority
V: Active voice calls (i

MAC Address

0000. cab7. 7b04 10.10. 155. 38

Rout er# scm cal |

Cabl e Mbdem Cal | Status
H: Active high priority
R Recent high priority
V: Active voice calls (i

MAC Address

The above exampleillustrates that call information disap
illustrates a new Emergency 911 call on the Cisco CMT

| P Addr ess

| P Addr ess

changing call status information:

Fl ags:
calls
calls
ncluding high priority)

I/F Prim CMCall Status LatestHi PricCall
Sid (m n:sec)
C8/1/1/ U0 18 R 0: 39
Fl ags:
calls
calls

ncluding high priority)

I/F Prim CMCall St atus

Sid

LatestHi Pri Cal |
(m n:sec)

gearswhen acall ends. The following example

Rout er# show cabl e nbdem cal

Cabl e Mbdem Cal | Status
H: Active high priority
R Recent high priority
V: Active voice calls (i

Fl ags:
calls
calls
ncluding high priority)

MAC Address | P Address I1F Prim CMCal | St atus
Sid

0000. cab7. 7b04 10. 10. 155. 38 C8/1/1/ W0 18 Hv

The followi ng exanple illustrates a the end of the Energency

Rout er# show cabl e nodem cal s

Cabl e Mbdem Cal | Status
H: Active high priority
R Recent high priority
V: Active voice calls (i

Fl ags:
calls
calls
ncluding high priority)

MAC Address | P Addr ess I/F Prim CMCall Status
Sid
0000. cab7. 7b04 10. 10. 155. 38 C8/1/1/ U0 18 R

LatestHi Pri Cal |
(m n:sec)
1: 30

911 call on the Cisco CMIS:

LatestHi Pri Cal |
(m n:sec)
0:3

The following exampleillustrates a non-emergency voice call on the Cisco CMTS from the same MTA:

Rout er# show cabl e nodem cal s
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Cabl e Mbdem Cal | Status Fl ags:
H: Active high priority calls
R Recent high priority calls
V: Active voice calls (including high priority)

MAC Address | P Addr ess I/F Prim CMCall Status LatestHi PricCall
Sid (m n:sec)

0000. ca36. f97d 10. 10. 155. 25 C8/1/1/U0 5 \Y -

0000. cab7. 7b04 10. 10. 155. 38 C8/1/1/ U0 18 RV 0: 30

The following example illustrates a the end of the non-emergency voice call on the Cisco CMTS:
Rout er# show cabl e nodem cal | s

Cabl e Mobdem Cal | Status Fl ags:
H: Active high priority calls
R Recent high priority calls
V: Active voice calls (including high priority)

MAC Addr ess | P Addr ess I/F Prim CMCall Status LatestHi PricCall
Sid (m n:sec)
0000. cab7. 7b04 10. 10. 155. 38 C8/1/1/ U0 18 R 0: 36

PacketCable and PacketCable Multimedia on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

Cisco PacketCable Primer White Paper

http://www.cisco.com/en/U S/netsol /ns341/ns121/ns342/ns343/networking_solutions white paper
09186a0080179138.shtml

Packetcable Multimedia for the Cisco CMTS

Cisco 10S Release 12.3(13a)BC introduces support for PacketCable Multimedia (PCMM) on the Cisco
uBR10012 universal broadband router, and fully supports the Cabl el abs PacketCable Multimedia
Specification, PKT-SP-MM-102-040930.

http://www.packetcable.com/specifications/multimedia.html

As described by Cablel abs, some key features of the PCMM service delivery framework include the
following:

Simple, powerful accessto DOCSIS 1.1 QoS mechanisms supporting both time and volume-based
network resource authorizations

Abstract, event-based network resource auditing and management mechanisms

A robust security infrastructure that provides integrity and appropriate levels of protection across
all interfaces

More specifically, Cisco 10S Release 12.3(13a)BC expands or changes several PacketCable functions
in earlier Cisco 10S releases, including the following:

Additional COPS Decision M essages—PCMM supports additional COPS decision messages, such
as the following. The new objects for messages, such as Gate-Set, Gate-Set-Ack and Gate-Info,
include different traffic profile definitions, different gate object formats, with additional objects for
gate state reporting and flow utilization.

— Gate-Set

— Gate-Set-Ack

— Gate-Set-Err
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Gate-Info
Gate-Info-Ack
Gate-Info-Err
Gate-Delete
Gate-Delete-Ack
Gate-Delete-Err
State-Report

Different COPS client and UDP port for COPS sessions—PCMM uses a different COPS client
type than does basic PacketCable, and PCMM uses adifferent UDP port for its COPS sessions. This
can help to distinguish between PacketCable and PCMM COPS sessions on the Cisco CMTS.

MultiM edia State Machine—PCMM supports a different MultiM edia state machine than does
PacketCable. The following are machine state changes introduced in PCMM with Cisco |OS
Release 12.3(13a)BC:

PCMM gates are al unidirectional. In PacketCable, each gate is associated with both an
upstream and downstream service flow. Although unidirectional flows are allowed, a
bidirectional phone connection only has one gate.

PCMM differsin that each gate is now unidirectional, and is associated with only one service
flow. As aresult, the gate info element structure in PCMM differs significantly from that of
PacketCable. PCMM only needs to maintain one set of service flow information, rather than
mai ntai ning both upstream and downstream information as does PacketCable.

DOCSIS DSX service flow information is now maintained on the Cisco CMTS. With
PacketCable, gates are authorized, reserved, or committed first on the Cisco CMTS with a
specific gate ID, and then the Cisco CM TS initiates a DSX exchange using the reserved or
committed gate ID in the message. With PacketCable, the cable modem must issue the DSX
message and create the service flows. However, with PCMM, when a gate is reserved or
committed, the DSX message is generated and sent immediately by the Cisco CMTS. Therefore,
the Policy Server sends all of the service flow information necessary to setup the service flow
tothe Cisco CM TS instead of the cable modem. This causes amajor changein the state machine
that controls the gate all ocation procedures.

New timer definitions and event actions are supported on PCMM. New timer definitions and
timer event actions are supported for proper behavior of the net state machine. Some of the
timers used with PacketCable have been eliminated, while the events associated with other
times have changed for PCMM.

New state transitions that did not exist in PacketCable 1.x have been added to PCMM.
Specificaly, a gate can now be transitioned back from Committed to Authorized or Reserved
state.

Cable interface line cards and broadband processing engines perform distributed DOCSIS
functions. The Cisco MC28U cable interface line card on the Cisco uBR7200 series routers, and
all theline cards on the Cisco uBR10012 router, are considered distributed, because the DOCSIS
functionality is performed by the line card processor. The GCP signaling for PCMM and the gate
state machinewill executed on the NPE or RP processor. Because of the split in thisfunctionality,
IPC signaling resides between the gate state machine and the DOCSIS layer processing.

Event management—Event management messages have been modified to include information on
the modified traffic profiles, and to match changes in the PCMM state machine. In addition, objects
have been added to help support Gate usage and Gate commit time objects, used for usage limit
based and time based gates.
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For additional information about PacketCable and PacketCable Multimedia on the Cisco CMTS, refer
to the following documents on Cisco.com:

« PacketCable and PacketCable Multimedia on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8019b576.html

» Cisco PacketCable Primer White Paper

http://www.cisco.com/en/U S/netsol /ns341/ns121/ns342/ns343/networking_solutions white paper
09186a0080179138.shtml

“PacketCable is a Cablel abs®-led initiative that is aimed at devel oping interoperable interface
specifications for delivering advanced, real-time multimedia services over two-way cable plant. Built on
top of the industry's highly successful cable modem infrastructure, PacketCable networks use Internet
protocol (IP) technology to enable a wide range of multimedia services, such as | P telephony,
multimedia conferencing, interactive gaming, and general multimedia applications.” (PacketCable.com)

Cablel abs® describes key features of the PacketCable Multimedia IP service delivery framework as
follows:

- Simple, powerful access to DOCSIS® 1.1 QoS mechanisms supporting both time and
volume-basednetwork resource authorizations

- Abstract, event-based network resource auditing and management mechanisms

» A robust security infrastructure that provides integrity and appropriate levels of protection across
all interfaces

PacketCable™ is a registered trademark of Cablel abs®. Additional information and specifications are
available online at the following Cabl el abs websites:

- PacketCable website

http://www.packetcable.com

» PacketCable Multimedia specifications

http://www.packetcable.com/specifications/multimedia.html

Security Features

N

Note

The Cisco uBR10012 router supports multiple security features:
» Address Verification
» CM Transmission Burst Size
» Dynamic or Mobile Host Support
» Dynamic Shared Secret (DMIC) with OUI Exclusion

Refer also to security features described in the “DOCSIS 1.1 Feature Support” section on page 27.
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Address Verification

The Cisco uBR10012 router supports verification of cable interface and PC addresses to ensure that the
cable interface service ID (SID) and MAC addresses are consistent. This security feature helps ensure
that 1P addresses are not spoofed. A PC behind a cable interface is assigned an |P address from the
DHCP server. If auser on a second PC or cable interface statically assigns the same | P addressto a PC,
the Cisco uBR10012 router finds this case to help block the spoofing user. Using the command-line
interface (CLI), administrators can determine the IP and MAC address of a given cable interface, and
the SID number that showsthe IP and MAC addresses of all devices learned in the cable interface MAC
table. Using the service provider customer databases, administrators can cross-reference the spoofing
cable interface and PC and prevent usage.

Refer to Chapter 4, “Managing Cable Modems on the Hybrid Fiber-Coaxial Network” to configure
address verification.

CM Transmission Burst Size

The Cisco uBR10012 router allows CMsto register with a maximum transmission burst size up to 2000
bytes. This appliesto DOCSIS 1.0 and 1.1 CMs that are configured with concatenation and no IP
fragmentation.

For additional information about configuring dynamic upstream modulation and modulation profiles,
refer to one or more of these documents on Cisco.com:

» Cisco Cable Modem Termination System Feature Guide

» Cisco uBR7200 Series Dynamic Upstream Modulation at
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_r_sw/spec_mgt.htm

Dynamic or Mobile Host Support

The cable source-verify command allows the CMTS administrator to bring up a PC behind one CM,
then move it to another CM. This adds information for the hosts involved in host tables. To prevent
security breaches, this feature supports pinging the host using the old SID to verify that it has indeed
been moved. The security applies to upstream and downstream configuration.

Command Description

cable source-verify dhcp Configures the DHCP server to verify addresses.

Note  Theno cable arp command should be configured in the CMTSto prevent it from sending ARP requests.

The no cable arp command prevents the CMTS from sending an arp downstream to CPE hosts or to
devices behind CMs requesting an IP/MAC address association. If the CMTS already knows the
association, or is able to learn it in some other manner, |P packets are forwarded. Otherwise, if the
destination is unknown, the packets are dropped.

Devices on a CM network may share a large subnet, but cannot communicate with each other without
first going through the CMTS. The no cable proxy arp command prevents the CM TS from replying to
arp requests for hosts on the same subnet, and thus prevents peer to peer communication between
subscribers behind CMs.

For additional command information, refer to the Cisco Broadband Cable Command Reference Guide
on Cisco.com.

Dynamic Shared Secret (DMIC) with OUI Exclusion

Cisco |OS Release 12.3(9a)BC introduces the option of excluding the Organizational Unique Identifiers
(OUls) from being subjected to the DMIC check. The new cable dynamic-secret exclude command
allow specific cable modems to be excluded from the Dynamic Shared Secret feature on the following
Cisco CMTS platforms:
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« Cisco uBR7246VXR universal broadband router
e Cisco uBR10012 universal broadband router

The Dynamic Shared Secret feature automatically creates aunique DOCSIS shared secret on aper-modem
basis, creating a one-time use DOCSI S configuration file that is valid only for the current session. This
ensuresthat aDOCSIS configuration file that has been downloaded for one cable modem can never be used
by any other modem, nor can the same modem reuse this configuration file at alater time.

This patent-pending feature is designed to guarantee that all registered modems are using only the
quality of service (Qo0S) parameters that have been specified by the DOCSIS provisioning system for
that particular modem at the time of its registration.

For additional command information, refer to the following document on Cisco.com:
» Configuring a Dynamic Shared Secret for the Cisco CMTS
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cfig_nts/ubrdmic.htm
» Cisco Broadband Cable Command Reference Guide
http://www.cisco.com/univercd/cc/td/doc/product/cable/bbcecmref/index.htm

Testing, Troubleshooting and Diagnostic Features

The Cisco uBR10012 router supports several troubleshooting and diagnostic features:
» Cisco Broadband Troubleshooter 3.2
e CBT 3.2 Spectrum Management Support with the Cisco uBR10-M C5X20S/U BPE
« Dynamic Ranging
» Flap List Support
« Online Offline Diagnostics (OOD) Support for the Cisco uBR10012 Universal Broadband Router

Cisco Broadband Troubleshooter 3.2

Note

Cisco 10S Release 12.3(9a)BC introduces support for the Cisco Broadband Troubleshooter (CBT)
Version 3.2 on the Cisco uBR10012 universal broadband router, with newly supported interoperability
for the following additional software features:

» CBT 3.2 Spectrum Management Support with the Cisco uBR10-MC5X20S/U BPE, page 88
» Subscriber Traffic Management (STM) Version 1.1, page 78

Multiple Service Operators (M SO) provide a variety of servicessuchas TV, video on demand, data, and
voice telephony to subscribers. Network Administrators and radio frequency (RF) technicians need
specialized tools to resolve RF problemsin the M SO’ s cable plant. Cisco Broadband Troubl eshooter 3.2
(CBT 3.2) isasimple, easy-to-use tool designed to accurately recognize and resolve such issues.

The user can select up to three different cable modems (CMs) under the same CMTS or three different
upstreams under the same CMTS. In addition, CBT 3.2 introduces the ability to display upstreams and
cable modems combined (mixed) on the same trace window for monitoring and for playback.

CBT 3.2resolvestheformer CBT 3.1 caveat CSCee03388. With CBT 3.1, trace windows did not support
the mixing of upstreams or cable modems.

For additional information about CBT 3.2, spectrum management and STM 1.1, refer to the following
documents on Cisco.com:

» Release Notes for Cisco Broadband Troubleshooter Release 3.2
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http://www.cisco.com/univercd/cc/td/doc/product/cable/trblshtr/cbt32/cbt32rn.htm
» Spectrum Management for the Cisco CMTS
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cmtsfg/ufg_spec.htm
» Subscriber Traffic Management for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b
¢_15/ubsubmon.htm

CBT 3.2 Spectrum Management Support with the Cisco uBR10-MC5X20S/U BPE

Dynamic Ranging

Cisco 10S Release 12.3(9a)BC introduces support for remote spectrum management for the Cisco
uBR10012 router. Cisco uBR10012 spectrum management supports interoperability with these
enhancements to the Cisco CMTS in Cisco |10S 12.3(9a)BC:

- Cisco Broadband Troubleshooter 3.2, page 87, supporting the Cisco uBR10-M C5X20S/U
Broadband Processing Engine (BPE)

» Subscriber Traffic Management (STM) Version 1.1, page 78

Additional supported spectrum management functions are available on the Cisco uBR10012 router. For
acomplete list, and the latest information about Spectrum Management on the Cisco uBR10012 router,
refer to the following documents on Cisco.com:

» Spectrum Management for the Cisco CMTS

http://www.cisco.com/univercd/cc/td/doc/product/cable/cab_rout/cfig_nts/ufg_spec.htm

» Release Notes for Cisco Broadband Troubleshooter Release 3.2

http://www.cisco.com/univercd/cc/td/doc/product/cabl e/trbl shtr/cbt32/cbt32rn.htm

Dynamic ranging is the Cisco patent-pending troubleshooting feature that supports quick restoration of
service following a catastrophic plant failure. With dynamic ranging, hundreds of cable interfaces can
come back online quickly, because the time that cable interfaces spend deferring contention-ranging
slots is minimized. This reduces cable interface reinitialization time.

This results from use of Cisco uBR10012 router algorithms that vary the number of contention
bandwidth-request minislots and request slots. Software converts unallocated minislots in the current
MAC allocation and management messages—known as M APs—into request minislots as needed. At
low upstream loads, most of the MAPs of that upstream have no grants to serve, and the scheduler
converts all unallocated (ungranted) minislots into request minislots. This helps ensure a low access
delay for CMs at low loads due to the abundance of request opportunities. At high upstream loads, the
scheduler has data grants to be served before all ocating the next request region, and automatically
reduces the number of request minislots.

The initial ranging slots—also called initial maintenance slots—are each about 2 msecs wide. These
slots are used by CMsjoining the cable network, and thus, are subject to ranging collisions. CMs use
these slots for initial connectivity with the CMTS only. After the initial ranging message from the CM
isreceived successfully, the CM no longer uses such contention-ranging slotsfor subsequent operations.

The CMTS periodically polls CMs with unicast station maintenance slots. Any action that involves a
simultaneous bringing up of many CM s on an upstream channel—service restoration after a catastrophic
power failure, online insertion and removal (OIR) for CM TS cable interface line cards, or fiber node
servicing—agives rise to an impulse-ranging contention state on each of the affected upstream channels.
Rebooted CMs on the upstream attempt to send initial ranging MAC messages using broadcast initial
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ranging slots at roughly the sametime. Without theCisco uBR10012 router algorithms enabled, CMscan
repeatedly collide and back off arandom number of initial ranging slots independently before trying
again.

With Cisco uBR10012 router algorithms enabled, the CM TS can detect such high-contention scenarios,
and can increase the frequency of initial ranging slotsto assist in quick resolution of ranging contention.
After the high collision state is over—few persistent ranging collisions occur on the upstream—the
CMTS detects this condition and switches back to the steady state mode. In the steady state mode, the
frequency of initial ranging slotsis afunction of the upstream channel utilization. If extra upstream
bandwidth is available, the CMTS allocates more initial upstream ranging slots. As soon as the MAC
schedul er needs the upstream bandwidth for data grants, the MAC scheduler reduces the frequency of
initial ranging slots.

For additional information about dynamic ranging on multiple components, refer to the Cisco Web site
at http://www.cisco.com.

The cable flap list troubleshooting feature tracks “flapping” CMs—CMs that have intermittent
connectivity problems. Such connectivity problems might originate in the upstream or downstream
portion of the cable plant, or originate in the CM itself. For additional information, refer to flap list
information contained in the Cisco Cable Modem Termination System Feature Guide.

Online Offline Diagnostics (OOD) Support for the Cisco uBR10012 Universal Broadband Router

Cisco 10S Release 12.3(13a)BC introduces support for Online Offline Diagnostics (OOD) in the field
for the Cisco uBR1002 router, including support in a high availability environment with HCCP N+1
Redundancy. The Online Offline Diagnostics (OOD) feature introduces a Field Diagnostic tool that
provides a method of testing and verifying line card hardware problems.

Thisfeatureis supported on the following field replaceabl e units (FRUs) of the Cisco uBR10012 router:
» Cisco uBR10012 PRE1 and PRE2 Performance Routing Engine (PRE1 and PRE2) modules
» Cisco uBR10K-MC520S/U broadband processing engine (BPE)
» Cisco uBR10012 OC-48 DPT/POS WAN interface module

To view alist of hardware on the Cisco uBR10012 router that is supported by Field Diagnostics, refer
to the following document:

» Online Offline Diagnostics—User’ s Guide for Cisco uBR10012 Router Field Diagnostics
http://www.cisco.com/univercd/cc/td/doc/product/cable/ubr10k/ubr10kts/index.htm

If you would like to perform a hardware diagnostic test on aline card in your Cisco uBR10000 series
router, an OOD Field Diagnostic image can be downloaded free of charge from Cisco Systems and used
to test whether the line card problems are indeed due to faulty hardware. The test results verify whether
or not the hardware is faulty.
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Virtual Interfaces

The Cisco uBR10012 router supportsthefollowing virtual interface features, primarily in the Cisco 10S
12.3 BC release train:

« Virtual Interface and Frequency Stacking Support on the Cisco uBR10-M C5X20S/U BPE
« Virtual Interface Support for HCCP N+1 Redundancy
« Virtual Interface Bundling on the Cisco uBR10-M C5X20S/U BPE

Virtual Interface and Frequency Stacking Support on the Cisco uBR10-MC5X20S/U BPE
Virtual interfaces (V1) and frequency stacking (FS) are two features that allow user-configurable MAC
domains and multiple frequencies on one physical connector.

» Virtual interfaces allow up to eight upstreams (USs) per downstream (DS). A virtual interface links
an upstream (US) port to a physical connector.

Cisco 10S Release 12.3(9a)BC introduces Virtual Interface Support for HCCP N+1 Redundancy
with the Cisco uBR10-M C5X20S/U BPE.

» Frequency stacking allows two frequencies to be configured on one physical connector.
Cisco |OS Release 12.3(9a)BC introduces support for frequency stacking on the Cisco uBR10012 router.

The Cisco uBR10-MC5X20S/UBPE can be configured (initially) to match the DS and US configuration
of an existing line card, and then the cable operator can modify the configurations according to their
needs. This supports different DS-to-US port ratios as such combination ratios evolve (1x6 » 1x4 » 1x1).
For example, the line card can be used in 1x1 configuration for a business customer and in 1x7
configuration for residential customers.

For additional information about configuring virtual interfaces and frequency stacking, refer to the
following document on Cisco.com:

» Virtual Interfaces and Frequency Stacking Configuration on MC5x20S and MC28U Linecards
http://www.cisco.com/en/U S/tech/tk86/tk804/technologies white paper09186a0080232b49.shtml
» Configuring Virtual Interfaces on the Cisco uBR10-MC5X20S/U Card

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b
c_15/mc5x2vif.htm

Virtual Interface Support for HCCP N+1 Redundancy

Cisco 10S Release 12.3(9a)BC introduces support for HCCP N+1 Redundancy for virtual interfaces
configured on the Cisco uBR10012 universal broadband router using the
Cisco uBR10-MC5X20S/U BPE.

HCCP N+1 Redundancy is an important step toward high availability on CM TS and telecommunications
networks that use broadband media. HCCP N+1 Redundancy can help limit Customer Premises
Equipment (CPE) downtime by enabling robust automatic switchover and recovery in the event that there
isalocalized disruption in service.

Beginning with Cisco |0S Release 12.2(15)BC2a, HCCP N+1 Redundancy adds synchronization
between HCCP Working interface configurations and those inherited upon switchover to HCCP Protect
interfaces. This makes the configuration of both easier and switchover times faster.

For additional information about configuring virtual interfacesin HCCP N+1 redundancy on the Cisco
CMTS, refer to the following document on Cisco.com:

» N+1 Redundancy for the Cisco Cable Modem Termination System

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
m. oL-1520-08 1



http://www.cisco.com/en/US/tech/tk86/tk804/technologies_white_paper09186a0080232b49.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122bc/122b

| Chapter1

Overview of Cisco uBR10012 Universal Broadband Router Software

Supported Software Features for the Cisco uBR10012 Router 1l

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8015096¢.html

» Configuring Virtual Interfaces on the Cisco uBR10-MC5X20S/U Card
http://www.cisco.com/en/U S/products/hw/modul es/ps4969/products feature guide09186a00801b
17cd.html

Virtual Interface Bundling on the Cisco uBR10-MC5X20S/U BPE

Cisco 10S Release 12.3(13a)BC introduces support for virtual interface bundling on the Cisco
uBR10012 universal broadband router and the Cisco uBR10-M C5X20S/U Broadband Processing
Engine (BPE), and the Cisco uBR7246V XR router.

In prior Cisco |OSreleases, cableinterface bundling waslimited to physical interfaces as master or slave
interfaces, and show commands did not supply bundle information.

Virtual interface bundling removes the prior concepts of master and slave interfaces, and introduces
these additional changes:

« Virtual interface bundling uses bundle interface and bundle members instead of master and slave
interfaces.

» Thevirtua bundle interface is virtually defined, as with IP loopback addresses, for example.
» Virtual interface bundling supports bundle information in multiple show ip interface commands.

Virtual interface bundling prevents loss of connectivity on physical interfaces should there be afailure,
problematic online insertion and removal (OIR) of one line card in the bundle, or erroneous removal of
configuration on the master interface.

Virtual interface bundling supports and governs the following Layer 3 settings for the bundle member
interfaces:

- |IP address

» |P helper-address

- source-verify and lease-timer functions

» cable dhcp-giaddr (The giaddr field is set to the | P address of the DHCP client.)
» Protocol Independent Multicast (PIM)

» Access control lists (ACLS)

- Sub-interfaces

For additional configuration information, examples, and guidelines for virtual interface bundling, refer
to the following documents on Cisco.com:

» Cable Interface Bundling and Virtual Interface Bundling for the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide_chapter09186a00
8022eba7.html

» Virtual Interfaces and Frequency Stacking Configuration on MC5x20S and MC28U Line Cards
http://www.cisco.com/en/U S/tech/tk86/tk804/technologies white paper09186a0080232b49.shtml
< Virtual Interfaces on the Cisco uBR10-MC5X20S/U Card

http://www.cisco.com/en/U S/partner/products/hw/modul es/ps4969/products feature guide09186a
00801b17cd.html
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VLAN Features

Cisco 10S |EEE 802.1Q provides support for IEEE 802.1Q encapsulation for Virtual LANs (VLANS).
VLANS can be implemented with Cisco 10S platforms in environments where the |EEE 802.1Q
encapsulation standard isrequired. With theintroduction of the Cisco |OSIEEE 802.1Q Support feature,
Cisco 10S supported 802.1Q VLAN encapsulation, in addition to the currently supported ISL and |IEEE
802.10 SDE encapsulations.

Release 12.2(11)CY adds 802.1Q VLAN support for the Cisco uBR10012 universal broadband router.
Service providers can use 802.1Q VLANSs on Gigabit Ethernet interfaces to provide isolation between
different content providers' traffic. 802.1Q VLANs may be mapped to MPLS VPN, maintaining traffic
separation across an MPL S infrastructure.

For more information, refer to the IEEE 802.1.Q Configuration Guide at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/access/mar_3200/mar_conf/m511m80.htm

Refer also to the Cisco |OS |EEE 802.1Q Support Guide for command reference information at the
following URL:

http://www.cisco.com/univercd/cc/td/doc/product/sof tware/ios120/120newft/120t/120t1/8021g. ht m#xt
ocidl 367322

VPN and Layer 2 Tunneling Features

The Cisco uBR10012 router supports multiple features and functions for virtual private networks
(VPNSs), to include the following:

» Dynamic SID/VRF Mapping Support

» Generic Routing Encapsulation (GRE) Tunneling on the Cisco uBR10012

« IPv6 over L2VPN

e MPLS-VPN Network Support

« NetFlow Accounting Versions 5 and 8 Support

e Transparent LAN Service (TLS) on the Cisco uBR10012 Router with IEEE 802.1Q

e Transparent LAN Service and Layer 2 Virtual Private Networks

Dynamic SID/VRF Mapping Support

Cisco |10S release 12.3(13a)BC introduces support for dynamic service ID (SID) and VRF mapping on
the Cisco CMTS, to support VolP with MPLS. Formerly, the MPLS SID mapping feature only applied
to provisioned service flows. This feature enables the mapping of all PacketCable DQoS service flows
to one particular VRF.

For additional information, refer to the following:

» Mapping Service Flows to MPLS VPN on the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature _guide book09186a0080
19b6bd.html

Generic Routing Encapsulation (GRE) Tunneling on the Cisco uBR10012

Cisco 10S Release 12.3(17a)BC introduces Generic Routing Encapsulation (GRE) Tunneling on the
Cisco uBR10012.
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Generic Route Encapsulation (GRE) isatunneling protocol that can encapsul ate avariety of packet types
inside IP tunnels, creating a virtual point-to-point link to Cisco routers at remote points over an |P
internetwork.

Beginning with Cisco |0S Release 12.3(17a)BC, the Cisco uBR10012 router now supports |Pv6 using
Layer 2 VPNs based on SID to 802.1g mapping. The Cisco uBR10012 router already supported
Transparent LAN service with Layer 2 VPNsin Cisco 10S Release 12.3(13a)BC and | ater releases. As
more Internet users switch to IPv6, the Cisco IPv6 protocol support helps enable the transition. |Pv6
fixesanumber of limitationsin IPv4, such as limited numbers of available IPv4 addressesin addition to
improved routing and network autoconfiguration. This feature allows customers to introduce |Pv6 into
their network with minimal operational impact.

For additional information about this feature, refer to the following documents on Cisco.com:
- |Pv6 Documentation: overview, technology, design and configuration information

http://www.cisco.com/en/U S/tech/tk872/tsd technology support_protocol home.html

MPLS-VPN Network Support

Using Multiprotocol Label Switching Virtual Private Network technology (MPLS VPN), service
providers can create scalable and efficient private networks using a shared hybrid fiber-coaxial (HFC)
network and Internet protocol (I1P) infrastructure. For overview and configuration information, refer to
the “Multiprotocol Label Switching” section in the Cisco |OS Switching Services Configuration Guide,
Release 12.2 on Cisco.com.

NetFlow Accounting Versions 5 and 8 Support

~

Note

Cisco 10S Release 12.3(9a)BC introduces support for NetFlow Accounting Versions 5 and 8 on the
Cisco uBR10012 router.

The Cisco uBR10012 router requires the PRE2 performance routing engine module to support Netflow
in Cisco |OS Release 12.3(92)BC, and later releases in the 12.3 BC train. Also note that performance
with packets-per-second (PPS) isreduced by 50% when Netflow is enabled, as two passes per packet are
required.

NetFlow enablesyou to collect traffic flow statistics on your routing devices. NetFlow provides network
administrators with access to “call detail recording” information from their data networks. Exported
NetFlow data can be used for avariety of purposes, including network management and planning,
enterprise accounting and departmental chargebacks, ISP billing, data warehousing and data mining for
marketing purposes.

NetFlow is based on identifying packet flows for ingress IP packets. It does not require any
connection-setup protocol either between routers or to any other networking device or end station and
does not require any change externally—either to the traffic or packets themselves or to any other
networking device.

NetFlow is completely transparent to the existing network, including end stations and application
software and network devices like LAN switches. Also, NetFlow is performed independently on each
internetworking device, it need not be operational on each router in the network. Using NetFlow Data

[ oL-1520-08

Cisco uBR10012 Universal Broadband Router Software Configuration Guide g


http://www.cisco.com/en/US/tech/tk872/tsd_technology_support_protocol_home.html

Chapter 1 Overview of Cisco uBR10012 Universal Broadband Router Software |

M Supported Software Features for the Cisco uBR10012 Router

Export (NDE), you can export data to a remote workstation for data collection and further processing.
Network planners can selectively invoke NDE on a router or on a per-subinterface basis to gain traffic
performance, control, or accounting benefits in specific network locations.

NetFlow Version 5 Features and Format

NetFlow exports flow information in UDP datagrams in one of two formats. The version 1 format was
theinitially released version, and version 5 is a later enhancement to add Border Gateway Protocol
(BGP) autonomous system (AS) information and flow sequence numbers.

In Netflow Version 1 and Version 5 formats, the datagram consists of a header and one or more flow
records. Thefirst field of the header contain the version number of the export datagram. Typically, a
receiving application that accepts either format allocates a buffer big enough for the biggest possible
datagram from either format and uses the version from the header to determine how to interpret the
datagram. The second field in the header is the number of records in the datagram and should be used to
index through the records.

All fieldsin either version 1 or version 5 formats are in network byte order. Table 5 and Table 6 describe
the data format for version 1, and Table 7 and Table 8 describe the data format for version 5.

Werecommend that receiving applications check datagramsto ensurethat the datagramsarefrom avalid
NetFlow source. We recommend you first check the size of the datagram to make sure it is at least long
enough to contain the version and count fields. Next we recommend you verify that the versionisvalid
(1 or 5) and that the number of received bytesis enough for the header and count flow records (using the
appropriate version).

Because NetFlow export uses UDP to send export datagrams, it is possible for datagrams to be lost. To
determine whether or not flow export information is lost, the version 5 header format contains a flow
sequence number. The sequence number isequal to the sequence number of the previous plusthe number
of flowsin the previous datagram. After receiving anew datagram, the receiving application can subtract
the expected sequence number from the sequence number in the header to get the number of missed
flows.

Table 8 lists the byte definitions for Netflow Version 5 header format.

Table 8 Netflow Version 5 Header Format

Bytes Content Description

0-3 version and count | Netflow export format version number and number of flows
exported in this packet (1-30).1

4-7 SysUptime Current time in milliseconds since router booted

8-11 unix_secs Current seconds since 0000 UTC 1970.

12-15 unix_nsecs Residual nanoseconds since 0000 UTC 1970.

16-19 flow_sequence Sequence counter of total flows seen.

20-23 reserved Unused (zero) bytes.

1. Netflow Version 5 export packets (set with ip flow-export command) allow the number of records stored in the datagram to
be a variable between 1 and 30.

Table 9 lists the byte definitions for Version 5 flow record format.
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Table 9 Netflow Version 5 Flow Record Format

Bytes Content Description

0-3 srcaddr Source |P address.

4-7 dstaddr Destination |P address.

8-11 nexthop Next hop router's | P address.

12-15 input and output Input and output interface's SNMP index.

16-19 dPkts Packets in the flow.

20-23 dOctets Total number of Layer 3 bytes in the flow's packets.

24-27 First SysUptime at start of flow.

28-31 Last SysUptime at the time the last packet of flow was received.

32-35 srcport and dstport TCP/UDP source and destination port number or equivalent.

36-39 padl, tcp_flags, prot, Unused (zero) byte, Cumulative OR of TCPflags, | P protocol (for
and tos example, 6=TCP, 17=UDP), and |P type-of-service.

40-43 src_as and dst_as AS of the source and destination, either origin or peer.

44-47 src_mask, dst_mask, Source and destination address prefix mask bits, pad 2 is unused

and pad?2

(zero) bytes.

Netflow Version 8 Features and Format

NetFlow exports flow information in UDP datagrams in one of several formats. Version 8, anew data
export version, has been added to support data exports from aggregation caches. Version 8 allows for
export datagrams to contain a subset of the usual version 5 export data, which isvalid for a particular
aggregations scheme type.

Figure 4 illustrates the Netflow Version 8 header format.

Figure 4

Version 8 Header Format

Bywlem Wuplime

LINTH saerauis

Engine fype

Table 3 lists definitions for terms used in the version 8 header.
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Table 10  Terms and Definitions for Version 8 Headers

Term Definition

Version The flow export format version number. In this case, the number is“8".
Count The number of export records in the datagram.

System Uptime The number of milliseconds since the router was last booted.

UNIX Seconds The number of seconds since 0000 Universal Time Code (UTC) 1970.

UNIX Nanoseconds

The number of residual nanoseconds since 0000UTC 1970.

Sequence Number

Sequence counter of total flows sent for this export stream.

Engine Type The type of switching engine. RP=0 and LC=1.
Engine ID The slot number of the NetFlow switching engine.
Aggregation The type of aggregation scheme being used.

Aggregation Version

The aggregation subformat version number. The current valueis“2".

Additional Information about Netflow on the Cisco CMTS

For additional information about configuring Netflow Accounting on Cisco CMTS, refer to the
following documents on Cisco.com:

NetFlow Overview, Version 5
http://www.cisco.com/en/U S/products/sw/iosswrel /ps1828/products configuration

quide chapter

09186a00800ca62d.html
NetFlow Overview, Version 8
http://www.cisco.com/en/U S/products/sw/iosswrel /ps1831/products configuration

quide chapter

09186a00800cabch.html
Configuring NetFlow (Versions 1 and 5)
http://www.cisco.com/en/U S/products/sw/iosswrel /ps1826/products configuration

quide chapter

09186a00800880f9.html
Configuring NetFlow (Version 8)
http://www.cisco.com/en/U S/products/sw/iosswrel /ps1831/products configuration

quide chapter

09186a00800ca6ee.html
http://www.cisco.com/en/U S/products/sw/iosswrel /ps1835/products _configuration

quide chapter

09186a00800ca7f8.html
Cisco 10S NetFlow documentation home page

http://www.cisco.com/warp/public/732/Tech/nmp/netflow/netflow documentation.shtml

Cisco 10S NetFlow White Papers
http://www.cisco.com/warp/public/732/Tech/nmp/netflow/netflow_techdoc.shtml
Cisco 10S Software Home Page for NetFlow
http://www.cisco.com/warp/public/732/Tech/nmp/netflow/index.shtml

Transparent LAN Service (TLS) on the Cisco uBR10012 Router with IEEE 802.1Q

Cisco 10S 12.3(9a)BC introduces support for the Transparent LAN Service over Cable feature on the

Cisco 10012 router. Thisfeature enhances existing Wide Area Network (WAN) support to provide more
flexible Managed A ccessfor multiple Internet service provider (1SP) support over ahybrid fiber-coaxial
(HFC) cable network.

r Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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This feature allows service providers to create a Layer 2 tunnel by mapping an upstream service
identifier (SID) to an IEEE 802.1Q Virtual Local AreaNetwork (VLAN).

For additional information about configuring TLS on the Cisco uBR10012 CMTS, refer to the following
document on Cisco.com:

» Transparent LAN Service over Cable

http://www.cisco.com/univercd/cc/td/doc/product/cable/cab _rout/cfig_nts/tls-cmts.htm

Cisco TLSfor the Cisco uBR10012 router requires the PRE2 performance routing engine module with
Cisco 10S Release 12.3(9a)BC or a later release in the Cisco 10S 12.3BC train.

Transparent LAN Service and Layer 2 Virtual Private Networks
Cisco |0S Release 12.3(13a)BC introduces the fol lowing changes or requirements for the TL S feature with
Layer 2 VPNs:

» When the TLSfeature is used with Layer 2 VPNs, the participating cable modems must have the
Baseline Privacy Interface security feature (BPI) enabled. Otherwise, the Cisco CMTS drops such
Layer 2 traffic in the upstream or downstream.

» Information about Customer Premises Equipment (CPE) does not display in the output of the
show cable modem command.

Refer to the following documents on Cisco.com for additional TLS information:
- TLSfor the Cisco CMTS

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products feature guide09186a008015939
6.html

e TLSOver Cable - TAC Document #60027

http://www.cisco.com/en/U S/products/hw/cable/ps2217/products _configuration_example09186a0
08029160d.shtml
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CHAPTER 2

Configuring the Cable Modem Termination
System for the First Time

This chapter describes how to start up and configure the Cisco uBR10000 series Cable Modem
Termination System (CMTS) for the first time. The chapter contains the following sections:

Section

Purpose

“Preparing for Configuration”
section on page 2

I dentifies tasks and analysis that you must compl ete prior to
powering on and configuring the Cisco uBR10012 router.

“Understanding

Cisco uBR10012 Router
Configuration Fundamentals”
section on page 3

Describes the basic principles of using passwords and
summarizes the initial router configuration utilities that are
available to you. The remainder of this chapter provides
instructions for each utility.

“Configuring the
Cisco uBR10012 Router Using
Autolnstall” section on page 7

Describeshow to usethe Autol nstall process, which isdesigned
to configure the Cisco uBR10012 router automatically after
connection to your WAN.

“Configuring the
Cisco uBR10012 Router Using the
Setup Facility” section on page 8

Describes how to use the Setup facility (also called the System
Configuration dialog) for configuring your CMTS, an
alternative to Autolnstall. The Setup facility supports several
functions so that cable interfaces and cable interface line cards
are fully operational (after initial setup). Use the Setup facility
prior to completing aWAN or LAN connection to your router.

“Configuring the

Cisco uBR10012 Router Manually
Using Configuration Mode” section
on page 13

Describes how to configure the Cisco uBR10012 router
manually if you prefer not to use the Setup or Autolnstall
facilities.

“Configuring the Cable Interface
with the Extended Setup Facility”
section on page 14

Provides instructions for using the Setup facility to create an
initial configuration. The extended setup prompts you to
configure each interface on the system.

“Reviewing Y our Settings and
Configurations” section on page 17

Provides commands to check your settings and review any
changes to your configuration.

[ oL-1520-05
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I Preparing for Configuration

Preparing for Configuration

Complete these prerequisite steps before you power on and configure the Cisco uBR10012 router:

» Ensurethat your network supportsreliable broadband data transmission. Y our plant must be swept,
balanced, and certified based on National Television Standards Committee (NT SC) or appropriate
international cable plant recommendations. Ensure your plant meets all Data-over-Cable Service
Interface Specifications (DOCSIS) downstream and upstream radio frequency (RF) requirements.

» Ensure that your Cisco uBR10012 router is installed according to the instructions in the hardware
installation guide that came with your CMTS.

- Ensurethat all other required headend or distribution hub routing and network interface equipment
isinstalled, configured, and operational (based on the supported services). This includes:

— All routers

— Servers (Dynamic Host Configuration Protocol (DHCP) servers, Trivial File Transfer Protocol
(TFTP) servers, and time-of-day (ToD) servers)

— Network management systems
— Other configuration or billing systems

» Ensure that DHCP and DOCSIS configuration files have been created and pushed to appropriate
servers so that each CM, when initialized, can:

— Transmit a DHCP request
— Receive an |P address
— Obtain TFTP and ToD server addresses

— Download a DOCSI S configuration file (or updated software image if using Cisco uBR924
cable access routers or Cisco uBR910 cable data service units (DSUs) in your network)

» Ensure that customer premises equipment (CPE)—CMs or set-top boxes (STBs), PCs, telephones,
or facsimile machines—meet requirements for your network and service offerings.

- Befamiliar with your channel plan to assign appropriate frequencies. Outline your strategies for
setting up bundling, if applicable to your headend or distribution hub. As appropriate, obtain:

— Passwords

— |P addresses

— Subnet masks
— Device names

After these prerequisites are met, you are ready to configure the Cisco uBR10012 router. Thisincludes,
at a minimum:

» Configuring a host name and password for the Cisco uBR10012 router
- Configuring the CMTS to support IP over the cable plant and network backbone

A

Caution  If you plan to use service-class-based provisioning, the service classes must be configured at the
CMTS before CMs attempt to make a connection.
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Understanding Cisco uBR10012 Router Configuration
Fundamentals

“~

Note

P
Tip

This section describes the basic parameters of using passwords.

These sections provide minimal configuration instructions. For additional configuration information,
refer to subsequent chaptersin this guide. For examples of Cisco uBR10000 seriesCMTS
configuration files, refer to the “Viewing Sample Configuration Files” section on page 17.

Be sure that you have appropriate addresses and values based on your network before you attempt to
configure the router. Enter the show version command to display the release of Cisco |OS software
on your router.

Using the Enable Secret and the Enable Passwords

Step 1

Step 2

The Cisco uBR10012 router isadministered using the Cisco command interpreter, called the EXEC. Y ou
must boot and log in to the router before you can enter an EXEC command.

Connect aterminal to the 1/O controller console port of the Cisco uBR10012 router and establish a
terminal session. Y ou can open a Terminal application (Hyper Terminal) on a PC as follows:

a. Connect using: Direct to Com 1
b. Set bits per second: 9600

c. Set data bits: 8

d. Set parity: none

e. Set stop bit: 1

f.

Set flow control: none
Power on the Cisco uBR10000 series. Enter no to choose the normal operating mode of the router. The
user EXEC prompt appears:

Would you like to enter the initial dialog?[yes]: no
Rout er >

Setting Password Protection

N

Note

P
Tip

For security purposes, the EXEC has two levels of access to commands: user EXEC mode and
privileged EXEC mode. The commands available at the user level are a subset of those available at
the privileged level.

Because many privileged-level EXEC commands are used to set operating parameters,
password-protect these commands to prevent unauthorized use.

At the EXEC prompt, enter one of the following two commands to set password protection:

- enable secret password (which is avery secure, encrypted password)
» enable password (which is aless secure, nonencrypted password)
To gain access to privileged-level commands, enter the desired password.

[ oL-1520-05
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N

Note

An enable secret password can contain from 1 to 25 uppercase and lowercase al phanumeric
characters. An enable password can contain any humber of uppercase and lowercase al phanumeric
characters. A number cannot be the first character. Spaces are valid password characters; for
example, “two words” isavalid password. Leading spaces are ignored. Trailing spaces are
recognized. Alphanumeric characters are recognized as uppercase or lowercase.

Passwords should be different for maximum security. If you enter the same password for both during the
setup script, the system accepts it, but you receive a warning message indicating that you should enter a
different password.

Replacing or Recovering a Lost Password

N

Note

This section describes how to recover alost enable or console login password and how to replace a lost
enable secret password on your Cisco uBR10012 router.

It is possible to recover the enable or console login password. The enable secret password is
encrypted, however, and must be replaced with a new enable secret password.

Overview of the Password Recovery Process

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

Note

Following is an overview of the general steps in the password recovery procedure:

If you can log in to the router, enter the show ver sion command to determine the existing configuration
register value.

Press the Break key to get to the bootstrap program prompt (ROM monitor). Y ou might need to reload
the system image by power cycling the router.

Change the configuration register so that the following functions are enabled:
- Break
- Ignore startup configuration
» Boot from Flash memory

Note  The key to recovering alost password is to set the configuration register bit 6 (0x0040) so
that the startup configuration (usually in NVRAM) isignored. Thisallowsyouto log in
without using a password and to display the startup configuration passwords.

Cisco recommends setting the configuration register to 0x142.

Power cycle the router by turning power off and then back on.

Log in to the router and enter the privileged EXEC mode.

Enter the show startup-config command to display the passwords.
Recover or replace the displayed passwords.

Change the configuration register back to its original setting.

Torecover alost password if Break is disabled on the router, you must have physical access to the router.
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Replacing or Recovering Passwords

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Complete the following steps to recover or replace alost enable, enable secret, or console login
password:

Attach an ASCII terminal to the console port on your Cisco uBR10012 router.
Configure the terminal to operate at 9600 baud, 8 data bits, no parity, and 2 stop bits.

If you can log in to the router as a nonprivileged user, enter the show version command to display the
existing configuration register value. Note the value for later use. If you cannot log in to the router at all,
continue with the next step.

Press the Break key or send a Break from the console terminal .

- If Break is enabled, the router enters the ROM monitor, indicated by the ROM monitor prompt
(rommon n>), where n is the number of the command line. Proceed to Step 6.

- |If Break isdisabled, power cycle the router (turn the router off or unplug the power cord, and then
restore power). Proceed to Step 5.

Within 60 seconds of restoring the power to the router, press the Break key or send a Break. This action
causes the router to enter the ROM monitor and display the ROM monitor prompt (r ormon 1>).

To set the configuration register on a Cisco uBR10012 router, use the configuration register utility by
entering the confr eg command at the ROM monitor prompt as follows:

rommon 1> confreg

Answer yes to the enablei gnore system config info? prompt and note the current configuration
register settings.

Initialize the router by entering the r eset command as follows:
rommon 2> reset

The router initializes, the configuration register is set to 0x142, the router boots the system image from
Flash memory and enters the System Configuration dialog (setup), as follows:

--- System Configuration Dialog --
Enter no in response to the System Configuration dialog prompts until the following message appears:

Press RETURN to get started!

Press Return. The user EXEC prompt appears as follows:

Rout er >

Enter the enable command to enter privileged EXEC mode.

Enter the show startup-config command to display the passwords in the configuration file as follows:

Rout er# show startup-config

Scan the configuration file display looking for the passwords; the enable passwords are usually near the
beginning of the file, and the console login or user EXEC password is near the end. The passwords
displayed will look something like this:

enabl e secret 5 $1$0RPP$s9syZt 4uKn3SnpulLDrhuei
enabl e password 23ski ddoo

line con O
password onranp
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N

Note

A

The enable secret password is encrypted and cannot be recovered; it must be replaced. The enable
and console passwords can be encrypted text or clear text.

Proceed to the next step to replace an enable secret, console login, or enable password. If thereis no
enable secret password, note the enable and console login passwords if they are not encrypted and
proceed to Step 17.

Caution

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

A

Do not perform the next step unless you have determined that you must change or replace the enable,
enable secret, or console login passwords. Failure to follow the steps as presented here could cause
your router configuration to be erased.

Enter the configure memory command to load the startup configuration file into running memory. This
action allows you to modify or replace passwords in the configuration.

Rout er# configure nmenory

Enter the configure terminal command for configuration mode:

Router# configure term nal

To change all three passwords, enter the following commands:

Rout er (confi g) # enabl e secret newpasswordl
Rout er (confi g) # enabl e password newpasswor d2
Router (config)# line con O

Rout er (confi g) # password newpassword3

Change only the passwords necessary for your configuration. Y ou can remove individual passwords by
using the no form of the previous commands. For example, entering the no enable secret command
removes the enable secret password.

Y ou must configure all interfaces to not be administratively shut down as follows:

Router (config)# interface fast ethernet 0/0/0
Rout er (confi g)# no shutdown

Enter the equivalent commands for all interfaces that were originally configured. If you omit this step,
all interfaces are administratively shut down and unavailable when the router is restarted.

Use the config-register command to set the configuration register to the original value noted in Step 3
or Step 7.

Press Ctrl-Z or type end to exit configuration mode:

Rout er (confi g)# end

Caution

Step 19

Step 20

Step 21

Do not perform the next step unless you have changed or replaced a password. If you have skipped
Step 13 through Step 16 previously, then proceed now to Step 20. Failure to observe this sequence
causes the system to erase your router configuration file.

Enter the copy running-config startup-config command to save the new configuration to nonvolatile
memory:

Rout er# copy runni ng-config startup-config

Enter the reload command to reboot the router:
Rout er# rel oad

Log in to the router with the new or recovered passwords.
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Configuring the Cisco uBR10012 Router Using Autolnstall

The Autolnstall processis designed to configure the Cisco uBR10012 router automatically after
connection to your WAN.

For Autolnstall to work properly, a TCP/IP host on your network must be preconfigured to provide the
required configuration files. The TCP/IP host can exist anywhere on the network aslong as thefollowing
conditions are maintained:

« The host must be on the LAN or WAN side of the router’s line card connection to the WAN.
» The User Datagram Protocol (UDP) broadcasts to and from the router.
« The TCP/IP host is enabled.

This functionality is coordinated by your system administrator at the site where the TCP/IP host is
located. Y ou should not use Autolnstall unless the required files are available on the TCP/IP host. Refer
to the following publications for more information about Autol nstall:

» Cisco |OS Configuration Fundamentals Configuration Guide, Release 12.2 at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cqcr/ffun_c/index.htm

» Cisco |OS Configuration Fundamentals Command Reference, Release 12.2 at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cqgcr/ffun_r/index.htm

Preparing for the Autolnstall Process

Step 1
Step 2

Step 3

Complete the following steps to prepare your Cisco uBR10012 router for the Autolnstall process:

Attach the appropriate synchronous serial cable to the synchronous serial interface 0O on the router.

Turn the power switch on each power supply to the ON (]) position. This action turns on power to the
router.

The router loads the operating system image from Flash memory; this process can take several minutes.
If the remote end of the WAN connection is connected and properly configured, the Autolnstall process
begins.

When the Autolnstall process is completed, use the copy running-config startup-config command to
write the configuration data to the router’ s nonvol atile random-access memory (NVRAM):

Rout er# copy runni ng-config startup-config

Completing this step saves the configuration settings that the Autolnstall process created to NVRAM. If
you fail to do this, your configuration will be lost the next time you reload the router.
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Configuring the Cisco uBR10012 Router Using the Setup Facility

The Cisco uBR10000 series Setup facility (also called the System Configuration dialog) is a useful and
efficient tool for configuring your CMTS. The Setup facility supports the following functions so that
cable interfaces and cable interface line cards are fully operational (after initial setup):

- Cable-specific commands
» Upstream frequency definition
For each cable interface, the following information is mandatory:

Per upstream
cabl e upstreamn frequency f
no cabl e upstream n shut down

Options include definition of the following information:
- DHCP server address.

- Options are also provided to set downstream frequency for the upconverter per interface.

If you do not plan to use Autolnstall, do not connect the router’s WAN or LAN cable to the channel
service unit (CSU) and data service unit (DSU). If the WAN or LAN cable is connected to the CSU and
DSU and the router does not have a configuration stored in NVRAM, the router attemptsto run
Autolnstall at startup.

Tip The router might take several minutes to determine that Autolnstall is not set up to aremote TCP/IP
host. When the router determines that Autolnstall is not configured, it defaults to the Setup facility.
If the LAN or WAN cableis not connected, the router boots from Flash memory and automatically
runs the Setup facility.

Note  You can run the Setup facility when the enable prompt (#) is displayed, by entering the setup
command in privileged EXEC mode.

Configuring Global Parameters

When you first start the program, configure the global parameters to control system-wide settings:

Stepl  Connect a console terminal to the console port on the I/O controller, and then boot the router.

Step2  After booting from Flash memory, the following information appears after about 30 seconds. When you
see this information, you have successfully booted your router:

Restricted Ri ghts Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts cl ause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
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Note

Step 3

Step 4

Step 5

Configuring the Cisco uBR10012 Router Using the Setup Facility 1l

Cisco Internetwork Operating System Software

I0S (tm) 10000 Software (UBRLOK-P6-M, Version 12.2(2)XF

TAC Support: http://ww.cisco.conl cgi-bin/ibld/view pl?i=support
Copyright (c) 1986-2001 by Cisco Systens, Inc.

Conpil ed Fri 20-Jul-01 16:15 by test

| mage text-base: 0x60008960, data-base: 0x612E0000

ci sco uBR10000 (PRE-RP) processor w th 98304K/32768K bytes of menory.
Processor board | D TBA05080458

R7000 CPU at 262NMhz, |nplenentation 39, Rev 2.1, 256KB L2, 2048KB L3 Cache
Backpl ane version 1.0, 8 slot

Last reset from unexpected val ue

Toaster processor tncO is running.

Toaster processor tncl is running.

1 Ethernet/| EEE 802.3 interface(s)

1 Fast Ethernet/| EEE 802.3 interface(s)

509K bytes of non-volatile configuration menory.

46976K bytes of ATA PCMCI A card at slot O (Sector size 512 bytes).
32768K bytes of Flash internal SIMM (Sector size 256KB).

Press RETURN to get started!

The first two sections of the configuration script, the banner and the ingtalled hardware, appear only at initia
system startup. On subsequent uses of the Setup facility, the script begins with the following prompt.

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?'" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.

Basi ¢ nanagenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

When asked if you want to continue with the System Configuration dialog and enter basic management
setup (displays the current interface summary), enter yes or press Return:

Continue with configuration dialog? [yes/no]: yes

Woul d you like to enter basic managenent setup? [yes/no]: yes

The interface summary appears, showing the state of configured and unconfigured interfaces.

Choose which protocols to support on your interfaces. For |P-only installations, you can accept the
default values for most of the questions. A typical configuration using I P follows and continues through
Step 7:

Configuring global paraneters:
Enter host nane [Router]: router

Enter the enable secret password, the enable password, and the virtual terminal password:

The enabl e secret password is a one-way cryptographic secret
password used instead of the enable password when it exists.

Enter enable secret: *xxx**

[ oL-1520-05
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The enabl e password is used when there is no enable secret
password and when using ol der software and sone boot inmages.

Enter enabl e password: ***x**

Enter virtual term nal password: ******

Step6  The Simple Network Management Protocol (SNMP) is the most widely supported open standard for
network management. SNMP provides a meansto access and set configuration and run-time parameters
of routers and communication servers. SNMP also defines a set of functions that can be used to monitor
and control network elements.

Enter yes to accept SNM P management; enter no to refuseit:

Configure SNVP Network Managenent? [no]:
Community string [public]:

Step7  Inall cases, you will use I P routing. When you are using | P routing, select an interior routing protocol.
Y ou can specify one of only two interior routing protocols to operate on your system using the Setup
facility, either Interior Gateway Routing Protocol (IGRP) or Routing Information Protocol (RIP).

To configure IP routing, enter yes (the default) or press Return, and then select an interior routing
protocol:
Configure I P? [yes]:
Configure I GRP routing? [yes]:
Your | GRP autononpus system nunber [1]: 15
Step8  Configureyour line card interface parameters. The foll owing exampl e shows how an 8-port Ethernet line
card isinstalled in line card slot 3. The Setup facility determines the status of all interfaces.

To configure each active interface port for IP, enter yes (the default) or press Return. For al inactive
ports, the default is no. Y ou can press Return to accept the default.

Configuring interface Ethernet 1/0:
Is this interface in use? [yes]:
Configure IP on this interface? [yes]:
| P address for this interface [19.2.22.4]:
Number of bits in subnet field [8]:
Class A network is 19.0.0.0, 8 subnet bits; nask is /16

Configuring interface Ethernetl/1:
Is this interface in use? [no]:

Configuring interface Ethernetl/2:
Is this interface in use? [no]:

Configuring interface Ethernetl/3:
Is this interface in use? [no]:

Configuring interface Ethernetl/4:
Is this interface in use? [no]:

Configuring interface Ethernetl/5:
Is this interface in use? [no]:

Configuring interface Ethernetl/6:
Is this interface in use? [no]:

Configuring interface Ethernetl/7:
Is this interface in use? [no]:

Step9  Configure your cable interface. The following example shows a Cisco uBR10012 router with cable
interface. The Setup facility, for the most part, determines the status of all interfaces.

To configure each active interface port, enter yes (the default) or press Return. For all inactive ports, the
default is no. Y ou can press Return to accept the default.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Step 10

Step 11

Note

Configuring the Cisco uBR10012 Router Using the Setup Facility 1l

Configuring interface cable 5/0/0:
Is this interface in use? [yes]:
Configure this interface? [yes]:
| P address for this interface [19.2.22.5]:
Number of bits in subnet field [8]:
Class A network is 19.0.0.0, 8 subnet bits; nask is /16

Configuring interface cable 1/1:
Is this interface in use? [yes]:
Configure this interface? [yes]:
| P address for this interface [19.2.22.6]:
Number of bits in subnet field [8]:
Class A network is 19.0.0.0, 8 subnet bits; nask is /16

The configuration program displays the newly created command interface script:

The followi ng conmand script was created:

host nane router

enabl e secret 5 $1$f 0f c$A38P/ KN 9yD3sEKSt 6hKQ
enabl e password betty

line vty 0 4

password wi | nma

snnp-server comunity public

|

ip routing

!

interface cable 5/0/0

ip address 19.2.22.5 255.255.0.0

router igrp 15

network 19.0.0.0
!

end

When asked if you want to use this configuration, enter yes or press Return.

Use this configuration? [yes/no]: yes

Save your settingsto NVRAM. (Refer to the “Configuring the Cable Interface with the Extended Setup
Facility” section on page 14.)

Y ou must always manually save the configuration settings to NVRAM whenever they are modified.

Configuring Upstream Frequencies

Upstream parameters must be configured manually. After the Setup facility is run, upstream ports have
adefault state of “shutdown.” Y ou have two methods to configure upstream channel frequencies:

- Configure afixed frequency between 5 to 42 MHz for North American channel plans, and enable
the upstream port.
» Create aglobal spectrum group, assign the interface to it, and enable the upstream port.

The cable interface card receiver accepts time-division multiplexed burst transmissions from
cable interfaces (or CMs in set-top boxes), which are DOCSI S-based. The upstream port becomes “ up”
when it is assigned an upstream frequency and is configured to be administratively up.

The upstream port is frequency-agile. The frequency can change while the interface is up and carrying
traffic, if you define spectrum groups per the example provided.

[ oL-1520-05
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Configuring Individual Upstream Modulation Profiles

Note

Step 1

Step 2
Step 3

Step 4

Note

Y ou can defineindividual modulation profiles. A modulation profile consists of atable of physical layer
characteristics for the different types of upstream bursts such as initial maintenance, long grant, request
data, request, short grant, and station maintenance.

Only qualified personnel should define upstream modulation profiles.

Complete these steps to activate upstream interfaces:

After the Setup facility hasinitially configured noncable interfaces on the Cisco uBR10012 router, enter
the enable command and your password (privileged EXEC).

Enter the configur e terminal command to get into global configuration mode.

In global configuration mode, configure modulation profiles and spectrum groups for your
Cisco uBR10012 router using the cable modulation-profile and cable spectr um-group
commands.

In cable interface configuration mode, configure various characteristics for the interface in question,
using the cable upstream commands.

Refer to Chapter 3, “Configuring Cable Interface Features for the Cisco uBR10012 Router,” for
further information.

r Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Configuring the Cisco uBR10012 Router Manually Using
Configuration Mode

Step 1
Step 2

Step 3

Step 4

Tip

Step 5

Step 6

Step 7

Step 8

Y ou can configure the Cisco uBR10012 router manually if you prefer not to use the Setup facility or
Autolnstall. Complete the following steps:

Connect a console terminal to the console port on the I/O controller.

When asked if you want to enter the initial dialog, answer no to go into the normal operating mode of
the router:

Would you like to enter the initial dialog? [yes]: no
After afew seconds, the user EXEC prompt ( Rout er >) appears. Type enable to enter enable mode
(configuration changes can be made only in enable mode):

Rout er > enabl e

The prompt changes to the enable mode (also called privileged EXEC) prompt:

Rout er #

Enter the configur e terminal command at the enable prompt to enter configuration mode from the
terminal:
Rout er# configure term nal

Enter configurati on commands, one per line. End with CNTL/Z.
Rout er (confi g) #

To seealist of the configuration commands availableto you, enter ? at the prompt or type help while
in configuration mode.

At the Rout er (confi g)# prompt, enter the interface type slot/port command to enter the interface
configuration mode:

Router (config)# interface cable slot/port
Router (config-if)#

Set the downstream center frequency to reflect the digital carrier frequency of the downstream RF carrier
(the channel) for the downstream port:

Rout er (config-int)# cabl e downstream frequency down-freq-hz

N

Note  Thiscommand has no effect on the external upconverter. It isinformational only.

Activate the downstream port on the cable interface line card to support digital data transmission over
the hybrid fiber-coaxial network:

Rout er (config-int)# no shutdown
Enter the fixed center frequency in Hz for your downstream RF carrier and the port number:
Rout er (config-int)# cabl e upstream port frequency up-freg-hz

N

Note  Besurenot to select an upstream frequency that interferes with that used for any other
upstream application in your cable plant.

[ oL-1520-05
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Step 9
Step 10

Step 11
Step 12

Step 13

Step 14

Repeat Step 8 for each upstream port on the cable interface line card.

Activate the upstream port:

Rout er (config-int)# no cable upstream port shutdown

Repeat Step 10 to activate each port used on your cable interface line card.
Exit to return to the configuration mode:

Router(config-if)# exit

Rout er (confi g) #

Enter the next interface to configure, following Step 6 through Step 12, or type exit to return to enable
mode.

Router(config)# exit
Rout er #
%SYS- 5- CONFI G_| : Configured from consol e by consol e#

Save the configuration to NVRAM:
Rout er# copy runni ng-config startup-config

Configuring the Cable Interface with the Extended Setup Facility

The Setup facility creates aninitial configuration. The basic management setup configures only enough
connectivity for management of the system. The Extended Setup facility prompts you to configure each
interface on the system.

To invoke the configuration facility, use the following command:

Rout er # set up

The following is the System Configuration dial og:

Continue with configuration dialog? [yes/no]: yes

MAC-Layer Addressing

A

The MAC-layer or hardware address is a standardized data link layer address required for certain
network interface types. These addresses are not used by other devices in the network; they are unique
to each port. The Cisco uBR10012 router uses a specific method to assign and control the MAC-layer
addresses for line cards.

All LAN interfaces (ports) require unique MAC-layer addresses, also known as hardware addresses.
Typically, the MAC address of an interface is stored on amemory component that resides directly on the
interface circuitry; however, the online insertion and removal (OIR) feature requires a different method.
The OIR feature letsyou remove aline card and replace it with another identically configured one. If the
new line card matches the line card you removed, the system immediately brings it online.

To support OIR, an address allocator with a unique MAC address is stored in an EEPROM on the
Cisco uBR10012 router midplane. Each address is reserved for a specific port and slot in the router
regardless of whether aline card resides in that slot.

Caution

When hot swapping aline card with a different type of interface, you might have to reconfigure the
interfaces. Refer to the hardware installation guide that shipswith your CMTS or to the appropriate
field-replaceable unit (FRU) document for more specific information regarding OIR.
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The MAC addresses are assigned to the slots in sequence. This address scheme allows you to remove
line cards and insert them into other Cisco uBR10012 router without causing the MAC addresses to
move around the network or be assigned to multiple devices.

Storing the MAC addresses for every slot in one central location means that the addresses stay with the
memory device on which they are stored.

Identifying the Cable Interface Line Card

Identifying CM Line Cards

The following Cisco cable interfaces can be installed in a Cisco CMTS:
» The Cisco uBR10012 router supports one downstream modulator and one upstream demodul ator.

— The Cisco uBR10012 router supports the following defaults: QAM-256 at 40 MBps
downstream, and QAM-16 at 5 Mbps upstream.

— The card supports upstream channel widths of 200 kHz, 400 kHz, 800 kHz, 1.6 MHz, and
3.2 MHz.

— The card outputs +42 dBmV and +/- 2 dBmV.

— The downstream modulator has both an RF output, using the integrated upconverter, and an
intermediate frequency (IF) output, which must be connected to an external upconverter.

Identifying CM Line Card Slots

On the Cisco uBR10012 router, the cable interface line card is fixed and is always slot 1. To display
information about a specific cable interface slot’s downstream channel, use the show interfaces cable
command with the CM card’ s slot number and downstream port number in the following format:

show i nterfaces cabl e sl ot/downstream port [downstreani
Use the slot number and downstream port number to display information about a downstream interface.

Y ou can abbreviate the command to sh int c. The following example shows the display for upstream
channel port 0 on a Cisco uBR10012 router:

Router# sh int ¢ 5/0/0
To display information about a specific cable interface slot’s upstream channel, use the
show interfaces cable command. Include these CM card parameters:
- Slot number
- Downstream port number
» Upstream port number
Use this format:
show i nterfaces cabl e sl ot/downstream port [upstrean] upstream port
Use the slot number, downstream port number, and upstream port number to display information about
an upstream interface. Y ou can abbreviate the command to sh int c.

The following example shows the display for upstream channel port O in cable interface slot 3 of a
Cisco uBR10012 router that is turned up:

Router# sh int ¢3/0/0 upstream

[ oL-1520-05
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Configuring Global Parameters

Step 1
Step 2

Step 3

Step 4

Note

Access the host by responding to the following prompt: Enter host name [cnts]:

The enable secret password is used to protect access to privileged EXEC and configuration modes. This
password, after entered, becomes encrypted in the configuration.

Respond to this prompt: Enter enabl e secret [Use current secret]: aa

Next, the enable password is used when you do not specify an enable secret password, with some ol der
software versions, and some boot images.

Respond to this prompt: Enter enable password [rHoz]: bb
Next, use the virtual terminal password to protect access to the router over a network interface.
Respond to this prompt: Enter virtual terminal password [cc]: cc

The following system information appears.

Configure SNVP Network Managenent? [no]:

Configure I P? [yes]:

Configure I GRP routing? [yes]:

Your | GRP autononpus system nunber [1]:

Configure CLNS? [no]:

Configuring interface paraneters:

Do you want to configure FastEthernet0/0 interface? [yes]:
Use the 100 Base-TX (RJ-45) connector? [yes]:

Operate in full-duplex node? [no]:

Configure IP on this interface? [yes]: no

Do you want to configure Ethernetl/0 interface? [yes]: n
Do you want to configure Cable5/0/0 interface? [yes]:
Downstream setting frequency : 531000000

For cabl e upstream [ 0]

Shut down this upstream ? [yes/no]: no

Frequency : 33808000

Woul d you like to configure the DHCP server ? [yes/no]: yes
| P address for the DHCP server

[X XX X]: 10.0.0.2

Configure IP on this interface? [no]: yes

| P address for this interface: 10.20.133.65

Subnet mask for this interface [255.0.0.0] : 255.255.255.248
Class A network is 10.0.0.0, 29 subnet bits; nask is /29

The following configuration command script is created:

interface cabl e5/0/0

i p address 10.20. 133. 65 255. 255. 255. 248
no i p nroute-cache

no keepalive

cabl e insertion-interval 500

cabl e downstream annex B

cabl e downst ream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream frequency 531000000
cabl e upstream O frequency 33808000
cabl e upstream O power-1level O

no cabl e upstream 0 shut down

cabl e hel per-address 10.0.0.2

For modems to acquire an | P address, they must have direct accessto DHCP, TFTP, or ToD servers,
or have a static route set.
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Saving Your Configuration Settings

To store the configuration or changes to your startup configuration in NVRAM, enter the
copy running-config startup-config command at the Rout er # prompt:

Rout er# copy runni ng-config startup-config

This command saves the configuration settings you set using configuration mode, the Setup facility, or
Autolnstall.

P
Tip

If you do not save your settings, your configuration will be lost the next time you reload the router.

Reviewing Your Settings and Configurations

Y ou can check your settings and review any changes to your configuration using various software
commands.

- Toview information specific to the hardware and cable interface configuration on your
Cisco uBR10012 router, use show commands.

— Usethis command to verify the downstream center frequency:
Rout er# show controllers cable slot/port downstream

— Usethis command to verify the current value of an upstream port frequency:
Rout er# show controllers cable slot/port upstream

— Usethis command to check the value of the settings you entered:
Rout er # show runni ng-config

- Toreview changesyou maketo the configuration, use the EXEC show startup-config command to
display the information stored in NVRAM.

Viewing Sample Configuration Files

This section provides examples of Cisco uBR10012 router configuration files. To view the current
configuration of a Cisco uBR10012 router, enter the show running-config command at the
command-line interface (CLI1) prompt in EXEC mode or privileged EXEC mode.

Baseline Privacy Interface Configuration Files

The Cisco uBR10000 series CM T S supports 56-bit and 40-bit encryption and decryption; 56 bit isthe default.
After you choose aCM TS image that supports Baseline Privacy Interface (BPI), BPI is enabled by default for
the Cisco uBR10000 series CMTS. Key commands that appear in the Cisco uBR10012 router configuration
filethat denote that encryption and decryption are supported include:

- int cable 5/0/0
- cableprivacy kek grace-time 800
- cableprivacy kek life-time 750000
- cableprivacy tek grace-time 800
- cableprivacy tek life-time 56000
- cableprivacy enable
- cable privacy mandatory

S

Note  The cable interface must also support encryption and decryption.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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When Baseline Privacy is enabled, the Cisco uBR10012 router routes encrypted and decrypted packets
from ahost or peer to another host or peer. BPI is configured with key encryption keys (KEKs) and traffic
encryption keys (TEKS). A KEK is assigned to a CM, based on the CM’s service identifier (SID), and

permits the CM to connect to the Cisco uBR10012 router when Baseline Privacy is activated. The TEK
isassigned to aCM when its KEK has been established. The TEK isused to encrypt datatraffic between
the CM and the Cisco uBR10012 router.

KEKS and TEKSs can be set for Baseline Privacy on the HFC network to expire based on a grace-time
or alife-time value, defined in seconds. A grace-time value assigns a temporary key to a CM to access
the network. A life-time value assigns a more permanent key to a CM. Each CM that has a life-time
value assigned requests a new lifetime key from the Cisco uBR10012 router before the current one
expires.

To set the duration in seconds for KEK or TEK grace-time or life-time, use the following commands
in global configuration mode. To restore the default val ues, use the no form of each command.

cabl e privacy kek {grace-tinme [seconds] | life-tine [seconds]}

no cabl e privacy kek {grace-time | life-tine}

cabl e privacy tek {grace-tinme [seconds] | life-tine [seconds]}
no cabl e privacy tek {grace-time | life-tine}

Syntax Description

Tip

grace-time seconds (Optional) Length of key encryption grace-time in seconds. Valid rangeis
300 to 1800 seconds. The default grace-time value is 600 seconds.

life-time seconds (Optional) Length of the key encryption life-timein seconds.Valid rangeis
86,400 to 604,8000. The default life-time value is 604800 seconds.

Usethe show cable modem command to identify aCM with encryption and decryption enabled. The
online(pk) output of this command reveals a CM that is registered with BPI enabled and a KEK
assigned. Theonline(pt) output revealsaCM that isregistered with BPI enabled and a TEK assigned.

Should you want to change the Cisco uBR10000 series default of 56-bit encryption and decryption to
40-hit, use the “40 bit DES” option:

Rout er (config-if)# cable privacy ?
40-bi t - des sel ect 40 bit DES
ANANNNNNNNN
aut henti cate-nodem turn on BPlI npbdem aut hentication
authorize-nulticast turn on BPlI nulticast authorization

kek KEK Key Par s
mandat ory force privacy be mandatory
tek TEK Key Par ns

Software then generates a 40-bit DES key, where the DES key that is generated and returned masks the
first 16 bits of the 56-bit key to zero in software. To return to 56-bit encryption and decryption after
changing to 40-bit, enter the no command in front of the “40 bit des” option.
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Configuring Cable Interface Features for the
Cisco uBR10012 Router

The cableinterfacein the Cisco uBR10012 router serves asthe cable TV radio frequency (RF) interface,
supporting downstream and upstream signals. The downstream is output as an intermediate-frequency
(IF) signal suitable for use with an external upconverter. Y our cable plant, combined with your planned
and installed subscriber base, service offering, and external network connections, determines what
combination of Cisco uBR10000 series cable interfaces, network uplink line cards, and other
components that you should use.

- Upto eight Cisco line cards (cable interface line card and Line Card Processor (LCP) combined)
can be housed in a chassis.

- Cableinterface line cards support varied downstream and upstreams ports. Refer to the “Hardware
Supported on the Cisco uBR10012 Router” section on page 8 for a summary.

The Cisco 10S software command-lineinterface (CLI) can be used to configurethe Cisco cableinterface
line card for correct operation on the hybrid fiber-coaxial (HFC) cable network. This chapter describes
the following tasks to configure the Cisco cable interfaces:

Section Purpose

“Administratively Shutting Down and Providesinstructionsfor interface shutdown and restart for
Restarting an Interface” section on page 2 |use with interface configurations requiring shutdown.

“Configuring the Downstream Cable Provides instructions for performing required upstream
Interface” section on page 3 configuration tasks.

“Configuring the Upstream Cable Providesinstructions for performing several optional cable
Interface” section on page 11 interface configurations.

“Configuring Optional Cable Interface  |Providesinstructionsfor performing several optional cable
Features” section on page 26 interface configurations.

“Cable Interface Configuration Provides examples of some cable interface configurations
Examples’ section on page 30 corresponding to earlier procedures in this chapter.

The Cisco Cable Modem Termination System Feature Guide at http://www.cisco.com/univercd/cc/
td/doc/product/cable/cab_rout/cmtsfg/ contains several additional interface and router configurations
applicable to the Cisco uBR10000 series CMTS.

[ oL-1520-05
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I Administratively Shutting Down and Restarting an Interface

Administratively Shutting Down and Restarting an Interface

Y ou can disable an interface by shutting it down. Shutting down an interface disables all functions on
the specified interface and markstheinterface asunavailable on the display of all monitoring commands.
This information is communicated to other network servers through all dynamic routing protocols. The
interface will not be mentioned in any routing updates. On serial interfaces, shutting down an interface
causes the dedicated Token Ring (DTR) signal to be dropped. On Token Ring interfaces, shutting down
an interface causes the interface to deinsert from thering. On Fiber Distributed Data Interfaces (FDDIs),
shutting down an interface causes the optical bypass switch, if present, to go into bypass mode.

To shut down an interface and then restart it, use the following commands in interface configuration

mode:

Command Purpose

shutdown Shuts down an interface.

no shutdown Enables an interface that has been disabled.

To check whether aninterface isdisabled, use the show interfaces command in Privileged EXEC mode.
An interface that has been shut down is shown as administratively down in the show interfaces
command display.

One reason to shut down an interface is if you want to change the electrical interface type or mode of a
port online. Y ou replace the serial adapter cable, for example, and use software commandsto restart the
interface, and if necessary, to reconfigure the port for the new interface.

At system startup or restart, the Fast Serial Interface Processor (FSIP) pollstheinterfaces and determines
the electrical interface type of each port (according to the type of port adapter cable attached). However,
it does not necessarily poll an interface again when you change the adapter cable online.

To ensurethat the system recognizes the new interface type, shut down the interface using the shutdown
command, and enable the interface after changing the cable. Refer to your hardware documentation for
more details.

Examples The following example turns off the Ethernet interface in slot 2 at port 4:
interface ethernet 2/4
shut down
The following example restarts the interface:

interface ethernet 2/4
no shut down
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Configuring the Downstream Cable Interface 1l

Configuring the Downstream Cable Interface

These configurations are required. The first step in configuring the Cisco cable interface isto configure
the downstream cable interface. Configuring the downstream cable interface consists of the following

Note

procedures:

Task

Description

“Activating Downstream Cable
Address Resolution Protocol
Requests” section on page 4

Provides instructions to activate ARP requests on the cable
interface so that the Cisco uBR10000 series CMTS can perform
| P address resol ution on the downstream path.

“Activating Downstream Ports”
section on page 5

Providesinstructionsto activate and verify a downstream port on
acableinterface card for digital data transmissions over the
HFC network.

“Assigning the Downstream
Channel ID” section on page 6

Providesinstructionsto assign and verify anumeric channel ID to
the downstream port on the Cisco cable interface line card.

“ Setting the Downstream Helper
Address” section on page 6

Provides instructionsto specify an | P address of a Dynamic Host
Configuration Protocol (DHCP) server where User Datagram
Protocol (UDP) broadcast packets will be sent.

“ Setting the Downstream
Interleave Depth” section on

page 7

Provides instructions to set the downstream interleave depth in
milliseconds for the downstream port on the Cisco cableinterface
line card.

“ Setting the Downstream
Modulation” section on page 8

Provides instructionsto define the speed in symbol s per second at
which data travels downstream to the subscriber’s CM.

“ Setting the Downstream MPEG
Framing Format” section on

page 9

Provides instructions to set and verify the downstream MPEG
framing format, which must be compatible with DOCSIS
specifications and your local cable plant operations.

“ Setting Downstream Rate
Limiting and Traffic Shaping”
section on page 9

Provides instructions to use the token bucket policing algorithm
with traffic shaping options or the weighted discard algorithm to
buffer, shape, or discard packets that exceed a set bandwidth.

In most applications, default values for the commands used in these configuration steps are adequate
to configurethe Cisco uBR10012 router. Y ou do not need to specify individual parametersunlessyou
want to deviate from system defaults.

For information on other configuration options, refer to the Cisco Broadband Cable Command
Reference Guide at http://www.cisco.com/univercd/cc/td/doc/product/cable/bbccmref/ and the

Documentation CD-ROM.
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Activating Downstream Cable Address Resolution Protocol Requests

This configuration is required. Address Resolution Protocol (ARP) is an Internet protocol used to map
IP addresses to MAC addresses on computers and other equipment installed in a network. Y ou must
activate ARP requests on the cable interface so that the Cisco uBR10000 series CM TS can perform IP
address resolution on the downstream path.

Note  The default values for the commands used in this confi guration step are adequate in most cases to
configure the Cisco uBR10000 series CMTS.

To activate ARP requests, use the following command in cable interface configuration mode.

Command Purpose
Router(config-if)# cable arp Enable ARP. This isthe default.
Verifying ARP Requests

To verify that cable ARP is activated, enter the mor e system:running-config command and look for the
cable interface configuration information. If ARP isactivated, it does not appear in this output. If ARP
is deactivated, it appearsin the output as no cabl e arp.

Rout er# nore system runni ng-config
Bui | di ng configuration...

Current configuration

|

interface cabl e5/0/0

ip address 1.1.1.1 255.255.255.0

no keepalive

no cable arp

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream synbol -rate 5056941
cabl e upstream O frequency 15008000
no cabl e upstream 0 shut down

Tip If you are having difficulty with verification, verify that you entered the correct port and cable
interface line card slot number when you activated ARP and when you entered the
show interface cable command.
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Activating Downstream Ports

To activate a downstream port on a Cisco uBR10000 series cable interface card for digital data
transmissions over the HFC network, compl ete the steps in the following table.

Command Purpose

Step1 Router> enable Enters enable (privileged EXEC) mode.
Passwor d: password Enter the password.
Rout er #

Y ou have entered privileged EXEC mode when the
prompt displays the pound symbol (#) .

Step2  Router# configure terninal Enters global configuration mode. Y ou have entered

Enter configurati on commands, one per line. End with glObal conflguratlon mode when the (conf i g) #

CNTL/ Z. prompt appears.

Router (confi g) # Thiscommand can be abbreviated to configt or conf

t.

Step3 Router(config)# interface cabl e5/0/0 Enters cable interface configuration mode.
Router(config-if)#

In this example, the interface is downstream port 0
on the cable interface card installed in slot 1 of the
Cisco uBR10000 series CMTS.

Step4  Router(config-if)# cable downstreamif-output Default. Activates downstream digital datafrom the
Cisco uBR10012 router.

Rout er (config-if)# no cabl e downstream i f-out put Deactivates downstream digital data. This command
mutes the | F output of the cable interface card and
shuts down the interfaces.

Step5 Router(config-if)# no shutdown Places the downstream port in the “admin up” state.
Step6  Router(config-if)# end Returns to privileged EXEC mode.
Rout er #

%BYS-5- CONFI G | : Configured from consol e by console |Thismessageisnormal and does not indicate an
error.

Verifying the Downstream Ports

To determineif the downstream carrier isactive (up), enter the show controllers cable command for the
downstream port that you just configured. For National Television Standards Committee (NTSC) 6 MHz
operations, see the following example:

Rout er# show controll ers cabl e5/0/0 downstream

Cabl €5/ 0/ 0 Downstreamis up

Frequency=96000000, Channel Wdth 6 M1z, 64-QAM Synbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/'S Interleave 1=32, J=4

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Assigning the Downstream Channel ID

To assigh a numeric channel ID to the downstream port on the Cisco cable interface line card, use the
following command in cable interface configuration mode. The acceptable range is 0 to 255.

Rout er (config-if)# cabl e downstream channel -id id

Note  The cable downstream channel-id command must be used with the following command:
cabl e downstream frequency 54000000- 1000000000 broadcast frequency - h

These commands are used in instances where you want to send multiple downstream frequencies to a
single region that contains CM s that can connect only to upstream ports on the same cabl e interface line
card. Y ou must configure unique channel IDs for each downstream that any CM is capabl e of receiving.
The downstream frequency setting must match the setting on the upconverter.

A

Caution  After defining unique downstream IDs, test the CMs for correct operation. Cisco recommends that
when using this feature, you re-test each subsequent software release of CM code to verify correct
operation and to ensure reasonable acquisition time for new installations. Failure to use these
commands in conjunction or to test the involved CMs can result in customer service outages of
indefinite duration.

Verifying the Downstream Channel ID

To verify the downstream channel 1D, enter the show controllers cable command for the downstream
port you have just configured. See the following example:

Rout er# show controll ers cabl e5/0/0 downstream

Cabl €5/ 0/ 0 Downstreamis up

Frequency=96000000, Channel Wdth 6 M1z, 64-QAM Synbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/'S Interleave 1=32, J=4

Downstream channel 1D 1

Setting the Downstream Helper Address

Specify an IP address of a Dynamic Host Configuration Protocol (DHCP) server where User Datagram
Protocol (UDP) broadcast packets will be sent. Y ou can specify a DHCP server for UDP broadcast
packets from cable interfaces, and a DHCP server for UDP broadcast packets from hosts. To set a
downstream helper address, use the following commands in cable interface configuration mode.

Command Purpose
Stepl Router(config-if)# cable Set the downstream helper address to the DHCP server at IP
hel per - address 10. x. x. x address 10.x.x.x for UDP broadcast packets from cable modems.

cabl e- nodem
Note  Usethe|P addressof the DHCP server. Both 10.x.x.x and
172.56.x.x are private ranges.

Step2 Router(config-if)# cable Set the downstream helper address to the DHCP server at |P
hel per-address 172.56. x. x host | aqdress 172.56.x.x for UDP broadcast packets from hosts.
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Verifying the Downstream Helper Address

Step 1

Step 2

Step 3

Step 4

To verify the downstream hel per address setting, enter the show running-config command and ook for
cabl e hel per-address inthe cable interface configuration information:

Rout er# show runni ng-config

Bui | di ng configuration...

Current configuration

|

interface cabl e5/0/0

i p address 10.254. 254,254 255.0.0.0
no i p directed-broadcast

cabl e hel per-address 192.168.1.1
no keepalive

Perform these steps if you are having difficulty with verification:

Check the cables, upconverters, RF levels, and frequencies if the cable interfaces do not find a
downstream signal.

Check the cables, RF levels, and upstream frequencies, and enter a no shut command if the
cable interfaces find a downstream signal, but not an upstream signal.

Check the provisioning servers.

» Ping the DHCP server using the source | P address option—the primary |P address of a cable
interface.

» Check IP routing if the cable interfaces acquire an RF upstream and downstream lock, but do not
stay up.
Check DHCP options and the | P address of the Time-of-Day (ToD) server:
» Ping the ToD server using the source IP address option.
» Check IP routing.
» Verify that the TFTP filename is correct.
» Verify that the TFTP fileisin the correct directory on the TFTP server.
» Ensure that the TFTP file has read privileges.

» Pingthe TFTP server using the source | P address option, and check IP routing if the cable interfaces
acquire an RF and a DHCP, but fail on ToD or TFTP.

Setting the Downstream Interleave Depth

Note

Set the interleave depth for the downstream port on the Cisco cable interface line card. A higher
interleave depth provides more protection from bursts of noise on the HFC network; however, it
increases downstream latency.

Thevalid values are 8, 16, 32 (default), 64, and 128.

To set the downstream interleave depth in milliseconds, use the following command in cable interface
configuration mode:

Router (config-if)# cabl e downstream interleave-depth {8|16]|32 |64]|128}
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Verifying the Downstream Interleave Depth

Step 1
Step 2
Step 3
Step 4
Step 5

To verify the downstream interleave depth setting, enter the show contr oller s cable command for the
downstream port you have just configured:

Rout er# show controll ers cabl e5/0/0 downstream

Cabl €5/ 0/ 0 Downstreamis up
Frequency=96000000, Channel Wdth 6 M1z, 64-QAM Synbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/'S Interleave 1=32, J=

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that the downstream carrier is active, using the cable downstr eam if-output command.

Setting the Downstream Modulation

Note

To set the downstream modulation, define the speed in symbols per second at which data travels
downstream to the subscriber’s CM. A symbol is the basic unit of modulation. Quadrature Phase Shift
Key (QPSK) encodes 2 bits per symbol, Quadrature Amplitude Modulation (QAM) -16 encodes 4 bits
per symbol, QAM-64 encodes 6 bits per symbol, and QAM-256 encodes 8 bits per symbol.

Setting a downstream modulation rate of QAM-256 requires approximately a6 dB higher
signal-to-noise ratio (SNR) than QAM-64 at the subscriber’ s cable interface. If your network is
marginal or unreliable at QAM-256, use the QAM-64 format instead. Also, consider the significance
of your data.

To set the downstream modulation, use the following command in cable interface configuration mode.
The standard DOCSIS modulation rate (and the Cisco default) is QAM-64.

Rout er (config-if)# cabl e downstream nodul ati on 64gam

Verifying the Downstream Modulation

To verify the downstream modulation setting, enter the show controllers cable command for the
downstream port you have just configured. See the following example:

Rout er# show control l ers cabl e5/0/0 downstream

Cabl €5/ 0/ 0 Downstreamis up

Frequency=96000000, Channel Wdth 6 M1z, 64-QAM Synbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/'S Interleave =32, J=4

Perform these steps if you are having difficulty with verification:
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Step 3
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Configuring the Downstream Cable Interface 1l

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.

Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers

Verify that the downstream carrier is active, using the cable downstream if-output command

Verify that you have selected the default if you are not certain about the modulation rate needed.

Setting the Downstream MPEG Framing Format

P
Tip

~

Note

The MPEG framing format must be compatible with DOCSI S specifications (viewable at
http://www.cablemodem.com/specifications.html) and your local cable plant operations.

Annex B isthe DOCSIS MPEG framing format standard for North America.

Annex B framing format is automatically set when configuring Cisco cable interface line cards. The
cable interface line card’s downstream ports and the connected CMs on the network must be set to
the same MPEG framing format and must support DOCSI S operations as appropriate.

The following command appears in the Cisco uBR10012 router configuration file to designate Annex B
operation. This command sets the downstream MPEG framing format.

Router (config-if)# cabl e downstream annex {B}

Verifying the Downstream MPEG Framing Format

To verify the downstream MPEG framing format setting, enter the show controller scable command for
the downstream port you have just configured. See the following example:

router# show controllers cabl e5/0/0 downstream

Cabl €5/ 0/ 0 Downstreamis up

Frequency=96000000, Channel Wdth 6 M1z, 64-QAM Synbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/'S Interleave 1=32, J=4

Downstream channel 1D: 0

Setting Downstream Rate Limiting and Traffic Shaping

Downstream traffic shaping enables you to use the token bucket policing algorithm with traffic shaping
options or the weighted discard algorithm to buffer, shape, or discard packets that exceed a set
bandwidth. Downstream traffic shaping is disabled by default.

To enable downstream traffic shaping for adownstream port on a Cisco cableinterface line card, use one
of the following commands in cable interface configuration mode.
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Command Purpose
Stepl Router(config-if)# cable downstream Enables traffic shaping on the downstream port using the token
rate-limt token-bucket bucket policing algorithm. With this command, the
Cisco uBR10012 router automatically drops packets that are in
violation of the allowable bandwidth.
Rout er (config-if)# cabl e downstream Enables traffic shaping on the downstream port using the token
rate-limt token-bucket shaping bucket policing algorithm with traffic shaping.
Router (config-if)# cabl e downstream Enables traffic shaping on the downstream port using the token

rate-limt token-bucket shaping granularity 8 |bucket policing algorithm with specific traffic shaping time

granularity. Acceptable values are 1, 2, 4, 8, or 16 milliseconds.

Rout er (config-if)# cabl e downstream Enables traffic shaping on the downstream port using the token
rate-limt token-bucket shaping max-del ay 256 |bucket policingalgorithmwith specific maximum traffic shaping

buffering delay. Acceptable values are 128, 256, 512, or 1028

milliseconds.
Step2 Router(config-if)# cable dowstream Enables traffic shaping on the downstream port using the
rate-limt weighted-discard 3 weighted discard algorithm and assigns a weight for the
exponential moving average of the loss rate. Acceptable values
are 1to 4.
Step3 Router(config-if)# ~Z Exits back to EXEC mode so that you can verify the steps.

Rout er #

Verifying Downstream Traffic shaping

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

To determineif downstream traffic shaping is configured and activated, enter the show running-config
command and look for the cable interface configuration information. If downstream traffic shaping is

configured and enabled, a traffic shaping entry appears in the output. If downstream traffic shaping is

disabled, no traffic shaping entry appears.

Rout er # show runni ng-config
Bui | di ng configuration...

Current configuration

|

interface cabl e5/0/0

i p address 10.254. 254,254 255.0.0.0
no i p directed-broadcast

cabl e hel per-address 192.168.1.1

no keepalive

cabl e downstream annex B

cabl e downstream nodul ati on 64gam

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.

Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you selected the default if you are not certain about the modulation rate needed.
Verify that the downstream carrier is active using the cable downstream if-output command.
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Configuring the Upstream Cable Interface

These configurations are required. Upstream cable interface commands configure the frequency and
input power level of the upstream signal, in addition to error detection and correction of the upstream
signal. The configuration of the upstream cable interface depends on the characteristics of your cable

Note

plant.

Perform the following tasks in this section to configure the upstream cable interface.

For some of these tasks, default values are adequate to configure the device.

Task

Description

“Activating Upstream Admission
Control” section on page 12

Provides information about the upstream admission control
feature, and providesinstructionsto set the upstream admission
control as a percentage of the upstream channel capacity.

“Activating Upstream Differential
Encoding” section on page 13

Provides brief explanation and instructions to activate
differential encoding on the upstream, which is adigital
encoding technique whereby abinary value is denoted by a
signal change rather than a particular signal level.

“Activating Upstream Forward
Error Correction” section on

page 14

Provides instructions to activate forward error correction
(FEC). The Cisco uBR10000 seriesCM TS uses FEC to attempt
to correct any upstream data that might have been corrupted.

“Activating the Upstream Ports’
section on page 14

Providesinstructionsto activate upstream ports. Each upstream
port must be activated to enable upstream data transmission
from the CMs on the HFC network to the

Cisco uBR10000 seriesCMTS.

“Activating Upstream Power
Adjustment” section on page 15

Provides instructions to enable upstream power adjustment.
Thisfeature setsthe minimum power adjustment in dB that will
allow continued ranging status.

“Activating the Upstream
Scrambler” section on page 16

Providesinstructionsto activate the upstream scrambler on the
upstream RF carrier, which enables CMs on the HFC network
to use built-in scrambler circuitry for upstream data
transmissions.

“Activating Upstream Timing
Adjustment” section on page 16

Providesinstructionsto activate upstream timing adjustment on
the specified interface. This feature sets the minimum timing
adjustment that allows continued ranging status.

“ Setting Upstream Backoff Values’
section on page 17

Provides DOCSIS-compliant instructions that define
contention resolution for CMs wanting to transmit data or
requests on the upstream channel. Contention resolution is
achieved with atruncated binary exponential backoff value.

“ Setting the Upstream Channel
Width” section on page 19

Provides instructions to enter the upstream channel width in
hertz (Hz). Also describes NTSC spectrum parameters and
spectrum management processes.

“ Setting the Upstream Frequency”
section on page 20

Providesinstructionsto set upstream channel frequency for the
RF output that complies with the expected input frequency of
the Cisco cable interface line card.
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Task Description

“Setting the Upstream Input Power |Provides instructions to set the upstream input power level in
Level” section on page 22 decibels per millivolt (dBmV), and provides additional
information about the Cisco uBR10000 series CMTS controls
the output power levels of CMs

“Setting Upstream Rate Limiting Provides instructions to activate traffic shaping on the

and Traffic Shaping” section on upstream. Upstream traffic shaping, available on the DOCSIS
page 24 upstream channel, delays the scheduling of the upstream
packet, which in turn causes the packet to be buffered on the
cable customer premises equipment (CPE) device, instead of
being dropped.

“Specifying Upstream Minislot Provides instructions to specify the minislot size (in ticks) for

Size” section on page 23 specific upstream cable interfaces. The minislot size and the
channel width are related to certain degree but not tightly
coupled.

Activating Upstream Admission Control

Upstream admission control tallies up the total amount of guaranteed minimum upstream throughput
reserved by CMs on an upstream interface. Once the total exceeds an allowable level, no more CMs
requiring a guaranteed minimum upstream rate are allowed online on that upstream port.

Cisco CMTS upstream admission control is turned off by default and must be activated. To set the
upstream admission control as a percentage of the upstream channel capacity, use the following
command in cable interface configuration mode. The admission control is set as a percentage of the
specified upstream channel capacity. The acceptable range is from 10 to 1000 percent.

Rout er (config-if)# cable upstream usport adm ssion-control percentage

For example:

7246VXR(config-if)# cable upstream 0 adm ssi on-control ?
Max Reservation Limt As Percentage of Raw Channel Capacity

Syntax Description usport The upstream port that has admission control enabled.

percentage The optional percentage parameter specifies the overbooking rate that will be used
when deciding the amount of bandwidth that is available to be guaranteed.

N,
Note  If percentageis left blank or set to 100%, the CMTS will only allow atotal up to the real available

upstream bandwidth to be guaranteed. If percentage is set to its maximum of 1000, then up to 10
times the real interface bandwidth may be “guaranteed”.
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Verifying Upstream Admission Control

Step 1
Step 2
Step 3
Step 4
Step 5

To determineif upstream admission control is configured and activated, enter the show running-config
command in privileged EXEC mode and ook for the cable interface configuration information. If
upstream admission control is configured and enabled, an admission control entry appears in the
show running-config command output, indicating the user-defined percentage of upstream channel
capacity allowable. If upstream admission control is disabled, no admission control entry appearsin the
output.

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you selected a valid frequency for your router.

Activating Upstream Differential Encoding

Differential encoding on the upstream is adigital encoding technique whereby a binary value is denoted
by a signal change rather than a particular signal level. To enable differential encoding on upstream
traffic to aspecified cable interface, use the following command in cable interface configuration mode.
Upstream differential encoding is enabled by default.

Rout er (config-if)# cable upstream usport differential-encoding

Verifying Upstream Differential Encoding

Step 1
Step 2
Step 3
Step 4
Step 5

To determine if upstream differential encoding is activated, enter the show running-config command
and look for the cable interface configuration information. If upstream differential encoding is enabled,
adifferential encoding entry appearsin the show running-config output. If upstream differential
encoding is disabled, no differential encoding entry appears in the output.

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you selected a valid frequency for your router.
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Activating Upstream Forward Error Correction

The Cisco uBR10000 series CMTS uses forward error correction (FEC) to attempt to correct any
upstream data that might have been corrupted. When FEC is activated, all CMs on the network also
activate FEC.

N
Note  Although upstream FEC is an option, Cisco recommends that you use upstream FEC. FEC is
activated by default and should not be disabled.
To activate the upstream forward error correction and to enable FEC, use the following command in
cable interface configuration mode.
Rout er (config-if)# cable upstream usport fec
Verifying Upstream FEC
Toverify whether FEC isactivated or deactivated, enter the mor e system:r unning-config command and
look for the cable interface configuration information. If FEC is enabled, an FEC entry appears in the
show running-config command output. If FEC is disabled, no FEC entry appears in the output.
Perform these steps if you are having difficulty with verification:
Stepl  Ensure that the cable connections are not loose or disconnected.
Step2  Ensure that the cable interface line card is firmly seated in its chassis slot.
Step3  Ensure that the captive installation screws are tight.
Step4  Verify that you have entered the correct slot and port numbers.
Step5  Verify that you selected a valid frequency for your router.

Activating the Upstream Ports

Each upstream port must be activated to enable upstream data transmission from the CMs on the HFC
network to the Cisco uBR10000 series CMTS.

)

Note  The upstream cable interface does not operate until you either set a fixed upstream frequency or create
and configure a spectrum group. Refer to the “ Setting the Upstream Frequency” section on page 20 for
details.

To activate the upstream ports, use the following commands in global configuration mode.
Command Purpose
Stepl Router(config)# interface cable slot/port Specifies a cableinterface and enters cableinterface

configuration mode.

Step 2 Rout er (config-if)# no cabl e upstream usport shutdown Enables upstream datatraffic.
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Verifying the Upstream Ports

To determine if the upstream ports are activated or deactivated, enter the show interface cable command
for the upstream port just configured:

Rout er# show i nterface cable5/0/0
Cabl €5/0/0 is up, line protocol is up
Hardware is BCMB210 FPGA, address is 00e0. le5f.7a60 (bia 00e0. 1e5f. 7a60)
Internet address is 1.1.1.3/24
MrU 1500 bytes, BW 27000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on, | oopback not set, keepalive not set
ARP type: ARPA, ARP Ti meout 04:00: 00
Last input 00:00: 25, output 00:00: 00, output hang never
Last clearing of “show interface” counters never
Queuing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 minute input rate O bits/sea, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
10878 packets input, 853740 bytes, 0 no buffer
Recei ved 3679 broadcasts, O runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
5401 packets output, 645885 bytes, O underruns
0 output errors, 0 collisions, 9 interface resets
0 output buffer failures, 0 output buffers swapped out

Activating Upstream Power Adjustment

To enable upstream power adjustment for a specified cableinterface, use one of the following commands
in cable interface configuration mode.

Command Purpose

Router (config-if)# cable upstream Sets the minimum power adjustment in dB that allows

usport power-adjust continue db continued ranging status. Valid values are 2 to 15 dB.
Default = 2 dB.

Router(config-if)# cable upstream Sets the minimum number (percentage) of

usport power-adjust noise percentage power-adjustment packets required to justify changing the
upstream power rating. Valid values are 10 to 100 percent.
Default = 30 percent.

Router(config-if)# cable upstream 0  Setsthepower-adjustment thresholdindB. Valid valuesare

power - adj ust threshold db Oto 2 dB. Default = 1 dB.
Router(config-if)# end Returns to enable (privileged EXEC) mode.
Rout er #

To return the automatic upstream power-adjustment ranging val ue to the default of 2 dB, enter the
following command in cable interface configuration mode:

Rout er (config-if)# no cabl e upstream usport power-adjust continue

To return the automatic upstream power-adjustment noise value to the default of 30 percent, enter the
following command in cable interface configuration mode:

Rout er (config-if)# no cabl e upstream usport power-adjust noise

To return the upstream power-adjustment threshold value to the default of 1 dB, enter the following
command in cable interface configuration mode:

Rout er (config-if)# no cabl e upstream usport power-adjust threshold

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Verifying Upstream Power Adjustment

To determineif upstream power adjustment is configured and activated, enter the show running-config
command and look for the cable interface configuration information. If upstream power adjustment is
enabled, any or all three of the continue, noise, and threshold power-adjustment entries appear in the
show running-config command output. If all three upstream power adjustments are disabled, no
power-adjustment entry appears in the show running-config command output.

Activating the Upstream Scrambler

The scrambler on the upstream RF carrier enables CMs on the HFC network to use built-in scrambler
circuitry for upstream data transmissions. The scrambler circuitry improves reliability of the upstream
receiver on the cable interface line card.

A

Caution

The upstream scrambler is activated by default and should not be disabled under normal
circumstances. Disabling it can result in corrupted packets. Disableit only for prototype modems that
do not support the upstream scrambler.

To activate the upstream scrambler, use the following command in cable interface configuration mode.
The upstream scrambler is enabled by default.

Rout er (config-if)# cable upstream usport scranbl er

Verifying the Upstream Scrambler

To determine if the upstream scrambler is activated, enter the mor e system:running-config command
and look for the cable interface configuration information. Perform these steps if you are having
difficulty with verification:

Step1  Ensure that the cable connections are not loose or disconnected.

Step2  Ensure that the cable interface line card is firmly seated in its chassis slot.
Step3  Ensure that the captive installation screws are tight.

Step4  Verify that you have entered the correct slot and port numbers.

Step5  Verify that you selected a valid frequency for your router.

Activating Upstream Timing Adjustment

To enabl e upstream timing adj ustment for aspecified cableinterface, use one of the following commands
in cable interface configuration mode.

Command Purpose

Rout er (config-if)# cable upstream usport
time-adjust continue seconds

Sets the minimum timing adjustment that allows
continued ranging status. Valid values are
2 to 64 seconds. Default = 2 seconds.

Rout er (config-if)# cable upstream usport
time-adjust threshold seconds

Sets the timing adjustment threshold value in
seconds. Valid values are 1 to 32 seconds.
Default = 1 second.

Rout er (config-if)# end
Rout er #

Returns to enable (privileged EXEC) mode.
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To return the upstream time-adjustment ranging value to the default of 2 seconds, enter the following
command in cable interface configuration mode:

Rout er (config-if)# no cabl e upstream usport tine-adjust continue
To return the upstream time adjustment threshold value to the default of 1 second, enter the following
command in cable interface configuration mode:

Rout er (config-if)# no cabl e upstream usport tine-adjust threshold

Verifying Upstream Timing Adjustment

g%

Step 1
Step 2
Step 3
Step 4

To determineif upstream timing adjustment is configured and activated, enter the show running-config
command and look for the cable interface configuration information. If upstream timing adjustment is
enabled, either or both of the continue and thr eshold timing-adjustment entries appear in the show
running-config command output. If both the continue and threshold upstream timing adjustments are
disabled, no timing adjustment entry appears in the show running-config command output.

Perform the following steps if you are having difficulty with verification:

Verify that the cable connections are not loose or disconnected.
Verify that the cable interface line card is firmly seated in its chassis slot
Verify that the captive installation screws are tight.

Confirm that you have entered the correct slot and port numbers.

Setting Upstream Backoff Values

Note

The DOCSI S-specified method of contention resolution for CMswanting to transmit data or requests on
the upstream channel is a truncated binary exponential backoff value, with the initial backoff window
and the maximum backoff window controlled by the CMTS. The Cisco uBR10000 series CMTS
specifies backoff window valuesfor both dataand initial ranging, and sends these val ues downstream as
part of the Bandwidth Allocation Map (MAP) MAC message.

The values are configurable on the Cisco uBR10000 series software and are power-of-two values. For
example, avalue of 4 indicates awindow between 0 and 15; a value of 10 indicates a window between
0 and 1023. Y ou can set fixed start and end values for data backoff on the upstream ports, or you can set
the upstream ports for automatic data backoff. Y ou have the same options for ranging backoff. For both
backoff windows, the default start value is O; the default end value is 4. Valid values are from O to 15.

Cisco does not recommend that you adjust default values, but that you enable the automatic dynamic
backoff algorithm. Refer to the “Configuring Dynamic Contention Algorithms (Cable Insertion
Interval, Range, and Data Backoff)” section on page 7.

To set data or ranging backoff values for an upstream port, use one or more of the following commands,
in cable interface configuration mode.
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Command Purpose

Stepl Router(config-if)# cable upstream Optimizes the automatic setting for as many as 250 cabl e interfaces per
usport data-backoff start end upstream port. Sets manual values for data backoff windows only when
or operating with more than 250 cable interfaces per upstream port.

Rout er (config-if)# cable upstream Configures the default backoff window values of 0 and 4.
usport dat a-backoff autonatic

Step2 Router(config-if)# cable upstream Optimizes the automatic setting for as many as 250 cabl e interfaces per
usport range start end upstream port. Sets manual values for data backoff windows only when
or operating with more than 250 cable interfaces per upstream port.

Rout er (config-if)# cable upstream Configures the default backoff window values of 0 and 4.
usport range automatic

When considering whether to adjust backoff values, keep the following considerations in mind:
» The cable interface reconnection time after a power outage is related to the following factors:

— DHCP, ToD, and TFTP servers often operate well below 1 percent load under normal situations,
but can jump to over 100 percent after an outage.

— Adjusting the backoffs to larger numbers slows cable interface reconnection and reduces server
load.

— Backoffsthat are too small result in cable interfaces failing to range the upstream RF levels
correctly and cycling to maximum power, thus increasing connection time and reducing
network performance.

— Backoffsthat are too large result in increased recovery time after a large service outage.

— Thereissignificant variation in cable interface performance (brand to brand) in cable interface
restart time.

= All cable interfaces should recover in O to 10 minutes after all services are restored
(Cisco uBR10012 router, RF transport, DHCP, TFTP, and ToD servers). A CM that takeslonger than
10 minutes could be experiencing a problem with the modem itself, a problem with CM TS settings,
or a problem in the DOCSI S provisioning servers.

)

Note Upstream segments serving a relatively large number of cable interfaces (for example,
more than 1600) might suffer recovery times greater than 10 minutes.

Verifying Upstream Data Backoff

To verify backoff window settings, enter the show controller s cable command for the upstream port you
have just configured:

Rout er# show controll ers cabl e5/0/0 u0
Cabl €5/ 0/ 0 Upstream O is up
Frequency 24.016 MHz, Channel Wdth 1.600 MHz, QPSK Synbol Rate 1.280 Msps
Spectrum Group is overridden
SNR 33. 2560 dB
Nomi nal | nput Power Level O dBnV, Tx Timing O fset 2288
Rangi ng Backoff automatic (Start 0, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
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Tx Backoff Start 0, Tx Backoff End 4
Mbdul ation Profile Goup 1

part _i d=0x3137, rev_i d=0x03, rev2_i d=0OxFF
nb_agc_t hr=0x0000, nb_agc_nom=0x0000
Range Load Reg Si ze=0x58

Request Load Reg Si ze=0xOE

M nislot Size in nunber of Tinmebase Ticks is = 8
Mnislot Size in Synbols = 64

Bandwi dt h Requests = OxFE

Pi ggyback Requests = 0xD

Invalid BW Request s= 0x2

M ni sl ot s Request ed= 0x2963

Mnislots Ganted = 0x2963

Mnislot Size in Bytes = 16

Map Advance = 4000 usecs

UCD Count = 32964

DES Ctrl Reg#0 = C000C043, Reg#l = 0

Setting the Upstream Channel Width

A

Use the commands below to enter the upstream channel width in hertz (Hz). For NTSC operations, valid
values are 200000 Hz (160 kilo symbols per second [ksps]), 400,000 Hz (320 ksps), 800,000 Hz
(640 ksps), 1,600,000 Hz (1280 ksps), and 3,200,000 Hz (2560 ksps). The default is 1,600,000 Hz.

If no acceptabl e channels of the specified width are found, the spectrum management card automatically
begins to scan the upstream spectrum for the next largest available channel width; for example, if the
spectrum management card is unableto find ausable 1.6 MHz upstream channel, it automatically begins
searching for usable 800 kHz channels.

Caution  Higher symbol rates are more susceptible to RF noise and interference. If you use a symbol rate or
modulation format beyond the capabilities of your HFC network, you might experience packet 10ss
or loss of cable interface connectivity.

)

Note  For QAM-16 channel widths of 400 kHz (320 ksps) or greater, Cisco recommends that you use
QAM-16 modulation for long and short data, and that you use QPSK for request, initial, and station
communications. For QAM-16 channel widths of 200 kHz (160 ksps), all communication must be
able to use QAM-16. That is, 160 ksps with QAM-16 requires an exceptional signal-to-noise ratio
(SNR) in your upstream channels. When you use QAM-16 for request, initial, and station
mai ntenance messages with channel widths greater than 400 kHz, the QAM-16 preamble and
message data take longer to transmit than the QPSK format.

S

Note  To set the upstream channel width, use the following commands in cable interface configuration mode.

Command Purpose
Stepl Router(config-if)# cable upstream usport Enters the channel width for your upstream RF carrier in Hz.

channel -wi dth wi dth

Step2 Router(config-if)# no cable upstreamusport |Returnsthechannel width to itsdefault setting of 1,600,000 Hz.

channel -wi dt h

For additional information about channel width and minislot size, refer to the Cable Radio Frequency
(RF) FAQs at http://www.cisco.com/warp/public/109/cable fag_rf.html.
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Verifying Upstream Channel Width

To verify the current value of the upstream channel width, enter the show controllers cable command
for the upstream port you just configured. A sample foll ows below:

Rout er# show control l ers cabl e5/0/0 u0
Cabl €5/ 0/ 0 Upstream O i s up
Frequency 24.016 MHz, Channel Wdth 0.800 MHz, QPSK Synbol Rate 0.640 Msps
Spectrum Group is overridden
SNR 33. 2560 dB
Nomi nal | nput Power Level O dBnV, Tx Timing O fset 2288
Rangi ng Backoff automatic (Start 0, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
Tx Backoff Start 0, Tx Backoff End 4
Mbdul ation Profile Goup 1

Perform these steps if you are having difficulty with verification:

Stepl  Useavalid combination of modulation format (QPSK and QAM-16), minislot size, frequency, and the
no shutdown command.

Step2  Usearecommended or previously tested modulation profile. It is not uncommon to create a modulation
profile that does not allow cable interface-to-headend communication. Because each message type is
individually specified, some messages might not work.

Step3  Verify using IP ping packets of varying lengths (64 to 1500 bytes). Ping from the headend to the
cable interface.

Step4  Verify with your cable interface vendor that your CM software is fully certified or compatible with
DOCSIS 1.0 and extensions, as appropriate.

Setting the Upstream Frequency

The upstream channel frequency of your RF output must be set to comply with the expected input
frequency of your Cisco cable interface line card. To configure upstream channel frequencies, perform
one of the following tasks:

- Configureafixed frequency from 5to 42 MHz for NTSC operations, then enable the upstream port.
» Create aglobal spectrum group, assign the interface to it, and enable the upstream port.

Note  You can also select adefault that does not set a specific fixed value.

Note  Theupstream port isfrequency agile. If you define spectrum groups, the frequency can change while the
interface is up and carrying traffic.

A modulation profile consists of atable of physical layer characteristics for the different types of
upstream bursts; for example, initial maintenance, long grant, request/data, request, short grant, and
station maintenance.

Note  The upstream cable interface does not operate until you either set a fixed upstream frequency or
create and configure a spectrum group.

If you are setting afixed upstream frequency, make surethat the frequency selected does not interfere
with the frequencies used for any other upstream applications running on the cable plant.
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To set afixed upstream frequency, use the following commands in cable interface configuration mode.

Command Purpose
Stepl Router(config-if)# cable upstreamusport frequency Enters the fixed center frequency for your upstream
up-freq-hz RF carrier in Hz.

Step2 Router(config-if)# no cable upstream usport shutdown |Placesthe upstream portin the “admin up” state.

Jo

Tip

A

For National Television Standards Committee (NTSC) operations, valid ranges are 5000000 to
42000000 Hz.

Caution

a

Note

Some cable systems cannot reliably transport frequencies near these band edges. The wider the
upstream channel (in MHz), the more difficulty you might have. Enter a center frequency between
20 and 38 MHz if you have difficulty.

Y ou can also select a default that does not set a specific fixed value. The Cisco uBR10000 series
software instructs the cable interfaces to use this frequency as the center frequency.

Verifying the Upstream Frequency

Note

Step 1
Step 2
Step 3
Step 4
Step 5

To verify the current value of the upstream frequency, enter the show controllers cable command for
the upstream port you have just configured:

Rout er# show control l ers cabl e5/0/0 u0
Cabl €5/ 0/ 0 Upstream O is up
Frequency 24.016 MHz, Channel Wdth 1.600 MHz, QPSK Synbol Rate 1.280 Msps
Spectrum Group is overridden
SNR 33. 2560 dB
Nomi nal | nput Power Level O dBnV, Tx Timing O fset 2288
Rangi ng Backoff automatic (Start 0, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
Tx Backoff Start 0, Tx Backoff End 4
Mbdul ation Profile Goup 1

The upstream frequency displayed in the show controllers cable command output might not match
the frequency that you entered when you set the upstream frequency. The Cisco uBR10000 series
CMTS might select an upstream frequency close to the frequency you entered that offers better
performance. The Cisco uBR10000 series CMTS selects the closest frequency available.

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you have selected a valid frequency for your router.
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Setting the Upstream Input Power Level

The Cisco uBR10012 router controlsthe output power levels of CMsto meet the desired upstream input
power level. The nominal input power level for the upstream RF carrier is specified in decibels per
millivolt (dBmV). The default setting of 0 dBmV is the optimal setting for the upstream power level.

The valid range for the input power level depends on the datarate. At 1.6 MHz, the valid range is
—10to 25 dBmV. If your power levels operate at greater than the maximum valid level, use an inline
attenuator to bring the power level to within the valid range.

A

Caution  If you increase the input power level, CMson your HFC network increase their transmit power level.
Thisincreasesthe carrier-to-noise ratio (C/N) on the network, but also increases distortion products.
Composite Second Order Beat (CSO) and Composite Triple Beat (CTB) values worsen by 2 dB for
every 1 dB-increased C/N. The return path laser immediately enters a nonlinear mode called
clipping, and all communication becomes unreliable. Many return lasers send short bursts above the
clipping thresholds and fail on longer or successive bursts.

Y ou should not adjust your input power level by more than 5 dB in a 30-second interval. If you
increase the power level by more than 5 dB within 30 seconds, cable interface service on your
network is disrupted. If you decrease the power level by more than 5 dB within 30 seconds,
cable interfaces on your network are forced offline.

Note  When you run the cable upstream 0 power -level command, Cisco recommends that the adjacent
channel not have alarge variation. The recommended maximum input power variance is 5 to
6 dBmV.

To set the upstream input power level in dBmV, use the following command in cable interface
configuration mode. The default is 0 dBmV.

Rout er (config-if)# cable upstream usport power-I|evel dbnv

Verifying the Upstream Input Power Level

Toverify the current value of the upstream input power level, enter the show controller s cable command
for the upstream port you have just configured:

Rout er# show controll ers cabl e5/0/0 u0
Cabl €5/ 0/ 0 Upstream 0 is up
Frequency 24.016 MHz, Channel Wdth 0.800 MHz, QPSK Synbol Rate 0.640 Msps
Spectrum Group is overridden
SNR 33. 2560 dB
Nomi nal | nput Power Level O dBnV, Tx Timing O fset 2288
Rangi ng Backoff automatic (Start 0, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
Tx Backoff Start 0, Tx Backoff End 4
Mbdul ation Profile Goup 1

Perform these steps if you are having difficulty with verification:

1. Verify that the upstream amplitude of an optimal RF carrier (injected at the fiber node reference
input point) reaches the cable interface line card input point at a consistent level (node-to-node and
port-to-port).

2. Verify that this absolute level, asinstalled, matches both the design and software settings on the
Cisco uBR10000 series CMTS.
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Software adjustments of 1 to 3 dB can be used to adjust for minor variationsin measurement or setup
and port-to-port calibration differences. These adjustments can significantly improve cable interface
performance, particularly in marginal situations. Larger adjustments should be made in conjunction
with spectrum analyzer support at the headend or distribution hub.

Specifying Upstream Minislot Size

To specify the minislot size (in ticks) for specific upstream cable interfaces, use the following command
in cableinterface configuration mode. Acceptablevaluesare 2, 4, 8, 16, 32, 64, and 128. The default is 8.

Rout er (config-if)# cable upstream usport minislot-size size

For additional information about channel width and minislot size, refer to the Cable Radio Frequency
(RF) FAQs at http://www.cisco.com/warp/public/109/cable fag_rf.html.

Verifying Upstream Minislot Size

Step 1
Step 2
Step 3
Step 4
Step 5

To verify upstream minislot size, enter the show controller s cable command for the upstream port you
have just configured:

Rout er# show controll ers cabl e5/0/0 u0O
Cabl €5/ 0/ 0 Upstream O i s up
Frequency 24.016 MHz, Channel Wdth 1.600 MHz, QPSK Synbol Rate 1.280 Msps
Spectrum Group is overridden
SNR 33. 2560 dB
Nomi nal | nput Power Level O dBnV, Tx Timing O fset 2288
Rangi ng Backoff automatic (Start O, End 3)
Rangi ng I nsertion Interval automatic (60 ns)
Tx Backoff Start 0, Tx Backoff End 4
Mbdul ation Profile Goup 1
part _i d=OxFFFF, rev_i d=0xFF, rev2_i d=0OxFF
nb_agc_t hr=0x0000, nb_agc_nom=0x0000
Range Load Reg Si ze=0x58
Request Load Reg Si ze=0xOE
M nislot Size in nunber of Tinmebase Ticks is = 8
Mnislot Size in Synbols = 64
Bandwi dt h Requests = OxFE
Pi ggyback Requests 0xD
Invalid BW Request s= 0x2
M ni sl ot s Request ed= 0x2963
Mnislots Ganted = 0x2963
Mnislot Size in Bytes = 16
Map Advance = 4000 usecs
UCD Count = 32964
DES Ctrl Reg#0 = C000C043, Reg#l = 0

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you selected a valid frequency for your router.
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Setting Upstream Rate Limiting and Traffic Shaping

Upstream traffic shaping, available on the DOCSI S upstream channel, delays the scheduling of the
upstream packet, which in turn causes the packet to be buffered on the cable customer premises
equipment (CPE) device, instead of being dropped. This allows the user’s TCP/IP stack to pace the
application traffic appropriately and approach throughput commensurate with the subscriber’ s defined
quality of service (QoS) levels.

The CMs are buffered without incurring TCP-related timeouts and retransmits. This enablesthe CMTS
to enforce the peak upstream rate for each CM, without degrading overall TCP performance for the
subscriber CPEs. Upstream grant shaping is per cable interface (per service ID (SID)).

Token-bucket policing with shaping is the per-upstream default rate-limiting setting at the CMTS.
Shaping can be enabled or disabled for the token-bucket algorithm.

To enable upstream traffic shaping for an upstream port on a Cisco cable interface line card, use one of
the following commands in cable interface configuration mode.

Command Purpose

Stepl Router(config-if)# cable upstreamusport |Enables traffic shaping for the specified upstream cable interface.
rate-limt

Rout er (config-if)# cabl e upstreamusport |Enablestraffic shaping forthe upstream cableinterface employing the
rate-l1inmt token-bucket token-bucket policing algorithm. With this command the

Cisco uBR10000 series CM TS automatically drops packetsin
violation of allowable upstream bandwidth.

Rout er (config-if)# cabl e upstreamusport |Default. Enables traffic shaping for the upstream cable interface

rate-limt token-bucket shaping employing the token-bucket policing algorithm with traffic shaping.
Step2 Router(config-if)# ~Z Exits back to the EXEC mode so that you can verify upstream traffic
Rout er # shapi ng.

To disableupstream traffic shaping for an upstream port, enter thefollowing command in cableinterface
configuration mode:

Rout er (config-if)# no cable upstream usport rate-limt

The software supports:
» Generic calendar queuing routines
» New token-bucket policing function
- Grant shaping application of the calendar queues
» Upstream rate-shaping option to the token-bucket keyword
» A default state change from 1-second burst policing to token bucket with shaping

g%

Upstream grant shaping is per CM (per service ID (SID)). Shaping can be enabled or disabled for the
token-bucket algorithm.

Note  Before the introduction of this feature, the CMTS would drop bandwidth requests from aCM it
detected as exceeding its configured peak upstream rate. Such request dropping affects the
throughput performance of | P-based protocol s such as FTP, TCP, and Simple Network Management
Protocol (SNMP). With this feature, the CMTS can shape (buffer) the grants for aCM that is
exceeding its upstream rate, rather than dropping the bandwidth requests.
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Rout er# show i nterface ¢5/0/0 sid 1 counters
00: 02: 23: %ENVM 3- LASTENV: Cannot save environnental data

Sid Reg-polls BWreqgs Grants Packet s Frag Concat pkts
i ssued recei ved i ssued recei ved conpl ete recei ved

1 0 22 22 22 0 0

2 0 3 3 2 0 0

3 0 0 0 0 0 0

Verifying Upstream Traffic Shaping

Step 1

Step 2

Step 3

Step 4

To determine if upstream traffic shaping is configured and activated, enter the show running-config
command and look for the cable interface configuration information. If upstream traffic shaping is
configured and enabled, atraffic shaping entry appearsin the show running-config output. If upstream
traffic shaping is disabled, no cable upstream rate-limit appears in the output.

Y ou can also perform the following tasks to verify that traffic shaping is enabled on the upstream channel:

Configure a low-peak upstream rate limit for the CM in its QoS profile. Either use the command-line
interface (CLI) to modify the modem’ s QoS profile, or edit the modem’s TFTP configuration file. refer
to the DOCSIS 1.1 for the Cisco uBR7200 Series Universal Broadband Routers feature modul e at
http://www.cisco.com/univercd/cc/td/doc/product/cable/cab r_sw/docsisll.htm.

Use aregular rate-limiting algorithm on the upstream without rate shaping, and note the drops of the
excess bandwidth requests from this CM when it exceeds its peak upstream rate.

Usethe show interface cx/y sid counter s ver bose command to see the bandwidth request drops. Verify
that the upstream rate received by that modem is less than its configured peak rate, due to the timeouts
and backoffs produced by the drop in bandwidth requests. Enter the

show interface cx/y service flow qos command to see the input rate at CMTS in bps.

Enable grant shaping on the upstream channel by using the new shaping keyword extension to the
token-bucket algorithm CLI command.

Make the CM exceed its peak upstream rate by generating upstream traffic, and note the effect of grant
buffering (shaping) at the CMTS. If you use CM-to-CMTS pings, there is a perceivable decrease in the
frequency of the pings.

Let the pings run long enough to allow the averages at the CM TS to settle; then view the upstream rate
received by this single modem. Use the show interface cx/y command and seetheinput ratein bps. This
value should be close to the modem’ s peak upstream rate. Also note the drop counts for the modem’ s
SID by using the show interface sid counters command, and verify that the CMTS no longer drops the
bandwidth requests from the CM.

The bandwidth request drop count (from the previous nonshaping test) remains unchanged when
upstream rate shaping is used, indicating that the CM TS isactually shaping (buffering) the grantsfor the
modem. Verify that the input rate at the CM TS (from the single rate-exceeded CM) stabilizes close to
the configured peak rate of 128 Kbps.

Troubleshooting Tips

Step 1
Step 2
Step 3
Step 4
Step 5

Perform these steps if you are having difficulty with verification:

Ensure that the cable connections are not loose or disconnected.

Ensure that the cable interface line card is firmly seated in its chassis slot.
Ensure that the captive installation screws are tight.

Verify that you have entered the correct slot and port numbers.

Verify that you selected a valid frequency for your router.
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Configuring Optional Cable Interface Features

This section builds on the required cable interface features documented earlier in this chapter. This
section providesinstructionsfor several optional cableinterface configurations. Theseinterface features
pertain to heightened performance and security measures.

Note

Default settings are typically adequate to configure optional features on the system. Change default

settings only with careful prior analysis.

Section

Purpose

“Activating Host-to-Host
Communication (Proxy ARP)” section
on page 26

Allows the Cisco uBR10012 router to issue cable Address
Resolution Protocol (ARP) requests on behalf of CMs on the
same cable network subnet.

“Activating Packet Intercept
Capabilities” section on page 27

Specifiesa MAC address on the cable network for which
interception capabilities are to be activated.

“Configuring Payload Header
Suppression and Restoration” section
on page 27

Provides command information to set up the Payload Header
Suppression (PHS) feature, which is used to suppress
repetitive or redundant portions in packet headers before
transmission on the DOCSIS link.

“ Setting Optional Broadcast and Cable
IP Multicast Echo” section on page 28

Sets additional |P parameters to enable downstream echoing
of upstream data.

Activating Host-to-Host Communication (Proxy ARP)

Cable proxy ARP allows the Cisco uBR10012 router to issue cable ARP requests on behalf of CMs on

the same cable network subnet.

S

Note  Because the downstream and upstreams are separate interfaces, modems cannot directly perform ARP
with other modems on the cable plant.

S

Note  The default values for the commands used in this configuration task are adequate in most cases to

configure the Cisco uBR10012 router.

Activating Cable Proxy ARP Requests

To activate cable proxy ARP for host-to-host communications, use the following command in cable

interface configuration mode.

Command

Purpose

Rout er (config-if)# cable proxy-arp

Enables proxy ARP on the cable interface. Thisisthe default.
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Verifying Cable Proxy ARP Requests

Jo

T

To verify if cable proxy ARP has been activated or deactivated, enter the more system:running-config
command and look for the cable interface configuration information. If cable proxy ARP has been
activated, it does not appear in the output. If cable proxy ARP has been deactivated, it appearsin the
output as no cabl e proxy-arp.

Rout er# nmore system runni ng-config
Bui | di ng configuration...

Current configuration:
!

interface cabl e5/0/0

ip address 1.1.1.1 255.255.255.0

no keepalive

no cabl e proxy-arp

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream synbol -rate 5056941
cabl e upstream O frequency 15008000
no cabl e upstream 0 shut down

If you are having difficulty with verification, make sure that you entered the correct port and cable
interface line card slot number when you activated cable proxy ARP.

Activating Packet Intercept Capabilities

To activate packet intercept functionality, use the following commandsin cable interface configuration mode.

Command Purpose

Router(config-if)# cable intercept SpecifiesaMAC address on the cable network for which
XXXX. XXXX. XXXX interception capabilities are to be activated. Thereis a
limit of 10 MAC addresses.

Router(config-if)# no cable intercept Disablesinterception after it is enabled.
XXXX. XXXX. XXXX

Configuring Payload Header Suppression and Restoration

Payload Header Suppression (PHS) isa new feature in the DOCSIS1.1 MAC driver. The PHSfeature is
used to suppress repetitive or redundant portions in packet headers before transmission on the DOCSIS
link. The upstream receive driver is now capable of restoring headers suppressed by CMs, and the
downstream driver is capable of suppressing specific fields in the packet header before forwarding the
frame to the CM.

Command Purpose

show interface cable x/0/0 Displays cable interface information.

service-flow [sfid] phs

debug cable error Displays errors that occur in the cable MAC protocols. To disable
debugging output, use the no form of the command.

debug cabl e phs Displays the activities of the PHS and restoration driver. The no

form of this command disables debugging output.
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Setting Optional Broadcast and Cable IP Multicast Echo

Note

Y ou can set additional | P parameters to enable downstream echoing of upstream data. This section
contains two procedures to configure these optional |P parameters:

» “Setting IP Multicast Echo” section on page 28
- “Setting IP Broadcast Echo” section on page 29

The default values for the commands used in these configuration steps are adequate in most cases to
configure the Cisco uBR10012 router.

Setting IP Multicast Echo

The Cisco uBR10012 router echoes | P multicast packets by default. To activate |P multicast echo if it
has been previously disabled, use the following command in cable interface configuration mode.

Command Purpose
Router(config-if)# cable ip-multicast-echo Enables | P multicast echo. Thisis the default.

To disable |P multicast echo, enter the no cable ip-multicast-echo command in cable interface
configuration mode.

Verifying IP Multicast Echo

Jo

T

To determine whether |P multicast echo is activated or deactivated, enter the

mor e system:running-config command, and look for the cable interface configuration information. If
IP multicast echo is activated, there is no notation in the output, because this is the default setting. If IP
multicast echo is deactivated, a notation appears in the output:

Rout er# nore system runni ng-config
Bui | di ng configuration...

Current configuration:
!

interface cabl e5/0/0

ip address 1.1.1.1 255.255.255.0

no keepalive

no cabl e ip-nulticast-echo

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e upstream O frequency 15008000
no cabl e upstream 0 shut down

If you are having difficulty with verification, make sure that you entered the correct slot and port
numbers when you entered cabl e interface configuration mode.
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Access Lists and the cable ip-multicast echo Command

The cable ip-multicast-echo command is enabled by default on the Cisco uBR10012 router, so that
multicast | P packets that arrive on the upstream at the Cisco CMTS are forwarded on the appropriate
downstream ports so that they are delivered to the other CMs and CPE devices on that segment of the
network. This allows the cable network to behave like a standard Ethernet network in terms of its
handling of multicast IP traffic.

However, on the Cisco uBR10012 router, input access lists are not applied to the multicast traffic that is
echoed on each downstream. To control the echoed multicast traffic, you therefore need to configure an
output access list and apply it to each downstream interface.

Refer to the Cisco Broadband Cable Command Reference Guide on Cisco.com for additional
information on access lists and multicast echo:

http://www.cisco.com/univercd/cc/td/doc/product/cable/bbccmref/index.htm

Setting IP Broadcast Echo

By default, the Cisco uBR10012 router does not echo |P broadcast packets. To activate | P broadcast
echo, use the following command in cable interface configuration mode.

Command Purpose
Rout er (config-if)# cable ip-broadcast-echo Enables!|P broadcast echo.

To disableP broadcast echo when it isenabled, enter the no cableip-broadcast-echo commandin cable
interface configuration mode.

Verifying IP Broadcast Echo

To determine whether | P broadcast echo is activated or deactivated, enter the
mor e system:running-config command and look for a notation in the cable interface configuration
information:

Rout er# nmore system runni ng-config
Bui | di ng configuration...

Current configuration:
!

interface cabl e5/0/0

ip address 1.1.1.1 255.255.255.0

no keepalive

cabl e i p-broadcast-echo

cabl e downstream annex B

cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e upstream O frequency 15008000
no cabl e upstream 0 shut down

[ oL-1520-05

Cisco uBR10012 Universal Broadband Router Software Configuration Guide g


http://www.cisco.com/univercd/cc/td/doc/product/cable/bbccmref/index.htm

Chapter 3 Configuring Cable Interface Features for the Cisco uBR10012 Router |

I Cable Interface Configuration Examples

Cable Interface Configuration Examples

This section provides the following configuration examples:
» “Subinterface Configuration Example” section on page 30
- ‘“Cable Interface Bundling Example” section on page 30
- ‘“Cable Interface Bundle Master Configuration Example” section on page 31
- “PE Router Configuration Example” section on page 31
- “PRouter Configuration Example” section on page 35
- “BGP Routing Sessions Configuration Example” section on page 36
- “PE-to-PE Routing Sessions Configuration Example” section on page 36
- “BGP PE-to-CE Routing Sessions Configuration Example” section on page 36
» “RIP PE-to-CE Routing Sessions Configuration Example” section on page 37
- ‘“Static Route PE-to-CE Routing Sessions Configuration Example” section on page 37

Subinterface Configuration Example

The following example shows how to define a subinterface on the cable5/0/0:

interface cabl e5/0/0
! No | P address
! MAC | evel configuration only

I first subinterface

interface cable5/0/0.1

description Managenent Subinterface
ip address 10.255.1.1 255.255.255.0
cabl e hel per-address 10.151.129.2

I second subinterface

interface cabl e5/0/0.2

i p address 10.279.4.2 255.255.255.0
cabl e hel per-address 10.151.129.2

I third subinterface

interface cable5/0/0.3

i p address 10.254.5.2 255. 255.255.0
cabl e hel per-address 10.151.129.2

Cable Interface Bundling Example

The following example shows how to bundle a group of physical interfaces. In this example, the
interfacesint c¢5/0/0andint c4/0 arebundled.

int ¢5/0/0

i p address 209. 165. 200. 225 255. 255. 255.0

i p address 209. 165.201.1 255. 255. 255. 0 secondary
cabl e hel per-address 10.5.1.5

! MAC | evel configuration

cabl e bundle 1 master

int c4/0/0

! No I P address

! MAC | ayer configuration only

cable bundle 1
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The following example shows how to define subinterfaces on a bundle master and define Layer 3
configurations for each subinterface. In this example, the interfacesi nt ¢5/0/0andint c4/0/0 are

bundled.

int ¢c5/0/0

! No | P address

! MAC | evel configuration
cabl e bundle 1 naster

int c4/0/0

! No | P address

! MAC | ayer configuration
cable bundle 1

I first subinterface

int ¢5/0/0.1

i p address 10.22.64.0 255
cabl e hel per-address 10.4

! second subinterface

int ¢c5/0/0.2

i p address 10.12.39.0 255
cabl e hel per-address 10.4

only

.255.255.0
1.2

.255.255.0
1.2

! third subinterface

int ¢c5/0/0.3

ip address 10.96.3.0 255.255.255.0
cabl e hel per-address 10.4.1.2

Cable Interface Bundle Master Configuration Example

The following example shows how to configure cable interface bundles:

Di spl aying the contents of the bundle
Rout er (config-if)# cable bundle ?

<1- 255> Bundl e nunber
Rout er (config-if)# cable bundle 25 ?

master Bundl e master
<Cr>

Rout er (config-if)# cable bundl e 25 naster ?
<Cr>

Rout er (config-if)# cable bundle 25 naster

Rout er (config-if)#

07:28:17: %BR10000-5- UPDOM: | nterface Cabl e5/0/0 Port U0, changed state to down
07:28:18: %BR10000- 5- UPDOM: | nterface Cabl e5/0/0 Port U0, changed state to up

PE Router Configuration Example

This example (system information display) identifies the version of Cisco 10S software installed and
displays PE configurations:

I Defines the hostnane of the C sco uBR10012

host name regi on- 1- ubr

|

| Describes where the systemis getting the software inage it is running. In

! this configuration exanple, the systemis |loading a G sco uBR10012 i rage naned
! Adantpecial fromslot O.

boot system flash sl ot 0: uBRLO0OOO- p- nz. AdanSpeci al

|

| Creates the enabl e secret password.
enabl e secret xxxx

enabl e password Xxxxx

|

| Sets QS per nmodem for the cable plant.
no cabl e qos permission create

no cabl e qos permi ssion update

cabl e gos perm ssion nodens
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Allows the systemto use a full range of |IP addresses, including subnet zero, for
interface addresses and routing updates.
i p subnet-zero

! Enabl es Ci sco Express Forwarding.
ip cef

|
|

|

i

|

|

i

|

! Configures a Cisco | 0OS Dynani ¢ Host Configuration Protocol (DHCP) server to insert the
! DHCP relay agent information option in forwarded BOOTREQUEST nessages.

ip dhcp relay information option
|

|

|

|

|

i

|

|

|

Enters the virtual routing forwarding (VRF) configuration node and naps a VRF table to
the virtual private network (VPN) called MaMI-VPN. The VRF table contains the set of
routes that points to or gives routes to the CNR device, which provisions the cable

! mbdem devi ces. Each VRF table defines a path through the MPLS cl oud.

ip vrf MGMI- VPN

Creates the route distinguisher and creates the routing and forwardi ng table of the
router itself.
rd 100: 1

| Creates a list of inport and/or export route target communities for the VPN
route-target export 100:2
route-target export 100:3

Maps a VRF table to the VPN called | SP1- VPN
p vrf |SP1-VPN

Creates the route distinguisher and creates the routing and forwardi ng table of the
router itself.
rd 100: 2

| Creates a list of inport and/or export route target communities for the VPN
route-target inport 100:1

Maps a VRF table to the VPN called | SP2- VPN
p vrf |SP2-VPN

Creates the route distinguisher and creates the routing and forwardi ng table of the
router itself.
rd 100: 3

| Creates a list of inport and/or export route target communities for the VPN
route-target inport 100:1

|
! Maps a VRF table to the VPN called MSO-isp. Note: MSO-isp could be considered ISP-3; in
! this case, the MSO is conpeting with other |SPs for other ISP services.

ip vrf MSOisp
!
|
|

Creates the route distinguisher and creates the routing and forwardi ng table of the
router itself.
rd 100: 4

| Creates a list of inport and/or export route target communities for the VPN
route-target inport 100:1

Bui |l ds a | oopback interface to be used with MPLS and BGP; creating a | oopback interface
el i m nates unnecessary updates (caused by physical interfaces going up and down) from
fl oodi ng the network.
nt erface LoopbackO
i p address 10.0.0.0 255.255.255.0
no i p directed-broadcast

|
! Assigns an | P address to this Fast Ethernet interface. MPLS tag-swi tching nmust be
! enabled on this interface.
interface FastEthernet0/0/0
description Connection to MSO core.
i p address 10.0.0.0 255.255.255.0
no i p directed-broadcast
full -dupl ex
tag-switching ip
|
| Enters cable interface configuration node and configures the physical aspects of the
! 5/0/0 cable interface. Please note that no | P addresses are assigned to this interface;
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they will be assigned instead to the |ogical subinterfaces. Al other commands for
this cable interface should be configured to nmeet the specific needs of your cable RF
pl ant and cabl e network.

nterface Cabl e5/0/0

no i p address

i p directed-broadcast

no i p nroute-cache

| oad-interval 30

no keepalive

cabl e downstream annex B

cabl e downstream nodul ati on 64gam

cabl e downstreaminterl eave-depth 32

cabl e downstream frequency 855000000

cabl e upstream O frequency 30000000

cabl e upstream O power-1level O

no cabl e upstream 0 shut down

cabl e upstream 1 shut down

cabl e upstream 2 shut down

cabl e upstream 3 shut down

cabl e upstream 4 shut down

cabl e upstream 5 shut down

Configures the physical aspects of the 5/0/0.1 cable subinterface. |If cable nodens have
not been assigned | P addresses, they will automatically cone on-line using the settings
for subinterface X 1.

interface Cable5/0/0.1

description Cabl e Adm nistration Network

|
I Associates this interface with the VRF and MPLS VPNs that connect to the MSO cabl e
I network registrar (CNR). The CNR provi des cable nodens with | P addresses and ot her
! initialization paraneters.

ip vrf forwarding MSO
|

| Defines a range of |P addresses and masks to be assigned to cabl e nodems not yet
associ ated with an | SP.
i p address 10.0.0.0 255.255.255.0
!
! Disables the translation of directed broadcasts to physical broadcasts.
no i p directed-broadcast

! Defines the DHCP server for cable nbdens whether they are associated with an ISP or
! with the MSO acting as | SP.
cabl e hel per-address 10.4.1.2 cabl e-npodem

| Defines the DHCP server for PCs that are not yet associated with an | SP.
cabl e hel per-address 10.4.1.2 host

! Disables cabl e proxy Address Resol ution Protocol (ARP) and IP rulticast echo on this
! cable interface.
no cabl e proxy-arp
no cabl e ip-nulticast-echo
|
I Configures the physical aspects of the 5/0/0.2 cable subinterface.
interface Cabl e5/0/0.2
description MSO as | SP Network
|

| Assi gns this subinterface to the MPLS VPN used by the MSO to supply service to
! custoners—n this case, M5O isp.
ip vrf forwarding MSO-isp

| Defines a range of |P addresses and masks to be assigned to cabl e nbdens associ at ed
I with the MSO as | SP net worKk.
ip address 10.1.0.0 255.255. 255. 0 secondary

| Defines a range of |P addresses and masks to be assigned to host devices associated
I with the MSO as | SP net worKk.
ip address 10.1.0.0 255.255.255.0

! Disables the translation of directed broadcasts to physical broadcasts.
no i p directed-broadcast

! Defines the DHCP server for cable npbdens whether they are associated with an ISP or
! with the MSO acting as | SP.
cabl e hel per-address 10.4.1.2 cabl e-npodem
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I Defines the DHCP server for PC host devices.
cabl e hel per-address 10.4.1.2 host

Di sabl es cabl e proxy Address Resol ution Protocol (ARP) and IP multicast echo on this
cabl e interface.
no cabl e proxy-arp
no cabl e ip-nulticast-echo

Configures the physical aspects of the 5/0.3 cable subinterface
nterface Cabl e5/0/0.3
description | SP1's Network

Makes this subinterface a nenber of the MPLS VPN
ip vrf forwarding ispl

Defines a range of | P addresses and nmasks to be assigned to cabl e nodens associ ated
with the MSO as | SP network.
ip address 10.1.1.1 255.255. 255. 0 secondary

Defines a range of | P addresses and nmasks to be assigned to host devices associ ated
with the MSO as | SP network.
ip address 10.0.1.1 255.255.255.0

Di sabl es the translation of directed broadcasts to physical broadcasts.
no i p directed-broadcast

Di sabl es cabl e proxy Address Resol ution Protocol (ARP) and IP multicast echo on this
cabl e interface.
no cabl e proxy-arp
no cabl e ip-nulticast-echo

Defines the DHCP server for cabl e npdens whether they are associated with an | SP or
with the MSO acting as | SP.
cabl e hel per-address 10.4.1.2 cabl e-npodem

Defines the DHCP server for PC host devices.
cabl e hel per-address 10.4.1.2 host

Configures the physical aspects of the 5/0/0.4 cable subinterface
nterface Cabl e5/0/0. 4
description | SP2's Network

Makes this subinterface a nenber of the MPLS VPN
ip vrf forwarding isp2

Defines a range of | P addresses and nmasks to be assigned to cabl e nodens associ ated
with the MSO as | SP network.
ip address 10.1.2.1 255.255. 255. 0 secondary

Defines a range of | P addresses and nmasks to be assigned to host devices associ ated
with the MSO as | SP network.
ip address 10.0.1.1 255.255.255.0

Di sabl es the translation of directed broadcasts to physical broadcasts.
no i p directed-broadcast

Di sabl es cabl e proxy Address Resol ution Protocol (ARP) and IP multicast echo on this
cabl e interface.
no cabl e proxy-arp
no cabl e ip-nulticast-echo

cabl e dhcp-gi addr policy

Il Defines the DHCP server for cable nodens whether they are associated with an ISP or
! with the MSO acting as | SP.

cabl e hel per-address 10.4.1.2 cabl e-npodem

| Defines the DHCP server for PC host devices.

cabl e hel per-address 10.4.1.2 host

end

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
m. 0oL-1520-05 1



| Chapter3

Configuring Cable Interface Features for the Cisco uBR10012 Router

P Router Configuration Example

Cable Interface Configuration Examples W

This example (system information display) identifies the version of Cisco 10S software installed and
displays PE configurations:

Bui | di ng configuration..

Current configuration

!
version 12.0

servi ce tinestanps debug uptine
service tinestanps |og uptine
no servi ce password-encryption

host name R7460- 7206- 02

enabl e password Xxxxx
|

ip subnet - zero
ip cef

ip host brios 223.255. 254, 253
!

nt erface LoopbackO

ip address 10.2.1.3 255.255.255.0
no i p directed-broadcast

no i p address

nt erface Loopbackl

no i p directed-broadcast
no i p nroute-cache

nterface Fast Et hernet0/0/0

ip address 1.7.108.2 255.255.255.0
no i p directed-broadcast
no i p nroute-cache

shut down

full -dupl ex

no cdp enabl e

|

router ospf 222
network 10.0.1.0
network 10. 0. 2.
network 10.0.3
network 10.0.4
network 20.2.1
|

ip classless

no ip http server
|

|

map-list test-b
no cdp run

|

tftp-server slotO
!

line con O
exec-timeout 0 O
password XxXXxX
login

255
255
255
255
255

255
255
255
255
255

255.0 area O
255.0 area O
255.0 area O
255.0 area O
255.0 area O

mast er/ 120/ ubr 10k- p6- nz. 122- 2. XF

transport input none

line aux 0
line vty 0 4
password XxXXxX
login

|

no schedul er max-task-tine

end
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BGP Routing Sessions Configuration Example

To configure BGP routing sessions in a provider network, use the following commands in router
configuration mode on the PE router:

Stepl  Configure the BGP routing process with the autonomous system number:
Rout er (config)# router bgp 42

Step2  Specify a neighbor's IP address or BGP peer group, identifying it to the local autonomous system:

Rout er (confi g-router)# nei ghbor 200. 28. 28. 40
Activate the advertisement of the |Pv4address famly.
Rout er (confi g-router)# nei ghbor 200.28.28.40 activate

PE-to-PE Routing Sessions Configuration Example

To configure PE-to-PE routing sessions in a provider network, use the following commands in router
configuration mode on the PE router:

Stepl  Defineinternal Border Gateway Protocol (iBGP) parameters for VPNv4 network-layer reachability
information (NLRI) exchange:

Rout er (config-router)# address-fam |y vpnv4 uni cast

Step2  Define an IBGP session to exchange VPNv4 NLRIs:

Rout er (confi g-router-af)# nei ghbor 200.28.28.45 renote-as 48
Rout er (config-router-af)# exit

Step3  Activate the advertisement of the | Pv4address family:

Rout er (confi g-router)# nei ghbor 200.28.28.45 activate

BGP PE-to-CE Routing Sessions Configuration Example

To configure BGP PE-to-CE routing sessi ons, use the following commandsin router configuration mode
on the PE router:

Stepl  Define external Border Gateway Protocol (eBGP) parameters for PE-to-CE routing sessions:
Rout er (config-router)# address-famly ipv4 unicast vrf
go_fast_i nternet _conpany

Step2  Define an eBGP session between PE and CE routers and activate the advertisement of the |Pv4 address
family:

Rout er (confi g-rout er-af)# nei ghbor 200.28.28. 46 renote-as 49
Rout er (confi g-rout er-af)# nei ghbor 200.28.28.46 activate
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RIP PE-to-CE Routing Sessions Configuration Example

Step 1

To configure RIP PE-to-CE routing sessions, use the foll owing commands in router configuration mode
on the PE router:

Enable RIP, define RIP parameters for PE-to-CE routing sessions, and enable RIP on the PE-to-CE link:

Router(config)# router rip

Rout er (config-router)# address-famly ipv4 unicast vrf
go_fast_i nternet _conpany

Rout er (confi g-router-af)# network 200. 28. 28. 47

Static Route PE-to-CE Routing Sessions Configuration Example

Step 1

Step 2

To configure static route PE-to-CE routing sessi ons, use the following commandsin router configuration
mode on the PE router:

Define static route parameters for each PE-to-CE session and for each BGP PE-to-CE routing session.

Router(config)# ip route vrf go_fast_internet_conpany 200. 28. 28. 46
255. 255. 255. 0 200. 28. 28. 50

Rout er (config-router)# address-famly ipv4 unicast vrf

go_fast_i nternet _conpany

Redistribute VRF static routes and directly connected networks into the VRF BGP table.

Rout er (config-router-af)# redistribute static
Rout er (config-router-af)# redistribute static connected
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Note

A

CHAPTER

Managing Cable Modems on the Hybrid
Fiber-Coaxial Network

Writer’ s Note - Reinstate all topics/procedures that were removed for uBR10K SCG. Use the
previous uBR7200 SCG asfirst source. Verify that interface examples are taken from uBR7200, not
from uBR10OK. This chapter ready for update, and is confirmed for this pending edition.

After you have completed upstream and downstream configuration in Chapter 3, “ Configuring Cable
Interface Features for the Cisco uBR10012 Router,” you have additional options to manage how your
CMs operate in the hybrid fiber-coaxial (HFC) network. Y ou can set the following CM functions:

Section

Purpose

“Activating CM Authentication”
section on page 4

Configures the Cisco uBR10000 series CMTSto requireall CMs
to return a known text string to register with the CMTS and gain
access to the network.

“Activating CM Authentication”
section on page 2

Configures the Cisco uBR10000 series CMTSto requireall CMs
to return a known text string to register with the CMTS and gain
access to the network.

“Activating CM Insertion Interval”
section on page 3

Limits the amount of time that a CM requests a channel for the
first time from the Cisco uBR10012 router. (A CM'sinitial
channel request is known as insertion.)

“Activating CM Upstream Address
Verification” section on page 5

Ensures that only CMs that have received DHCP leases through
the Cisco uBR10000 series CMTS can access the HFC network.

“Clearing CM Counters” section
on page 5

Clears the counters for the CMs in the station maintenance list.

“Clearing CM Reset” section on
page 6

Removes one or more CM s from the station maintenance list and
resets the cable modem (or all CMs) on the network.

“Configuring CM Registration
Timeout” section on page 7

Specifies the registration timeout interval for CMs connected to
the Cisco uBR10012 router.

“Configuring Dynamic Contention
Algorithms (Cable Insertion
Interval, Range, and Data
Backoff)” section on page 7

Configures the algorithms that control the capacity of the
contention subchannel and how efficiently a given contention
subchannel capacity is used.

[ oL-1520-05
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Section

Purpose

“Configuring the Dynamic Map
Advance Algorithm” section on
page 8

Enhances the upstream throughput from a CM connected to the
Cisco uBR10000 series CMTS. The system employs a new
algorithm that automatically tunes the lookahead time in MAC
all ocation and management messages (MAPs), based on several
input parameters for the corresponding upstream channel.

“Configuring Maximum Hosts
Attached to aCM” section on

page 9

Specifies the maximum number of hosts that can be attached to a
subscriber’s CM.

“Configuring Per-Modem Filters”
section on page 9

Provides instructions to configure the Cisco uBR10012 router to
filter incoming packets from individual hosts or cable interfaces
based on the source Media Access Controller (MAC) or Internet
Protocol (1P) address.

“Configuring Sync Message
Interval” section on page 10

Specifies the sync message interval between successive sync
message transmissions from the Cisco uBR10000 series CMTS.

Note  Cisco recommends using default values for most commands. The default values for the commands
used in these configuration steps are, in most cases, adequate to configure the

Cisco uBR10012 router.

Note  For information about setting rate limiting on CMs, refer to these sections in Chapter 3:

» “Setting Downstream Rate Limiting and Traffic Shaping” section on page 9

» “Setting Upstream Rate Limiting and Traffic Shaping” section on page 24

Activating CM Authentication

The Cisco uBR10012 router can be configured to require all CMsto return aknown text string to register
with the CMTS and gain access to the network. The text string can be from 1 to 80 charactersin length.
To activate CM authentication, use the following command from cable interface configuration mode.

To configure authentication and data privacy parameters, use the cable shar ed-secr et command in cable
interface configuration mode. To disable authentication during the CM registration phase, use the no

form of this command.

cable shared-secret [0 | 7] authentication-key

no cable shared-secret

Syntax Description 0 (Optional) Specifies that an unencrypted message will follow.
7 (Optional) Specifies that an encrypted message will follow.
authentication-key Text string is a shared secret string. When you enable the service

password-encryption option, the password is stored in encrypted form. The
text string is a 64-character authentication key.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Examples The following example shows how to activate CM authentication using 3344912349988...sf as the
shared secret key and indicating that an encrypted message follows:

Rout er (config-if)# cable shared-secret 7 3344912349988ci sco@apowenaspasdpuy230j hm . . sf

Verify CM Authentication

To verify whether CM authentication is activated or deactivated, enter the command more
system:running-config and ook for the cableinterface configuration information. If CM authentication
is deactivated, it appearsin thisoutput as no cabl e secret-shared.

Activating CM Insertion Interval

When a CM is ready to transmit data, it requests a channel from the Cisco uBR10012 router. Y ou can
[imit the amount of time that a CM requests achannel for the first time from the Cisco uBR10012 router.
A CM'sinitial channel request is known as insertion. The valid range is 100 to 2000 milliseconds.

To activate the CM insertion interval, use the foll owing command in cabl e interface configuration mode.

Command Purpose

cable insertion-interval milliseconds Sets the insertion interval in milliseconds.

Validating CM Insertion Interval

To verify that a CM insertion interval has been set, enter the command mor e system:running-config
command, and look for the cable interface configuration information, as shown in this command output
excerpt:

Rout er# nore system runni ng-config

Bui | di ng configuration...

Current configuration:

|

interface Cabl e5/0/0
ip address 1.1.1.1 255.255.255.0
no keepalive
cabl e insertion-interval 2000
cabl e downstream annex B
cabl e downst ream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream synbol -rate 5056941
cabl e upstream O frequency 15008000
cabl e upstream 0 fec
cabl e upstream O scranbl er

no cabl e upstream 0 shut down
!

Troubleshooting CM Insertion Interval

If you are having trouble, make sure that you entered the correct slot and port numbers when you typed
the command.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Activating CM Authentication

The Cisco uBR10000 series CMTS can be configured to require all CMs to return a known text string
to register with the CM TS and gain access to the network. The text string can be from 1 to 80 characters
in length. The default setting is "on" (CM authentication is activated).

To activate CM authentication, use the following command in cable interface configuration mode:

Command Purpose
cabl e shared-secret [0[7] authorization-key Enables CM authentication:

- 0 specifiesan unencrypted authentication key.
- 7 specifies an encrypted authentication key.

no cabl e shared-secret Disables CM authentication.

Tip Be sure that you enter the correct slot and port number in cableinterface configuration mode. Verify
that the CM is using baseline privacy interface (BPI) and that it is assigned to a quality of service
(QoS) with privacy active. Verify that the cable interface configuration file contains a matching key.

Verifying CM Authentication

To verify if CM authentication has been activated or deactivated, enter the command

mor e system:running-config and look for the cable interface configuration information. If CM
authentication has been activated, it does not appear in this output. If CM authentication has been
deactivated, it appearsin this output as“no cabl e secr et -shared,” as shown in this command output
excerpt:

Rout er# nore system runni ng-config
Bui | di ng configuration...
Current configuration:
|
interface Cabl e5/0/0
ip address 1.1.1.1 255.255.255.0
no keepalive
no cabl e secret-shared
cabl e insertion-interval 150000
cabl e downstream annex B
cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream synbol -rate 5056941
cabl e upstream O frequency 15008000
cabl e upstream 0 fec
cabl e upstream O scranbl er
no cabl e upstream 0 shut down

Troubleshooting CM Authentication

If you are having trouble, make sure that you entered the correct slot and port numbers when you entered
cable interface configuration mode. For additional troubleshooting information, refer to Chapter 6,
“Troubleshooting the System.”
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Activating CM Upstream Address Verification

CM upstream address verification ensures that only CMs that have received Dynamic Host
Configuration Protocol (DHCP) leases through the Cisco uBR10012 router can accessthe HFC network.
The Cisco uBR10012 router discards all packets received from or for hosts that have not received
Dynamic Host Configuration Protocol (DHCP)-assigned addresses. The default setting is "off" (CM
upstream address verification is deactivated).

To activate or deactivate CM upstream verification, use the following command in the cable interface
configuration mode:

Command Purpose

cabl e source-verify [dhcp]  Activates CM upstream verification. The dhcp option specifies that
queries be sent to verify unknown IP addresses in upstream data packets.

no cable source-verify Returns to the default upstream verification state.

Verifying CM Upstream Address Verification

To verify that CM upstream verification has been activated or deactivated, enter the command mor e
system:running-config and look for theno cabl e source-verify notation in the cable interface
configuration information. If CM upstream verification has been deactivated, it does not appear in this
output. If CM upstream verification has been activated, it appears in this output as

cabl e source-verify, as shown in this command output excerpt:

Rout er# nore system runni ng-config
Bui | di ng configuration...
Current configuration:
|
interface Cabl e5/0/0
ip address 1.1.1.1 255.255.255.0
no keepalive
cabl e source-verify
cabl e insertion-interval 2000
cabl e downstream annex B
cabl e downstream nodul ati on 64gam
cabl e downstreaminterl eave-depth 32
cabl e downstream synbol -rate 5056941
cabl e upstream O frequency 15008000
cabl e upstream 0 fec
cabl e upstream O scranbl er
no cabl e upstream 0 shut down

Tip Be sure that you enter the correct slot and port number when you enter the cable interface
configuration mode.

Note  If the Cisco uBR10012 router is reloaded or the Address Resolution Protocol (ARP) tableis cleared,
all hosts on the network are forced to rel ease and renew their | P addresses. Some systems might
require restarting if the IP protocol stack is unable to renew using a broadcast |P address.

Clearing CM Counters

To clear the counters for the CM s in the station maintenance list, use one of the following commandsin
cable interface configuration mode.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Command Purpose

cl ear cable modem mac-addr counters Clears the countersin the station maintenance list for the
CM with a specific MAC address.

clear cable nodemip-addr counters Clearsthe countersin the station maintenance list for the
CM with a specific |P address.

clear cable modemall counters Clears the countersin the station maintenance list for all CMs.

Verifying Clear CM Counters

To determine if the countersin the station maintenance list are cleared, enter one of the following
commands. The station maintenance list counter is 0.

Command Purpose
show cabl e nodem i p-address Displays the status of a CM identified by its P address.
show cabl e nodem mac- addr ess Displaysthe status of a CM identified by its MAC address.

show cabl e nodeminterface-address  Displays the status of all CMs on a particular upstream.

Clearing CM Reset

To remove one or more CMs from the station maintenance list and reset the cable modem (or all CMs)
on the network, use one of the following commands in cable interface configuration mode.

Command Purpose

clear cable nodem mac-addr reset Removes the CM with a specific MAC address from the
station maintenance list and resets it.

clear cable nodem ip-addr reset Removes the CM with a specific | P address from the station
maintenance list and resetsiit.
clear cable nodem all reset Removes all CMsfrom the station maintenance list and resets
them.
Verifying Clear CM Reset

Todetermineif the clear cable modem reset command has removed a CM from the station mai ntenance
list and forced it to start a reset sequence, enter the show cable modem command.

Tip Be sure that you entered the correct CM P address or MAC address when you typed the
clear cable modem reset command. It might take up to 30 secondsfor the CM to start the reset sequence.

Note  Theclear cable modem reset command isuseful if aSi mple Network Management Protocol (SNMP)
manager is not available, or if the CM isunable to obtain an 1P address or respond to SNM P messages.
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Configuring CM Registration Timeout

By default, registered CMs that have no upstream activity for three minutes are timed out and
disconnected from the Cisco uBR10012 router. This timeout interval can be decreased to 2 minutes or
increased up to 60 minutes.

To specify the registration timeout interval for CMs connected to the Cisco uBR10012 router, use the
following command in cable interface configuration mode.

Command Purpose

cabl e registration-tinmeout n Specifies the maximum number of minutes all owed to elapse with
no upstream activity before terminating the connection. Valid
range is from 2 to 60 minutes. Default = 3 minutes.

Configuring Dynamic Contention Algorithms (Cable Insertion
Interval, Range, and Data Backoff)

The Cisco uBR10000 series software includes the following al gorithms that control the capacity of the
contention subchannel and control the efficient use of a given contention subchannel capacity:

» Algorithm that dynamically controls the rate of upstream contention slots—initial ranging and
bandwidth requests.

» Algorithm that varies the backoff parameters that CMs use. Backoff variation falls within each of
the initial ranging and bandwidth request upstream contention subchannels.

In high contention mode, the Cisco uBR10000 series MAC scheduler uses collision statistics and
sustains a high frequency of initial ranging slots until it detects a steady ranging state. The CMTS
dynamically varies the frequency of initial ranging slots using the data grant utilization on the upstream
channels. The CMTS trades upstream bandwidth between data grants and initial ranging slots. The
CMTS autodetects a high collision state and switches to low insertion interval mode after a steady state
is achieved where few collisions occur.

The CMTS s careful when monitoring the ranging channel health to revert to a steady state. In steady
state mode, data grants—grant utilization—receive preference over initial ranging slots.

Although the binary exponential backoff algorithm operates in a distributed fashion at different CMs,
the CMTS provides centralized control for the backoff algorithm. To achieve this, it remotely monitors
traffic load—the backlog developing on the contention channel—and then varies the backoff start and
end specified in the MAPs for that upstream channel. This ensures that colliding CMs are properly
randomized in time.

The following cable interface commands are available to configure the dynamic contention algorithms:

[no] cable insertion-interval [automatic [Imn [Imax]]] | [nsecs]
[no] cabl e upstream port num range-backoff [automatic] | [start end]
[no] cabl e upstream port num dat a- backoff [automatic] | [start end]

cable insertion-interval Command Examples

To deviate from system defaults when modifying the dynamic contention algorithm, use one of the
following commands in cable interface configuration mode.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Tip

Command

Purpose

[no] cable
insertion-interval
[automatic [Imin [1max]]] |
[ msecs]

cabl e insertion-interval
automatic mn 25-2000

cabl e insertion-interval
max 500- 2000

no cabl e insertion-interval

cabl e insertion-interval
100- 2000

Enables or disablesthe dynamic ranging interval algorithm. If lower
and upper bounds for varying the period are not specified, the
system uses default frequency values of initial ranging upstream
slots between 50 milliseconds to 2 seconds, respectively.

Sets the lower bound on the initial ranging period for the automatic
ranging algorithm.

Sets the upper bound on initial ranging period for the automatic
ranging algorithm.

Resets fixed initial ranging period to default value of 500 msecs.
Also invokes fixed initial ranging algorithm.

Enables fixed initial ranging period algorithm with specified fixed
period (msecs).

System defaults areto have dynamic ranging interval enabled, dynamic ranging backoff enabled, and
fixed data backoffs for each upstream of a cable interface.

The default automatic insertion interval setting enables the Cisco automatic initial ranging period
algorithm, where lower and upper default values of 50 msecs and 2 secs are used. The default
automatic range-backoff setting enables the dynamic backoff algorithm.

Configuring the Dynamic Map Advance Algorithm

A CMTS administrator can enhance the upstream throughput from a CM connected to the

Cisco uBR10000 series CMTS. The system employs a hew algorithm that automatically tunes the
lookahead time in MAPs, based on several input parameters for the corresponding upstream channel.
The use of dynamic and optimal lookahead time in MAPs significantly improves the per-modem

A

upstream throughput.

Caution

Only atrained CMTS administrator should adjust these values.
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To configure the dynamic map advance algorithm, use the following command in cable interface
configuration mode.

Command Purpose

cabl e map-advance  Specifiesavalue to enhance the upstream throughput from a CM connected to

dynam ¢ [n]|static  the Cisco uBR10012 router. The n argument provides the safety factor for the
dynamic map advance algorithm. This argument is specified in usecs and
controls the amount of extra lookahead time in MAPs to account for
inaccuracies of the measurement system and software latencies. The default
value is 1000 usecs.

Y ou can vary thisvalue from 500 to 1500 usecs. Thisargument isadeltavalue
added to the dynamic map-advance setting that the algorithm computes.
Using larger safety factors increases the run-time lookahead in MAPs, but
reduces the upstream performance.

Use the static keyword for the cable map-advance command. The

Cisco uBR10012 router uses afixed lookahead timein MAPs, regardless of the
real propagation delay of the farthest CM on the network. Thisfixed |ookahead
timeis computed based on theworst-case parameters, such asfarthest DOCSIS
propagation delay for the CMs.

Caution

If you are adjusting the dynamic map-advance algorithm, do not reduce the safety factor below the
default value of 1000 usecs in a production network, until you are confident that the reduced safety
factor suffices for your deployment. The default value is chosen to be a safe operating point for the
algorithm.

Configuring Maximum Hosts Attached to a CM

To specify the maximum number of hosts that can be attached to a subscriber’s CM, use the following
command in cable interface configuration mode.

Command Purpose

cabl e max-hosts n Specifies the maximum number of hosts that can be attached to aCM on
thisinterface. Valid range is from 0 to 255 hosts. Default = 0.

no cabl e max-hosts Resets the allowable number of hosts attached to aCM to the default value
of 0 hosts.

Configuring Per-Modem Filters

Note

Y ou can configure the Cisco uBR10012 router to filter incoming packets from individual hosts or
cable interfaces based on the source Media Access Controller (MAC) or Internet Protocol (IP) address.
Definition of filters follows standard Cisco 10S configuration practices for access lists and groups.

Configuring per modem or host filtersis supported in Cisco |10S Release 12.0(5) T1 or higher, aswell
asin Cisco 10S Release 12.0(6)SC or higher.

[ oL-1520-05
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To configure per modem filters, use the following commands in cable interface configuration mode.

Command

Purpose

Stepl Router(config-if)# cable{modem | host| |Configure access liststo be specified on a per-interface and
device} {<macaddr><ipaddr> | } access |per-direction basis. The packets received from cable interfaces and/or

group <acl>

individual hosts are filtered based on the cable interface or the host the
packets are received from. Use modem if the device isa CM. Use host
if the device is a CPE device attached to a CM.

Define the filter to be applied to the device and a given address. The
macaddr specifies the CM’s or CPE device's unique MAC address.

Use the ipaddr option to specify the CM or CPE device’s current IP
address.

Use the acl option to assign the CM or CPE device to an access list.
This defines the per-CM or per-host filter requirementsimplemented at
the CMTS, rather than at the CM. Access list numbers are 1 to 99 for
fast IP access lists, 100 to 199 for show extended IP access lists.

Note  Access list numbers of 700 to 799 do not apply.

A

Caution

The system applies filters after the CM registers with the CMTS. Filter definitions are not saved
across system reboots and must be applied each time a CM registers.

The software supportstrapsto alert CM TS administrators on CM s going offline or back online. A typical
registration and login procedure is shown below:

1.

I T o

The CM registers with theCisco uBR10000 series.

The Cisco uBR10000 series sends traps to management systems in use for the network.

The management system sets per modem filters using SNMP or rsh.

The user logsin at the server.

The login server obtains required modem and CPE information from the Cisco uBR10000 series.

Thelogin server sets per-CPE filter in the Cisco uBR10000 series. The per-CPE filter overrides the
per modem filter settings.

If the CM goes offline for a brief period of time, filters defined using the Cisco uBR10000 series
remain active. If a CM stays offline for more than 24 hours, filter settings are reset.

If the user logs out or the login server detects that the user is not online, the login server sets default
filters for the CM or the CPE device.

Configuring Sync Message Interval

To specify the sync message interval between successive sync message transmissions from the
Cisco uBR10012 router, use the following command in cable interface configuration mode.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Command Purpose

cabl e sync-interval msec Specifies the interval in milliseconds between successive sync
message transmissions from the Cisco uBR10000 series CMTS.
Valid values are from 1 to 200 msec. Default = 10 msec.

no cable sync-interval Returns the sync message interval to its default value of 10 msec.

Verifying Sync Message Interval

To determine if a sync message interval is configured, enter the show running-config command and
look for the cableinterface configuration information. If the sync message interval isdeactivated or reset
to its default value, theno sync interval command line appears in the output.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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CHAPTER 5

Configuring Basic Broadband Internet Access

This chapter describes the parameters of configuring and maintaining basic broadband Internet access.
The chapter contains these sections:

» “Overview of Basic Broadband Internet Access’ section on page 5-1
» “Recommended Basic Configuration for High-Speed Internet Access” section on page 5-2

- “Basic Internet Access Sample Configuration File” section on page 5-3

Overview of Basic Broadband Internet Access

A Cisco uBR10012 router and an intermediate frequency (IF)-to-radio frequency (RF) upconverter are
installed at the headend or distribution hub to transmit digital data. The Cisco uBR10012 router
downstream ports transmit | F signals to the upconverter, which translates the downstream signals to RF

for broadcast.

Receivers, scramblers, and descramblers then process the TV signals to encode or decode signals as
needed for broadcast. Modulators format the analog TV and digital signals.

The analog and digital signals then pass through the RF combiner. The signals are broadcast from the
headend through optical transmitters to fiber nodes.

Amplifiers, coaxial cable, and taps carry the signal sto the subscriber premises. Signals are processed as
follows:

» Tuners that handle MPEG video, audio, and broadcast services in set-top boxes (STBs), TVs, and
V CRs receive one-way analog signals.
- CMsreceive digital datasignals:

— Two-way CMs transmit RF signals back through amplifiers to optical fiber receivers at the
headend. These receivers pass the upstream signal to upstream ports on the
Cisco uBR10012 router, where they are processed.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
[ oL-1520-05 .m



Chapter5  Configuring Basic Broadband Internet Access |

I Recommended Basic Configuration for High-Speed Internet Access

Figure 5-1 illustrates this general signal flow and associated processesin the CMTS.

Figure 5-1 Two-Way Internet Access Network Example
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Note  The external upconverter shown in Figure 5-1 is needed only if you are not using the router’s
integrated upconverter.

Recommended Basic Configuration for High-Speed Internet Access

The Cisco uBR10012 router is fully capable of self-provisioning all CMs and hosts to which it is
attached. The router supports multiple |P subnets, including different subnets for hosts and CMs.
Configuration options are limited only by available configuration file length.

The Cisco uBR10012 router automatically connects DOCSIS-compliant CM s and hosts right out of the
box. Therefore, the factory-supplied configuration activates the downstream RF to 851 MHz center
frequency, and the upstream to 37 MHz.

Stepl  Connect one upstream port and the downstream port to a duplex filter.

Note Do not combine multiple ports, because they are all set on the same frequency.

Step2  Useat least 40 dB attenuation before the first modem, and modems will connect in under 5 minutes.
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Basic Internet Access Sample Configuration File

The following sample configuration file for the Cisco uBR10012 router includes the following features:

- Basic DOCSIS Internet Access

- DHCP Address Pools—The Cisco uBR10012 router acts as a DHCP server, providing different
address spaces on the basis of the CM’s service level, including those customers whose network
access should be denied access because they have cancelled their service. Different default pools
can be used for CMs and for the I P hosts behind them. Static |P addresses can also be assigned to
specific clients on the basis of the client’s MAC address.

- DOCSISCM Configuration Files—T hese configuration files provide several different servicelevel
options:

— platinum.cm—Users are given amaximum upstream bandwidth of 128 kbps, with a guaranteed
minimum bandwidth of 10 kbps. The downstream has a maximum bandwidth of 10 Mbps. Up
to 8 PCs are allowed on this connection.

— gold.cm—Users are given a maximum upstream bandwidth of 64 kbps and a maximum
downstream bandwidth of 5 Mbps. Up to 3 PCs are allowed on this connection.

— silver.cm—Users are given a maximum upstream bandwidth of 64 kbps and a maximum
downstream bandwidth of 1 Mbps. Only 1 PC is allowed on this connection.

— disable.cm—Users are denied access to the cable network. This configuration file can be used
for users who have cancelled service or have not paid their bills.

|
version 12.1

no service pad

servi ce tinestanps debug uptine

service tinestanps | og uptine

no servi ce password-encryption

servi ce conpress-config

servi ce udp-small-servers max-servers 500
|

host name UBR10000
|

boot systemslotO
|

no cabl e qos permission create

no cabl e qos permi ssion update

cabl e gos perm ssion nodens

cabl e tine-server

!

cable config-file platinumcm
service-class 1 nmax-upstream 128
servi ce-class 1 guaranteed-upstream 10
servi ce-cl ass 1 max- downstream 10000
service-class 1 max-burst 1600
cpe max 8
ti mestanp

!

cable config-file gold.cm
servi ce-class 1 nax-upstream 64
servi ce-cl ass 1 max- downst ream 5000
servi ce-class 1 max-burst 1600
cpe max 3
ti mestanp

!

cable config-file silver.cm
servi ce-class 1 nax-upstream 64
servi ce-cl ass 1 max- downstream 1000
servi ce-class 1 max-burst 1600
cpe max 1
ti mestanp
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cable config-file disable.cm

ip
ip
no
ip
ip
ip

access-deni ed

service-class 1 nax-upstream 1
service-class 1 max-downstream 1
service-class 1 max-burst 1600
cpe max 1

ti mestanp

subnet - zero

cef

i p domai n-1 ookup

dhcp excl uded- address 10.128.1.1 10.128.1.15
dhcp excl uded- address 10.254.1.1 10.254.1.15
dhcp ping packets 1

dhcp pool Cabl evbdens
network 10.128.1.0 255. 255. 255
bootfile plati numcm
next-server 10.128.1.1
defaul t-router 10.128.1.1
option 128 ip 10.128.1.1
option 4 ip 10.128.1.1
option 2 hex ffff.8f80
option 11 ip 10.128.1.1
option 10 ip 10.128.1.1
lease 1 0 10

dhcp pool hosts
network 10.254.1.0 255. 255. 255
next-server 10.254.1.1
default-router 10.254.1.1
dns-server 10.254.1.1 10.128.1.1
donai n- nane Exanpl esDorai nName. com
lease 1 0 10

dhcp pool staticPC(012)
host 10.254.1.12 255. 255.255.0
client-identifier 0108.0009. af 34. e2
client-nane staticPC(012)
lease infinite

dhcp pool gol dnodem
host 10.128.1.129 255.255.255.0
client-identifier 0100.1095.817f. 66
bootfile gold.cm

dhcp pool Di sabl edMbden{0010. aaaa. 0001)
host 10.128.1.9 255. 255.255.0
client-identifier 0100.1095.817f. 66
bootfile disable.cm

dhcp pool Di sabl edMbden{0000. bbbb. 0000)
client-identifier 0100.00bb. bb00. 00
host 10.128.1.10 255.255.255.0
bootfil e disable.cm

imeHamthMemmO

description Cabl e Downstream I nterface

i p address 10.254.1.1 255. 255. 255. 0 secondary
ip address 10.128.1.1 255.255.255.0

no keepalive

cabl e downstream annex B

cabl e downstream nodul ati on 64gam

cabl e downstreaminterl eave-depth 32

cabl e downstream frequency 851000000

cabl e down rf-power 55

cabl e upstream O description Cable upstreaminterface
cabl e upstream O frequency 37008000

Nort h
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Basic Internet Access Sample Configuration File

cabl e upstream O power-level O
cabl e upstream O admi ssion-control 150
no cabl e upstream 0 shutdown
cabl e upstream 1 description Cable upstreaminterface, South
cabl e upstream 1 frequency 37008000
cabl e upstream 1 power-level O
cabl e upstream 1 admi ssion-control 150
no cabl e upstream 1 shutdown
cabl e upstream 2 description Cable upstreaminterface, East
cabl e upstream 2 frequency 37008000
cabl e upstream 2 power-level O
cabl e upstream 2 adm ssion-control 150
no cabl e upstream 2 shutdown
cabl e upstream 3 description Cable upstreaminterface, West
cabl e upstream 3 frequency 37008000
cabl e upstream 3 power-level 0O
cabl e upstream 3 admi ssion-control 150
no cabl e upstream 3 shut down
no cable arp
cabl e source-verify dhcp
cabl e dhcp-gi addr policy

|

ip classless

no ip forward-protocol udp netbios-ns

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0

ip http server

|

!

alias exec scm show cabl e nodem

al i as exec scf show cable flap

al i as exec scp show cable qos profile

|

line con O
transport input none

line aux O

line vty 0 4
login

|

end

To set up spectrum management in your configuration, use the following commandsto set up the critical
elements:

cabl e spectrumgroup 1 frequency 40000000
cabl e spectrumgroup 1 frequency 20000000 2

In thisillustration, the user has configured spectrum management group number “1” to be available to
upstream channels. As defined by the two previous command lines, the “preferred” choiceisfor the
upstream to operate on a 40-MHz channel. If that channel is not suitable for the transmission scheme
available, the upstream automatically moves over to transmitting at 20 MHz and increases the receive
power rating by 2 dB.

The command lines in the sample configuration file beginning with the cable modulation-profile
command contain the critical elements necessary to set up a modulation profile in your overall
configuration:

cabl e nodul ation-profile 3 request 0 16 1 8 16gam scranbl er 152 no-diff 128 fixed uwl6
cabl e nodul ation-profile 3 initial 5 34 0 48 16gam scranbl er 152 no-diff 256 fixed uwl6
cabl e nodul ation-profile 3 station 5 34 0 48 16gam scranbl er 152 no-diff 256 fixed uwl6
cabl e nodul ati on-profile 3 short 5 75 6 8 16gam scranbl er 152 no-diff 144 fixed uw8
cabl e nodul ation-profile 3 long 8 220 0 8 16qgam scranbl er 152 no-diff 160 fixed uw8

[ oL-1520-05
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W Basic Internet Access Sample Configuration File

In this case, the user has configured modulation profile number “3” to be available to upstream channels
wherever they are configured to apply it. Notethat this modul ation profile has been configured to operate
with a QAM-16 modul ation scheme. The default modul ation scheme for any upstream profile (if it isnot
set to QAM-16) is QPSK.

Later in the configuration file example, upstream port 0 on the cable interface card installed in slot 5 uses
both the spectrum management and the modulation profile configured in the sample:

cabl e upstream O spectrumgroup 1
cabl e upstream O nodul ation-profile 3

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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CHAPTER 6

Troubleshooting the System

This chapter contains troubleshooting information for various functions of your Cisco uBR10000 series
Cable Modem Termination System (CMTS) and includes the following sections:

Section Purpose

“Understanding show Command Provides show command options for deriving system
Responses” section on page 2 information.

“Using a Headend CM to Verify Uses a Cisco uBR924 cabl e access modem to verify the
Downstream Signals” section on downstream signal originating from a

page 12 Cisco uBR10012 router.

“Performing Amplitude Averaging The system uses an averaging algorithm to determine the
section on page 12 optimum power level for aCM with low carrier-to-noiseratio
that is making excessive power adjustments—known as
flapping. This section shows how you can interpret these
power adjustments as indicating unstable return path

connections.
“Setting Downstream Test Signals’ Provides configuration commands that allow you to create
section on page 15 downstream test signals.

“Pinging Unresponsive CMs’ section |Allows a cable system administrator to quickly diagnose the
on page 16 health of a channel between the Cisco uBR10000 series
cable interface and the CM.

“Using Cable Interface debug Providesinstructionsfor troubleshooting cableinterface line
Commands” section on page 17 cards.

Note  For detailed information about troubleshooting your CMTS platform using cable flap lists, refer to
the chapter “Flap List Troubleshooting for the Cisco CMTS” in the Cisco Cable Modem Termination
Feature Guide on Cisco.com.

Note  For additiona online troubleshooti ng resources, visit the Cisco Technical Assistance Center's
Troubleshooting Assistant Web pageat http://te.cisco.com/SRV S/ICGI-BIN/WEBCGI.EXE?New,KB=Cable.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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B Understanding show Command Responses

Understanding show Command Responses

This section summarizes cable-related show commands. For additional command information about
these and other CM TS commands, refer to these additional resources on Cisco.com:

« Cisco Broadband Cable Command Reference Guide

» Cisco Cable Modem Termination System Feature Guide

show cable flap-list

To display the cable flap-list on a Cisco uBR10012 router, use the show cable flap-list command in
privileged EXEC mode.

show cable flap-list
show cable flap-list cable slot/port [upstream port] [sort-flap | sort-time]

show cable flap-list sort-interface [sort-flap | sort-time]

Syntax Description cable slot/port (Optional) Displaysthe flap list for a particular cable interface.

upstream port (Optional) Displaystheflap list for aparticular upstream on the sel ected
cable interface.

sort-interface (Optional) Displaysthe flap list for all cable interfaces, sorted by
interface.

sort-flap (Optional) Sortsthe list by the number of times the CM has flapped.

sort-time (Optional) Sortsthe list by the most recent time the CM is detected to
have flapped.

For the Cisco uBR10012 router, the sort option appliesto one line card at atime, then thelist is merged
together. For example, theflap list is sorted for cable7/0/0, appears on the console, and then is sorted for
cable 7/0/1, which then appears on the console, and so on.

The show cable flap-list and show cable modem commands indicate when the Cisco uBR10012 router
has detected an unstable return path for a particular modem and has compensated with a power
adjustment. An asterisk (*) appearsin the power-adjustment field for amodem when a power adjustment
has been made; an exclamation point appears when the modem has reached its maximum power transmit
level and cannot increase its power level any further.

Examples The following example shows the output of the show cable flap-list command:
Rout er# show cable flap-1ist
MAC Addr ess Upstream I ns Hit Mss CRC P-Adj Flap Tine
0010. 7bb3.fd19 Cable5/0/UL 0 2792 281 0 *45 58 Jul 27 16:54:50
0010. 7bb3.fcfc Cable5/0/UL 0 19 4 0 143 43 Jul 27 16:55:01
0010. 7bb3.fcdd Cable5/0/UL 0 19 4 0 *3 3 Jul 27 16:55:01

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Note

show cable flap-list Tl

The asterisk (*) in the P-Adj field indicates that a power adjustment has been made for that CM. The
exclamation point (!) indicatesthat the CM has reached its maxi mum power transmit level and cannot

increase its power level further.

The following example shows the return for flap-list tables sorted by MAC address and by time:

Rout er# show cable flap-list sort-flap

Mac Addr Cabl el F I ns Hit

. leab. 2c0b C6/0/0 U0 108 318
. leb2. bb07 C6/0/0 U0 0 293
. 7b6b. 71cd C6/0/0 U0 1 288
. leb2. bb8f C6/0/0 U0 1 295

Rout er# show cable flap-list sort-tine

Mac Addr Cabl el F I ns Hit
00e0. 2222. 2202 C4/0/0 WO 464 2069
0010. 7b6b. 57e1 C4/0/0 WO 0 2475

M ss
27
31
32
30

M ss
242
43

CRC P-Adj
0 0
1 1
0 0
0 0
CRC P-Adj
0 421
0 1041

Fl ap Ti me
108 Sep 10

1 Sep 10

1 Sep 10

1 Sep 10

Fl ap Ti me
885 Cct 16
1041 Cct 16

15: 26: 56
15:15: 49
15:12:13
15:11: 44

22:47:23
22:47:04

For additional information about using cable flap lists, refer to the chapter “Flap List Troubleshooting
for the Cisco CMTS" in the Cisco Cable Modem Termination System Feature Guide on Cisco.com.

[ oL-1520-05
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M show cable modem

show cable modem

To display information for the registered and unregistered CMs, use the show cable modem command

Note

in privileged EXEC mode.

show cable modem [ip-address | interface | mac-address] [options]

Some command options differ between the Cisco uBR10012 router (Cisco |OS Release 12.2 XF) and the
Cisco uBR7200 series routers (Cisco 10S 12.1 EC).

Commencing with Cisco 10S Release 12.0(7)XR and 12.1(1a)T1, the output of this command was
enhanced to show that the Cisco CMTS has detected an unstable return path for a particular CM and
has compensated with a power adjustment.

» Anasterisk (*) appearsinthep- adj (power adjustment) field for amodem when a power adjustment

has been made.

» An exclamation point (!) appears when the modem has reached its maximum power transmit level
and cannot increase its power level any further.

Syntax Description

ip-address

Identifies the | P address of a specific modem to be displayed.

interface

Displays all CMs on a specific CMTS cable interface.

mac-address

Identifies the MAC address of a specific CM to be displayed.

Available options when displaying information for a cable interface or for a single CM

access-group

Displays access group.

connectivity Displays connectivity content.

counters Displays cable counters.

errors Displays error details for one or all CMs.

flap Displays flap content.

mac Displays the DOCSIS MAC version and capabilities.

maintenance

Displays station maintenance error statistics.

offline Displays CMs that are offline.

phy Displays the phy layer content.

registered Displays information for CMs that have registered with the CMTS.

remote-query Displays the signal-noise ratio (SNR) and power statistics that the CMTS has
acquired from polling the CMs. NOTE - In Cisco 12.1 CX and above, the phy
option should be used instead of the remote-query option.

summary Displaysthetotal number, number of active, and number of registered modems
per interface. This option can be used with total and upstream options to
display details for specific line cards and ports.

unregistered Displaysinformation for CMs that have not registered with the CMTS.

verbose Displays detailed information, replacing the former detail option, and

providing information such as:

- Signal-to-noise ratio (SNR) information for each CM on each interface

- Summary display of the total number of modems connected for each
upstream channel
- Total number of registered and unregistered modems for the specified
interface or upstream
Total number of offline modems for the specified interface or upstream and
status for each offline modem before it went offline

r Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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show cable modem

Available options when displaying information for a single CM

classifiers

Displays the classifiers for the modem.

classifier s cache

Displays the classifiers in the cache maintained for each CM. (This cacheis

based on I P header field values and speeds up classifier lookups and reduces
per packet processing overhead.)

classifier s verbose

Displays detailed information for the modem'’s classifiers.

cpe

Displays the CPE devices accessing the cable interface through the CM.

cnr (For Cisco uBR-M C16S only) Displaysthe upstream carrier/noiseratio (CNR)
for the specified CM (in dB).

Examples The following sample output from the show cable modem command shows the default CM displaysfor
individual CM.
Rout er # show cabl e nodem
MAC Addr ess | P Address I/F MAC Prim RxPwr Timng Num BPI
State Sid (db) Ofset CPEs Enbld
0010. 7b6b. 58c1 0.0.0.0 C4/0/0/ U5 offline 5 -0.25 2285 0 yes
0010. 7bed. 9dc9 0.0.0.0 C4/0/0/ U5 offline 6 -0.75 2290 0 yes
0010. 7bed. 9dbb 0.0.0.0 C4/0/0/ U5 offline 7 0.50 2289 0 yes
0010. 7b6b. 58bb 0.0.0.0 C4/0/0/ U5 offline 8 0.00 2290 0 yes
0010. 7bb3. fcdl 10.20.113.2 C5/ 0/ 0/ U5 online 1 0.00 1624 0 yes
0010. 7bb3.fcdd 0.0.0.0 C5/0/0/U5s init(rl) 2 -20.00 1624 0 no
0010. 7b43. aa7f 0.0.0.0 C5/0/0/U5s init(r2) 3 7.25 1623 0 no
Rout er # show cabl e nodem 0010. 7bb3. f cdl
MAC Addr ess | P Address I/F MAC Prim RxPwr Timng Num BPI
State Sid (db) Ofset CPEs Enbld
0010. 7bb3. fcdl 10.20.113.2 C5/ 0/ 0/ U5 online 1 0.00 1624 0 yes
The following example shows sample output for the ver bose option for a particular CM:
Rout er# show cabl e nodem 0010. 7bb3. fcdl ver bose
MAC Addr ess : 0010. 7bb3. fcdl
| P Address 10. 20. 113. 2
PrimSid 1
Interface C5/ 0/ 0/ Us
Upst r eam Power 0 dBnV (SNR = 33. 25 dBnV)
Downst r eam Power 0 dBnV (SNR = ----- dBnv)
Timng Ofset 1624
Recei ved Power 0. 25
MAC Ver si on DOC1. 0
Capabilities {Frag=N, Concat=N, PHS=N, Priv=BPI}
Sid/Said Limt {Max Us Sids=0, Max Ds Sai ds=0}
Optional Filtering Support {802. 1P=N, 802. 1Q=N}
Transm t Equalizer Support {Taps/ Synbol = 0, Num of Taps= 0}
Nunmber of CPEs O(Max CPEs = 0)
Fl aps 373(Jun 1 13:11:01)
Errors 0 CRCs, 0 HCSes
Stn Mn Failures 0 aborts, 3 exhausted
Total US Fl ows 1(1 active)
Total DS Fl ows 1(1 active)
Total US Data 1452082 packets, 171344434 bytes
Total US Throughput 0 bits/sec, 0 packets/sec
Total DS Data 1452073 packets, 171343858 bhytes
Total DS Throughput 0 bits/sec, 0 packets/sec
For additional information, examples, command history and related commands, refer to the
Cisco Broadband Cable Command Reference Guide on Cisco.com.
Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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B show cable modem maintenance

show cable modem maintenance

To display station maintenance error statistics, use the show cable modem maintenance command in
privileged EXEC mode.

show cable modem maintenance

Syntax Description

Examples

maintenance Displays station maintenance error statistics.

When a CM is detected to be offline by the CMTS—no reply after 16 retries of station maintenance
requests—the CM is marked offline. Besides marking the CM and service identifier (SID) state offline,
the SID isremoved immediately from the CMTS ranging list, and an aging timer is started to clean up
the SID completely if the CM does not attempt to come online within the next 24 hours.

Output fields are described below:
» The SM Exhausted Count value refersto the number of timesa CM was dropped because it did not

reply to station maintenance requests. A CM is removed from the station maintenance list after 16
times of periodic ranging opportunity without seeing the RNG_REQ from the modem.

» The SM Aborted Count value refers to the number of times the CM was dropped because its
operational parameters were unacceptable. This includes such reasons as the power level is outside
the acceptable range, or the timing offset keeps changing. The respective times in the command
output indicate when this happened.

The following example shows sample output for the maintenance option for a particular CM:

Rout er# show cabl e nodem 0010. 7bb3. f cdl mai nt enance

MAC Address I/F Prim SM Exhaust ed SM Abort ed
Sid Count Tine Count Tine
0010. 7bb3. fcdl C5/ 0/ 0/ U5 1 3 Jun 1 10:24:52 0 Jan 1 00:00: 00

show cable modulation-profile

Note

To display modulation profile group information for a Cisco CMTS, use the
show cable modulation-profile command in Privileged EXEC mode.

show cable modulation-profile [profile] [iuc-code]

Commencing with Cisco 10S Release 12.1(2)EC, this command replaced the show cable

bur st-profile command. Commencing with Cisco 10S Release 12.1(3a)EC, ther egdata type option
was added.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide

0L-1520-05 |



| Chapter 6

Troubleshooting the System

show cable modulation-profile 1l

Syntax Description profile (Optional) Profile number. Valid values are from 1 to 8.

iuc-code (Optional) Internal usage code. Valid options are:
 initial—Initial Ranging Burst
» long—Long Grant Burst
- regdata—Request/Data Burst
e request—Request Burst
- short—Short Grant Burst
- station—Station Ranging Burst

Examples The following is sample output from the show cable modulation-profile command:
CMrsol# show cabl e nmodul ation-profile 1
M | UC Type Preanb Diff FEC FEC Scranbl Max CQuard Last Scranbl Preanb
length enco T cw seed B time CW of f set
byt es si ze size size short
1 request gpsk 64 no 0x0 0x10 0x152 1 8 no yes 56
1 initial gpsk 128 no 0x5 0x22 0x152 0 48 no yes 0
1 station gpsk 128 no 0x5 0x22 0x152 0 48 no yes 0
1 short gqpsk 72 no 0x5 0x4B 0x152 0 8 no yes 48
For additional information, examples, command history and related commands, refer to the
Cisco Broadband Cable Command Reference Guide on Cisco.com.
Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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I show cable qos profile

show cable gos profile

To display quality-of-service (QoS) profiles for a Cisco CMTS, use the show cable qos profile
command in privileged EXEC mode.

show cable qos profile profile-index [ver bose]

Note ~ Commencing with Cisco |OS Release 12.0(7)XR, the verbose option was added. Commencing with
Cisco 10S Release 12.1(4)CX, this command was deprecated for DOCSIS 1.1 use because DOCSIS
1.1 replaces the QoS profile model with a service flow model. The show interface cable qos
paramset command is used for DOCSIS 1.1 operation.

Syntax Description profile-index Displays cable QoS table. Valid rangeis 1 to 255.
verbose Displays detail information about the quality-of-service profiles.
Examples The following example displays the QoS tables for profiles 1, 2, 3, and 4:

Rout er# show cabl e qos profile

Service Prio Max Guar ant ee Max Max tx TOS TOS Create B

cl ass upstream upstream downstream burst mask val ue by priv
bandwi dt h bandwi dt h bandwi dt h enab

1 0 0 0 0 0 0x0 0xO0 cnts no

2 0 64000 0 1000000 0 0x0 0x0 cnts no

3 0 1000 0 1000 0 0x0 0x0 cnts no

4 7 2000000 100000 4000000 0 0x0 0x0 cm yes

The following example displays ver bose output for profile 1:

Rout er# show cabl e qos profile verbose

hccp-server# show cabl e qos profile verbose

Profile Index 1

Nane Def aul t
Upstream Traffic Priority 0
Upstream Maxi num Rate (bps) 0
Upstream Guar ant eed Rate (bps) 0
Unsolicited Grant Size (bytes) 0
Unsolicited Grant Interval (usecs) 0
Upstream Maxi num Transnmit Burst (bytes) O

I P Type of Service Overwite Mask 0x0

I P Type of Service Overwite Val ue 0x0
Downst r eam Maxi mum Rat e (bps) 0
Created By cnts(r)
Basel i ne Privacy Enabl ed no

For additional information, examples, command history and related commands, refer to the
Cisco Broadband Cable Command Reference Guide on Cisco.com.
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show interface cable

show Interface cable

To display the current configuration and status of a cable interface, use the show interface cable
command in privileged EXEC mode.

show interface cable slot/port [options]

Syntax Description

Examples

slot/port I dentifies the Cisco CMTS chassis slot number and downstream port number.

options Cable-specific options are documented in their own command reference pages in the
Cisco Broadband Cable Command Reference Guide on Cisco.com.

The following example displays show interface cable command output for aCM located in slot 1 and
port O:

Rout er# show i nterface cable 5/0/0

Cabl €5/0/0 is up, line protocol is up
Hardware is BCMB210 FPGA, address is 00e0. le5f.7a60 (bia 00e0. 1e5f. 7a60)
Internet address is 1.1.1.3/24
MIU 1500 bytes, BW 27000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on, | oopback not set, keepalive not set
ARP type: ARPA, ARP Ti nmeout 04:00: 00
Last input 4d07h, output 00:00: 00, output hang never
Last clearing of “show interface” counters never
Queuing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
10908 packets input, 855000 bytes, 0 no buffer
Recei ved 3699 broadcasts, O runts, 0 giants, O throttles
3 input errors, 3 CRC, O frame, O overrun, O ignored, O abort
5412 packets output, 646488 bytes, O underruns
0 output errors, O collisions, 13082 interface resets
0 output buffer failures, 0 output buffers swapped out

[ oL-1520-05
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B show interface cable sid

show interface cable sid

To display the service identifier (SID) for a CM, use the show inter face cable sid command in
privileged EXEC mode.

show interface cable x/y sid [counters| qos] [ver bose]

Syntax Description xly I dentifies the Cisco CM TS chassis slot humber and downstream port
number in slot/port format. Valid values are from 3 to 6.
sid Service identification number.
counters Displays the values of the per-SID usage counters. Same as the keyword
statsin pre 11.3(6)NA releases.
gos Displays the QoS characteristics received by each SID.
verbose Displays detailed information.
Examples The following sample output from the show inter face cable sid command shows the one form of the
command:

Rout er# show int ¢c4/0/0 sid

Sid Prim MAC Address | P Address Type Age Admi n Sched Sfid
State Type

5 0010. 7b6b. 58c1 10.20. 114. 34 stat 2dlh36nmenable BE 1

6 0010. 7bed. 9dc9 10. 20. 114. 37 stat 2dlh36nmenable BE 13
7 0010. 7bed. 9dbb 10. 20. 114. 38 stat 2dlh36nmenable BE 15
8 0010. 7b6b. 58bb 10. 20. 114. 112 stat 2dlh34nenable BE 17
9 0010. 7b6b. 58bb 10. 20. 114. 112 dyna 2dl1h34nenable BE 19

For additional information, examples, command history and related commands, refer to the
Cisco Broadband Cable Command Reference Guide on Cisco.com.
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show cable modulation-profile 1l

show cable modulation-profile

Note

To display modulation profile group information for a Cisco CMTS, use the show cable
modulation-profile command in privileged EXEC mode.

show cable modulation-profile [profile] [iuc-code]

The show cable modulation-profile command replaces the former show cable bur st-profile
command.

Syntax Description

profile (Optional) Profile number. Valid values are from 1 to 8.

iuc-code (Optional) Internal usage code. Valid options are:
initial—Initial Ranging Burst
long—L ong Grant Burst
reqdata—Request/Data Burst
request—Request Burst
short—Short Grant Burst
station—Station Ranging Burst

Examples The following is sample output from the show cable modulation-profile command:
Rout er# show cabl e nodul ation-profile 1
M | UC Type Preanb Diff FEC FEC Scranbl Max Quard Last Scranbl Preanb
length enco T cw seed B time CW of f set
byt es si ze size size short
1 request gpsk 64 no 0x0 0x10 0x152 1 8 no yes 56
1 initial gpsk 128 no 0x5 0x22 0x152 0 48 no yes 0
1 station gpsk 128 no 0x5 0x22 0x152 0 48 no yes 0
1 short gqpsk 72 no 0x5 0x4B 0x152 0 8 no yes 48
For additional information, examples, command history and related commands, refer to the
Cisco Broadband Cable Command Reference Guide on Cisco.com.
Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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W Using a Headend CM to Verify Downstream Signals

Using a Headend CM to Verify Downstream Signals

Step 1

Step 2

Tip

Y ou can use a Cisco uBR924 cabl e access modem to verify the downstream signal originating from a
Cisco uBR10012 router. Be sure that you configure the Cisco uBR924 according to DOCSIS CM
practices.

To verify the downstream signal from a Cisco uBR10012 router using a Cisco uBR924, follow the
procedure below:

After the Cisco uBR924 is operational and you have an input signal between 0 and +5 dBmV, use the
show controller cO tuner command.

Scan the output for the value corresponding to the signal-to-noise (SNR) estimate variable. If thisvalue
isat least 35 dB, you have an optimized signal. If the value isless than 34 dB, adjust the upconverter at
the cable headend.

The SNR estimate for a CM installed at a headend should be between 35 and 39 dB. Although the
exact value displayed varies from CM to CM, values collected on the same CM from measurement
to measurement will be consistent. Maximizing SNR optimizes CM reliability and service quality.

Performing Amplitude Averaging

The Cisco uBR10012 router uses an averaging al gorithm to determine the optimum power level for aCM
withlow carrier-to-noiseratio that is making excessive power adjustments—known asflapping. To avoid
dropping flapping CMs, the Cisco uBR10012 router averages a configurable number of RNG-REQ
messages before it makes power adjustments. By compensating for a potentially unstable return path,
the Cisco uBR10012 router maintains connectivity with affected CMs. Y ou can interpret these power
adjustments, however, as indicating unstable return path connections.

The show cableflap-list and show cable modem commands are expanded to indi cate the paths on which
the Cisco uBR10012 router is making power adjustments and the modems that have reached maximum
transmit power settings. These conditions indicate unstable paths that should be serviced.

The following example shows the output of the show cable flap-list command:

Rout er# show cable flap-1ist

MAC Addr ess Upstream I ns Hit Mss CRC P-Adj Flap Tine
0010. 7bb3.fd19 Cabl e5/0/0/ UL O 2792 281 O *45 58 Jul 27 16:54:50
0010. 7bb3.fcfc Cabl e5/0/0/UL O 19 4 0 143 43 Jul 27 16:55:01
0010. 7bb3.fcdd Cabl e5/0/0/ UL O 19 4 0 *3 3 Jul 27 16:55:01

The asterisk (*) indicates that the CM TS is using the power-adjustment method on this modem. An
exclamation point (1) indicates that the modem has reached maximum transmit power.
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Output of the show cable modem command appears below:

Rout er# show cabl e nbdem

MAC Addr ess | P Address I/F MAC Prim RxPwr Timng Num BP
State Sid (db) Ofset CPEs Enbld
0050. 04f 9. edf 6 10.44.51.49 C7/ 1/ 0/ W online 1 -0.50 3757 O no
0050. 04f 9. ef a0 10.44.51.48 C7/ 1/ 0/ W online 2 -0.50 3757 O no
0030. d002. 41f5 10. 44.51. 147 C7/1/0/ W0 online 3 -0.25 3829 O no
0030. d002. 4177 10.44.51. 106 C7/ 1/ 0/ W online 4 -0.50 3798 O no
0030. d002. 3f 03 10.44.51. 145 C7/ 1/ 0/ W online 5 0.25 3827 O no
0050. 04f 9. ee24 10.44.51.45 C7/1/0/ WO online 6 -1.00 3757 O no
0030. d002. 3ef d 10.44.51. 143 C7/ 1/ 0/ W0 online 7 -0.25 3827 O no
0030. d002. 41f 7 10. 44.51. 140 C7/ 1/ 0/ W online 8 0.00 3814 O no
0050. 04f 9. eb82 10.44.51.53 C7/1/0/ W0 online 9 -0.50 3756 O no
0050. f 112. 3327 10.44.51. 154 C7/1/0/ W online 10 0.25 3792 O no
0030. d002. 3f 8f 10.44.51. 141 C7/ 1/ 0/ WO online 11 0.00 3806 O no
0001. 64f9. 1f b9 10.44.51.55 C7/ 1/ 0/ W online 12 0.00 4483 O no
0030. d002. 417b 10.44.51. 146 C7/ 1/ 0/ WO online 13 0.50 3812 O no
0090. 9600. 6f 7d 10.44.51.73 C7/ 1/ 0/ W online 14 0.00 4071 O no
0010. 9501. ccbb 10.44.51.123 C7/1/0/ W online 15 0.25 3691 O no

The asterisk (*) in the show cable modem command output indicates that the CM TS s using the power
adjustment method on this CM. The ! symbol indicates that the CM has reached maximum transmit
power.

This section documents the commands pertaining to amplitude averaging:
- cable upstream power-adjust noise

- cable upstream frequency-adjust averaging

Enabling or Disabling Power Adjustment

To enabl e the power-adjustment capability, usethe cable upstr eam power -adjust command ininterface
configuration mode. To disable the power-adjustment capability, use the no form of this command.

cable upstream n power -adjust {threshold [threshold #] | continue [tolerable value] | noise
[% of power adjustment]}

no cable upstream power -adj ust

Syntax Description Syntax Description
n Specifies the upstream port number.
threshold # Specifies the power-adjustment threshold. The threshold range is from 0 to
10 dB. The default is 1 dB.
tolerable value Determines if the status of the RNG-RSP should be set to CONTINUE or

SUCCESS. Therangeisfrom 2 to 15 dB. The default is 2 dB.

% of power adjustment Specifies the percentage of power-adjustment packets required to switch
from the regular power-adjustment method to the noise power-adjustment
method. Range is from 10 to 100 percent. The default is 30 percent.

Note  Thethreshold default is 1 dB. Thetolerable value default is 2 dB. The power adjustment is 30 percent.
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A

Caution  Default settings are adequate for system operation. Amplitude averaging is an automatic procedure.
In general, Cisco does not recommend that you adjust values. Cisco does recommend, however, that
you clean up your cable plant should you encounter flapping CMs.

~

Note  In some instances, you might adjust certain values:

If CM s cannot compl ete ranging because they have reached maximum power levels, you might try to
set the tolerable value CONTINUE field to alarger value than the default of 2 dB. Valueslarger than
10 dB on “C” versions of cableinterfacelinecards, or 5 dB on FPGA versions, are not recommended.

If the flap list shows CMs with alarge number of power adjustments, but the CMs are not detected
as noisy, you might try to decrease the percentage for noisy. If you think that too many CMs are
unnecessarily detected as noisy, you might try to increase the percentage.

Setting Frequency Threshold to Affect Power Adjustment

To control power-adjustment methods by setting the frequency threshold, use the
cableupstream freg-adj averaging in interface configuration mode. To disable power adjustments, use
the no form of this command.

cable upstream n freg-adj averaging % of frequency adjustment

no cable upstream freg-adj averaging

Syntax Description Syntax Description
n Specifies the upstream port number.
averaging Specifies that a percentage of frequency-adjustment packetsis

required to change the adjustment method from the regular
power-adjustment method to the noise power-adjustment method.

% of frequency adjustment Specifies the percentage of frequency-adjustment packets required to
switch from the regular power-adjustment method to the noise
power-adjustment method. Valid range is from 10 to 100 percent.

The following example shows how to change the power-adjustment method when the frequency
adjustment packet count reaches 50 percent:

Rout er (config-if)# cable upstream O freq-adj averagi ng 50
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Setting Downstream Test Signals

This feature provides configuration commands that allow you to create downstream test signals. Both
pseudo random bit stream (PRBS) and unmodulated carrier test signals are now supported.

A PRBS test signal is arandom data pattern that has been modulated to look like areal data stream. An
unmodulated test signal is a continuous sine wave that looks like a carrier wave on the downstream
transmission.

See the following sections for the required tasks to create PRBS and unmodul ated carrier test signals:
» “Configuring Unmodulated Test Signals” section on page 15
» “Configuring PRBS Test Signals” section on page 15
« “Verifying Test Signal Output” section on page 15

Configuring Unmodulated Test Signals

Command Purpose
Stepl Router(config-if# cable dowstream Generates an unmodul ated continuous wave signal on the
if-output continuous-wave downstream channel. The interface is shut down.

Step2 Router(config-if# no cable downstream Stops sending test signals.

i f-output
Note  Remember to reenable the interface to resume normal
operations.
Configuring PRBS Test Signals
Command Purpose
Stepl Router(config-if# cable dowstream Generates a PRBS test signal on the downstream channel. The
if-output prbs interface is shut down.

Step2 Router(config-if# no cable downstream Stops sending test signals.

i f-output

Note = Remember to reenable the interface to resume normal
operations.

Verifying Test Signal Output

To verify the output of a continuous wave test signal or the output of a PRBS test signal, use a spectrum
analyzer on the downstream channel. The downstream carrier is enabled as a default.

The standard mode of operation is modulated signal output and the interface is active. For PRBS and
continuous wave output, the selected interface is shut down.

The functioning of the no cable downstream if-output command has not changed. The interface is shut
down.

[ oL-1520-05
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Pinging Unresponsive CMs

Pinging a CM

Ping DOCSIS is a Cisco patent-pending feature that allows a cable system administrator to quickly
diagnose the health of a channel between the Cisco uBR10012 router and the cable interface. The
technology uses 1/64—the bandwidth of 1P ping—and works with CMs that do not have an |P address.
Thisallows cable operators to ping CM sthat are unable to compl ete registration, that haveinternal bugs,
or that are unresponsive due to a crash.

The Ping DOCSIS feature includes a real-time view and plot of requested power adjustments, and a
measure of optimal headend reception power. This gives the cable operator the ability to solicit a
configurable number of periodic ranging requests from a cable interface.

To ping a specific cable interface to determineif it isonline, use the following command in EXEC mode.

Command Purpose
Router# ping docsis addr Pings the CM with aspecific MAC address or |P addressto seeif
itisonline.

Verifying the Ping

g%

The ping docsis command returns a verification from a CM that is pinged:

Queuing 5 MAC-l ayer station maintenance intervals, tineout is 25 nsec:

Success rate is 100 percent (5/5)

If you are having trouble, make sure that you are using avalid MAC or IP address for the
cable interface you want to ping.
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Using Cable Interface debug Commands

To troubleshoot cable interfaces, use the following debug commands in enable (privileged EXEC) mode.

Command Purpose
debug cable ? Displays all debug cable commands that are available.
undebug al | Turns off all debugging information to the console and chooses a more selective

debug command.
Note  Refer to the debug commands that follow.

A

Caution  The following commands can generate large amounts of output as the number of cable modems
grows. On heavily loaded systems with thousands of CMs, these commands can dramatically affect
router performance.

debug cable arp

To activate the debugging of Address Resolution Protocol (ARP) requests on the cable interfaces, use
the debug cable arp command in privileged EXEC mode. To deactivate debugging of ARP requests,
use the no form of this command.

debug cable arp

When this command is activated, all cable ARP request messages are displayed on the
Cisco uBR10012 router console.

debug cable error (for MAC Protocol Errors)

To display errors that occur in the cable MAC protocols, use the debug cable error command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug cable error
no debug cable error

When this command is activated, all cable ARP request messages are displayed on the
Cisco uBR10012 router console. When this command is activated, any errors that occur in the cable
MAC protocol are displayed on the Cisco uBR10012 router console.

debug cable keyman (for Baseline Privacy Activity)

To activate the debugging of key encryption key (KEK) and traffic encryption key (TEK) BPI key
management, use the debug cable keyman command in privileged EXEC mode. To disable debugging
output, use the no form of this command.

debug cable keyman
no debug cable keyman

When this command is activated, all activity related to KEK and TEK keys appears on the
Cisco uBR10012 router console.

debug cable mac-messages

To activate the debugging of messages generated in the cable MAC that frames and encrypts downstream
RF signals, use the debug cable mac-messages command in privileged EXEC mode. To deactivate the
debugging of cable MAC messages, use the no form of this command.

debug cable mac-messages
no debug cable mac-messages

When this command is activated, messages generated by the cable MAC are displayed on the
Cisco uBR10000 series console.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
[ oL-1520-05 .m



Chapter 6  Troubleshooting the System |

I Using Cable Interface debug Commands

debug cable map

To display map debugging messages, use the debug cable map command in privileged EXEC mode. Use
the no form of this command to disable debugging output.

debug cable map sid [sid-num]

no debug cable map

debug cable phy

To activate the debugging of messages generated in the cable PHY, use the debug cable phy command
in privileged EXEC mode. To deactivate the debugging of the cable PHY, use the no form of this
command.

debug cable phy
no debug cable phy

Cable PHY isthe physical layer where upstream and downstream activity between the
Cisco uBR10012 router and the HFC network is controlled. When this command is activated, messages
generated in the cable PHY are displayed on the Cisco uBR10012 router console.

debug cable privacy (for Baseline Privacy)

To activate the debugging of baseline privacy, use the debug cable privacy command in privileged
EXEC mode. To disable debugging output, use the no form of this command.

debug cable privacy

no debug cable privacy

debug cable gos

To activate the debugging of QoS, use the debug cable gos command in privileged EXEC mode. To
deactivate debugging of QoS, use the no form of this command.

debug cable qos
no debug cable qos

When this command is activated, messages related to QoS parameters are displayed on the
Cisco uBR10012 router console.

debug cable range (for Ranging Messages)

To activate the debugging of ranging messages from cable interfaces on the HFC network, use the
debug cable range command in privileged EXEC mode. To deactivate debugging of cable interface
ranging, use the no form of this command.

debug cablerange
no debug cable range

When this command is activated, ranging messages generated when cable interfaces request or change
their upstream frequencies are displayed on the Cisco uBR10012 router console.
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debug cable receive (for Upstream Messages)

To activate the debugging of upstream messages from cable interfaces, use the debug cable r eceive
command in privileged EXEC mode. To deactivate debugging of upstream messages, use the no form of
this command.

debug cable receive
no debug cable receive

When this command is activated, any messages generated by cable interfaces and sent to the
Cisco uBR10012 router are displayed on the router console.

debug cable reg (for Modem Registration Requests)

To activate the debugging of registration requests from cable interfaces on the HFC network, use the
debug cablereg command in privileged EXEC mode. To deactivate debugging of cableregistration, use
the no form of this command.

debug cablereg
no debug cable reg

When this command is activated, messages generated by cable interfaces as they make requests to
connect to the network are displayed on the Cisco uBR10012 router console.

debug cable reset (for Reset Messages)

To activate the debugging of reset messages from cable interfaces on the HFC network, use the
debug cable reset command in privileged EXEC mode. To deactivate debugging of cable reset
messages, use the no form of this command.

debug cable reset
no debug cable reset

When this command is activated, reset messages generated by cable interfaces are displayed on the
Cisco uBR10012 router console.

debug cable specmgmt (for Spectrum Management)

To activate the debugging of spectrum management (frequency agility) on the HFC network, use the
debug cable specmgmt command in privileged EXEC mode. To deactivate debugging of cable spectrum
management, use the no form of this command.

debug cable specmgmt
no debug cable specmgmt

When this command is activated, messages generated because of spectrum group activity are displayed
on the Cisco uBR10012 router console. Spectrum group activity can be additions or changesto spectrum
groups, or frequency and power level changes controlled by spectrum groups.

[ oL-1520-05
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debug cable startalloc (for Channel Allocations)

To activate the debugging of channel allocations on the HFC network, use the debug cable startalloc
command in privileged EXEC mode. To deactivate debugging of cable channel allocations, use the no
form of this command.

debug cable startalloc
no debug cable startalloc

When this command is activated, messages generated when channel s are all ocated to cable interfaceson
the HFC network are displayed on the Cisco uBR10012 router console.

debug cable transmit (for CMTS Transmissions)

To activate the debugging of transmissions from the Cisco uBR10012 router across the HFC network,
use the debug cable transmit command in privileged EXEC mode. To deactivate debugging of cable
transmissions, use the no form of this command.

debug cable transmit
no debug cable transmit

When this command is activated, messages generated at the headend are displayed on the
Cisco uBR10012 router console.

debug cable ucc (for Upstream Channel Change Messages)

To activate the debugging of upstream channel change (UCC) messages generated when cabl e interfaces
request or are assigned a new channel, use the debug cable ucc command in privileged EXEC mode. To
deactivate debugging of cable upstream channel changes, use the no form of this command.

debug cable ucc
no debug cable ucc

When this command is activated, messages related to upstream channel changes are displayed on the
Cisco uBR10012 router console.

debug cable ucd (for Upstream Channel Description Messages)

To activate the debugging of upstream channel descriptor (UCD) messages, use the debug cable ucd
command in privileged EXEC mode. To deactivate debugging of cable upstream channel descriptor, use
the no form of this command:

debug cable ucd
no debug cable ucd

UCD messages contain information about upstream channel characteristics and are sent to the

cable modems on the HFC network. CM s that are configured to use enhanced upstream channels use
these UCD messages to identify and select an enhanced upstream channel to use. When this command
is activated, messages related to upstream channel descriptors are displayed on the

Cisco uBR10012 router console.

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
m. 0oL-1520-05 1



Note

APPENDIX l \

DOCSIS and CMTS Architectural Overview

Thisappendix providesabrief overview of general DOCSI S architecture and enhancements, all of which
highlight the power and performance of the Cisco uBR10000 series CMTS.

» “DOCSIS Specification Summary” section on page A-1
« “CMTS Traffic Engineering” section on page A-5

For a more comprehensive explanation of DOCSI S concepts and features, refer to these documents on
Cisco.com:

« DOCSIS1.1 for Cisco uBR7200 Series Universal Broadband Routers
- Cable FAQs

At the time of publication, the DOCSIS 1.1 specification is still being finalized. This document cites
DOCSIS1.0and DOCSIS 1.1 specifications located at http://www.cablemodem.com/specifications.html.

DOCSIS Specification Summary

Note

Datais modulated and demodul ated using the North American DOCSI S specifications, with downstream
6-MHz channelsin the 54- to 860-MHz range and upstream ranges of 5 to 42 MHz. The cable interface
supports NTSC channel operation, using standard (STD), Harmonic Related Carrier (HRC), or
Incremental Related Carrier (IRC) frequency plans conforming to EIA-S542.

NTSC uses a 6 MHz-wide modulated signal with an interlaced format of 25 frames per second and 525
lines per frame. NTSC is compatible with the Consultive Committee for International Radio (CCIR)
Standard M. PAL, used in West Germany, England, Holland, Australia, and several other countries.

Cisco 6-MHz products can be used in Cisco 8-MHz cable plants. The products, however, operate at
a maximum downstream bandwidth of 27 Mbps, ignoring 2 MHz of available channel width, and
limiting upstream channel choices to the range below 42 MHz.

The DOCSIS radio frequency (RF) specification defines the RF communication paths between the
CMTS and CMs (or CMsin STBs). The DOCSIS RF specification defines the physical, link, and
network layer aspects of the communication interfaces. It includes specifications for power level,
frequency, modulation, coding, multiplexing, and contention control. Cisco offers products that support
all DOCSIS error-correction encoding and modul ation types and formats, and products that support
DOCSIS Annex B operations.
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Cisco uBR10012 Universal Broadband Router Software Configuration Guide


http://www.cablemodem.com/specifications.html

Appendix A DOCSIS and CMTS Architectural Overview |

I DOCSIS Specification Summary

Overview of DOCSIS NTSC Cable Plants

DOCSIS-compliant cable plants that support North American channel plansuse I TU J.83 Annex B RF.
Figure 0-1 illustrates a DOCSI S two-way architecture.

Figure 0-1 DOCSIS Two-Way Architecture
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Larger cable companies typically have high-speed fiber backbones that carry Internet data, voice, and
video between the following cable company facilities:

» Regional processing centers
- Headends
- Hubs

The fiber backbone can be made up of OC-3 (155 Mbps) to OC-48 (2488 Mbps) SONET or ATM rings.
The backbone network can connect to other networks, including the Public Switched Telephone
Network (PSTN), to other cable system backbones, or to public Internet interconnect pointsthat multiple
ISPs use.

The CMTS MAC domain typically includes one or more downstream paths and one or more upstream
paths. Depending on the CMTS configuration, the CMTS MAC domain can be defined to have its
downstreams on one cable interface line card with its upstreams on another card, or one or more CMTS
MAC domains per cable interface line card.

Cisco provides high-speed routers to route interactive traffic between the backbone and Ethernet in the
headend internal network. Signaling protocols maintain the network intelligence needed to route traffic
optimally, automatically building and maintaining routing tables to direct traffic and signal failuresfor
rerouting in the network.
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DOCSIS Specification Summary

QoS Policy Propagation on Border Gateway Protocol

BGP typically operates between the cable operator’ s regional network and external networks, providing
routing information exchange between different networks. The Open Shortest Path First (OSPF)
protocol is used in regional networks usually. For additional explanation of BGP in the context of
DOCSIS NTSP cable plants, refer to “Overview of DOCSIS NTSC Cable Plants” section on page A-2.

The Policy Propagation featureis apacket classification feature that provides apowerful, scal able means
of utilizing BGP attributesto propagate destination-based packet classification policy throughout alarge
network via BGP routing updates.

IP precedence classes or QoS group |Ds are associated with BGP community values, and in turn
customers' prefixes are tagged with appropriate community values based on the class of service they
have purchased from the network operator.

Normal BGP protocol operation then performs path selection, and the community value is mapped to the
associated | P precedence class and installed in the express forwarding table along with the associated routing
prefixes. Subsequent packets express forwarded to the sel ected destination prefixes are then tagged with the
appropriate P precedence value. Thus, packet classification policy can be propagated by scale via BGP
without writing and deploying complex accesslists at each of alarge number of routers, whichin turn ensures
that return traffic to premium customersis handled as premium traffic by the network.

Overview of DOCSIS-Compliant Downstream Signals

Note

Downstream signals are modulated using QAM-64 or QAM-256 quadrature amplitude modulation,
based on the cable interface card used, your cable plant, and the significance of the data. DOCSIS
defines the messages and data types for CMTSto CM (or CM in an STB) communications. All CMs
listen to all frames transmitted on the downstream channel on which they are registered and accept those
where the destinations match the units themselves or the devices that each CM supports.

The Cisco uBR10000 series CM TS supports multicast groups using standard protocols such as Protocol
Independent Multicast (PIM), Distance Vector Multicast Routing Protocol (DVMRP), and Internet
Group Management Protocol (IGMP) to determine if multicast streams are to be forwarded to a
prescribed downstream CM or STB, or to a multicast routing peer.

The Cisco uBR10000 series software periodically sends MAC allocation and management
messages—known as MAPs—to all CMs on the network, defining the transmission availability of
channels for specific periods of time. The MAP rate is fixed—every 2 milliseconds.

Different transmission intervals are defined that associate an interval with a service identifier (SID).
SIDs define the devices allowed to transmit, and provide device identification and class of service
management. Software defines what type of transmission is allowed during the interval.

The CMTS system administrator typically assigns one or more SIDs to each CM, corresponding to the
classes of servicethe CM requires. Each MAP is associated with a particular upstream channel. The SID
concept supports multiple data flows and use of protocols that allow IP backbone QoS features to be
extended to the CMTS. The CM TS schedul es the times granted for sending and receiving packets, and
if defined, manipulates the type of service (ToS) field in the |P packet header to accommodate QoS.

Cisco 10S Release 12.2X F software supports extensions to DOCSIS 1.0 to operate with
DOCSIS 1.0-based CMs or cable RF CPE devices (such as Cisco uBR924 cable access routers or
Cisco uBR910 cable data service units) that also support DOCSIS 1.0 extensions.

DOCSIS 1.0 extensions build intelligence into the MAP file, which the CM TS sends to voice-enabl ed
CMsto address jitter and delay. The extensions support unsolicited grants that are used to create a
constant bit-rate-like stream between the CMTS and the CM. Thisisin contrast to typical data
applications where CM s request grants from the CM TS before they can transmit upstream.
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Overview of DOCSIS-Compliant Upstream Signals

Note

A

The upstream channel is characterized by many CMs (or CMsin STBs) transmitting to the CMTS. These
signals typically operate in a burst mode of transmission. Time in the upstream channel is slotted.

The CMTS provides time slots and control s the usage for each upstream interval. The CM TS sends
regular mappings of minislot structure in downstream broadcast MAP messages. The CMTS allocates
contention broadcast slots that all CMs can use, and allocates upstream minislots for unicast or
noncontention data from specific CMs.

The CMTS allocates two basic types of contention slots on the upstream:

- Initial ranging slots that CM s use during their initialization phase to join the network. When the
CMTSreceivesaninitial ranging request from a CM using thiskind of slot, the CM TS subsequently
pollsthe CM, and other operational CMs, in unicast, noncontention station maintenance slots.

- Bandwidth-request minislots that CMs use to request data grants from the CM TS to send data
upstream in noncontention mode. Any CM can use this type of minislot to request adata grant from
the CMTS.

The stream of initial ranging slots and bandwidth request minislots comprise two separate contention
subchannels on the upstream. Cisco |OS Release 12.2XF software uses a “dynamic bandwidth-request
minislots-per-MAP” algorithm to dynamically control the rate of contention slots for initial ranging and
bandwidth requests. The CMTS uses a common algorithm to vary backoff parameters that CMs use
within each of the two upstream contention subchannels. The CMTS uses these algorithms to
dynamically determinetheinitial ranging slots and bandwidth-request minislotsto all ocate on the slotted
upstream.

When power is restored after a catastrophic power failure, alarge number of CMs attempt to join the
network simultaneously. This represents an impulse load on the initial ranging subchannel. The CMTS
increases the frequency of initial ranging slots so that CMs can quickly join the network.

During high upstream data loads, the CM TS conserves the scarce upstream channel bandwidth resource
and ismorefrugal inintroducing upstreaminitial ranging slots. The CM T S schedul es bandwidth-request
minislots at low loads to provide low access delay. At high upstream loads, the CM TS reduces the
number of contention-based request minislots in favor of data grants, while maintaining a minimum
number of request slots.

The system default is to have the automatic dynamic ranging interval algorithm enabled, automatic
dynamic ranging backoff enabled, and data backoffs for each upstream on a cable interface.
Commands to configure the dynamic contention algorithms include:

[no] cableinsertion-interval [automatic [Imin [Imax]] in msecs
[no] cable upstream port number range backoff [automatic] | [start | end]
[no] cable upstream port number data-backoff [automatic] | [start | end]

Caution

In general, Cisco discourages adjusting default settings. Only personnel who have received the
necessary training should attempt to adjust values.

The Cisco uBR10000 series equipment periodically broadcasts upstream channel descriptor interface
line card or (UCD) messagesto all CMs. These messages define upstream channel characteristics that
include upstream frequencies, symbol rates and modulation schemes, forward error correction (FEC)

parameters, and other physical layer values.
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CMTS Traffic Engineering 1l

Upstream signals are demodul ated using Quadrature Phase Shift Keying (QPSK) or quadrature
amplitude modulation (QAM). QPSK carries information in the phase of the signal carrier, whereas
QAM uses both phase and amplitude to carry information.

If your cable plant is susceptible to ingress or noise, Cisco recommends QPSK, based on the
importance of the data. Frequencies below 20 MHz are more susceptible to noise and might require
lower symbol rates. Higher frequencies might be able to support higher rates and use QAM
modulation instead.

Overview of DOCSIS Two-Way Server Requirements

A TFTP server, DHCP server, and ToD server are required to support DOCSIS 1.0-based CMs on the
network. A DOCSIS 1.0-based CM does not boot if these servers are not available.

Log server and security servers are not required to configure and operate a CM. If the log server or
security servers are not present, a CM generates warning messages, but continues to boot and function

properly.

ToD and TFTP servers are standard Internet implementations of the RFC 868 and RFC 1350
specifications. Most computers running a UNIX-based operating system, supply ToD and TFTP servers
as a standard software feature. Typically, the ToD server is embedded in the UNIX inetd and requires
no additional configuration. The TFTP server is usually disabled in the standard software, but can be
enabled by modifying the inetd.conf file. Microsoft NT server softwareincludes a TFTP server that can
be enabled with the services control panel. Microsoft NT doesnot include aToD server. A public domain
version of the ToD server for Microsoft NT can be downloaded from several sites. For configuration
information, refer to Chapter 3, “ Configuring Cable Interface Featuresfor the Cisco uBR10012 Router.”

CMTS Traffic Engineering

Sending datareliably upstream is a critical issue. Designing a robust upstream architecture requires
balancing system parameters, establishing subscriber datarequirements, and configuring the network to
support those requirements.

Upstream spectrum varies greatly between cable plants. Maintaining stable return paths also differs
based on varying patterns and | evels of ingress noise and interference. Common problemsin cable plants
include:

- Electrical and magnetic interference (EMI)

- Thermal noise

» Carrier to noise (C/N) imbalances

» Interference of leaking signals

» Ingress due to other channels appearing at the desired channel frequency
- Distortion due to non-linearities of cable equipment
» Cross modulation—carrier to frequency distortion

» Hum and low frequency distortion

» Improper RF amplifier tuning

» Non-unity gains due to incorrect usage of attenuators
» Low-quality subscriber equipment

» Out of range signal power from the CMTS to the CM

[ oL-1520-05
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B CMTS Traffic Engineering

When configuring your system, configure downstream and upstream parameters based on thefiber nodes
involved, the required services the CM or STB supports, the importance of the data, and desired
performance capabilities.

Y our cable plant determines its data performance. Design your network to maximize its performance and
capacity at minimum cost, while meeting subscriber data requirements. Select or customize upstream
profiles for maximum trade-offs between bandwidth efficiency and upstream channel robustness once
you are familiar with the system and have characterized your network. For example, QAM-16 requires
approximately 7 dB higher C/N ratio to achieve the same bit error rate (BER) as QPSK, but it transfers
information at twice the rate of QPSK.

Older plants and plants with long amplifier cascades are more susceptible to ingress than
newer plants. These plants produce more noise and signal level variances.

Cisco recommends you keep input to all amplifiers at the same power level in the upstream
direction and keep output of all amplifiers in the downstream direction at the same power level.
Thisiscalled unity gain. Tune amplifiers and other equipment properly at desired frequencies. To
characterize and improve your cable plant’s stability, follow procedures in the Cisco uBR10000
Series Universal Broadband Router Hardware Installation Guide on Cisco.com.

A DOCSIS cable plant has the following groups of traffic to size based on current service offerings:

- Basic Internet access data, which is asymmetrical; asymmetrical traffic supports a larger data rate
in one direction—the downstream.

« VolP traffic, which requires constant bandwidth, has low tolerance to latency and jitter, and is
typically symmetrical—supporting the same datarate in downstream and upstream directions. Vol P
generally requires phase-lock and jitter attenuation.

« VPN traffic, which requires secure transmissions; traffic is typically symmetrical since
telecommuters exchange more data upstream than residential Internet access customers.

» Video, which can include digital video channels based on the services in your network.

» Signaling and maintenance—the DOCSIS MAC layer support includes DOCSIS encapsul ation,
initial maintenance, station maintenance, registration, frequency hop, and upstream channel
changes.

Y ou have a wide range of options to engineer your network. Define your network based on your cable
facilities—headend or distribution hub—and your anticipated service offerings, subscription, and
required service levels. Define data requirements relative to the number of subscribers to support and
their usage patterns. Select upstream symbol rate, modulation format, and other parameters based on
data requirements and return path characterizations.

If the service is asymmetrical, determine the ratio of downstream to upstream data rates. For basic
Internet access where the majority of traffic is sent to a subscriber and the subscriber sends only a small
amount of data upstream, use ratios ranging from 5:1 to 10:1.

Determine what data rate the service should support. Define the maximum and minimum data rate,
answering the following questions. Do you want to define the minimum data rate relative to the
maximum? Will the minimum data rate equal the maximum? Will it be a percentage of the maximum?
Will the minimum data rate be zero?

Cisco uBR10012 Universal Broadband Router Software Configuration Guide
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Note

Note

A

CMTS Traffic Engineering 1l

The minimum datarate has the greatest impact on the network. The network must be sized
to accommodate this level of traffic to fulfill the defined service data requirements. The
amount of bandwidth available to a group of subscribers establishes where, within the
defined maximum and minimum data rates, a subscriber within a group is able to operate.

For video traffic planning purposes, use atypical bit rate to calculate densities of video streams within
achannel. For QoS calculations, limit the number of video streams per channel to prevent packet drops.
The key traffic parameter is how many IP video streams will fit into the RF channel.

Ideally, the network is sized so that it supports all subscribers being active at the same time at the
maximum data rate. This resultsin an expensive network, however, where full capacity, particularly for
residential subscribers, israrely used. Cisco recommends designing your network to support a given
level of over-subscription.

Configure your network to support a percentage of all subscribers at a given data rate. At
this level, the network supports the bandwidth needs of all active users. Provided the
over-subscription rate is low enough, such that service definitions are met, all subscribers
receive the service to which they subscribed.

Caution

Note

With over-subscription, the network is unable to support all subscribers being active at the
maximum data rate. If the over-subscription is severe enough, subscribers may be denied
service.

Parameters to determine the over-subscription level include:

» Peak percentage of simultaneous users—Not all subscribers access the network at the same time.
Subscribers have different access patterns that vary based on profiles, working hours; family
demographics; type of user—telecommuter or residential Internet access customer. Only a portion
of subscribers are active at a given time. This number serves as the “ peak percentage of
simultaneous users parameter”— busy hour number of subscribers.

- Average data rate per subscriber—Not only are all subscribers not active at the same time, but they
do not continuously operate at peak rate. Using basic Internet access as an application, data that
subscribers request and send downstream and upstream is subject to bursts. A group of subscribers,
therefore, has an average data rate less than the maximum rate defined by the service.

For some services, the average value might be the maximum rate. VolP is such an
application.

How bandwidth contention is handled depends on the mix of services defined and individual service
definitions.

Percentage of homes passed subscribing to the service is another factor to consider. If thisparameter is set too
conservatively, the network is under-engineered and requires modification to grow the service. If set too
aggressively, the network is over-engineered and costs for services are higher than they should be.

Full implementation of service levels requires additional higher layer items including scheduling,
gueuing priorities, bandwidth allocation. These items are addressed in DOCSIS 1.0 extensions. Refer to
the “Overview of Cisco uBR10012 Universal Broadband Router Software” section on page 1-1 and to
additional chapters of this guide for additional information.

For detailed engineering calculations, refer to the Cisco Multimedia Traffic Engineering for HFC
Networks publication (PDF format) on Clsco.com.
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APPENDIX B

Configuration Register Information for the
Cisco uBR10012 Universal Broadband Router

The following information is found in this appendix:
« Configuration Bit Meanings, page B-9
» Displaying the Configuration Register While Running Cisco |10S, page B-13
» Displaying the Configuration Register While Running ROM Monitor, page B-14
» Setting the Configuration Register While Running Cisco |OS, page B-15
» Setting the Configuration Register While Running ROM Monitor, page B-15

Configuration Bit Meanings

Use the processor configuration register information contained in this appendix to do the following:
» Set and display the configuration register value
» Force the system into the bootstrap program
- Select aboot source and default boot filename
- Enable or disable the Break function
- Control broadcast addresses
- Set the console terminal baud rate
» Load operating software from ROM
- Enable booting from aTrivial File Transfer Protocol (TFTP) server
Table B-1 lists the meaning of each of the configuration memory bits. Following the table is a more

in-depth description of each setting.

Table B-1 Configuration Register Bit Settings

Bit No. Hex Meaning

00-03 0x0000-0x000F |Boot field

06 0x0040 Causes the system software to ignore nonvolatile random-access
memory (NVRAM) contents

07 0x0080 OEM (original equipment manufacturer) bit enabled

| 'm
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Bits 0-3

Table B-1 Configuration Register Bit Settings (continued)

Bit No. Hex Meaning

08 0x0100 Break disabled

10 0x0400 I P broadcast with all zeros

1112 0x800-0x1000 Console line speed

13 0x2000 Boots default ROM software if initial boot fails

14 0x4000 | P broadcasts do not have network numbers

15 0x8000 Enables diagnostic messages and ignores NVRAM contents

The lowest four bits of the processor configuration register (bits 3, 2, 1, and 0) form the boot field.
Table B-2 provides information about the bits settings.

Table B-2 Bits 0-3 Settings

Boot Field Meaning

0 Stays at the system bootstrap prompt (ROM monitor) on areload or power cycle
1 Boots the boot helper image as a system image

2 Full boot process, which loads the Cisco |OS image into Flash memory

2-F Specifies a default filename for booting over the network from a TFTP server

The boot field specifies anumber in binary. If you set the boot field value to 0, you must have a console
port accessto boot the operating system manually. Boot the operating system by entering the b command
at the bootstrap prompt as follows:

> b [tftp] flash fil enane

Definitions of the various command options foll ow:
b—Boots the default system software from ROM
b flash—Boots the first file in Flash memory
b filename [ host] —Boots over the network using TFTP
b flash filename—Boots the file (filename) from Flash memory

If you set the boot field value to avalue of 2 through F, and thereisavalid system boot command stored
in the configuration file, the router boots the system software as directed by that value. (See Table B-3.)
If you set the boot field to any other bit pattern, the router uses the resulting number to form a default
boot filename for netbooting.

If there areno boot commandsin the configuration file, the router attemptsto boot thefirst filein system
Flash memory. If no fileis found in system Flash memory, the router attempts to netboot a default file
with a name derived from the value of the boot field (for example, cisco2-7200). If the netboot attempt
fails, the boot helper image in boot flash memory will boot up.

If boot commands are in the configuration file, the router software processes each boot command in

sequence until the processis successful or the end of thelist is reached. If the end of thelist is reached
without a file being successfully booted, the router will retry the netboot commands up to six times if
bit 13 of the configuration register is set, otherwise it will load the operating system software available
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Configuration Bit Meanings W

in ROMmon. If bit 13 isnot set, the router will continue to netboot images indefinitely. The default
setting for bit 13is 0. If bit 13 is set, the system boots the boot helper image found in boot flash memory
without any retries.

The server creates a default filename as part of the automatic configuration processes. To form the boot
filename, the server starts with Cisco and links the octal equival ent of the boot field number, a dash, and
the image name. Table B-3 lists the default boot filenames or actions.

Note A boot system configuration command in the router configuration in NVRAM overrides the default
netboot filename.

Table B-3 Default Boot Filenames

Action/File Name Bit3 Bit 2 Bit 1 Bit0
Bootstrap mode 0 0 0 0
ROM software 0 0 0 1
Flash software 0 0 1 0
cisco3-< image-namel> 0 0 1 1
ci sco4-<image-name2> 0 1 0 0
Ci sco5-<image-name3> 0 1 0 1
Ci sco6-<image-name4> 0 1 1 0
cisco7-<image-name5> 0 1 1 1
cisco10-<image-name6> 1 0 0 0
ciscoll-<image-name7> 1 0 0 1
Ciscol2-<image-name8> 1 0 1 0
Ci sc013-<image-name9> 1 0 1 1
ciscol4-<image-namel0> 1 1 0 0
ciscol5-<image-namell> 1 1 0 1
Cisco16-<image-namel2> 1 1 1 0
ciscol7-<image-namel3> 1 1 1 1

Bit 6

Bit 6 causes the system software to ignore nonvol atile random-access memory (NVRAM) contents.

Bit 7

Bit 7 enables the OEM bit. It disables the bootstrap messages at startup.
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Bit 8

Bit 8 controls the console Break key. Setting bit 8 (the factory default) causes the processor to ignore
the console Break key. Clearing bit 8 causes the processor to interpret Break as a command to force the
system into the bootstrap monitor, halting normal operation. A Break can be sent in the first sixty
seconds while the system reboots, regardless of the configuration settings.

Bit 10 and Bit 14

Bit 10 controls the host portion of the Internet | P broadcast address. Setting bit 10 causes the processor
to useall zeros; clearing bit 10 (the factory default) causes the processor to use all ones. B it 10 interacts
with bit 14, which controlsthe network and subnet portions of the | P broadcast address. Table B-4 shows
the combined effect of bit 10 and bit 14.

Table B-4 Bit 10 and Bit 14 Settings

Bit 14 Bit 10 IP Address (<net> <host>)
Off Off <ones><ones>

Off On <zeros><zeros>

On On <net><zeros>

On Off <net><ones>

Note  The console line rate on Cisco universal broadband routers is fixed at 9600 and cannot be changed. For
additional information about configuring baud rates, refer to oneor more of these documents on
Cisco.com:

- “Replacing or Recovering Passwords” in the Cisco uBR10012 Universal Broadband Router
Troubleshooting Guide:

http://www.cisco.com/en/U S/products/hw/cabl e/ps2209/
products_maintenance_guide_chapter09186a0080206653.html

Bit 11 and Bit 12

Bit 11 and Bit 12 in the configuration register determine the baud rate of the console terminal. Table B-5
shows the bit settings for the four available baud rates. (The factory set default baud rate is 9600.)

Table B-5 Bit 11 and Bit 12 Settings

Baud Bit 12 Bit 11
9600 0 0
4800 0 1
2400 1 1
1200 1 0



http://www.cisco.com/en/US/products/hw/cable/ps2209/

| Appendix B Configuration Register Information for the Cisco uBR10012 Universal Broadband Router
Displaying the Configuration Register While Running Cisco 10S

Note  Theconsole line rate on Cisco universal broadband routersis fixed at 9600 and cannot be changed. For
additional information about configuring baud rates, refer to oneor more of these documents on
Cisco.com:

- “Replacing or Recovering Passwords” in the Cisco uBR10012 Universal Broadband Router
Troubleshooting Guide:

http://www.cisco.com/en/U S/products/hw/cabl e/ps2209/
products_maintenance_guide_chapter09186a0080206653.html

Bit 13

Bit 13 determines the server response to a bootload failure. If boot commands are in the configuration
file, the router software processes each boot command in sequence until the process is successful or the
end of the list isreached. If the end of thelist is reached without a file being successfully booted, the
router will retry the netboot commands up to six times if bit 13 of the configuration register is set,
otherwiseit will load the operating system software availablein ROMmon. If bit 13 is not set, therouter
will continueto netboot images indefinitely. The default setting for bit 13is0. If bit 13 is set, the system
boots the boot helper image found in boot flash memory without any retries.

Bit 15

Bit 15 enables diagnostic messages and ignores NVRAM contents.

Displaying the Configuration Register While Running Cisco 10S

The configuration register can be viewed by using the show ver sion or show har dware command.

The following example illustrates output from the show ver sion command for a Cisco uBR10012 router
with the Cisco OC-48 DPT/POS interface module in POS mode:

Rout er # show versi on

Cisco Internetwork Operating System Software

ICS (tm) 10000 Software (UBRLOK-K8P6-M, Experinmental Version 12.2(20021115:194156)
[REL-ftp_p2_clip

per_srp.ios-weekly 103]

Copyright (c) 1986-2002 by cisco Systens, Inc.

Conpi l ed Fri 15-Nov-02 18:05 by richv

| mage text-base: 0x60008940, data-base: 0x61A80000

ROM System Bootstrap, Version 12.0(9r)SL2, RELEASE SOFTWARE (fc1l)

R7582- ubr 10k- UUT uptime is 10 hours, 14 minutes
System returned to ROM by power-on
Systemimage file is "bootfl ash: ubr 10k- k8p6- nz. oc48. 15Nov02"

ci sco uBR10012 (PRE1l-RP) processor with 393215K/ 131072K bytes of nenory.
Processor board | D TBA05080267

R7000 CPU at 262NMhz, |nplenentation 39, Rev 2.1, 256KB L2, 2048KB L3 Cache
Backpl ane version 1.0, 8 slot
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Last reset from power-on

Toaster processor tncO is running.

Toaster processor tnctl is running.

1 OCl2 PCS controller (1 PCs)

1 TCCpl us card(s)

1 FastEthernet/| EEE 802.3 interface(s)

1 G gabit Ethernet/|EEE 802.3 interface(s)

3 Packet over SONET network interface(s)

2 Cabl e Modem network interface(s)

509K bytes of non-volatile configuration menory.

46976K bytes of ATA PCMCI A card at slot O (Sector size 512 bytes).
32768K bytes of Flash internal SIMM (Sector size 256KB).
Configuration register is 0x0

Rout er #

Displaying the Configuration Register While Running ROM

Monitor

If the bootstrap prompt “>", the o command displaysthevirtual configuration register currently in effect.
It includes a description of the bits. See the foll owing sample output:

>0

Configuration register + 02x100 at |ast boot

Bit# Configuration register option settings:
15 Di agnosti ¢ node di sabl ed

14 | P broadcasts do not have network nunbers
13 Boot default ROM software if network boot fails
12-11 Consol e speed is 9600 baud

10 | P broadcasts with ones

09 Do not use secondary bootstrap

08 Break di sabl ed

07 CEM di sabl ed

06 I gnore configuration disabl ed

05 Fast boot disabl ed

04 Fan boot di sabl ed

03-00 Boot to ROM nonitor

If the prompt is “rommonl”, the confreg command displays the virtual configuration register currently
in effect. It includes a description of the bits. See the following sample output:

rommon 1 > confreg

Configuration Summary

enabl ed are:

|l oad rom after netboot fails
consol e baud: 9600

boot: the ROM Mbnitor

Do you wi sh to change the configuration? y/n [n]
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Setting the Configuration Register While Running Cisco 10S

The configuration register can be set in the configuration mode with the config-register Ox<value>

command. See the following sample output:

Router# config t
Enter configurati on comrands, one per
Rout er (confi g) #confi g-regi ster 0x2142
Rout er (confi g) #end

Rout er #

Y8YS-5- CONFI G| :

l'ine.

Configured from consol e by

End with CNTRL/Z.

consol e

Setting the Configuration Register While Running ROM Monitor

If the prompt is“>", the or Ox<value> command setsthe configuration register. Seethe following sample

output:

>o0/r 0x2102

>

If the prompt is “rommonl”, the confreg command sets the configuration register. It prompts the user

about each bit. See the following sample output:

rommon 1 > confreg

Confiurati on Sumrary

enabl ed are:

|l oad rom after netboot fails
consol e baud: 9600

boot: the ROM Mbnitor

do you wi sh to change the configuration y/n

enabl e “diagnostic node”? y/n [n]: n
enabl e “use net in | P bcast address”? y/n
di sable “use romafter netboot fails”? y/n
enabl e “use all zero broadcast”? y/n [n]:
enabl e “break/abort has effect”? y/n [n]:
enabl e “ignore systemconfig info"? y/n

n
[n]:y

change consol e baud rate? y/n [n]:
change the boot characteristics? y/n
enter to boot:

0 = ROM Moni tor
1 = the boot hel per inmge
2 - 15 = boot system

[0]: 2

Configuration Sumary:

enabl ed are:

|l oad rom after netboot fails
consol e baud: 9600

boot :

do you wi sh to change the configuration? y/n

You nust reset or
romon 2 >

power cycle for new config

i mage sepcified by the boot system comrands or default to:

[nl:

n
n

[n]:

[n]:
n
n

[n]:

n

ci sco2-c7200
[n]

n

to take effect
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