CWP-905
Wireless-N PCI Adapter

User Manual

Version: 1.0
(July, 2007)



Table of Contents

Chapter 1:
1.1
1.2
1.3
1.4
Chapter 2:
21
2.2
23
24
25
2.6
2.7
2.8
Chapter 3:
3.1
3.2
3.3
3.4
3.5
Chapter 4:
4.1
4.2

INtroduction ................ocooiiii e 3
AbOUt CWP-905...........c.oiieee e 3
Main Features...............cooooiiieiie e 3
System Requirements.................coooiiiieiiiieiecee e 4
Getting to Know CWP-905 ..o, 4
Driver Installation and Configuration ..............................coco. 5
Network Card Installation......................c.coccooiiiiii 5
Connect to Wireless Access Point ..., 11
Connection Profile Management.....................ccoooeoiiiiiiicenn, 21
View Network Statistics and Link Status.................................... 33
Advance Settings ............cccoooieieiiei 37
QOS SettingsS.......c.ooiiiiei 40
WPS Configuration..................ccocoeoiiiiiieieeeee e 43
ADOUL ... 49
Soft-AP Function ... 51
Switch to AP Mode and Basic Configuration........................... 51
Security Settings ... 56
Access Control...............cooovieiiiii 58
Connectiontable.................ccooiiiiie 61
EVENE LOQ.. ..o 63
APPENDIX ... 65
Troubleshooting..............c.cooooiiiiiiie e 65
GIOSSANY ...ttt et aeeae s 67



Chapter 1: Introduction

1.1 About CWP-905

Thank you for purchasing this high-speed 802.11 b/g/n (Draft 2.0) wireless adapter. The
Wireless-N PCI Adapter can be installed in most desktops and provides true flexibility by
allowing the computer to be positioned almost anywhere in the building without the cost and
hassle of running network cables. Using the wireless PCI adapter, you don't have to worry
about drilling holes in your walls and climbing through the attic or cellar to get connected to the
network. Once installed and connected, you can keep in touch with friends and work through
e-mail, instant messaging and chat rooms as well as sharing files and other network resources

such as printers and network storage with other computers.

The Wireless-N PCI Adapter connects to 802.11n networks at an incredible speed of 300Mbps!
And for added versatility, it also interoperates with all Wireless-G and B products found at

homes, businesses, and public wireless hotspots around the country.

1.2 Main Features

The following lists the main features of the Wireless-N PCI Adapter.
« Complies with IEEE 802.11n Draft 2.0 and IEEE 802.11g/b standards
« 6 times faster speeds than Wireless-G
« Interoperates with existing Wireless-G/B equipments

« Advanced WPA (Wi-Fi Protected Access) encryption, 64/128-bit WEP and AES/TKIP

provide maximum wireless security
« Cisco CCX V1.0, V2.0 and V3.0 compliance
« Supports operating system: Windows 2000/XP/XP64/Windows Vista

« Ease of Installation and Use



1.3 System Requirements

« An empty PCI slot
« Windows 2000, XP, or Vista operating system
« CD-ROM drive

« At least 100MB of available disk space

1.4 Getting to Know CWP-905

1. PCl Interface
2. Antennas
3. ‘Link’ LED
4. ‘Tx/Rx LED
LED Name Light Status Description
Link On Linked to a wireless access point
Off Not linked to any wireless access point
Tx/Rx Blinking Transferring / receiving data
Off No wireless activity




Chapter 2: Driver Installation and Configuration
2.1 Network Card Installation
Please follow the following instructions to install your new wireless network card:

1. SWITCH THE COMPUTER OFF, remove the cover and insert the wireless network card

into an empty PCI slot of your computer.

2. Install all three antennas on the wireless network card, and make sure the antennas are
securely installed. To improve radio reception, please adjust antennas to the position

shown in the picture.




3. Switch the computer on, the following message will appear on your computer, please click

‘Cancel’.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard
“windows will zearch for cunent and updated software by

looking on your computer, on the hardware installation CD, or on
i i e Wb site [with pour permizzion].

Can Windows connect to \Windows Update to zearch for
software?

() ex. this time anly
(2 es. now and every time | connect a device
(O Mo, nat this time

Click Mest to continue,

Cancel

4. Insert the Auto-Install CD into your CD-ROM drive. Unless you have disabled the auto-run
feature of Windows, the AutoPlay Menu should appear automatically. If not, you can
manually access the installation by clicking the Start button and choosing Run. In the
drop-down box type D:\ AUTORUN.EXE (where D: is the drive letter for your CD-ROM
drive).

Alternately, double-click My Computer and double-click on the CD drive icon.

Click on CWP-905 to install driver and utility for your wireless network card.

& AutoPlay Menu E| ‘E|g|

$ CNef Technology Inc.

Driver and Utility

CWC-905
CWP-905
CWD-905
CWX-905
CWE-905

Explore CD-ROM

L st EXIT




5. Please read the end user license agreement and click ‘Yes’ to accept license agreement.

RALIMK Wireless Network Card Setup

Please read the following License Agreement.

RALIMK Wireless Utility for Windows 98/ME/20005<P
Copgright [C] RALINE TECHNOLOGY, CORP. All Rights Aeserved.

Thank pou for purchasing RALINK Wwireless praduct!

SOFTwWARE PRODUCT LICEMSE

The SOFTWARE PRODUCT is protected by copyright laws and intemational copyright
treaties, az well as other intellectual property laws and treaties. The SOFTWARE PRODUCT
iz licensed, not sold.

1. GRAMT OF LICEMSE. Thiz End-User License Agreement grants you the following
rights:Inztallation and Use. *You may install and use an unlimited number of copies of the
SOFTwWARE PRODULCT.

Reproduction and Distribution. You may repraduce and distribute an unlimited number of
copies of the SOFTWARE PRODUCT; provided that each copy shall be a true and complete

6. You can choose the configuration tool used to configure the wireless network card here.
It's recommended to select ‘Ralink Configuration Tool’, which provides fully access to all
function of this wireless network card. If you prefer to use the wireless configuration tool
provided by Windows XP or Vista, please select ‘Microsoft Zero Configuration Tool’, then

click ‘Next’.

RALIMK Wireless Network Card Setup

Choose Configuration Tool
ation Toal

Configuration T ool

ration Tool

1 Cancel .

Iristall




7. There are two wireless performance mode you can select here:

Optimize for WiFi mode or

Optimize for performance mode

If you want to enhance wireless performance, please select ‘Optimize for performance

mode’. However, wireless compatibility is not guaranteed in this mode. If you want to use
this mode, you may not be able to communicate with older wireless devices and wireless
access point, such as 802.11b devices, but the data transfer rate will be enhanced in this
mode. You can select this mode when you only plan to communicate with 802.11 Draft-N

devices.

If you want to keep compatibility and communicate with older wireless devices, please

select ‘Optimize for WiFi Mode’.

When you select one mode, please click ‘Next>’ to continue. If you see ‘Found New

Hardware’ message again, please ignore it and wait.

RALIMK Wireless Network Card Setup

Choose Configuration TxBurst or WiFi
tion TxB

InstallSHied 1 Cancel




8. Please click ‘Install’ to run the driver installation process.

Ralink Wireless LAN - InstallShield Wizard

Ready to Install the Program
Tk ard

InstallShield ¢ Back

Cancel

9. When you see this message, please click ‘Finish’ to complete the driver installation

process.

Ralink Wireless LAN - InstallShield Wizard

InstallShield Wizard Complete

InstalISfield < Back Cancel




10. A new icon will appear at lower-right corner of your computer desktop, you can put the

mouse cursor on the icon, and the status of wireless card will be displayed as a popup

balloon.

Ralink Wireless LAN Card
Disconnected

2107 PM

HERE!

11. When you want to configure your wireless connection, please right click on this icon, and a
popup menu will appear. You can click ‘Launch Config Utilities’ to start configuration

program.

If you want to close configuration utility, please click ‘Exit’.

Launch Config Ukilities

IUse Zero Configuration as Configuration kiliky
Switch to AP Mode

Exit
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2.2 Connect to Wireless Access Point

There are two ways you can configure your wireless network card to connect to wireless
access point: using the Ralink configuration utility which comes with wireless card driver, and

using built-in windows zero configuration utility.
2-2-1Using Ralink Utility

Please follow the following instructions to use Ralink configuration utility to connect to wireless

access point.

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

3

: Launch Config Utilities '
U leE mard wosfIgUREHon as Configuration utility
Switch ko AP Mode

I Exik w

2. Configuration utility will scan for all wireless access points automatically. Scan results will
be displayed here, please check if the wireless access point with the SSID (the name of
wireless access point) you preferred is shown here.

If the wireless access point you wish to connect does not show here, please click ‘Rescan’
to try again, until the one you preferred is displayed. You may have to click ‘Rescan’ for

more than two times before you can see the access point you wish to use here sometimes.
If you still can not see the access point you wish to use after clicking ‘Rescan’ for more

than five times, please move your computer closer to the location where the wireless

access point is.

11



% Ralink Wireless Utility Xl

Profile | Link Status| Ske Survey | Statistics | Advanced  DoS || *+/PS Canfiguration | About

551D BSSID Si. | C.. Encrp. | Awthe.. | Metwork ..
Wirgless Router 0000 00-FE-60-.. 24% 4 TEIP WPAP.,  Infrastuct...

4 >
Disconnected |[ Rescan ][ Connect ][ Add to Profile
ok J[ Hep |

Here are descriptions of every setup item:

SSID: The Service Set IDentifier of wireless access point
or other network device. You can think it as the

name of access point of wireless device.

BSSID: The MAC address of wireless access point or other network device.
Unlike SSID, BSSID of every access point or network device is
unique, and will not be the same with others. So you can identify a
single access point or wireless device from others by BSSID, if they

all have the same SSID.

Signal: Shows the signal strength of access point or wireless device.
Larger number means better radio strength, which often means

you’re not too far from that access point or wireless device.

Channel: Shows the channel number that access point or wireless device

12



uses.

Encryption: Shows the encryption method that access point or wireless device
uses. If the wireless access point does not enable encryption, you'll

see ‘None’ displayed here.

Authentication: Shows the authentication mode that access point or wireless
device uses. If the wireless access point does not require

authentication, you’ll see ‘Unknown’ displayed here.

Network Type: Shows the type of wireless connection. If it's a wireless access
point, ‘Infrastructure’ will be displayed here; if it's a computer or

network device, ‘AdHoc’ will be displayed here.

Tips:

Wireless access point (Infrastructure) is a network device which acts as
a bridge, to let wired and wireless network devices communicate with
each other.

AdHoc is another connection type. A computer or network device can
establish a direct wireless link with other computer or network device
directly, without the help of wireless access point.

3. Click the wireless access point or network device you wish to connect, it will be highlighted,

then click ‘Connect’.

Note: There is no Connect button in Window Vista. You have to use the Add Profile
feature to build the wireless connection with the selected network. Please refer to the

Profile information.

13



% Ralink Wireless Utility Xl

Profile | Link Status| Ske Survey | Statistics | Advanced  DoS || *+/PS Canfiguration | About

J.55i0 BSSI0 Si. | C.. Enery.. | dwihe. | Netwosk
Wirgless Router 0000 00-FE-60-.. 24% 4 TEIP WPAP.,  Infrastuct...

Dizeonnected | [ Rescan ,H" -Comed .]T ..ﬁdlzl to Profile
4 e e .---“‘u

T T

If the access point you selected does not enable encryption (The content of ‘Encryption’

field of the access point you selected is ‘None’, you’ll be connected to this wireless access

point within one minute. Please jump to step 6.

If the access point you selected enables encryption, please proceed to next step.

If the wireless access point does not have SSID, you'll be prompted to input it here. Please

ask the owner of wireless access point and input the exact SSID here, then click ‘OK’ when

ready. If the SSID you provided here is wrong, you'll not be able to connect to this access

point.

If the wireless access point you selected have SSID, please skip this step.

14



Fleaze enter 5510

R e e e e L e L L L L ey
. SIYETLET PR,

. ] . Cancel

N S

-
“y .
LT T T L e

5. If the wireless access point uses encryption, you have to input WEP passphrase or WPA
preshared key. Please ask the owner of the wireless access point you want to connect,
and input the correct passphrase / preshared key here, then click ‘OK’. If the value you

inputted here is wrong, you will not be able to connect to this wireless access point.

Authentication type is selected automatically, please don’t change it.

If the access point you selected does not enable encryption and does not require

authentication, please skip this step.

Authentication and Security

Authentication Type ;
Erncryphion : E TEIP E
WPAP[BSha[BdKE}l lllllllllllllllllIlIlIlIlllllllllllllllllllllllllllllrl
Wep Fey n
]
Kyt e | |
| |
"
Kt Hes
Fepis 1 : | |
L |
eyl Het m ! |
n
"
L H mi=r : | |
| |
‘:._-i".':EJ }

[1Show Passward

ammEEEEN,
e® T,

.0 *
! : Cance
* il

. .
. .
LTI T T LA

6. You'll see ‘Connected <-> SSID’ (‘SSID’ is the SSID of the wireless access point or

15



wireless device you connected to) message displayed at lower-left corner of configuration
utility, congratulations, you’re successfully connected to the access point or wireless

device you selected!

* Ralink Wireless Utility

BSSID
w0 \WMireless Rout | 00-0000-FE-B0- | 24% | 4 - | Infrastict

| ¢ i | e

Connected <> vwireless Router ,_ Rescan ] [ Correct ] [ Add ta Profile ]

| ok || Hep

You can put the mouse cursor over the Ralink configuration utility icon, and the brief
information about link status and signal strength of current wireless connection will be

shown as a popup balloon.

Ralink Wireless LaM Card
Skakus ¢ Weak (WarioxMET)

E:-:] z. ) :-r 216 PM

i -
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2-2-2Using Windows Zero Configuration

Windows XP and Vista has a built-in wireless network configuration utility, called as ‘Windows
Zero Configuration’ (WZC). You can also use WZC to configure your wireless network

parameter:

1. Right-click Ralink configuration utility icon and select ‘Use Zero Configuration as

Configuration utility.

D

0y
R

Exik

2. Click ‘Start’ button (should be located at the bottom-left corner of windows desktop), click

‘Control Panel’, then click ‘Network and Internet Connections’ in Control Panel.

B Control Panel

File Edit ‘iew Faworites Tools Help

Q Back \‘_} @ p Search [E" Falders @v

Address g’ Control Panel

E/ Control Panel & Pick d category

B» Switch to Classic Wiew
=
\ & Appearance and Themes

See Also

& vindows Update .
@) Help and Support ‘T_“ Network and Internet Connections User Accounts
-

T e e Datg. Time, Language, and Regional
& Dptions

I\ s i - bili i
~ _J) Sounds, Speech, and Audio Devices : : Accessibility Options

h@ Performance and Maintenance |\ {  Security Center

3. Click ‘Connect to a network’ under ‘Network and Sharing Center’
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B Network and Internet Connections

File Edit ‘iew Faworites Tools Help

@Back x \‘3 @ pSearch [E" Falders Ev

Address E} Network and Internet Connections

Network and Internet Connections
See Also

% Iy Metwork Places

28] Pr\néers and Other Pick a task_ -

Hardware:
% Remote Deskkop
I-' Phone and Modem Options
Add a Blustooth device E| Create a connection to the network at your workplace

[3] set up or change your Internet connection

E| Set up or change your home or small office network

Troubleshooters
[$| Set up a wireless network for a home or small office

Home or Small ffice
Metworking E| Change Windows Firewall settings
(7] Internet Explorer

@ MNetwork Diagnostics

or pick a Control Panel icon

Bluetooth Devices x Internet Options
-

p-
# MNetwork Connections \¢ Network Setup Wizard
bl i

&
== wWindows Firewall <= Wireless Network Setup Wizard

4. Right-click ‘Wireless Network Connection’ (it may have a number as suffix if you have
more than one wireless network card, please make sure you right-click the ‘Ralink 802.11n

Wireless LAN Card), then select ‘View Available Wireless Networks’.

W ireless Mebwork Connection 2 LAM or High-5p... Mok connected, Firewalled
L Local Area Connection Disable irewalled
<L 1394 Conmection < View Available Wireless Networks rewallzd
Skakus
Repair

Bridge Connections

Creake Shortouk
Delete
Rename

Properties

5. All wireless access points in proximity will be displayed here. If the access point you want
to use is not displayed here, please try to move your computer closer to the access point,
or you can click ‘Refresh network list’ to rescan access points. Click the access point you

want to use if it's shown, then click ‘Connect’.

18



i) Wireless Network Connection 2 |X|

R Choose a wireless network

ﬂ Refresh network list Click an item in the list below to connect to a wireless nebwork. in range or to get more
information,

_;2 Set up a wireless netwaork
faor a home or small office

Related Tasks

Hi.) Learn about wireless
niebworking

Change the order of
preferred networks

S change advanced
settings

6. If the access point is protected by encryption, you have to input its security key or

passphrase here. It must match the encryption setting on the access point.

If the access point you selected does not use encryption, you’ll not be prompted for

security key or passphrase.

Wireless Metwork Connection

The network 'default’ requires a network, key (also called a WEP key or WPA kew), &
network key helps prevent unknown intruders From connecting ko this nebwork,

Type the kew, and then click Connect.

Mebwork key: | | |

Confirn mebworkkey: | |

L_Q_l:unnect J [ Cancel ]
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If you can see ‘Connected’ message, the connection between your computer and wireless

access point is successfully established.

1) Wireless Network Connection 2

E— Choose a wireless network

a Refresh network list Click an item in the list below to connect to a wireless nebwork in range or g

information,
Connected ¢

;’2 Set up a wireless netwprk
for a home or small office

Related Tasks

j) Learn about wirelzss
nietworking

Change the order of
preferred networks

e Change advanced
settings

| Disconnect |

20



2.3 Connection Profile Management

If you need to connect to different wireless access points at different time, like of access point
of your home, office, cybercafe, or public wireless service, you can store the connection
parameters (encryption, passphrase, security etc, etc.) as a profile for every access point, so
you don’t have in input these parameters every time you want to connect to a specific wireless

access point.
2-3-1Make a profile for an access point or wireless device

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

C Launch Config Utilities D)
Use Zerd Cormmgaration as Configuration ukility

Switch ko AP Maode
I E:xik w

2. There are two ways to add a new connection profile:

Create a new profile,
or

Add a profile from an existing wireless access point or wireless device

If you want to click new profile, click ‘Profile’ tab, then click ‘Add’ button:

21



12 Ralink Wireless Utility X
O F—— 4
Link Status | Site Survey | Statistics || .-’-'-.dvanced? (oS | WPS Configuration | p‘-‘-.blth | Prafile | .:
Profile List

*
‘o *
LETTE LA

Frofile Mame  SSID

Channel  Authenticat..  Encroption etwork, ...

\4

asmEEEREENEL,
. e,
. a,

““"-‘....."'.
ol ) *e, s .“-
: i H L] = I . Ki
| |_ &dd J [ Lot Delete ] [ Edit ‘e, Activate ‘|.'
...... ““ Ad L]

[ ok |[ Hep |

Or, you can add a connected wireless access point or wireless device to a profile by
clicking ‘Site Survey’ tab, then click ‘Add to Profile’ button:

22



I Ralink Wireless Utility

T2
=

=

2 2 2
L= e T T L L Lo

O0.0E -2 A4-6B-.. WPAP. | Infrastuct..

Wireless Rout  OO-0CH0FE-BD-.,  24% 4 TKIF

WRAF.  Infrastiec,

< | ¥

Fescan “ Conrect H Add 1o Prafile

Connected <> defaul | [

You can set the parameter for this connection here:

Add Profile

Configuration | Authentication and Securit_l,l|

Profile: M ame |PF|DF‘] | [={=4]n} |defau|t

=1

(&) CAM [Constantly Awake Modef ) P5M [Power S aving Mode]

Metwork Type Infrastucture w T Power Auto b
[CIRTS Threshold o :
[] Fragment Threshold 256 :

[ 0k ][ Cancel ] Apply




Here are descriptions of every setup items:

Profile Name

SSID

PSM:
(Power Saving
Mode)

Network Type

TX Power

Preamble

RTS Threshold

Fragment
Threshold

Please give this profile a name, up to 32
alphanumerical characters and symbols are allowed, but space is

not allowed.

The SSID of the wireless access point or wireless device you
selected will be displayed here. But if the SSID of access point or

wireless device is not available, you have to input it here manually.

Please select CAM (constantly awake mode, keep
the wireless radio activity when not transferring
data), or PSM (Power saving mode, switches radio off when not

transferring data).

It's recommended to choose ‘PSM'’ if you’re using this network card

with notebook computer to help the battery live longer.

Select network type (‘Ad Hoc’ or ‘Infrastructure’). If you're adding a
profile from an existing access point or wireless device, it’s

automatically selected and you don’t have to change it.

You can select the radio output power of wireless network card.
You may not need full radio power if you’re not far from wireless
access point, and only use a high setting here if you found that

radio reception is bad.

If you don’t know which one to use, select ‘Auto’.

This option is only available when the network type is ‘Ad hoc’. You
can select ‘Auto’ or ‘Long Preamble’. Please select ‘Auto’ if you

don’t know what it is.

Check the box and you can set RTS threshold manually here. Do

not modify default setting unless you know what it is.

Check the box and you can set fragment threshold

manually here. Do not modify default setting unless you know what

24



itis.

Now click ‘Authentication and Security’ tab, and set the encryption and authentication settings.

Add Profile E'
.I:aniguratign Authentication and Security |

Authentication Type :

E ncryption ;

WPh Preshared Key | |

Wwiep Key

[]5how Pazsword

(] H Cancel ] Apply

Here are descriptions of every setup items:

Authentication Select the authentication type of the wireless access
Type point or wireless device you wish to connect. If you're adding a
profile from an existing access point or wireless device, the value

will be selected automatically, and please do not modify it.

If you select ‘LEAP’, the following message will be displayed.
Please input LEAP identity, password, domain name, and select
encryption type. You can check ‘Show Password’ box so the
password you inputted will be displayed as you type, but not

replace by asterisk.

25



Add Profile

.l:l:nnfiguratil:un Authentication and Security |
Authentication Type i_ii
|dentity | |
Pazswiord | |
Domnain M ame | |
) WEFP O wWRATEIP O wWPAZAES
[ 5how Passward

Encryption: Select the encryption type of the wireless access point or wireless
device you wish to connect. If you're adding a profile from an
existing access point or wireless device, the value will be selected
automatically, and please do not modify it.

WPA Input WPA preshared key here. If encryption is not

Preshared Key enabled, or you select ‘WEP’ as encryption type, this field will be
disabled and grayed out.

WEP Key You can select key type (Hex or ASCII) and input WEP key here. If
encryption is not enabled, or you select ‘WPA’ as encryption type,
this field will be disabled and grayed out.

Show Password Check this box and all passphrases or security keys you inputted

will be displayed as you type, but not replace your input with

asterisk.

26



Use 802.1x Enable 802.1x wireless authentication. Please click ‘802.1x Setting’

button to set 802.1x parameters. (See next section).

After you finish all settings, click ‘OK’ to save settings and exit. The profile you just created will

be displayed:

i¥* Ralink Wireless Utility

Link Status | Site Surve_l,l. Stahistics ﬂ«dvanceci; (S WPS Ennfiguraticur;; .&bu:uuti Prafile |
Profile List

! 0% 0a 2o lD e v mwnmnana ShEEl Suthenticat, | Encroplion, | Metwark ooy

E defauilt Auto WPA-PSE TEIP Infrastiucture | E
| |
|
|
v

Add I B I Edt %) Bl "

ok || Hel

Select the profile you wish to use, and click ‘Activate’ to use the profile you selected. You can

only activate a profile a time, and the profile which is activated currently will have a green

check "4" before its name. If the wireless access point is not reachable, a red check ( i )
will be displayed before its name.

If you want to change the connection parameters of a specific profile, just select it and click
‘Edit’ button, you'll be prompted to input the connection parameters, just like you’re creating a
new profile.

27



If you no longer need a profile, select the profile then click ‘Delete’.

28



2-3-2 Using 802.1x — Certification

After you click ‘802.1x Setting’, a new window will appear:

B02.1x Setting

Eertificati-:nn-| CAEarier

Aythentication Type [?‘ Seszion Aezumption | Dizabled T
|dentity Fazzwiord 1 Damain M arne |

[] Usze Client certificate

Remove Irpiark

Tunneled Authentication

Protocal EAP-MESCHAR w2 = | Identity

Pazzword

(] 4 ] [ Cancel Spply

Here are descriptions of every setup items:

Authentication Please select an 802.1x authentication type here.

Type The type you select here must be identical to the
type of the 802.1x authentication type you’re using.

Session You can enable or disable session resumption here.

Resumption If you don’t know if you should enable session resumption or not,
please ask your 802.1x authentication administrator.

Identity Please input 802.1x identity here.

Password Please input the password of 802.1x identity here.

29



Domain Name

Use Client

More..

Allow
unauthenticated

provision mode
Use protected
authentication
credential

Remove

Import

Protocol

Identity
(of tunneled

authentication)
Password
(of tunneled

authentication)

Password Mode

Please input the domain name of 802.1x authentication here. This

field will be grayed out when authentication type is not ‘EAP-FAST".

If the authentication type you use is ‘PEAP’or ‘TTLS’, you can use
the certificate stored on your computer. If the authentication type

you use is ‘TLS/Smart Card’, this box is always checked.

After you clicked this button, you’ll be prompted to select a

certificate on your computer.

This box is always checked and can not be modified.

If the authentication type you use is ‘EAP-FAST’
you can use protected authentication credential

by check this box.

Remove the credential you imported previously.

Import the authentication credential file (PAC or al file format), you'll

be prompted to select a credential file from your computer.

You can select the protocol of tunneled authentication here. This
pulldown menu is only available when authentication type you use
is ‘PEAP’ or ‘TTLS’. When you use ‘EAP-FAST’ as authentication
type, the protocol setting is always ‘Generic Token Card’ and can

not be changed.

Please input the identity of tunneled authentication

here.

Please input the password of tunneled authentication

here.

Please select the password mode of ‘EAP-FAST’ authentication

30



mode. This setting is hidden when the authentication type is not
‘EAP-FAST..

After you finish all settings, click ‘OK’ to save settings and exit.

31



2-3-3 Using 802.1x - CA Server

If you want to use CA server, please click ‘CA Server’ tab. And the following message will be

displayed:

Here are descriptions of every setup items:

Use certificate Check this box to enable the use of certificate chain.
chain

Certificate Please select the issuer of certificate from this
Issuer dropdown menui.

Allow Check this box if you wish to allow intermediate
intermediate certificates.

certificates

Server name Input the server name of CA server here.

Server name Check this box and the wireless configuration

must match utility will check if the server name of CA server
exactly you set here is exactly matched with the CA server connected to. If

they don’t match, connection will be

dropped.
Domain name Check this box and the wireless configuration utility
must end will check the end of domain name. If there’s
in specified name anything wrong, connection will be dropped.

After you finish all settings, click ‘OK’ to save settings and exit.
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2.4 View Network Statistics and Link Status

The configuration utility provides information about network statistics and link status. If you
want to know how your wireless network card works, you can use these functions to get

detailed information about the wireless connection you're using.
2-4-1 Network Statistics
Please follow the following instructions to check network statistics:

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer
desktop, then click ‘Launch Config Utilities’.

Launch Config Ltilities

Uﬁé’l’éfu‘.‘u‘Ehﬁl‘ﬁjﬂi’h’t’ib’ﬁ'é's"CDnFiguratiDn ukilisy
Switch to AP Mode
Exit

2. Click ‘Statistics’ tab, and the statistics of wireless connection will be displayed:

I¥ Ralink Wireless Utility

“Link Status | Site Suwey| Statiztics |.&dvanceci§ (oS [wiPs Configuratioﬁg Ahout | Profile

Tranzmit Statistics

Frames Tranzmitted Successfully = 4104
Frames Fail To Receive ACK After Al Retries = 4
RTS Frames Successfully Receive CTS = i}
RTS Frames Fail To Receive CTS = 1}
Framesz Retransmitted Successiully = 424

Feceive Statistics

Frames Received Successfully = 337
Frames Received “With CRC Emor = 19158
| Frames Dropped Due Tao Out-of-Aesource = 1]
Duplicate Frames Received = ]

Resst Counter

[ ok [ Hep |

All connection-related statistics is displayed here. You can click ‘Reset Counter’ to reset
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the statistics of all items back to 0.

Click ‘OK’ to close the window.
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2-4-2 Link Status
Please follow the following instructions to check network statistics:

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

L ————————————————

Qaunch Zonfig Ukilities I
s& Fern ommguration as Configuration kilicy

Switch ba AP Maode
E:xik

2. Click ‘Link Status’ tab, and information about current wireless connection will be displayed:

< Ralink Wireless Utility

Link Status | Site Survey || Statistics | Adwanced | @05 || WPS Configuration | About || Profile |

Shatus : |u:|efau|t <+ OO-OE-2E -44-6B-01 |
Estra Info |Link iz Up [T#Power:100%] |

Channel : |'I <3 2412 MHz; central channel : 3 |

Link Speed T# [Mbps) 2700) R Mbps] 216.0]
Throughput : Tw [Kbps) Fx [Kbps) 19.7 |

Good 100%

Link Qualte:—— [RWNANNNNANANNANARNRRARNANARNANRRNRNRRNRNNN
Weak i bed []dBm

signal Strencth 1: (WENNANNNNNNANRN |
Good VB%

sianal Stengtri2: | NNNNNNNNRNRRNRRRNNRNNRRRRRNNRRINR |
Good B%

Signel Stength 3 (HNNNANNANNERNRANNARNARRRRRNNRRINR |
Lo 2B%

MoseLevel: [ HNNNNNNAND |

HT
Bw: 40 Gllong  MCS: 15 SMRO: 18 SMR1:17

| ok || Hep |

These information displayed here are updated every second, and here are descriptions of
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every item:

Status

Extra Info

Channel

Link Speed

Throughput

Link Quality

Signal Strength 1

Signal Strength 2

Noise Level

dBm

Display the SSID and BSSID of connected wireless access point or
wireless device (displayed as SSID <-> BSSID as shown in above
picture. If there’s no active connection currently, ‘Disconnected’

will be displayed here.

Displays the link status (‘Link is up’or Link is down’, and the radio

transmitting power of your network card.

Displays the radio channel being used now.

Displays the link speed of data transmitting (Tx, in Mbps) and
receiving (Rx, in Mbps). Link speed is the maximum available data
transfer speed of the wireless connection, and depends on the

radio signal quality of wireless connection.

Displays the rate of data transmitting (Tx, in Kbps) and receiving
(Rx, in Kbps).

Displays link quality (radio signal quality). When the link quality is
better, the wireless link speed will be better, too. Link quality is
displayed by percentage and a descriptive word (Good, normal,
weak, and low).

Displays the radio signal strength of built-in antenna 1.

Displays the radio signal strength of built-in antenna 2.

Displays the percentage or level of noise (unusable) signal. If the

value of this item is high, data transfer rate will drop.

Check this box and the value of signal strength and noise level will

be displayed in dBm level instead of percentage.

There are several wireless statuses available at the bottom of this window.

For their explanations, please see chapter 4-3 ‘Glossary’.
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2.5 Advance Settings

This wireless network card provides several advanced settings for experienced wireless users.
You can change these settings to increase data transfer performance, or change operation

mode.

Please follow the following instructions to set advanced wireless settings:

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer
desktop, then click ‘Launch Config Utilities’.

. Launch Config Ukilities

[J2a" Pape COMMIGHSEEA 3 ConFiguration utility
Switch to AP Mode
Exit

2. Click ‘Advanced’ tab, and the following settings will appear:

I¥* Ralink Wireless Utility

Link Status | Site Sur\-'e_l,l- Slatislics| Advanced | [aS | wPs Eu:nnfiguraliu:nn_ I shout | Profile

Wireless made 180211 BAGAN mix " | Select Your Country Region Code

Wwireless Protection i,-:-.lut.:, “ 11 B/G 0 CH1-11 v

[1T=BURST [] Show &uthentication Status Dialog

] Enable TCP ‘window Size [[] Enable CCx [Cisco Compatible etensians)
Turn on CCEM

[]Fast Foaming at | /0| d&m

“ [ TunofRF |

Apply

gk || Help

37



Here are descriptions of every setup items:

Wireless mode

Wireless

Protection

X Rate

Tx BURST

Enable TCP

Window Size

Fast Roaming at

Turn off RF

Select wireless operation mode, available options are 802.11 B/G
mix, 802.11 B only, and 802.11 B/G/N mix. You can select 802.11
B/G/N mix to maximize wireless compatibility with wireless access
points and other wireless devices. Anyway, you can set this setting
to ‘802.11 B only’ when you’re going to communicate with old
802.11b wireless devices and you got problem using other two

modes.

This setting helps your network card to avoid

interference with other wireless devices when there are both

802.11b and 802.11g wireless devices in the same place. It’s
recommended to set this setting to ‘Auto’, since enabling this

setting will slightly reduce the data transfer performance.

Normally, the wireless network card will adjust transfer rate
automatically according to wireless signal quality. However, you
can fix the data transfer rate to a lower fixed rate if you think there’s
some problem about data transfer, or you're too far from wireless
access point. It's recommended to set this setting to ‘Auto’, unless

you really know the meaning of this setting.

Check this box to accelerate the data transmit rate. It may not work

with all wireless access point and wireless devices.

Check this box and the configuration utility will
adjust TCP window size automatically, to get better performance. It
should be safe for most of wireless environments, but if you found

some problem on data transfer, uncheck this box.

Check this box and you can adjust the threshold of
when this wireless network card should switch to another wireless
access point with better signal quality. Only adjust value when you

understand what it means.

Click this button to switch wireless radio off, click it

again switch wireless radio on.
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Select Your
Country Region
Code

Show
Authentication

Status Dialog

Enable CCX

Turn on CCKM

Enable Radio

Measurement

Non-Serving
Channel

Measurements

Limit ---

milliseconds

Select the country / region code of the place you're

living. Different country / region has different

regulations on wireless devices, and it’s forbidden

to use certain channel (radio frequency) in some

countries or regions. Please select the country and region code

according to the place you live.

When your computer is being authenticated by

wireless authentication server, a dialog window

with the process of authentication will appear.

This function is helpful to find out the problem when you can not be
authenticated, and you can provide this information to

authentication server’s administrator for debugging purpose.

Enable Cisco Compatible eXtensions. CCX is a wireless feature
developed by Cisco used to improve the wireless performance with
CCX compatible wireless devices. Check this box if you need to

connect to CCX-compatible wireless devices.

Check this box to enable CCKM (Cisco Centralized Key
Management), which enables wireless clients to roam between

CCKM-enabled access points in very short time.

When you’re connecting to CCX-compatible
access point, check this box to enable radio measurement function

to improve wireless connectivity.

When you’re connecting to CCX-compatible
access point, check this box to enable measurement

on unused radio channels to improve wireless connectivity.

Limit the time used for said measurement to a

certain time. Default value is 250.

After you finish the settings, click ‘Apply’ to apply new settings, and click ‘OK’ to close

configuration utility.

39



2.6 QoS Settings

This wireless network card provides QoS (Quality of Service) function, which can improve the
performance of certain network applications, like audio / video streaming, network telephony
(VolP), and others. When you enable WMM (Wi-Fi MultiMedia) function of this network card,
you can define the priority of different kinds of data, to give higher priority to applications which
require instant responding. Therefore you can improve the performance of such network

applications.
Please follow the following instructions to set advanced wireless settings:

3. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

.. Launn:h Cu:unﬁg L|tI|ItIE-'5 __'::

Switch ba AP Mu:u:le
E:xik

Click ‘QoS’ tab, and the following settings will appear:
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i€ Ralink Wireless Utility

.Link Statuz || Site Suwey. Statistics .ﬁ.dvancedg (o5 !.‘-.-\-"F'S Eanigutatinﬁg Ahbout '.F'mfile
[“liibiM Enable
]tk - Power 5 ave Enable

[] Direct Link Setup Enable

Dvirect Link,
Direct Link Setup

e I N I I I
Timeout %alue : _| seC Apply

DLS Statuz

MAC Addiess Timeout

ok || Hep

Here are descriptions of every setup items:
WMM Enable Check this box to enable WMM function. Please click ‘Apply’ button

on the right of this check box after you check or uncheck this box,
So corresponding settings in this window will be activated or

deactivated respectively.

WMM - Power Enable WMM power saving mode to save energy
Save Enable and lets your battery live longer.
Setting... Click this button to select the WMM data type which will suppress

the function of power saving. When this kind of data is transferring,
power saving function will be disabled. Available data types are
AC_BK (Background / Low Periority), AC_BE (Best Effort), AC_VI
(Video First), and AC_VO (Voice First).
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Direct Link Enable or disable direct link setup (DLS) function.

Setup Enable This function will greatly improve the data transfer rate between
WMM-enabled wireless devices. Please click ‘Apply’ button on the
right of this check box after you check or uncheck this box, so
corresponding settings in this window will be activated or

deactivated respectively.

MAC Address Input the MAC address of another WMM-enabled
wireless device you wish to establish a direct link here, then click
‘Apply’ to add this MAC address to DLS address table.

Timeout Value Input the timeout value of this WMM-enabled direct link wireless
device. If the wireless device is not responding after this time, it will

be removed from DLS table.

Tear Down If you want to remove a specific wireless device from DLS table,

select the device and click this button to remove it.

After you finish the settings, click ‘OK’ to close configuration utility.
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2.7 WPS Configuration

Wi-Fi Protected Setup (WPS) is the latest wireless network technology which makes wireless
network setup become very simple. If you have WPS-enabled wireless access point, and you
want to establish a secure connection to it, you don’t have to configure the wireless access
point and setup data encryption. All you have to do is go to the WPS setup page of this
wireless card, click a button, and then press a specific button on the wireless access point you

wish to establish a secure connection - just three simple steps!

For older wireless access points, it's possible to perform a firmware upgrade to become a
WPS-enabled access point. Since they may not have a hardware button to press for WPS
setup, you can use an alternative WPS setup method — input the pin code. Every
WPS-compatible wireless network card comes with a unique WPS pin code; you can just input
the code to wireless access point, and the wireless access point and wireless network card will

do the rest for you.

This wireless network card is compatible with WPS. To use this function, the wireless access
point you wish to connect to must support WPS function too. Now, please follow the following
instructions to establish secure connection between WPS-enabled wireless access point and

your wireless network card:
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2-7-1 WPS Setup - PBC (Push-Button Configuration)

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

Launch Config Ukilities ",
I'_I'EE'EE!'r'cu'Ennﬁgurafi‘dﬁ'Eé'EnnFiguratinn ukiliky
Switch to AP Mode

Exit

Lo
.
o*
D

“u

2. Click ‘WPS Configuration’ tab, and the following settings will appear:

1Z° Ralink Wireless Utility

| Link Status | Site Survey | Statistics | Advanced | QoS | WPS Configuration |-.f3.|:uuut || Profile |

551D BSSID [ Authe..  Encry... Rescan

|nfarmation

Fir Code

(26460161

S5I0 MAC Address Authentic... | Encryption Crgtail
Connect
Fotate

Dizconnect

[relete

Fi WS bssacists € | |

[]'/P5 Probe IE iWF'S shatus is not used

ok ||  Hel
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3. Push the ‘WPS’ button on your wireless access point (the button used to activate WPS
standby mode may have another name), or use other way to start WPS standby mode as the

instruction given by your wireless access point’s user manual.

4. Before you start to establish the wireless connection by using WPS, you can click ‘Rescan’
button to search for WPS-enabled access points near you, to make sure the WPS function of

your access point is activated.

I¥* Ralink Wireless Utility

Profile || Link Status | Site Survey | Shatistics | Advanced IQDS | WPS Configuration | Ahout

S5 BSSID Coio auhe. Ency. ([ Rescan |

RalinklnitialaP... 00-0C-43-25-61-00 1  0O«0000 ‘wWPA-. TEIP

|mfarmmatior

Pin Code
| 26460151 |

| S5ID MALC Addrezs Authentic... | Encryphion

Digconnect

FiM [#] WS fszociate |E [ ]

[]'/P5 Probe IE fWF‘S shatus is not used

ok || Hep |

All access points found will be displayed. Please make sure the access point you wish to
connect is displayed. If not, please click ‘Rescan’ few more times. You can also click

‘Information’ button to see the detailed information about selected access point.

5. Click ‘PBC’ button now to start to establish wireless connection by WPS, and please be
patient (This may require several seconds to one minute to complete). When you see ‘WPS

status is connected successfully’ message, means the connection between your wireless
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network card and access point is successfully connected by WPS, and the information about

access point you connected to will be displayed.

I¥ Ralink Wireless Utility

551D ESSID CoID e e Rescan

RalinklnitialdF... 00-0C-43-25-61-00 1 0Ox0000 ‘WPA-.  TEIP :

BelkinaP 00-14-A5-BE-73-52 4 WhRAZ-.  AES
Fir Code
i2848[|‘|81i

551D WAL Address Authentic. . E ncryption Detail

e RalinkinitialsP256100  00-04-79-97-27-FC WRA-FSE TEIP

. Connect
Delete

_FIN

| A1wPS associate [E | WRNNNNNNNNNNNNNRRRRNNRRNNNRRRRRRRRRNNE|

WwPS probe |E

tWF'S statuz iz connected succeszsfully - RalinknitialbP256100

]9

[ Help ]

Sometime WPS may fail, and you can click ‘PBC’ button few more times to try again. When an

access point is connected, you can click ‘Disconnect’ to disconnect your wireless network card

from a connected access point, or select another WPS-enabled wireless access point, then

click ‘Connect’ to establish connection to selected access point, if there are more than one

WPS-enabled access point found. You can also click ‘Rotate’ button, and next access point on

the list will be selected to establish connection.

If you want to delete a found access point from the list, select it and click ‘Delete’ button.

2-7-2 WPS Setup - PIN

If the wireless access point you wish to connect supports PIN, please follow the following

instructions to establish connection to it:

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer
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desktop, then click ‘Launch Config Utilities’.

C Launch Config Likilities >
= as _onfiguration ukilicy

Switch ko AP Mode
Exit

2. Click ‘WPS Configuration’ tab, and the following settings will appear:

i¥ Ralink Wireless Utility

.F'n:ufile.!' Link Status | Site Surve_l,l- [ Statistics | Advanced '!.EJDS | WPS Configuiation | Abaut

S50 BSSID C. D Authe...  Encry... Rescan
RalinkInitialsP, .. 00-0C-43-25-51-00 1 0x0000 ‘WPRA-.  TKIP

Irtarrmation

( ;E&ﬁﬂﬁ)

551D MAC Addreszs Authentic... Encryphion Cretail

motale

Digconnect

Delete

FIM WPS Associate |E [ ]

WF3 Probe E iWF'S statuz iz not uzed

ok || Hep |

The PIN number of your wireless network card is an eight-digit number located at the
upper-right position of configuration utility. Remember it, and input the number to your wireless

access point as the WPS PIN code (Please refer to the user manual of your wireless access
point for instructions about how to do this).
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3. Click ‘PIN’ button now, and wait for few seconds to one minute. If a wireless access point

with correct PIN code is found, you'll be connected to that access point:

£ Ralink Wireless Utility

| Profile | Link Status | Site Survey | Statistics | Advanced | Go§ | WPS Configuration | sbout |

S5ID BSSID Bl 1B Authe... | Encry.. Rescan
RalinklnitialdF... 00-0C-43-25-61-00 1 0Ox0000 ‘WPA-.  TEIP :
BelkinaP 00-14-A5-BE-73-52 4 WhRAZ-.  AES
Fir Code
26460161 |
551D WAL Address Authentic. . E ncryption Detail

RalinklnitialbP256100  00-04-79-97-27-FC WPA-FSE, TEIF
Connect

Raotate

Digconnect

il ¢

Delete

. FIM | [#]'WPS associate |E [IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi
WPS probe [E 1WF'S statuz iz connected succeszsfully - RalinknitialbP256100

0k

[ Help ]

You may have to click ‘PIN’ for few more times to try again. If you still can not connect to
access point by this way, please make sure the PIN code you provided to access point is

correct.
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2.8 About

The ‘About’ tab provides you the information about version numbers of configuration utility,

firmware, and other important information about your wireless network card.

Please follow the following instructions to see these information:

1. Right-click the Ralink configuration utility icon located at lower-right corner of computer

desktop, then click ‘Launch Config Utilities’.

C Launch Config Ukilities D
=) ranbon as Configurakion ukiliey

Switch ko &P Mode
Exikt

2. Click ‘About’ tab, and the following settings will appear:
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< Ralink Wireless Utility fX

F'rofile] Link. Status] Site Surve_l,l] Statistics] .-’-'«dvanu:ed] QaS ] WPS Configuration  About l
R | S BALINETECH. COM |
[c] Copyright 2007, Ralink Technology, Inc. All rights reserved.
RaConfigVerzsion: 1.3.210 Date : 07-30-2007
Diriveer Wersion : 1.0.40 Date : 07-28-2007
EEPROM Yersion : 0.1 Firrnware Version: 0.4
IP Address : 192.168.1.6 Phy_address : 00-80-41-B5-4F-E1
Sub Magh 285.205.266.0 Default Gateway :  192.168.7.254
N1 Help

The About screen shows release dates as well as driver/utility versions and the MAC/IP

address of the card.

Please click ‘OK’ to close configuration utility.
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Chapter 3: Soft-AP Function

Excepting become a wireless client of other wireless access points, this wireless card can act
as a wireless service provider also! You can switch this wireless card’s operating mode to ‘AP’
mode to simulate the function of a real wireless access point by software, and all other
computers and wireless devices can connect to your computer wirelessly, even share the

internet connection you have!

Please follow the instructions in following chapters to use the AP function of your wireless card.

3.1 Switch to AP Mode and Basic Configuration

The operating mode of the wireless card is ‘Station Mode’ (becoming a client of other wireless
access points) by default. If you want to switch to AP mode, please right-click Ralink utility icon,
and select ‘Switch to AP Mode’.

Launch Config Utilities
Use Zero Configuration as Configuration ukilicy

Switch ko AP Mode

ik

After you select ‘Switch to AP Mode’, the Ralink utility icon will change:

£

Which indicated the wireless card is operating in AP mode now. If you want to switch the
wireless card back to station mode (become a client of other wireless access points), click
‘Switch to Station Mode’.

Lanuch Config Ukilities

Swikch ko Skation Mode

I Exit E

A configuration window will appear after you switch the operation mode to ‘AP’ or click ‘Launch
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Config Utilities’ after you right-click the Ralink configuration utility, which asks you to assign an

existing network card with internet connection:

¥ Internet Connection Sharing with SoftAP

Please select a network card which had Internet access[WAN)

Name I, -

Description

MAC Address

IP

Enable ICS Mot enable ICS

If your computer has another network card which is connected to Internet, please select it from
‘Name’ dropdown menu, and click ‘Enable ICS’; if your computer does not have another

network card with Internet connection, please click ‘Not enable ICS’.

After you click ‘Enable ICS’ or ‘Not enable ICS’, you'll see the basic configuration menu of the

AP function:
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A Ralink Wireless Utility

Config | Access Eu:untru:ul] b ac Tal:ule] Ewent Log Statistics] About ]

5510 |ﬁ-‘-.F'IIIIZIIZII:43EBEEIEIEI TX Rate: |Au Charrel |1 -l

Nt e 1802.11 E/G/M mix j | <- Uze Mac Address | Security Setting |

Country Region Code

[ Mo forsarding among wireless clients

1BG |0 CHIT -] S
[ Allow B'w 40 MHz
Wireless Protection i,-'i'-,ut.:. j
Beacon [mz) | 100
TX Power |100 % Ea
[dle time[B0 - 3600)(=) | 300

D efault | Apply |

Help

Here are descriptions of every setup items:
SSID Please input the SSID (the name used to identify

this wireless access point) here. Up to 32 numerical characters can

be accepted here, excepting space.

TX Rate Please select the data transfer rate here. The maximum TX rate
you can select here depends on the wireless mode you’re using.
It’s safe to select ‘Auto’ to let wireless card select a proper TX rate
according to the strength and quality of radio signal. When the
wireless mode is set to ‘802.11 B/G/N Mix’, TX Rate will be set to

‘Auto’ and cannot be changed.

Channel Please select the wireless channel you wish to use. The number of
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Wireless Mode

Use Mac
Address

Security

Setting

Country
Region Code

Wireless

Protection

Beacon(ms)

channels available here will vary depends on the setting of

‘Country Region Code’.

Please select the wireless operating mode. You can limit the type
of wireless client to 802.11b or 802.11g only, or allow 802.11b/g,
and 802.11b/g/n clients. It’s safe to select ‘802.11 B/G/N mix’ to
allow all kinds of wireless client to connect to your computer, unless
you want to limit the type of wireless client allowed to connect to

your computer.

Click this button to use the MAC address of the
wireless card as SSID. A prefix of ‘AP’ will be added.

Set the security options (wireless data encryption)

Please refer to chapter 3-2 ‘Security Settings’ for details.

Please select the country code of the country or
region you live. Available options are 0-7, which will affect the

available wireless channels you can use:

0: FCC (US, Canada, and other countries uses FCC radio
communication standards)

1: ETSI (Europe)

2: SPAIN

3: FRANCE

4: MKK

5: MKKI (TELEC)

6: ISERAL (Channel 3to 9)

7: ISERAL (Channel 5 to 13)

Wireless protection will prevent data collision when

there are both 802.11b and 802.11g clients. You can select ‘Auto’to
let configuration utility to decide to use wireless protection or not.
You can also select ‘ON’ or ‘OFF’ to force the use of wireless

protection or not.

You can define the time interval that a beacon signal should be

send. Default value is 100. Do not modify this value unless you
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TX Power

Idle Time

No forwarding
among wireless

clients

Hide SSID

Allow BW
40 MHz

Default

Apply

know what will be affected.

You can select the wireless output power here.
Please select a proper output power setting according to your
actual needs. You may not need 100% of output power if other

wireless clients are not far from you.

Select the idle time of your wireless network card. Default value is
300. Do not modify this value unless you know what will be

affected.

Check this box and wireless clients will not be able

to share data with each other.

Check this box and the SSID will not be broadcasted to the public.
Your wireless clients must know the exact SSID to be able to
connect to your computer.

This option is useful to enhance security level.

Check this box to allow BW 40MHz capability.

Click this button to restore all settings in this page back to default

value.

Click this button to activate current settings.

To exit, click ‘X’ button at the upper-right corner of configuration

window.
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3.2 Security Settings
This wireless card supports wireless encryption in AP mode, which will encrypt the data being
transferred over the air to enhance data security level. It's recommended to enable data

encryption unless you wish to open your computer (and its internet connection) to the public.

When you click ‘Security Setting’ in Ralink configuration utility, the following window will

appear:
Security Setting g|
Authentication Tepe Shared Encreption Type |N|:|t IJze _lJ
WA Pre-shared-Key |
Group Rekey Interval l— BE
Wep Kep-
' Keytt |Hex = |
7 Kepf2 Hex - |
I Keytt3 Hex hd |
7 Keyd Hex x |
*wEP 64 Bitz Encryption: Pleaze Kevin 10 HEX characters or 5 A5Cl characters
“wEP 128 Bitz Encryption:  Please Kevin 26 HE® characters or 13 ASCI characters
[ Show Passward
Cancel

Here are descriptions of every setup items:

Authentication Please select a wireless authentication type you
Type wish to use. Available options are ‘Open’, ‘Shared’,
‘WPA-PSK’, ‘WPA2-PSK’, and ‘WPA-PSK / WPA2-PSK'. If you

want to disable wireless data encryption, you must select ‘Open’ or

‘Shared.".
Encryption Please select an encryption mode. The available
Type options in this setting item will vary depending on the

authentication type you select. If you select ‘Not Use’, data will not
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WPA Pre-shared
Key

Group Rekey

Interval

Wep Key
#1 ~#4

Show Password

OK

Cancel

be encrypted and people with some networking knowledge will be

able to read the data you transfer with proper tool.

NOTE: WPA encryption is safer than WEP, however, some older

wireless clients don’t support WPA encryption.

Please input the WPA pre-shared key here. Only
clients with the same pre-shared key you inputted
here will be able to connect to your computer. This setting is only

available when you select one of WPA encryptions.

You can specify the time interval to re-issue the key

to your wireless clients here. You can click the button 10 seconds’
or ‘Kpackets’to change the unit of time interval. (every 10 seconds
or a thousand data packets times the value you specified in ‘Group

Rekey Interval’ field)

Please input the WEP encryption key here when you

select ‘WEP’ as encryption type. There are 2 types of WEP key:
Hex (number 0 to 9, and ASCII characters A to F) and ASCII (all
alphanumerical characters plus symbols). Please select the type of
WEP key first, and then input the WEP key according to the type of
WEP key you selected.

If you want to use WEP 64 bits encryption, please input 10
characters if you select HEX, or input 5 characters if you select
ASCII; If you want to use WEP 128bits encryption, please input 26
characters if you select HEX, or input 13 characters if you select
ASCII. 128 bits encryption is safer then 64 bits, but the data

transfer speed will be slightly reduced.

Check this box and the WPA pre-shared key orWEP key you

inputted will be shown, but not replaced by asterisk (*).

Click this button to save changes you made in this page.

Click this button to discard all changes you made in this window.
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3.3 Access Control

If you’re not going to open your computer and wireless resources to the public, you can use
MAC address filtering function to enforce your access control policy, so only wireless clients
with MAC address you defined by this function can be connected to your software access
point.

Please follow the following instructions to set access control based on MAC address:

1. Right-Click Ralink configuration utility icon, and select ‘Launch Config Utilities’

Launch Config Utilities

Use Zero Configuration as Configuration ukility
Switch ko AP Mode
Exit

2. Click ‘Access Control’ tab, and the following messages will appear:
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A Ralink Wireless Utility

Config Access Control l kac Tal:ule] Ewvent Lu:ug] Statistics] Ahout ]

Aosess Polcy N - |

MaAC Address aabbocddeeff Access List
aa-bb-co-dd-ee-ff
Add ]
Delete J
R emonve All J

Apply

Help

Here are descriptions of every setup items:

Access Policy Select the policy type of your access rule:

Disable: Allow any wireless client with proper

authentication settings to connect to this access point.

Allow All: Only allow wireless clients with MAC address listed here

to connect to this access point.

Reject All: Reject wireless clients with MAC address listed here to

be connected to this access point.

MAC address Input the MAC address of the wireless client you

59



Add

Delete

Remove All

Apply

you wish to allow or reject here. No colon (:) or hyphen (-) required.

Add the MAC address you inputted in ‘MAC
address’field to the list.

Please select a MAC address from the list, then click

‘Delete’ button to remove it.

Delete all MAC addresses in the list.

Save and apply changes you made.
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3.4 Connection table

If you want to see the list of all wireless clients connected to this access point, please follow the

following instructions:

1. Right-Click Ralink configuration utility icon, and select ‘Launch Config Utilities’

Launch Config Utilities

Use Zero Configuration as Configuration ukility
Switch ko AP Mode

Exit

2. Click ‘Mac Table’ tab, and a list containing all connected wireless clients will appear:

¥ Ralink Wireless Utility

Eonfig] tccess Control  Mac Table ] Ewent Lu:ng] Statistics] About ]
MAC Address J &10 ] Power Saving Mode l Statuz
00-16-E6F-45-B0-40 1 Mo Rate = 24.00
00-09-20-51-EA-FE 2 Mo B: Rate =11.00
¢ | %
Help
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Here are descriptions of every fields:

MAC Address

AID

Power Saving
Mode

Status

Displays the MAC address of this wireless client.

The serial number of this wireless connection.

Displays the capability of power-saving function of

this wireless client.

Displays additional information of this wireless
Connection, like current wireless operating mode

and data transfer rate.
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3.5 Event Log

This software access point will log all wireless-related activities as a log. You can follow the

following instructions to view the content of the event log:

1. Right-Click Ralink configuration utility icon, and select ‘Launch Config Utilities’

Launch Config Utilities

Use Zero Configuration as Configuration ukility
Switch ko AP Mode
Exit

2. Click ‘Event Log’ tab, and the event log will be displayed:

¥ Ralink Wireless Utility

Cnnfig] Access Contmll Mac Table Eventlog lStatistics] About ]

Event Time [ww/mmddd- hkcrm:ss) J Meszage I

2007 £04/216-14:00: 20 00-16-6F-45-B80-40 associated
2007 404 /16-14:00: 55 00-16-6F -45-80-40 left this BSS
2007 £04/216-14:02: 50 00-16-6F-45-B0-40 associated
2007 404 A16-14:06: 11 00-09-20-51-E4-7E associated

Clear

Help

You can click ‘Clear’ to remove all entries in the log.
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3.6 Statistics

If you want to know detailed information about how your software access point works, you can

follow the following instructions to view the statistics of the access point:

1. Right-Click Ralink configuration utility icon, and select ‘Launch Config Utilities’

Launch Config Utilities

Use Zero Configuration as Configuration ukility
Switch ko AP Mode
Exit

2. Click ‘Statistics’ tab, and the event log will be displayed:

¥ Ralink Wireless Utility

Config | Access Control | Mac Table | EventLog  Statistics lAbout |

— Transmit Statistics

Frames Transmitted Successfully = 23078
Frames Fail To Receive ACK After &l Retries = 127
RTS Frames Succeszully Receive CTS = 0
RTS Frames Fail To Receive CTS = 0
Frames Transmitted Successfully After Retry = 1184

Feceive Statistics

Frames Feceived Successfully 5 187
Frames Received With CRC Eror = 5383
Frames Dropped Due To Out-of-Rezource = 1]
Duplicate Frames Received = 1]

RESET COUNTERS

Help

You can click ‘RESET COUNTERS’ button to reset all counters to zero.
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Chapter 4: APPENDIX

4.1 Troubleshooting

If you encounter any problem when you’re using this wireless network card, don’t panic! Before

you call your dealer of purchase for help, please check this troubleshooting table, the solution

of your problem could be very simple, and you can solve the problem by yourself!

Scenario Solution

| can’t find any wireless access 1. Click ‘Rescan’ for few more times and see if you can

point / wireless device in ‘Site find any wireless access point or wireless device.
Survey’ function. 2. Please move closer to any known wireless access
point.

3. ‘Ad hoc’ function must be enabled for the wireless
device you wish to establish a direct wireless link.

4. Please adjust the position of network card (you may
have to move your computer if you're using a
notebook computer) and click ‘Rescan’ button for
few more times. If you can find the wireless access
point or wireless device you want to connect by
doing this, try to move closer to the place where the

wireless access point or wireless device is located.

Nothing happens when | click 1. Please make sure the wireless network card is firmly

‘Launch config utilities’ inserted into your computer’s PCI slot. If the Ralink
configuration utility’s icon is black, the network card
is not detected by your computer. Switch the
computer off and insert the card again. If this doesn’t
work, contact the dealer of purchase for help.

2. Reboot the computer and try again.

3. Remove the driver and re-install.

4. Contact the dealer of purchase for help.

| can not establish connection 1. Click ‘Connect’ for few more times.
with a certain wireless access 2. If the SSID of access point you wish to connect is
point hidden (nothing displayed in ‘SSID’ field in ‘Site

Survey’ function), you have to input correct SSID of
the access point you wish to connect. Please
contact the owner of access point to ask for correct
SSID.
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3. You have to input correct passphrase / security key to
connect an access point with encryption. Please
contact the owner of access point to ask for correct
passphrase / security key.

4. The access point you wish to connect only allows
network cards with specific MAC address to
establish connection. Please go to ‘About’ tab and
write the value of ‘Phy_Addess’ down, then present
this value to the owner of access point so he / she
can add the MAC address of your network card to

his / her access point’s list.

The network is slow / having 1. Move closer to the place where access point is
problem when transferring large located.
files 2. Enable ‘Wireless Protection’ in ‘Advanced’ tab.
3. Try alower TX Rate in ‘Advanced’ tab.
4. Disable “Tx Burst’ in ‘Advanced’ tab.
5. Enable ‘WMM' in ‘QoS’ tab if you need to use

multimedia / telephony related applications.
Disable ‘WMM — Power Save Enable’ in ‘QoS’ tab.

7. There could be too much people using the same
radio channel. Ask the owner of the access point to
change the channel number.

Please try one or more solutions listed above.
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4.2 Glossary

1. What is the IEEE 802.11g standard?
802.11g is the new IEEE standard for high-speed wireless LAN communications that
provides for up to 54 Mbps data rate in the 2.4 GHz band. 802.11g is quickly becoming
the next mainstream wireless LAN technology for the home, office and public networks.
802.11g defines the use of the same OFDM modulation technique specified in IEEE
802.11a for the 5 GHz frequency band and applies it in the same 2.4 GHz frequency
band as IEEE 802.11b. The 802.11g standard requires backward compatibility with
802.11b.

The standard specifically calls for:

A.

A new physical layer for the 802.11 Medium Access Control (MAC) in the 2.4 GHz
frequency band, known as the extended rate PHY (ERP). The ERP adds OFDM as a
mandatory new coding scheme for 6, 12 and 24 Mbps (mandatory speeds), and 18,
36, 48 and 54 Mbps (optional speeds). The ERP includes the modulation schemes
found in 802.11b including CCK for 11 and 5.5 Mbps and Barker code modulation for
2 and 1 Mbps.

A protection mechanism called RTS/CTS that governs how 802.11g devices and
802.11b devices interoperate.

2. What is the IEEE 802.11b standard?
The IEEE 802.11b Wireless LAN standard subcommittee, which formulates the
standard for the industry. The objective is to enable wireless LAN hardware from
different manufactures to communicate.

3. What does IEEE 802.11 feature support?
The product supports the following IEEE 802.11 functions:

CSMA/CA plus Acknowledge Protocol
Multi-Channel Roaming

Automatic Rate Selection

RTS/CTS Feature

Fragmentation

Power Management

4. What is Ad-hoc?
An Ad-hoc integrated wireless LAN is a group of computers, each has a Wireless LAN
card, Connected as an independent wireless LAN. Ad hoc wireless LAN is applicable at
a departmental scale for a branch or SOHO operation.

5. What is Infrastructure?
An integrated wireless and wireless and wired LAN is called an Infrastructure
configuration. Infrastructure is applicable to enterprise scale for wireless access to
central database, or wireless application for mobile workers.
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6. Whatis BSS ID?
A specific Ad hoc LAN is called a Basic Service Set (BSS). Computers in a BSS must be
configured with the same BSS ID.

7. What is WEP?
WEP is Wired Equivalent Privacy, a data privacy mechanism based on a 40 bit shared
key algorithm, as described in the IEEE 802 .11 standard.

8. Whatis TKIP?
TKIP is a quick-fix method to quickly overcome the inherent weaknesses in WEP
security, especially the reuse of encryption keys. TKIP is involved in the IEEE 802.11i
WLAN security standard, and the specification might be officially released by early
2003.

9. What is AES?
AES (Advanced Encryption Standard), a chip-based security, has been developed to
ensure the highest degree of security and authenticity for digital information, wherever
and however communicated or stored, while making more efficient use of hardware
and/or software than previous encryption standards. It is also included in IEEE 802.11i
standard. Compare with AES, TKIP is a temporary protocol for replacing WEP security
until manufacturers implement AES at the hardware level.

10. Can Wireless products support printer sharing?
Wireless products perform the same function as LAN products. Therefore, Wireless
products can work with Netware, Windows 2000, or other LAN operating systems to
support printer or file sharing.

11. Would the information be intercepted while transmitting on air?
WLAN features two-fold protection in security. On the hardware side, as with Direct
Sequence Spread Spectrum technology, it has the inherent security feature of
scrambling. On the software side, WLAN series offer the encryption function (WEP) to
enhance security and Access Control. Users can set it up depending upon their needs.

12. What is DSSS? What is FHSS? And what are their differences?
Frequency-hopping spread-spectrum (FHSS) uses a narrowband carrier that changes
frequency in a pattern that is known to both transmitter and receiver. Properly
synchronized, the net effect is to maintain a single logical channel. To an unintended
receiver, FHSS appears to be short-duration impulse noise. Direct-sequence
spread-spectrum (DSSS) generates a redundant bit pattern for each bit to be
transmitted. This bit pattern is called a chip (or chipping code). The longer the chip is,
the greater the probability that the original data can be recovered. Even if one or more
bits in the chip are damaged during transmission, statistical techniques embedded in the
radio can recover the original data without-the need for retransmission. To an
unintended receiver, DSSS appears as low power wideband noise and is rejected
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(ignored) by most narrowband receivers.

13. What is Spread Spectrum?
Spread Spectrum technology is a wideband radio frequency technique developed by the
military for use in reliable, secure, mission-critical communication systems. It is
designed to trade off bandwidth efficiency for reliability, integrity, and security. In other
words, more bandwidth is consumed than in the case of narrowband transmission, but
the trade off produces a signal that is, in effect, louder and thus easier to detect,
provided that the receiver knows the parameters of the spread-spectrum signal being
broadcast. If a receiver is not tuned to the right frequency, a spread —spectrum signal
looks like background noise. There are two main alternatives, Direct Sequence Spread
Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS).

14. What is WMM?
Wi-Fi Multimedia (WMM), a group of features for wireless networks that improve the
user experience for audio, video and voice applications. WMM is based on a subset of
the IEEE 802.11e WLAN QoS draft standard. WMM adds prioritized capabilities to Wi-Fi
networks and optimizes their performance when multiple concurring applications, each
with different latency and throughput requirements, compete for network resources. By
using WMM, end-user satisfaction is maintained in a wider variety of environments and
traffic conditions. WMM makes it possible for home network users and enterprise
network managers to decide which data streams are most important and assign them a
higher traffic priority.

15. What is WMM Power Save?
WMM Power Save is a set of features for Wi-Fi networks that increase the efficiency
and flexibility of data transmission in order to conserve power. WMM Power Save has
been optimized for mobile devices running latency-sensitive applications such as voice,
audio, or video, but can benefit any Wi-Fi device. WMM Power Save uses mechanisms
included in the IEEE 802.11e standard and is an enhancement of IEEE 802.11 legacy
power save. With WMM Power Save, the same amount of data can be transmitted in a
shorter time while allowing the Wi-Fi device to remain longer in a low-power “dozing”
state.

16. Whatis GI?
Gl stands for Guard Interval. It's a measure to protect wireless devices from cross-
interference. If there are two wireless devices using the same or near channel, and they
are close enough, radio interference will occur and reduce the radio resource usability.

17. Whatis STBC?
STBC stands for Space-Time Block Coding, which is a technique used to transfer
multiple copies of data by multiple antenna, to improve data transfer performance. By
using multiple antennas, not only data transfer rate is improved, but also the wireless
stability.
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