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Preface

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Safety Warnings

Before you install the device, observe the safety warnings described in Appendix 6, “Safety Warnings”.

Cisco Physical Access Gateway User Guide
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Overview

This document provides information to install and configure the components located near each door of
a Cisco Physical Access Control system.

This document includes the following information:

e System Overview, page 1-2
— The Cisco Physical Access Gateway, page 1-2
— Support for Multiple Cisco Physical Access Gateways, page 1-3
— Cisco Physical Access Manager, page 1-4

e Optional Expansion Modules, page 1-5
— CAN Bus Connections for Optional Modules, page 1-7

e Installation and Configuration Summary, page 1-8

e Door Device Wiring Requirements, page 1-9

e Power Options and Requirements, page 1-12

Power Options, page 1-12

Current Draw Requirements, page 1-12

Installing Surge Suppressors on Output Device Connections, page 1-13

Connect Reader Devices with Module Power Off, page 1-13
e Mounting a Gateway or Optional Module, page 1-14

[ oL-20932-02
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M System Overview

System Overview

Cisco Physical Access Control is a comprehensive solution of hardware and software components,
connected through an IP network as shown in Figure 1-1.

Figure 1-1 Cisco Physical Access Control: System Overview
Cisco Access Access Layer
Gateway switch
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The Cisco Physical Access Gateway

Note

A Cisco Physical Access Gateway is installed near each door to provide processing and control for the
connected door hardware, such as card readers, locks, and other input and output devices. This
architecture allows access control to be deployed incrementally, door by door, eliminating the central
panel and simplifying system design, wiring, and planning.

The Gateway is required, and can control up to two doors. Each Gateway supports the following:

Table 1-1 Cisco Physical Access Gateway Features and Benefits

Feature Benefit

250,000 cardholder cache and a 150,000 Door continues to function in case network

Transaction buffer connectivity is lost

Web server built in Simplifies configuration and monitoring

All communication is128 Bit AES encrypted Protects credentials, preserves security

Device pre-provisioning using network services |Simplifies deployment

Plug & Play support Modules can be added or deleted without
disrupting service

If additional connections are required, you can connect up to 15 optional modules using a three-wire
Controller Area Network (CAN) bus. These modules can be added or removed without affecting the
operation of the system or other modules. See the “Optional Expansion Modules” section on page 1-5
for more descriptions of the available modules.

The modules are connected using the CAN1 interface. The CAN2 interface is not supported in this
release.

Cisco Physical Access Gateway User Guide
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System Overview

Related Documentation

For installation and configuration instructions, see Chapter 2, “Installing and Configuring the Cisco
Physical Access Gateway”.

See the Cisco Physical Access Manager User Guide for advanced configuration and management of
the access control components.

Support for Multiple Cisco Physical Access Gateways

A Cisco Physical Access Gateway is installed for each door, and connected to the IP network using an
Ethernet connection, as shown in Figure 1-2. This network connection provides communication with the
Cisco Physical Access Manager for advanced configuration, and management with the other Gateways
in the system. If the network connection is lost, the Gateway continues to provide access control
functionality for the connected door devices.

Figure 1-2 Multiple Cisco Physical Access Gateways
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Note  See the “Power Options and Requirements” section on page 1-12 for more information on support for
Power over Ethernet (PoE).

Cisco Physical Access Gateway User Guide
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Cisco Physical Access Manager

The Cisco Physical Access Manager appliance (Cisco PAM) is a hardware and software solution that
provides advanced configuration, monitoring, and report generation for the entire system. Each Cisco
Physical Access Gateway is connected to the Cisco PAM appliance over an Ethernet-based IP network,
as shown in Figure 1-2 on page 1-3. A Java-based desktop application is installed on a PC connected to
the network, and used to configure and monitor the system, as shown in Figure 1-3.

Figure 1-3 Configuring and Monitoring Using the Cisco Physical Access Manager
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The Cisco PAM appliance includes the following main features:

Related Documentation

1 RU appliance

Java thin client architecture

Policy support: two-door, anti-passback
Report generator (canned & custom)
Badge design & enrollment

Microsoft Active Directory integration
Fine grained user rights

Global I/0

Device pre-provisioning

Capacity & feature licenses

IT data integration

Warm standby high availability

Audit trails

Optional Expansion Modules

For more information on the Cisco PAM appliance, including installation and configuration instructions,
see the Cisco Physical Access Manager User Guide.

Optional Expansion Modules

Each Cisco Physical Access Control system includes at least one Cisco Physical Access Gateway to
provide processing and connections for input and output devices such as card readers and locks. If

additional connections are required, you can add optional modules to extend the functionality of the
Gateway.

[ oL-20932-02
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Module Features
Figure 1-4 shows the modules for a Cisco Physical Access Control system.
Figure 1-4 Cisco Physical Access Gateway and the Optional Modules
Cisco Physical Reader Input Output
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Gateway

Cisco Reader Module

Cisco Input Module

Cisco Output Module

Mandatory module.

Connects up to two doors
using the 10 pin Wiegand
reader port, which can be
configured as two
five-pin ports.

Connects up to 15
optional expansion
modules using a
three-wire CAN bus.!

Power-over-Ethernet
(POE) or 12 through 24V
DC

Two Ethernet ports

Three output ports:
Form C contacts rated at
5A 30VDC

Three supervised input
ports?

Tamper & Power Fail
inputs (can be configured
as additional
unsupervised inputs)

One RS-485 serial port
(not supported in this
release).

Requires connection to
an Access Gateway using
a three-wire CAN bus.

Connects up to two doors
using the 10 pin Wiegand
reader port, which can be
configured as two 5 pin
ports.

Power: 12 through 24V
DC

Three output ports: Form
C contacts rated at 5A
30VDC

Three supervised input
ports

Tamper & Power Fail
inputs (can be configured
as additional
unsupervised inputs)

One RS-485 serial port
(not supported in this
release).

Requires connection to
an Access Gateway using
a three-wire CAN bus.

10 supervised input ports

Example inputs are: Push
button switches, Glass
Break sensors, or any
contact closure input.
circuit

Power: 12 through 24V
DC

Tamper & Power Fail
inputs (can be configured
as additional
unsupervised ports)

Requires connection to
an Access Gateway using
a three-wire CAN bus.

8 output ports: Form C
contacts rated at SA
30VDC

Example outputs are:
lights, LEDs, or any
contact closure output
circuit.

Power: 12 through 24V
DC

Tamper & Power Fail
inputs (can be configured
as additional
unsupervised ports)

1.

2. A supervised input supports four states: normal, alarm, open and short. An unsupervised input only indicates normal or alarm.

The modules are connected using the CAN1 interface. The CAN2 interface is not supported in this release.

[l Cisco Physical Access Gateway User Guide
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Optional Expansion Modules

CAN Bus Connections for Optional Modules

The optional modules are connected to a Cisco Physical Access Gateway using a CAN bus connection,
as shown in Figure 1-5.

Figure 1-5 CAN Bus Wiring
CAN+
Sheild
CAN-
Gateway Module Reader Module Input Module Output Module

271589

The CAN bus must adhere to the following rules:
¢ The maximum length for the CAN bus is 1320 feet (400 Metres).
e The last device in a CAN bus must be terminated by setting the CAN terminator switch to ON.

— The CAN terminator switch in included on the Reader, Input and Output modules only (the
Gateway is always the first device in the CAN bus).

— Set the terminator switch to OFF for all other modules in the CAN bus.

— For the location of the CAN terminator on each device, see the physical port description for that
device.

¢ The Gateway and Reader modules are connected using the CAN1 interface. The CAN2 interface is
not supported in this release.

Related Documentation

See the following chapters for instructions to install the modules and related equipment:
e Chapter 2, “Installing and Configuring the Cisco Physical Access Gateway”
e Chapter 3, “Connecting a Cisco Reader Module”
e Chapter 4, “Connecting a Cisco Input Module”

Chapter 5, “Connecting a Cisco Output Module”

Cisco Physical Access Gateway User Guide
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Installation and Configuration Summary

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

The following steps are an example of the main installation and configuration tasks for a Cisco
Physical Access Control system. The exact procedure and order of installation for your system may vary.

Unpack and mount the Cisco Physical Access Gateway.
Unpack and mount optional reader, input or output modules, if necessary.

Connect door readers, input and output devices to the Cisco Physical Access Gateway or optional
modules.

Connect power to the Cisco Physical Access Gateway and any optional modules.

Connect an Ethernet cable from a PC to the ETHI interface on the Gateway module.

~

Note  To enter the Gateway initial configuration, be sure to connect your PC to the ETH1 port. The
ETHO port is used for network communication.

Open a web browser on your PC and enter https://192.168.1.42. This URL opens the web-based
configuration page.

A

Note  Be sure to include the s in https: //. This connects your browser to the secure URL.

Enter the default username and password:
default username: gwadmin
default password: gwadmin

Enter and save the Network settings in the Initial Setup window. See the “Configuring and Managing the
Gateway Using a Direct Connection” section on page 2-15. Wait until the Gateway resets and the web
browser displays the screen Network Settings Applied.

Verify the connections to the optional modules, door readers and other input and output devices.

Connect an Ethernet cable from the Gateway ETHO port to the IP network, and verify IP network
connectivity.

Perform additional configuration, verification, and monitoring tasks as described in the Cisco Physical
Access Manager User Guide.

Cisco Physical Access Gateway User Guide
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Door Device Wiring Requirements

The wires used for an access control door depend on the devices installed at the door. Before installing
the wiring for an access control system, do the following:

e Determine the number and type of door devices used at each door (as shown in Figure 1-6).
e Determine the number and type of wires used for each device, based on the descriptions in Table 1-2.

e Determine the length of the wires based on the distance between the device and the access control
Gateway, or optional module (such as a Reader, Output or Input module).

Figure 1-6 Air Return Using Ceiling Space or Using Ductwork

Cisco -—Q

Physical Access
Gateway Module

&

: 2o

Table 1-2 describes the wires used for typical input and output door devices. Refer to the device
documentation for more information and to verify the following requirements.

Table 1-2 Wires Used for Typical Door Devices
Typical
# of Wire
Function Wires |Gauge |Type Use
Request to Exit 2 22 Input Used to exit the door. This may be replaced by an
egress crash bar if the exit is not alarmed.

Door position 2 22 Input Used to determine if door is open or closed. This
switch device can cause a door forced open alarm after a

time out. This devise is usually supervised.

Cisco Physical Access Gateway User Guide
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M Understanding Supervised and Unsupervised Input Devices

Table 1-2 Wires Used for Typical Door Devices (continued)
Typical
# of Wire
Function Wires |Gauge |Type Use
Reader 6 per |22 Wiegand |A reader device includes the following:
reader e 2 Wiegand data wires
e 1LED
e 1 beeper
e 2 power (12VDC) wires (500 feet maximum
length)
Electric strike or |2 18 Output Opens the locking device. Include a reverse bias
magnetic lock diode or other surge suppressor to protect against
reverse current. See the “Installing Surge
Suppressors on Output Device Connections”
section on page 1-13 for more information.
Alarm bypass 2 22 Output Optionally used to turn off the alarm contact at the
door while the strike is energized.
Bell or call 2 22 Input Optional call button that creates an event to notify a

CPAM user that a person is trying to get in the door.

Understanding Supervised and Unsupervised Input Devices

Door input devices can be supervised or unsupervised

e Unsupervised input devices have two states: active or inactive.

e Supervised input devices have four states: active, inactive, short, and open.

Unsupervised inputs have limited functionality. If a wire is cut or shorted between the input module and
a normally open device. The server cannot determine the change and the device would remains in
inactive state even when the switch is closed.

To make the input device supervised, use two 1K resistors in the circuit (Figure 1-7).

e In the inactive state, the circuit measures 2000 ohms.

e In the active state, the circuit measures 1000 ohms.

e In the short state the circuit measures O ohms

e In the open state the circuit measures infinite ohms.

Once the input device is supervised, CPAM can determine if a wire is cut or shorted.

Note

You must also configure the device as supervised in CPAM. See the Cisco Physical Access Manager User
Guide for more information.

[l Cisco Physical Access Gateway User Guide
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Example of a Supervised Door Sensor

Figure 1-7
Example used: Door Sensor
OHMs State Door Emror Input
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Power Options and Requirements

This section includes the following information:
e Power Options
e Current Draw Requirements
¢ Installing Surge Suppressors on Output Device Connections

e Connect Reader Devices with Module Power Off

Power Options

Table 1-3 summarizes the power options for each module. The Cisco Physical Access Gateway supports
Power over Ethernet (PoE) and DC power. All other modules support DC power only.

e The DC power connections on each module are Voltage In (VIN) and Ground (GND).

e For information on configuring PoE, see the documentation for your network switch. Your switch
must support PoE and be properly configured to use this feature with the Cisco Physical Access

Gateway.
Table 1-3 Power Options for the Cisco Physical Access Control Modules
Module Power over Ethernet (PoE) 12 through 24V DC
Cisco Physical Access Gateway |Supported Supported
Cisco Reader Module Not Supported Supported
Cisco Input Module Not Supported Supported
Cisco Output Module Not Supported Supported

Current Draw Requirements

Each Cisco Physical Access Control module requires a minimum amount of available power, as
described in Table 1-4. The current draw requirements listed in Table 1-4 account for inefficiencies in
power supplies and are to be used for power budgeting. The requirements do not represent actual power

usage.
Table 1-4 Current Draw Requirements for the Cisco Physical Access Control Modules
Current Draw

Module Requirement Notes

Cisco Physical Access Gateway |[1.5A 1.5A is required for the Gateway module only.
Add an additional 1A if a reader or lock is
attached to the module.

Cisco Reader Module 1A 1A is required for the Reader module only. Add
an additional 1A if a reader or lock is attached to
the module.

Cisco Input Module 1A N/A

Cisco Output Module 1A N/A

Cisco Physical Access Gateway User Guide
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Power Options and Requirements

Installing Surge Suppressors on Qutput Device Connections

Install a surge suppressor between all output devices and the Gateway, Reader, or Output modules to
protect the devices from power surges. Use one of the following methods:

e If the base on a lock device receives power from an external power source, install an isolation relay
between the output device and the Gateway, Reader, or Output module.

e Install a MOV (Metal Oxide Varistor) surge protection product, such as the Ditek DTK-ESS Electric
Switch Suppressor kit from Diversified Technology Group. An example installation is shown in
Figure 1-8. You can also use a diode 4N4001 for surge suppression.

Figure 1-8 Sample Surge Suppressor Installation

Cisco Access
Control Module

Surge
Suppressor | | ® +
| Surge Output Device
@ Suppressor
S ' '
@ Power Source

Terminal Strip

Connect Reader Devices with Module Power Off

Disconnect power from the Gateway or Reader module before connecting reader devices to the modules.
Connecting a reader device when the modules are powered can cause the Gateway or Reader module to
malfunction.

Cisco Physical Access Gateway User Guide
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Mounting a Gateway or Optional Module

Each Cisco Physical Access Gateway and optional module includes two mounting brackets and four
screws to mount the Gateway to the wall.

Wall Mounting a Gateway or Optional Module

Figure 1-9 shows the three options for attaching the included wall-mount brackets to a module.

Figure 1-9 Three Options for Installing Wall Mount Brackets
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2 |Option 2: Bottom side mounting 5 |Screws

Option 3: Side mounting
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Wall Mount Installation Kit Contents

Each module includes a wall mount installation kit that contains the following:

Table 1-5 Wall Mount Installation Kit Contents
Hardware Item Quantity
Wall Mount brackets 2

Screws 8

Cisco Physical Access Gateway User Guide
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W Overview

Overview

The Cisco Physical Access Gateway (Figure 2-1) is installed near each door to provide access control
and connections for card readers, door locks and other input and output devices. The Gateway is
connected to the Cisco Physical Access Manager using an Ethernet connection to the IP network. Power
is supplied through a Power over Ethernet (PoE) connection, or using a DC power source. Each Gateway
includes connections for up to two Wiegand door readers, three input devices, and three output devices.
Optional expansion modules are available to add additional doors and devices to the Gateway.

Figure 2-1 Cisco Physical Access Gateway

Cisco Physical Access Gateway User Guide
m. 0L-20932-02 |



| Chapter2 Installing and Configuring the Cisco Physical Access Gateway

Package Contents

Package Contents

Each Cisco Physical Access Gateway includes the following:

e Six End-Of-Line (EOL) 1K termination resistors (used for supervised input interfaces)

e Two mounting brackets, with 4 screws for each bracket

e Regulatory compliance and safety information

* Quick Start guide

¢ Connector plugs, including the following:

Type

Quantity

10 Pin

1

3 Pin

4

2 Pin

6

Physical Overview and Port Description

Figure 2-2 and Figure 2-3 show the location of each port, including connections for power, Ethernet,
door readers and other input and output devices.

Figure 2-2

Cisco Physical Access Gateway Ports and Connectors: Side View

187040
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Figure 2-3 Cisco Physical Access Gateway Ports and Connectors: Top View

XYY YYYYYY. oy \@@@\ \@@@\ @2
£035zz0€ER8] .. .. ..Z202 202 202 ..,
EESJEEEEE
WEIGAND o N -2 N .
§8i3e8rszg = X ¢ 8 8 5k E

@) O O| o0 O O O o) O O O
CAN 2 RS-485

ETHO O O (@]
LNK DATA  POE

ETH1 O O

@
@_> S\R O
ORe
1)~

CAN 1

@ e 00000000
Sl [|sHiELD @US@@

" w O REiET CIAC-GW-K

| | evo

1 Power—Two-pin connector for Voltage In (VIN) and Ground (GND) to connect a 12 to 24 VDC
external power source.

187039

2 CAN—A three-wire CAN bus is used to connect additional modules, including the Cisco Reader
Module, Cisco Input Module, and Cisco Output Module.

Note  Modules are connected using the CAN1 interface. The CAN2 interface is not supported
in this release.

3 SVR (Server)—When the LED is steady green, the Gateway is connected to a Cisco PAM
appliance.

q Fast Ethernet interfaces—There are two 10/100 BASE-TX RJ-45 connectors:

e ETH 0: connects the Gateway to the network. ETH 0 also supports Power over Ethernet
(PoE) for the device (optional).

e ETH 1: connects the device to a PC to access the device configuration web page.

5 Serial interface—The RS-485 interface is not supported in this release.

Wiegand interface—This interface can be configured as the following:
¢ One 10-pin Wiegand/clock and data reader interface to connect a single door reader.

e Two 5-pin Wiegand/clock and data interfaces to connect two door readers (for installations
where a 5-pin interface is sufficient).

Note  Disconnect power from the Gateway or Reader module before connecting reader devices
to the modules. Connecting a reader device when the modules are powered can cause the
Gateway or Reader module to malfunction.

Cisco Physical Access Gateway User Guide
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LED Status

Physical Overview and Port Description

Input interfaces—Three input interfaces used to sense the contact closure. Each input can be
configured as supervised or unsupervised and can be configured to sense a Normally Open (NO)
or Normally Closed (NC) contact.

e An unsupervised input senses a simple contact closure state, including Normal or Alarm.
When connected to open contacts, the terminal voltage range is 4V to 5V. For closed
contacts, the voltage range is OV to 0.7V.

e A supervised input senses four contact states, including Normal, Alarm, Open and Short.
These inputs require 1K End-Of-Line (EOL) termination resistors installed at the contacts
(two resistors are included in the accessory kits for each Input port).

Output interfaces—Three Form C (SA @ 30V) relay output interfaces. Each output connection
can be configured as either Normally Closed (NC) or Normally Open (NO).

e C & NO connection: The relay is normally open. The circuit is closed when triggered.
e C & NC connection: The relay is normally closed. The circuit is opened when triggered.
Notes:

¢ Install surge protection between the output device and the Cisco PAM module, as described
in the “Installing Surge Suppressors on Output Device Connections” section on page 1-13.

e Common (C) is always used, and either NC or NO is used to complete the connection.

e All Generic Output devices installed in Cisco PAM systems prior to release 1.1.0, were
connected to the Gateway, Reader, or Output modules with the wiring reversed. If upgrading
to Cisco PAM release 1.1.0 from an earlier release, disconnect all Generic Output devices
and do the following:

— Connect Normally Open devices to the N.O. and C connectors on the Gateway, Reader,
or Output module.

— Connect Normally Closed devices to the N.C. and C connectors on the Gateway, Reader,
or Output module.

PF—Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is
open. Can be configured as an additional unsupervised port. An unsupervised input indicates
only normal or alarm. The corresponding LED is red when circuit is open (when no input is
connected).

10

TM—Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open.
Can be configured as an additional unsupervised port. An unsupervised input indicates only
normal or alarm. The corresponding LED is red when circuit is open (when no input is
connected).

1

Reset—Resets the device. See the “Resetting the Cisco Physical Access Gateway” section on
page 2-24 for more information.

Table 2-1 describes the Gateway module status LEDs:

Table 2-1 Gateway LEDs

Status ‘ Description

SVR

Steady Green ’The Gateway is connected to a Cisco PAM appliance.

[ oL-20932-02
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Table 2-1 Gateway LEDs (continued)
Status Description

Input Port LEDs

OFF Input is not configured

GREEN Input is configured and in normal state

BLINKING GREEN Input is configured, and is receiving and alarm or other data.
BLINKING RED Input is configured, short

RED Input is configured, open

Output Port LEDs

Off Output not configured

Solid Green

Output configured and in default state

Blinking Green

Output configured and active

[l Cisco Physical Access Gateway User Guide
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Installing the Cisco Physical Access Gateway

e Before You Begin, page 2-7
e Procedure, page 2-7

Before You Begin

Before you install a Cisco Physical Access Gateway, verify the following:

e Verify that the module has access to a power source. See the “Power Options and Requirements”
section on page 1-12 for more information.

e Verify that you have the necessary mounting brackets or other hardware. See the “Mounting a
Gateway or Optional Module” section on page 1-14.

Procedure

To install the Cisco Physical Access Gateway, perform the following procedure:

Step1  Mount the Gateway to a wall. See the “Mounting a Gateway or Optional Module” section on page 1-14
for more information.
Step2  Connect the Gateway to a power source.
e Ifusing a DC power source, insert a two-pin connector plug into the DC power port (Figure 2-4),
and connect the Voltage In (VIN) and ground (GND) wires.
e If using PoE, connect an Ethernet cable from the IP network to the ETHO port (Figure 2-4).
See the “Power Options and Requirements” section on page 1-12 for more information.
Cisco Physical Access Gateway User Guide
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Figure 2-4 Power Connections for the Cisco Physical Access Gateway

271594

1 DC power GND (ground)— Connects the DC ground wire to the Gateway.

2 DC power Voltage In (VIN)—Connects the DC Voltage In (VIN) wire to the Gateway.

ETHO for POE—Connects the Ethernet cable from the Access Layer switch to the Gateway. To
use this power option, the switch must support PoE.

Step3  Connect one or two door reader devices to the Wiegand interface using one of the following
configurations:

e Connect a single door reader using all 10 Wiegand interface pins.

¢ Connect one or two door readers using 5-pin Wiegand interface connections (for installations where
a 5-pin interface is sufficient).

Cisco Physical Access Gateway User Guide
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Figure 2-5 shows the location of the Wiegand interface connections. The table describes the connections
for 10-pin and 5-pin reader interface connections. The wire connectors from the reader device are shown
in parentheses. If attaching a second reader, use the alternative connections shown in the column on the
far right.

Figure 2-5 Wiegand Interface on the Gateway and Reader Modules

S
Chassis One Reader First Readerina Second Reader in a
Label Description |10 Wire Connection |5 Wire Connection |5 Wire Connection

1 |PWR +12v PWR (red) ! PWR (red) PWR (red)

2 GND Ground GND (black) GND (black) GND (black)

3 DO Data 0 DO (green) DO (green)  |---mm--ee-

4 D1/CLCK Data 1 D1/CLCK (white) D1/CLCK (white)  |----------

5 DRTN Shield DRTN (shield) DRTN (shield) DRTN (shield)

6 |GRN Output > |GRN GRN (orange)  [ememmmemen

7 RED Output RED (brown)  |----———--- 3 GRN

8 BPR Output BPR e e

(Beeper) (yellow)
Cisco Physical Access Gateway User Guide
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Chassis One Reader First Readerina Second Reader in a
Label Description |10 Wire Connection |5 Wire Connection |5 Wire Connection
9 |HCRD Hold HCRD (blue) ~ |-memmmmmmn D1/CLCK (white)
Control
10 |[CP Card CP (purple) — Jemmemeee- DO (green)
Present

1. Wire colors are shown in parentheses.

2. Outputs show the LED color and reader wire color (in parentheses). For example, “GRN (orange)” supports a green LED.
Attach the orange wire from the reader device.

T means the wire slot is not used.

Step4  Connect input devices to the Gateway:
a. Insert two-pin connector plugs into the input ports (see Figure 2-7).

b. (Optional, for supervised input connections only). Install two End-Of-Line (EOL) 1K termination
resistors in each supervised input interface (one terminator in each connector). Figure 2-6 shows the
terminator installation for a Normally Closed (NC) and Normally Open (NO) input connection.

Figure 2-6 Input Connections: Cisco Physical Access Gateway and Reader Module

1K,, 1%
— NC
1K,, 1%
1K,, 1% L
1K, 1% T NO g

c. Connect the wires from the input devices (see Figure 2-7).

~

Note  Each of the input connections can be configured as supervised or unsupervised. The tamper and
power fail inputs can be configured as additional unsupervised ports. A supervised input
supports four states: normal, alarm, open and short. An unsupervised input indicates only normal
or alarm.

Cisco Physical Access Gateway User Guide
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Figure 2-7 Input Connections: Cisco Physical Access Gateway and Reader Module

4 A

8[5||S|S[||S|SIS||S]SS

Positive Input Connections—Positive connection to an Input device.
3 TM—Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open.
Can be configured as a general input device using the Cisco Physical Access Manager. An

unsupervised input indicates only normal or alarm. The corresponding LED is red when circuit
is open (when no input is connected).

]

—

271592

Ground Input Connections—Ground connection to an Input device.

4 PF—Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is
open. Can be configured as an additional unsupervised port. An unsupervised input indicates
only normal or alarm. The corresponding LED is red when circuit is open (when no input is
connected).

Step5 Connect output devices to the Gateway (Figure 2-8). Each of the three Form C (5A @ 30V) relay output
connections can be configured as either Normally Closed (NC) or Normally Open (NO).

a. Insert three-pin connector plugs into the output ports.
b. Connect the wires from the output devices.
— Common (C) is always used, and either NC or NO is used to complete the connection.
— If the relay is normally open, use the C & NO connections. The circuit is closed when triggered.

— If the relay is normally closed, use the C & NC connections. The circuit is opened when
triggered.

Cisco Physical Access Gateway User Guide
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Figure 2-8 Output Connections: Cisco Physical Access Gateway and Reader Module

]
N

521581501 L L L

bbb dbd bbd

1 Normally Open (N.O.) connection 3 Normally Closed (N.O.) connection
2 C

271593

Step6  Connect optional expansion modules to the Gateway, if necessary:
a. Insert a three-pin connector plug into the CAN1 port, as shown in Figure 2-9.
b. Connect the CAN wires to the CAN bus, as shown in Figure 2-10.

c. On the last device in the CAN bus, set the CAN terminator switch to ON. The CAN terminator
switch in included on the Reader, Input and Output modules only (the Gateway is always the first
device in the CAN bus). Set the terminator switch to OFF for all other modules in the CAN bus.

Note  Modules are connected using the CAN1 interface. The CAN2 interface is not supported in this release.

Cisco Physical Access Gateway User Guide
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Figure 2-9 CAN1 Connections: Cisco Physical Access Gateway and Reader Module

271590

1 CAN+
Connects to the positive terminal of the CAN bus.

2 CAN-

Connects to the negative terminal of the CAN bus.
3 Shield
Connects to GND and/or Shield.

Figure 2-10 CAN Bus Wiring

CAN+
Sheild

CAN-

Gateway Module Reader Module Input Module Output Module

271589

A

Note On the last device in the CAN bus, set the CAN terminator switch to ON. The CAN terminator switch
in included on the Reader, Input and Output modules only (the Gateway is always the first device in the
CAN bus).

Cisco Physical Access Gateway User Guide
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Step7  Connect the Gateway to the IP network by connecting an Ethernet cable to the ETHO port, as shown in
Figure 2-11.

Figure 2-11 ETH 0 Ethernet Connection for the Cisco Physical Access Gateway

271591

1 ETHO—Ethernet port for connecting the Gateway to the IP network.
Note The ETHO connection can also be used for Power over Ethernet.
Note The ETHI port is used to connect a PC to the Gateway for configuration and monitoring.

See the “Configuring and Managing the Gateway Using a Direct Connection” section on
page 2-15 for more information.

Step8  Continue to the “Configuring the Gateway Using the Cisco Physical Access Manager” section on
page 2-23.

Cisco Physical Access Gateway User Guide
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Configuring and Managing the Gateway Using a Direct
Connection

L

Tip.

To enable the Gateway communication with the Cisco PAM appliance, connect a PC to the ETH1 port
and use a web browser to enter basic network settings, as described in this section. You can also use the
web administration tool to perform basic administration and monitoring tasks, such as upgrading the
module firmware or displaying the module serial number.

This section includes the following information:
e Understanding Network Time Protocol (NTP) Settings
e Connecting a PC to the Gateway
e Entering the Gateway Network Settings
e Changing the User Password
e Upgrading the Gateway Firmware Using a Direct Connection

e Displaying Serial Numbers and Other Information

You can also use the Cisco PAM desktop software to enter network settings and upgrade firmware
images. See the “Configuring the Gateway Using the Cisco Physical Access Manager” section on
page 2-23.

Understanding Network Time Protocol (NTP) Settings

Cisco Systems strongly recommends using a network time protocol (NTP) server to synchronize the date
and time clock on each Gateway module, and on the Cisco PAM appliance. This ensures that events and
messages between the server and the Gateway modules are in sync. If the time and date are not
synchronized, inconsistent system behavior can occur.

We strongly recommend using the same NTP server setting for the Cisco PAM appliance, and for all
Gateway modules.

e Gateways can receive the NTP server setting from a DHCP server, or by using the Cisco PAM
desktop software.

— To enter the Gateway DHCP settings, see the “Entering the Gateway Network Settings” section
on page 2-17.

— If DHCP is used to define the Gateway NTP server, any NTP settings defined using the
Cisco PAM desktop software will not apply (the DHCP configuration takes precedence).

— To enter the NTP setting for a single Gateway using Cisco PAM desktop software, choose
Hardware from the Doors menu, right-click a Gateway module, and choose Set Gateway
Address.

- Beginning with Cisco PAM Release 1.3.0, you can also change the NTP server setting for
multiple Gateways (Right-click the Access GW Driver and choose the Set NTP Server
command). See the Cisco Physical Access Manager User Guide for instructions.

e To enter the NTP setting on the Cisco PAM server, use the Cisco PAM web administration tool. See
the Cisco Physical Access Manager User Guide for instructions.

[ oL-20932-02
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N

Note

Other systems that are integrated with Cisco PAM, such as the Video Surveillance Manager (Cisco
VSM), should use the same NTP server setting.

Connecting a PC to the Gateway

Step 1

Step 2

Step 3

To enter the initial Gateway settings or perform other administration tasks, connect a PC to the Gateway
ETHI1 port and use a web browser to access the administration pages.

Before You Begin

To configure a Cisco Physical Access Gateway, you need the following:

A PC and web browser.
The Cisco Physical Access Gateway supports Internet Explorer 6.0 and higher.

A Ethernet cable to connect your PC to the Gateway.
Cross-over and straight-through cables are supported.

Your PC must be configured to connect to the 192.168.1.0 network using Ethernet. Use any static
host address on the network other than 192.168.1.42.

Power connected to the Cisco Physical Access Gateway.
See the “Installing the Cisco Physical Access Gateway” section on page 2-7 for more information.

In addition, gather the following information:

The IP Address of the Cisco PAM appliance.

You can use a DHCP server to assign an IP address for the Gateway.
If a DHCP server is not used, gather the Cisco Physical Access Gateway IP address, IP gateway,
subnet mask.

The domain name server (DNS) for the Gateway if DNS names (not IP addresses) are used for the
NTP or Cisco PAM addresses.

Procedure

Complete the following steps to log on to the administration tool.

Connect an Ethernet cable from a PC to the ETHI interface on the Gateway module.

See the “Physical Overview and Port Description” section on page 2-3 for the port location.
Be sure to connect your PC to the ETH1 port. The ETHO port is used for network communication.

Your PC must be configured to connect to the 192.168.1.0 network using Ethernet. Use any static
host address on the network other than 192.168.1.42.

Open a web browser on your PC and enter https://192.168.1.42. to access the web-based
administration pages.

Enter the default username and password (Figure 2-12).

default username: gwadmin

default password: gwadmin

Cisco Physical Access Gateway User Guide
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Figure 2-12 Login Screen for the Cisco Physical Access Gateway

lllllllll
CISCO

Username
qwadrnin

Cisco Access Control
Gateway

Password

Lag In

The web administration pages appear, and are described in the following sections.

Entering the Gateway Network Settings

Tip

Step 1

Enter the network settings to enable IP communication between the Gateway and the Cisco PAM
appliance. Network settings include the following:

e ETHO Configuration: the ETHO port provides IP network connectivity with the Cisco PAM
appliance.

¢ DNS Configuration: enter a DNS configuration if names (not IP addresses) are used for the NTP
or CPAM addresses.

¢ Cisco PAM Configuration: defines the IP address and port of the Cisco PAM appliance that is used
to manage the Gateway.

Gateway modules can be added to the IP network before or after the full module configuration is entered
in Cisco PAM. For more information, see the Cisco Physical Access Manager User Guide.

Procedure

Complete the following steps for each Gateway in the system.

Enter the ETHO Configuration settings, as shown in Figure 2-13. The ETHO port is used for network
communications with the Cisco PAM appliance.

a. If a Dynamic Host Configuration Protocol (DHCP) server is configured on your IP network, check
the DHCP box for ETHO to automatically configure the required IP network settings, including IP
address, Subnet Mask, and Gateway. The DHCP check box is checked by default.

b. (Optional) If a DHCP server is not used to assign IP address settings, enter the following information
in the ETHO fields:

— IP address: Enter the IP address of the Cisco Physical Access Gateway.
— Subnet Mask: Enter the subnet mask.
— Gateway: Enter the IP gateway address.

[ oL-20932-02
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Figure 2-13 Network Settings for the Cisco Physical Access Gateway
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Step2  (Optional) Enter the DNS Server address if names (not IP addresses) are used for the CPAM address.

274951

Step3  Enter the Cisco PAM Configuration:

a. Enter the Cisco PAM IP Address (IP address or name) to enable Gateway communication with the
appliance.

b. Enter the Port number for the Cisco PAM appliance. The port number must be greater than 1024
and less 65535. The default is 8020.

e

ﬂ DHCP can also be configured to supply the Gateway with the IP address of the Cisco PAM
appliance by configuring option 150 in the DHCP response. The Cisco PAM appliance TCP port
number can be provided by DHCP option 151 of the DHCP response.

c¢. Enable SSL: The secure socket layer (SSL) is enabled for secure communication between the
Gateway and Cisco PAM appliance by default. If necessary SSL can be disabled by unchecking the
Enable SSL check box.

)

Note  SSL is enabled by default on all Gateways and Cisco PAM appliances. If SSL is disabled for a
Gateway but enabled for Cisco PAM, the Gateway will not be able to connect to the appliance.
If the SSL settings are changed, reset all Gateways and the Cisco PAM appliance. We
recommend enabling SSL to ensure secure communications.

Step4d  Click Save to save the settings. Wait until the Gateway resets and the web browser displays the screen
Network Settings Applied.

S

Note  Changes do not take effect until saved.

Step5  Repeat Step 1 through Step 4 for each Gateway in the system.

Cisco Physical Access Gateway User Guide
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Step6  Perform additional configuration, verification, and monitoring tasks as described in the Cisco Physical

Access Manager User Guide.

Changing the User Password
je

ﬁ You can also change the password for one or more Gateways using the Cisco PAM desktop software. See
the “Changing Gateway Passwords” section in the Cisco Physical Access Manager User Guide for more

information.

Procedure

To change the password used to access the Gateway, do the following:

Step 1 Click the User Management tab, as shown in Figure 2-14.

Figure 2-14 User Management for the Cisco Physical Access Gateway

alaln
cisco

Cisco Access Control Gatey

Network Setup  Image Management U ) aﬁen‘lant

User Management

Username: gwadmin
Current Password:
Mew Password:

Re-enter Password:

| Update | Cancel

Step2  Enter the Current Password.
Step3  Enter the New Password.

Stepd  Re-enter the new password to verify the setting.

Step5  Click Update to save the changes.

Show Inventory

18851

Note  The Username cannot be changed.

Tip To reset the device to the default password, see the “Hard Reset (Restore Factory Defaults)” section on

page 2-24.
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Upgrading the Gateway Firmware Using a Direct Connection
je

ﬁ You can also upgrade the firmware for a single Gateway, or all Gateways, over the network using the
Cisco PAM desktop software. For instructions, see the Cisco Physical Access Manager User Guide.

Procedure

To upgrade the Gateway firmware from a PC directly connected to the module, do the following:

Step1  Log on to the Gateway administration tool, as described in the “Connecting a PC to the Gateway” section
on page 2-16.

Step2  Click the Image Management tab, as shown in Figure 2-15.

Figure 2-15 Image Management for the Cisco Physical Access Gateway

alaln
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Image Management
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ciac-gw-sw-k®-1,1,0_0,1,381.hin 11513280 1.1.0{0.1,381) 2009-04-02T17:40:47 Set Active

Mew Image: (& Local O Remate

Image Name: | |[Browse__|

Active image

Reset gateway
[JDelete credentials
[Delete canfiguration

[ClDelete events

[ Reset Application ] [ Reboot ] [ Reset Factary Defaults ]

193736

Step3  Determine the active and running firmware images:

The Image Management window displays all firmware images loaded on the Gateway. The running
image is the firmware currently operating the Gateway module. The active image is the image that will
become the running image when the Gateway module is reset. The table displays the images currently
loaded on the module:

e Current Images: a list of the firmware images currently loaded on the Gateway module.
¢ Running: the green check in the Running column indicates the image operating the Gateway.

e Active: the green check in the Active column indicates the image set as the active image. This is the
image that will become the Running image when the Gateway is reset.

Stepd  Upload a new firmware image from a file located on a local disk or on a remote TFTP server:

Tip You can also choose an existing image: highlight the image name, click the Set Active button, and then
reset the Gateway. The new active image becomes the running image only after the Gateway is reset (see
the “Soft Reset (Powercycle)” section on page 2-24).

Cisco Physical Access Gateway User Guide
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Note

Step 5

Note

Configuring and Managing the Gateway Using a Direct Connection 1l

Option 1: Local Disk

To upload a firmware file from a local on the connected PC:
a. Choose the Local radio button, as shown in Figure 2-15.

b. Click the Browse button and choose a file from located on a local or network disk. The selected file
appears in the Image Name field. You can also manually enter the directory path and filename.

Option 2: Remote TFTP Server

To upload a firmware file from a remote TFTP server:
a. Choose the Remote radio button.
b. Enter the TFTP Server IP address.

c. Enter the directory Path on the TFTP server for the firmware image. Be sure the path and filename
are valid. The administration tool does not verify remote server paths.

ﬁ The directory path and filename for the remote image displays in the second Image Name field.
You can also enter the path and filename manually.

d. Choose the options that will occur after the image is loaded to the Gateway:

When upgrading Gateway firmware images from a release prior to release 1.1.0, choose all available
options.

— Active image: (checked by default) make the firmware file new active image.

- Reset gateway: (checked by default) perform a soft reset to powercycle the module. See the
“Soft Reset (Powercycle)” section on page 2-24 for more information. Changes to the active
image are applied only after the Gateway is reset.

— Delete credentials: delete the credential data stored on the Gateway.

— Delete configuration: delete the module configuration. The configuration is automatically
reloaded when the module established communication with the Cisco PAM appliance.

— Delete events: delete all events stored on the module.

Click Upgrade to copy the firmware image to the Gateway module and perform the selected options (if
any).

When all options are selected, wait approximately 10-15 minutes for the firmware upgrade to complete.

The Gateway must be reset to enable the new active image. See the “Soft Reset (Powercycle)” section
on page 2-24.
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Displaying Serial Numbers and Other Information

Use the Show Inventory window to display the module serial number and other information, such as the

module serial number.

Step 1
on page 2-16.

Step 2

Log on to the Gateway administration tool, as described in the “Connecting a PC to the Gateway” section

Click the Show Inventory tab, as shown in Figure 2-16.

Figure 2-16
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The serial number is also displayed on the back of the module. To view the serial number in Cisco PAM,

open the Hardware module device view, right-click on the Gateway Controller, and choose Edit to

view the module properties.
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Configuring the Gateway Using the Cisco Physical Access Manager

Configuring the Gateway Using the Cisco Physical Access
Manager

After the initial Gateway configuration is complete, use the The Cisco Physical Access Manager
(Cisco PAM) desktop software for advanced configuration of Gateways and other components. For
example, you can use Cisco PAM to configure doors, door devices and access policies enabled by the
Gateway modules.

In addition, you can use Cisco PAM to do the following:
e Display the network and firmware settings for each Gateway.
¢ Change the Gateway module network settings.
¢ Change the NTP setting for multiple Gateway modules.
e Upgrade Gateway firmware images.

See the Cisco Physical Access Manager User Guide for more information.

Tip You can configure the Gateway modules in Cisco PAM before or after they are added to the IP network.

Cisco Physical Access Gateway User Guide
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Resetting the Cisco Physical Access Gateway

Reset the Gateway to powercycle the module, restore the factory settings, or delete the stored logs and
other data. The effect of the restart depends on the type of restart your perform, as described in the
following sections. You can reset the module using the physical button on the side of the module, or in
software using either the web administration tool or the Hardware device view in Cisco PAM.

e Soft Reset (Powercycle), page 2-24
e Hard Reset (Restore Factory Defaults), page 2-24

Soft Reset (Powercycle)

Use the soft reset to powercycle the Cisco Physical Access Gateway. A soft reset reloads the device
firmware to clear any software issues, but does not impact stored data. The password, logs and other
information are retained.

Use one of the following methods to perform a soft reset:

e Hardware reset button: Press and release the reset button once. See Figure 2-2 on page 2-3 for the
location of the Reset button.

e Gateway web administration tool: Follow the instructions in the “Configuring and Managing the
Gateway Using a Direct Connection” section on page 2-15 to connect a PC to the Gateway, and click
the Reset button at the bottom of the screen.

e Cisco PAM desktop software: Open the Hardware module in the Doors menu and right-click on
a Gateway Controller (blue icon). Choose Reset from the menu.

Hard Reset (Restore Factory Defaults)

A hard reset deletes all information on the device (including log and event data) and resets the password
and all other configurations to the factory default. Any custom configurations previously entered on the
device are removed.

Note the following:
e Allow five to 10 minutes for the hard reset erase operation to complete.

¢ Do not disconnect power from the module until the hard reset erase process is complete. Loss of
power during a hard reset can result in equipment malfunction.

e The SVR LED flashes throughout the erase operation.
¢ The module reboots with the existing firmware image after the hard reset is complete.
Use one of the following methods to perform a hard reset:

e Hardware reset button: Press Reset button three times in succession. See Figure 2-2 on page 2-3
for the location of the Reset button.

¢ Gateway web administration tool: Follow the instructions in the “Configuring and Managing the
Gateway Using a Direct Connection” section on page 2-15 to connect a PC to the Gateway, and click
the Restore Factory Defaults button at the bottom of the screen.

Cisco Physical Access Gateway User Guide
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Connecting a Cisco Reader Module

Overview

The optional Cisco Reader Module (Figure 3-1) is similar to the Cisco Physical Access Gateway,
providing the same ports for Wiegand readers and other input and output devices. The Cisco Reader
Module is attached to a Cisco Physical Access Gateway to provide additional connections for one or two
doors, but does not include Ethernet connections for the IP network. Power is supplied using the 2-pin
connector for 12 to 24 VDC external power.

Figure 3-1 Cisco Reader Module

Cisco Physical Access Gateway User Guide
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The Cisco Reader Module is connected to a required Cisco Physical Access Gateway using a CAN
connection, as shown in Figure 3-2.

Figure 3-2 Cisco Reader Module connected to the Cisco Physical Access Gateway

Access Layer

— switch
Door and I‘ l: Ethernet E
Related [ -’

Hardware -
Cisco
Access Gateway

Cisco
IP Network

271602

Cisco Access
Control Manager

CAN connection

Door and e Cisco Reader
Related - Module (Optional)

Hardware

Package Contents

Each Cisco Reader Module includes the following:
e Six resistors (1K) for input supervision
¢ Two mounting brackets, with 4 screws for each bracket
e Regulatory compliance and safety information
® Quick start guide

e Connector plugs, including the following:

Type Quantity
10 Pin 1
3 Pin 4
2 Pin 6

Cisco Physical Access Gateway User Guide
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Physical Overview and Port Description

Physical Overview and Port Description

Each Cisco Reader Module includes ports for connecting up to two doors and associated input and output
devices, as shown in Figure 3-3 and Figure 3-4.

Figure 3-3 Cisco Reader Module Ports and Connectors

Cisco Physical Access Gateway User Guide
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Figure 3-4 Cisco Reader Module Ports and Connectors: Top View
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1 Power

Two-pin connector for Voltage In (VIN) and Ground (GND) to connect a 12 to 24 VDC
external power source.

2 CAN interfaces

A 3-wire CAN bus is used to connect additional modules.

Note Modules are connected using the CANI1 interface. The CAN2 interface is not
supported in this release.

3 CAN terminator

The CAN terminator switch is set to ON for the last device in a CAN wiring bus. This switch
is set to set to OFF for all other devices in the CAN bus.

q Serial Interface

The RS-485 interface is not supported in this release.

5 Wiegand Interface

One 10-pin Wiegand/clock and data reader interface. This interface can be configured as
two 5-pin Wiegand/clock and data interfaces for installations where a 5-pin interface is
sufficient.

Note Disconnect power from the Gateway or Reader module before connecting reader
devices to the modules. Connecting a reader device when the modules are powered
can cause the Gateway or Reader module to malfunction.

Cisco Physical Access Gateway User Guide
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Physical Overview and Port Description

6 Input interfaces

Three input interfaces used to sense the contact closure. Each input can be configured as
supervised or unsupervised and can be configured to sense a Normally Open (NO) or
Normally Closed (NC) contact.

¢ An unsupervised input senses a simple contact closure state, including Normal or
Alarm. When connected to open contacts, the terminal voltage range is 4V to 5V. For
closed contacts, the voltage range is OV to 0.7V.

e A supervised input senses four contact states, including Normal, Alarm, Open and
Short. These inputs require 1K End-Of-Line (EOL) termination resistors installed at the
contacts (two resistors are included in the accessory kits for each Input port).

7 Output interfaces

Three Form C (5A @ 30V) relay output interfaces. Each output can be configured as either
Normally Closed (NC) or Normally Open (NO).

e C & NO connection: The relay is normally open. The circuit is closed when triggered.
e (C & NC connection: The relay is normally closed. The circuit is opened when triggered.
Notes:

e Install surge protection between the output device and the Cisco PAM module, as
described in the “Installing Surge Suppressors on Output Device Connections” section
on page 1-13.

e Common (C) is always used, and either NC or NO is used to complete the connection.

e All Generic Output devices installed in Cisco PAM systems prior to release 1.1.0, were
connected to the Gateway, Reader, or Output modules with the wiring reversed. If

upgrading to Cisco PAM release 1.1.0 from an earlier release, disconnect all Generic
Output devices and do the following:

— Connect Normally Open devices to the N.O. and C connectors on the Gateway,
Reader, or Output module.

— Connect Normally Closed devices to the N.C. and C connectors on the Gateway,
Reader, or Output module.

8 PF

Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is
open. Can be configured as an additional unsupervised port. An unsupervised input
indicates only normal or alarm. The corresponding LED is red when circuit is open (when
no input is connected).

9 ™

Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open.
Can be configured as an additional unsupervised port. An unsupervised input indicates only
normal or alarm. The corresponding LED is red when circuit is open (when no input is
connected).

Cisco Physical Access Gateway User Guide
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Status LEDs

Table 3-1 describes the Gateway module status LEDs:

Table 3-1 Gateway LEDs

Status Description

Input Port LEDs

OFF Input is not configured

GREEN Input is configured and in normal state
BLINKING GREEN Input is configured, and is receiving and alarm or other data.
BLINKING RED Input is configured, short

RED Input is configured, open

Output Port LEDs

Off Output not configured

Solid Green Output configured and in default state
Blinking Green Output configured and active

Installing the Cisco Reader Module

Installing the Cisco Reader Module is similar to installing the Gateway, except for the following:

e There are no Ethernet ports. The Cisco Reader Module is not directly connected to the IP network,
and is not directly configured.

e The Cisco Reader Module does not support Power over Ethernet (PoE). The device is connected to
a DC power source.

e The Cisco Reader Module must be terminated if it is the last device in a CAN wiring bus. See the
“CAN Bus Connections for Optional Modules” section on page 1-7 for more information.

Before You Begin

Before you install a Cisco Reader Module, verify the following:

e Verify that the module has access to a power source. See the “Power Options and Requirements”
section on page 1-12 for more information.

e Verify that you have the necessary mounting brackets or other hardware. See the “Mounting a
Gateway or Optional Module” section on page 1-14.

Procedure

To install the Cisco Reader Module, perform the following procedure:

Step 1 Mount the module to a wall. See the “Mounting a Gateway or Optional Module” section on page 1-14
for more information.

Step2  Connect the module to the DC power source:
a. Insert a two-pin connector plug into the DC power port (Figure 3-5)

b. Connect the Voltage In (VIN) and ground (GND) wires.

Cisco Physical Access Gateway User Guide
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See the “Power Options and Requirements” section on page 1-12 for more information.

Figure 3-5 Power Connection: for the Cisco Reader Module

1 DC power GND (ground)

Connects the DC ground wire to the module.

2 DC power Voltage In (VIN)

Connects the DC Voltage In (VIN) wire to the module.

Step3  Connect the module to the Gateway using a CAN bus:
a. Insert a three-pin connector plug into the CAN1 port, as shown in Figure 3-6.
b. Connect the CAN wires to the CAN bus, as shown in Figure 3-7
¢. Turn the CAN terminator ON if the device is the last device in a CAN wiring bus.

Note  The CAN terminator switch in included on the Reader, Input and Output modules only (the Gateway is
always the first device in the CAN bus). Set the terminator switch to OFF for all other modules in the

CAN bus.

Note  The CAN2 interface is not supported in this release.

See the “Optional Expansion Modules” section on page 1-5 for more information:

Cisco Physical Access Gateway User Guide
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Figure 3-6 CAN1 Connections: Cisco Physical Access Gateway and Reader Module

271600

1 CAN+

Connects to the positive terminal of the CAN bus.

2 CAN-

Connects to the negative terminal of the CAN bus.

3 Shield
Connects to GND and/or Shield.

3 CAN Terminator

Turn the terminator ON if the device is the last device in a CAN wiring bus.

Figure 3-7 CAN Bus Wiring
CAN+
Sheild
CAN-
Gateway Module Reader Module Input Module Output Module
Cisco Physical Access Gateway User Guide
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Step4  Connect one or two door reader devices to the Wiegand interface using one of the following

configurations:

e Connect a single door reader using all 10 Wiegand interface pins.

e Connect one or two door readers using 5-pin Wiegand interface connections (for installations where

a 5-pin interface is sufficient).

Figure 3-8 shows the location of the Wiegand interface connections. The table describes the connections
for 10-pin and 5-pin reader interface connections. The wire connectors from the reader device are shown
in parentheses. If attaching a second reader, use the alternative connections shown in the column on the
far right.

Figure 3-8 Wiegand Interface on the Gateway and Reader Modules

Chassis One Reader First Readerina Second Readerin a

Label Description |10 Wire Connection |5 Wire Connection |5 Wire Connection

PWR +12v PWR (red) ' PWR (red) PWR (red)

GND Ground GND (black) GND (black) GND (black)

DO Data 0 DO (green) DO (green)  |---—m----

DI/CLCK |Data 1 D1/CLCK (white) D1/CLCK (white)  |----------

DRTN Shield DRTN (shield) DRTN (shield) DRTN (shield)

GRN Output 2 GRN (orange) GRN (orange) |----—-----

Cisco Physical Access Gateway User Guide
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Step 5

Chassis One Reader First Reader in a Second Readerina
Label Description |10 Wire Connection |5 Wire Connection |5 Wire Connection
RED Output RED (brown)  |-------mm- 3 GRN (orange)
BPR Output BPR (yellow)  |-=---ee- e
(Beeper)
HCRD Hold HCRD (blue) @ |---—-—--- D1/CLCK (white)
Control
CP Card CP (purple)  |----—----- DO (green)
Present

1. Wire colors are shown in parentheses.

2. Outputs show the LED color and reader wire color (in parentheses). For example, “GRN (orange)” supports a green LED.
Attach the orange wire from the reader device.

R means the wire slot is not used.

Connect input devices to the module:
a. Insert two-pin connector plugs into the input ports (Figure 3-10).

b. (Optional, for supervised input connections only). Install two End-Of-Line (EOL) 1K termination
resistors in each supervised input interface (one terminator in each connector). Figure 3-9 shows the
terminator installation for a Normally Closed (NC) and Normally Open (NO) input connection.

Figure 3-9 Input Connections: Cisco Physical Access Gateway and Reader Module
1K,, 1%
” — NC
1K,, 1%
1K,, 1% |
1K,, 1% __NO 8
| g

¢. Connect the wires from the input devices (Figure 3-10).

~

Note  Each of the input connections can be configured as supervised or unsupervised. The tamper and
power fail inputs can be configured as additional unsupervised ports. A supervised input
supports four states: normal, alarm, open and short. An unsupervised input indicates only normal
or alarm.

[l Cisco Physical Access Gateway User Guide
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Figure 3-10 Input Connections: Cisco Physical Access Gateway and Reader Module
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1 Positive Input Connections

Positive connection to an Input device.

2 Ground Input Connections

Ground connection to an Input device.

3 ™

Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open. Can
be configured as a general input device using the Cisco Physical Access Manager. The
corresponding LED is red when circuit is open (when no input is connected).

4 PF

circuit is open (when no input is connected).

Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is open.
Can be configured as an additional unsupervised port. The corresponding LED is red when

Step6  Connect output devices to the module:
a. Insert three-pin connector plugs into the output ports (Figure 3-11).

b. Connect the wires from the output devices.

— Common (C) is always used, and either NC or NO is used to complete the connection.

[ oL-20932-02
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— If the relay is normally open, use the C & NO connections. The circuit is closed when triggered.

— If the relay is normally closed, use the C & NC connections. The circuit is opened when
triggered.

Figure 3-11 Output Connections: Cisco Physical Access Gateway and Reader Module

|
q

B[S || S]S||SIS]S{|EISIS||SSIS]|S|S||SS{EE

bbb dbd bbd

1 Normally Open (N.O.) connection 3 Normally Closed (N.O.) connection
2 C (Common)

271593

Step7  See the Cisco Physical Access Manager User Guide for information to configure the module ports.

Cisco Physical Access Gateway User Guide
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Connecting a Cisco Input Module

Overview

The optional Cisco Input Module (Figure 4-1) is attached to a Cisco Physical Access Gateway or Cisco
Reader Module to provide additional connections for up to ten input devices. Each connection can be
configured as supervised or unsupervised. A supervised connection is a four- state connection to
determine if the connection is (1) short (2) is open (3)normal state or (4) alarm state. An unsupervised
input indicates only normal or alarm.

Figure 4-1 Cisco Input Module

Cisco Physical Access Gateway User Guide
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The optional Cisco Input Module is connected to a Cisco Physical Access Gateway or Cisco Reader
Module using a CAN connection to provide connections for additional input devices, as, as shown in
Figure 4-2.

Figure 4-2 Cisco Reader Module connected to the Cisco Physical Access Gateway

Cisco Input or Output
Module (Optional)

_‘
e
Additional - -I

Input/Output devices |

CAN connection

Access Layer
switch

Door Readers l: Ethernet E
and Input/Output ’

devices
Cisco
Access Gateway

Cisco
IP Network

271RQ7

AN connection
C CISCO Access

Control Manager

Cisco Reader
Module (Optional)

Door Readers
and Input/Output
devices

CAN connection

_‘
el | ]
Additional -

Cisco Input or Output
Module (Optional)

Input/Output devices

Package Contents

Each Cisco Input Module includes the following:
e 20 resistors (1K) for input supervision
e 2 mounting brackets, with 4 screws for each bracket
e Regulatory compliance and safety information

* Quick start guide

Cisco Physical Access Gateway User Guide
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e Connector plugs:

Type Quantity
3 Pin 1
2 Pin 13

Physical Overview and Port Description

Each Cisco Input Module includes 10 ports for connecting additional input devices. as shown in
Figure 4-3.

Figure 4-3 Cisco Input Module Ports and Connectors

Cisco Physical Access Gateway User Guide
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Figure 4-4

Cisco Input Module Ports and Connectors: Top View
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1 Power
Two-pin connector for Voltage In (VIN) and Ground (GND) to connect a 12 to 24 VDC
external power source.
2 CAN interface
A 3-wire CAN bus is used to connect additional modules.
Note  Modules are connected using the CAN1 interface. The CAN2 interface is not
supported in this release.
3 CAN Terminator
The CAN terminator switch is set to ON for the last device in a CAN wiring bus. This switch
is set to set to OFF for all other devices in the CAN bus.
4 Input connections

Ten input interfaces used to sense the contact closure. Each input can be configured as
supervised or unsupervised and can be configured to sense a Normally Open (NO) or
Normally Closed (NC) contact.

e An unsupervised input senses a simple contact closure state, including Normal or
Alarm. When connected to open contacts, the terminal voltage range is 4V to 5V. For
closed contacts, the voltage range is OV to 0.7V.

e A supervised input senses four contact states, including Normal, Alarm, Open and
Short. These inputs require 1K End-Of-Line (EOL) termination resistors installed at the

contacts (two resistors are included in the accessory kits for each Input port).

Cisco Physical Access Gateway User Guide
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8 PF

Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is
open. Can be configured as an additional unsupervised port. The corresponding LED is red
when circuit is open (when no input is connected).

9 ™

Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open.
Can be configured as an additional unsupervised port. The corresponding LED is red when
circuit is open (when no input is connected).

Status LEDs

Each input port includes a status LED that indicates the following information:

Table 4-1 Input Module LEDs

Status Description

OFF Input is not configured

GREEN Input is configured and in normal state

BLINKING GREEN Input is configured, and is receiving and alarm or other data.
BLINKING RED Input is configured, short

RED Input is configured, open

Installing the Cisco Input Module

Install a Cisco Input Module is provide additional input connections for a Cisco Reader Module or
Gateway

Before You Begin
Verify the following:

e Verify that the module has access to a power source. See the “Power Options and Requirements”
section on page 1-12 for more information.

e Verify that you have the necessary mounting brackets or other hardware. See the “Mounting a
Gateway or Optional Module” section on page 1-14.

Procedure

To install the module, complete the following procedure:

Step 1 Mount the module to a wall. See the “Mounting a Gateway or Optional Module” section on page 1-14
for more information.

Step2  Connect the module to the DC power source:
a. Insert a two-pin connector plug into the DC power port (Figure 4-5)
b. Connect the Voltage In (VIN) and ground (GND) wires.

See the “Power Options and Requirements” section on page 1-12 for more information.

Cisco Physical Access Gateway User Guide
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Figure 4-5 Power Connections for the Input and Output Modules

1 DC power GND (ground)

Connects the DC ground wire to the module.

2 DC power Voltage In (VIN)

Connects the DC Voltage In (VIN) wire to the module.

Step3  Connect the module to the CAN bus:
a. Insert a three-pin connector plug into the CAN1 port, as shown in Figure 4-6.
b. Connect the CAN wires to the CAN bus, as shown in Figure 4-7
c. Turn the CAN terminator ON if the device is the last device in a CAN wiring bus.

Note  The CAN terminator switch in included on the Reader, Input and Output modules only (the Gateway is
always the first device in the CAN bus). Set the terminator switch to OFF for all other modules in the

CAN bus.

Note  The CAN2 interface is not supported in this release.

See the “Optional Expansion Modules” section on page 1-5 for more information.

Cisco Physical Access Gateway User Guide
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Figure 4-6 CAN Connections: Input and Output Modules
1 CAN+
Connects to the positive terminal of the CAN bus.
2 CAN-
Connects to the negative terminal of the CAN bus.
3 Shield
Connects to GND and/or Shield.
3 CAN Terminator
Turn the terminator ON if the device is the last device in a CAN wiring bus.
Figure 4-7 CAN Bus Wiring
CAN+
Sheild
CAN-
Gateway Module Reader Module Input Module Output Module
Step4  Connect input devices to the module:
a. Insert two-pin connector plugs into the input ports.
Cisco Physical Access Gateway User Guide
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b. (Optional, for supervised input connections only). Install two End-Of-Line (EOL) 1K termination
resistors in each supervised input interface (one terminator in each connector). Figure 4-8 shows the
terminator installation for a Normally Closed (NC) and Normally Open (NO) input connection.

Figure 4-8 Input Connections: Cisco Physical Access Gateway and Reader Module

1K,, 1%
— NC
1K,, 1%
1K,, 1% |
1K,, 1% __No 3
&

c¢. Connect the wires from the input devices.

N

Note  Each of the input connections can be configured as supervised or unsupervised. The tamper
(TM) and power fail (PF) inputs can be configured as additional unsupervised ports. A
supervised input supports four states: normal, alarm, open and short. An unsupervised input
indicates only normal or alarm.

Step5  See the Cisco Physical Access Manager User Guide for information to configure the module ports.

Cisco Physical Access Gateway User Guide
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= CHAPTER 5

Connecting a Cisco Output Module

Overview

The optional Cisco Output Module (Figure 5-1) is attached to a Cisco Physical Access Gateway or Cisco
Reader Module to provide additional connections for up to 8 outputs, each of which can be configured
as Normally Open (NO) or Normally Closed (NC).

Figure 5-1 Cisco Output Module

Cisco Physical Access Gateway User Guide
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M Package Contents

The Cisco Output Module is connected to a Cisco Physical Access Gateway or Cisco Reader Module
using a CAN connection to provide connections for additional output devices, as, as shown in Figure 5-2.
Figure 5-2 Cisco Reader Module connected to the Cisco Physical Access Gateway
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Module (Optional)
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Control Manager
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devices
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| I
Additional -I , -
) Cisco Input or Output
Input/Output devices Module (Optional)

Package Contents

Each Cisco Output Module includes the following:
e 2 mounting brackets, with 4 screws for each bracket
e Regulatory compliance and safety information
e Quick start guide

e Connector plugs:

Type Quantity
3 Pin 9
2 Pin 3

Cisco Physical Access Gateway User Guide
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Physical Overview and Port Description

Physical Overview and Port Description

Each Cisco Output Module includes 10 ports for connecting additional output devices. as shown in
Figure 5-3 and Figure 5-4.

Figure 5-3 Cisco Output Module Ports and Connectors

187046

Cisco Physical Access Gateway User Guide
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M Physical Overview and Port Description

Figure 5-4 Cisco Output Module Ports and Connectors: Top View
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1 Power

Two-pin connector for Voltage In (VIN) and Ground (GND) to connect a 12 to 24 VDC
external power source.

2 CAN interface

A 3-wire CAN bus is used to connect additional modules.

Note  Modules are connected using the CAN1 interface. The CAN2 interface is not
supported in this release.

3 CAN terminator

The CAN terminator switch is set to ON for the last device in a CAN wiring bus. This switch
is set to set to OFF for all other devices in the CAN bus.

Cisco Physical Access Gateway User Guide
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Status LEDs

Physical Overview and Port Description

Output Interfaces

Eight Form C (5A @ 30V) relay outputs. Each output can be configured as either Normally
Closed (NC) or Normally Open (NO).

e C & NO connection: The relay is normally open. The circuit is closed when triggered.
¢ (C & NC connection: The relay is normally closed. The circuit is opened when triggered.
Notes:

e Install surge protection between the output device and the Cisco PAM module, as
described in the “Installing Surge Suppressors on Output Device Connections” section
on page 1-13.

e Common (C) is always used, and either NC or NO is used to complete the connection.
¢ All Generic Output devices installed in Cisco PAM systems prior to release 1.1.0, were
connected to the Gateway, Reader, or Output modules with the wiring reversed. If

upgrading to Cisco PAM release 1.1.0 from an earlier release, disconnect all Generic
Output devices and do the following:

— Connect Normally Open devices to the N.O. and C connectors on the Gateway,
Reader, or Output module.

— Connect Normally Closed devices to the N.C. and C connectors on the Gateway,
Reader, or Output module.

PF

Power fail input: an unsupervised input that raises a “power fail” alarm when the circuit is
open. Can be configured as an additional unsupervised port. An unsupervised input
indicates only normal or alarm. The corresponding LED is red when circuit is open (when
no input is connected).

™

Tamper input: an unsupervised input that raises a “tamper” alarm when the circuit is open.
Can be configured as an additional unsupervised port. An unsupervised input indicates only
normal or alarm. The corresponding LED is red when circuit is open (when no input is
connected).

Each output port includes a status LED that indicates the following information:

Table 5-1 Output Module LEDs

Status Description

Off Output not configured

Solid Green Output configured and in default state
Blinking Green Output configured and active

[ oL-20932-02
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M Installing the Cisco Output Module

Installing the Cisco Output Module

Install a Cisco Output Module is provide additional output connections for a Cisco Reader Module or
Gateway

Before You Begin
Verify the following:

e Verify that the module has access to a power source. See the “Power Options and Requirements”
section on page 1-12 for more information.

e Verify that you have the necessary mounting brackets or other hardware. See the “Mounting a
Gateway or Optional Module” section on page 1-14.

Procedure
To install the module, perform the following procedure:

Step 1 Mount the module to a wall. See the “Mounting a Gateway or Optional Module” section on page 1-14
for more information.

Step2  Connect the module to the DC power source:
a. Insert a two-pin connector plug into the DC power port (Figure 5-5)
b. Connect the Voltage In (VIN) and ground (GND) wires.

See the “Power Options and Requirements” section on page 1-12 for more information.

Cisco Physical Access Gateway User Guide
m. 0L-20932-02 |



| Chapter5 Connecting a Cisco Output Module

Installing the Cisco Output Module Il

Figure 5-5 Power Connections for the Cisco Output Module

1 DC power GND (ground)

Connects the DC ground wire to the module.

2 DC power Voltage In (VIN)

Connects the DC Voltage In (VIN) wire to the module.

Step3  Connect the module to the CAN bus:
a. Insert a three-pin connector plug into the CAN1 port, as shown in Figure 5-6.
b. Connect the CAN wires to the CAN bus, as shown in Figure 5-7
¢. Turn the CAN terminator ON if the device is the last device in a CAN wiring bus.

Note  The CAN terminator switch in included on the Reader, Input and Output modules only (the Gateway is
always the first device in the CAN bus). Set the terminator switch to OFF for all other modules in the

CAN bus.

Note  The CAN2 interface is not supported in this release.

See the “Optional Expansion Modules” section on page 1-5 for more information.

Cisco Physical Access Gateway User Guide
[ oL-20932-02 .m



Chapter5 Connecting a Cisco Output Module |

M Installing the Cisco Output Module

Figure 5-6 CAN Connections: Input and Output Modules

271598

1 CAN+
Connects to the positive terminal of the CAN bus.

2 CAN-

Connects to the negative terminal of the CAN bus.
3 Shield

Connects to GND and/or Shield.

3 CAN Terminator

Turn the terminator ON if the device is the last device in a CAN wiring bus.

Figure 5-7 CAN Bus Wiring
CAN+
Sheild
CAN-
Gateway Module Reader Module Input Module Output Module

271589

Stepd  Connect output devices to the module:
a. Insert three-pin connector plugs into the output ports.
b. Connect the wires from the output devices:

— Common (C) is always used, and either NC or NO is used to complete the connection.

Cisco Physical Access Gateway User Guide
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Installing the Cisco Output Module Il

— If the relay is normally open, use the C & NO connections. The circuit is closed when triggered.

— If the relay is normally closed, use the C & NC connections. The circuit is opened when
triggered.

Step5  See the Cisco Physical Access Manager User Guide for information to configure the module ports.

Cisco Physical Access Gateway User Guide
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Safety Warnings

Before you install the device, observe the safety warnings in this section.
e Statement 1071—Warning Definition, page 6-1
e Statement 369—Power over Ethernet (PoE) IEEE 802.3af, page 6-6
e Statement 353—This Product Must be Connected, page 6-7
e Statement 1040—Product Disposal, page 6-9

e Statement 1004—Installation Instructions, page 6-10

Statement 1071—Warning Definition

A

Warning

Waarschuwing

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

[ oL-20932-02

Cisco Physical Access Gateway User Guide g



Appendix 6  Safety Warnings |

Varoitus ~ TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
késittelet laitteistoa, huomioi sdhkopiirien késittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkdisytapoihin. Turvallisuusvaroitusten kddannokset loytyvat laitteen
mukana toimitettujen kdannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nikyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

Attention IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de l'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen
filhren kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen
und den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner a arbeide med noe av utstyret, ma du veere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Cisco Physical Access Gateway User Guide
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Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simholo de aviso significa perigo. Vocé esta em uma situacado que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencao de acidentes. Utilize o nimero da instrucao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kénna till vanliga forfaranden for att forebygga olyckor. Anvand det nummer som finns i slutet av
varje varning for att hitta dess oversattning i de dversatta sidkerhetsvarningar som medfoljer denna
anordning.

SPARA DESSA ANVISNINGAR

Figyelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sérilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkorék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozétt talalhatd; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpepynpexpexve BAXXHbIE MHCTPYKLIUX MO COBIMIOAEHUIO TEXHUKU BESOMNACHOCTHU

3TOoT cMMBON NpeaynpexaeHns 0603HavYaeT onacHoCTb. To eCTb MMeeT MecTo CUTyauus, B
KOTOPOW criegyeT onacaTbCs TenecHbIX noBpexaeHui. Mepea akcnnyaTtaumein o6opyaoBaHus
BbISICHUTE, KAKMM OMACHOCTSIM MOXeT NoABepraTbCA NofbL3oBaTesb NPy UCMONb30BaHUU
3MeKTPUYECKUX Lienei, U 03HAaKOMLTECH C NpaBuriamMu TeXHUKU Ge3onacHoOCTU Arns
npeAoTBpalLeHUsi BO3MOXHbIX HECYACTHLIX crlyyaeB. Bocnonb3ayiitecb HOMepoM 3asiBNeHus,
npuBeAeHHbIM B KOHLIE KaXAoro npeaynpexaeHusl, YTo6bl HANTU ero NnepeBeAeHHbIN BapuaHT
B NepeBoAe npeaynpexaeHuit no 6esonacHoCcTu, NpunaraemMom K JaHHOMY YCTPOMWCTBY.

COXPAHUTE 3TU MHCTPYKLIUUN

Cisco Physical Access Gateway User Guide
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Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacao em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencédo de acidentes. Use o
nimero da declaracao fornecido ao final de cada aviso para localizar sua tradugéo nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesbheskadigelse. Far du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleb, og du skal seette dig ind i standardprocedurer til
undgaelse af ulykker. Brug erklaeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER

BEEE Aolad! le¥ Cfalds !
(Jaadl £y (8 Olabio¥ (12 il dlie iy B (5150 (B darfgie ET iy 1009 - plade 39v9 1D i) jay Ldiga

Pl g g1 ¢ 539 (193 A slimlt Al Sle s Wl ele le (59 Al S Cilackalt (13 a1 jlale 5 i

3l o A 1 Aa S GLa¥1 O lios (J3n13 il )5 (510 ol it IS 551 (B 3920581 Gl 08

Sl ¥ olue Ly o3

Cisco Physical Access Gateway User Guide
m. 0L-20932-02 |



| Appendix 6 Safety Warnings

Upozorenje

Upozornéni

Mpogidotroinon

NINTR

Opomena

VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektriéne sklopove, te biti upoznati sa standardnim nac¢inima izbjegavanja nesrec¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE

DULEZITE BEZPECNOSTNI POKYNY

Tento upozorniujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpusobit
nebezpeci urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni arazim.
Podle ¢&isla na konci kazdého upozornéni vyhledejte jeho pfeklad v prelozenych
bezpeénostnich upozornénich, ktera jsou pfilozena k zafizeni.

USCHOVEJTE TYTO POKYNY

ZHMANTIKEX OAHIIEX AXPANEIAZ

AuTté 10 TTpoEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACN TTOU PTTOPE va
TTPoKOAETEl TPaUMATIOUO. IMpIv EpyacTeiTE G€ OTTOI0ONTTOTE ECOTTAIOUO, VA £XETE UTTOWN OAG TOUG
KIvdUvoug TTou OXeTiCovTal Je Ta NAEKTPIKA KUKAWPATA Kal va £XETE €E0IKEIWOEI Pe TIG OUVABEIG
TIPAKTIKEG YIO TNV ATTOQUYH aTUXNHATWY. XpNOIUOTTOIRCTE ToV apiBud dfAwong TTou TTApEXETAI OTO
TENOG KABe TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPACK TNG OTIG HETAPPATHEVES
TTPOEIBOTTIOINCEIS AOPAAEIOG TTOU CUVOBEUOUV TN CUOKEUN).

OYNASTE AYTEX TIZ OAHIEX

NIIYN NIN'VA NIXRIIN

TI'Y DY TAYNY 197 .nptY97 DNa7 71900 A¥Na X¥Nl ANX .00 7000 AT NINTR N'O
D'72I7NN 07010 DX N7 0YNYN 0'7auna NIdNON NIR207 YT Nife ' L Inw'
DIANN DX MNX? 1O DINTR 72 7w 19102 POIoNN NXIINN 190N WNNWN .NNIXN NynY?
JPNN7 NI9AXNY NINANNA NIN'VAN NNNTR]

AN DIXMIN INY

BAXXHW BE3SBEHOCHW HAMATCTBUJA

CumbonoT 3a npegynpenyBane 3Hadm onacHocT. Ce HaoraTe BO cuTyauuja LUTO MOXe Aa
npeam3Buka TenecHu nospeu. MNpen aa pabotute co onpemara, buagete CBECHU 3a PU3MKOT LUTO
MOCTOM Kaj eneKkTpuyHUTE Kona u Tpeba Aa rv no3HaeaTe cTaHO4apAHUTE NOCTanku 3a cnpeyvyBake Ha
HecpekHu cnydaun. MckopucTeTe ro 6pojoT Ha nsjaBaTta LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBare 3a Aa ro HajaeTe HEroBUOT Nepuop, Bo npeeeaeHute 6e3benHoCHU
npeaynpegysarsa LUTO Ce UcnopayvaHu co ypeaoT.

YYBAJTE ' OBME HAMATCTBUJA

[ oL-20932-02
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Ostrzezenie ~ WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowac obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ sie z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koricu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszukaé ttumaczenie tego ostrzezenia w dofgczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznacuje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpeéenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Opozorilo POMEMBNI VARNOSTNI NAPOTKI

Ta opozorilni simbol pomeni nevarnost. Nahajate se v situaciji, kjer lahko pride do telesnih
poskodb. Preden pri¢nete z delom na napravi, se morate zavedati nevarnosti udara
elektriénega toka, ter tudi poznati preventivne ukrepe za preprecevanje taksnih nevarnosti.
Uporabite obrazlozitveno Stevilko na koncu posameznega opozorila, da najdete opis
nevarnosti v prilozenem varnostnem priro¢niku.

SHRANITE TE NAPOTKE!

gk
of

EER2METR

WEEFRRERER, RTRERASEE. EREMRERN, FEOEHRERER, TREEREN
AR, BRLUERERESENBMRE SHAREMMZReMEEZXPIEE.
ARREREIET

Statement 369—Power over Ethernet (PoE) IEEE 802.3af

A

Warning  This product must be connected to a Power over Ethernet (PoE) IEEE 802.3af compliant power source.
Statement 369

Waarschuwing Dit product moet worden verbonden met een stroomvoorziening die compatibel is met PoE
(power-over-ethernet) IEEE 802.3af.

Cisco Physical Access Gateway User Guide
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Varoitus

Attention

Warnung

Avvertenza

Advarsel

Aviso

jAdvertencia!

Varning!

Figyelem

MpepynpexxpeHve

W
Ik

g
of

Tama tuote on liitettdva PoE (power-over-ethernet) IEEE 802.3af -yhteensopivaan virtaldhteeseen.

Ce produit doit étre connecté a une source d'alimentation électrique par cable Ethernet (PoE)
conforme a la norme IEEE 802.3af.

Dieses Produkt muss an eine Stromquelle angeschlossen sein, die mit dem IEEE 802.3af-Standard
Power-over-Ethernet (PoE) kompatibel ist.

Questo prodotto deve essere connesso a una fonte di alimentazione di tipo PoE
(power-over-ethernet) conforme a IEEE 802.3af.

Dette produktet ma veaere koblet til en Power-over-Ethernet (PoE) IEEE 802.3af-kompatibel
stremkilde.

Este produto tem de estar ligado a uma fonte de alimentacao compativel com a norma IEEE 802.3af,
também conhecida pela sigla Power over Ethernet (PoE).

Debe conectar este producto a una fuente de alimentacion en Ethernet (PoE) conforme con el
estandar IEEE 802.3af.

Denna produkt maste vara ansluten till en PoE IEEE 802.3af-kompatibel stromkalla.

Ezt a késziiléket az IEEE 802.3af szabvanynak megfeleld, a tapellatast Etherneten keresztiil
kapo (power-over-ethernet, PoE) tapforrashoz kell csatlakoztatni.

9T0 ycTpOMCTBO MOXET 6bITb NOAKNIOYEHO K UCTOYHMUKY NUTaAHUA ANA Nofayv NUTaHus no
cetun Ethernet (PoE), ynoBneTBopsitowemy TpeboBaHusm ctaHgaprta IEEE 802.3af.

AR A THEER A KRB A (Power—Over—Ethernet, faiFR PoE) |EEE802. 3af PR&IZIEIE.

Z DEmIFPoEATND IEEE 802. 3af IGDEIRICHERE LT L f2E LY,

Statement 353—This Product Must be Connected

A

Warning

Waarschuwing

Varoitus

This product must be connected to a power-over-ethernet (PoE) IEEE 802.3af compliant power source
or an IEC60950 compliant limited power source. Statement 353

Dit product moet worden verbonden met een stroomvoorziening die compatibel is met PoE
(power-over-ethernet) IEEE 802.3af of een beperkte stroomvoorziening die compatibel is met
IEC60950.

Tama tuote on liitettava PoE (power-over-ethernet) IEEE 802.3af -yhteensopivaan virtaldhteeseen tai
IEC60950-yhteensopivaan rajoitettuun virtaldhteeseen.

[ oL-20932-02
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Attention Ce produit doit étre connecté a une source d'alimentation électrique par cable Ethernet (PoE)
conforme a la norme IEEE 802.3af ou a une source d'alimentation limitée conforme a la norme
IEC60950.

Warnung Dieses Produkt muss entweder an eine Stromquelle angeschlossen sein, die mit dem IEEE
802.3af-Standard Power-over-Ethernet (PoE) kompatibel ist oder an eine Stromquelle fiir geringe
Leistungen, die IEC60950-kompatibel ist.

Avvertenza Questo prodotto deve essere connesso a una fonte di alimentazione di tipo PoE
(power-over-ethernet) conforme a IEEE 802.3af o a una fonte di alimentazione conforme a IEC60950.

Advarsel Dette produktet ma veere koblet til en Power-over-Ethernet (PoE) IEEE 802.3af-kompatibel stramkilde
eller en IEC60950-kompatibel begrenset stramkilde.

Aviso Este produto tem de estar ligado a uma fonte de alimentacao compativel com a norma IEEE 802.3af,
também conhecida pela sigla Power over Ethernet (PoE), ou a uma fonte de alimentacao limitada
compativel com a norma IEC60950.

jAdvertencia! Debe conectar este producto a una fuente de alimentacion en Ethernet (PoE) conforme con el
estandar IEEE 802.3af, o a una fuente limitada conforme con el estandar IEC60950.

Varning! Denna produkt maste vara ansluten till en PoE IEEE 802.3af-kompatibel stromkélla eller en
IEC60950-kompatibel begransad stromkalla.

Figyelem Ezt a késziiléket vagy az IEEE 802.3af szabvanynak megfeleld, a tapellatast Etherneten
keresztiil kap6 (power-over-ethernet, POE) tapforrashoz, vagy az IEC60950 szabvanynak
megfeleld, korlatozott tapforrashoz kell csatlakoztatni.

Mpepynpexpexne OTO yCTPOMCTBO MOXET ObITb NOAKMNIOYEHO K UCTOYHUKY NUTAHUA ANA nogayy NUTaHUs no
cetu Ethernet (PoE), ynoBneTtBopstowemy TpeboBaHuam ctaHgapta IEEE 802.3af, unun
MCTOYHMKY NUTAHUSA OrpaHMYeHHOro NPUMeHeHUs, yaoBneTBopsiowemMy Tpe6oBaHUAM

ctaHgapta IEC60950.
s AR TERES KM AL E! (Power—Over-Ethernet, f3iFRPoE) IEEE802. 3af ERREL IEC60950 BRHEIZE! & .
gL ZOREIEPEA KD IEEE 802. 3afxt i DB FE 1=1% 1EC60950%t s DHIRERICHEHE L TS0,
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Statement 1040—Product Disposal

A

Warning

Waarschuwing

Varoitus

Attention

Warnung

Avvertenza

Advarsel

Aviso

jAdvertencia!

Ultimate disposal of this product should be handled according to all national laws and regulations.
Statement 1040

Het uiteindelijke wegruimen van dit product dient te geschieden in overeenstemming met alle
nationale wetten en reglementen.

Tama tuote on héavitettava kansallisten lakien ja maardysten mukaisesti.

La mise au rebut ou le recyclage de ce produit sont généralement soumis a des lois et/ou directives
de respect de I'environnement. Renseignez-vous aupres de I'organisme compétent.

Die Entsorgung dieses Produkts sollte gemaR allen Bestimmungen und Gesetzen des Landes
erfolgen.

Lo smaltimento di questo prodotto deve essere eseguito secondo le leggi e regolazioni locali.

Endelig kassering av dette produktet skal vaere i henhold til alle relevante nasjonale lover og
bestemmelser.

Deitar fora este produto em conformidade com todas as leis e regulamentos nacionais.

Al deshacerse por completo de este producto debe seguir todas las leyes y reglamentos nacionales.

Varning! Vid deponering hanteras produkten enligt gallande lagar och bestammelser.
Figyelem A késziilék végso elhelyezésérdl az adott orszagban érvényes torvények és eldirasok
szerint kell intézkedni.
Mpepynpexpexne OkoHuaTeNbHaA yCTaHOBKA AAHHOMO M3AEeNvA O0/MKHA BbINOMHATLCA B COOTBETCTBUM CO BCEMU
pernoHanbHbIMWU N MECTHBIMW MPaBuIaMn 1 HOPMamu.
BE  AERNERLELRBIEEROSEMMAERT -
ZE  OHRERZFLSTIEE. SEOERSLVOBRFICHE > TRMYIK> TS EE L,
ZF9 ohg =Jte 2t & & #Z0l et 0 FXIE HIJIoHOF & LICH
Aviso 0 descarte definitivo deste produto deve estar de acordo com todas as leis e regulamentacdes
nacionais.
Advarsel Endelig bortskaffelse af dette produkt skal ske i henhold til geeldende love og regler.
Cisco Physical Access Gateway User Guide
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RN ot Oilag yMg (il 9aM 6L ciom Tl (o (el i
Upozorenje Zbrinjavanje ovoga proizvoda u otpad treba provesti u skladu s vazeé¢im zakonima i
odredbama.
Upozornéni Upozornéni: Likvidace tohoto vyrobku musi byt provedena podle platnych zakont a pfedpist
MpoeidoTtroinon H 1eNIKA aTTOpPIWN aUTOU TOU TTPOIOVTOG TTPETTEN VA YIVETOI CUPPWVA JE OAOUG TOug €BVIKOUG VOUOoUg
Kal Kavovigpoug.
MNTR 717 RINYENITNINY DXNNA NIFMY 2N AT XM 7w 'o10 717'o
Opomena KpajHoTo dhpnare Ha oBoj npoun3sog Tpeba Aa ce U3BPLUM BO COMMACHOCT CO CUTE HaLMOHANHN
3aKOHMW Y NPOMMUCHU.
Ostrzezenie
zgodnie z przepisami krajowymi.
Upozornenie

Ostateczna likwidacja tego urzadzenia po jego wycofaniu z eksploatacji powinna odbywac¢ sie

Upozornenie Likvidacia tohto vyrobku musi byt vykonana podla platnych zakonov a
predpisov.
Opozorilo
o=
=K

Unicenje izdelka, ki ni ve¢ uporaben, mora potekati po drzavnih zakonih in predpisih.
AREMBRARELAEBER/MWER A ERIER.

Statement 1004—Installation Instructions

A

Warning Read the installation instructions before connecting the system to the power source. Statement 1004
Waarschuwing Raadpleeg de installatie-instructies voordat u het systeem op de voedingshron aansluit.
Varoitus Lue asennusohjeet ennen jadrjestelman yhdistamista virtalahteeseen.
Attention
Warnung
Avvertenza

Avant de brancher le systéeme sur la source d'alimentation, consulter les directives d'installation.

Vor dem AnschlieBen des Systems an die Stromquelle die Installationsanweisungen lesen.

Consultare le istruzioni di installazione prima di collegare il sistema all'alimentatore.

[l Cisco Physical Access Gateway User Guide
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Advarsel

Les installasjonsinstruksjonene for systemet kobles til stramkilden.
Aviso

jAdvertencia!

Leia as instrucdes de instalacdo antes de ligar o sistema a fonte de energia.
Varning!

Lea las instrucciones de instalacion antes de conectar el sistema a la red de alimentacion.
Figyelem

Las installationsanvisningarna innan du kopplar systemet till stromforsérjningsenheten.

MpepynpexxpeHve

Miel6tt aramforrashoz csatlakoztatna a rendszert, olvassa el az iizembe helyezési utmutatét!
WHCTPYKLIMEN MO YCTaHOBKeE.

IR

I'Iepep, nogknw4veHnem yCTpOI?ICTBa K UCTOYHUKY INEKTPONNTaHNA O3HAKOMbLTECH C OAHHOMN
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Aviso Leia as instrucdes de instalac@o antes de conectar o sistema a fonte de energia.
Upozornéni

Pred pfipojenim systému k elektrické siti si prostudujte pokyny k instalaci.
NINTX

.NNnNn '1I|7YJ'7 NdYNN 1IN 197 NMINhnn NIKIN NX NI'\|7'7 w
Ostrzezenie
instalaciji.

Przed podtaczeniem systemu do zrédta zasilania nalezy przeczytaé¢ instrukcje dotyczace
Upozornenie

Pred pripojenim systému k napajaciemu zdroju si precitajte instalacné pokyny.
Opozorilo

gk

S H=
=

Preden sistem prikljuéite, preberite navodila za prikljuéitev.

1% R AR IR B R AT,
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= APPENDIX A

Environmental Specifications

This appendix contains the following:
e Environmental Specifications for the Cisco Physical Access Gateway, page A-1
e Environmental Specifications for the Cisco Reader Module, page A-2
e Environmental Specifications for the Cisco Input Module, page A-2

¢ Environmental Specifications for the Cisco Output Module, page A-3

Environmental Specifications for the Cisco Physical Access
Gateway

Table A-1 describes the environmental specifications for the Cisco Physical Access Gateway.

Table A-1 Specifications for the Cisco Physical Access Gateway
Item Description

Housing Aluminum

Dimensions 5x7x2.141in.

(LxWxH) 127 x 178 x 54.6 mm

Weight Without Plugs & Brackets: 1.65 1b (749 g)

With Plugs: 1.8 1b (817 g)
With Brackets: 1.81 Ib (823 g)
With Plugs & Brackets: 1.97 1b (891 g)

Certifications FCC

CSA

CE
Operating Indoors only
Temperature

32 to 122°F (0 to 50°C)

Cisco Physical Access Gateway User Guide
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M Environmental Specifications for the Cisco Reader Module

Table A-1 Specifications for the Cisco Physical Access Gateway
Humidity 5 to 95% relative, non-condensing
Power There are two options to power the device:

e 121024 VDC (+/- 10%) through an external power supply

e 802.3AF-compliant Power over Ethernet (PoE) connected to the
Ethernet O connector

Environmental Specifications for the Cisco Reader Module

Table A-2 describes the environmental specifications for the Cisco Reader Module.

Table A-2 Specifications for the Cisco Reader Module
Item Description
Housing Aluminum
Dimensions 5x7x2.14in.
(LxWxH) 127 x 178 x 54.6 mm
Weight Without Plugs & Brackets: 1.52 1b (688 g)
With Plugs: 1.67 1b (756 g)
With Brackets: 1.69 Ib (761 g)
With Plugs & Brackets: 1.84 1b (830 g)
Certifications FCC
CSA
CE
Operating Indoors only
temperature 32 to 122°F (0 to 50°C)
Humidity 5 to 95% relative, non-condensing
Power 12 to 24 VDC (+/- 10%) through an external power supply

Environmental Specifications for the Cisco Input Module

Table A-3 describes the environmental specifications for the Cisco Input Module.

Table A-3 Specifications for the Cisco Input Module.
Item Description

Housing Aluminum

Dimensions 5x7x 1.46 in.

(LxWxH)

127 x 178 x 37 mm

[l Cisco Physical Access Gateway User Guide
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Environmental Specifications for the Cisco Output Module

Table A-3 Specifications for the Cisco Input Module.
Weight Without Plugs & Brackets: 1.24 1b (562 g)
With Plugs: 1.34 1b (630 g)
With Brackets: 1.4 1b (636 g)
With Plugs & Brackets: 1.5 1b (704 g)
Certifications FCC
CSA
CE
Operating Indoors only
temperature 32 to 122°F (0 to 50°C)
Humidity 5 to 95% relative, non-condensing
Power 12 to 24 VDC (+/- 10%) through an external power supply

Environmental Specifications for the Cisco Output Module

Table A-4 describes the environmental specifications for the Cisco Output Module.

Table A-4 Specifications for the Cisco Output Module
Item Description
Housing Aluminum
Dimensions 5x7x1.46 in.
(LxWxH) 127 x 178 x 37 mm
Weight Without Plugs & Brackets: 1.43 1b (648 g)
With Plugs: 1.53 1b (716 g)
With Brackets: 1.59 1b (722 g)
With Plugs & Brackets: 1.69 1b (790 g)
Certifications FCC
CSA
CE
Operating Indoors only
temperature 32 to 122°F (0 to 50°C)
Humidity 5 to 95% relative, non-condensing
Power 12 to 24 VDC (+/- 10%) through an external power supply

[ oL-20932-02
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M Environmental Specifications for the Cisco Output Module
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