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Copyright Information
© 2006 Billion Electric Corporation, Ltd.

The contents of this publication may not be reproduced in whole or in part, transcribed, stored, translated,
or transmitted in any form or any means, without the prior written consent of Billion Electric Corporation.

Published by Billion Electric Corporation. All rights reserved.
Version 1.0, September 2006

Disclaimer

Billion does not assume any liability arising out of the application of use of any products or software
described herein. Neither does it convey any license under its patent rights nor the patent rights of others.
Billion reserves the right to make changes in any products described herein without notice. This publication
is subject to change without notice.

Trademarks
Mac OS is a registered trademark of Apple Computer, Inc.
UNIX is a registered trademark of The Open Group.

Windows 98, Windows NT, Windows 2000, Windows Me and Windows XP are registered trademarks of
Microsoft Corporation.

All other trademarks are the property of their respective owners.

FCC Interference Statement
This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
* This device may not cause harmful interference.

 This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial environment.

If this equipment does cause harmful interference to radio/television reception, which can be determined
by turning the equipment off and on, the user is encouraged to try to correct the interference by one or
more of the following measures:

« Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and the receiver.

« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

» Consult the dealer or an experienced radio/TV technician for help.
Notice:

Changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment.
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Safety Information

The BiGuard S5 is built for reliability and long service life. For your safety, be sure to read and follow these
guidelines and safety warnings:

Read this installation guide thoroughly before attempting to set up the BiGuard S5.

The BiGuard S5 is a complex electronic device. DO NOT open or attempt to repair it yourself. Opening
or removing the covers can expose you to high voltage and other risks. In the case of malfunction, turn
off the power immediately and have it repaired at a qualified service center. Contact your vendor for
details.

Connect the power cord to the correct supply voltage.

Carefully place connecting cables to avoid people from stepping or tripping on them. DO NOT allow
anything to rest on the power cord and DO NOT place the power cord in an area where it can be
stepped on.

DO NOT use the BiGuard S5 in environments with high humidity or high temperatures.
DO NOT use the same power source for the BiGuard S5 as other equipment.
DO NOT use the BiGuard S5 and any accessories outdoors.

If you wall mount the BiGuard S5, make sure that no electrical, water or gas pipes will be damaged dur-
ing installation.

Without surge protection, installation of the BiGuard S5 during a thunderstorm is not recommended.
DO NOT expose the BiGuard S5 to dampness, dust, or corrosive liquids.

DO NOT use the BiGuard S5 near water.

Be sure to connect the cables to the correct ports.

DO NOT obstruct the ventilation slots on the BiGuard S5 or expose it to direct sunlight or other heat
sources. Excessive temperatures may damage your device.

DO NOT store anything on top of the BiGuard S5.
Only connect suitable accessories to the BiGuard S5.
Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe disposal of electronic prod-
ucts to protect the environment.
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Remote Portal Guide

The BiGuard S5 provides a secure and flexible enterprise-wide solution for data and application
access anytime and anywhere. By using the BiGuard S5 SSL VPN portal services, organiza-
tions with a mobile workforce, a remote office and telecommuters gain available and reliable
access to their company's network resources, centralized application control, and critical data
management without the sacrifice of user-experience and performance.

Using SSL VPN Portal Access

This chapter deals with the features that make the BiGuard S5 the ideal, secure gateway solu-
tion for the novice and the professional alike. From a standard web browser, remote users can
access personalized portal pages quickly and easily. Tailored personalized access is managed
with the simple click of a mouse.

BILION .

BiGuard/$5 - SSL VPN Starter;Pack

>> Logout

‘\*—:’
B elcome to SSL VPN Starter Pack, admin.
Due to inactivity, your connection will timeout in 5 minutes.
S -
Network Extender %~ Transport Extender B Network Place
Click the above Network Extender title to Click the above Transport Extender fitle to use Click the above Network Place title to use the
connect to the remote network. Keep your the service. It creates an encrypted tunnel to the service. It is similar in style to Microsofts familiar
browser open to maintain the connection. If you corporate network, and you can access pre- Network Neighborhood. it allows users to
reload your browser, Network Extender will defined applications as if you were on the browse network shares, rename, delete, retrieve
disconnect and reconnect corporate network. and upload files.
Application Name Host Address Service Connection
There is no Application Proxy for use now.
Telnet 192.168.1.102 Telnet Connect
85H 192.168.1.102 85H Connect
HTTP 182 168.1.102 HTTR C
HTTPS 192.168.1.102 HTTFS Connect
RDP 192.168.1.102 RDP5 Connect
WNC 192168.1.102 VNC Cannect
CIF8 192 168 1.102\testfolder CIF8 Connect

Copyright @ Billion Electric Co., Ltd. All rights reserved.

Application Definition

Network Extender Browser based plug-in that simplifies clientless remote access deploy-
ments, while delivering full network connectivity for any IP-based applica-
tion. See Installing the Network Extender on page 3. Click on the icon
to the Network Extender to obtain full access to the company's network

resources.
Transport Browser based plug-in that allows only specified Protocol and IP
Extender addresses with SSL encryption access to pre-defined applications on the

network.Click on the icon to connect to the Transport Extender.

Network Place Click on the icon to connect to the predefined applications in your office.
This application allows users to access network files and transfer files
between them.
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Application
FTP

Telnet
SSH

HTTP
HTTPS
RDP5

VNC

Definition
File Transfer Protocol between network locations. Click Connect to easily
access the files on the FTP server.

JAVA based plug-in protocol for accessing remote systems. Click Connect
and follow the on-screen instructions to complete the connection.

JAVA based plug-in interface for the secure transfer of files. Click Connect
and follow the on-screen instructions.

Click Connect to connect to the HTTP server in the office.
Click Connect to connect to the HTTP server in the office.

Multi-channel protocol that allows users terminal service connection to a
computer. Click Connect and follow the on-screen instructions. ActiveX
plug-in must be installed for client to be established.

JAVA based plug-in protocol (Virtual Network Computing) for the remote
control of another computer. Click Connect and follow the on-screen
instructions.

o NOTE: Portal access authorization is only required if the user name and pass-
O7g word do not match the network settings.
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Installing the Network Extender

The Network Extender is a web based plug-in that simplifies clientless remote access while
delivering full network connectivity for IP-based applications. The Network Extender enables
combined IPSec and SSL VPN in one solution, simplifying remote access deployments while
providing maximum flexibility for diverse remote access requirements.

To use Web Portal Network Extender, first connect to the device by typing https://wanipaddress
(where wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance. After success-
fully connection and login to the device, the web portal screen appears.

1. Type the WAN IP Address or Domain Name in the Address bar of the browser and log
into the BiGuard SSL VPN remote portal as previously configured.

BILLION iy
Security Appliance

Three Solutions
Username : |Usermame in ONE
U

Password :

2. Click Network Extender in the remote portal window.

=

BiGuard S5 - SSL VPN Starter.Pack

>> Logout

N\

B\elcome to SSL VPN Starter Pack, username.

Due to inactivity, your connection will imeout in 2 minutes, SREZEE

T

' Network Extender Transport Extender !’ Network Place

Click the above Network Extender title to
connect to the remote network. Keep your
browser open to maintain the connection. If you
reload your browser, Network Extender will
disconnect and reconnect.

Click the above Transport Extender title to use
the service. It creales an encrypted tunnel to the
corporate network, and you can access pre-
defined applications as if you were on the
corporate netwark.

Click the above Network Place title to use the
service. Itis similarin style to Microsofts familiar
Metwork Neighborhood. It allows users to
browse network shares, rename, delete, retrieve,
and upload files,

Application Name Host Address Service Connection

There is ne Application Proxy for Use now.

Copyright ® Billion Electric Co., Ltd. All rights reserved

3. If the browser does not launch ActiveX automatically, a warning message appears. Click
OK to continue. If the browser automatically installs ActiveX, the warning message does
not display, then go to Step 7.

‘Microsoft Internet Explorer

1 Network Extender could not be installed. Verify if you are running Microsoft Internet Explorer and if ActiveX Control is enabled in your browser security
. settings. And you must have administrative rights.

4. Click the Information bar on the top of the page and click Install ActiveX Control.
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) This site might require the following ActiveX control: Tunnel.cab’ from 'Bilion Electric Co., Ltd.". Click here to install
Install ActiveX Control...
\ihat's the Risk?
Information Bar Help

BiGuard/$5 - SSL VPN Starter.Pack

>> Logoul

B elcome to SSL VPN Starter Pack, username.

Due to inactivity, your connection will timeout in 10 minutes. S0

’ Network Extender % Transport Extender B Network Prace

Click the above Network Extender title to Click the above Transport Extender title to use Click the above Network Place title to use the
connect to the remote network. Keep your the service. It creates an encrypted tunnel to the service. Itis similar in style to Microsoft's familiar
browser apen ta maintain the connection. I you corporate network, and you can access pre- Network Neighborhood. It allows users to

reload your browser, Netwark Extender will defined applications as if you were on the
disconnect and reconnect corporate network.

browse network shares, rename, delete, retrieve,
and upload files.

There is no Application Proxy for use now.

Copyright ® Billion Electric Co., Ltd. Al rights reserved

5. After the screen refreshes, click Network Extender again.

6. You are required to install the XTunnel.cab. Click Install to install the software.

‘Internet Explorer - Security Warning .

Do you want to install this software?
Mame: XTunnel.cab
Publisher: Billion Electric Co., Lid.

More options Install ] |_ Don't Install J

E While files from the Internet can be useful, this file type can potentially harm
your computer, Only install software from publishers you trust, What's the risk?

Network Extender setup proceeds.

FIGURE 1 Installation proceeding

Network Extender Setup

BILLION

7. You are prompted to install the SSLDrv Adapter.

8. Click Continue Anyway when prompted to accept the SSLDrv Adapter. Installation pro-
ceeds.
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Hardware Installation

1 "-\ The software you are installing for this hardware:
P
Metworle Extender S5L0rv Adapter

has not passed Windows Logo testing to venfy its compatibility
with Windows XP. (Tell me why this testing is impordant.)

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

l Continug Aryway ] |_ STOF Installation J

Network Extender setup proceeds.

FIGURE 2 Installation proceeding

| Network Extender Setup

BILLION

After installation is complete, the Network Extender Connection Status window displays.

FIGURE 3 Installation complete

Network Extender Connection Status

)
[~ Uninstall On Disconnect or Browser Exit
i —

—Connection
Status Connected
Duration 00:00:25

—Interfaces
IF Address 192.168.1.211
Server IP Address 192.168,17.126

—Activity
Bytes Sent 4568
Bytes Received a04

—Status Message

@ Metwork Extender: Connected

Disconnect View Log
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e Check Uninstall On Disconnect or Browser Exit to have the system uninstall
the driver every time you disconnect the Network Extender.

« Click Disconnect to disconnect the Network Extender.

« Click View Log to view a log of Network Extender processes.

« Click Close to close the status screen. Network Extender remains active in the
status bar.

To view the Network Extender status, right-click the Network Extender icon ' and select an
option from the menu in order to view the status screen or perform one of the actions above.

BIHLION . |

BiGuard S5--SSL VPN Starter,Pack

>> Logout

\ w”

M Welcome to SSL VPN Starter Pack, username.

Due to inactivity, your connection will timeout in 5 minutes

o \
' Network Extender %rﬂniport Extender &' Network Place
Click the above Network Extender title to Click the above Transport Extender title to use Click the above Network Place title to use the
connect to the remote network. Keep your the service. It creates an encrypted tunnel to the service. [tis similarin style to Microsofts familiar
browser open te maintain the connection. If you corporate network, and you can access pre- Network Meighborhood. It allows users to
reload your browser, Network Extender will defined applications as if you were onthe browse network shares, rename, delete, retrieve,
disconnect and reconnect corporate network. and upload files,
Application Name Host Address Service Connection

There is no Application Proxy for use now.

Copyright @ Billion Electric Co., Lid. All rights reser{|  Metwork Extender Status

Disconnect Network Extender
Disconnect and Uninstall Network Extender

e
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Installing the Transport Extender

The Transport Extender enables you to access an encrypted path to another distant network,
and access applications that are on that network.

To use Transport Extender, connect to the web portal by first typing in the browser address bar
https://wanipaddress (where wanipaddress is the WAN IP address of the BiGuard SSL VPN
appliance). After you successfully connect to the device and successfully log in to the device,
the web portal screen appears. Please click Transport Extender in order to connect to the office
network. Follow the procedures below to use the Remote Portal.

1. Type the WAN IP Address or Domain Name in the Address bar of the browser and log
into the BiGuard SSL VPN remote portal as previously configured.

BT BiGuard
BILLION SSL VPN
Security Appliance
Three Solutions
Username : |Usemame in ONE
Password : | 75T
soman: BGums 55— ]

2. Click Transport Extender

BIIION .|

BiGuard $5-5SL VPN StarterPack

sch, usUrmame
t it in & n t

. Network Extender Mﬂngpon Extender ‘.h MNetwork Place
Click the above Hetwork Extender utle 10 Chick the above Transpon Dxtender utle 10 use Chck the above Hetwork Place tite 10 use the
COMMBCE 10 i remote network. Keop jour e srvice. B croatis a0 encrypled kinni b e Sorvice. 115 Similar in st 10 Micrasams tamiliar
Browser open 1o maintain the connacson. If you COMDOratE NEtAOME, 3Nd YOU CBN JCCESS DIE- Hetwork Neighborhood. it allows users 1o
FlSad your Browses, Natwork Extandar will Aafined applicancns as if you wde on Ma Browss netwark Shares, rename. desste. rotrieve,
Sisconnect and reconnect COpOrate NEtwore and upload Nigs.
Applcation N Hosl Address Service Cannection

There Is no Application Prary for use now

Copyright © Biflien Eleciic Co., Lid. All tights resened

3. If the browser does not launch ActiveX automatically, a warning message appears. Click

OK to continue. If the browser automatically installs ActiveX (the warning message does
not display), then go to Step 7.

‘ Microsoft Internet Explorer

1 Transport Extender could not be installed. Verify if you are running Microsoft Internet Explorer and if ActiveX Control is enabled in your browser
. security settings. And you must have administrative rights.

4. Click the Information bar on the top of the page and click Install ActiveX Control.
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BiGuard|/S5-SSL VPN Starter,Pack

- f
Wwelcame to $5L VPN Starter Pack, usemame
05 m
h = ‘
Network Extender Transport Extender = Network Place
CHCK M above Network Extander tite to LK the above Transport Extender ble 1o use Click th abave Network Place Wé 10 use the
connect 1o the remobe network. Keep your the service. It creates an encrpled lunnel o the service. It is similar in style bo Wcrosolts tamiliar

carporats ¥, 300 Yo CIN ICCASE Pra-
w3er. Hetwerk Extender will defingd applications 35 if you wers on Mg
reconact carporats natwod

There is io Application Proxy for use now.

After the screen refreshes, click Transport Extender again.
You are required to install the MenloLSP.cab. Click Install to install the software.

The Transport Extender Setup proceeds. After the installation is complete, the Transport
Extender window displays.

% Transport Extender ﬁ

Transport Extender

General ]En'gr ]

Seasion Information

Software: Transport Extender version 1.4.1
Started: 16/9/13 18:43:13

Active Connections:

Sent:

Received:

Status: Activated

Pending Connections:

Application

mES!

[¥ Enable Logging [ Uninstall

Wiew Log... Disconnect

Click the Error tab to view a list of session errors.

Check Enable Logging to allow the system to log all activity for the session.

Click View Log to view a session log.

Check Uninstall if you want to uninstall the driver upon disconnecting. If this is left un-
checked, ActiveX Control will not to be installed when you log on again. If the box is
checked, ActiveX will uninstall when you log off to prevent unauthorized access, such as
in the event that a public domain terminal was used to access Transport Extender.
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e Click Disconnect to disconnect the Transport Extender.

Click Close to close the Transport Extender screen. Transport Extender is still active in
the status bar.

To view the Transport Extender screen again, or disconnect the Transport Extender, right-click
the Transport Extender icon ¥ and select an option from the menu.

BiGuard 55 - S5L VPN Starter Pack \ b
W Welcoms to $5L VPN Starter Pack, username.
DU 10 INGCTTY, Your CONNECToN Wil imeout in § minutes. G
.
Network Extender % Transport Extender %" Network Place
Click the above Network Extender tithe to. Chick the above Transport Extender tithe 1o use Click the above Hetwork Place lithe to use the
Connect to the ramote Nenverk. Keep our the service. A crasles an encrypled funnel o the service. i is similar in styie 1o Microsofts familiar
Brows6r Hh 1 Mmaintaln e connaction. If jou Codporats Network, and you CAK ACCHSS RN Habwork HolghEamand. | allows Users 1o
reload your browser, Network Edender will defined appiicaons 33 o you were on e BIowWSE network Shares, rename. delete, refmeve,
distonned and reconnedt Codporate netwon AN upoad ties

Thare is no Applicatian Provy for use now

Copyright & Bilion Electric Co., LK. All rights reserad

9
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Accessing Network Place

Network Place enables you to access locations on the network to perform typical file related
tasks such as browsing shared files, deleting or adding files, and changing file names.

1. Click the Network Place icon.
& Network Place

Click the Network Place icon to use the
service. It is similarin style to Microsoft's familiar
Metwork Meighborhood. It allows users to
hrovese network shares, rename, delete, retrieve,
and upload files.

0

2. The local intranet network opens.
EAS5L YPY - Mcrosalk Intemet: Exglorer =01 x|
* Back o Forwerd  [o Relnad B g
-

o FoklerHOST
ROTEST

=

Use this screen to perform common file management tasks.

Using Applications

The list of applications in the web portal screen makes them easy to access:

A st R s bl Sanacn [ o)
e (LFAL BRI FTP

e LLFAL T ERTH Teinel

B (L FRLIRR L=

Wk 193 1681 903 HTTP Tt |

e SaL 1921881102 HTTPE Confer]
RO LU FRLT R, ROFS

WHC 1921681102 e Coarec]

¥ oadarinaan T sopTerenghis cFn ~riacl

The following sections explain how to access each application.
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Using FTP
The following steps demonstrate how a user will log in to the FTP server from the remote web
portal.
To access the remote web portal, please connect to the https://wanipaddress (where wanipad-
dress is the WAN IP address of the BiGuard SSL VPN appliance).
A Security Alert message appears.

1. Click Yes to proceed (to accept the certificate sent by the BiGuard system).

Security Alert

ri"l Infermation you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
. security cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the cenfficate to determine whether
you want to trust the certifying authority.

& The security certfficate has expired oris not yet valid.

The name on the security cerificate is invalid or does not
match the name of the site

Do you want to proceed?

’ Tes ] ’ No ] [ View Cartficats |

The log in screen appears.

BILLION e

Security Appliance

: Three Solutions
Username: |FTPUser in ONE

wmamen

Password :
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User Name: FTPUser (As previously added in Administrator FTP Configuration section)
Domain: Select BiGuard from the drop-down menu.

=

NOTE: User Name and Password are case sensitive.

2. Click Login to enter into the Remote Web Portal page.

BiGuard|S5-SSL VPN Starter,Pack % h
B \velcome to SSL VPN Starter Pack, FTPUser.

Due to inactivity, your connection will imeoutin 5 minutes. [ neser ]

>> Logout

o
. Network Extender %7 Transport Extendor B Network Place

Click the above Network Extender title to
connect to the remote network. Keep your
browser open to maintain the connection. If you
reload your browser, Network Extender will
disconnect and reconnect

You cant use Transport Extender service now.
Please contact your netwerk administrator for
using the service. Through the service, you can
access pre-defined applications as if on the
corporate netwaork.

Click the above Network Place title to use the
service. Itis similar in style te Microsofts familiar
MNetwork Neighborhood. It allows users to
browse network shares, rename, delete, retrieve,
and upload files

Application Name. Host Address

— —
TestFTP 192.188.1.100:21 FTP

Copyright @ Billion Electric Co., Ltd. All rights reserved

3. Click Connect to connect to the TestFTP service.

If the user account is the same as the FTP server's account, you will not be asked to input the
user name and password, and the FTP session screen appears (see Figure 44).

If your user name differs from the FTP server's account, the following message appears.

FIGURE 4 FTP login

&7 httpa:1192.168.17.130 . FTP - S50 VPN - Micrasoft Internot Faplorer

-

Download Page
P Upload Page

bl New FTP Session ]
13 Logout

Server Name/Addres

192.168.1.100:21

= Usier nams

5 4 inceeres
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User name: user
Password: Type in the password.
(In this example, both user name and password are user)

FIGURE 5 FTP session

&7 hitps://192.168.17.130 - FTP . SSL VPN - Microsoft Internet Explorer Q@ﬁ}

¥ Downi
| Files and Folders |
»  Upload Page
b Logout Current directory: (]
Go to directory: [ | [Csunmit
Create new folder | [[submit
Fllename Size Date
t e |
oa. 0 New 19 |
oo o Hew

I EX |
You are logged in to your account in the designated FTP server.

Using Telnet/SSH

The following steps demonstrate how a user can log in to the Telnet server from the remote web
portal.
1. To access the remote web portal, please connect to the https://wanipaddress (where
wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance).

2. When prompted, click Yes on the security alert message that appears to accept the cer-
tificate and proceed with the process.

Security Alert

changed by others. However, there is a problem with the site’s

Irformation you exchange with this site cannot be viewed or
i security certificate.

& The security certficate was issued by a company you have
not chosen to trust. View the cerfficate to detemmine whether
you want to trust the certifying authority.

& The security certificate has expired or is not yet valid.

& The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

’ Yes ] [ No ] [ View Certiiicate |

The log in screen appears
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BILION, ‘4 s
Security Appliance

Three Solutions
Username: | Telnetlser in ONE

Pl | presewsw—"

Domain : _E@rd S5

3. Type the user name and password (Added in the Administrator Telnet Configuration sec-
tion)

In the illustration above, the User Name is TelnetUser (The User Name and Password
are case sensitive)

4. Select BiGuard from the drop-down Domain menu.
Click Login to enter the Remote Web Portal page.

In the remote portal page, click Connect in the Connect in the applications frame to con-
nect to the TestTelnet service.

o il
BiGuard $5- SSL VPN Starter Pack i
\F’
Biweicoma to SSL VPN Stanter Pack, Telntlser.
Due {0 inachivity, rour connection wil imeout in 5 minutes. TP
' Network Extender V;ﬂmnpon Extender ! Network Place
Chck the above Network Extender UDe o You use Transpon Edender serice now.

Click the above Hetwork Place uile o use e
connuct to the remote notwork. Keop jour

Ploase conkact your nebwork administraor for
browssr open ko maintain e connection if you

using the serdce. Through the senice, you can
accest pre-celined applicalisns 3s £ on ma
comporabe network

sorvice. Il is similar in syde to Microsoft's tamiliar
Netwerk Neighborhood. It allows users to
Brows netwark Shares. faname, delete. retisve,
and upload files.

183030 your Decwsar, Histwon: Extancer will
disconnect and reconnect

TestTalnot 192 188.1.100.23 Tolnat

Copmgnt © Bamon ERcnC Co. LI0. A NgMs resened

If a certificate has expired or is invalid, a warning message displays. If the Always trust content
from this publisher is not selected, the warning message is not disabled.

[~ |
Warning - Security &
The web site's certificate is invalid. Do you want to
continue?

Name: Billion Electric Co., Lid.

Publisher:  Biion Electric Co., Ltd.

[ ' ] The certficate cannot be verified by a trusted wource. Only continue
\_.j you trust bhe arigin of the scpheation.
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7. Click Yes to accept the certificate.

8. If the name of the site does not match the name of the certificate, the warning message
below displays, click Run to continue and enter the service

\'jzarning - Hostname Mismatch E’S
The name of the site does not match the name on the '
certificate. Do you want to run the application? .

Name: 192,168.17.126
Publisher: “Bilon Electric Co.
R ] [ comeel
The Telnet screen appears.
| €7 https://192.168.17.126/cgi-bin/telnet?HOST=192.168.1.100:23 - Microsoft I... |- /(0/Ed |

onling

9. Type the user name and password in the login screen. In the illustration above, the user
name and password are designated as User.

The Welcome screen appears.
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[# c=r|
| €] https:/7192.168.17.126/cgi-bin/telnet?HOST=192.168.1.100:23 - Microsoft l... | | ‘L_‘l__kﬁ;

3 e

] Acpiet ce.

The above screen shows a successful log in on a Telnet server. You are prompted for a
username and password to connect to the remote SSH server.

Using HTTP and HTTPS

The following steps demonstrate how a user will log in to the HTTP(S) server from the remote
web portal.

1. To access the remote web portal, please connect to the https://wanipaddress (where
wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance).

Security Alert

Irformation you exchange with this ste cannot be viewed or
]

changed by others. However, there is a problem with the site’s
securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the certficate to detemnine whether
you want to trust the certifying authority.

& The security certificate has expired oris not yet valid.

& The name on the securty certfficate is invalid or does not
match the name of the site

Do you want to proceed?

[ Yes ] [ No ] { View Certficate {

2. A Security Alert message appears, when prompted click Yes to proceed (to accept the
certificate sent by the BiGuard system).

3. The log in screen appears.
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BILLION

Username : HTTPUser

Password : |

Domain : [ BiGuard S5

Type the user name and password that were set under the Administrator HTTP Configu-
ration section, then select the domain.

In the illustration below, the user name is HTTPUser and the selected domain from the
drop-down menu is Biguard.

Click Login to enter into the Remote Web Portal page.

Click Connect to connect to the TestHTTP service.

BiGuard $5-SSL VPN Starter,Pack

Bviaicome 1o SSL VPN Starter Pack, HTTPUser.

Due to inoctiity, yous conmection vall Bimecut in 5 minutes. SLLLD

P Notwork Extender Y Transport Extender B Notwork Piace

Chck the above Network Extender utie 1o
connect to the remate network. Kiop jour
brewser cpen to maintsin e connection. if you
ralaad our Browsar, Hetwan: Edandss will
disconnect and reconnest

Click the above Hetwork Place Utle 1o use the
sorvice. Nl is similar in atjbe 1o Microsolls familiar
Hetwork Neighborhood. i allows users to
Ditws nebwclk SNAMEE, ANAMS, J4ats. B8,
and upload files.

using the sandce Through e senice. you can
BCCASE Pra-Calingd Applicalicns 3s i on Me
covporate network.

Connecticn
TestHTTR

102 188.1 100 HTTP

Ceumight © Billion ElHCnC Co. LI, Al nghis résered.

The screen below shows a successful access to the remote HTTP(S) server.

&1 https://192.168.1.254 - Index of { - Micrasoft Internet Explorer S8

B © B B G| O o @) 3-8 & - KM L

Index of /

3] 8 emene
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Using RDP5

The following steps demonstrate how a user will log in to the Terminal Service (RDP5) server
from the remote web portal.

1.

To access the remote web portal, please connect to the https://wanipaddress (where
wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance).

A security alert message appears, click Yes when prompted to proceed (accepts the cer-
tificate sent by the BiGuard system).

Security Alert

rir“l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
: security certfficate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

& The securty certficate has expired oris not yet valid.

The name on the security cerfficate is invalid or does not
match the name of the site

Do you want to proceed?

’ Les ] ’ No ] [ View Certficate |

The log in screen appears.

BiGuard
SSL VPN
Security Appliance

BILLION .,

Three Solutions
in ONE

Username : |ROP5User
PE—

Password :

Domain: | BiGuard S5 \vj

Type in the user name and password as it was added in the steps under the Administra-
tor RDP5 Configuration section (The User Name and Password are case sensitive).

Select the BiGuard domain from the drop-down menu.

Click Login to enter the Remote Web Portal page.
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BiGuard $5-8SL VPN/Starter Pack %

Bwisicome 1o S50 VPN Starer Pack. ROPSUSer.

Due 10 Inactivity, your connection wl imeout in 5 minutes. LD

o F

G
. Metwork Extender Mﬂﬂlpﬂl‘l Extender ! Network Place
CHCK the abave Hotwork Extendes Be to Vou cant use Trnspon EXBnger serice now CHEK thes b Network Place Blie 10 use the
COMNECT 0 the remote network. Keep rour Pizase contact your netwark saminisirsior foe sarvice. fis similar in styde to Wicrosof's familisr

BAOWSET 0pan 10 MINKN e CONNBLDAN. If you USIND the senice TRIUGN e SEnste, you can Natwork Noighbamooa. It Alows Lsars i

relaad your browsar, Network Extencer will BUCRSS Dra-gefined JDoICINONG 85 onhe browse network Shares. renams, celete, revieve,
Aisconned and reconnect Corporale netwiek e upload s

[re e Host Address Sarvice v

TeHROES 162 168 1,100 ROPE

Copyright & Billion Electic Co.. Lig 43 rights resersed.

6. Click Connect to connect to the TestRDP5 service.

If the user account is the same as the Terminal Service’s account, you will not be asked to input
user name and password again. Proceed to step 5.

If your user name is different from the Terminal Service’s account, the following message
appears.

FIGURE 6 Logon message

Logon Messape

The system could not log you on,. Make sure yvour User name and domain are correct,
' then bype your password again. Letters in passwords must be typed using the correct
Case,

7. Click OK and the Window’s log on screen appears.

8. Type in the user name and password of the Terminal Service’s account, and click OK to
continue.

Log On to Windows

Copynght € 1985-2001

Microsoft Corporation
User name:; |Llser |
Password: |......... |
[ ok || cancel | stutoowr... | [ options <<

After establishing connection, the remote computer’s screen (see below) is displayed through
the Terminal Service (RDP5). You successfully configured the Terminal Service (RDP5).
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Billion Secure Remote Desktop Client

[ 4

Using VNC
The following steps demonstrate how a user can log in to the VNC server from the remote web
portal.To access the remote web portal, please connect to the https://wanipaddress (where
wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance).
A Security Alert message appears.

1. Click Yes to proceed (to accept the certificate sent by the BiGuard system).

Security Alert X

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site's

security cerificate.

& The security certfficate was issusd by a company you have
not chosen to trust. View the certificate to determine whether
you warnt to trust the certifying authority.

& The security certificate has expired oris not yet valid.

& The name on the securty cedfficate is invalid or does not
match the name of the ste

Do you want to proceed ?

Yes ] [ Na ] I_E‘L"lew Certificate J
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After Yes is clicked, the log in screen appears.

BILLION

Username : VNCUser
Password ;

s

Domain : i@lﬁrd S5

User Name: VNCUSser (As previously added in Administrator VNC Configuration section)
Domain: Select BiGuard from the drop-down menu.

NOTE: User Name and Password are case sensitive.

Click Login to enter into the Remote Web Portal page.

[y

Lowt
BiGuard §5)- SSL VPN Starter Pack \ s
Bvdaicome to S5L VPN Starer Pack, VNCUser.
Due b imae iy, your e ton vl timeout in S mines, S0
Nzl |
Network Extender Transport Extender = MNetwork Place
Click th abore Network Exterder e 1o You cantuse Transpon Extender serdce now Chck the sbove Hetwork Place i to use the
CONNECT 10 the remote network. Kesp your Plaass contact your nel inkstratar for Berice. it i3 simitar in style to Microsofts tamiliar
BrowSar Span B maintain the connacson If you

using the sensce. TRIOUgH Té Senite, you can Higtaion: HEIgRDOMOo. 1t Aliows users 1o
aockss pre-defined applicabions as ¥ on e

carporate netwerk

reboad your browser, Network Extender will

browse network shares, rename, delole. retrieve,
diszonnect and reconnect

and upload fles

TestVNC

182 1881 1005300 VHE

Copymight & Billion Electric Co., Lid. A Aights resared

2. Click Connect to connect to the TestVNC service.

The following page appears when loading the VNC client program into your computer.
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FIGURE 7 VNC loading

ttps://192.168.17.126 - Virtual Network Computing (VNC) - Micr...

Loading...

] Anplet Vnchewer started S & ntermet

Next, the VNC Authentication log on screen appears.

CJoks

' i &
| Disconned | Options | Cliphoard i Send Ctri-ft-Del | Refresh

VNC Authentication

Fassword: || oK

3. Input the VNC server password, and click OK.

= user (192.168.1.101)

[ iscomea | opons | ctgpows | ans cu-ssoal
f.; aducts fo q

Fie Edt Vew Favontes Tooks Heb
Qux- © [HE G P Jorme @ (2-5 - [JKE

Address | @] hitp: ffrovw.bilion. com

Powering cc

with O

Homa | AboutBilllon | Product | Education | Support | Pariner | Confact Us Bilon Products
What's New ::- VoIP ApsL2+ Routers S
- Welcome to visit us at Imvex 2006
>
< | - 3

Jave Applet Window

The above screen shot represents the remote computer as accessed through the VNC server.
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Using CIFS

The following steps demonstrate how a user will log in to the FTP server from the remote web
portal.

1. To access the remote web portal, please connect to the https://wanipaddress (where
wanipaddress is the WAN IP address of the BiGuard SSL VPN appliance).

Security Alert

changed by others. However, there is a problem with the site’s

Information you exchange with this site cannot be viewed or
:'I. security cerificate.

The security certificate was issued by a company you have
not chosen to trust. View the certfficate to determine whether
you want to trust the certifying authority.

& The security certificate has expired oris not yet valid.

The name on the securty certficate is invalid or does not
match the name of the site

Do you want to proceed?

’ Les ] [ Ho ] [ View Certificate |

2. A Security Alert message appears, click Yes when prompted to proceed (to accept the
certificate sent by the BiGuard system).
The log in screen appears.

3. Type in the user name and password as created in the previous steps under the Admin-
istrator CIFS Configuration section and select the BiGuard domain from the drop-down

menu.
BILLION ey
Security Appliance

Three Solutions
Username: |CIFSUser in ONE

Password ; |7

Domain: _Ell_GEE_d_E_E ------------- |7}

4. Click Login to enter into the Remote Web Portal page.

5. Inthe Remote Web Portal, click Connect on the TestCIFS application to connect to the
service.

23
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[ P —
wh SECUTilyY

> Lageut

BiGuard $5- SSL VN Starter Pack \

B welcome to S5L VPN Starter Pack, CIF SUiser.

Y. yous vt
. Network Extender %mn Extender - Network Place
Click the e 1o SErACE NOW. Click b
CONMSCT 10 i remMOTs Netsork. Kesp jour P tor SOrACH, I1iB Bl i ste 10 Micros ol tamiliar
Browser open to maintain the connection, If you using the senice. Through the senice. you can Hetwork Neighborhood. 1 allows users to
Fel0ad your Drowser. will i asfonthe rename, delele. relneve,
disconnoct and reconnect corporate network. and upload files

TesicFs 1192 188 1 100F aloer ciFs

Copymight ® Bulien Electne Co., LI, Al ighis resered

In the Figure 8 below, you can see a successful connection to the CIFS application.

FIGURE 8  CIFS application log in

=
| & 2=k = Foverd @l Rsosd 4 Up Logaut |
-4

Address: Go
Kame Comment
My Network Places @ TesiCIFS

|5 e




FAQ

SSL Knowledge

QUESTION:

What browser and version do | need to successfully connect to the
BiGuard S Series?

ANSWER:

QUESTION:

It is strongly recommended that the following browsers be used for successful
connection:

 Internet Explorer 6.0SP1 (supports Microsoft Internet Explorer 5.01 or newer)
e Mozilla 1.7.1 and newer

 Firefox 1.0.6 and newer

e Opera 8.02 and newer

» Safari 1.3.1 and newer

What needs to be activated on the browser for me to successfully connect
to the BiGuard S Series?

ANSWER:

QUESTION:

The following options on the browser need to be enabled for successful connec-
tion:

e SSLv2, SSLv3, or TLS

» Cookies

« Pop-ups for the site

* Java

« Javascript

» ActiveX

NOTE: ALTHOUGH SSLV2 IS SUPPORTED, IT IS RECOMMENDED TO USE SSLV3 OR
TLS FOR OPTIMUM COMPATIBILITY.

What version of Java do | need?

ANSWER:

You will need to install Sun’s JRE 1.3.1 or newer (available for download at
http://www.java.com) to use some of the features on the BiGuard S Series, but we
recommend using version 1.5 or newer (Note: the Sun designation is version 5.0).

If you are experiencing issues with the RDP5 Java component, upgrade to the newest Java ver-

sion.
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