TLANTIS®

where solutions begin

VolP ROUTER
ADSL

A02-RAV211

USER'S MANUAL

A02-RAV211_MEO1

www.atlantis-land.com






A VolP ROUTER ADSL

Copyright

The Atlantis Land logo is a registered trademark of Atlantis Land SpA. All other names mentioned
mat be trademarks or registered trademarks of their respective owners. Subject to change without
notice. No liability for technical errors and/or omissions.

CE Mark Warning
This is a Class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

Important Note
The antenna(s) used for this equipment must be installed to provide a separation distance of at least 30
cm from all persons.

FCC Warning

This equipment has been tested and found to comply with the regulations for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with this user’s guide, may cause harmful interference to radio communications. Operation
of this equipment in a residential area is likely to cause harmful interference, in which case the user
will be required to correct the interference at his own expense.



A VolP ROUTER ADSL
TABLE OF CONTENTS

CHAPTER1..............cccciiinn 1

1.1 AN OVERVIEW OF THE VOIP ROUTER ADSL ......cooovviiiiiiii 1
| IO N @ N E S 0] Nl N =) Nl U 2
1.3 VOIP ROUTER ADSL FEATURES........cotttiiiiiiiiiieeeeeeeeeeeeeeeeeeeee e 2
1.4 VOIP ROUTER ADSL APPLICATION.........ccetttttttreeeeeeeeeeeeiireeeeeeeeeeeeiisrrreeeesseesesesrreeessseseesnsssnneeeseeees 4
2.1 CAUTIONS FOR USING THE VOIP ROUTER ADSL ......oooiiiiieeeee e 5
22 THEFRONT LEIDIS ..ottt aesasnsnsnsssssssnsnsnsnsnnnnnnnnes 5
23 THE REARPORTS .....ooiiiiiiteieee ettt et e e e et e e e e e e e e et eaeaeeeeeeeearanneeas 5
N 0N 23 511 (€ SRR 6
3.1 BEFORE CONFIGURATION..........cceetutrrtteeeeeeeieiirreeeeeeeeeeeetisreeeesseeeeeeaessrreeseseeeeeassrseeesseeeeeanisrrreesaseens 7
3.2 CONNECTING THE VOIP ROUTER ADSL ...ttt 7
3.3 CONFIGURING PC IN WINDOWS ....ovvviiiiiiiiiiiiiiieeee e et ee e e e e e e eetaaeee e e e e e e e eearrareeaaeeeas 8

FOr WINAOWS O5/98/ME ... .ooiiitiie ettt ettt sttt e s et e e s sbb e s s bt e e s sbb e e s ebaaesebaassabaneas 8

FOIr WINOOWS NTZ.0 ..ottt ettt ettt e e s e ettt e e s sttt e e s s eab b e e e s e bt e e e s s sabtaeesssabaneessasrenas 10

FOr WINAOWS 2000 .......cccuiieiitiee ittt ettt st eab e s s bt e e s eb b e e s bt e e s bbesssbaeesabaessnbaeesabeaessreas 11

O WINUOWS XP ...ttt ettt e bttt e e e bttt e e s sttt e e s e eab e e e e e bt e s e e s sabeaeessbbaeeessanrenas 13
3.4 FACTORY DEFAULT SETTINGS ....uuuvvvviiiieeiiiiiirtreeeeeeeeeiiiiisereeeeessssiisssssesssssssssimssnssssssssssssmmmmssseess 15

3.4.1 USername and PASSWOIT .........ocooiiuuiiiiiiiiiieesiiiee e s ettee e s s stte e e s s eabae e e s sbaasessssbaeeesssabanaessbraneeeas 15

3.4.2 LAN and WAN POIt AGAIESSES ....ocicveieiriieirie sttt ettt eba e s b s sba e sabae s sabaesenes 15
3.5 INFORMATION FROM THE ISP ......oouiiiiiiiiiiiiieeeee et 16
3.6 CONFIGURING WITH THE WEB BROWSER .......cuvviiiiiiiiiiiiiiiiiiieieee e eeeiieeeee e e eeeeitaeee e e s eenanneeeas 16
3L0.1 STATUS «eetttreeeeee ettt et et e e et e e e e ea e e e e e eeeee e ttaraeeseeeeeeasaraaaeaeeeeeeasettsreeeseeeesennntrreeens 17
3.6.1.1 STATUS — ADSL STATUS ...ccooiiiiieeeeeeeeeeeeeeeeeeeeeeeee 18
3.6.1.1.1 ADSL STATUS — WAN STATUS .....ieitiiiittreeeieeeeeeeeectrreeeeeeeeeeeeinreeeeeeeeeeesettsseeeseeeesennensrneeess 19
3.4.1.1.2 ADSL STATUS — ATM STATUS ...coiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 19
3.6.1.2 STATUS — LAN STATUS ...cooiieittreieee e et eeeeciree et e e et eeeettareeeeeeeeeeesasaaeeeeaeeeeesestsseeeseeeeeensntrneeess 20
3.6.1.2.1 LAN STATUS — TCP STATUS ...coiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 20
3.60.1.3 STATUS-PPP STATUS ..cooiiiiiiteeeee ettt e e e e e ae e e e e e e e e ataneeees 21
3.6.1.4 STATUS- LEARNED MAC TABLE.......cooiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 21
3.6.1.5 ROUTING TABLE ...uuttvtiiiieeieiiectieeeeee et eeeettee e e e e e ettt e e e e e eeeeeataaeeeeeeeeeesetasseeeseeeeeennntrneeess 22
3.6, 1.6 SYSTEM LOG ...ccoiiiiiiiiieeeeee 22
3.6.1.7 SECURITY LLOGS ...ouuttriieiiee ettt ettt e ettt e e e e e e e eeat e e e e e e e e eesetaarreeaeeeeeennntrneeens 23
3.0.2 QUICK START ..eiiiiiieitiiiteeeeeeeeeeecttteeeeeeeeeesetaaraeesaaeeeeaastraseseaaaeseaasssstasssaaseseaaassrssassaaeessansnsssrsenes 23
3.6.2.1 ADSL QUICK START .....ceiiiiutiieeeiiieeeeeitieeeesitreeeeessseseessssaeeeasssseeeassssseeesssssseeessssseseeanssesssssssees 23
3.6.2.2 VOIP QUICK START ..uvtiiiiiieieiiiiitieeeeeeeesettteeeeeeeeeesaettsareseaaeesaaasasssasssaasesessassssessassessassasssssenes 24
3.6.3 CONFIGURATION .....uuuturrreieeeeeeieiittreeeeeeeeeeieissreseseseeeensessssseeseseesansissssssseseeeensnssssessseseessnserssneeees 24
R T BTN\ RO 25
BL0.3.3 VOIP ettt e e e et e e e e e e et aa e e e e enatrraaaas 30
RER IR N 00) N3 (€10)37-N 1 (0) I UUR SRR 32
3.6.3.3.2 PHONE BOOK .....uutttiiiiiiiiiiietieeeeee ettt ettt e et e et e e e e e e eeeeattareeeeeeeeeenntsneeeas 33

3.60.3.3.3 CALL FEATURE «.oneeeeetee ettt e et e e e e et e e e e e e e e e e eea e e e e e e e e eeaaaeeeeaaaeeenans 34



A VolP ROUTER ADSL

3.6.3.3.4 ADVANCED TELEPHONY SETTINGS .....cooeiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 35
3.6.3.3.5 RING & TONE CONFIGURATION .......ccoottiurrrrereeeeeemiiirrrreeeseeeeeeniisrrneeseseeeessessssresseseessmsonssnseees 38
3.6 3.3 7T TIMEOUTS ..o 39
3L0.3.4 SYSTEM...uveiiiiiiiiieeeieeeeee ettt e e et et e e e e e eeeeetbaaaeeeeeeeeeeeataaeeeeeeeeeesettareeeseeeeeennnrrneeens 40
3.0.3. 4. 1 PASSWORD ...cooiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e 41
3.0.3. 4.2 TIME ZONE.....ccoiiiurreeieee e oo eeeeeieeeee e e et eeeetcaree e e e e e e e eesettaaaeeeseeeeeensaraaeeeeaeeeeesettsreeeaeeeesensstsneeess 41
3.0 3. 4.3 UPGRADE ...ccooiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeee e 42
3.6.3.4. 4 FACTORY SETTING ..veeiieiieiieiiirreeeeeeeeeeieiiureeeeeeeeeeeseitrerseeseeeeesnsissrssssssseeessmsssssssseseessnsessrnssees 42
3.0.3. 4.5 RESTART ..coooiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 42
B3L0.3.5 FIREWALL ..oooiiiiiiiititieeee e e e e ettt e e et ettt e e e e e eeeetaaaeeeeeeeeeeeaasbaeeaeaeeeeesnttsseeeseseeeennnrsreeens 43
3.6.3.5.1 PACKET FILTERING .....ccooiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 43
3.6.3.5.2 BRIDGE FILTERING .........ccotttiittrtteeeeeeeeieiitreeeeeeeeeeeseitrereeeseeeeeensiasseeeeeseeeeesesssreeeseseesensansrneees 45
3.6.3.5.3 INTRUSION DETECTION ......cooiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeeeee e 45
3.6.3.5.4 BLOCK WAN REQUEST .....coiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 46
3.6.3.6 VIRTUAL SERVER ......ccciitiiiiiiiieeeeeeeeeeeeeeeeeeeee e 47
3.0.3.7 ADVANCED ......ootiiitiriieiee e e e ettt ee e e et eeeeta et e e e eeee et ttaaaeeeeeeeeeesatbaaeeeeeeeeesettrreeeseeeeeennnrrreeens 47
R TR BN D 1) ORI 48
3L0.3. 7. 2 DN S ettt e e e et e e e e e e e —— et eee e e s e e ——tteeeeeeeaararrarares 48
3.6.3. 7.3 DYNAMIC DINS .ottt e et e e e e e et e e e e e e s essabaareeeeeeeesesarrereeeas 49
BL0.3. T A NAT ...ttt e e e e e e e —r e e e e e e e e e —— ittt eee e e e e aaraaaaes 50
BL0.3. 7.5 RIP ettt et e e e e e s e e e e e e e e e rarnaas 52
3.6.3. 7.6 STATIC ROUTE ...coooiiiiiiiieeeeeeeeeeeeeeeeeeee 53
3.6.3.7.7T MISC CONFIGURATION. ......uuuuurrieiieeeeiiiiirtreeeeeeeeeeenisseeeeeseeeesimsissseeesssessssmsssssessesssessmnssssneeees 54
3.6.3.7.8 DIAGNOSTIC TEST c.coeiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 55
3.0.4 SAVE CONFIG ......cooetiuurreeieee e e e eeeeiteeeee e e et eeeeareeeeeeeeeeeaeaaareeeseeeeeaasatraeeeeseeeeesnsrareesaeeeesannsrsreres 57
PROBLEMS WITH THE WAN INTERFACE..........cccitiiiiittreeeeeeeeeeieitrreeeeeeeeeeeeiitsreeeseeeesensssseeessseeeennessneees 58
PROBLEMS WITH THE LAN INTERFACE ......cuuttututeteteteeeeeeeeeeeeeeeeseeeeesseseresesesesesessssrereresenseereeee——.. 58
TECHNICAL FEATURES .....uuuttttiiiiieiiiieiieetee e e e eeeeettee e e e e e e e eeeaaaeeeeseeeeeeeassaaeeeeseeseesnsraseeseeeeesannsrsnnees 59
N 033 0] 2 60

A02-RA24(1)0-W54 MEO! (June 2004, V1.00)






A VolP ROUTER ADSL

Introduction

1.1 An Overview of the VolP Router ADSL

A02-RAV211 VoIP ADSL Modem/Router provides a high-speed Ethernet port for high-speed Internet
browsing. It can support downstream transmission rates of up to 8Mbps and upstream transmission
rates of up to 1024Kbps. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt
(G.992.1); G.lite (G992.2); G.hs (G994.1)).

The product supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol) over ATM Adaptation Layer
5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA
(RFC1577) to establish a connection with ISP. The product also supports VC-based and LLC-based
multiplexing.

It is the perfect solution to connect a small group of PCs to a high-speed broadband Internet
connection. Multi-users can have high-speed Internet access simultaneously.

This product also serves as an Internet firewall, protecting your network from being accessed by
outside users. Not only provide the natural firewall function (Network Address Translation, NAT), it
also provides rich firewall features to secure user’s network. All incoming data packets are monitored
and filtered. Besides, it can also be configured to block internal users from accessing to the Internet.

The product provides two levels of security support. First, it masks LAN users’ IP addresses which
are invisible to outside users on the Internet, making it much more difficult for a hacker to target a
machine on your network. Secondly, it can block and redirect certain ports to limit the services that
outside users can access. For example, to ensure that games and other Internet applications will run
properly, user can open some specific ports for outside users to access internal services in network.

Integrated DHCP (Dynamic Host Control Protocol) services, client and server, allow multiple users to
get their IP addresses automatically on boot up from the product. Simply set local machines as a
DHCP client to accept a dynamically assigned IP address from DHCP server and reboot. Each time
local machine is powered up; the router will recognize it and assign an IP address to instantly connect
it to the LAN.

For advanced users, Virtual Service function allows the product to provide limited visibility to local
machines with specific services for outside users. An ISP (Internet Service Providers) provided IP
address can be set to the product and then specific services can be rerouted to specific computers on
the local network. For instance, a dedicated web server can be connected to the Internet via the
product and then incoming requests for HTML that are received by the product can be rerouted to the
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dedicated local web server, even though the server now has a different IP address. In this example, the
product is on the Internet and vulnerable to attacks, but the server is protected.

Virtual Server can also be used to re-task services to multiple servers. For instance, the product can be
set to allow separated FTP, Web, and Multiplayer game servers to share the same Internet-visible IP
address while still protecting the servers and LAN users from hackers.

A02-RAV211 serves as a Public Switched Telephone Network (PSTN) handset-to-Ethernet adaptor
that enables traditional telephone devices to operate as Internet Protocol (IP) devices. It is the interface
between the PSTN world and the IP world acting as a residential gateway, eventually providing
Internet Telephony capability. Cost savings and ease of developing and integrating new services
motivate most of the interest in Internet telephony. Internet telephony integrates a variety of services
provided by the current Internet and the PSTN infrastructure. Internet telephony employs a variety of
protocols, including Real-time Transport Protocol (RTP) for transport of multimedia data and Session
Initiation Protocol (SIP) or H.323 for call signaling and control.

A02-RAV211 extracts the maximum benefit from Voice over IP (VoIP) and Fax over IP (FolP)
technologies. It interfaces analog telephones with IP-based telephony networks. The integration of
VolIP technology and ADSL Modem/Router is undoubtedly the most economic and practical solution
to modern society.

1.2 Package Contents

e VoIP Router ADSL
One CD-ROM containing the online manual
One Quick Start Guide
One RJ-11 ADSL/telephone cable
One CAT-5 LAN cable
e One AC-DC power adapter (12VDC, 1A)
If any of the above items are missing, please contact your reseller.

1.3 VolP Router ADSL Features

Atlantis Land A02-RAV211 ADSL Modem/Router provides the following features:

ADSL Multi-Mode Standard: Supports downstream transmission rates of up to 8Mbps and upstream
transmission rates of up to 1024Kbps. It is compliant with Multi-Mode standard (ANSI T1.413, Issue
2; G.dmt (G.992.1); G.lite (G992.2); G.hs (G994.1)).

Multi-Protocol to Establish A Connection: Supports PPPoA (RFC 2364 - PPP over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC
2516) and IPoA (RFC1577) to establish a connection with ISP. The product also supports VC-based
and LLC-based multiplexing.

Quick Installation Wizard: Supports a WEB GUI page to install this device quickly. With this
wizard, an end user can enter the information easily which they from the ISP, then surf the Internet
immediately.
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Universal Plug and Play (UPnP) and UPnP NAT Traversal: This protocol is used to enable simple
and robust connectivity among stand-alone devices and PCs from many different vendors. It makes
network simple and affordable for users. UPnP architecture leverages TCP/IP and the Web to enable
seamless proximity networking in addition to control and data transfer among networked devices.
With this feature enabled, users can now connect to Net meeting or MSN Messenger seamlessly.

Network Address Translation (NAT): Allows multi-users to access outside resource such as Internet
simultaneously with one IP address/one Internet access account. Besides, many application layer
gateway (ALG) are supported such as web browser, ICQ, FTP, Telnet, E-mail, News, Ping and others.

Domain Name System (DNS) relay: Provides an easy way to map the domain name (a friendly name
for user such as www.yahoo.com) and IP address. When local machine sets its DNS server with this
router’s IP address. Then every DNS conversion request packet from the PC to this router will be
forwarded to the real DNS in outside network. After the router gets the reply, then forwards it back to
the PC.

Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a dynamic
IP address to a static hostname. This dynamic IP address is the WAN IP address. For example, to use
the service, you must first apply an account from this free Web server http://www.dyndns.org/. There
are more than 5 DDNS servers supported.

PPP over Ethernet (PPPOE): Provides embedded PPPoE client function to establish a connection.
Users can get greater access speed without changing the operation concept, sharing the same ISP
account and paying for one access account. No PPPoE client software is required for local computer.
The Automatic Reconnect and Disconnect Timeout (Idle Timer) functions are provided, too.

Virtual Server: User can specify some services to be visible from outside users. The router can detect
incoming service request and forward it to the specific local computer to handle it. For example, user
can assign a PC in LAN acting as WEB server inside and expose it to the outside network. Outside
user can browse inside web server directly while it is protected by NAT. A DMZ host setting is also
provided to a local computer exposed to the outside network, Internet.

Firewall: Supports SOHO firewall with NAT technology. Automatically detects and blocks the Denial
of Service (DoS) attack. Packet filtering is also supported. The hacker’s attack will be recorded
associated with timestamp in the security logging area. More firewall features will be added
continually, please visit our web site to download latest firmware.

Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the DHCP client can
get an [P address from the Internet Server Provider (ISP) automatically. In the LAN site, the DHCP
server can allocate multiple clients IP addresses and distribute them including IP address, subnet mask
as well as DNS IP address to local computers. It provides an easy way to manage the local IP network.

Rich Packet Filtering: Not only filter the packet based on IP address, but also based on Port numbers
and MAC address. It will increase the performance in LAN and WAN, also provide a higher-level
security control

SNTP: An easy way to get the network real time information from an SNTP server.
Web based GUI: Supports web based GUI for configuration and management. It is user-friendly and

comes with on-line help. It also supports remote management capability for remote users to configure
and manage this product.
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1.4 VolIP Router ADSL Application
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Using VolP Router ADSL

2.1 Cautions for using the VolP Router ADSL

Do not place the ADSL VoIP Router under high humidity and high temperature.

Do not use the same power source for ADSL VoIP Router with other equipment.

Do not open or repair the case yourself. If the ADSL VolP Router is too hot, turn off
the power immediately and have a qualified serviceman repair it.

Place the ADSL VoIP Router on a stable surface.

Only use the power adapter that comes with the package.

Do NOT upgrade firmware on any Atlantis Land product over a VoIP connection.
Failure of the device may result. Use only hard-wired network connections.

2.2 The Front LEDs

LED Meaning
PWR Lit green when power adapter is connected.
SYS When flash, it indicates that the device is working properly.
Phonel Lit green when the phone is off hook.
LAN Lit green when the LAN link is connected.
ADSL When lit, it indicates that the ADSL (Line) port is connected to
the DSLAM and working properly.

2.3 The Rear Ports
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PORT Meaning
Power Switch A Power ON/OFF switch
Power Jack Connect the supplied power adapter to this
jack.
Reset Press it to restore the factory default setting
back.
Connect the RJ-11 cable to this port when
VolP .
connecting to the phone set.
Connect the supplied Ethernet cable to this port
when connecting to a NIC (Network Interface
LAN card) in PC.

RJ-45 connector
(RJ-45 connector) Connect an UTP Ethernet cable to this port

when connecting to a LAN such as an office or
home network.

2.4 Cabling

The most common problem is bad cabling or ADSL line. Make sure that all connected devices are
turned on. On the front of the product is a bank of LEDs. As a first check, verify that the LAN Link
and ADSL line LEDs are lit and SYS is blanking. If they are not, verify that you are using the proper
cables.
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Configuration

The ADSL VoIP Router can be configured with your Web browser. The web browser is included
as a standard application in the following operation systems, UNIX, Linux, Mac OS, Windows
95/98/NT/2000/Me, and etc. The product provides a very easy and user-friendly interface for
configuration.

3.1 Before Configuration

This section describes the configuration required by LAN-attached PCs that communicate with the
ADSL VoIP Router, either to configure the device or for network access. These PCs must have an
Ethernet interface (or VolP adapter) installed properly, be connected to the ADSL VoIP Router
either directly or through an external repeater hub, and have TCP/IP installed and configured to
obtain an IP address through a DHCP server or a fixed IP address that must be in the same subnet of
the ADSL Firewall Router. The default IP address of the ADSL VoIP Router is 192.168.1.254 and
subnet mask is 255.255.255.0. The best and easy way is to configure the PC to get an IP address
from the ADSL VoIP Router. Also make sure you have UNINSTALLED any kind of software
firewall that can cause problems while accessing the 192.168.1.254 IP address of the router.
Please follow the steps below for PC’s network environment installation. First of all, please check
your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter must be
installed. If not, please refer to MS Windows related manuals.

Any TCP/IP capable workstation can be used to communicate with or through

”07‘5; the ADSL VoIP Router. To configure other types of workstations, please
consult the manufacturer’s documentation.

3.2 Connecting the VolP Router ADSL

Connect the Router to a LAN (Local Area Network) and the ADSL/telephone network.
Power on the device

Make sure the PWR (SYS LED is blinking) is lit steady & LAN LED is lit.

Before taking the next step, make sure you have uninstalled any software firewall.



A VolP ROUTER ADSL
3.3 Configuring PC in Windows

For Windows 95/98/ME

1. Go to Start / Settings / Control Panel. In the Control Panel, double-click on Network
and choose the Configuration tab.

2. Select TCP / IP -> NE2000 Compatible, or the name of any Network Interface Card

(NIC) in your PC.
3. Click Properties.
Nework g

Configuration Identificationl Acoess D:untru:ull

The following netwark. components are installed:

=R ME 2000 Compatible |
 MetBEU -» Dial-Up Adapter
T MetBEUI -» ME2000 Compatible
o TCPAP -+ Dial-dp Adapter
¥ TCPAP - NE 2000 Compatible

= Fil2 and printer sharing for Microgzoft Metworks

Add.. Remowve | Properties é

Primary Mebwaork Logor:
IEIient far Microzoft Metworks j

Filz and Print Sharing... |

D escription

TCPAP 1z the protocal you use to connect ba the Intemet and
wide-area nietworks.

()4 | Cancel |

4. Select the IP Address tab. In this page, click the Obtain an IP address automatically
radio button.
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TCP/IP Properties 7| x|

Bindings I Advanced I MetBI] |
OMS Configuration I (5 ateway I WINS Configuration €_IF Address

An IP address can be automatically azsigned ta thiz computer.
[F wour network, does not automatically aszign 1P addreszes, ask
oL netwark, administrator for an addreszs, and then type it in
the space below.

& ‘Obtain an |P address automatically

—" Specify an |P address:

P& ddress: | I I I |

Subnet b ask; | . . . |

] I Cancel

5. Then select the DNS Configuration tab.

6. Select the Disable DNS radio button and click “OK” to finish the configuration.

TCP/IP Properties EE3

Binding I Advanced I MNetBIOS
[INS Configuration Gateway | WINS Configuration | IP Address

.

Huosat; I [Momair I

IS Semver Search Drder

| i - | fidd

d

Bemowve

[Momait Sutfs Search Order

| fidd

| Femove

OE. Cancel

I
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For Windows NT4.0

1. Go to Start / Settings / Control Panel. In the Control Panel, double-click on Network
and choose the Protocols tab.

2. Select TCP/IP Protocol and click Properties.

Network K E3

Idenliticationl Services Frotocols I.é.daplels] Bindingsl
Metwork Protocols:

U~ NetBEUI Protocol
W NWLink IP%/SP¥ Compatible Transport
U NwlLink NetIOS

Add... Bemove | pdate l

Description:

Transport Control Protocol/Intemet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

[ ok | cancel ]

3. Select the Obtain an IP address from a DHCP server radio button and click “OK”.

10
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Microsoft TCP/IP Properies |

IP Address | DNS | WINS Addiess | Routing |

An P addrezs can be automatically azsigned to this network, card
by a DHCP zerver. If pour nebwork does not hawve a DHCP zerver,
azk your network, administrator for an address, and then tepe it ik
the zpace below.

Adapter:

[or networ

L Obtain an IF address from a DHCF zerver
— " Specify an IP address

|Fianldress; |

Slbreti asks I

[eraulbEaremE I

Advanced... |
QK I Cancel | AEpi |

For Windows 2000

1. Go to Start / Settings / Control Panel. In the Control Panel, double-click on Network
and Dial-up Connections.

2. Double-click LAN Area Connection.

£ Network and Dial-up Connections | o =] |

J File Edit “ew Faworites Tools  Advanced  Help ﬁ

J PBack » = - (1] | @Search '—]ﬁFoIders @Histnrv |?E' 2

J Address ilﬁl Metwork and Dial-up Connections j G0
N ¥ 1 I;': ; ﬁ: ’1
LI @ L] = Lol
i Make Mew firea
Network and Dia|- Connection Conneckion

up Connections

Local Area Connection

Type: LAMN Connection

Shatis: Frahled :J
| 4

3. Inthe LAN Area Connection Status window, click Properties.

11
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Local Area Connection Status ilil

General |
— Connection
Statuz: Connected
Diuration: 05:54: 27
Speed; 10.0Mbpz
— Bchivity =
Sent —— 1 ~——  FReceived
L4
Packets: ann | 138

Cloze

4.

Local Area Connection Z Properties ed

General | Sharing I

Connect uzsing:

I B3 Realtek BTL3139[4] PCI Fast Ethernet Adapter

Components checked are uzed by thiz connection:

T NwLlink PSP M etB10S Compatible Transport PIDtD;I

W MetBEUI Protocol

| ternet Pratocal [TCRAR]

| E
Inztall... Uninztall | (F‘rp:pertm |

— Description b =

Tranzmizzion Contral Pratocal/Internet Pratocal. The default

wide area network protocol that provides communication
acroze diverze interconnected netwarks.

[~ Show icon in taskbar when connected

Select Internet Protocol (TCP/IP) and click Properties.

Qk. | Cancel |

5.

6.

VolP ROUTER ADSL

Select the Obtain an IP address automatically and the Obtain DNS server address

automatically radio buttons.

Click “OK? to finish the configuration.
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Internet Protocol {TCP/IP) Properties 21=|

General |

Y'ou catrget IP settings aszighed automatically if your netwarle zupports
thiz capability. Othensize, vou need to ask pour network, adminiztrator for
the appropriate [P settings.

L {btain an IP address automatically

—{ Usge the following IP address:
1P address: I
Snbnet mask: I
Detault gatewsay: I
,

»: Obtain DM server address automatically

—{" Uze the following DMS server addiesses:

Ereterred DS semver I

Lltermate DS semern I

Advanced.. |
] I Cancel |

For Windows XP

1. Go to Start / Control Panel (in Classic View). In the Control Panel, double-click on
Network Connections.

2. Double-click Local Area Connection

B Control Panel |:| |§| [g|
File Edit view Favorites  Tools  Help [

< e = ’ ,;_3 Search 5 Falders v

Address [} Contral Panel

v|Go

-

Phone and  Power Options
Moderm ...

e 3

Printers and  Regional and  Scanners and
% ‘Windows Update Faxes Language ... Cameras

(7)) Help and Support A -
2 9 & |

Scheduled Sounds and Speech
Tasks Audio Devices 3

ﬂ"' Control Panel

E}- Switch to Category Wiew

See Also

3. Inthe LAN Area Connection Status window, click Properties.

13



-+ Local Area Connection Status

General | Support

Connection
Statusz: Connected
Ciuration: 00:05:34
Speed: 100.0 Mbpsz

Activity :

Sent —— ﬂ —  Received

Butes: 1403 | 1,743
Froperties Dizable ]

4. Select Internet Protocol (TCP/IP) and click Properties.

-+ | ocal Area Connection Properties

General |.-'1'~uthenti|:aticun Advanced

Connect uszing:

E& D-Link DFE-S30Tx PCl Fast Ethernet Adapter [rev.B]

This connection uses the following itemns:

g Cliert for Microsoft Metworks

.@ Filz and Printer Sharing for Microsoft Metworks
.@ Ho5 Packet Scheduler

a [nternet Frotocol [TCRAR)

g R e

Drezcription

Tranzmigzion Contral Protocol/lnteret Protocol. The default
wide area network, protocal that provides communication
acrozz diverse interconnected networks.

[C] Shaow icon in notification area when connected

T T
"ﬁ_____""

[ QFk. ] [ Cancel

]

automatically radio buttons

6. Click “OK?” to finish the configuration.

VolP ROUTER ADSL

Select the Obtain an IP address automatically and the Obtain DNS server address
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General | Altermate Configuration

You can get IP settings azsigned automatically if your netwark, supports
thiz capability. Othensmize, vou need to ask your network, administrator far
the appropriate |P settings.

[T

{#) Obtain an IP address automatically
{7 Use the following IP address:

(#) Obtain DMS server address automatically
() Use the following DNS server addresses:

[ QK. ][ Cancel ]

3.4 Factory Default Settings

Before configurating this ADSL VoIP Router, you need to know the following default settings.

e Username: admin

e Password : atlantis

o [P Address : 192.168.1.254

e Subnet Mask : 255.255.255.0
e DHCEP server is enabled.

3.4.1 Username and Password
The default username and password are admin and atlantis respectively.

If you ever forget the password to log in, you may press the RESET button to restore
the factory default settings..

3.4.2 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown
below.
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LAN Port

WAN Port

IP address

192.168.1.254 N/A

Subnet Mask

255.255.255.0

DHCP server function

Enabled

3.5 Information from the ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what
kind of service is provided such as PPPoE, PPPoA, RFC1483, IpoA.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username,
Password, Service Name, and Domain Name System (DNS) IP
address (it can be automatically assigned from ISP or be set
fixed).

PPPoA

VPI/VCI, VC-based/LLC-based multiplexing, Username,
Password, and Domain Name System (DNS) IP address (it

can be automatically assigned from ISP or be set fixed).

RFC1483 Bridged

VPI/VCI, VC-based/LLC-based multiplexing and configure
this product into BRIDGE Mode.

RFC1483 Routed

VPI/VCI, VC-based/LLC-based multiplexing, IP address,
Subnet mask, Gateway address, and Domain Name System
(DNS) IP address (it is fixed IP address).

IPOA

VPI/VCI, IP address, Subnet mask, Gateway address, and
Domain Name System (DNS) IP address (it is fixed IP
address).

3.6 Configuring with the Web Browser

Open the web browser, enter the local port IP address of this ADSL VoIP Router, which defaults at

http://192.168.1.254, and click “Go0”, a username and password window will appear.

username & password are admin & atlantis, in respectively

The default

16
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Enter Metwork Pazsword HE

.'-_jj)} Plaasa bape wour user name and passvond.
Y e 192 1681254

Rezim

Uzer Hame ||

Pasrmod |
[ Sarve this passned in wour paeseod it

T

You will get a status report web page when login successfully.

At the configuration homepage, the left navigation page where bookmarks are provided links you
directly to the desired setup page, including:

e Status (ADSL Status, LAN Status, PPP Status, Learned MAC Table, Routing Table, System
Log, Security Log)

e Quick Start

e Configuration (WAN, LAN, VolIP, System, Firewall, Virtual Server, Advanced)

Click on the desired item to expand the page in the main navigation page.

3.6.1 Status

The Status section provides and contains many items including device H/W and S/W information,
LAN, WAN, Port status and all defined interfaces. It also provides useful information for users to
review the status of device.

17



VolP ROUTER ADSL
System Status

Device Info
Firmware “ersion: CHA2wnn_4.1.05_B214a
- IR 4109 BiB214a_1
“Yarsion: = =
WAN
IP Address Subnet Mask MAC Address
192 168241 101 265 266 266 0 00:04: EC:00:07: 71
LAN
IP Address Subnet Mask MAC Address
192.168.1.254 2652652050 00:04:ED:00:07:70
DHCP Clients
IP Address MAC Address
1 192.168.1.123 00:00:88: 18:53:91
-

3.6.1.1 Status — ADSL Status

Displays the status of your ADSL connection. It will refresh every two seconds.

ADSL Status

Information
\S/Zru:;?r:ne Firrmware 3130
Line State ACTIVATION
adulation TR,
Annex Maode ANMEX_A
Startup Attempts 0
htax Tx Power -38 dBm/Hz
CO Yendor LUNUSED VENDOR O
Elaspsed Time 0 days 0 hours 7 minutes 51 seconds
Downstrearn Upstream
SHR Margin MA, T, dB
Line Attenuation M, M, dB
Errored Seconds 0 0
Loss of Signal 0 0
Loss of Frame 0 0
CRrE Frenrs n n
o

18
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3.6.1.1.1 ADSL Status — WAN Status

WAN Status

Select Virtual Circuit

Wirtual Circuit

Information
IP Address Subnet Mask MAC Address
192 168.241 101 255 266 266 [ 00:04: EC:00:07:71

ATM STATUS
Statistic
Transmit Receive

Bytes 0 0
Cells ] a
HEC Errars Med, a
hgmt Cells 0 0
CLPO Cells 1] a
CLP1 Cells ] a
Errars 0 0
Misrouted Cells MR, 0
[ Reset Counters




A
3.6.1.2 Status — LAN Status

Displays the status of your Local Area Network (LAN) connection.

LAN Status
Information
IP Address Subnet Mask
192.168.1.254 2662652550

3.6.1.2.1 LAN Status — TCP Status

TCP Status

Statistic
Total Packets Sent 2543
Data Packets Sent 1705
Data Bytes Sent 1194464
Total Packets
Received i
FPackets Received in- 985
SEHUENCE
Bytes Received in- 108919
SEHUENCE
Out of Order Packets 272
Cut of Order Bytes 0
FPackets disgarded for 0
bad checksum
Packets disgarded for 0
bad header offset
Packets disgarded 0
because too short
Connections Initiated 0

Connections Accepted 285
C G R

VolP ROUTER ADSL

MAC Address
00:04: ED:00:07:70

SAVE CONFIG RESTART ]

SAVE CONFIG RESTART
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3.6.1.3 Status- PPP Status

Displays the status of your PPP connection. It will refresh every ten seconds.

PPP Status

If a * appears under Mode column, you need to check the WAN
configurationmake sure the VC has the correct encapsulation.

Connection #

Information
Connection Pkts  Pkts  Bytes  Bytes
Marne ldiaiiee | kgl Sil Sent  Rowd  Sent Rewd

3.6.1.4 Status- Learned MAC Table

Aging Timeout: Enter the time period for the router to memorize MAC addresses.

Learned MAC Table

Parameters
Aging Timeaut Seconds
Information
MAC Address Expiration
00:0D:588:18:53:91 100
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3.6.1.5 Routing Table

VolP ROUTER ADSL

Display the current routing paths of A02-RAV211.

Routing Table

Parameters
Destination Metmask Gateway Interface
192.168.1.0 2552852550 192.168.1.254 b0
192.168.241.0 2552552550  192.168.241.101  ssO
127.0.0.1 255.0.0.0 127.0.0.1 la0

3.6.1.6 System Log

SAVE CONFIG RESTART )

Display the system logs cumulated till the present time. You can trace the historical information

through this function.

System Log

Current Time: THU JAN 01 00:20:01 1970

If you would like to save the log to a text file, right click here and
select "Save Target As ..."”

defined.

01/01/1970 00:00:00= CfgMgr:
0140171970 00:00:00> CfgMgyr:
01/01/1970 00:00:00= Mo 2tatic Besslon Informatlon 1

‘htadpp.out' module loaded. ~
‘Washer.dlz' module loaded.

01/01/1970 00:00: 00> NAT/NAPT Session Start:
s, Waw IP 1s 192.168.241.101
0170171970 00:00:00> CfzMzyr:
0140141970 00:00:00% Initialized Dynamic NAPT,

0140141970 00-00:00= ATM: Setting up wccl, WPI=0, WCI=32 v

‘Fhin.dlz' module loaded. .

interface

SAVE CONFIG RESTART
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3.6.1.7 Security Logs

Display the information of security logs. If hacker attacks your sever, he will be isolated by the
firewall function and the router will record related information. Hence, you know where the hacker
comes from.

Security Log

If you would like to save the log to a text file, right click here and
select "Save Target As ..."”

i SAVE CONFIG RESTART

3.6.2 Quick Start

If you use this device to access the Internet through the ISP, this web page is enough for you to
configure this router to access the Internet and enable VoIP service without a problem.

3.6.2.1 ADSL Quick Start

Please check Chapter 3.5 (Information from the ISP), then enter the proper values into this web
page, click the Apply button and then click the Save Config button to save all of the configuration
parameters to FLASH. After the router reboot, you may check the Status web page to check
whether the router is connected to the ISP or not. In most cases, you can access the Internet
immediately. If not, please refer to the sections below for more information.
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ADSL Quick Start
Pvc 0
Per VC Settings

Wirtual Circuit ‘Enah\ed B

Connection
Encapsulation ‘W
Bridge
WPl 0
Vel N

Static IP Settings

IP Address 192.168.241.101

Subnet Mask 285 255 2850 |
Gateway o000 |

Account Setup

Username ‘ ‘
Password ‘ ‘
Autarnatic Reconnect O
["Subrmit | [Reset |
=

3.6.2.2 VoIP Quick Start

If you have a VoIP SIP account, you may configure it to enable this service. Please refer to the
sections (VoIP configuration) below for more information.

VoIP Quick Start

SIP Parameters

SIP Registration () Enable O Disable
Local SIP Part so0
Start Media Part (RTF) o
User D |
Passward craese |
Service Provider Parameters
Service Provider [DEFAULT v
Registrar Address Wl
Registrar Port Eﬂﬁﬂil
|
Mote: The SIP Pararmeters fields should be changed when a different Service Provider is
chosen
=

3.6.3 Configuration

When you click this item, you get following sub-items to configure A02-RAV211.
WAN

LAN

VolP

System

Firewall

Virtual Server

Advanced

24



A VolP ROUTER ADSL

3.6.3.1 WAN

The screens below contain settings for the WAN interface toward Internet.

Select Adapter

Select Adapter

W SAVE CONFIG RESTART

Select the item of PVCs you want to configure. Then, press the Submit button.
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WAN Configuration

Pvc[][ Change Adapter ]

Virtual Circuit
Yirtual Circuit
Bridge
IGMP
Encapsulation

ATM
R
WG|
Semice Category
Peak Cell Rate
Sustainable Cell Rate
Max Burst Size

DHCP Client
DHCP Client
Host Mame

MAC Spoofing
MAC Spoofing
Mac Address

Static IP Settings
IP Address
Subnet Mask
Gateway

PPP
FFF
Senice MName
sernarme
Passwoard
Digconnect Timeout
MREL
MTLI
MES

Lcp Echo Interval

Lep Echao Maximum
Consecutive Failure

Authentication

Autormatic Reconnect

Submit Reset

Enabled
Enabled
Disabled

il

1483 Bridged IP LLC

il

<

LIBR

ﬂ

kbps

o ks

Disabled

VolP ROUTER ADSL

Disabled

i

00:00:00:00:00:00

1192.168.241.101

\256.256.265.0

0000

I=
o
=
@
=
o
fur}
(=1
o
e
o
o
=
=
=
=
=
=
o
z
=
=i

432
432
432

(]

Auto v

] PFPF Disconnect Timer Config

SAVE CONFIG RESTART

Virtual Circuit

Virtual Circuit: Enable/Disable the settings of this VC.

minutes (Max:32767)

seconds

Bridge: If you set this device to be bridge mode, select Enable; if not, please select Disable.

IGMP: You can Enable or Disable this function.
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Encapsulation: There are eleven ways — PPPoE VC-Mux, PPPoE LLC, PPPoE None, PPPoA
VC-Mux, PPPoA LLC, 1483 Bridged IP VC-Mux, 1483 Bridged IP LLC, 1483 Routed IP VC-
Mux, 1483 Routed IP LLC, Classical IP over ATM, Native ATM — for the device to have a public
IP address and then to access Internet. You have to check with your ISP about which way is
adopted.VPI: Consult the telephone company to get the Virtual Path Identifier (VPI) number. The
default value is 0.

ATM

VPI: Consult the telephone company to get the Virtual Path Identifier (VPI) number. The default
value is 0.

VCI: Consult the telephone company to get the Virtual Channel Identifier (VCI) number. The
default value is 32.

Service Category: Select UBR or CBR.
DHCP Client

DHCP Client: Check to enable the DHCP client function if you want the device to get an IP
address automatically from your ISP.

Host Name: Enter the name of your work group.
MAC Spoofing

MAC Spoofing: The MAC Spoofing is for solving the scenario when the ISP only recognizing the
specified MAC address.

Static IP Settings

IP Address: Enter the information provided by your ISP.
Subnet Mask: Enter the information provided by your ISP.
Default Gateway: Enter the gateway address provided by your ISP.

PPP

If your encapsulation is set to be PPPoE or PPPoA, the following fields must be entered.

Service Name: This item is for identification purpose. If it is required, your ISP will provide you
the information. Maximum input is 31 alphanumeric characters.

Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Disconnect Timeout seconds: Auto-disconnect the ADSL Router when there is no activity on the
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line for a predetermined period of time. You can input any number from 0 to 32767. The default
value is 0 seconds.

MRU: Maximum Receive Unit indicates the peer of PPP connection the maximum size of the PPP
information field this device can be received. The default value is 1492 and is used in the beginning
of the PPP negotiation. In the normal negotiation, the peer will accept this MRU and will not send
packet with information field larger than this value.

MTU: Maximum Transmission Unit indicates the network stack of any packet is larger than this
value will be fragmented before the transmission. During the PPP negotiation, the peer of the PPP
connection will indicate its MRU and will be accepted. The actual MTU of the PPP connection will
be set to the smaller one of MTU and the peer’s MRU. The default value is 1492.

MSS: Maximum Segment Size is the largest size of data that TCP will send in a single IP packet.
When a connection is established between LAN client and a host in the WAN side, the LAN client
and the WAN host will indicate their MSS during the TCP connection handshake. The default value
is 1492.

Authentication: Default at “Auto”.

Automatic Reconnect: Check to enable this device to automatically re-establish the PPPoE session
when disconnected by ISP.

3.4.3.2 LAN
This screen contains settings for LAN interface attached to the LAN port.

LAN Configuration

Device IP address

IP Address 1182.168.1.254 |
Subnet Mask 255,255, 255.0 |
DHCP Server

DHCP Server Enabled *

DHCP address poal |User Defined vl

selection

User Defined Start

A 1192.168.1.100 |
User Defined End

e 1192.188.1.199 |

DHCF Gateway :’Autumatic F
Selection
User Defined | |
Gateway Address

L 1 days |D |huur5 |D |minutes
0 seconds

Uszer Made Multi-User +

Ethernet Mode Setting
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Device IP Address

IP Address: Default at 192.168.1.254.

This is the device IP address in LAN site. If you plan to change it to another IP address to a
different range of IP subnet. Please make sure your PC is also located at the same IP subnet.
Otherwise, you may not be able to access the router.

Subnet Mask: Default at 255.255.255.0.

DHCP Server

DHCP Server: Check DHCP Server to enable the router to distribute IP Addresses, subnet mask
and DNS setting to computers. Hence, the following fields will be activated. If you do not check
this selection, remember to specify a static IP address, subnet Mask, and DNS setting for each of
your local computers. Be careful not to assign the same IP address to different computers.

DHCP address pool selection: Auto or User Defined. If select the AUTO, router will assign an IP
address back to PC’s IP request. If User Defined, please specify the IP pool range.

User Defined Start Address: Enter the start address of this local IP network address pool. The
pool is a piece of continuous IP address segment. The default value is 192.168.1.100.

User Defined End Address: Enter the last address of this local IP network address pool that you
want the DHCP server to assign IP addresses to. The default value is 192.168.1.199.

With this case, the DHCP pool is from 192.168.1.100 to 192.168.1.199. Therefore, the local
computer will get an IP address located at this range randomly.

Lease Time: Set the lease time you required.

User Mode: There are two selections, Single User and Multi-User, for this setting.
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3.6.3.3 VoIP

The screens below contain settings for the VoIP module. This will create the telephone like service
in the Internet. Most of VoIP services are free when surfing in the Internet.

VolP

ATAS Software Yersion: ATAApp 1.01.02

PTh Software Yersion: 2.35.08 built on Jan 28 2005, 18:09:25
Line Based Config

Enable SIP Registration & ez O Mo

Service Provider To Use IDEFAULT vI
Login Account Ta Llse IDEFAULT vI

Submit | Reset |

Update Service Provider

Lpdate Lser Login Account

Current Registration Status UNREGISTERED

Enable SIP Registration: Yes/No to register a SIP account in the SIP server or not.

Service provider to use: Select the right setting for the service provider in use. Click on the link
“Update Service Provider” in order to add, view, delete or modify your profiles. This screen
contains settings for register to get VolP service from SIP service provider.

SIP Service Provider Configuration

Parameters

Service Provider List
MNew Service Provider
Registration Intereal
Authentication Methaod
Fegistrar Address
Registrar Port

Froxy Address

Froxy Port

Cutbound Proxy Address
Cutbound Proxy Port
Dial Plan String:

[DEFAULT ]

!

3600 secands
| AUTH_MDS =]

|ﬁwd.pulver.cnm

5050

|ﬁﬁxd.pulver.cnm

5060

Iﬁﬁxd.pulver.cnm

5060

Service Provider Action
Subrnit | Reset |

|List Current Service Pravider Rules j

z=Back
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Registration Interval: specify the re-registration interval in seconds.

Authentication Method: specify the authentication method, currently MD5 is supported
only.

Registrar Address: indicate the SIP registrar IP address

RegistrarPort: specify the port of the SIP registrar on which it will listen for register requests
from VoIP device.

ProxyAddress: indicate the SIP proxy server IP address.
ProxyPort: specify the port of the SIP proxy server on which it will listen for messages.

OutbondProxyAddress: indicate the SIP outbound proxy server IP address. This parameter
is very useful when VoIP device is behind a NAT.

OutbondProxyPort: specify the port of the SIP outbound proxy on which it will listen for
messages.

Service Provider Action: Select in this field the action for the selected profile: list, add,
delete, edit.

Login Account to use: Select the right setting for the service provider in use. Click on the link
“Update User Login Account” in order to add, view, delete or modify your profiles. This screen
contains settings for configuring VolIP SIP module.

User Login Account

Parameters

service Provider Narme DEFAULT

Login Account List Im

Mews Account Mame |

User ID o

Fassword |

Auth User ID o

Display Mame |‘v“|:|IF'

Lagin Action Im

subrnit | Heset | ==Back

Service Provider Name: Show the current profile.
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Login account list: Allow to select the desired profile.

New account name: Inser the name of a new account.

UserID: This parameter holds the registration ID of the user within the SIP registrar.
Password: This parameter holds the password used for authentication within SIP registrar.
AuthorizationUserID: Same as UserID.

DisplayName: This parameter will be appeared on the Caller ID.

Login action: Select in this field the action for the selected profile: list, add, delete, edit.

3.6.3.3.1 Configuration

This screen contains settings for configuring VoIP SIP module.

General Configuration

SIP Device Parameters

SIP * Enable ¢ Disable
Local SIP Port 5060
Start Media Port (RTF) 5000

VolIP General

Interface To Lse IF'w: 0 vI

BLAM Server Parameters

RTrace fifo size |16 KB
RDurnp fifo size |32 KE
Part |45B7

Blarn Current State - not running

STUN Parameters

Enable STLIN @ Yes Mo
STUN Server |56.7.235.210
STUN Port |3478

Subrmit | Reset |

Mote: The SIF Parameters fields should be changed when a different Serice Provider is chosen.
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SIP: Enable/Disable to use SIP as VoIP call signaling protocol.

LocalSIPPort: Enter the local SIP port which device listens incoming request. (range from 5000 to
65535, default value is 5060)

Start Media Port: It is known as RTP port, provide the based value from the media (RTP) ports
that are assigned for various endpoints and the different call sessions that may exist within an end-
point. (range from 5000 to 65535, default value is 5000)

Interface To Use: Select the PVC line which you uses to connect to the Internet.

Enable STUN: Enable this function if you have a NAT device between VoIP router and the VoIP
ISP.

STUN Server: insert the STUN Server IP address.
STUN Port: Insert the STUN service port.

3.6.3.3.2 Phone Book

This screen contains settings for creating phone book for speed dial. You can dial the “#0” to
inform VoIP device to dial the VoIP number in the entry 0 of phone book.

Phone Book

10 entries for speed dialing

Abstract Description Femote LserlD IP Address { Domain

]
B % H B B B2y IT

Submit | Reset |

Speed Dial: There are ten entries from 0 to 9. When you dial “#0” mapping to entry 0 in the phone
book.
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Abstract Description: indicate the purpose or useful information for this entry.

Remote UserID: This is the UserID you want to contact. Refer UserID in VoIP -> Configuration ->
UserlD.

IP Address / Domain: indicate remote user’s IP address or domain name if this remote user does
not register in the SIP server. If remote user is registered in the SIP server, this field is related to the
SIP server’s IP / Domain name.

3.6.3.3.3 Call Feature

This screen contains settings for configuring the call feature.

Call Feature Configuration
Parameters
Call Fonwarding ™ CallForwarding Unconditionally
™ CallFarwarding On Busy
™ CallFarwarding On Mo Ans

Call Forwarding Nurmber IEI
Call YWaiting & ez Mo
Call Return  Yes  No

Submit |

CallForwarding:

Check CallForwarding Unconditionally: VoIP device will forward all incoming call to the
forwarding number.

Check CallForwarding On Busy: VolP device will forward all incoming call to the forwarding
number when user is already on the phone talking to someone.

Check CallForwarding On No Answer: VoIP device will forward all incoming call to the
forwarding number when user is unavailable to pick up the phone.

CallForwardingNumber: specify the number to be used when user enable any type of call
forwarding.

CallWaiting: Enable/Disable the call waiting feature.
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CallReturn: Enable/Disable the call return feature.

3.6.3.3.4 Advanced Telephony Settings

This section is for you to do some advanced settings to the VoIP ADSL Router.

Advanced Telephony Settings

Configure Caller ID Info
Modulation
Delay to CID SLIC State
Delay to CID Transmision
FSlk AlP O
FSkAMP 1

Configure VAD
WAL

Configure Echo Cancellation

Enable Echo Cancellation

Start Attenuation
Max Attenuation

Echo Cancellation Tail Length

|CID_BELL202 =]

|300 ms

|550 ms
4096

4096

" Disable WaD

" Enable WAD with Comfort Noise

a
P

. | .

a

Enable %AD with Standard SI0
Enable %AD and Suppress SI0

Disable EchaCancellatian

Enable EchoCancellation

Enable EchoCancellation with MLF
Enable EchoCancellation with CHNG_MLP

5192

[16384

|24 vI ms
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Configure DTMF Relay

DThF Relay " Mane (In Audio) & RFC 2833
Configure Hook Flash Time

Hook Flash Max Time [1000 ms
Configure Debounce Time

Debounce On-Off Time 500 ms

Debounce Off-On Time 500 ms
Codec Preference

G711U [3=]

GT11A [2=]

7294 [1=]

aubrmit | Reset |

Configure Caller ID info:

Modulation: This is Caller ID Modulation (Bell 202.V23). You can select between CID_BELL202
and CID V23.

Delay: Delay , in milliseconds , between the end of the first ring and beginning of the CID
transmission.

FSK AMP 0: FSK (Frequency-Shift Keying) is a method of transmitting digital signals. Logic 0
(low) frequency & logic 1(high) frequency are in an analog form. The VoIP device will convert
them to FSK for transmission purpose. Here you can set-up amplitude of logic 0 frequency.

FSK AMP1: Amplitude of logic 1(high) frequency

Configure VAD: VAD (Voice Activity Detection) is a function to detect voice activity during one
conversation. It is to efficiently utilize the bandwidth by not transmitting “empty” voice packets
when both sides remain silent. In the meantime, a comfort noise could be generated (occupied little
bandwidth).

Disable VAD: No VAD function
Enable VAD with Comfort Noise: a comfort noise will be generated (CNG)
Enable VAD with Standard SID: VAD will be done with standard SID (Security Identifier).

Enable VAD and Suppress SID: When silence is detected, the VoIP device will not send any
packets to the network and the transmission of packets will be paused until voice is detected again

Configure Echo Cancellation: Four options are available including disable echo cancellation,
enable echo cancellation, enable echo cancellation with NLP, enable echo cancellation with
CNG_NLP.

Start Attenuation: Setting the Start Attenuation timer.

Max Attenuation: Setting the Max Attenuation timer.

36



A VolP ROUTER ADSL

Echo Cancellation Tail Length: Setting the Tail Length.
Configure DTMF Relay: DTMF (Dual Tone Multi Frequency).
None: selecting none for sending DTMF tone in original audio form.
RFC 2833: sending voice with RTP packets

Configure Hook Flash Time: This parameter specifies the maximum time in mSec of Hook flash.
For a Hook flash to be detected , there should be an on-hook followd by an off-hook within “ Hook
Flash Max Time” mSec.

Configure Debounce Time: There are two parameters to be configured here.

OnOffDebounce Time: A delay in mSec before informing on an off-hook event to ensure it is not
a spike. If during that time an on-hook event is received , the two events will be ignored. If 0, no
debounce will be done.

OffOnDebounce Time: A delay in mSec before informing on an on-hook event to ensure it is not a
spike. If during that time an off-hook event is received , the two events will be ignored. If “Hook
Flash Max Time” is configured , it MUST be more than OffOnDebounce. Ifit is 0 , no debounce
will be done.

Codec Preference: Set the priority of voice compression in terms of voice codec for outgoing
message and indication of incoming message accompanied with codec preference information.
Priority 1 owns the top priority.

G.711U/ G.711A: G.711U and G.711A are the basic non-compressed encoder/decoder technique.
You can have very good sound quality but 64kbps bandwidth is needed.

G.729A: Using G.729A to encoder/decoder voice information into a single packet reduces the
bandwidth consumption (8kbps only) while you still can have good sound quality.

Note: Codec priority is selected using a drop-down box. If two codec types are assigned the same
priority, then the priority is assigned in the order as G711U > G711A > G729 in the decreasing
order of priority. For example, if the user selects 1, 2, 2, for G711U, G711A, and G729A
respectively, the application will assign priority as 1, 2, and 3 for G711U, G711A, and G729A
respectively

37



A

VolP ROUTER ADSL

3.6.3.3.5 Ring & Tone Configuration

This screen contains settings for creating different ring tone patterns.

Ring & tone Configuration

Country Specific Ring & Tones

Warking Country
Mew Country
Ring Parameters
Ring Parameters
Tone Parameters
FSTH Dial Tane
Feer2Feer Dial Tone
Marmal Dial Tane
Busy Tane
RingBack Tane
Call Waiting Tone
Alerting Tone
Congestion Tane
Fecall Tane
Stutter Dial Tone
WL Dial Tone

|25,1000,4000,0,0

425 425,200,200 500,1000
425 425,200,200 ,500,1000
425 425,200,200 ,500,1000
425,425,500 ,500,0,0
|425,425,1000,4000,0,0
425 425,400,100 250,100
1400,1400,400,15000,400, 15000
425 425,200,200 200 200
|470,0,400 400,0
|470,0,400 400,0
|470,0,400,400,0

Ring Tone Action
Subrnit | Reset |

IDispIay "’I Country

Working Country: This selection is a drop-down box, which allows user to select the country for
which the VoIP device must work. When a country is selected, the country parameters are
automatically displayed. Current supported countries are USA and UK. New country can be added

and defined by user

New Country: a text-field where you can enter the new country to add or modify some existing
string. Please also refer below about Ring Tone Action to add, display, edit, or delete.

RingParameters: Defined by five fields, Frequency, On Timel, Off Timel, On Time2, Off Time?2.
Frequency is given in hertz. Time is given in milliseconds.

DialTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.
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BusyTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2, Off
Time2. Frequency is given in hertz. Time is given in milliseconds.

RingBackTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2,
Off Time2. Frequency is given in hertz. Time is given in milliseconds.

CallWaitingTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On
Time2, Off Time2. Frequency is given in hertz. Time is given in milliseconds.

AlertingTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On Time2,
Off Time2. Frequency is given in hertz. Time is given in milliseconds.

CongestionTone: Defined by six fields, Frequencyl, Frequency2, On Timel, Off Timel, On
Time2, Off Time2. Frequency is given in hertz. Time is given in milliseconds.

RecallTone: Defined by five fields, Frequencyl, Frequency2, On Timel, Off Timel, Duration.
Frequency is given in hertz. Time and Duration are given in milliseconds.

StutterDialTone: Defined by five fields, Frequencyl, Frequency2, On Timel, Off Timel,
Duration. Frequency is given in hertz. Time and Duration are given in milliseconds.

Ring Tone Action: a drop-down selection (Display, Add, Edit, Delete)

Display -> display the selected country in the working country field after clicking submit
button.

Add -> add a new country after clicking submit button according to the value that appears in
the New Country field. This field must not be empty.

Edit -> rewrite the selected country (working country field) with current parameters after
clicking submit button. The New Country field is optional and need to be filled only when the
country code also has to be changed.

Delete -> delete the selected country (working country field) from the country list.

3.6.3.3.7 Timeouts

This screen contains settings for timers (all are given in seconds) in system level.
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Timeouts Configuration

Parameters

Predial Timeout |1E secands
Alert Timaout |50 seconds
Disconnect Timeout |1EI seconds
FingBack Timeout IEEI seconds
Call Progress Timeout |EIII secands
Call ¥Waiting Timeout |4IZI secands
Call Forward Mo Ans Timeout |3EI seconds

aubmit | Reset |

RedialTimer: indicate the time period through which the dial tone is heard once the phone is lifted
off the hook. At the end of this period, if no digits have been pressed, VoIP device will start playing
fast-busy tone.

AlertTimer: indicate the time for which VoIP device will play the ring when an incoming call has
arrived and phone is on-hook. After this time period, the VoIP device will stop the ring
automatically and reject the incoming call.

DisconnectTimer: indicate the time for which the fast-busy tone is played once a call has been
disconnected by remote end. At the end of this time, the Warble tone will be played until the user
hangs up the phone.

RingBackTimer: Indicate the time period for which the VoIP device will wait while the ring back
tone is been played for the final response from the other end point once an outgoing call has been
made and the initial response has been received.

CallProgressTimer: indicate the time period for which VoIP device will wait for initial response
from the other end point once an outgoing call has been made.

CallWaitingTimer: indicate the time period for which the call-waiting tone will be played when an
incoming call arrives in the connected state.

CallFwdNoAnsTimer: indicate the time period for which the call will be forwarded when no
answered by anyone. This timer is applicable when “call forward on no answer” is enabled.

3.6.3.4 System

There are five items under the System section: Password, Time Zone, Upgrade, Factory Setting and
Restart.
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3.6.3.4.1 Password

In factory setting, the default password is atlantis, and that for user is also password. You can
change the default password to ensure that someone cannot adjust your settings without your
permission. Every time you change your password, please record the password and keep it at a safe
place.

Please note that the minimum input for password is 8 alphanumeric characters long. Since it is case
sensitive, be sure that you remember whether a letter is in upper or lower case and make sure that
your Caps Lock is off. Moreover, please do not use the sign “&” in the passwords.

Admin Password Configuration
The password for Admin should be at least 8 characters. Do not use "&" in the password.
Admin Passwaord

Retype Fassword
[ =ubrnit ][ Cancel ]

3.6.3.4.2 Time Zone

A02-RAV211 does not have a real time clock on board; instead, it uses the simple network time
protocol (SNTP) to get the current time from the SNTP server in outside network. Please choose
your local time zone and click Submit. You will get the correct time information after you really
establish a connection to Internet. The current time of selected time zone will be shown in the Status
— System window.

Time Zone
Choose your local time zone [V Automatically adjust clock far daylight saving changes
Time Zone | (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockhalm, Yienna = |

SNTP Server IP Address |

Resync Pall Interval IBD minutes  Sync MNow |

Subrmit Cancel

Automatically adjust clock for daylight saving changes: It is optional for different time zone
area.

SNTP Server IP Address: Specify the IP address if you want to use your familiar SNTP server.
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3.6.3.4.3 Upgrade

Upgrade

Click Image Download to start a Code Image Update. After Image Download is clicked, it will
take a few seconds before you can select the file to be downloaded.

[ Irmage Download

Upgrade

Click Image Download to start a Code Image Update. After Image Download is clicked, it will
take a few seconds before you can select the file to he downloaded.

Stoglia.. | | Upload |

Cancel Download

To upgrade the firmware of A02-RAV211, you should download or copy the firmware to your local
environment first. Press the “Browse...” button to specify the path of the firmware file. Then, click
“Upgrade” to start upgrading. When the procedure is completed, A02-RAV211 will reset
automatically to make the new firmware work.

3.6.3.4.4 Factory Setting

If for any reason, you have to reset this router back to factory default settings, be careful that the
current settings will be lost and the settings are reset back to its default value. The factory default
values is detailed in the section 3.2 “*Factory Default Settings’’.

Factory Setting

Reset settings to factory default and reboot.

Subrmit |

3.6.3.4.5 Restart

In case the router stops responding correctly or in some other way stops functioning, you can
perform the restart. Your setting won’t be changed. Performing the restart, click on the Submit
button.

Restart

Reboot modem without saving settings.

Submit |
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3.6.3.5 Firewall

User can decide to enable this firewall function including Packet Filter, Block Hacker Attack, and
Block WAN request features for better security control or not. But be noted, it wastes network
processor computation power. The performance will be lower about 10% to 15%. More firewall
features will be added continually, please visit our web site to download latest firmware.

3.6.3.5.1 Packet Filtering

Packet filtering function enables you to configure your router to check specified internal/external
user (IP address) from Internet access, or you can disable specific service request (Port number)
to /from Internet. This configuration program allows you to set up different filter rules up to 10 for
different users based on their IP addresses or their network Port number. The relationship among all
filters is “or” operation, which means the device checks these different filter rules one by one,
stating from the first rule. As long as one of the rules is satisfied, the specified action will be taken.

Packet Filter
Parameters
& e Source Destination  Dest.
b Active o b o g Fort IP Port g
Ma. Type

fraom to from to from to fram  to

IAdd“Edit” Delete ] Mo rule, please add your rule %
’ Submit ][ Cancel ]

Add: Click this button to add a new packet filter rule. After click, next figure will appear.
Edit: Check the Rule No. you want to edit. Then, click the “Edit” button.

Delete: Check the Rule No. you want to delete. Then, click the “Delete” button.
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Packet Filter
Farameters
Rule3 (=) Qutgaing ) Incoming
Active YES ¥ Packet Type Ay ¥
Log YES W Action Wwhen Matched Drop b
Source IP Address Destination IP Address
From From
To _ _ To
Source Port Destination Port
Fram _ | Fram
To _ To

[ Submit | Cancel ]

Outgoing Incoming: Determine whether the rule is for outgoing packets or for incoming
packets.

Active: Choose “Yes” to enable the rule, or choose “No” to disable the rule.
Packet Type: Specify the packet type (TCP, UDP, ICMP or any) that the rule will be applied to.

Select TCP if you want to scope for the connection-based application service on the remote server
using the port number. Or select UDP if you want to scope for the connectionless application
service on the remote server using the port number.

Log: Choose “Yes” if you want to generate logs when the filer rule is applied to a packet.
Action When Matched: If any packet matches this filter rule, Forward or Drop this packet.
Source IP Address: Enter the incoming or outgoing packet’s source IP address(es).

Source Port: Check the TCP or UDP packet’s source port number(s).

Destination IP Address: Enter the incoming or outgoing packet’s destination IP address(es).

Destination Port: Check the TCP or UDP packet’s destination port number(s).
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If the DHCP server option is enabled, you have to be very careful in
assigning the IP addresses of filtered private IP range in order to avoid

”07‘5: conflicts because you do not know which PC in LAN is assigned to which
IP address. The easiest and safest way is that the filtered IP address is
assigned to specific PC that is not allowed to access outside resource such
as Internet. You configure the filtered IP address manually to this PC, but
it is still in the same subnet with the router.

3.6.3.5.2 Bridge Filtering
Bridge Filtering

Parameters

Bridge Filtering " Enable ™ Disable

Filteting Action T Block * Forward
Destination

|0 source Mac MAC TYPE

| | Add

Enable Bridge Filtering: Check Yes to enable this function or check No to disable.
Src MAC: Enter the source MAC address.

Dest MAC: Enter the destination MAC address.

Type: Enter the Ethernet type.

Block  Forward: Check Block if you want to block requests from the source MAC address
sending to the destination MAC address. Check Forward if you want to forward requests from the
source MAC address sending to the destination MAC address.

3.6.3.5.3 Intrusion Detection

Check “Enable” if you want to detect invader sneak in your computer without permitted .The ADSL
Router can automatically detect and block the DoS (Denial of Service) attack if user enables this
function. This kind of attack is not to achieve the confidential data of this network; instead, it aims
to crush specific equipment or the entire network. If this happens, the users will not be able to
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access the network resources. There are few samples of hacker patterns implemented as below.

- IP Spoofing

- Ping of Death (Length > 65535)

- Land Attack (Same source / destination IP address)
- IP with zero length

- Sync flooding

- Smurf Attack (ICMP Echo with x.x.x.0 or x.x.X.255)
- Snork Attack

- UDP port loop-back

- TCP NULL scan

Intrusion Detection

Parameters
Intrusion Detection " Enahle * Dizable
Alart Mail [ Enahble
Your E-rail |

Recipient's E-mail I
SMTP Server |
Subrnit Cancel

3.6.3.5.4 Block WAN Request

Check “Enable” if you want to exclude outside PING request from reaching on this router.

Block WAN Request

Parameters
Block WWaAN Request " Enable * Disable
submit | Cancel |
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3.6.3.6 Virtual Server

Virtual Server Configuration

Use the following form to add special port that you want to be opened for your special application
Fort - Map  Host IP Private
L (From) Ll P T Ta Address Fort
1 = @TCPOUDP = Add This Setting
Information
IO Port (From)  ~  PartiToy  Port Type  MapTo  HostIP Address  Private Part

Being a natural Internet firewall, the ADSL Router protects your network from being accessed by
outside users. When it needs to allow outside users to access internal servers, e.g. Web server, FTP
server, E-mail server or News server, this product can act as a virtual server. You can set up a local
server with specific port number that stands for the service, e.g. Web (80), FTP (21), Telnet (23),
SMTP (25), POP3 (110), DNS (53), ECHO (7), NNTP (119). When an incoming access request to
the router for specified port is received, it will be forwarded to the corresponding internal server.

For example, if you set the Public Port number 21 (FTP) to be mapped to the IP Address
192.168.1.100, then all the ftp requests from outside users will be forwarded to the local server with
IP address of 192.168.1.100.

Virtual Server Configuration

Use the following form to add special port that you want te he opened for your special application

o B - g e Y MR o
b - ®TCEOUDE > : Add This Setting
Infermation
o Part . Pot Pot  Map  HostIP Private
(From) (To)  Type To Address Fort
1 g0 ~ B30 TCP > 19216812 z Delete This Setting

Public Port (from) & Port (To): Enter the public port number & range you want to configure.

Port Type: Select TCP if you want to scope for the connection-based application service on the
remote server using the port number. Or select UDP if you want to scope for the connectionless
application service on the remote server using the port number.

Host IP Address: Enter the IP address of certain internal server to which requests from the
specified port is forwarded.

3.6.3.7 Advanced

There are eight items under the Advanced section: ADSL,DNS. Dynamic DNS, NAT. RIP. Static
Routing, MISC Configuration and Diagnostic Test.
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3.6.3.7.1 ADSL

Trellis: Default at Enabled.

Handshake Protocol: Default at Autosense — G.dmt first. You can also choose other protocols,
such as Autosense — T1.413 first, G.dmt/G.lite, T1.413, G.dmt, G.lite.

Wiring Selection: Default at Tip/Ring. Select Auto or A/A1 if necessary.

ADSL Configuration

Parameters
Annex Mode Config |User melected j

User Selected Annex Mode IAnnex A, *I
Trellis IEnahIed 'I

Handshake Protocal - 5t first Y

YWiring Selection ITipring vI

Bit Swapping (Mo systern reboot , =
needed) |D|sal:|led I
Submit | Reset |

3.6.3.7.2 DNS

A Domain Name System (DNS) contains a mapping table for domain name and IP address. In the
Internet, every host has a unique and friendly name such as www.yahoo.com and IP address. The IP
address is so hard to remember that you may just enter the friendly name www.yahoo.com and then
the DNS will convert it to its equivalent IP address.

You can obtain Domain Name System (DNS) IP address automatically if ISP provides it when you
logon. Or your ISP may provide you with an IP address of DNS. If this is the case, you must enter
the DNS IP address.
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DNS Configuration
Parameters
DMNE Proxy Zelection Im
Auto Discovery v
User Canfiguration I
DNS Server | |Add =]

Subrmit | Cancel |

DMS Advanced configuration

Information

| # | DNS Server's IP

3.6.3.7.3 Dynamic DNS

With Dynamic DNS service, a domain name can be translated into a dynamic [P address, which is
often issued by ISP for dial-up service. A local server, such as Web server, Email server or FTP
server, can then be easily accessed without knowing the changing IP address.

Dynamic DNS |

Parameters

Diynamnic DNS O Enable & Disable

wrw. dyndns.org (static)

Host

Lser Mame

Fassword

Period :12 :_Day(sj =
[ Submit ” Cancel ]

Check the “Enable” button to access the Dynamic DNS service. You may sign up Dynamic DNS
service at http://www.dyndns.org and there you can also register domain names.

Host: Enter one domain name you have registered.
User Name: Enter the username used for sign-up.
Password: Enter the password used for sign-up.

Period: Set the time period for the Router to exchange information with the DDNS server. In
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addition to update periodically according to this period setting, A02-RAV211 will take the same
action automatically whenever the assigned IP changes

3.6.3.7.4 NAT

The NAT Configuration page allows the user to set the configuration for the Network Address
Translation.

NAT Configuration

Parameters
MAT -
Mode | Dynamic NAPT ~|
Session Name User's IP Action

[ =] | Add >

Submit | Cancel |

mession Mame Configuration

Information

# Session Name | User's IP

Available Sessions

# Session Name | Interface

Dynamic NAPT: It provides dynamic Network Address Translation capability between LAN and
multiple WAN connections, and the LAN traffic is routed to appropriate WAN connections based-
on the destination IP addresses and Rout Table. This eliminates the need for the static NAT session
configuration between multiple LAN clients and multiple WAN connections.

NAT (Static): This option maps single WAN IP address to the local PC IP address. It is peer-to-
peer mapping, one-to-one. For each WAN interface, only one local PC IP address can be associated
with each WAN interface. Click the link Session Name Configuration to add the session name for
WAN interface.

NAPT (Static): This option maps the single WAN IP address to many local PCs IP addresses, one-
to-many. It is the multiple-mapping mechanism. For each WAN interface, more than one local PC
can be associated with one WAN interface. Click the Session Name Configuration to add the
session name for WAN interface.

Session Name: Enter the desired session name.

User’s IP: Allows the user to assign the IP address to map the corresponding NAT/NAPT sessions.

50



A VolP ROUTER ADSL

Session Name status will be displayed at the middle of this page to show the corresponding Session
Name with its [P address.

Click Session Name Configuration, the following screen displays.

NAT Session Name Configuration

Session Mame Interface Action

! | lpPwcOv|  |add v

Go back to MAT Configuration

# Session Name Interface

SAVE CONFIG RESTART )

Session Name: Enter the desired session name.

Interface: This field allows the user to choose specific WAN interface (PVC or PPP Session) for
NAT session.

NAT allows only one entry (User IP) per session, NAPT allows many entries (User IPs) per session.

Select Add or Delete and then press the Submit button to add or delete any NAT session name
setting to/from the following table.

Go back to the previous page, NAT Configuration, to continue further settings.
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3.6.3.7.5 RIP

Disabled »

0

Suomt | Carce |

RIP: Default is Disabled.

Border Gateway: Default is Enabled.

Supply Interval seconds: The default value is 30 seconds.
Expire Timeout seconds: The default value is 180 seconds.

Garbage Timeout seconds: The default value is 120 seconds.
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3.6.3.7.6 Static Route

If you have another router with a LAN-to-LAN connection, you may create a static routing on the
router that is the gateway to Internet.

(Sutmit ]

| Ip Ethernet O ﬂ

o oy

Suhmit' Cancel

Add: Click this button to add a new static routing. When you click this button, the next figure
appears.

Delete: Check the item you want to delete. Then, click the “Delete” button.

Destination / Subnet Mask / Gateway Address: Fill in these fields required by this Static Routing
function.
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3.6.3.7.7 MISC Configuration

VolP ROUTER ADSL

Miscellaneous Configuration

Parameters
HTTP Server Access
v Lan
[~ wWWAN Specify [P

Subnet Mask

HTTF Server Port
HTTP Password Protection
FTP Serer

TFTP Server

Commmand Line Interface

] il
OmZ Host 1P
IGHP Proxy

FPF Half Eridyge

PPP Reconnect on Wik
ACCess
Connect PPP when ADSL link is

up
LIPnP

Submit | Cancel |

HTTP server access: Default at Restricted.

HTTP server port: Default at 80.

FTP server: Default at Enabled.

TFTP server: Default at Disabled.

Al % Restricted

Enabled =

Enabled =

¥ Disable WAN side FTP access
Disabled =

Enabled -

W Disahle WWAN side access
Disabled =

0.0.0.0

Disabled =

Disabled =

ik

J

Disabled =

Enabled =
Disahled =

LR

DMZ: Regarding the DMZ Host, it is a local computer exposed to the Internet. Therefore, an
incoming packet will be checked by NAT algorithms in the ADSL Router, then passed to the DMZ
host when the packet is not sent by hacker or not limited by the virtual server list.

DMZ HOST IP: Enter the IP address of the DMZ host.

DHCP Relay: Default at DHCP Server.

DHCP Target IP: Default is 0.0.0.0
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IGMP Proxy: Default at Disabled.
PPP Half Bridge: Default at Disabled.

PPP reconnect on WAN access: Default at Disabled. Select Enabled if you want to automatically re-
establish the PPPoE/PPPOA session when disconnected by ISP.

UPNnP: Enable/Disable the UpnP function, refer to the

3.6.3.7.8 Diagnostic Test

As soon as you enter the test program, all tests will run automatically to diagnose the connection status of
the device.

Results

Diagnostic Test

Checking LAN Connection
Testing Ethernet LAN connection : PASS HELF

Checking ADSL Conhection
Testing ADSL Synchronization : PASS HELP

Checking Circuit 0 for Network Conhection

Test ATM OAM Segment Loop Back : PASS EELE
Test ATM OAM End-to-End Loop Back : PASS HEl2E
Test Ethernet connect to ATH : PASS HELF
Test simple ppp Session 0 PPP Layer connection @ PASS HELF
Test simple ppp sSession O IP connect to PPP : PASS FEER

Testing Internet Connection

Ping default gateway 192.165.100.1 : PASS HELF
Ping primary DNS 151.99.125.1 : FATL HELF
Cuery DMNS for www.atlantis-land.com : PASS HELP
Ping www.atlantis-land.com : PASS EELE

Checking LAN Connection

Testing Ethernet LAN connection
This test passes if the Ethernet LAN interface is working properly.

Checking ADSL Connection

Testing ADSL Synchronization

This test checks your DSL modem to see if it can successfully negotiate and establish a DSL
connection with your service provider's central office equipments. The test returns PASS if a DSL
connection is established.
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If this test returns FAIL, please try the test again a few minutes after this test is completed. Since
your DSL modem need a couple of seconds to a few minutes to establish the DSL connection
depending on your phone line quality. If this test returns FAIL, make sure your phone line is
connected to your DSL modem securely, and also check with your service provider to see if your
service is activated.

If this test returns FAIL, all other tests will be skipped.

Checking Circuit 0 for Network Connection

Test ATM OAM Segment Loop Back

This test sends ATM OAM F5 Segment loop back request cells to the central office equipments
through your DSL connection. This test will pass if response cell is received. Since your service
provider might not support this test, your DSL modem could still work even if this test fails.

If this test fails consistently and your DSL modem seems not working, check to make sure the VPI
and VCI are configured correctly.

This test returns FAIL if the DSL synchronization test failed.
Test ATM OAM End-to-End Loop Back

This test sends ATM OAM F5 End-to-End loop back request cells to the central office equipments
through your DSL connection. This test returns PASS if response cell is received. Since your
service provider might not support this test, your DSL modem could still work even if this test fails.

If this test return FAIL consistently and your DSL modem seems not working, check to make sure
the VPI and VCI are configured correctly.

This test returns SKIPPED if the DSL synchronization test failed.
Test Ethernet connect to ATM

This test returns PASS if the ATM AALS5 module is loaded correctly in your DSL modem. If this
test returns FAIL, an internal error has occurred.

This test returns SKIPPED if the DSL synchronization does not return PASS.
Test IP connect to PPP

This test returns PASS if your DS modem has been assigned a valid IP address by your service
provider through DHCP or your DSL modem is assigned a valid IP address statically.

If this test returns FAIL, run this test again a few minutes after this test is completed. If this test
returns FAIL consistently and DHCP client is turned on in your DSL modem, check with your
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service provider. If this test returns FAIL consistently and your DSL modem is statically assigned
an IP address, make sure the IP address is the correct one assigned by your service provider.

This test returns SKIPPED if “Ethernet connect to AALS5” test does not return PASS.

Test Internet connection

This test returns PASS if the gateway can be reached through ping request. The gateway is assigned
by your service provider, or obtained from your service provider by PPP negotiation or DHCP
negotiation.

If this test returns FAIL, run this test again a few minutes after this test is completed. If this test
returns FAIL consistently and your DSL modem seems not working, check to make sure your
statically assigned IP address is configured correctly or DHCP client is turned on with the current
VC.

This test returns SKIPPED if "IP connect to PPP" or "IP connect to Ethernet" test does not return
PASS.

3.6.4 Save Config

Click the Submit button to write settings to flash. Then, the system will reboot for changes to take
effect.
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Troubleshooting

If the VoIP ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider. This could save you time and effort but if the
symptoms persist, then consult your service provider.

Problems with the WAN Interface

Problem  |CorreotiveActin |

Ensure that the cable is connected properly from the ADSL
port to the wall jack. The ADSL LED on the front panel of
the ADSL Firewall Router should be on. Check with your
VPI, VCI, type of encapsulation and type of multiplexing
settings are the same as what you collected from your
telephone company and ISP.

Reboot the VoIP Router ADSL. If you still have problems,
you may need to verify these variables with the telephone
company and/or ISP.

Problems with the LAN Interface

Problem  |CoredtiveActin |

Check the Ethernet LEDs on the front panel. The LED should
be on for a port that has a station connected. If it is off, check
the cables between your VoIP ADSL Router and the station.
Make sure you have uninstalled any software firewall.
Verify that the IP address and the subnet mask are consistent
between the VoIP Router ADSL and the workstations.

Initialization of the
PVC connection failed.

Can’t ping any station
on the LAN.
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Technical Features

Protocols IP, NAT, ARP, ICMP, DHCP(server, relay and client), RIP1/2,
SNMP, SNTP client, UPnP, Telnet server

LAN port RJ-45, 110/100Base-T portl

WAN port RJ-11 (1 port ADSL)

External buttons Reset, Power On/Off

LED Indicators Power, System, Lan (4), WLAN and ADSL

Standard ADSL Compliance |ANSI T1.413 Issue 2, ITU-T G.992.1(Full Rate DMT), ITU-T
G.992.2 (Lite DMT), ITU-T G.994.1 (Multimode)

Protocols ADSL RFC2364(PPPoA), RFC2516(PPPoE), RFC1577 e RFC1483

ATM ATM AAL2/AALS and ATM service class : CBR, UBR, VBR-
rt, VBR, ATM Forum UNI 3.0, 3.1 and 4.0

VolP 1 FXS port, SIP protocol supported

Firewall Intrusion Detection, DoS, Port Filters, MAC blocking

Input Power 12V DC @ 1A

Power Consumption < 10watts

Agency and Regulatory CE

Dimensions 180x 120 x 32 mm

Weight <350g

Operating Temperature 0°C to 40°C

Storage Temperature -10C to 70°C

Operating Humidity 5-95% non-condensing
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Support

If you have any problems with the VoIP Router ADSL, please consult this manual.
If you continue to have problems you should contact the dealer where you bought this ADSL Router.
If you have any other questions you can contact the Atlantis Land company directly at the following
address:

Atlantis Land SpA

Viale De Gasperi, 122

20017 Mazzo di Rho(MI)

Tel: +39. 02.93906085, +39. 02.93907634(help desk)
Fax: +39. 02.93906161

Email: info@atlantis-land.com or tecnici@atlantis-land.com
WWW: http://www.atlantis-land.com
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