AV Allied Telesis

Create a VPN between an Allied Telesis and a
SonicWALL Router, with NAT-T

\ﬁ

Today’s network managers often need to incorporate other vendors’ equipment into their
networks, as companies change and grow. To support this challenge, Allied Telesis routers are
designed to inter-operate with a wide range of equipment.

This How To Note details one of the inter-operation solutions from Allied Telesis: creating
virtual private networks between Allied Telesis and SonicWALL routers. It shows you how to
configure a VPN between a local Allied Telesis router and a remote SonicWALL router, step-
by-step. On the Allied Telesis router, it uses the Site-To-Site VPN wizard for the VPN
configuration.

The wizard runs on selected AR400 Allied Telesis routers from the router’s web-based GUI
(graphical user interface). It asks you to enter a few details and from those it configures the
following settings:

encryption to protect traffic over the VPN
ISAKMP with a pre-shared key to manage the VPN
the firewall, to protect the LANs and to allow traffic to use the VPN

Network Address Translation (NAT), so that you can access the Internet from the private
LAN through a single public IP address. This Internet access does not interfere with the
VPN solution

(in this example) NAT-Traversal because one end of the VPN tunnel is behind a separate
NAT device
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What information will you find in this document?

This How To Note begins with the following information:

"Related How To Notes" on page 2

"Which products and software version does it apply to?" on page 2
Then it describes the configuration, in the following sections:

"The network" on page 3

"How to configure the Allied Telesis router” on page 4

"How to configure the SonicWALL router" on page 12

"How to test the tunnel" on page 29

"How to use the CLI instead of the GUI" on page 30

Related How To Notes

Allied Telesis offers How To Notes with a wide range of VPN solutions, from quick and
simple solutions for connecting home and remote offices, to advanced multi-feature setups.
Notes also describe how to create a VPN between an Allied Telesis router and equipment
from a number of other vendors.

For a complete list of VPN How To Notes, see the Overview of VPN Solutions in How To Notes
in the How To Library at www.alliedtelesis.com/resources/literature/howto.aspx.

Which products and software version does it apply to?

The VPN wizard is available on the following Allied Telesis routers, running Software Version
2.9.1 or later:

AR415S
AR440S, AR441S, AR442S
You can use the command line to set up an equivalent configuration on AR700 and other

AR400 Series routers. See "How to use the CLI instead of the GUI" on page 30 for the
necessary commands.

We created this example with a SonicWALL TZ 170, running SonicOS Enhanced 2.5.1.1-65e.
SonicOS Standard does not support NAT-T draft 3, so this solution requires SonicOS
Enhanced.

The screenshots in this Note are from an Internet Explorer 6.0 browser running on
Windows XP.

Page 2 | AlliedWare™ OS How To Note: VPNs with SonicWALL routers


http://www.alliedtelesis.com/resources/literature/howto.aspx

Initiating the
tunnel from
either end

The network

This example illustrates a NAT-T solution, which you need when one or both of the routers
are behind a NAT device such as some xDSL and cable modems. In this example, an Allied
Telesis AR415S router is behind a NAT device. The following diagram shows the LANs and
their interfaces and addresses.

Allied Telesis [ ] vlan1:
router W & 192.168.1.1
eth0: A workstation:
192.168.254.1/30 192.168.1.100 by
automatic address
assignment
192.1681254.2/30
NAT device
I
100.100.100.1/30
100.100.100.2/30 VPN
| tunnel
Internet
1
200.200.200.2/30
WAN:
200.200.200.1/30 v
SonicWALL . X VLAN:
router ' ] 192.168.2.1

workstation:
192.168.2.100 by
automatic address

assignment

at-sonic.eps

You can still use this example if you have no NAT device between the Allied Telesis
router and the Internet, or if you have a NAT device between the SonicWALL router and the
Internet, with slight alterations. See "Appendix: Using this example if you don’t have a NAT
device in the same position" on page 31| for details.

In this example, you can only initiate the tunnel from the Allied Telesis end, not the
SonicWALL end. If you want to let the SonicWALL initiate the VPN too, you have to
configure your NAT device to allow it. To do this, set up pinholes (allow rules) on the NAT
device to allow through UDP traffic on ports 500 and 4500.
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How to configure the Allied Telesis router

Before you Install and configure the NAT device.

start ..
Access the router via its GUI.

Customise the router and set up vlan1 as the LAN interface. The site-to-site VPN wizard
always uses vlan1 as the local LAN for the VPN connection, so you must make sure an IP
interface is configured on vlan1 before running the wizard.

Create a security officer. If you use the Basic Setup wizard to customise the router, this
creates one security officer, with a username of “secoff”.

Set up the WAN interface. This example uses a fixed IP address on the WAN interface—

modify it to use an appropriate interface for your network.

The router setup of steps 2-5 is described in How To Use the Allied Telesis GUI to Customise the
Router and Set Up An Internet Connection, which is available from www.alliedtelesis.com/
resources/literature/howto.aspx.

In this example, the Allied Telesis router has the following settings:

Interface Address Mask
Allied Telesis router LAN vlan1 192.168.1.1 255.255.255.0
Allied Telesis router WAN eth0 192.168.254.1 255.255.255.252
Remote site’s WAN settings 200.200.200.1
Remote site’s LAN settings 192.168.2.1 255.255.255.0

The NAT device has the following settings:

Interface Address Mask
Private interface (towards the router) ethl 192.168.254.2 255.255.255.252
Public interface (towards the Internet) eth0 100.100.100.1 255.255.255.252
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Create the
VPN tunnel

I. Open the Configuration Wizards page

Log in as either the manager or the security officer. If you log in as the manager, the router
changes to secure mode when you finish the VPN wizard and at that stage prompts you to

log in again as the security officer.

The Site-To-Site VPN wizard is one of the options on the Configuration Wizards page. Make
sure your browser’s pop-up blocker is disabled—the wizard needs to open pop-ups. If you

access the Internet through a proxy server, make sure your browser bypasses the proxy for
this address.

2l Allied Telesyn International - Microsoft Internet Explorer |._HE|E|
{ File Edt View Favorites  Tools  Help f'.‘-.
2 . - 3 .
e Back - () |_L| lg‘ '_l\] >~ ) search \‘,/E‘ Favarites e} T i = ‘:"
3 g P
| Address ‘@ http: (192, 168,11/ v| Go | Links
AT-AR4155 Router
Configuration Wizards
2.9.1 Serial Mo, D1AS61003
_ Welcome to the Configuration Wizards
Click a button to run a configuration wizard.
_ Set up basic router configuration such as user passwords and LAN settings,
_ Configure a secure YPM connection to another site,
_ Set up the router to allow roaming users ko access the LAN via secure YPN connections,
Always start with this Wizards page [ ARk ]
e I
Copyright @ 2005 Allied Telesyn International. All Rights Reserved,
&] Dore: &l # Internet

The GUI opens at this page the first time you configure your router. After initial configuration
it may open at the System Status page instead. If so, click on the Wizards button in the left-

hand menu to open the Configuration Wizards page.
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2. Start the Site-to-Site VPN wizard

3 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I..

Site-to-Site VPN Wizard

Welcome to the Site-to-Site YPN Connection Wizard

There are currently no wizard-created Site-to-Site VPN Connections configured on the router.
‘You can use the wizard to configure & new connection.

The wizard will automatically configure the underlying security settings (ISAKMP, IPSec, and
Firewall) For the connection. You can change these settings from the last page of the wizard.
Mote that the same settings must be configured on the corresponding Internet access device
at the remate site,

The ¥PM Connection settings will not be applied to the router (and saved to the File wiz.cfg)
until wou click Apply at the last step. Your router's current settings will be saved to the Ffile
wizback.cfg before the YPM Connection settings are applied.

‘You can safely abort at any time by clicking the Cancel button at the battam of every page.

Click. Mt to continue,

|n Eanl:EI| Next >)|

{&] Done B Internet

3. Name the VPN connection

2 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I... [< E

Site-to-Site VPN Wizard

Step 1 of 6: ¥PN Connection Name

Enter a name ko uniguely identify the ¥PN Connection,

The name can be up to 19 characters long. ¥ou can use any printable characters, including
spaces, except single and double quotes,

¥PN Connection Name

AT-to-Sonic

Click. Mt to continue,

|n Cancel K( Back | Next >)|

@j Done ' Internet
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Click on the Site-to-Site VPN button.
The wizard starts by displaying a
welcome message.

Click the Next button.

Enter an appropriate VPN connection
name.

Click the Next button. If you have
multiple possible WAN interfaces
configured on the router, the wizard
next lets you select the appropriate
interface. In this example there is only
one WAN interface, so the wizard
selects it automatically and moves
directly to the remote site settings.



4. Enter the remote site’s WAN [P address

2N http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I.... E‘@|!|

Site-to-Site VPN Wizard

Step 3 of 6: Remote Site Public IP Address

Enter the public IP address of the Internet access device at the remate site, IF it is a
dynamically assigned IP address leave all fields blank.,

Remote Site Public IP Address
200|,200|,200), 1

Click Mest to continue.,

[ e cancel € Back | Next 3

& Done B Internst

5. Enter the remote site’s LAN IP address

33 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I... [=)[51)[8]

Site-to-Site VPN Wizard

Step 4 of 6: Remote Site LAN Subnet

Enter the subnet address and mask of the LAN at the remate site that you want to access via
this YPM connection.

The LAN subnet address must be a valid network address, or a device address {with a
255,255,255,255 mask).

Remaote Site LAN Subnet Remaote Site LAN Subnet Mask
192|188, 2 |, 0 256|256 256, 0

Click. Net to continue,

[ cancel € Back | Next 3

& Done B Internet
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Enter the public IP address of the other
end of the tunnel. In this example, this
is 200.200.200.1, which is the IP
address of the SonicWALL WAN
interface.

Note that you can use the Tab key to
move between fields when entering the
address, but should not use the . key
(the period).

Click the Next button.

Enter the SonicWALL router’s LAN
subnet address and mask. In this
example, this is 192.168.2.0 and a mask
of 255.255.255.0.

Click the Next button.



6. Enter the shared secret key

a http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I...

Site-to-Site VPN Wizard

Step 5 of 6: Shared Secret Key

Enter the shared secret key ko be used For encryption over this WP connection,

The key must be the same as the key configured at the remate site. It can be from 2 ko 64
characters long and is case sensitive, You can use any printable characters, including spaces,
except single and double quotes. Inthe interests of security we strongly recommend that your
secret key be at least 6 characters long.

Secret Key

secret-key

Click. Mt to continue,

|n Cancel K( Back | Next >)|

&] Done B Internet

7. Check the settings

a http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I.. [

Site-to-Site VPN Wizard

Step 6 of 6: Confirm ¥PN Connection Settings

Please check that the following settings are correct.

¥PN Connection Name
AT-to-Sonic

Remote Site Public IP Address
200.200.200.1

Remote Site LAN Subnet Remote Site LAN Subnet Mask
192.165.2.0 255.255.255.0

Secret Key
secret-key

To modify any wizard settings use the Back button,
To apply these settings to the router, click Apply.

To view or modify the underlying security settings for this VPN Connection, dick the Advanced

Settings button,

| AV | Cancel K( Back | Apply >)|

&) Dore: B Internst
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Enter the secret key, which is an
alphanumeric string between 2 and 64
characters long. Both routers must use
the same secret key. On the
SonicWALL router, this is the Site-to-
Site Policy’s preshared key.

Click the Next button.

Check the summary. If necessary, use
the wizard’s Back button to return and
correct any settings you want to
change.

Once you are happy with the settings,
click the Advanced Settings button to
modify Peer ID settings.



8. Specify Peer IDs

Peer IDs enable the routers to identify
each other when they exchange secret
key information. By default, the Peer
IDs are the router IP addresses. This
does not work when one (or both)
routers are behind a separate NAT

a http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I..

EEX

Site-to-Site VPN Wizard

Advanced Settings

ISAKMP (IKE Phase 1) Parameters

Mode [Main v device, because the NAT device
Key Exchange Encryption Algorithm [ Trgle DES Outer v changes the IP addresses.
Authentication Hash Algorithm | 5HA-1
piffie-Hellman Group. | Group 2 [ Towards the bottom of the Advanced
TKE Sh Lifetime {seconds) [2880 Settings page, enter a local ID (to
TPsec (IKE Phase 2) Parameters identify this router) and a remote ID
IPSec Data Encryption algorithm | Trigle DES Outer v (to identify the router at the other end
ES”““‘““““““"““;’:'S‘E‘Z"—;‘::::zl Efp”‘“ A of the link). It does not matter what
Mode Tumel text you use as the IDs, so long as each
Use Perfect Forward Secrecy [[]  DHGroup for PFS | Group 2 & ID is different.
1PSec SA Lifetime (seconds) | 3500
ISAKMP Peer IDs Then click the OK button.

Peet 1Ds are normally only required if there is MAT in the path. Leave a field blank to
identify & peer by its IP address.

Local ID | AlliedTelesis

Remote ID | SonicWWALL

Bad Peer Recovery

Heartbeat messages are recommended if the remote device is an Allied Telesis product
that supports heartbeats.

Heartheat Messages | Disabled 2

Respond to Bad SPI (and Send Motify Messages)

&] Done B Internet
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Security
officer

9. Check the settings again

3 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I.. [

Site-to-Site VPN Wizard

Step 6 of 6: Confirm ¥PN Connection Settings

Please check that the following settings are correct.

¥PN Connection Name
AT-to-Sonic

Remote Site Public IP Address
200.200.200.1

Remote Site LAN Subnet Remote Site LAN Subnet Mask
192.165.2.0 255.255.255.0

Secret Key
secret-key

Advanced Settings Changes

ISAKMP Local Peer ID
AliedTelesis

ISAKMP Remote Peer ID
SonicWaLL

To modify any wizard settings use the Back button,
To apply these settings to the router, click Apply.

To view or modify the underlying security settings for this VPN Connection, dick the Advanced

Settings button,

| AT | Cancel K( Back | Apply >)|

a Done ' Internet

10. Finish the wizard

2 http://192.168.1.1 - WIZ_SSVPN_Title - Microsoft Internet Explorer,

Site-to-Site VPN Wizard

¥PN Connection Configuration Completed

‘fou can check the VPN Connection by pinging & device on the remote LAM,

Click Finish to exit back ko the Wizards page.

[ Finish 3

@1 Dane

4 Internet
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Check the summary. It now includes
the Peer ID settings. If necessary,
correct any settings you want to
change.

When all the settings are correct, click
the Apply button.

If you are logged in as the security
officer, the GUI displays a completion
message. Click the Finish button to
finish the Wizard and save the VPN
settings.



Manager

2 http://192.168.1.1 - WIZ_SSVPN_Title - Microsoft Internet Explorer (2 |[B1][%] If you are logged in as manager, the

GUI displays a message to warn you

Site-to-Site VPN Wizard that you will need to close your

browser and re-login as a security

Click Finish to et

¥PN Connection Configuration Completed

The router is now in Security Mode, To continue browsing the GUI you musk now log
on as a Security Officer user. To re-logon, close all browsers, then open a new browser
window and browse ko the rauter again.

¥ou can check the YPH Connection by pinging a device on the remate LARN,

officer (see below) once you have
finished the wizard.

Click the Finish button to finish the

| Finish Wizard and save the VPN settings.

@ Dane

. Internet

The browser now indicates that you no longer have permission to view the GUI.

‘Al Allied Telesyn International - Microsoft Internet Explorer

eBack v

File Edit View Favorites Tools Help

lﬂ @ __;‘] /:.) search \_‘T::.(Favontes E} - :;, — _J '5

Address |:§"| hitp:{192.168.1.1f v| Go Links *

AT-AR4155 Router

You right not have permission to view this directory or page using

You are not authorized to view this
page

the credentials you supplied.

If you believe you should be able to view this directory or page,
please try to contact the Web site by using any e-mail address or
phone number that may be listed on the 1922.168.1.1 home page.

ou can dlick Zearch to look for information on the Internet,

HTTP Error 403 - Forbidden
Internet Explorer

Copyright ® 2005 Allied Telesyn International. All Rights Reserved.

@ Done

B Internet

=
A

Allied Telesyn AT-AR4155

Connect to 192.168.1.1

The router configuration is now complete. If required, you
can log in to the router again for further configuration or
monitoring. To do this, close your browser, open it again,
and browse to the router’s IP address.

User name: ‘ secoff "|
Passmond [enresnmsens ] If you used the Basic Setup wizard to configure the LAN
[JRemember my password settings, the router will have one security officer, with a

username of “secoff”.

Login as the security officer.
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How to configure the SonicWALL router

To configure the SonicWALL router, perform the steps in the following sections:
"Access the Router" on page 12
"Customise the router and set up the network" on page |5
"Define the LAN subnet of the peer" on page 20
"Create the VPN" on page 23
"Set the VPN IKE IDs and use Main Mode" on page 27

Access the Router

By default, SonicWALL TZ 170 routers start up with a LAN interface IP address of
192.168.168.168 and mask of 255.255.255.0.

Resetting to If you have difficulty accessing your SonicWALL, you may need to reset it to its factory
factory defaults. To do this:
defaults . .
Give your PC an address in the subnet 192.168.168.0 (but not 192.168.168.168).

Power up the SonicWALL.

Press the Reset button—the pinhole button beside the console port—until the “test” light
on the front flashes orange. This puts the router in SafeMode.

Connect the PC's NIC to any of the SonicWALL LAN ports and browse to
192.168.168.168.

Make sure any pop-up blocker is disabled for that address.

Click on the button that allows you to boot up with “Current firmware with Factory
Default Settings”

Wait for the GUI to re-display the login screen. If it has not done so after about a minute,
refresh your browser to force the GUI to refresh.

Log in using the factory defaults of:
username: admin

password: password

I. Connecta PC to the router

Select a standalone PC to configure the router from—a PC that is not connected into any
existing LAN.

Connect a NIC card on the PC to any of the router’s LAN ports.

2. Set the PC’s IP address

Give your PC an address in the 192.168.168.0 subnet.
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3. Browse to the router’s management GUI

Browse to 192.168.168.168. If you are using a pop-up blocker, disable it for this address. If
you access the Internet through a proxy server, set your browser to bypass the proxy for this
address.

The login dialog box opens.

4. Logon

The defaults are

username: admin

password: password

2 SonicWALL - Authentication - Microsoft Internet Explorer

© Fle  Edt  View Favorites Tools  Help

@Ba:k @ B @ @ pSearch *Favnrites @‘ Q' & - D *’3

| Address |@ http: /192, 168. 168,168}

V‘GU

Links

[RETi =N

Done | @ mtemet
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% http://192.168.168.168 - SonicWALL - Configuration Wizard - Microsoft Internet Explorer =13 The first time you

| configure your router,
the GUI opens at the
Configuration Wizard

Welcome to the SonicWALL Configuration Wizard page.

1 one oftl

© Setup Wizard - Th
t F nte
b

® Public Server Wizard - Thi
to id

m Dlext = Cancel

@ Done . Internet

After initial configuration, when you browse to the SonicWALL it may open at the System >
Status page instead of the Configuration Wizard page.

dministration for 0006B11BABCB - Microsoft Internet Explorer

File Edit View Favorites Tools Help

OBack " lﬂ @ /._lJ ,__\’Search \g:(’Favontes %~ :\, % @ D .}&

address |a§| http: /{192, 168, 168, 168/main. him| V‘ Go  :links >

SONICWALL>

-~
System > Status
- The password hasin't been changed.
+Your network settings have not been configured: SonicWALL cannot be activated.
«You have not specified a DNS server address; some functions will not operate properly.
- Log messages cannot be sent because you have not specified an outhound SMTP server address.
+ Stealth Mode is not enabled
Model: TZ170 Enhanced NodesUsers: 25 Modes (0 in use)
Serial Number: 0006E11BABCE Your SonicWALL is not registered,
Click here to Redister your SonichaLL
Authentication Code; ZHBK-DTEX b
hetwark Firmware Vers SonicOS Enhanced 2.5.1 1-65e To manually register, remernber the following infarmation:
wireless _— : Serial Number: 0006E11BABCE
_ CONE SO St Authentication Code: ZXGK-DTEX
Firemall CPU: SonicWaLL Security Processor and go to the SonicWWALL Web site
Total Mk 3 E4MB RAM, BMB Flash
LRH Lo ! s You will be given a registration code, which you should enter below:
Users Up Time: 0 Days 04:29:23
Security Services Current Connections; 33
Log Latest ler 3
Wizards Mo Alerts I Name IP Address Link Status
Help S5 LAN (LAN) 192 168168168 100 Mbps ful-duplex
-
LogaLrt ¢ D o : | 3
Status: Ready
ﬂj http:/f192.168.168. 165{netInterfaces. html 4B Internet

Click on the Wizards button in the left-hand menu to open the Configuration Wizard page.
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Customise the router and set up the network

The following steps use the Setup wizard to begin configuring your router.

I. Change the administrator password

2 http://192.168.168.168 - SonicWALL - Setup Wizard - Microsoft Internet Explorer [ ] The first action in the
Step 1: Change Password Setup wizard is to enter
feurm i A a suitable password for
access to the GUI.

mbination of

Click the Next button.

Confirm:

To continue, clit

SONICWALL> <Back | mMet= | cancel

&) Done 4B Internet

2. Set the time zone

2 http://192.168.168.168 - SonicWALL - Setup Wizard - Microsoft Internet Explorer S=E3 Select your time zone,
Step 2: Change Tin and set the router to
automatically adjust for

summer time.

Click the Next button.

SONICWALL> <Back | met= | cancel

&) Done 4B Internet
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3. Choose the type of WAN address

In this example, the
SonicWALL router has a
permanent fixed IP
address, so select the
Static IP option.

2 http://192.168.168.160 - SonicWALL - Setup Wizard - Microsoft Internet Explorer

Step 3: WAN Network Mode

the method used

Then click the Next
button.

<Back | e | cancel

@ Done . Internet

4. Enter the WAN settings

= ] http://192.168.168.168 - SonicWALL - Setup Wizard - Microsoft Internet Explorer Enter the WAN
. )
Step 4: WAN Network AT Enabled Inte rface s |P address and
Fillin the fallowing ne i mask. For Gateway,

enter the ISP’s address
(see "The network" on
page 3). For DNS Server

Address, enter the
address of the DNS
server that your router

:

will access.

) .
Then click the Next

button.

To continue, clic

SONICWALL> =Back | Net= | ocancel

@ Done ® Internet
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5. Enter the LAN address

2N http://192.168.168.160 - SonicWALL - Setup Wizard - Microsoft Internet Explorer

: infarmation for th

192.168.2.1
255266 265.0

To continue, clit

SONICWALL® <Back | e | cancel

a Done . Internet

6. Set up the DHCP server

2N http://192.168.168.160 - SonicWALL - Setup Wizard - Microsoft Internet Explorer

192.168.2.2 [ 192.160.2.254

To continue, click b

SONICWALL> <Back | e | cancel

a Done . Internet
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Enter the IP address and
mask of the
SonicWALLSs interface
to the LAN.

Then click the Next
button.

In this step, you can set
up the DHCP server on
this router to service
the office LAN you
intend to connect to.
Check that the wizard
has chosen an
appropriate range of
addresses.

Then click the Next
button.



7. Check the settings

2 http://192.168.168.160 - SonicWALL - Setup Wizard - Microsoft Internet Explorer

SONICHALD <oaek_|

aopy | cancel

a Dane

. Internet

2 http://192.168.168.160 - SonicWALL - Setup Wizard - Microsoft Internet Explorer

Setup Wizard

four Soni

http(s)://192.168..
ame: admin

:  <setas previously>

Cloge

a Dane

. Internet

Page 18 | AlliedWare™ OS How To Note: VPNs with SonicWALL routers

Check the summary. If
necessary, use the Back
button to return and
correct any settings you
want to change.

When all the settings are
correct, click the Apply
button. The wizard
displays a message of
congratulations.

Click the Close button.



8. Log in again

If you changed the router’s LAN IP address, you need to change the PC’s address. If you
turned on the router’s DHCP server, set the PC to obtain its address automatically.
Otherwise, give the PC an address in the new subnet. You may need to restart the
SonicWALL router to force it to assign an IP address to the PC.

Browse to the router’s new address and log in. The GUI displays the System > Status page.

<2 SonicWALL - Administration for, 0006B11BABCS) - Microsoft Internet Explorer

: File Edit “iew Favorites Tools Help |',.'
E " A -

c Back ~ () |£| |§| & p ! Search ‘\: 7 Favorites e\i = - ﬁ

| address | @] httpsf192.168,2, 1 /main.html v|Bso ks ™

SONICWALL>

[ owwee. 7

System Messages

+ Log messages cannot be sent because you have not specified an outhound SMTP server addiess.
« Stealth Mode is not enabled
Model: TZ 170 Enhanced NodesMsers: 25 MNodes (0in use)
Serial Number; 0006E11BABCE Your SenicWALL is not registered,
Click here to Recister your Sonic\VWALL.
Authentication Code: ZHAK-DTEX t
Firmware Version: SonicOS Enhanced 2.5.1.1-65e To rnanually register, remember the following inforration
. Serial Number: 000BB11BABCE
EOMNES o SelcToNEn S Authentication Code: 743K-DTEX
Network CPU: SonicWALL Security Processar and go to the SonicvwALL Weh site.
Total Memory: B4MB RAM, BMB Flash
Wireless i e ! ‘Youwill be given a registration code, which you should enter below:
Up Time: 0 Days 00:07:22 Update
Fireveall .
Current Connections: 15
WP
=
Mo Alerts i £
Serurtty Services I Name IP Address Link Status [5]
m &5 LAN (LAN) 192.168.2.1 100 Mhps full-duplex
0g
S5 WAN (WAN) 200.200.200.1 100 Mbps full-duplex
Wizards R 3
S5 OPT (Unassigned) 0.0.0.0 No link
Help
Logout
Status: Ready
-é'l http:ff192.168.2.1/netInterf aces. html D Internet
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Define the LAN subnet of the peer

Before you can configure the VPN, you need to create an address “object”. The address
object defines the LAN subnet of the VPN peer router—in this example, the Allied Telesis
router. There is no wizard for creating the address object, so the following steps use the
Network pages instead.

I. Open the Address Objects summary

In the left-hand menu of the System > Status page, select Network, then Address Objects.
The GUI displays a list of all the existing address objects.

2 SonicWALL - Administration for 0006B11BABCS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help 'i;.
@Back - &I Iﬂ IELI _:l /-" Search ‘:1\7‘ Favorites ‘;‘v o = W - ﬁ
address | @) hktp:/192.168.2. Limain.html v|BJso ks
SONICWALL®

System

Netwark Network > Address Objects Public Server Wizard... |[?]

Address Groups terng | 1 to15¢of15 G <1 [ [

View Style: () All Address Objects (O Custorn Address Objects () Default Address Objects

H B # Name Address Detail Configure
1 LAM Subnets Group
2 Firewalled Subneis Group
3 LAMN Interface IP Group
4 WWAN Subnets Group
5 WA Interface IP Group
Wireless
Firewall 6 DMZ Subnets Group
WM 7 DMZ Interface IP Group
Jsers @ WLAN Subnets Group
Security Services
g WLAR Interface IP Group
Log
AlLAN [P Grau
Wifizards E/90 g
Help 11 Al Interface | Group
Logout 12 All LAN Management [P Group % v
Status: Ready
@ http: 192, 168.2. 1 /netObjview_0.html [ 111 4 Tnternet
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2. Open the Custom Address Objects summary

Select the “Custom Address Objects” view style, which displays lists of Address Groups and
Address Objects.

2 SonicWALL - Administration for, 0006B11BABCS - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help ,',.'
e Back - IiLl Igl ; - gearch ‘\"I\‘:;_' Favorites ‘-_‘ = - ':“

Address | @] hiip:/192. 168,21 fmain himl = e Links >
SONICWALL?

Systam

MNetwork

Network > Address Objects Public Server Wizard... |E|

Address Groups ftems to0qofm G < [ [

View Style ) Al Address Objects (#) Gustam Address Ohjects ) Default Address Ohjects

M B8 # Name Address Detail Type Zone Configure

Mo Entries

I Add Group I

Address Objects ftems tooqoroy GI <] [> [

M & Name Address Detail Type Zone Configure

Wireless

Mo Entries

Fireveall

E add. |

Users

Security Services

Lag

Wizards

Help

Logout:

Status: Ready

@ B Internet

There will be no custom address objects defined yet, so both the Address Groups and
Address Objects lists are empty. In Address Objects (the bottom section of the window),
click the Add button.

3. Define the address object

7B hetp:1192.168.2.1 - Add Address Obje... [) 0 ) Enter the address object settings: the appropriate

network (see "The network" on page 3), and other
e it settings as shown in the following screenshot. The
Zone Assignment: PN i . . .
: ’ r— address object describes the LAN that is connected to
ype et v . .
the Allied Telesis router.
I etwark: 192.168.1.0
Metmask 255.255.255.0 . .
Click the OK button to display the Custom Address
feedy Objects summary page again.
oK Cancel
&) Done B Internst
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4. Check the settings

Check that the object is correct. If you need to change the object, click on the icon of a note
and pencil at the right of the object’s entry.

2 SonicWALL - Administration for 0006B11BABCS - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help '.',*
OBa:k - .iLl ﬂ ; - Fearch “_J'I_\':.;_’Favurites 6‘ - g - ;‘i
address | @] hitp:)192.165.2,1fmain . hml v B ks »
SONICWALL >

System

Networl Network > Address Objects [7]

Address Groups Items to 0 ¢ofoy B <] [ [

Wiew Style C1All Address Ohjects (&) Custom Address Ohjects I Default Address Objects

M B 2 Name Address Detail Type Zone Configure

Mo Entries
e - ===
IP Helper
o Address Objects fterns |1 ta 1 ¢afy [ DL

MName Address Detail Zone Configure

‘Wireless

Firewall 1 aT-Lan 192.168.1.0/255.255.255.0 Metwork  WPN WH
VPN | 2w | Delate Al
Users

Security Services

Log

Wizards

Help

LogaLt

Status: The configuration has been updated.

& al @ 1rtermet
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Create the VPN

The following steps use the VPN wizard to create the SonicWALL end of the VPN.

I. Return to the Configuration Wizards page

7 http://192.168.2.1 - SonicWALL - Configuration Wizard - Microsoft Internet Explorer X Click on the Wizards
B button in the left-hand
menu to open the
Configuration Wizard
Welcome to the SonicWALL Configuration Wizard page, then select the

of i VPN wizard.

Click the Next button.

it

Ta continus

m Mext = | Cancel
&) Done B Internet

2. Start the Site-to-Site VPN wizard

T http://192.168.2.1 - SonicWALL - VPN Wizard - Microsoft Internet Explorer 9[=13 Select the Site-to-Site
option.

Click the Next button.

F lectthe ty

O Site-to-Site
an

® WAN GroupVPN - gure tincoming

To continue, ¢

SONICWALL® <Back | et | cancel

a Done . Internet
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3. Create the Site-to-Site policy

2 http://192.168.2.1 - SonicWALL - VPN Wizard - Microsoft Internet Explorer

Step 2: Creats
Setupab

ddr

AT-to-Sonic

nate Peer IP Adc FQDN):

Remote Peer [P A IRV 100,100,100 1

To continue, ¢

SONICWALL® <Back | et | cancel

a Done . Internet

4. Select the networks for each end of the LAN

2 http://192.168.2.1 - SonicWALL - VPN Wizard - Microsoft Internet Explorer

Firewalled Subnets v
AT-LAM v

Ta continue, «

SONICWALL® <Back | e | cancel

a Done . Internet
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Name the policy. Enter
the pre-shared key,
which must be the same
as the Allied Telesis
router’s secret key. Enter
the remote peer
address, which is the
SonicWALL-facing side
of the NAT device in this
example (see "The
network" on page 3).

Click the Next button.

For the local
(SonicWALL) end, select
Firewalled Subnets. For
the destination (Allied
Telesis) end, select the
address object that you
created in "Define the
LAN subnet of the
peer" on page 20.

Click the Next button.



5. Specify security settings

You do not need to
modify the default
security settings.

2 http://192.168.2.1 - SonicWALL - VPN Wizard - Microsoft Internet Explorer

Click the Next button.

Authentication:

Life Ti

SONICWALL® <Back | e | cancel

a Done . Internet

6. Check the settings

Check the summary. If
necessary, use the Back
button to return and
correct any settings you
VPN Policy "AT-to-Sonic’ Settings want to Change.

Gener-al Policy Settings )

: When all the settings are
correct, click the Apply
button.

SONICWALL> <Back | Apoy» | cancel

a Done . Internet
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The wizard displays a

2 http://192.168.2.1 - SonicWALL - VPN Wizard - Microsoft Internet Explorer

VPN Wizard message Of
ou ) congratulations.
Congratulations! Click the Close button.

SONICWALLY Close

@ Done ‘ Inkernet

The GUI displays the VPN > Settings page.

onicWALL - Administration for 0006B11BABCS - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help 7’
Qe - ) [¥] [B] @0 O scach Jrramies £ - L ]38
fnddress\sej http:/f192,168 .2, Limain.html v| Be ks

SONICWALL>

Systerm Lo
MNetwork VPN > Settings VPN Policy Wizard

Wireless

VPN Global 8ettings

Firgvrall

Enable VPN

Unigue Firewall dentifier: 0005B11BABCE

Itemstos(ofs) HEAR PR

VPN Policies
Gateway
1 VAN GroupvRM ESP 30ES HMAC SHAT (IKE) O WEH
2 LAN GroupvPN ESP 3DES HMAGC SHAT (IKE) E &} W
3 DMZ GroupWPR ESP 3DES HMAC SHAT (IKE) [ 8} ﬁ
4 WLAN GroupyPM ESP 30ES HMAC SHAT (IKE) O WF
[0 5 AT-o-Sonic 100.100.100.1 19216811 -1921681.255 ESP 3DES HMAC SHAT (IKE) &} ﬁ

4 Policies Defined, 1 Palicies Enahled, 14 Maximurm Policies Allowed

Currently Active VPN Tunnels ltens l:ltﬂﬂ(ﬂfﬂ) HEARPRH

BRI SEMEES # Name Local Remote Gateway

Users

Lad Mo Entries
Help =
>
Logout < >

Status: Ready
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Set the VPN IKE IDs and use Main Mode

Solutions with a NAT device in the tunnel path need to have IKE IDs specified. For all
solutions, we recommend using Main mode instead of the default Aggressive mode. This
section describes how to set both of these.

I. Specify the Local and Peer IKE IDs

On the VPN > Settings page, click on the icon of a note and pencil at the right of the
AlliedTelesis policy’s entry. The VPN policy dialog box opens.

On the General tab, enter
the Local and Peer IKE
IDs. Select “type” of
Domain Name. The values
IPSec Keying Mode IKE using Preshared Secret do not have to be real

e Albazly domain names, but must
IPSec Primary Gateway Name or Address 100.100.100.1 matCh the Va|ueS on your
IPSec Secandary Gateweay Mame ar Address: 0000 Allied Telesis router

Shared Secret: secrat-key (r‘emember that “local” on
Local IKE ID (optional) Dornain Marme ~ || SonicWALL the SO”lCWALL is

Peer IKE ID (optional) Dormain Name ~ | |AlliedTelesis uremoten on the A”led
Telesis, and so on).

2 http://192.168.2.1 - VPN Policy - Microsoft Internet Explorer
General

Security Policy

ok el [ b |

»Ej ' Internet
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2. Specify IKE Main Mode

A http://192.168.2.1 - VPN Policy - Microsoft Internet Explorer Click on the PFOPOSEI'S tab.
Set Exchange to Main
Mode. This is the
preferred mode because it
is more secure.

Proposals

IKE (Phase 1) Proposal

Exchange: Main lode
DH Group Group 2

Encryption: 3DES

We also recommend that
you change the lifetime for
the IPsec (Phase2)
Proposal to 3600 seconds,
to match the Allied Telesis
router.

Authentication: SHAT

Life Time (seconds) 28800

Ipsec (Phase 2) Proposal

Protocol:
Encryption:
Authentication:

[ Enable Perfect Farward Secrecy

Click OK.

DH Group

Life Time (seconds):

| oo o |

g‘] @ Internet

3. If necessary, restart the router

You may find that you need to restart the router to allow all changes to take effect. To do
this, select System > Restart from the left-hand menu.
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How to test the tunnel

There are several options for testing the tunnel. If these checks show that your tunnel is not
working, see the How To Note How To Troubleshoot A Virtual Private Network (VPN).

I. Check the tunnel status

On the SonicWALL router’s VPN > Settings page, look for a green dot in the VPN policy
entry, and for an entry in the “Currently Active VPN Tunnels” section.

2 SonicWALL - Administration for 0006B11BABCS - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help i
@ Back Iﬂ IELI .;‘ s ) Search ‘:\\7‘ Favarites 6}; " i W :‘3
address | @] hktp:/192.168.2. Limain.html v|BJso ks
SONI"CWALI » - gl SIVE INTERNET SECURITY
SiEET VPN Policies ftems|1  |to5af5) C1 <1 [ [
Metwork
Wireless H # Name Gateway Destinations Crypto Suite Enable Config
Firewsall 1 WM GroupVPh ESP 3DES HMAC SHAT (IKE) .4} 8}
2 LAN GroupvPN ESP 3DES HMAGC SHAT (IKE) ] &}
3 DMZ GroupWPR ESP 3DES HMAC SHAT (IKE) [ a}
4 WLAN GroupyPM ESF 3DES HMAC SHAT (IKE) [l (\f}
[ 5 AT-o-Sonic 1004001001 @ 19216811-192.168.1.265 ESP 3DES HMAC SHAT (KE) &} ]
T | Del
4 Policies Defined, 1 Palicies Enahled, 14 Maximurm Policies Allowed
Currently Active VPN Tunnels tems 1 [t (o) C1 0 D> [0
Users # Name Local Remote Gateway
Security Services R
i 1 ATdo-Sonic 19216821 - 182168 2265 9210811 - 1921681385 4y 450 409 Renegotiate i =
g Peer |D: AllisdTelesis
Wiz |
Help 1 Currently Active YPM Tunnels 3
Logout < S
Status: Ready
Ej . Internet

2. Ping the SonicWALL LAN

From the PC attached to the Allied Telesis router, ping the PC attached to the SonicWALL
router, or the SonicWALL router’s LAN address.

Note that when a NAT device is in the VPN path you can only initiate the tunnel from the
router behind the NAT device, unless you create a suitable pinhole on the NAT device. In
this example, that means you cannot ping from the SonicWALL end of the tunnel to the
Allied Telesis end (unless you first ping in the other direction).
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How to use the CLI instead of the GUI

This section gives an example of the Allied Telesis CLI commands that you need to enter for
the IP, firewall, IPsec and ISAKMP aspects of this configuration.

# IP configuration

enable ip

add ip int=vlanl ip=192.168.1.1

add ip int=eth0 ip=192.168.254.1 mask=255.255.255.252

add ip rou=0.0.0.0 mask=0.0.0.0 int=ethO next=192.168.254.2

# Firewall configuration

enable firewall

create firewall policy=guilan

enable firewall policy=guilan icmp_f=ping

add firewall policy=guilan int=vlanl type=private

add firewall policy=guilan int=eth0 type=public

add firewall poli=guilan nat=enhanced int=vlanl gblint=ethO

add firewall poli=guilan rule=1 action=allow int=eth0 protocol=udp port=500
1ip=192.168.254.1 gblip=192.168.254.1 gblport=500

add firewall poli=guilan rule=2 action=allow int=eth0 protocol=udp port=4500
ip=192.168.254.1 gblip=192.168.254.1 gblport=4500

add firewall poli=guilan rule=3 action=nonat int=eth0 protocol=ALL
encap=ipsec

add firewall poli=guilan rule=4 action=nonat int=vlanl protocol=ALL
ip=192.168.1.1-192.168.1.254

set firewall poli=guilan rule=4 remote=192.168.2.1-192.168.2.254

# IPSEC configuration

create ipsec saspec=0 key=isakmp protocol=esp encalg=3desouter hashalg=sha

set ipsec saspec=0 antireplay=true

create ipsec bundle=0 key=isakmp string="0" expirysec=3600

create ipsec policy=ethOallowISAKMP int=eth0 action=permit

set ipsec policy=eth0allowISAKMP lport=500 transportprotocol=UDP

create ipsec policy=ethOallowISAKMPF int=eth(0 action=permit

set ipsec policy=eth0allowISAKMPF lport=4500

create ipsec policy=wiz_AT-to-Sonic int=ethO action=ipsec key=isakmp bundle=0
peer=200.200.200.1 isakmp=wiz_AT-to-Sonic

set ipsec policy=wiz_AT-to-Sonic laddress=192.168.1.0 lmask=255.255.255.0
raddress=192.168.2.0 rmask=255.255.255.0

set ipsec policy=wiz_AT-to-Sonic respondbadspi=TRUE

create ipsec policy=ethOallow int=eth0 action=permit

enable ipsec

# ISAKMP configuration

create isakmp policy=wiz_AT-to-Sonic peer=200.200.200.1 encalg=3desouter
key=0 natt=true

set isakmp policy=wiz_AT-to-Sonic expirysec=28800 group=2

set isakmp policy=wiz_AT-to-Sonic sendd=true sendn=true

set isakmp policy=wiz_AT-to-Sonic localid="AlliedTelesis" remotei="SonicWALL"

enable isakmp
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Appendix: Using this example if you don’t have a
NAT device in the same position

You can still use this example if you have no NAT device between the Allied Telesis router
and the Internet, or if you have a NAT device between the SonicWALL router and the
Internet. Simply change the peer addresses that you enter into the wizards, in the following
ways:

If you have... in the Allied Telesis VPN in the SonicWALL VPN
wizard, for Remote Site wizard, for Remote Peer IP
Public IP Address, enter... Address, enter...

no NAT devices in the path of the VPN the SonicWALL router’s public-  the Allied Telesis router’s public-

side address side address

the SonicWALL router behind a NAT the NAT device’s public-side the Allied Telesis router’s public-

device instead of the Allied Telesis router  address side address

both routers behind a NAT device the public-side address of the the public-side address of the
NAT device in front of the NAT device in front of the Allied
SonicWALL router Telesis router
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