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Copyright Notice

Copyright © 1983-1997 by Applied Innovation Incorporated (All). Teerial discussed in
this manual is therpprietary property of All. All retias all rights to reproduitin and distribution
of this document.

AlSwitch, AlSwitch Series 180, and AlSwitch Series 130 are registered teais wfAll.

UNIX is a registered trademark in the United Statedother countries, licesed exalisively
through X/Open Company Limited. Any other trademarks appearing in thigainam registered
trademarks of their respective companies.

FCC Warning

The Federal Communications Commission has set limits for emitted radioietede The
AlSwitch is constructed with this electromagnetiteiierence (EMI) limitation in imd. Th
AlSwitch is classified under FCC regulations as a Class A device, that is, a device for use in com-
mercial environments and not in residential areas. This device has been tested and shroply to ¢
with the following FCC rule: Part 15 Subpart J. Operation of this equipment in antedidee
may cause interference to radio and TV reiogptraquiring the user to take whatever stepsrae
essary to correct the interference.

Information is available from the FCC describing possible correctitiers. For lower EMI
levels, we suggest usiraply metal connetors and shielded cablesognded to the frame.

Electrostatic Discharge Warning

Warning: The AlSwitch and its peripherals contain electrostatic sensitive componeRtsper
handling, shipping, and storage precautions must be ejisd:

e Removal and installation of ccuit boards must be performed in a static-free en-
vironment. Tthe technician should wear an argtatic wrist strap and sind on
an anti-static mat. Both the wrist strap and mat must be grounded at the same
point as the AlSwitch enclase.

e When notin use, circuit boards must be kept in their anti-staticgtia bags.

e  Circuit boards must only be removed from their anti-static plastic bagsadi-
ately prior to installation into the AlSwitckenclosure.

e Immediately upon removal from thenclosure, circuit boards must be inserted
into their anti-static bags.

e Do not ship or store the electronic circuit boards near strong electrostafies-
tromagnetic, magnetic, or radioactive fields.

Specifications are subject to change without notice.

Applied Innovation Inc.
5800 Innovation Driv
Dublin, Ohio 43016-3271
614-798-2000
800-247-9482
FAX: 614-798-1770
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Chapter 1: Introduction

Documentation This manual documents the use and operation of the Al2524 in an
Overview AlSwitch system. These topics are covered:
Chapter 1 Introduction

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

This chapter provides a documentation over-
view, related documentation, contact infor
mation, and text conventions.

Al2524 Overiew

This chapter describes the Cisco 10S soft-
ware features and Al2524 hardware specifi-
cations.

Configuration Overiew

This chapter describes the process of booting
the router for the first time and provides over-
views of configuration methods.

Understanding the User Interfac

This chapter introduces Cisco 10S softwar
interface, and includes instructions for ac-
cessing command modes, contextsseén
help, and command history and editing fea-
tures.

Using Autolnstall

This chapter describes how use Autolnstall
for automatic and dynamic configation o
the Al2524.

Using the System Configuration Dialog

This chapter describes how to use thet&wm
Configuration Dialog to manuallgonfigure
the router.

Manually Loading System Images

This chapter describes how to manuddigd
system images in the event that typical start-
up procedures malfunction.
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Chapter 8 Al2524 Protocol Configuration Steps

This chapter describes how to configure th
Al2524 for OSPF TCP/IP, IGRP TCP/IP, and
RIP TCP/IP.

Chapter 9 Al2524 OSI/CLNP Configuration Steps

This chapter describes how to configure th
Al2524 for ISO IGRP dynamic routing, I1S-IS
dynamic routing, and CLNS static routing.

Chapter 10 Serial Interface Configuration Steps

This chapter describes how to configure syn-
chronous serial interfaces.

Chapter 11 Al2524 Sync PPP Configuration Steps

This chapter describes how to enable PPP en-
capsulation and perform a varietyRPP
configuration tasks.

Chapter 12 Al2524 X.25 Configuration Steps

This chapter describes how to configure th
X.25 interface, and includes datagram trans-
port, routing, and X.29 access lists and profile
scripts.

Chapter 13 Al2524 Frame Relay Configuration Steps

This chapter describes how to enable frame
relay encapsulation and perform a variety of
Frame Relay configuration tasks.

Chapter 14 T1 Interface Configuration Steps

This chapter describes how to configure th
Al2524 for fractional T1.

Chapter 15 56/64-kbps Switched and Digital Data Ser-
vices (DDS) Interface Configuration Steps

This chapter describes how to configure
switched and DDS interfaces.

Chapter 16 Basic Configuration

This chapter describes the Al2524’s panel,
cable connections, arfitmware.
Chapter 17 Command References

This chapter contains a link to thé2&524/
Cisco 10S v. 11.2 documentation CD.

Page 1-2 August 1997
2524UM



Chapter 1: Introduction

Chapter 18

Chapter 19

Appendix A

Appendix B

System Error Messages

This chapter contains a link to thé2&524/
Cisco 10S v. 11.2 documentation CD.

Debug Command Reference

This chapter contains a link to thé2&524/
Cisco 10S v. 11.2 documentation CD.

AlSwitch Release Note
Includes the release notes for théssion.

Acronyms

This appendix defines acronyms usedhis
manual.

Related Documentation for AlSwitch productsdludes:

Documentation AI120 Contact Alarm Monitor §er's  AI120UM
Manual
AlSwitch 130 Hardwar&lanual HM130-0194
Al192-X User’'s Manual 192UM
Al193-ES User’s Manual UM193ES
Al193-TX User’'s Manual 193TXUM
Al194 User’'s Manual Al94U
Al196-| User's Manual 1961UM
Al196-IEGB User's Maual 196TUM
Al196-X User’'s Manual 196XUM
Al198 System Manager/User's ManuaB8UM
Common Alarm Panel &hual 180CAPUM
RDC180HP Power Siply Manual 180PSUM
AI325AC Power Supply Manual AlI325UM
AlI180FRF AlCool FanManual HMFRF-A
AlSwitch 180 Hardwar&lanual HW0593
AppliedView Network Manageme®ys- AV201UM
tem User's Manual

To order these or any other AlISwitch manuals, contact yales rep-
resentative at (800) 247-9482.
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Contact To register documentation, contact Applied Innovation Inc. at:

Information Applied Innovation Inc.
Publications Dept.
5800 Innovation Dr.
Dublin, OH 4326-3271

Phone (614) 798-2000
(800) 247-9482

FAX (614) 798-1770

Email aidoc@aiinet.com

Register your documentation by completing the registrabom f

The most current version of release nated theAl198 CLC User’s
Manual are available on the Applied Innovatiaeb site at:

http://www.aiinetcom

Click on the Documentation option. These additional email contacts
are also available:

National Sales Department sales@aiinet.com
Customer Service Department cssupport@aiinet.com
Marketing Department info@aiinet.com
Human Resources Department hr@aiinet.com
Technical Support Department techsupp@aiirtecom
Investment Relations invest@aiinet.com
Feedback for Bgineering (R&D) feedback@aiinet.com
About SNMP snmp@aiinet.com
Webmaster webmaster@aiinet.com
DocumentatiorDepartment aidoc@aiinet.com
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Text Conventions

Important concepts thrghout this manual are emphasizeith these

special text styles:

[Buttons]

Function buttons that appear on a screen
shown in regular body text and démsed in
square brackets. For example:

[Close]
[Send]

ar

Commands

In command lines, type text that appears
this style exactly as shown:

avdumpdb
BNC OFF

Press the <Return> or <Enter> key after g
commands.

in

3]

Variable
Arguments

Variable arguments are text that you spec
They are shown in italics. For exala:

avaccess switch_name

In this case, “switchname” is variable text
To enter the command, type

avaccess

and then the actual name of the switch.

fy.

Ellipses (...) signify that the preceding arg
ment can be repeated a number of times.
example:

cat filename...

means that you would tygat followed

u_
For

by one or more filenames.
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[Optional
Arguments]

Some arguments are optional. Thisans
that you have the choice of including them
not. Optional arguments are showrtksed

in square brackets, which are not entered,|

For example:

avrestore | directory ]

means that you type

avrestore

and (if you need to include a directptype
the actual path name.

CFGMSGn, [DEFAULT]

means that yotype CFGMS®llowed by

or

message number, a comma, and (optionally)

the wordDEFAULT without brackets.

{argument|
argument}

Arguments between braces are grouped
one unit. The vertical bar signifies thether
the first or second argument can be used.
braces and vertical bar are not entered. F
example:

Is{ file | directory }

means that you would type followed by
either a file or a directory name.

The

<Keys>

Keyboard controls are shown in thiget
Angle brackets depict keys that dot ap-
pear on the screen when pressed, sutiea

5

<tab> or <return> keys. Keys used in combi-

nation are connected with a dash. Faara-
ple, to enter:

<ALT-SysRqg>

hold down the Alt key while you pss th
SysRq key.

Page 1-6
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Labels

Labels are used in diagrams to designat
physical components such as jumper stra

switches, and cable connectors. For exam-

ple:
COoM1

BOOT1

If the physical component being debed is

part of the text, it appears as regular type;

To reset the COML1 port connector, press th

BOOT switch.

Menu | Submenu

Menu selections are shown in bold teiXie

ps,

bar separates the main menu from submenus.

For example:
File | Exit

indicates that you should select the File
menu, and then select the Exit metaum.

Screen output

Screen shots, system prompts, amdre
messages displayed on the screen are sh
in this style:

+CONFIG PORT,LPORT=40,HPORT=47,BITS=8
+CONFIG PORT,LPORT=48,HPORT=49,BITS=7
+CONFIG PORT,LPORT=50,BITS=8%$0778

Warning:

Warning messages indicate criticalanha-
tion required for your safety or for correct
system gperation. For example:

Warning: Failure to heed this important

text could cause damage or unre

liable results.
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Introduction
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This chapter describes the Cisco 10S software features and the Al2524
hardware specifications. The Al2524 multi-protocol roaigds the

Cisco Internetworking Operating System (I®Souting software to

the NEBS compliant AlSwitch 180 Series. The Al2524 dddding

edge routing capabilities through TCP/IP and OSI networkiset@\l

180 Switch protocol conversion and data port concentratioabdap

ties.

The Al2524 is designed for reliable connectivity to a Widea Net-
work (WAN). It can provide WAN/DCN connections tontealized
operations support systems from central office based LAN/LCN or
X.25 networks.

The Al2524 has one Ethernet LAN interface with botiaekplane

(IRB) port and a 10BaseT port on the front panel. The backplane port
provides connections to a large number of interfacegartdcols
through a variety of AlSwitch interface modules.

The base module accepts two serial interface modules incanlyi-
nation. The three available modules are:

T1 CSU/DSU

The AlI2524-T1 module is an integrated CSU/DSU that sttpfoll
or fractional T1 leased line services. It may be remotely managed
using Simple Network Mamgement lPotocol (SNMP)

Four Wires 56K CSU/DSU

The AlI2524-4W56 module is an integrated CSU/DSU thapsup
4-wire 56k leased line or switched services. It may be remotely man-
aged using Simple Network Management ProtocbIN®)

5-IN-1 Serial Cable Interface

The AlI2524-5N1 module provides a cabléeiriace to a sychronous

serial line. It supports full and half duplex ogons up to 2.048 MHz,

full duplex. Dependent upon the interface, DTE/DCE MR¥/NRZ1
operations are available. Cables are available for the these interfaces:

August 1997
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RS-232 DTE or DCE, EIA-530 DTE, RS-449 DTE or DCE, ©R5,
DTE or DCE, up to E1 spels.

Software The Al 2524 incorporates Cisco I0S software. Huftware provides:
Featu'res and e Scalability
Functions

e Reliable, Adaptive Routing
e Remote Access and Protocol Tratisia

e Management and Security

Scalability

The Cisco |0S software uses scalable routing protocols to aeeid+
less congestion, overcome inherent protocol limitations, and bypass
many of the obstacles that result from the complex scopgemd
graphical dispersion of an internetwork.

The Cisco 10S software eliminates the need for static routes and re-
duces network costs by efficiently using network bandwédtith re-
sources. Advanced features such as route filtering, gubto
termination and translation, smarbhdcasts, and helper address
vices combine to create a flexible, scalable infrastructuredmekeep
pace with evolving network requiremis.

Reliable, Adaptive Routing

The Al2524 Cisco 10S software identifies the best netwatkgp and
routes traffic around network failures. Policy-based featsmeb as

route filtering and route redistribution save network resesiby pre-
venting data from being broadcast to nodes that do notiné&brity
output queuing and custom queuing grant priority to irngrses-

sions when network bandwidth is scarce. Load balancieg every
available path across the internetwork to preserve bandaidthm-
prove network performance. The Cisco I0S software also provides the
most effective and efficient scaling available for network apfibos

that require transparent or source-route bridging algorithms.

Remote Access and Protocol Translation

Your router connects terminals, modems, microcomputers, and net-
works over serial lines to LANs or Wide-Area Networks (WANS). It

Page 2-2 August 1997
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also provides network access to terminals, printers, workssatimd
other networks.

On LANSs, terminal services support Transmission Control Protocol/
Internet Protocol (TCP/IP) on UNIX machines with Telnet dodin
connections. You can use the router to make cdiomscbetween
hosts and resources running different protocols, diotyrouter and
access server coactions to X.25 machines using2% Packet Assem-
bler/Disassembler (PAD).

The Cisco 10S software supports three types of servertopera

Remote Node Ser-Connect devices over a telepharework

vices Serial Line Internet Protocol (SLIP), com-
pressed SLIP (CSLIP), Point-to-Point Protogol
(PPP), and X-Windows terminal protocol. Se¢e

Figure 2-.

Terminal Service | Connect asynchronous devices t@Nor
WAN through network and terminal-emulation
software including Telnet and rlogin,.

Protocol Transla-| Convert one virtual terminal protocipito
tion Services another protocol. Sdeigure 2-1
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Figure 2-1:Remote Access Functionality
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Figure 2-lillustrates the functions available on accessers:

e Remote node service is demonstrated by the telecommuter’s (re-
mote) PC connection running SLIP, PPP, CSLIP, or XRemote

e Terminal service is shown between the terminals and hosts run
ning the same protocol (LAT-to-LAT or TCP-to-TCP)

e Protocol translation is shown between the terminals asts mon-
ning unlike protocols (LAT-to-TCP or TCP-to-LAT)

e Asynchronous IP routing is shown by the PC runrshg¢p or
PPP, and between the two access servers.

Page 2-4
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Management and Security

The Cisco 10S software provides an array of network management
and security capabilities. Integrated management simplifies adminis-
trative procedures and shortens the time required gndse and fix
problems. Autmated opetions reduce hands-on tasks arakenit
possible to manage large, geographically dispersed intesrietwith

a small staff of experts located at a centital s

The Cisco 10S software providesveral management feats indud-
ing configuration services, which lower the cost of installinzgrad-
ing, reconfiguring routers, and reconfiguring access servenglbas
comprehensive monitoring and diagnostic services. In additien,
Cisco 10S software provides information and servicesdoter man-
agement applications.

Management services are matched by their security capabilities. Th
Cisco 10S software includes a diverse tool kit for partitioning re-
sources and prohibiting access to sensitive or confidentiahiation

and processes. Multidimensional filters prevent users kmowing

that other users or resources are on the network. Encrypted passwo
dial-in authentication, multilevel configuration permisspnetwork
data encryption, and accounting and logging features provadec-

tion from and information about unauthmet access attem@sd data
eavesdropping attempts.

Software Supported Media
Spedﬁcaﬂons The Al2524 supports these industry-standard networkirgjane
e Channelized T1

e Ethernet: IEEE 802.3 and Type |

e Fiber DistributedData Interface (FDDI): single arthal mode
e High-Speed Serial Interface (HSSI): supports T1

e Synchronous serial: V.35, RS-232, RS-449, and RS-530

Supported Network Protocols

The Cisco I0S software supports many networking protocoisels

as their associated routing protocols. These protocols aed loa

both open standards and proprietary protocols from a variety of ven-
dors.

The Cisco 10S software can receive and forward packets concurrently
from any of these combinations:
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WAN protocols

e Frame Relay

High-Level Data link Control (HDLC)
e PPP
e X25a

Network protocols
e |P

e OSI Connectionless Network Services (CLNS) and Catiorec
Mode Network Services (CMNS)

IP Routing Protocols

The Cisco 10S software supports IP routing protocotduitinginte-
rior gateway protocols and exterior gateway protec

Interior Gateway Protocols
e Internet Gateway Routing Protocol (IGRP)
e Enhanced IGRP

e Open Shortest Path First (OSPF)

e Routing Information Protocol (RIP) and RIP Version 2

Intermediate System-to-Intermediate System (IS-IS

Exterior Gateway Protocols

Exterior Gateway Protocol (EGP)

Router Discovery Protocols
e ICMP Router Discovery ProtocolRDP)
e Hot Standby Router Protocol (HSRP)
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Connections

External Connection Requirements

The Al2524 provides LAN and WAN access in a mladuouter plat-
form. The router includes an Ethernet (AUl or 10BaseT) LAN connec-
tion, and accommodates two synchronous seralules.

The synchronous serial WAN modules include these external connec-
tors:

e Four-wire 56/64-kbps DSU/CSU WAN module with Rd-48S
connector

e Fractional T1/T1 DSU/CSU WAN module with an RJ-48C con-
nector

e Five-in-one synchronous serial WAN module with a DBsééial
connector. The five-in-one synchronous serial interface supports
the following signaling standards: EIA/TIA-232, EIAA-449,

V.35, X.21, and EIA-530
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Chapter 3: Configuration Overview

Introduction

Boot Router for
First Time

This chapter provides a brief overview of three ways that the Al2524
can be configured inctling:

e Configuration Mode

e Autolnstall

e System Configuration Dialog

These three and other procedures are described in detail in this manual.

The first time the router is powered and booted, you must easér b
configuration information and save the configuration fitean
NVRAM.

Each time you power on the router, it goes through the boot sequence:

1.

The router goes through power-on self-test diagnostiosriky
basic operation of the CPU, memory, and interfaces.

The system bootstrap software (boot image) executeseanches

for a valid Cisco I0S image (router operating systerasog).

The source of the Cisco I0S image (Flash memory or a THilal
Transfer Protocol [TFTP] server) is determined by the configura-
tion register settingThe factory-déault setting for the cdigura

tion register is 0x2102, which indicates that tbeter should
attempt to load a Cisco 10S image from Flash memory.

If after five attempts a valid Cisco 10S image is not fourfdash
memory, the router reverts to boot ROM mode (which is used to
install or upgrade a Cisco 10S image).

If a valid Cisco 10S image is found, then the router searfohas
valid configuration file.
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5. If avalid configuration file is not found in NVRAM, the router
runs the System Configuration Dialog so you canfigure it
manually. For normal router operation, there must be a valid Cisco
IOS image in Flash memory and a configuration file in NVRAM.

The first time you boot your router, you will needctinfigure the
router interfaces and then save the configurationfite &

NVRAM.
Configure the You can configure the router using one of these procedures:
Router e Configuration mode: Recommended if you are familiar with Cisco
I0S software commands. Refer to thederstanding the User In-
terfacechapter.

e Autolnstall: Recommended fautomatic installation if anber
router running Cisco 10S software is installed on thevoek.

This configuration method must be set up by somedtieexpe-
rience using Cisco 10S software. Refer toltlse Autolnstall
chapter.

e System Configuration Dialog: Recommended if yourarefamil-
iar with Cisco IOS commands. Refer to thsing the System Con-
figuration Dialogchapter.

Use the procedure that best fits the needs of your network configura

tion and level of Cisco 10S software experience.

Using Configuration Mode

You can configure the router manually if you prefer naige Auto-

Install or the System Configuration Dialog. Take these stepsrifig-

ure the router manually:

1. Connect a console terminal to the Al2524 aodgr ON th
router.

2. When you are prompted to enter the initial dialog, typeo go
into the normal operating mode of the router:

Would you like to enter the initial dialog? [ yes]: no
Page 3-2 August 1997
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3. After a few seconds you will see the user EXE@Mpt
(Router> . Enter the enable command to enter enable mode. You
can only make configuration changes inlgeanode.

Router> enable

The prompt changes to the privileged EXEC (enable) prompt:

Router#
4. Enter theconfigure terminal command at the enable
prompt to enter configuration mode:
Router# configure term inal
You can now enter any changes you want to the configun.afefer
to the appropriate sections of this manual for help s#cific con-
figurations.
5. Press <Ctrl-Z> to exit configuration mode.
Show To see the current operating configuration, etiteshow run-
Configuration ning-config command at the enable prompt:

Router# show running-config

To see the configuration in NVRAM, enter tthow startup-
config command at the enable prompt:

Router# show startup-config

The results of thehow running-config andshow startup-
config commands will be different if you have made changéiseto
configuration but have not yet written themNYRAM.
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Save the To make your changes permanent, entectigy running-con-
Configuration fig startup-config command at the enable prompt:

Router# copy running-config startup-config

The router is now configured and will boot with the configuration

entered.
Configuration This section describe the software tools you can use tégeoafyour
Overviews router via the Cisco IOS software:

e Configuration Builder
e Command Interpreter
e Web Browser Interface

e Use ClickStart

Use Configuration Builder

The Configuration Builder allowgou to create configuration files for
multiple routers or access servers without knowing the cordriae
language or syntax. It is a Microsoft Windows-based application that
runs on an IBM PC or compatible computer.

If you do not have the platform required to run Configuration Builder,
configure your device using the command inteter.

Use the Command Interpreter

You can build most straightforward configuoats and create a con-
figuration file using the setup command facility. Refeth® Using
Autolnstallchapter for more information.

Before configuring your router or access server, you mustmae
these items:

e Which network protocols you are supporting (for examplené
Novell IPX)

e The addressing plan for each networktpcol
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e Which WAN protocols you will run on each interface (for exam
ple: Frame Relay, HDLC, SMDS, and X.25)

e Which routing protocol you will use for each networktmcol

The Cisco 10S software provides a user interface calt@ranand
interpreter, or EXEC, that allows you to configure and manage th
router or access server. The user interface also provides teatesk-

tive help. The command interpreter has several command modes, each
of which provides a group of related commands that yowsario
configure the routing device and display its statwsn&commands

are available to all users, others can be executed only after the user en-
ters an enabling password. Context-sensitive help givesiation

about command syntax. The command interpreter and its help feature
are described in thénderstanding the User Imfacechapter.

You use the command interpreter (also known as the eomtine
parser) to configure interfaces, terminal sessions, and asynchronous
communications lines. Interfaces are connections to network media,
such as Ethernet, Token Ring, and serial media. You configure them
to run routing and networking protocols. You configure ieahses-
sions and modems connected to the router or access server so that
other network users can log in to the network over asynchroimass |

You can configure and manage the router or access server, performing
such tasks as naming the device, setting the time, comig8BNMP,
and setting security.

Follow this basic process to set up your access server or router:

1. Attach an RS-232 ASCII terminal to the system console port lo
cated at the rear of the router.

2. Configure the terminal to operate at 9600 baud, 8 data bits, no par-
ity, 2 stop bits.

3. Power up the router. The setup command facility runsnaeaii
cally for initial statup.

4. Perform general system configtion.

5. Configure your system by referring to the appropiate in th
documentation.

To enhance the configuration, perform the protocoli§ipe@sks de-
scribed in the appropriate chapters of this guide.

August 1997
2524UM

Page 3-5



Al2524 Router Card User’'s Manual I:Il

Configuration
Storage and Hot
Swap

Use the Web Browser Interface

You can issue most of the Al2524 commands using a Wehserow
You access the Web Browser interface through the redtteme page.
Al2524 routers loaded with the latest version of the Ci€® soft-
ware have a home page, which is password protected.

From the router's home page, click on the Monitor the Router hyper
text link. This link takes you to a Web page that has a Command field.
You can type commands in this field as if you were usiirggcom

mand interpreter on a terminal connected to the router. The page also
displays a list of hypertext commands that can be exegtitec
mouse-click. This feature is documented\ieb Browser Interface

The Al2524 card must have its configuration stored on ti®®&\card

to insure the ability to perform hot swap. The configuratiostased

in Menu 4.18 for the port associated with the Al2524 céfiden the
Al2524 card boots, it uses the BOOTP protocol to olitailP ad-

dress. The Al2524 card then uses TFTP to transfer its configuration in-
formation from the Al198 card to the Al2524 card. Amanges made

to the Al2524 card’s configuration must be stored badkeoAl198

card to maintain full hot swap capability. Here are two optfons
managing the Al2524 card configuration:

Always Modify the Configuration Using Menu 4.18

This option suggests that you use Menu 4.18 whenatemak
modifications to the Al2524 card configuration. After yoamplete
the modifications, you can use tB&IABLcommand to reset the
Al2524 card. This allows the changes to taKect.

Store the Configuration on the Al198 Card

This option suggests that whenever you make modifinatio the
Al2524 card configuration using the Al2524 configtion mecha
nism (telnet to the card and change the configuration, Quick &lis-
coWorks), you must store the modifications on the Ald&&i. You
can save the configuration to the Al198 card using TFTthen
Al2524 card.

Page 3-6
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Chapter 4: Understanding the User
Interface

Introduction This chapter describes the features of the user interface.The Al2524
user interface provides access to several different commadds.
Each command mode provides a group of related commands. This
chapter describes how to access and list the commandistde an
each command mode and explains the primary uses for each command

mode.
Command Line Al2524 commands can be entered at a terminal connedisel touter
Interface using the command line intade (CLI). Commads may also be en-

teredusing the Web Browser interface. Adluters using the Cisd®S
software have a home page. From this home page;amacessthe
Web Browser interface, which allows you to execute Al2&@#-
mands. You can execute these commands by clickirilyen or en-
tering them in a command field. This feature is describ&tgb
Browser Interface

For security purposes, the Cisco I0S software provideseawald of
access to commands: user and privileged. The unprivileggdnod

is called user EXEC mode. The privileged mode is called privileged
EXEC mode and requires a password. The commands availaiskerin
EXEC mode are a subset of the commands availabléviteged

EXEC mode.

If your router or access server does not find a valid systemeanor

if its configuration file is corrupted at startup, the systaight enter
read-only-memory (ROM) monitor mode. ROM monitor mode can
also be accessed through priviledgeXEC mode.

From privileged EXEC mode, you can access the globdiguration
mode and a number of specific configuration modes. Timeskes are
listed inCommand Modes

Entering a question ma(R) at the system prompi@lvs you to obtain
a list of commands available for each commanudie.

Almost every configuration command alsas ano form. In general,
use theno form to disable a feature or function. Use the command
without the kgword no to reenable a disabled feature or to enable a
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End a Session

User Interface
Task List

feature that is disabled by default. For exampleplRing isenabled
by default. To disable IP routingpecify theno ip routing com-
mand and spEfy ip routing to reenable it.

The user interface also provides context-sensitive helpofonand
syntax. This chapter describes how to use the help system. It also de
scribes the command editing and command history featuresnidaie

you to recall and easily edit command entries.

After using thesetup command or other configuration commands,
exit the user interface and quit the session. To endsiose type:

quit

You can perform these tasks to familiarize yourself whthAl2524
user interface:

e Access Each Command Mode

e Get Context-Sensitive Help

e Check Command Syntax

e Use the Command History Features
e Use the Editing Features

e End a Session

e Use the Web Browser Interface to Issue Commands

Page 4-2
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Command Modes

This section describes how to access each of the Al252éancth
modes, including:

e User EXEC Mode Comands

e Privileged EXEC Mode Commands

e ROM Monitor Mode Commands

e Global Configuration Mode Commands

These command modes are acddsdirom global corifuration
mode:

e |Interface Configuration Mode Commands

e Subirterface Configuration Mode Commands

e Router Configuration Mode

e |PX-Router Configuration Mode

e Route-Map Configuration Mode

e Key Chain Configuration Mode

e Key Chain Key Configuration Mode

e Response Time Reporter Configuration Mod

e Access-List Configuration Mode

The following table lists the command modes, how to aceascs
mode, the prompt while in each mode, and how to exit eenxcte. The
prompts listed assume that the default device name is Raolgssdit
has been changed during initial configuratiemg thesetup com-
mand. Refer to the product user guide for information orsétep fa-
cility. You can also change the host name usingdséname global
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configuration command. The following table does notudelall o
the possible ways to access or exit eachmand mode.

For all command modes, typing a question mark (?) at the prompt will
list the commands available. ReferGontext-Sensitive Helpfor
more information.

Page 4-4 August 1997
2524UM



Chapter 4: Understanding the User Interface

ration

mode, typeconfigure

Command
Mode Access Method Prompt Exit Method
User EXEC Log in. Router> Use thdogout command.
Privileged From user EXEC mode, Router# To exit back to user EXEC
EXEC typeenable (requires a mode, typalisable . To enter
password). global configuration mode, use
theconfigure privileged
EXEC command.
ROM monitor From privileged EXEC > To exit to user EXEC mode,
mode, typaeload . Press typecontinue
<Break> during the first 60
seconds while the system ig
booting.
Global configu- | From privileged EXEC Router(config)# To exit to privileged EXEC

mode, typeexit orend or
press <Ctrl-Z>.

To enter interface configuration
mode, enter an interface configt

uration command.

Interface config-
uration

From global configuration
mode, typednterface
type numbe

Router(config-if)#

To exit to global configuration
mode, typeexit . To exit to
privileged EXEC mode, type
exit or press <Ctrl-Z>.To
enter subinterface configuration
mode, specify a subinterface
with theinterface ~ com-
mand.

Subinterface
configuration

From global configuration
mode, typenterface

type number ; encap-
sulation frame-

relay ;interface

type number.sub-
interface-numbe

Router(config-subif)#

To exit to global configuration
mode, typeexit . To enter priv-
ileged EXEC mode, typend or
press <Ctrl-Z>.

Router configu-
ration

From global configuration
mode, typaouter key-
word .

Router(config-router)#

To exit to global configuration
mode, typeexit . To exit to
privileged EXEC mode, type
end or press <Ctrl-Z>.

IPX-router con-
figuration

From global configuration
mode, typapx rout-
ing keyword .

Router(config-ipx-
router)#

To exit to global configuration
mode, typeexit . To exit to
privileged EXEC mode, type
end or press <Ctrl-Z>.

Route-map con-
figuration

From global configuration
mode, typeoute-map
tag .

Router(config-route-
map)#

To exit to global configuration
mode, typeexit . To exit to
privileged EXEC mode, type
end or press <Ctrl-Z>.

Key chain con-
figuration

From global configuration
mode typekeychain
name.

Router(config-keychain)#

To exit to global configuration

mode, typeexit command. To
exit to privileged EXEC mode,
typeend or press <Ctrl-Z>.
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Command
Mode Access Method Prompt Exit Method
(Contd.)
Key chain key From key chain configura- | Router(config-keychain- To exit to key chain configura-
configuration tion mode, typ&key num- | key)# tion mode, typexit . To exit to
ber. global configuration mode, type
exit command. To exit to priv-
ileged EXEC mode, typend or
press <Ctrl-Z>.
Response time | From global configuration | Router(config-rtr)# To exit to global configuration
reporter config- | mode, typeatr probe . mode, typeexit . To exit to
uration privileged EXEC mode, type
end or press <Ctrl-Z>.
Access-list con- | From global configuration | Router(config-std-nacl)# To exit to global configuration
figuration mode, typdp access- or mode, typeexit . To exit to
list  mode name. Router(config-ext-nacl)# privileged EXEC mode, type
end or press <Ctrl-Z>.

User EXEC Mode Commands

After you log in to the router or access server, you are aticatigin

user EXEC command mode. The EXEC commands available at th
user level are a subset of those available at the privileged level. In gen-
eral, the user EXEC commands allow you to connectrtmte de-

vices, change terminal settings oremporary basis, perform basic

tests, and list systemfiormation.
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Router> ?
Exec commands:
<1-99>
connect
disconnect
enable

exit

help

lat

lock

login

logout
menu
mbranch
mrbranch
mtrace
name-connection
pad

ping
resume
show

systat

telnet
terminal
tn3270
trace

where

x3

xremote

Session number to resume
Open aterminal connection
Disconnect an existing telnet session
Turn on privileged commands
Exit from the EXEC
Description of the interactive help system
Open alat connection
Lock the terminal
Log in as a particular use
Exit from the EXEC
Starta  menu-based user interfac
Trace multicast route for branch oftree
Trace reverse multicast route to branch of tree
Trace multicast ro uteto  group
Name an existing telnet connection
Open a X.29 PAD connection
Send echomess  ages
Resume an active telnet connec tion
Show running system information
Display information about terminal lines
Open atelnet connection
Set terminal line parameters
Open atn3270 connection
Trace route to destina tion
List active telnet connections
Set X.3 parameters on PAD
Enter XRem oe mode

Privileged EXEC Mode Commands

Because many of the privileged commands set operating parameters,
privileged access should be password protected to prevent unautho-
rized use.

If the system administrator has set a password, you are prompted to
enter it before being allowed access to privileged EXEC mode. Th
password is not displayed on the screen and is case sensitivas$-a p
word has not been set, privilege EXEC mode cancbessed only

from the router consol&@he system administrator ustegeenable
password global configuration command to set the pemsl that
restricts access to privileged EXBEibde.

The privileged command set includes those commands contained in
user EXEC mode, as well as ttenfigure  command through

which you can access the remaining command modesleBe&d

EXEC mode also includes high-level testing commanash asde-

bug.
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Router> enable

Password:

Router#  ?

Exec commands:

bfe For manual emergency modes setting

Clear Reset  functions

clock Manage the system clock

configure Enter configuration mode

connect Open aterminal connection

copy Copy a config file to or from a tftp server

debug Debugging  functions

disable Turn off privileged commands

disconnect Disconnect an existing telnet session

enable Turn on privileged commands

exit Exit from the EXEC

help Description of the interactive help system

lat Open alat connection

lic2 Execute llc2 tests

lock Lock the terminal

login Log in as a particular use

logout Exit from the EXEC

menu Start a menu-based user interf

name-connection Name an existing telnet connection

ping Send echomess  ages

reload Halt and perform a cold restart

resume Resume an active telnet connec tion

send Send a message to other tty lines

setup Run the SETUP command faci lity

show Show running system information

systat Display information about terminal lines

telnet Open atelnet connection

terminal Set terminal line parameters

test Test subsystems, memory, and interfaces

tn3270 Open atn3270 connection

trace Trace route to destina tion

where List active telnet connections

which-route Do route table lookup and display results

write Write running configuration to memory, network, or

terminal

x3 Set X.3 parameters on PAD

xremote Enter XRem oe mode
ROM Monitor Mode Commands
If your router or access server does not find a valid systemednor
if you interrupt the boot sequence, the system might enter ROM mon-
itor mode. From ROM monitor mode, you can boot the device or per-
form diagnostic tests.
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You can also enter ROM monitor mode by entetivereload

EXEC command and then pressing <Break> during the firse60
onds of system startup. To save changes to the configurdéipad
the copy running-config startup-config command be-
fore issuing theeload command.

>?

$ state Toggle cache state (? for  help)

B [filename] [TFTP Ser ver IP  address | TFTP Server Name]

Load and execute system image from ROM or from TFTP server

C [address] Continue execution [optional address]

D/SMLV Deposit value V of size S into location L with modifier
E/SML Examine location L with size S with modifier M

G [address] Begin execution

H Help for commands

I Initialize

K Stack trace

L [filename] [TFTP Ser ver IP  address | TFTP Server Name]

Load system image from ROM or from TFTP server, but do not begin exec ution
(0] Show configuration register option settings

P Set the break point

S Single step next instruction

T function Testd evice (? for help)

Deposit and Examine sizes may be B (byte), L (long) or S (sho n).

Modifiers may beR (regist er)orS (byte swap).
Register names are: D0-D7, AO-A6, SS, US, SR, andPC

To return to user EXEC modejpe continue . To initialize the
router or access server, enterittcommand. Thi command causes

the bootstrap program to reinitialize the hardware, clear the contents

of memory, and boot the system. (Useittmommand before you run
any tests or boot the software.) To boot the system image filgheise
b command.
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Global Configuration Mode Commands

Global configuration commands apply to features that affectythe
tem as a whole. Use thenfigure privileged EXEC command to
enter global configuration mode. When you enter this conainthe
system EXEC prompts you for the source of the configmumatom-
mands:

Configuring from terminal, memory, or network [termin ap?

You can specify either the terminal, nonvolatile random access mem-
ory (NVRAM), or a file stored on a networkrser as the source of
configuration commands. The default is to enter commands from th
terminal console. Pressing <Enter> begins this configuratiethod.
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August 1997
2524UM



Chapter 4: Understanding the User Interface

Router# configure

Configuring from terminal, memory, or network [terminal]? Enter configura tion
commands, one per line. End with CNTL / Z

Router(config)#

Configure  commands:

access-list Add an access list entry

apollo Apollo global configuration commands

appletalk Appletalk global configuration commands

arp Set a static ARP entry

async-bootp Modify system bootp parame ters

autonomous-system
banner

Specify local AS number to which we belong
Define a login banner

boot Modify system boot parameters

bridge Transparent bridging

buffers Adjust system buffer pool parameters
busy-message Display message when connection to host fails
chat-script Define a modem chat script

clns Global CLNS configuration subcommands

clock Configure time-of-day clock

decnet Global DECnet configuration subcommands
default-value Default character-bits values

dialer-list Create a dialer list entry

enable Modify enable password parameters

end Exit from configure mode

exit Exit from configure mode

frame-relay Global frame relay configuration commands

help Description of the interactive help system
hostname Set system's network name

interface Select an interface to configure

ip Global IP configuration subcommands

ipXx Novell/IPX global configuration commands

line Configure a terminal lin

Inm IBM Lan Manager

locaddr-priority-list Establish queueing priorities based on LU address
logging Modify message logging facilities

login-string Define a host-specific login string

mop The DEC MOP Server

netbios NETBIOS access control filtering

no Negate a command or set its defaults

ntp Configure NTP

priority-list Build a priority lis

queue-list Build a custom queue lis

rif Source-route RIF cache

route-map Create route-map or enter route-map command mode
router Enable a routing process

scheduler-interval Maximum interval before running lowest priority process
service Modify use of network based services
smt-queue-threshold Set the max number of unprocessed SMT frames
snmp-server Modify SNMP parameters

source-bridge Source-route bridging ring groups

stun STUN global configuration comm ands
tacacs-server Modify TACACS query parame ters
tftp-server Provide TFTP service for netload requests
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tn3270 tn3270 configuration command

username Establish User Name Authentica tion
vines Vines  global configuration commands

X.25 X.25 Level 3

Xns XNS global configuration commands

Interface Configuration Mode Commands

Many features are enabled on a per-interface basis. Interface configu-

ration commands modify the operation of an interface such as an

Ethernet, Fiber Distributed Data Interface (FDDI), or serial port. Inter-

face configuration commands always followiaterface global
configuration command, which defines the interfegee.

This example shows how to access interface configuratiomeoris
for serial interface 0 and how to list the availatdenmands.
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Router(config)# interface serial0

Router(config-if)# ?

Interface configuration commands:

access-expression
apollo

appletalk

amp

backup
bandwidth
bridge-group

clns

clockrate
custom-queue-list
decnet

Build a bridge boolean access expression
Apollo interface subcommands
Appletalk interface subcommands
Set arp type (arpa, probe, snap) or timeout
Modify dial-backup parameters
Set bandwidth informational parameter
Transparent bridging interface parameters
CLNS interface subcommands
Configure serial interface clock speed
Assign a custom queue list to an inter face
Interface DECnet config commands

delay Specify interface throughput delay

description Interface specific description

dialer Dial-on-demand routing (DDR) commands

dialer-group Assign interface to dialer-list

down-when-looped Force looped serial interf ace down
encapsulation Set encapsulation type for an interface

ethernet-transit-oui Token-ring to Ethernet OUI handling

exit Exit from interface configuration mode
frame-relay Set frame relay parameters

hdh Set HDH mode

help Description of the interactive help system

hold-queue Set hold queue depth

ip Interface Internet Protocol config commands

ipXx Novell interface subcommands

isis IS-IS commands

iso-igrp ISO-IGRP interface subcommands

keepalive Enable keepalive

lapb X.25 Level 2 parameters (Link Access Procedure, Balanced)
lic2 LLC2 Interface Subcommands

Inm IBM Lan Manager

locaddr-priority Assign a priority group

loopback Configure internal loopback on an interface

mac-address Manually set interface MAC address

mop DEC MOP server commands

mtu Set the interface Maximum Transmission Unit (MTU)
netbios Use a defined NETBIOS access list or enable name-caching
no Negate a command or set its defaults

ntp Configure NTP

ppp Point-to-point protocol

priority-group Assign a priority group to an interface

pulse-time Enables pulsing of DTR during resets

pup PUP interface subcommands

sdlc SDLC commands

sdllc Configure SDLC to LLC2 transla tion

shutdown Shutdown the selected interface

smds Modify SMDS parameters

source-bridge Configure interface for source-route bridging

stun STUN interface subcommands

transmit-interface Assign a transmit interface to a receive-only inte rface
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transmitter-delay

tunnel

tx-queue-limit

vines
Xxns

Set dead-time after transmitting a datagram
protocol-over-protocol tunneling
Configure card level transmit queue limit
Vines interface subcommands
XNS interface subcommands

Subinterface Configuration Mode Commands

You can configure multiple virtual interfaces (calledistdrfaces) on
a single physical interface. This feature is supported Gal seter
faces with Frame Relay encapsulation.

Subinterfaces appear to be distinct physical interfaces watitaus
protocols. For example, Frame Relay networks provide multiple point-
to-point links called permanent virtual circuits (PVCs). P\¥@s be
grouped under separate subinterfaces that in turcoafegured on a
single physical interface. From a bridging spanning-treepomt,

each subinterface is a separate bridge port, and a framiegon one
subinterface can be sent out on another $eiface.

Subinterfaces also allow multiple encapsulations for sopabon a

single interface. For example, a router or access server can receive an
ARPA-framed internet packet exchange (IPX) packet and forward the
packet back out the same physical interface as a Subnetwork Access
Protocol (SNAP)-framed IPX packet. The subinterfaces caoifig-

ured to support multiple Frame Relay®s.

In this example, a subinterface is configured for serial livehi;h is
configured for Frame Relay encapsulation. The subinterfazalés
2.1 to indicate that it is subinterface 1 of serial irsteef2.
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Router(config)# interface serial2
Router(config-if)# encapsulation frame-relay
Router(config-if)# interface serial 2.1
?
Interface configuration commands:
Apollo interface subcommands
Appletalk interface subcommands

Set bandwidth informational parameter
Transparent bridging interface parameters
CLNS interface subcommands
Interface DECnet config commands

Router(config-subif)#

apollo
appletalk
bandwidth
bridge-group
clns
decnet
delay
description
exit
frame-relay
ip

ipXx

isis

iso-igrp

no

ntp
shutdown

Router(config)#
bgp

egp

igrp

isis

ospf

rp

static

Specify interface throughput delay
Interface specific description

Exit from interface configuration
Set frame relay parameters

Interface Internet Protocol config commands

Novell interface subcommands

IS-IS commands

ISO-IGRP interface subcommands
Negate a command or set its defaults

router ?

Static CLNS Routing

Configure NTP

Shutdown the selected

interface

Router Configuration Mode

mode

Router configuration commands configure andBting gotocol.

Border Gateway Protocol (BGP)
Exterior Gateway Protocol (EGP)
Interior Gateway Routing Protocol (IGRP)
ISO IS-IS iso-igrp IGRP for OSI networks
Open Shortest Path First (OSPF)
Routing Information Protocol (RIP)
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This example displays how a router is configured to suppefRout-
ing Information Protoco{RIP).

Router(config)# router rip
Router(config-router)# ?
router configuration commands:

default-information Control distribution of default information

default-metric Set metric of redistributed routes

distance Define an administrative distance

distribute-list Filter networks in routing updates

exit Exit from routing protocol configuration mode

help Description of the interactive help system

neighbor Specify a neighbor router

network Enable routing on an IP network

no Negate or set default values of a comnand
offset-list Add or subtract offset from IGRP, RIP, or HELLO metrics
passive-interface Suppress routing updates on an interface

redistribute Redistribute information from another routing protocol
timers Adjust routing timers

IPX-Router Configuration Mode

Internet Packet Exchange (IPX) is a Novell network-layer protocol. In
this example, IPX RIP rding is configured.

Router(config)# ipx router rip
Router(config-ipx-router)# ?
Novell router configuration commands:

distribute-list Filter networks in routing updates

exit Exit from IPX routing protocol configuration mode

help Description of the interactive help system

network Enable routing on an IPX network

no Negate or set default values of a comnand

redistribute Enable routing protocol redistribution
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Route-Map Configuration Mode

Use the route-map configuration mode to camfigroutingtable and
source and destination information. In this exampleute map
named arizonal is configured.

Router(config)# route-map arizonal

Router(config-route-map)# ?

Route Map configuration commands:

exit Exit from route-map configuration mode

help Description of the interactive help system

match Match values from routing table

no Negate or set default values of a command
set Set values in destination routing protocol

Key Chain Configuration Mode

From key chain configuration mode, you can manage authentication
keys that routing protocols use. To enter this configuratiodevand

use Key Chain configuration commands, you must first enable RIP au-
thentication. For more information about enabling RIP, refEntable

RIP.

Key Chain Key Configuration Mode

Once you define a key chain, use the key chain key configuration
mode to configure the keys on the key chain.

Response Time Reporter Configuration Mode

Use the response timepater feature to monitor network perfor-
mance, network resources, and applications by measuripgnss
times and availability. With this feature you can perform troshmet-
ing, problem notifications, and pre-problem analysis based on re-
sponse time reporter statistics.

Access-List Configuration Mode

All Internet Protocol (IP) access lists can be identified byraber;
standard IP access lists are numbered 1 to 99 anaddextdP access
listsare numbered 100 to 199. Some IP access lists can also be identi-
fied by a name. Use access-list configuration mode whbarare cre-

ating a named IP access list.
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In this example, an IP access list named flag is created and the com-
mands available in access-list configuration moddistes.

Router(config)# ip access-list extended flag
Router(config-ext-nacl)# ?
Ext Access List configuration commands:

deny Specify packets to reject

dynamic Specify a DYNAMIC list of PERMITs or D ENYs
exit Exit from access-list configuration mode

no Negate or set default values of a comnand
permit Specify packets to forward

Context-Sensitive  The first level of help available with the user interface is context-sen-
HeIp sitive help. Entering a question mark (?) at the system prompagsp
a list of commands available for each command mode. Yoalsan
get a list of any command's associated keywords and argumiémts
the context-sensitive help feaé.

To get help specific to a command mode, a command, a keyword, or
arguments, perform one of these tasks:

Help Command Command Format

Obtain a brief description of the help sys- help
tem in any command mode.

Receive help for the full set of usavkl full-help
commands when you type a gties mark

(?).

Receive help for the full set of usavkl terminal full-

commands for this exec session. help

Obtain a list of commands that begin with abbreviated-

a particular character string. command-entry ?

Complete a partial command name. abbreviated-
command-

entry <Tab>

List all commands available for a particut ?
lar command mode.

List a command's associated keywords.| command?

List a keyword's associated arguments. | command key-
word ?
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Warning: When using context-sensitive help, the space (or lack of a
space) before the question mark (?) is significant.

Get Word Help

To obtain a list of commands that begin with atipatar character se-
guence, type in those characters followed immediately bgutbstion
mark (?). Do not include a space. This is called word help because it
completes a word for you.

Get Command Syntax Help

To list keywords or arguments, enter a question mark {#puoe of a
keyword or argument. Include a space before the question mark (?).
This form of help is called command syntax help, becaussstkey-
words or arguments that are applicable based on the command, key-
words, and arguments you already have redte

Get Help for Abbreviated Commands

You can abbreviate commands anghkerds to the number of charac-
ters that allow a unique abbreviation. For example, you can abbreviat
theshow command tsh .

Examples

Enter thehelp command, which is available in any command mode,
for a brief description of the help sgm:

Router# help

Help may be requested at any pointin a command by entering a question mark '?'.

If nothing matches, the help list will be empty and you must back up until
entering a'?' shows the available options. Two styles of help are provided:

1. Full help is available when you are re ady to  enter a command argument (e.g.
'show ?') and describes each possible ar gument.

2. Partial help is provided when an abbreviated argument is entered and you want

to know what arguments match the input (e.g. 'show pr ?)

These examples illustrate how the context-sensitive help feature en-
ables you to create an access list from caméijon mode.

e Type the lettergo at the system prompt, followed by aegtion
mark (?). Do not leave a space between the last letter and the ques-
tion mark (?). The system provides the commands that betin
Cco.
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Router# co?
configure conn ect copy

e Entertheconfigure = command followed by a space angLes-
tion mark (?) to list the command's keywoedsl a brief gplana-

tion:
Router# configure ?
memory Configure from NV memory
network Configure from a TFTP netw ork host
terminal Configure from the terminal
<cr>
The<cr> symbol by itself indicates there are no more keywords or ar-
guments. Press <Enter> to execute the command.
e Enter thegerminal keyword to enter configurationade from
the terminal:
Router# configure term inal
Enter configuration commands, one per line.End with CNTL/Z
Router(config)#
e Enter theaccess-list command followed by a spaeed

qguestion mark (?) to list the command's keyas:

Router(config)# access-list ?

<1-99> IP standard access list

<100-199> IP extended access list

<1000-1099> IPX SAP access list

<1100-1199> Extended 48-bit MAC address access list
<200-299> Protocol type-code access list
<300-399> DECnet access list

<400-499> XNS standard access list

<500-599> XNS extended access list

<600-699> Appletalk access list

<700-799> 48-bit MAC address access list
<800-899> IPX standard access list

<900-999> IPX extended access list

e Enter the access list numi#9. Then, enter another question
mark (?) to see the arguments and brief explanationtbddeey-
word:
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Router(config)# access-list 99 ?
deny Specify packets to reject
permit Specify packets to forward

e Enter thedeny keyword followed by a question mark (?)litt
additional opibns:

Router(config)# access-list 99 deny ?
AB.CD Address to match

e Enter the IP address followed by a question mark (?) tadidit
tional options:

Router(config)# access-list 99 deny 131.108.134.0 ?
AB.CD Mask of bits to ignore
<cr>

e Enter the wildcard mask followed by a question mark (?) to list
further options.

Router(config)# access-list 99 deny 131.108.134.0 0.0.0.255 ?
<cr>
Router(config)# access-list 99 deny 131.108.134.0 0.0.0.255

Check Command Syntax

The user interface provides error isolation by using a caret symbol (*
as an indicator. The » symbol appears at the point isdhemand

string where you have entered an incorrect command, keyword, or ar-
gument. The error location indicator and interactive help system a

you to find and correct syntax erromsdy.

In this example, context-sensitive help is used to check the sfgmtax
setting the clock.

Router# clock ?
set Set the time and date
Routert  clock
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The help output shows that the set keyword is required. Cheskrihe
tax for entering the time:

Router# clock set ?

hh:mm:ss Current time
Router# clock set

Enter the curr ent time:

Router# clock set 13:3 2:00

% Incomplete command.

The system indicates that you need to provide additemgaiments to
complete the command. Press <Ctrl-P> (refé&€donmand Higiry
Featuresto automatically repeat the previous commandyeithen

add a space and question mark (?) to reveal the additional arguments:

Router# clock set 13:32:00 ?

<1-31> Day of the month
January Month of the year
February

March

April

May

June

July

August

September

October

November

December

Now you can complete the commandrgn

Router# clock set 13:32:00 23 Febr uary 93

AN

% Invalid input detected at " ma rker.

The caret symbd) and help response indicate an error at 93isfo |
the correct syntax, enter the command up to the point wheeerthe
occurred and then enter a question mark (?):

Router# clock set 13:32:00 23 Febr uary ?

<1997-2035> Year

Router# clock set 13:32:00 23 February
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Enter the year using the correct syntax and press <Entexectat
the command.

Router# clock set 13:32:00 23 February 1997

Command The Cisco I0S software user interface provides a history, or record, o
History Features commands that you have entered. This feature is particuladylde
recalling long or complex commands or entries, includingsg lists.
By default, the system records 10 command lines in its hibtdffgr.
The following comnands are entered from user EXEC mode.

Warning: Many of the commands described in this section refer to
arrow keys as well as alternate keystrokes. Please note
that arrow keys function only on ANSI-compatible termi
nals such as VTQO0s.

History Commands Command Format

Set the number of command lines theterminal history
system will record during theurrent | [size  number-of-
terminal session. lines]

Reset the number of lines saved in thterminal no his-
history buffer to the default of 10 tory size
lines.

Recall commands in thedtory Press <Ctrl-P> or the up
buffer, beginning with the mosécent | arrow key

command. Repeat the key sequence to

recall successivelylder commands.

Return to more recent commands in Press <Ctrl-N> or the
the history buffer fier recalling com-| down arrow key

mands with <Ctrl-P> or the up arrow
key. Repeat the key sequence to recall
successivelynore recent commands

List the last several commands you | show history
entered while in EXEC mode.

Disable command history during th | terminal no his-
current terminal session. tory
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Editing Features

The current software redse includes an enhanced editimagdmthat
provides a set of editing key functions similar to thosthefEmacs
editor.

Notes:

e Many of the commands described in this section refer tma
keys as well as alternate keystrokes. Please note that akeyw
function only on ANSI-compatible terminals such asT\t00s.

e The --More- prompt is used foany output that has more lines
than can be displayed on the terminal screen, includisigow
command output. You can use theygirokes listed abovehen-
ever you see th --More- prompt.

e You might want to disable enmed editing if you have pralilt
scripts, sich as scipts that do not interact well when enhanced
editing is enabled. You can reenable enhanced editing mode
with the terminal editing command

Editing Commands Command Eormat

In user EXEC mode, reenable the | terminal editing
enhanced editing mode for the current
terminal session.

Move the cursor back one characten. Press <Ctrl-B> or press
the left arrow key

Move the cursor forward one charac¢-Press <Ctrl-F> or press th
ter. right arrow key

D

Move the cursor to the beginning of| Press <Ctrl-A>
the commandine.

Move the cursor to the end of th Press <Ctrl-E>
command line.

Move the cursor back one word. Press <Esc-B>
Move the cursor forward one word. Press <Esc-F>.

Prompt the system to complete a parPress <Tab> or <Ctrl-I>
tial entry.

Obtain a list of commands that begin ?
with that set of characters.

Recall the most recent entry in the | Press <Ctrl-Y>
buffer.
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Editing Commands
(Contd.)

Command Format

Recall the next buffer entry. The

buffer cntains only the last 10 items

you have deleted or cut. If you press
<Esc-Y> more than 10 times, you wi
cycle back to the firdbuffer entry.

Press <Esc-Y>

D

Erase the character to the left of the
cursor.

Press <Delete> or <Backt
space>

Delete the character at the cursor.

Press <Ctrl-D>

Delete all characters from the curso
to the end of the command line.

r Press <Ctrl-K>

Delete all characters from the curso
to the beginning of the command lin

r Press <Ctrl-U> or
e<Ctrl-X>

Delete the word to the left of the cur
Sof.

- Press <Ctrl-W>

Scroll down one line.

Press <Enter>

Scroll down one screen.

Press the <Space> bar

Redisplay the current command line.

Press <Ctrl-L> or
<Ctrl-R>

Transpose mistyped characters. The
character to the left of the cursor wil
be transposed with the characte
located at the cursor.

» Press <Ctrl-T>

Capitalize at the cursor.

Press <Esc>, then <C>

Change the word at the cursorto lo
ercase.

wPress <Esc>, then <L>

Capitalize letters from the cursor to
the end of the word.

Press <Esc>, then <U>

Insert a system code for this pose.

Press <Ctrl-V> or
<Esc-Q>

Disable enhanced editing moded
revert to the editing mode of previol
releases.

terminal no edit-
sing
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Edit Command Lines that Wrap

The Cisco 10S software assumes that you have a terminal sbeg¢en
is 80 characters wide. Ifoyr terninal displays a ifferent number of
characters on each line, ubeterminal width command.

When the cursor reaches the right margin, the commandHifie 10
spaces to the left. You cannot see the first ten characters of the line, but
you can scroll back and check the syntax at the beginnittgeafom-
mand. To scroll back, press <Ctrl-B> or the left arrow key repeatedly
until you scroll back to the beginning of the commanthe or press
<Ctrl-A> to return directly to the beginning of thee.

In this example, thaccess-list command entry extends ymnd

one line. When the cursor first reaches the end of the line, the line is
shifted 10 spaces to the left and is redisplayed. The dollat&jgn
dicates that the line has been scrolled to the left. Each time the cursor
reaches the end of the line, the line is again shifted 10 spabedédt.

Router(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108

Router(config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 2 55.2
Router(config)# $t tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0

Router(config)# $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

When you have completed the entry, press <Ctrl-A> to check the com-
plete syntax before pressing <Enter> to execute the emnThe

dollar sign ($) appears at the end of the line to indicatehbdine has
been scrolled to the right:

Router(config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131. 108%
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Web Browser
Interface

You can issue most of the Al2524 commands using a Wehserow
This Al2524 feature is accessed by using the Web Browsanface,
which is accessed from the router's home page.

From the router's home page, click on the Monitor the Router hyper
text link to display a Web page with a Command field. You can typ
commands in this field as if you were entering commands at a terminal
connected to the router. The page also displays a list aheodts (hy-
pertext links) you can execute by clicking.

Web Browser Interface Task List

To use the Web Browser interface to issue commands, pettierm
tasks in the following list:

e Enable the Web Browser Interface

e Use the Correct Hardware and Software

e Access Your Router's Home Pag

e Issue Commands Using the Web Browseeffac
e Enter Commands Using Hypertexhks

e Enter Commands Using the Command Field

e Enter Commands Using the URL kdiow

Enable the Web Browser Interface

To enable your router to be configured from a browsiergubie Web
Browser interface, type this command in global ogurfation mode:

ip http server

Once the Web Browser interface is enabled, you can issue Al2524
commands to your router using a Web browser.

Use Compatible Hardware and Software

To use the Web Browser interface, youmgmter must have a ovid
Wide Web browser. The Web Browser interface works with most
browsers, including Netscape Navigator. Y@deb bravser must be
able to read and submit forms. The earliest versions of Mosgit
have problems using the Web Browser interface, becauseithey e
cannot submit forms or have difficultping so.

The computemust be connected to the same network as the router or
access server.
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Access Your Router's Home Page

Perform these sps to access the home page for youteroor access
server:

1. Enter the name of the router or access server in the URL field of
your Web browser and press <Enter>. The browser prompts you
for the password for the router or accsssrer.

2. Enter the password.

Warning: The name and password for your router and accessver
are designated as part of the configuration proce€sn-
tact your network administrator if you do not have this in-
formation.

The browser should display the home page for your routerossa
server.The router's home page looks something likedhelpage
shown inFigure 4-1

Figure 4-1:Example of a Home Page
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Issue Commands Using the Web Browser Interface

To issue commands using the Web Browser interface, Markitor
the router in the first list of hypertext links on the home pabés dis-
plays the Web page shownhigure 4-2

Figure 4-2:The Command Field Web Page for a Router
Named example
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Enter Commands Using Hypertext Links

To enter a command using hypertext links, scroll through the com-
mands listed at the bottom of the screen and click thggamgvant to
execute. If the link is a complete command, it is executed. If the com-
mand has more parameters, another list of command hypertext links is
displayed. Scroll through this second list and click the one you want to
execute.

If the command is a request for informatiike show command,
the information is displayed in the Web browser window.

If the command requires a variable, a form in which you can enter the
variable is displayed.
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Enter Commands Using the Command Field

Entering the command in the command field is just likerarget at
a terminal console. If you are uncertairttod options availale for
particular command, type a question mark (?).

For example, typinghow ? in the command field displays the pa-
rameters for thehow command. The Web Browser interface displays
the parameters as hypertext links. To select a paramkt&roge of

the links or enter the parameter in the command field.

Enter Commands Using the URL Window

You can issue a command using the Universal Resourzdo
(URL) window for the Web bnaser.

For example, to executestiow configuration command on a
router named examplgou would enter this in the URLindow:

http://fexample/exec/show/configuration

The Web browser then displays the configuration for tlaargst
router. To save effort, modify the URL in the URL windowtlie
browser control bar instead of retyping the entIRL.

The difference between entering a command in the command field and
entering a command in the URL window is that in the URhdew,
command modes and options should be separatddshes, not

spaces.
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Chapter 5: Using Autolnstall

Introduction

Preparing for
Autolnstall

This chapter provides information about Autolnstall, a procethate
allows you to configure a new router automatically anclayically.
The Autolnstall procedure involves connecting a new routemtt-a
work where an existing router is preconfigured, turninghennew
router, and enabling it with a configuration file that is autiicaly
downloaded from a Trivial File Transfer Protocol (TFTP) server.

Take these steps to prepare your router for the Autolnstaliégso
1. Attach the WAN cable to the router.

2. Turn ON power to the router.

The router will load the operating system image from Flash mem-

ory. If the remote end of the WAN connection @nected and
properly configured, the Autolnstall process widgin.

If Autolnstall successfully completes, you can write ¢bafigu-
ration data to the router's NVRAM. Perform the followstgp to
complete this task.

3. Enter theopy running-config startup-config com-
mand:

Router# copy running-config startup-config

Taking this step saves the configuration settings that thelAu
stall process created in the router. If you do not do ybig;, con
figuration will be lost the next time you reload tloeiter.

The next sections provide Autolnstall requirements anavenview
of its procedure. For information about starting Autolnstafer to
Perform the Autolnstall Predur .
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Autolnstall
Requirements

The Autolnstall process is designed to configurerdluger autonati-
cally after connection to your WAN. lorder for Autolrstall to work
properly, a Transmission Control Protocol/Internet Protocol (TCP/IP)
host on your network must be preconfigured to providedhaired
configuration files. The TCP/IP host may exist anywher¢hemet-
work as long as these two conditions are maieti

The host must be ame remote side of the router's synchronous
serial connection to the WAN.

User Datagram Protocol (UDP) broadcasts to and fronotiter
and the TCP/IP host must be enabled.

This functionality is coordinated by your system administrat

the site where the TCP/IP host is located. You shouldttehpt

to use Autolnstall unless the required files have been provided on
the TCP/IP host.

Note: Autolnstall works on synchronous serial connections

only. The 2-wire switched 56-kbps DSU/CSU rubel op
erates on sviched 56-kbps ccuits only; therefore you
cannot use it for Autolnstall.

In addition, your system must meet these requirements:

Routers must be physically attached to the network usiego
more of the following interface types: Ethernet, Token RinggFi
DistributedData Interface (FDDI),exial with High-Level Dat
Link Control (HDLC) encapsulation, or serial with FraRelay
encapsulation. HDLC is the default serial encapsulatighelAu-
tolnstall process fails over HDLC, the Cisco 10S softwarm-
matically configures Frame Relay encapsulation.

Note: For Token Ring interfaces, only those that set ring speed

1.

with physical jumpers support Autolnstall. Autobtall

does not work with Token Ring interfaces for whithe

ring speed must be set with software configuoat
commands. If the ring speed is not set, the interface is set
to shutdown mode.

You must complete Step 1 and either Step 2 or 3:

A configuration file for the new router must reside on a TFTP
server. This file can contain the minimum or full confagion
needed for the administrator to Telnet into the new routerdior
figuration. In addition, make sure to complete one of the wext
procedures:

A file namedhetwork-confg also must reside on the server. The
file must have an Internet Protocol (IP) host name entry for the
new router. The servenust be reachable from the existiogiter.

Page 5-2
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ip helper 171.69.2.75

frame-relay map ip 172.21.177.100

An IP address-to-host name mapping for the new router must be
added to a Domain Naming System (DNS) datalilese

If the existing router is to help automatically install the meute
via an HDLC-encapsulated serial interface using Seiia Ad-
dress Resolution Protocol (SLARP), that interface musobég-
ured with an IP addresghose host portion has the value 1 or 2.
(Autolnstall over Fram®elay aes not have this adess con-
straint.) Subnet masks of any size are supported.

If the existing router is to help automatically install the meute
using a Frame Relay-encapsulated serial interface,rteatace
must be configured with:

An IP helper address pointing to the TFTP server. In this ebeamp
171.69.2.75 is the address of the TFTP server:

A Frame Relay map pointing back to the new router. In tkasne
ple, 172.21.177.100 is the IP address of the new rou¢eidd -
terface, and 100 is the PVC identifier:

100 dici

If the existing router is to help automatically install the meute

via an Ethernet, Token Ring, or FDDI interface using BOOTP o
Reverse Address Resolution Protocol (RARP), &80 or

RARP server also must be set up to map the new router's Media
Access Control (MAC) address to its |Bdaess.

IP helper addresses should be configured to forward the TFTP and
DNS broadcast requests from the new router to the hegdng
those services.
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Use a DOS-Based Autolnstall over Frame Relay and other WAN encapsutiatisupport
TETP Server downloading configuration files from UNIX-based ab®S-based
TFTP servers. Other booting mechanisms such as RARP and SLARP
also support UNIXbased and DOS-based TFTP sesv

The DOS format of the UNIX network-confg file that mustideson

the server must be eight characters or fewer, withieetletter exten
sion. Therefore, when an attempt to load network-confg failsolA-
stall automatically attempts to download thediteonet.cfgrom the

TFTP server.

If cisconet.cfg exists and is downloaded successfully, the server is as-
sumed to be a DOS machine. The Autolnstall program then attempts
to resolve the host name for the router through host comsna
cisconet.cfg.

If cisconet.cfg does not exist or cannot be downloaded,tbe ipro-
gram is unable to resolve a host name, DNS attempts to rdékelve
host name. If DNS canot resolve the host name, the roatiéempts

to download ciscortr.cfg. If the host name is longer than eilghtac-
ters, it is truncated to eight characters. For example, a router with a
host nameustralia will be treated as australi and Autolnstall will at-
tempt to download australi.cfg.

The format of cisconet.cfg and ciscortr.cfg is the same as those de-
scribed for network-confg and hostnameigp

If neither network-confg nor cistetcfg exists and DNS ignable to
resolve the hostame, Auténstall attempts to load routepwfg, and
then ciscortr.cfg if router-confg does not exist or cannatdven-
loaded. The cycle is repeated three times.

Page 5-4 August 1997
2524UM



Chapter 5: Using Autolnstall

How Autolnstall
Works

Once the requirements for using Autolnstall are met, the dynaonic
figuration of the new router occurs in this order:

1.

The new router acquires its IP address. Depending on the interface
connection between the two routers and/or access servers, the new
router's IP address is dynamicalgsolved by either SLARP re-
quests or BOOTP or RARP requests.

The new routeresolves its name through network-cordigco-
net.cfg, or DNS.

The new router automatically requests and downloadsritfigyu-
ration file from a TFTP server.

If a host name is not resolved, the newter dtempts tdoad
router-confg or ciscortr.cfg.

Acquire the New Router's IP Address

The new router (newrouter) resolves its interface's IP addresses as:

If newrouter is connected by an HDLC-encapsulated serial line to
the existing router (existing), newrouter sends a SLARRPast to
existing.

If newrouter is connected by an Ethernet, Token Ring, or FDDI in-
terface, it broadcasts BOOTP and RARP requests.

If newrouter is connected by a Frame Retmcapsulatederial
interface, it first attempts the HDLC automatic instédlatprocess
and then attempts the BOOTP or RARP process overikgth
Token Ring, or FDDI. If both attempts fail, the new router at-
tempts to automatically install overame Relay. In this case, a
BOOTP request is sent over the lowest numbered seri#b 8t
interface.

The existing routefexisting) responds in one dfdse ways &pending
on the requedype:

In response to a SLARP request, existing sends a SLARP re
packet tanewrouter. The reply packet contains the IP addxeds
netmask ogxisting. If the host portion of the IP address in the
SLARP response is 1, newrouter configures its interfaogguhe
value 2 as the host portion of its IP address and vice versa. (See

Figure 5-1)
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Figure 5-1:Using SLARP to Acquire the New Router's IP
Address

—

_._:_.._

131.108.10.1 DHDUtEF

SLARF request

¥

SLARP reply

R 3
The IP address of existing is 131.108.10.1. The network mask of
exmztiing's interface 5 295 2952950, Therefore. nevwwouter
learns that s IP address iz 131.108.10.2

e In response to BOOTP or RARP requests, an IP address is sent
from the BOOTP or RARP server to newrouter.

A BOOTP or RARP server must have already been set oqajo
newrouter's MAC address to its IP address. If the BO&gIrzer
does not reside on the directly attached network segmnuernéers
between newrouter and the BOOTP server can beguoefi with

theip helper-address command to allow the requestd
response to be forwarded between segmenth@sn inFigur
5-2
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Figure 5-2:Use BOOTP or RARP to Acquire the New
Router's IP Address

BOOT /RARP
SEIYes

131.108.205

BOOT/ARARF Broadcast

Helper address of 131.108.20 5 is configured on sﬁng

BOOT /RARFP Reply
The network's IP address is sent to newrouter

&

S14%a

Autolnstall over Frame Relay is a special case in that tistirex
router acts as a BOOTP server anghoesls to the incomg BOOTP
request. Only a helper addreswd a Frame Relay mayged to beet
up. No MAC-to-IP address map is needed onettisting router.

The Al2524 routers can be configured to act as a RARP server.

Because the router attempts to tesdts host name as soon@se in-
terfaceresolves its IP addressnly one IP ddress neds to be set up
with SLARP, BOOTP, or RARP.

Resolve the IP Address to the Host Name

The new router resolves its IP address-to-host name mappsendy
ing a TFTP broadcast requesting the file network-confg, as shown in

Figure 5-3
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Figure 5-3:Dynamically Resolve the New Router's IP Ad-
dress-to-Host Name Mapping

ewroch .

i~
T 31,108,102 Rouler
- - 131108201

-

! 131.108.205
Helper address of131.108.205,
isconfiquied on exisng

TFIPboadcast |
(network-config or cisconet cig)

. TFIPreply
Ynelmrk—mnfg or asconetcig) |

DNS Request iHelperﬂddress of 131108205,
| isconfquedon exsing

(2 DNS request is sent if network-confg is
not present or if he [P address-o-hostname

DNS Regly mapping ils incomec)

E

(areplyis sent if mapping for
newrouter exsts onhe DNG)

Note: f DNS duels not have an enfry,
newrouter attempts to download a defautt confiquraion files,
router-conf and, failing that enters setup mode.

S1d4=3aa
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ip host newrouter 131.108.

The network-confg file is a configuration file generally shareddw
eral routers. In thisase, it maps the IP address of the nawter (just
obtained dynamically) to the name of the new router. The filearkt
confg must reside on a reachable TFTP server and must bdlygloba
readable.

This is an example of a minimal network-confg file that maps the IP
address of the new router (131.108.10.2) to the maameouter The
address of the new router was learned via SLARP and is baged on
isting's IP address of 131.108.10.1.

102

If you are not using Autolnstall over Frame Relay, the hodign of
the address must be 1 or 2. Autolnstall over Frame Relay does not hav
this addressing constraint.

If newrouter does not receive a network-confg or a ciscondilefgr

if the IP address-to-host-name mapping does not matahethly ac-
quired IP address, newrouter sends a DNS broadcast. If DNS is con-
figured and has an entry that maps newrouter's SLARP, BOOTP, or
RARP-acquired IP address to its name, newrouter successfully re-
solves its name.

If DNS does not have an entry that maps the new router'RBI.A
BOOTP, or RARP-acquired address to its name, the new router cannot
resolve its host name. The new router attempts to downloadhaltdef
configuration file as described in the next section, and failiagy en-

ters setup mode or enters user EXEC mode with Autallres/er

Frame Relay.

Download the New Router's Host Configuration File

After the router successfully resolves its host name, newrseiters
TFTP broadcast requesting the file newrouter-confg or ogter.cfg.
The name newrouter-configust be in all lowercase letters, even if th
true host name is not. If newrouter cannot resolve its host name, it
sends a TFTP broadcast requesting the default host comitogufih
router-confg. The file is downloaded to n@wter, where theanfigu-
ration commands take effect immediately.
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When using Autolnstall over Frame Relay, you are put inttaqpse
mode while the Autolnstall process is running. If the camfigion file
is successfully installed, the setup process is terminatgou léxpect
the Autolnstall process to be successful, either doesptond to the
setup prompts orespnd to the prompts as:

Would you like to enter the initial configuration dialog? [yes]: no
Would you like to terminate autoinstall? [yes]: no

If you do not expect the Autolnstall process to be sssful, ceate
configuration file by responding to the setup prompts. Thi®kstall
process is terminated transparently.

You will see this display as the Autolnstall operation ipriogress:

If the host configuration file contains only the mininv#brmation,
you must connect to existing using Telnet. From there, conrreect
Telnet to newrouter. Then, run teetup command to configure ne
wrouter. Refer tdJse Setup for Configuration Changéar specific
information about theetup command.

If the host configuration file is complete, newrouter shoultuthe op-
erational. You can enter tlemable command (with the system ad-
ministrator password) at the system prompt on newrouter. Thiar, e
the copy running-config startup-config command to
save the information in the recently obtained configuration file into
nonvolatile random-access memory (NVRAM) or to theal@on spec-
ified by the CONFIG_FILE environment variable. If it must reload,
newrouter simply loads its configuration file fronVRAM.

If the TFTP request fails, or if newrouter still has notaifetd the IP
addresses of all its interfaces, and if those addressestacentained

in the host configuration file, then newrouter entetgsenode auto-
matically. Setup mode prompts you for manual configuration of the
Cisco 10S software at the console. The new router continugsu®
broadcasts to attempt to learn its host name and obtain any unresolved
interface addresses. The broadcast frequency will dwindieeiy 10
minutes after seeral attenpts. Refer toUse Setup for Configuration
Change, for specific information about trsetup command.
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Perform the
Autolnstall
Procedure

To dynamically configure a newuter using Autolnstalicomplete
these tasks. Steps 1, 2, and 3 are cotegbley the central awinistra-
tor. Step 4 is completed by the person at the remote site.

1. Modify the existing router's configuration to support Augsbdt.
2. Setup the TFTP server to support Autolnstall.

3. Setupthe BOOTP or RARP serverif needed. ABOOTP or RARP
server is required for Autolnstall using an Ethernet, Token Ring,
FDDI, or Frame Relay-encapsulated serial interfsi¢igh a
Frame Relay-encapsulated serial interface, the existing aeiter
as the BOOTP server. A BOOTP or RARP server is not required
for Autolnstall using an HDLC-encapsulated serialifstee.

4. Connectthe new router to the network.

Modify the Existing Router's Configuration

You can use any of these irfeces:

e An HDLC-encapsulated serial line (the default configurataoon
serial line)

e An Ethernet, Token Ring, FDDI interface

e A Frame Relay-encapsulated serial line

Use an HDLC-Encapsulated Serial Interface Connection

To set up Autolnstall via a serial line with HDLC encapsulaftbe
default), you must configure the existing router. Perform thegss st
beginning in global configuratiomode:

1. Configure the serial interface that connects to the oeter with
HDLC encapsulation (the default), and enter interface configura
tion mode.

interface serial interface-number

2. Enter an IP address for the interface. The host portion of the ad
dress must have a value of 1 or 2. (Autolnstall over FiRetlay
does not have this address constraint.

ip address address mask

3. Configure a helper address for the serial interface to forward
broadcasts associated with the TFTP, BOOTP, and DNS requests.

ip helper-address address
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4. Optionally, configure a DCE clock rate for the serial line, unless
an external clock is being used. This step is needed onBdBr
appliques.

clock rate bps
5. To exit configuration mode, press <Ctrl-Z>.

6. Save the configuration file to your startup configuration.

copy running-config startup-config

In this example, the existing router's configuration file conttias
commands needed to configure the router for Autolnstallsarial
line using HDLC encapsuian:

Router# configure term inal
interface serial0
ip address 172.31.10.1 255.255.255.0
ip helper-address 172.31.20.5
Ctrl-z
Router(config)# copy running-config startup-config

Use an Ethernet, Token Ring, or FDDI Interface Connection

To set up Autolnstall using an Ethernet, Token Ring, or FIDEr
face, you must modify the configuration of the existiagter. Per
form these steps, beginning in global configuratiwode:

1. Configure a LAN interface, and enter interf@oafiguration
mode.

interface { ethernet [tokenring | fddi}
interface-number

2. Enter an IP address for the interface.

ip address address mask

3. Optionally, configure a helper address to forward brasidcasso-
ciated with the TFTP, BOOTP, and DN&juests.

ip helper-address address2

4. To exit configuration mode, press <Ctrl-Z>.
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Router# configure term

interface Ethernet O
ip address 172.31.10.1
ip helper-address 172.31.20.5

Ctil-Z

5. Save the configuration file to your startup configoratThis step
saves the configuration to NVRAM.

copy running-config startup-config

Typically, the local-area twork (LAN) interface and IP address ar
already configured on the existing router. Yoight need t@onfigur

an IP helper address if the TFTP server is not on the same network as
the new router.

In this example, the existing router's configuration file conttias
commands needed to configure the router for Autolnstall detlaer-
net interface:

inal

255.255. 255.0

Router(config)# copy running-config startup-config

Use a Frame Relay-Encapsulated Serial Interface Connection

To set up Autolnstall via a serial line with Frame Relay encatisn)a
you must configure the existing router. Perform these tasks, lieginn
in global configuration mode:

1. Configure the serial interface that connects to the new router, and
enter interface configuration mode.

interface serial 0

2. Configure Frame Relayneapsulation on the interfatieat con-
nects to the new router.

encapsulation frame-relay

3. Create a FramRelay map pointingpack to the new rater, or
point-to-point subinterfaces, assign a data link cotioe identi-
fier (DLCI) to the interface that connects to the newter, and
provide the IP address of the serial port on the roeiter.

frame-relay map ip ip-address dlci
or

frame-relay interface-dici dici option
[protocol ip ip-address ]
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Router# configure term
interface serial0

4. Enter an IP address for the interface. This step sets tHodtEss
of the existing outer.

ip address address mask

5. Configure a helper address for the TFTP server.

ip helper-address address3

6. Optionally, configure a DCE clock rate for the serial line, unless
an external clock is being used. This step is needed onBdBr
applications.

clock rate bps1
7. To exit configuration mode, press <Ctrl-Z>.

8. Save the configuration file to your startup configuration. This step
saves the configuration to NVRAM.

copy running-config startup-config

You must use a DTE interface on the new router becausetiverk
always provides the clock sigl.

In this example, the existing router's configuration file conttias
commands needed to configure the router for Frame Relay Atatin
on a serial line:

inal

ip address 172.31.20.20 255.255.255.0

encapsulation frame-relay

frame-relay mapip 172.31.10.1 255.255.255.048

ip helper-address 172.31.20.5

Set Up the TFTP Server

For Autolnstall to work correctly, the new router must resolvieadtt
name and then download a name-confg or a name.cfq file from a TFTP
server. The new router caesolve its host name by using etwork-

confg or a cisconet.cfg file downloaded from a TFTReeor by

using theDNS.

To set up a TFTP server to support Autolnstall, complete thdse tas
Step 2 includes two ways to resolve the meuter's lost name. Use
the first method if you want to us network-confgfile to resolve the
new router's host name. Use the second method ifwamt to us

DNS to resolve the new router's hasime.
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1. Enable TFTP on a server. Consult your host vendor's $eive
documentation and RFCs 906 and 783.

2. If you want to use a network-confg or cisconet.cfg fileesnlve
the new router's name, create the network-confg or cisctme
file containing an IP address-to-hostme mapping for the new
router.

Enter theip host command into the TFTP config file, not into

the router. The IP address must match the IP address that is to be
dynamically obtained by the new router, or if you wanise DNS

to resolve the new routermme, create an address-to-name map-
ping entry for the new router in the DNS database. The IP address
must match the IP address that is to be dynamicallyrautdiy

the new router.

ip host hostname address
Contact the DNS administrator or refer to RFCs 1101 and 1183.

3. Create thname-confg or name.cfg file, which should reside in th
tftpboot directory on the TFTP server. The name pantaie-
confg or name.cfg filename must match the host name you as-
signed for the new router in the previous step. Enter corattigur
commands for the new router into this file.

The name-confg or the name.cfg file can contain eithemele
router's full configuration or a minimal configuration.

The minimal configuration file is a virtual termir@dsswordand an
enable password. It allows an administrator to gain access (via Telnet
into the new router to configure it. If you are using BOOTRARP
toresolve the address of the new router, the minimal configuration file
must also include the IP address to be obtained dynamically us
BOOTP or RARP.

You can use the copyinning-config tftp command thelp you gen-
erate the configuration file that you will download during theédn-
stall process.

Note: The existing router might need to forward TFTP requests
and response packets if the TFTP server is not on the
same network segemt as the new router. When you
modified the existing router's configuration, you spéieid
an IP helper address for this purpose.

You can save a minimal configuration under a generic newrouter-
confg file. Use théphost command in the network-confg or cisco-
net.cfg file to specify newrouter as the host name with the adgress
dynamically resolve. The new router should then resolve its IP ad
dress, host name, and minimal configuration automatically. Use Tel-
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net to connect to the new router from the existing router and use the
setup facility to configure the rest of the interfaces. For example, th
line in the network-confg or cisconet.cfg file could be similar to:

ip host newrouter 131.108.170.1

enable-password letmein
!

line vty O

password letmein

!

end

ip host newrouter 131.108.

This host configuration file coains the minimal set of commds
needed for Autolnstall using SLARP or BOP:

The preceding exampléews a minimal configuration for conrtew

from arouter one hop away. From this configuration, use the setup fa-
cility to configure the rest of the interfaces. If the router is ntivaa

one hop away, you also must include routing informaticghénmini-

mal configuration.

This example minimal network configuration file maps tlegv

router's IP address, 131.108.10.2, toltbst namenewrouter The

new router's address was learned via SLARP and is based on the exist-
ing router's IP address of 131.108.10.1.

102

Set Up the BOOTP or RARP Server

If the new router is connected to the existing router usingtiaeret,
Token Ring, or FDDI interface, you must configurB@OTP or

RARP server to map the new router's MAC address to its IP address.
If the new router is connected to the existing router using a seeal |
with HDLC encapsulation or if you are configuring Autoldkbver
Frame Relay, these tasks are not required.

To configure a BOOTP or RARP server, complete one of these tasks:

1. IfBOOTP s to be used to resolve the newedstlP address, con-
figure your BOOTP server. Refer to your host vendor's manual
pages and to RFCs 951 and 1395.
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2. If RARP is to be used to resolve the new router's IP adad@ss,
figure your RARP server. Refer toyr host vendor'snanual
pages and to RFC 903.

This example host configuration file contains the minimum set of
commands needed for Autolnstall using RARP. It includes the IP ad-
dress that will be obtained dynamically via BOOTP or RARP during
the Autolnstall process. When RARP is used, this extra information is
needed to specify the proper netmask for the interface.

interface ethermnet 0
ip address 131.108.10.2 255.255.255.0

enable-password letmein
I

line vty O
password letmein
!

end

Connect the New Router to the Network

Connect the new router to the network using either an HBh€&p-
sulated or Frame Relay-encapsulated serial interface or an Ethernet,
Token Ring, or FDDI interface. After the router successfulbphes

its host name, newrouter sends a TFTP broadcast requitstifilg
name-confg or name.cfg. The router name must be in all lowercase,
even if the true host name is not. The file is downloaded toehe
router, where the configuration commands take effect immediately. If
the configuration file is complete, the new router should be fully oper-
ational. To save the complete configtion to NVRAM, omplete

these tasks in privileged EXE@ode:

1. Enter privileged mode at the system prompt on theroater.

enable password

2. Save the information from the name-config file into ystartup
configuration. This step saves the configuratioN¥RAM.

copy running-config startup-config
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Note: Verify that the existing and new routers and/access
servers are connected before entering ttopy
running-config startup-config EXEC
command to save configuration changes. Use flieg
EXEC command to verify connectivity. If an incorrect
configuration file is downloaded, the new router will load
NVRAM configuration information before it carenter
Autolnstall mode.

If the configuration file is a minimal configuration file, the new router
comes up, but with only one interface operational. Complete the fol-
lowing steps to connect to the new tewand configure it:

1. Establish a Telnet connection to the existingenut

telnet  existing

2. From the existing router, establish a Telnet connection toeive
router.

telnet newrouter

3. Enter privileged EXEC mode.

enable password

4. Enter setup mode to configure the new router.

setup
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Use Setup for
Configuration
Changes

The setup command facility is an interactive facility thitve$ you to
perform first-time configuration and other basic configuration proce-
dures on all routers. The facility prompts you to enter bhagcma-

tion needed to start a router quickly and unefudigt

Although the setup command facility is a quick way to set up a router,
you can also use it after first-time startup to perform basitigura-
tion changes. This section focuses on:

e Using the setup command facility after first-time startup

e Using the streamlined setup facility

Refer to your hardware platform's userdgufor more information on
using setup for first-time stiap.

Whenever you use the setup command facility, be surgdlatnow:
e Router interfaces

e Router protocols

e Bridging séting

e Network addresses for the protocols being iaméd

Password strategy for your enviroant

Setup Command Facility Task List

You can perform these tasks to make configuration charsjeg the
setup comrand facility. Both tasks are optional.

e Use Setup after First-Time Startup

e Use the Streamlined Setup Facility

Use Setup after First-Time Startup

The command parser allows you to make very detailad@és tyour
configurations; however, some major configuration changestce-

quire the granularity provided by the command parser. In these cases,
you can use the setup command facility to make majcarex@ments

to your configurations. For example, you might want tosetap to

add a protocol suite, to make major addressing scheme changes, or to
configure a newlynstalled interface. Although you can uke com-

mand parser to make these major changes, the setup command facility
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provides you with a high-level view of the configuration and guides
you through the configuration change process.

Additionally, if you are not familiar with the commandrper, the
setup comrand facility is a particularly valuable tool becausasks
you the questions required to make configuratiomgha.

Note: If you use setup to modify a configuration becausmu
have added or modified the hardware, be sure to verify the
physical connections using thehow version
command. Also, verify the logical port assignments using
the show running-config command to ensure that
you configure the proper port. Refer to your platfors
hardware publications for details on physical and |lcgi
port assignments.

To enter the setup command facility, type this command wigged
EXEC mode:

setup

When you enter the setup command facility after first-time startup, an
interactive dialog called the System Configuration Diapgears on

the system console screen. The System Configuratialodpguides

you through the configuration process. It prompts you firsglwipal
parameters and then for interface parameters. The values shown in
brackets nextto each prompt are the default values last set using either
the setup command facility or tl@nfigure  command.

Note: The prompts and the order in which they appear on the
screen vary depending on tigatform and the interfaes
installed in the device.

You must run through thentire System ConfiguratioRialog until
you find the item you intend to change. To accept defattihgs fo
items you do not want to change, press <Enter>.

To return to the privileged EXEC prompt without making chargels
without running through the entire System ConfigioraDialog,
press <Ctrl-C>.

The facility also provides help text for each prompt. To access help
text, press the question mark (?) key at a prompt.

When you complete your changes, the setup commandyfatibws
you the configuration command script created during thesses-
sion. It also asks you if you want to use this configjon. If you an-
swer Yes, the configuration is saved to NVRAM. If yosaer No,
the configuration is not saved and the process begins ddwire is
no default for this prompt; you must answer either Yes or No.
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Note: If any problems exist witkthe configuration file pointed to
in NVRAM, or if the ignore NVRAM bit is set in th
configuration register, the router enters the streamlined
setup command facility. Refer fdse the Streamlined
Setup Facility for more information.

This example shows how to use the setup command facilagrtfig-
ure interface serial 0 and to add ARAP and IP/IPX PPP support on the
asynchronous intéaces:

Router# setup
---System Configuration Dialog---
At any point you may enter a question mark *?' for help.

Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets 7|

Continue with configuration dialog? [yes]:

First, would you like to see the current interface summary? [yes]:

Interface IP-Address OK? Method Status Protocol
EthernetO 172.16.72.2 YES manual up up
Serial0 unassigned YES not set down down
Seriall 172.16.72.2 YES not set up up

Configuring global parameters:
Enter host name [Router]:

The enable secret is a one-way cryptographic secret used instead of the enable
password when it exists.

Enter enable secret [<Use current secret>]:

The enable password is used when there is no enable secret and when using older
software and some boot ima ges.

Enter enable password [ww]:

Enter virtual terminal password [ww]:
Configure SNMP Network Management? [yes]:

Community string [public]:
Configure  DECnet? [no]:
Configure  AppleTalk? [yes]:

Multizone networks? [no]: yes
Configure IPX? [yes]:
Configure IP? [yes]:

Configure IGRP routing? [yes]:

Your IGRP autonomous system number [ 15]:
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Configure Async lines? [yes]:

Async line speed [9600]: 57600

Configure for HW flow control? [yes]:

Configure for modems? [yes/no]: yes
Configure for default chat script? [yes]: no

Configure for Dial-in IP SLIP/PPP access? [no]: yes
Configure for Dynamic IP addresses? [yes]: no
Configure Default IP addresses? [no]: yes
Configure for TCP Header Compression? [yes]: no
Configure for routing updates on async links? [no]:

Configure for Async IPX? [yes]:

Configure for Appletalk Remote Access? [yes]:
AppleTalk Network for ARAP clients [1]: 20
Zone name for ARAP clients [ARA Dialins]:

Configuring interface parameters:

Configuring interface EthernetO:

Is this interface in use? [yes]:

Configure IP on this interface? [yes]:
IP address for this interface [172.16.72.2]:
Number of bits in subnet field [8]:
Class B network is 172.16.0.0, 8 subnet bits; mask is /24

Configure AppleTalk on this interface? [yes]:
Extended AppleTalk network? [yes]:
AppleTalk starting cable range [1]:
AppleTalk ending cable ra nge [1]:
AppleTalk zone name [Sales]:
AppleTalk additional zone name:

Configure IPX on this interface? [yes]:
IPX network number [1]:

Configuring interface Seri alo:

Is this interface in use? [no]: yes

Configure IP on this interface? [no]: yes

Configure IP unnumbered on this interface? [no]: yes
Assign to which interface [EthernetQ]:

Configure AppleTalk on this interface? [no]: yes
Extended AppleTalk network? [yes]:
AppleTalk starting cable range [2]: 3
AppleTalk ending cable range [3B:3
AppleTalk zone name [myzone]: ZZ Serial
AppleTalk additional zone name:

Configure IPX on this interface? [no]: yes
IPX network number [2]: 3

Configuring interface Seri al:

Is this interface in use? [yes]:

Configure IP on this interface? [yes]:

Configure IP unnumbered on this interface? [yes]:
Assign to which interface [Ethernet(Q]:

Configure AppleTalk on this interface? [yes]:
Extended AppleTalk network? [yes]:
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AppleTalk starting cable range [2]:
AppleTalk ending cable ra nge [2]:

AppleTalk zone name [ZZ Serial]:
AppleTalk additional zone name:
Configure IPX on this interface? [yes]:

IPX network number 2L
Configuring interface Asyncl:
IPX network number [

Default client IP address for this interface [none]: 172.16.72.4
Configuring interface Async2:

IPX network number Bl

Default client IP address for this interface [172.16.72.5
Configuring interface Async3:

IPX network number [6]

Default client IP address for this interface [172.16.72.6]:

Configuring interface Async4:
IPX network number [7]

Default client IP address for this interface [172.16.72.7].

Configuring interface Async5:
IPX network number [8]:

Default client IP address for this interface [172.16.72.8]:

Configuring interface Async6:
IPX network number [OF

Default client IP address for this interface [172.16.72.9]:

Configuring interface AsyncT:

IPX network number [AL

Default client IP address for this interface [172.16.72.10]:
Configuring interface Asyncs:

IPX network number Bl

Default client IP address for this interface [172.16.72.11]:
Configuring interface Async9:

IPX network number [C:

Default client IP address for this interface [172.16.72.12]:
Configuring interface Asyn cl0:

IPX network number Dr:

Default client IP address for this interface [172.16.72.13]:
Configuring interface Asyn cl1:

IPX network number [EL

Default client IP address for this interface [172.16.72.14].
Configuring interface Asyn cl2:

IPX network number [F:

Default client IP address for this interface [172.16.72.15]:
Configuring interface Asyn cl3:

IPX network number [20]:

Default client IP address for this interface [172.16.72.16]:
Configuring interface Asyn cl4:

IPX network number [12]:

Default client IP address for this interface [172.16.72.17].
Configuring interface Asyn cl5:

IPX network number [22]:

Default client IP address for this interface [172.16.72.18]:
Configuring interface Asyn cl6:

IPX network number [23]:
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Default client IP address for this interface [172.16.72.19]:

The following configuration command script was created:

hostname Router

enable secret 5 $1$krigemfYm/10wHVspDUS8GYyOK
enable password ww

line vty 04

password ww

snmp-server community public

I

no decnet routing

appletalk routing

ipx routing

ip routing

I

line 116

speed 57600

flowcontrol hardware

modem inout

I

arap network 20 ARA Dialins
line 116

arap enable

autoselect

I

I Turn off IPX to prevent network conf licts.
interface EthernetO

Nno ipx network

interface Serial0

no ipx network

interface Seriall

Nno ipx network

I

interface EthernetO

ip address 172.16.72.2 255.255.255.0
appletalk cable-range 11 1.204
appletalk zone Sales

ipx network 1

no mop enabled

I

interface Serial0

no shutdown

no ip address

ipunnumbered  EthemetO
appletalk cable-ra nge 3-3
appletalk zone ZZ Serial

ipx network 3

no mop enabled

I

interface Seriall

no ip address

ipunnumbered  EthemetO
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appletalk cable-ra nge 2-2 22
appletalk zone ZZ Serial

ipx network 2

no mop enabled

I

Interface Asyncl

ipx network 4

ipunnumbered  EthemetO

async defa ultip address 172.16.72.4
async mode interac tive

I

Interface Async2

ipx network 5

ipunnumbered  EthemetO

async defa ultip address 172.16.725
async mode interac tive

I

Interface Async3

ipx network 6

ipunnumbered  EthemetO
asyncdefault ip address 172.16.72.6
async mode interac tive

I

Interface Async4

ipx network 7

ipunnumbered  EthemetO

async defa ultip address 172.16.72.7
async mode interac tive

async dynamic address

I

Interface Async5

ipx network 8

ipunnumbered  EthemetO

async defa ultip address 172.16.72.8
async mode interac tive

I

Interface Asynct

ipx network 9

ipunnumbered  EthemetO

async defa ultip address 172.16.729
async mode interac tive

I

Interface Async7

ipx network A

ipunnumbered  EthemetO

async defa ultip address 172.16.72.10
asyncmode interactive

I

Interface Async8

ipx network B

ipunnumbered  EthemetO

async defa ultip address 172.16.72.11
async mode interac tive
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Interface Async9

ipx network C

ipunnumbered  EthemetO

async defa ultip address 172.16.72.12
async mode interac tive

I

Interface Async10

ipx network D

ipunnumbered  EthemetO

async defa ultip address 172.16.72.13
async mode interac tive

I

Interface Asyncll

ipx network E

ipunnumbered  EthemetO

async defa ultip address 172.16.72.14
async mode interac tive

I

Interface Async12

ipx network F

ipunnumbered  EthemetO

async defa ultip address 172.16.72.15
async mode interac tive

I

Interface Async13

ipx network 10

ipunnumbered  EthemetO

async defa ultip address 172.16.72.16
async mode interac tive

I

Interface Asyncl14

ipx network 11

ipunnumbered  EthemetO

async defa ultip address 172.16.72.17
async mode interac tive

I

Interface Asyncl5

ipx network 12

ipunnumbered  EthemetO

async defa ultip address 172.16.72.18
async mode interac tive

!

Interface Async16

ipx network 13

ipunnumbered  EthemetO

async defa ultip address 172.16.72.19
async mode interac tive

!

router igrp 15

network 172.16.0.0

!

end
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Use this configuration? [yes/no]: yes
Building configuration...
Use the enabled mode ‘configure’ command to modify this configuration.

Router#

Use the Streamlined Setup Facility

The streamlined setup command facility is availaisity if you

router is running from ROM monitor and has RXBOODMs in-

stalled. The streamlined setup command facility permits your router to
load a system image from a network server when there are problems
with the startup configuration. The Cisco I0S software autically

puts you in the streamlined setup command facility woem router

is accidentally or intentionally rebooted (or yane atempting to load

a system image from a network server) after:

e You issued arrase startup-config command, thereby
deleting the startup configuration file.

e You have bit 6 (ignore NVRAM configuration) settime config-
uration register.

e Your startup configuration has been corrupted.

e You configured the router to boot from a network se (trer last
four bits of the configuratioregister are not equal to 0 or 1) and
there is no Flash or no valid image irast.

e You configured the router to boot the RXBOOT image.

The streamlined setup command facility differs from the standard
setup comrand facility because the streamlined facility doesask

you to configure global router parameters. You are prompted only to
configure interface parameters, which permit yaurter to boot.

This example shows a router entering the streamlined setomand
facility:

— System Configuration Dialog —
Default settings are in square brackets 7|
Configuring interface IP parameters for netbooting:

August 1997 Page 5-27
2524UM



Al2524 Router Card User’'s Manual I:Il

Note: The message Configuring interface IP parameters for
netbooting only appears if you are booting over a network
server and your configuration has insufficient IP
information.

The streamlined setup command facility continues, prompting you fo
interface parameters for each installed interface. The facility asks if an
interface is in use. If so, the facility prompts you to provide an IP ad
dress and subnet mask bits for the interface. Enter tmesoiask bits

as a decimal value, such as 5.

This example shows the portion of the streamlined setup eowhfia-
cility that prompts for interface parameters. In the example, tHayaci
is prompting for EthernetO interface parameters and Serial@dote
parameters:

Configuring interface EthernetO:
Is this interface in use? [yes]:
Configure IP on this interface? [yes]:
IP address for this interface: 192.195.78.50
Number of bits in subnet field [0]: 5
Class C network is 192.195.78.0, 5 subnet bits; mask is 255.255.255.248
Configuring interface SerialO: Is this interface in use? [yes]:
Configure IP on this interface? [yes]:
IP address for this interface: 192.195.78.34
Number of bits in subnet field [5]:
Class C network is 192.195.78.0, 5 subnet bits; mask is 255.255.255.248

The configuration information you provide on this screderngporary
and exists only so you can boot yoystem. When you reload the sys-
tem, your original configuration remains intact. If your startapfig-
uration is corrupted, enter the setup command facility and configur
the basic parameters. Then issuedbpy running-config
startup-config command to write this configuiah to

NVRAM.
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Chapter 6: Using the System
Configuration Dialog

Introduction

System
Configuration
Dialog

This chapter describes the System Configuration Dialog prosess
a sample configuration. The System Configuration Diakngbe
manually used to configure tmeuter instead of using Autastall.

If you do not plan to use Autolnstall (referttee Using Autolnstall
chapter), make sure all the WAN cables are disconnected from the
router. This will prevent the router from attempting to riine the Au-
tolnstall process. The router will attempt to run Autolnsidienever
you power it on if there is a WAN connection arilibends and the
router does ndtave a configuration file stored in NVRAM. It ctake
several minutes for the router to determine that Autolnstabbtiset

up to a remote TCP/IP host.

If your router does not have a configuratiortiigg file and you are not
using Autolnstall, the router will automatically start the setup com
mand facility. An interactive dialog called the System Configuration
Dialog appears on the console screen. This dialog helps yiyanta
through the configuration process by prompting you for the configura-
tion information necessary for the router to operate.

Many prompts in the System Configuration Dialog include déefe-
sponses, which are included in square brackets followingueetign.

To accept a default answer, press <Enter>. Otherwise, type your re-
sponse.

This section gives an example configuration using the SyStamfig-
uration Dialog. When you are configuring your router, respond as ap
propriate for your network.

At any time during the System Configuration Dialog, you ieaquest
help by typing a question mark (?) at a prompt.

Before proceeding with the System Configuration Dialog, obitam
your system administrator the node addresses and the nuniesr of
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in the subnet field (if applicable) of the Ethernet andchyonous se-
rial ports.

Take these steps to configure the router using the SystengGrfi
tion Dialog:

1. Connect a console terminal to the consoleneotor on
theAl2524.

Note: The default parameters for the console port &&00
baud, 8 data bits, no parity, and 2 stop bits.

2. After about 30 seconds, information similar to the followirgjss
played on the console screen.

Note: The messages displayed vary, depending on the Q380
feature set you selected. The screesgpiiays in this sean
are for reference only and may not exactly reflect the
screen displays on your console.

When you see this information, you have successhdbted your
router:

System Bootstrap, Version X X(XXXX) [XXXXX XX], RELEASE SOFTWARE

Copyright (c) 1986-1992 by Cisco Systems 2500 processor with 4096 Kby tesof m ain
memory

Notice: NVRAM invalid, possibly due to write erase.

F3: 5797928+162396+258800 at 0x3000060

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subj ectto  restricti ons as
set forth in subparagraph (c) of the Commercial Computer Software - Restricted

Rights clause at FAR sec. 52.227-19 and subparagraph (c) (1) (ii) of the Right in

Technical Data and Computer Software clause at DFARS sec. 252.227-7013.
Cisco Systems, Inc.
170 West Tasman D rve
San Jose, California 95134-1706
Cisco Internetwork Operating System Software
IOS (tm) X000 Software (IGS-J-L), Version XX X(XXXX) [XXXXX XXX]
Copyright (c) 1986-1996 by Cisco Systems, Inc.
Compiled Fri 20-Oct-95 16:02 by XXXXX
Image text-base: 0x03030FCO, data-base: 0x00001000
Cisco 252X (68030) processor (revision A) with 4092K/2048K by tes of  memory.
Processor  board ID 00000000
Bridging software.
SuperLAT software copyright 1990 by Meridian Technology C o).
X.25 software, Version X.X, NET2, BFE and GOSIP compl jant.
TN3270 Emulation software (copyright 1994 by TGV Inc).
Basic Rate ISDN software, Vers ion X.X.
1 Ethernet/IEEE 802.3 interface.
2 Serial network interfaces.
1 ISDN Basic Rate interface.
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32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

Notice: NVRAM invalid, possibly due to write erase.

-— System Configuration Dialog -

At any point you may enter a question mark "?' for help. Refer to the 'Getting

Started' Guide for additional help. Use ctrl-c to abort configuration dia log at
any prompt. Default settings are in square brackets 7|

Would you like to enter the initial configuration dialog? [y es]:

3. Press <Enter> or type yes to begin the configuration process.

4. When the System Configuration Dialog asks whethewyant to
view the current interface summary, press <Enter> orygpe

First, would you like to see the current interface summary? [yes]:

Any interface listed with OK? value "NO" does not have avalid config uration
Interface IP-Address OK? Method Status Protocol

EthernetO unassigned NO not set up down

BRIO unassigned NO not set up up

Serial0 unassigned NO not set down down

Seriall unassigned NO not set down down

5. Configure the global parameters. Choose which protocols to sup
port on the Ethernet interface. For IP installations, ganupress
<Enter> to accept the default values (in brackets) for masteof
guestions. A typical configuration is:

Configuring global parameters:
Enter host name [Router]:

Next, you are prompted to enter an enable secret password.afbere
two types of privileged-level passwords:

e Enable secret password (a very secure, encrypted password

e Enable password (a less secure, nonencrypted pedsw

The enable password is used when the enable secret passwandtdoes
exist.

For maximum security, be sure the passwords are different. If you
enter the same password for both, the router will accept your batry,
will display a warning message indicating that you should erdif a
ferent password.
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6. Enter an enable secret password:

The enable secret is a one-way cryptographic secret used instead of the enable
password when it exists.

Enter enable secret: palil
The enable password is used when there is no enable secret and when using older
software and some boot ima ges.

7. Enter the enable and virtual terminal pasrds:

Enter enable password: shovel
Enter virtual terminal password: v term1

8. Press <Enter> to accept Simple Networknisigement Btocol
(SNMP) management, or type no to refuse it:

Configure SNMP Network Management? [yes]: no

9. Configure the appropriate protocols for yourtesu

Configure Vines? [ noj:

Configure LAT? [no]:

Configure  AppleTalk? [no]: yes
Multizone networks? [n o]: yes
Configure DECnet? [no]:

Configure IP? [yes]:

Configure  IGRP routing? [yes]:

Your IGRP autonomous system number [1]: 15
Configure CLNS? [no]:

Configure bridging? [no]:

Configure IPX? [no]: yes

Configure XNS? [no]:

Configure  Apollo?  [no]:

10. Enter the ISDN BRI switch type for the router. The ISDNcw
type appropriate for the router depends on the ISDMigeo's
equipment.

Enter ISDN BRI Switch Type [none]: basic- 5ess
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Refer to this table forSDN switch tyes:

Country ISDN Switch Type Description

Australia basic-ts013 Australian TS013 switches

Europe basic-1tr6 German 1TR6 ISDN switches
basic-nwnet3 Norwegian NET3 ISDN switches (phase
basic-net3 NET3 ISDN switches (UK and others)
vn2 French VN2 ISDN switches
vn3 French VN3 ISDN switches

Japan ntt Japanese NTT ISDN switches

North basic-5ess AT&T basic rate switches

America
basic-dms100 NT DMS-100 basic rate switches
basic-nil National ISDN-1 switches

New basic-nznet3 New Zealand NET3 switches

Zealand
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Chapter 7: Manually Loading System

Images

Introduction

This chapter outlines the steps to load and maintain systegesna
microcode images, and configuration files. These instructicstgitte
copying system images from routers to network servers (aed v
versa), displaying and comparingfdrent configuration files, and
listing the Cisco IOS software version running onringer.

This chapter also explains how to manually load system images f
ROM monitor so you can successfully boot the routeen typical
startup processesatiunction.

e System images contain the system software.

e Microcode images contain microcode to be downloaded to various
hardware devices.

e Configuration files contain commands entered to customize th
function of the Cisco 10S software.

To benefit most fromhtese instrutbions, your raiter mustontain

minimal configuration that allows you to interact with thetegs soft-
ware. You can create a basic configuration file using ¢fpscom

mand facility. See the user guide for your hardware platform for more
information on using setup at first-time stgrt Refer tdUse Setup

after First-Time Startugfor more information.
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Image and To load and maintain systemages, microcode images, and ¢guf
Configuration ration files needed for startup, complete the tasks outlined in the next
section.

File Load Task

List Note: The organization of tasks assumes you have a minimal

configuration that you want to modify.

The tasks in the first three sections are typical for all routers. Perform
the remaining tasks as needed for your routing enmiemt.

Retrieve System Images and Configuration Files

Perform General Staup Tasks

Store System Images and Configuratioles

Perform Startup Tasks

Manually Load a System Image from ROM Mimn
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Retrieve System If you have a minimal configuration that allows you to inteveiti
Images and the system software, you can retrieve other system images and config-
uration files from a network server and modify them for use in you

Conﬁguration routing environment. This section describes tasks related to retrieving
Files system images and configuration files for modification.
Retrieve System Images and Configuration File Task List
When retrieving system images and configuration files, pertbese
tasks. The first two are required; the rest aréoogt.
e Copy System Images from a Network Server to Flash Memory
e Copy Configuration Files from a Network Server to tleier
e Change the Buffer Size for Loading Configuration Files
e Verify the Image in Flash Memory
e Display System Image and Configuration Information
e Reexecute the Configuration Commands in Startup Configuration
e Clear the Configuration Information
Copy System Images from a Network Server to Flash
Memory
You can copy system images from a Trivial Filerigfer Protocol
(TFTP) server to Flash memory:
1. Make a backup copy of the current system software inRefer
to Copy System Images from Flash Memory to a Network Server
for more information.
2. Copy a system image to Flash memory.
copy tftp flash
3. When prompted, enter the server IP address or domain name.
ip-address or name
4. |If prompted, enter the server system filename.
filename
5. If prompted, enter the Flash memory device that is to receive th
copy of the system iage.
device
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Note: Be sure there is enough availke space before copying a
file to Flash memory. Use thshow flash ~ command
and compare the size of the file you want to copy to the
amount of available Flash memory shown. If the space
available is less than the space required by the file you
want to copy, the copyrpcess will continue, but the entire
file will not be copied into Flash memory. The failure
messagéuffer overflow - Xxxx/ XXxx will
appear, wherexxx/xxxx is the number of bytes read in
relation to the number of bytes available.

When you enter theopy tftp flash command, the system
prompts you fothe IP address or domain name of the TFTP server.
This server can be another router serving ROM or Flash system soft
ware images. The system then prompts you for the filenarte of
software image to copy.

For thecopy tftp flash andcopy tftp file-id com-
mands, the router gives you the option of erasing tratiegiFlash
memory before writing to it when there is space available sodif
there is no free Flash memory available, or if the Flash memory has
never been written to, you must run the erase routine bedprgng

new files. The system will inform you of these conditiansl prompt
you for a response.

The file-id argument of theopy tftp file-id command
specifies a device and filename as the destination objne apera-

tion. You can omit the device, entering oolypy tftp file-

name. When you omit the device, the system uses the default device
specified by th cd command.

If you try to copy a file into Flash memory and that file is already in
Flash memory, a prompt informs you that a file with the same nam
already exists. The new file replaces the existing file.firhecopy o

the file still resides within Flash memory, but it is rendaredsable

in favor of the newer version, and is listed with the deletedavtamn

you use theshow flash  command. If you terminate the copy pro-
cess, the newer file is marked deleted because the entire file was not
copied and is invalid. In this case, the original file in Flash memory is
still available to the system.
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This example demonstrates the use ottpy tftp flash com-
mand to copy a system image named gs7-k when Flasloméstoo

full to copy the file. The filename gs7-k can be in lowercase or upper-
case; the system sees GS7-K as gs7-k. If more than one file of the sam
name is copied to Flash, regardless of case, the last file copied is th

valid file.
env-chassis# copy tftp flash
IP address or name of remote host [255.255.25 5.255]? dirt
Translating "DIRT"...domain server (255.255.255.255) [OK]
Name of file to copy? gs7k

Copy gs7-k from 131.108.13.111 into flash memory? [confirm]
Flash is filled to capacity.

Erasure is needed before flash may be wri tten.
Erase flash before writing? [confirm)]
Erasing flash EPROMs b ank0

Zeroing bank...zzzzzzzzz77777zz
Verify zeroed.. \WWVVWWWWWWWY
Erasing bank...eeeeeeeeeeeeeeee

Erasing flash EPROMs b ank 1

Zeroing bank...zzzzzzzzz77777zz
Verify zeroed.. \WWVWVWWWWWWWWWY
Erasing bank...eeeeeeeeeeeeeeee

Erasing flash EPROMs b ank 2

Zeroing bank...zzzzzzzzz77777zz
Verify zeroed.. \WWWVVWWWWWWY
Erasing bank...eeeeeeeeeeeeeeee

Erasing flash EPROMs b ank3

Zeroing bank...zzzzzzzzz77777zz
Verify zeroed.. \WWVWVWWWWWWWWY
Erasing bank...eeeeeeeeeeeeeeee

[OK - 1906676/4194240 bytes
Verifying via checksum...
VWWWWWWWWIWWWYWYWYWWWVVWAVVVVAVAMNVVVWVVVVVVVVVVVWVVVVVVVVVVVWVVVWVVWVVY
VWWWWWWWWWIWWWYWWVYWWWVVWAVVVAVANNVVVWVVVWVVVVVVVVWVVVWVVVVVVVVWVVVWVVVWVVY
VWWWWWWWYWWVWWWWWWWAVVVY
Flash verification successful. Len gth= 1906676, checksum=0 x12AD

The exclamation point () indicates that the copy processaking
place. Each exclamatioroint ( ) indicates that 10packets have been
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transferred successfully. A series\wb€haracters indicates that a
checksum verification of the image is occurring after the imagetis
ten to Flash memory.

Note: If you entern after theErase flash before
writing?  prompt, the copy process continuesytu
entery and confirm the erasure, the erase routine begins.
Be sure you have enough Flash memory space before
enteringn at the erasure prompt.

This example demonstrates the process of copying a sysizge
named gs7-k into the current Flash configuration when aditeed

gs7-k already exists:

env-chassis# copy tftp flash

IP address or name of remote host [131.108.13 d11)?
Name of file to copy? gs7k

File gs7-k already exists; it will be invalid ated!

Copy gs7-k from 131.108.13.111 into flash memory? [confirm]
2287500 bytes available for writing without erasure.
Erase flash before writing? [confirm]n

[OK - 1906676/2287500 bytes]

Verifying via checksum...

VWV VANV
VWV WV VANV

VWVWWWWWYWWWWWWVWWAVVVY
Flash verification successful. Len gth= 1902192, checksum=0 x12AD

The exclamation point () indicates that the copy processaking

place. Each exclamatioroint ( ) indicates that 10packets have been
transferred successfully. A series\wb€haracters indicates that a
checksum verification of the image is occurring after the imagetis
ten to Flash memory.

In this example, the Flash security jumper is not installed, scgou
not write files to Flash memory. Also, be sure to set the writesprot
switch on the Flash memory card to unpregec

Router# copy tftp flash
Flash: embedded flash security jumper(12V) must be strapped to modify flash memory
Note: To terminate this copy process, press <Ctrl-*> (th

<Ctrl>, <Shift>, and <6> keys on a standard keylyda
simultaneously. Although the process terminates, the
partial file copied before the termination remains until th
entire Flash memory is erased.
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You can copy normal or compressed images to Flash memory. You
can produce a compressed system image on any Pitrm using
thecompress command. Refer to your UNIX platform's documen-
tation for the exact usage of thbempress command.

This example shows how to copy a system imegaed 109140Z
into the current Flash configuration:

Router# copy tftp flash

IP address or name of remote host [255.255.255.25 5?7 serverl
Name of tftp filename to copy into flash []? 1J09140Z

copy 1J09140Z from 131.131.101.101 into flash memory? [confirm]

XXX bytes available for writing without erasure.

erase flash before writing? [confirm)]
Clearing and initializing flash memory (please wait)###...

[OK - 324572/524212 bytes]

Verifying checksum...

VWVWWWWWWWWWWVYWWWWVWWWWV.... Flash verification successful. Length =
1204637, checksum = 0x95D

The series of pounsigns #) indicates that each Flash devicbéing
cleared and initialized—one per device. Different platformsiiféer-
ent methods to indate that Rish is clearing.

The exclamation point () indicates that the copy processaking
place. Each exclamation poihj indicates that ten packets have been
transferred successfully.

The series o¥ characters indicates that a checksum is beaftue
lated.

An Qindicates an out-of-order packet.

A period ( ) indicates a timeout. The last line in the sample configu-
ration indicates that the copy iscgessful.

Copy Configuration Files from a Network Server to the
Router

You can copy configuration files from a TFTP server to the router.
You might use this process to restore a configuration filleetoouter

if you have backed up the file to a server. If you replamaiter and

want to use the configuration file that you created for theraigyou

can restore that file instead of recreating it. You can also use this pro
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cess to copy a different configuration to the router thabied on a
network server.

You can copy a configuration file from a TFTP server to the running
configuration or to the startup configuration. When you copy a config-
uration file to the running configuration, you copy to aud the file

from RAM.

When you copy a configuration file to the $tgr configuration, you
copy it to the nonvolatile random-accessmogy (NVRAM).

To copy a configuration file from a TFTP server to the router, com-
plete these tasks from EXEC mode:

1. Copy afile from a TFTP server to the router.

copy tftp {running-config | startup-config}

2. When prompted, enter the server IP address or domain name.

{ip-address | namé

3. If prompted, enter the filename of the sersygstem image.

filename

Change the Buffer Size for Loading Configuration Files

The buffer that holds the configuration commands is gdipe¢he size
of NVRAM. Complex configurations might need a largenfigura
tion file buffer size. To change the buffer size:

1. Enter configuration mode from the terminal.

configure terminal

2. Change the buffer size to use for booting a host or netwoflgeon
uration file from a network server.

boot buffersize bytes

3. To exit configuration mode, press <Ctrl-Z>.
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4. Save the configuration file to your startup configuration. This step
saves the configuration to NVRAM.

copy running-config startup-config

In this example, the buffer size is set to 5009t&s:

Routerl# configure terminal

Routerl(configy# boot buffersize 5 0000
~Z

Routerl# copy running-config startup-config

Verify the Image in Flash Memory

Before booting from Flash memory, verify that the checksutheof
image in Flash memory matches the checksum listed in the README
file that was distributed with the system software image. Tieek

sum of the image in Flash memory is displayed at the bottaheof
screen when you issue tbopy tftp flash command. The RE
ADME file is copied to the network server automatically wigen in-

stall the system software image on the server.

Note: If the checksum value does not match the value in the
README file, do not reboot the router. Instead, issue the
copy command and compare the checksums again. If the
checksum is repeatedly wrong, copy the origingstem
software image back into Flash memory before youaeb
the router from Flash memory. If you have a corrupted
image in Flash memory and try to boot from Flash, the
router will start the system image coriteed in ROM
(assuming that booting from a network serverrist
configured). If ROM does not contain a fully functional
system image, the router will not function and must be
reconfigured through a direct console port connection.

Display System Image and Configration Information

Perform these tasks in EXEC mode to display information admit
tem software, system image files, and configuration files:

1. List information about Flash memory, including system image
filenames and amounts of used and remaining memory.

show flash
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2. List information about Flash memory, including system image
filenames, amounts of memory used and remaining, and Flash par-
titions.

show flash [all | chips | detailed | err |
partition number [all | chips | detailed |
err] | summary]

3. View the console output generated during the Flash load helpe
operation.

show flh-log

4. List the configuration information in raing memory.

show running-config

5. List the startup configuration information. The startopfigura-
tion is usually N\RAM.

show startup-config

6. List the system software release version, conftguraegister
setting, and son.

show version

You can also use tto command in ROM monitor mode tict th
configurationregister settings on someodels.

The Flash memory content listing does not include the cueclof in-
dividual files. To recompute and verify the image checksuar #fi
image is copied into Flash memory, type the followingXEC
mode:

verify flash

When you enter this command, the screen prompts ydhddile-

name to verify. By default, itrpmpts for the last (most recenilefin
Flash. Press <Enter> to recompute the default file checksum, or enter
the filename of a different file at the prompt. Note that the checksum
for microcode images is always 0x0000.
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This example illustrates how to use this command:

Router# verify flash

Name of file to verify [gsxx]?

Verifying via checksum...

VVWWWWIYWWWWWWWWWWWAVVWWY

Flash verification successful. Len gth= 1923712, checksum=0 xA0C1
Router#

Reexecute the Configuration Commands in Startup
Configuration

You can reexecute the configuration commands stord/RAM.

To reexecute the commands located in the startup coafigar type
this command in privileged EXEC mode:

configure memory

Clear the Configuration Information

To clear the contents of your startup configuration, type this command

in EXEC mode:

erase startup-config

If you try to erase or delete the configuration file specified by the
CONFIG_FILE or BOOTLDR environment variable, tigstem
prompts you to confirm thdeletion. Also, if you try to erase oeléte

the last valid system image specified in the BOOT environment vari

able, the system prompts you to confirm this tiete

This example erases the myconfig file from a Flash memory card in-

serted in slot O:

Router# erase slotO:myconfig

This example deletes the myconfig file from a Flash memory card in-

serted in slot O:

Router# delete slot0:myconfig
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Perform General When modifying your routing environment, you perform gahstar-
Startup Tasks tup tasks. For example, to modify a configuration file, you erder
figuration mode. You also modify the configuration régjisoot field
to tell the router if and how to load a system image upon startup. Also,
instead of using the default systemeige and configuration file &iart
up, you can specify a particular system image and configarfile
that the router uses to start up.

General Startup Task List
General startup tasks ingle:
e Enter Configuration Mode and Select a Configuration Source

e Modify the Configuration Register Boot Field

e Specify the Startup Configuration Fil

Enter Configuration Mode and Select a Configuration
Source

To enter configuration mode, enter tonfigure  command at the
privileged EXEC prompt. The Cisco IOS software responds thigh
prompt by asking you to specify the terminal or memory or a file
stored on a network server (network) as the source of confiigura
commands:

Configuring from terminal, memory, or network [termin ap?

These methods are described in thestmes

e Configure the Cisco |IOS software from the Terminal

e Configure the Cisco 10S software from Memory

e Configure the Cisco |IOS software from the Network

The Cisco 10S software accepts one configuration comrmantine.
You can enter as many configuration commands as you want.

You can add comments to a configuration file descriliregcom-
mands you have entered. Precede a comment with ameatma
point (!). Because comments are not stored in NVRAM or inc¢tieea
copy of the configuration file, comments do not appelaen you list
the active configuratiowith th show running-config EXEC
command. Also, when the startup configuration is NVRAM, com-
ments do not show up when you list the startup gométion with th
show startup-config EXEC command. Comments ardgbed
out of the configuration file when it is loaded onto the eoutiow-
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Routerl# configure terminal
Routerl(config)#

ever, you can list the comments in configuration filessstona TFTP
server.

Configure the Cisco I0S software from the Terminal

When you configure the software from the terminal, it executes the
commands you enter at the system prompts. To configure theaseft
from the terminal:

1. Enter configuration mode and select the ternpélon.

configure terminal
2. Enter the necessary configuration commands.
3. To exit configuration mode, press <Ctrl-Z>.

4. Save the configuration file to your startup configuration. This step
saves the configuration to NVRAM.

copy running-config startup-config

In this example, the software is configured from the terminal. The
commenfhefollowingcommand providestherouter

host name identifies the purpose of the next command line. The
hosthame command changes the router name from routerl to
router2. By pressing <Ctrl-Z>, the user quits configuration mode. Fi-
nally, thecopy running-config startup-config com-

mand saves the current configuration to the startupigumation.

I The following command provides the router host name.
Routerl(config}# hostname router2

"z

Router2# copy running-config startup-config

When the startup configuration is NVRAM, it stores therent con-
figuration information in text format as configuration commands, re-
cording only nondefault settings. The memory is &sammed to
guard against corrupted data.

The startup software always checks for configuration imétion in
NVRAM. If NVRAM holds valid configuration commandthe Cisco
I0S software executes the commands automatically at startup. If th
software detects a problem with NVRAM or the configuration it con-
tains, it enters setup mode and prompts for configuratiahl€&ns

can include a bad checksum for the information in NVRANherab-
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sence of critical configuration informatioRefer toUse Setup for
Configuration Changegor details on the setup command facility.

Configure the Cisco I0S software from Memory

To configure the software to execute the commands located in
NVRAM or to execute the configuration spied by the
CONFIG_FILE environment variable, type this commangrimi-
leged EXEC mde:

configure memory

Configure the Cisco I0S software from the Network

You can configure the software by retrieving and modifying a config-
uration file stored on one of your network servers:

1.

Enter configuration mode with the networkiop.

copy tftp running-config

At the system prompt, select a network or host configurdile.

The network configuration file contains commands tipaiyato

all network servers and terminal servers on the network. The host
configuration file contains comands that apply to one neivk

server in particular.

{ host | network }

At the system prompt, enter the optional IP address of the remote
host from which you areetrieving the configurigon file.

ip-address

At the system prompt, enter thame of the configuratiofile or
accept the defauttame.

filename

Confirm the configuration filename that the system supplies.

y
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In this example, the software is configured from the file bo&ynfig
at IP address 131.108.2.155:

Routerl# copy tftp running-config

Host or network configuration file [host]?

IP address of remote host [255.255.255.255]? 131.108. 2.155
Name of configuration file [tokyo-confg]?

Configure  using tokyo-confg from 131.108.2.1557? [confirm] y

Booting tokyo-confg from 131.108.2.155:!!!

[OK - 874/16000 bytes]

Copy a Configuration File Directly to the Startup
Configuration

You can copy a configuration file directly to your $tgr configura-
tion without affecting the running configuration. This task loadera
figuration file directly into NVRAM in a location specified by th
CONFIG_FILE environment variable.

To copy a configuration file directly to the startup configuration, type
this command in EXEC mode:

copy tftp startup-config

Modify the Configuration Register Boot Field

The configuration register boot field determines whether the router
loads an operating system image and, if so, where it obtainsytiis
tem image. The next sections describe the process for usingrthe
figuration register boot field, your process for setting this fishdl the

tasks you must perform to modify the configuration register boot field.

How the Router Uses the Boot Field

The lowest four bits of the 16-bit configuration register (bits 3, 2, 1,

and 0) form the boot field. These boot field values determine whether

the router loads an operating system and where it obtairsyttem
image:

e When the entire boot field equals 0-0-0-0, the router doelwadt
a system image. Instead, it enters ROM monitor or "maintaia
mode from which you can enter ROM monitor commandsada-
ually load a system image.

e When the entire boot field equals 0-0-0-1, the router loadsythe
tem image found in boot@Ms.
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e When the entire boot field equals a value between 0-@id0
1-1-1-1, the router loads the system image specified bydyset
tem commands in the startup configuration file. Wherstagup
configuration file does not contain boot system commands, th
router loads a default system image stored on a networkrse

When loading a default system image from a network sether,

router uses the configuration register settings to determinestaeld
system image filename for booting from a network server. The router
forms the default boot filename by starting with the wasda@ and

then appending the octal equivalent of the boot fielter in th
configuration register, followed by a hyphen (-) and the procé&gser
name (cisconn-cpu). See the appropriate hardware ingtalgtide

for details on the configuration register and defaulbfilae.

Setting the Boot Field

You must correctly set the configuration register boot fieldnsure
that your router loads the operating system image as youdirife set
the boot field:

1. Obtain the current configuration register setting. Thisrgets
hexadecimal value.

2. Modify the current configuration register setting to reflect the way
you want to load a system image. To do so, change thesigast
nificant hexadecimal digit to:

0 to load the system image manually ugimghboot command in
ROM monitor mode.

1 to load the system image from boot ROMs.

2 through F to load the system imdgmm boot system com-
mands in the startup configuration file or from a defaydtem
image stored on a tveork server.

For example, if the current configuration register setting is 0x101 and
you want to load a system image from boot system commartks in
startup configuration file, you would change the configurategister
setting to0Ox102.

1. Reboot the router to make your changes to the configuration reg-
ister take effect.
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Perform the Boot Field Modification Tasks

You modify the boot field from the hardware configuration register or
the software configuration register, depending on the platform.

The hardware configuration register can be changed only on the pro-
cessor card or with dual in-line package (DIP) switcheatkd at the
back of the router. For information on modifying the hardveargig-
uration register, ffler to the appopriate hardware installation guide.

To modify the software configuration register boot field, complet
these tasks:

1. Obtain the current configuration register setting.

show version

2. Enter configuration mode, selecting the terminaioop

configure terminal

3. Modify the existing configuration register $egf to reflect the
way in which you want to load a system ijea

config-register value
4. To exit configuration mode, press <Ctrl-Z>.

5. Reboot the router to make your changes take effect.

reload

Use theshow version =~ EXEC command to display the current con-
figuration register setting. In ROM monitor mode, usettommand
to list the value of the configuration register boot field.

In this example, thehow version =~ command indicates the current
configurationregister is set so the router does not automatitzdly
an operating system image. Instead, it enters ROM maniboe and
waits for user-entered ROManitor commands. The new setting in
structs the router to a load a system image from commands stathe
tup configuration file or from a default system imageedoon a
network server.
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Routerl# show version

GS Software, Version 9.0(1)

Copyright (c) 1986-1992 by Cisco Systems, Inc.
Compiled Fri 14-Feb-92 12:37

System Bootstrap, Vers ion4.3

Routerl uptime is 2 days, 10 hours, 0 minute
System restarted by reload

System image file is unknown, booted via tftp from 131.108.13 11

Host configuration file is “thor-boots", booted via tftp from 131.108.13.111
Network configuration file is "network-confg”, booted via tftp from 131.108.1

CSC3 (68020) processor with 4096K bytes of memory.
X.25 software.

Bridging software.

1 MCI controller (2 Ethernet, 2 Serial).

2 Ethernet/IEEE 802.3 interface.

2 Serial network interface.

32K bytes of non-volatile configuration memory.

Configuration register is 0x0

Routerl# configure terminal
Routerl(config)y# config-register OxF
~Z

Routerl# reload

Specify the Startup Configuration File

3111

Configuration files can be stored on network servers. Yowaoafig-
ure the router to automatically request and receive two configarat

files from the network server at startup:
e Network configuration fil

e Host configuratiorfile

The server first attempts to load the network configuration Tihés
file contains information slied among several routers. For example,
you can use it to provide mapping between IP addresses and host

names.

The second file the server attempts to load is the hosigcoafion
file, containing commands applicable to one router in @aer. Both
the network and host configuration files must reside nataork

server reachable via TFTP and must be readable.

You can specify an ordered list of network configuration amst bon-
figuration filenames. The Cisco 10S software scans thisitisk it
successfully loads the appropriate network or host configuaréite.
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Specify the Startup Configuration File Task List

To specify a startup configuration file, perform either the first two
tasks or the third task:

e Download the Network Configuration File

e Download the Host Configuration Fil

Download the Network Configuration File

To configure the Cisco IOS software to download a network configu
ration file from a server at startup:

1. Enter configuration mode from the terminal.

configure terminal

2. Enter the network configuration filename to download aiiag
TFTP.

boot network tftp filename [ ip-address 1}

3. Enable the router to automatically load the network filerure
start.

service config
4. To exit configuration mode, press <Ctrl-Z>.

1. Save the configuration file to your startup configuration. On most
platforms, this step saves the configuratioht¥RAM.

copy running-config startup-config

For Step 2, if you do not specify a network configuratitenfame, th
Cisco 10S software uses the default filename network-confgulf
omit the tftp keyword, the software assumes that you sirgFTP

to transfer the file and that the server whose IP address you specify
supports TFTP.

You can specify more than one network configuration file. The soft-
ware tries them in order until it loads one successfully. Thisgaur
can be useful for keeping files with different configuratidonimation
loaded on a network server.

Download the Host Configuration File

To configure the Cisco I0S software to download a host contigara
file from a server at startup, complete thikdwing tasks.Step 2 is op-
tional. If you do not specify a host configuration filename, the router
uses its own name to form a host configuration filename by ciimye

August 1997
2524UM

Page 7-19



Al2524 Router Card User’'s Manual I:Il

Routerl# configure terminal

Routerl(config}# boot host hostfile1

the name to all lowercase letters, removing all domain rimétion,
and appending -confg. If no host name information islabie, the
software uses the defih host configuration filename routeonfg.

1.

Enter configuration mode from the terminal.

configure terminal

Optionally, enter the host configuration filename to be down-
loaded.

boot host {tftp filename [ ip-address 1}

Enable the device to automatically load the host file upstante

service config
To exit configuration mode, press <Ctrl-Z>.

Save the configuration file to your startup configuration. This step
saves the configuration to NVRAM.

copy running-config startup-config

Reset the router with the new configuration infation.

reload

You can specify more than one host configuration file. Tiseo 10S
software tries them in order until it loads one succelysfiihis proce-
dure can be useful for keeping files with different configuration infor-
mation loaded on a networkrser.

In this example, a router is configured to boot from the bostigu-
ration file hostfilel and from the network caniration file
networkfile1:

Routerl(config)# boot network networkfile 1

Routerl(config)# service config
~Z

Routerl# copy running-config startup-config
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Booting host-confg... [timed out]

Store System
Images and
Configuration
Files

If the network server fails to load a configuration file during sgaiit
tries again every 1 Ominutes (the default setting) until a hosiges

the requested files. With each failed attempt, the network seisrer
plays a message on the console terminal. If the network server is un
able to load the specified file, it displays this message:

If there are any probms with the startup configuration file, or if th
configurationregister is set to ignore NVRAM, theuter enters the
setup comrand facility. Refer tdJse Setup for Configuration
Change, for details on the setup command.

After modifying and saving your routing environment'squ config-
urations, you might want to store them on a network server. You can
use these network server copies of system images and cotifigura
files as backup copies.

Store System Images and Configuration Files Task List
To store system images and configuration files:
e Copy System Images from Flash Memory to a Network Server

e Copy Configuration Files from the Router to a Network Server

Copy System Images from Flash Memory to a Network
Server

You can copy system images from Flash memory to a TENRIS

You can use this server copy of the system image as a backup copy, or
you can use it to verify that the copy in Flash is the same asigfiread

file on disk.

In some implementations of TFTP, you must first creatguantny"”
file on the TFTP server and give it read, write, and exquenais-
sions before copying a file overit. Refer to your TFTP docuat®sn
for more information.

To copy a system image to a TFTP network server, perform these tasks
in EXEC mode:

1. (Optional) If you do not already know it, ledhe exact spelling
of the system image filename in Flash memory.

show flash all
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2. Copy the system image from Flash memory to a TFT\Rese

copy flash tftp

3. When prompted, enter the IP address or domain name of the TFTP
server.
{ip-address | namé

4. When prompted, enter the filename of the system image in Flash

memory.
filename

This example uses tishow flash all command to learn the

name of the system image file aheécopy flash tftp command

to copy the system image to a TFTP server. The name of stearsy
image file (xk09140z) is listed near ted of theshow flash all
output.

Router# show flash all
2048K bytes of flash memory on embedded flash (in XX).

ROM socket code bytes name

0 u42 89BD 0x40000 INTEL 28F020
1 u44 89BD 0x40000 INTEL 28F020
2 u46 89BD 0x40000 INTEL 28F020
3 u48 89BD 0x40000 INTEL 28F020
4 u41 89BD 0x40000 INTEL 28F020
5 u43 89BD 0x40000 INTEL 28F020
6 u45 89BD 0x40000 INTEL 28F020
7 u47 89BD 0x40000 INTEL 28F020

security jumper(12V) is installed,
flash memory is programmable.

file offset length name

0 0x40 1204637 xk09140z
[903848/2097152 bytes free]

Router# copy flash tftp
IP address of remote host [255.255.255.255]? 10121 3.110
flename to write on tftp host? xk09140z
writing xk09140z ...
successful tftp write.
Router#
The exclamation point () indicates that the copy processaking
place. Each exclamation poihj indicates that ten packets have been
transferred successfully. To stop the copy process, pfatsis’ss.
Once you have configured Flash memory, you might want to configure
the system (using thconfigure terminal command) with the
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no boot system flash configuration command to revert to
booting from ROM. For example, you might want to revelidoting

from ROM if you do not yet need this functionality, if you choose to
boot from a network server, or if you do not have the proper image in
Flash memory. After you enter the boot system flash com-
mand, use theopy running-config startup-config

command to save the new configuration command to the startup con-
figuration.

Copy Configuration Files from the Router to a Network
Server

You can copy configuration files from the router to a TFTP server.
You might do this to back up a curretnfiguration file to aserver
before changing its contents, allowing you to later restore thaalr

Usually, the configuration file that you copy to must alreaxigteon
the TFTP server and be globally writable before the TFTP server al
lows you to write to it.

To store configuration information on a TFTP network server, com-
plete these tasks in the EXEC mode:

1. Specify that the running or startup configuration file be stored on
a network server.

copy {running-config | startup-config} tftp

2. Enter the IP address of the network server.

ip-address

3. Enter the name of the configuration file to store on the server.

filename

4. Confirm the entry.
y

The command prompts you for the destination hostisead and a
filename, as the following example illustrates. This example copies
configuration file from a router to a TFTP server:

Tokyo# copy running-config tftp

Remote host [131.108.2.155]?

Name of configuration file to write [tokyo-confg]?

Write file tokyo-confg on host 131.108.2.1557[confirm] y
#

Writing tokyo-confg!!! [OK]
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Perform Startup
Tasks

The startup tasks in this section are oipdil.

Startup Task List

You can perform these optional startagks:
e Partition Flash Memory Using Dual Flash Bank

e Use Flash Load Helper to Upgrade Software on Run-from-Flash
Systems

Partition Flash Memory Using Dual Flash Bank

Dual Flash bank allows you to partition banks of Flagmmory into
separate, logical devices so that the router can hold and maintain two
different software images. (A bank is a set of faups.) No down-

time is required: you can write sofare into Flash meory while run-

ning software in another bank of Flash memory.

Systems that Support Dual Flash Bank

To use dual Flash bank, you must have at least two baritasbf
memory. The minimum partition size is the size bhak.

Dual Flash bank is supported on low-end systems that haasati®
banks of Flash memory, including systems that supsingge SIMM
that has two banks of Flash memory.

Benefits

Partitioning Flash memory provides these bigste

e For any system, partitioning—rather than having one logieeh
memory device—provides a cleaner way of managing eéifiter
files in Flash memory, especially if the Flash memory size is large.

e For systems that execute code out of Flash memorytjigairtg
allows you to download a new image into the file systeonim
Flash memory bank while an image is being executed fronig¢he f
system in the other bank. The download is simple and causes no
network disruption or downtime. After the download is pbete,
you can switch over to the new image at a convenient time.

e One system can hold twoffdirent images, one image acting as
backup for the other. Therefore, if a downloaded image fails to
boot for some reason, the earlier running, good image is still avail-
able. Each bank is treated as a separate device.
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Flash Load Helper versus Dual Flash Bank

You might use Flash load helper rather than dual Flash bank for one of
these reasons:

e You want to download a new file into the same bank fvdrith
the current system image is executing.

e You want to download a file that is larger than the sizelafr,
and hence want to switch to a singkkmode.

e You have only one single-bank Flash SIMM installed. In¢hise,
Flash load helper is the best option for upgradgiogr software.

Refer toUse Flash Load Helper to Upgrade Software on Run-from
Flash Systemdgor more information about working with Flakiad
helper.

Understanding Relocatable Images

Because partitidng requires that run-fra-Flash images bleaded

into different Flash memory banks at different physical addresses, im-
ages must be relocatable. A relocatable image is an imagethains
special relocation information that allows:

e The image to relocate itself whenever it is loaded into RAM fo
execution

e A download program with appropriate support timcate the im
age before it is stored in Flash memory so the imageuraim
place in Flash memory, regardless of where in Flash memory it is
stored

Run-from-Flash systems formerly ran nonrelocatable imtgés

needed to be stored in Flash memory at a specific address. As a result,
the image had to be stored as the first file in Flash memory. If th
image was stored at any other location in Flash memorguit not

be executed in Flash memory, nor could the image be exefcoted

RAM. The relocatable image overcomes this litidtia

With Flash partitioning, the run-from-Flash images will watrk un-

less they are loaded into the first device as the first file. This require
ment defeats the purpose of partitioning. However, relocatalalgds

can be loaded into any Flash partition (and not necessarily as the first
file within the partition) and executed iace.
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Unless the image is downloaded as the first file in the first joatit
this download must be dermed by an image that recognizes oald
able images.

In contrast, a nonrelocatable image is an image that doexnghize
relocatable images.

You can identify arelocatable image by its name. The nhaming conven-
tion for images that are stored on a UNIX system is:

platform-capabilities-type

The letter | in the type field indicates a relocatable image. Examples of
some relocatable image names include

® igs-i-l—IP-only imag
e igs-d-—Desktop feature image
e igs-bpx-l—Enterprise image

Only images with the igs prefix used by the Al2524 ardlable as
relocatable images. Images distributed on floppy disketiglst have
different naming conventions.

For backward compatibility, the relocatable images are linked to exe-
cute as the first file in the first Flash memory bank. This makes the im-
ages similar to previous Flash memory images. Thysyifdownload

a relocatable image into a nonrelocatable image system, the image
runs correctly from Flash memory.

Dual Flash Bank Configuration Task List

To use dual Flash memory bank, perform these tasks:

Partition Flash Memory

e Copy aFileinto a Flash Partition

e Manually Boot from Flash Memory

e Configure the Router to Automatically Boot from Flademory

e Configure a Flash Partition as a TFBBrve

Refer toDisplay System Image and Configuration Informatfom in-
formation about monitoring dual Flaslank.

To upgrade your software, you must erase Flash memory when
prompted during the download. This ensures that the imadpnis-
loaded as the first file in Flash memory.
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Partition Flash Memory

To partition Flash memory, type the following in global igufation
mode:

partition flash partitions [ sizel size2 ]

This task succeeds only if the system has at least two bafkessbf
and if the partitioning does not cause an existing file astrimemory
to be split across the two patrtitions.

Copy a File into aFlash Partition

In EXEC mode, download a file into a Flash fiam:
copy tftp flash
The prompts displayed after you execute these tasks intheate

method by which the file can be downloaded into each partifihe
possible methodare:

None No known way to copy into the parti
tion.

RXBOOT-Manual Youmust manually reload to theboot
image in ROM to copy the image.

RXBOOT-FLH The copy is automatic via the Flashd
helper software in boot ROMs.

Direct The copy is created directly.

If the image can be downloaded into more than one jgartiyou ar
prompted for the partition number. Enter any of these commands at th
partition number prompt to ¢din help:

? Display the directory listings of all paf-
titions.
?1 Display the directory of the first parti-
tion.
?2 Display the directory of the secopai-
tition.
q Quit the copy command.
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Manually Boot from Flash Memory

To manually boot the router from Flash memory, perform one of thes

tasks in ROM monitor mode:

partition-

filename

e Boot the first bootable file found in amgartition.
boot {flash | flash flash:}

e Boot the first bootable file from the specifipdrtition.
boot {flash | flash flash:}
number:

e Boot the specified file from the first pdion.
boot {flash | flash flash:}

e Boot the specified file from the specified pion.

boot {flash | flash flash:}
number:filename

partition-

The result of booting a relocatable image from Flash menepgnds

on where and how the image was downloaded into Flash memory.
This table describes the various ways an image might be dodedoa
and the corresponding results of booting from Flasimory.

Method of Downloading

Result of Booting from
Flash

The image was downloaded &
the first file by a nonrelocat-
able image.

1sThe image will execute in place

from Flash memory, like a run-
from-Flash image.

The image was downldad
not as the first file by a nonre;
locatable image.

The nonrelocatable image will
not relocate the image before
storage in Flash memory. This
image will not be booted.

The image was downloaded &
the first file by a relocatabl
image.

1sThe image will execute in place

from Flash memory, like a run-
from-Flash image.

The image was downldad

able image (includinglown-
load into the second partition

The relocatable image relocate
not as the first file by a relocat the image before storage in Flag

memory. Hence, the image will
execute in place from Flash
memory, like any other run
from-Flash image.

u

5h
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Configure the Router to Automatically Boot from Flash Memory

To configure the router to boot automatically from Flash memory, per-
form one of these tasks in global configuration mode:

e Boot the first bootable file found in amgartition.

boot system {flash | flash flash:}

e Boot the first bootable file from the specifipdrtition.

boot system {flash | flash flash:}
partition-number:

e Boot the specified file from the first pdion.

boot system {flash | flash flash:} filename

e Boot the specified file from the specified pion.

boot system {flash | flash flash:}
partition-number:filename

The result of booting a relocatable image from Flash menepgnds
on where and how the image was downloaded into Flash memory.

Configure a Flash Partition as a TFTP Serve

To configure a Flash partition as a TFTP server, perform one of these
tasks in global configuration mode:

e Specify a file.

tftp-server flash filename

e Specify a file in the first partition ofl&sh.

tftp-server flash filename

e Specify a file in the specified partition of Flash.

tftp-server flash partition-number:
filename

Once you have specified TFTP server operation, exit configuration
mode and save the configuration information to youttigbeconfigu-
ration.

Use Flash Load Helper to Upgrade Software on Run-from-
Flash Systems

Flash load helper is a software option that enables you tade@gys-
tem software on run-from-Flash systems that have a diaglk of
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Flash memory. It is a lower-cost software upgrade solution thah d
bank Flash, which requires two banks of Flasimmgy on one SIMM.

The Flash load helper software upgrade process is simple and does not
require additional hardware; however, it does require some brief net-
work downtime. A system image running from Flash es@ Flash

load helper only if the boot ROMs support Flash load helptrer-

wise, you must perform the Flash upgrade manuakyeiRroManu

ally Boot from Flashfor more information.

Flash load helper is an automated procedure that reloads the ROM-
based image, downloads the software to Flash memory, and reboots to
the system image in Flash memory. Flash load helper performs checks
and validations to maximize the success of a Flash upgrade and mini
mize the chance of leaving Flash memory either in an erased state or
with a file that cannot boot.

In run-from-Flash systems, the software image is stored in and exe-
cuted from the Flash EPROM rather than from RAM. This method re-
duces memory cost. A run-from-Flash system requires enough Flash
EPROM to hold the image and enough main system RAM kb the
routing tables and data structures. The system does not nessane
amount of main system RAM as a run-from-RAM system bedhese
full image does not reside in RAM. The Al2524 is a Run-fiéliash
system.

Flash load helper:

e Confirms access to the specified source file on the spesiiwer
before erasing Flash memory and reloading to the ROM irfwaige
the actual upgrade.

e Warns you if the image being downloaded is notrappate fo
the system.

e Prevents reloads to the ROM image for a Flash upgrade if the sys-
tem is not set up for automatic booting and if the user is ntiteon
console terminal. In the event of a catastrophic failurenduhe
upgrade, Flash load helper can bring up the boot ROM image as
last resort rather than forcing the system to wait at the Rl
itor prompt for input from the console bemnal.

e Retries Flash downloads automatically up to sixes8nirhe retry
sequence is:

First try

Immediate retry

Retry after 30 seconds
Reload ROM image and retry
Immediate retry

Retry after 30 seconds
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e Allows you to save any configuration changes miaef®re you
exit out of the system image.

e Notifies users logged in to the system of the impendiritcbwo
the boot ROM image so that they do not lose their connections un-
expectedly.

e Logs console output during the Flash load helper operatiora
buffer that is preserved through system reloads. Youetsapve
the buffer contents from a running imagdée output isuseful
when console access is unavailable or when a failure occines in
download opeation.

Flash load helper can also be used on systems with multiphs lo&
Flash memory that support Flash memory partitionktgsh load
helper enables you to download a new file into the samigigaftom
which the system is executing an image.

For information about how to partition multiple banks of Flasdm-
ory so your system can hold two differemiages, refer t@artition
Flash Memory Using Dual Fladbank

Flash Load Helper Configuration Task List
Perform these tasks to use and monitor Flash logpehe
e Download a File Using Flash Load Helper

e Monitor Flash Load Helper

Download a File Using Flash Load Helper

To download a new file to Flash memory using Flash lo#gkehe
check to make sure that your boot ROMSs support Flash ldpdrtzand
then type the following in privileged EXE@ode:

copy tftp flash
This error message appears if you are in a Telnet session and the sys-

tem is set for manual booting (the boot bits in the configuraggis+
ter are zero):

ERR: Config register boot bits set for manual boo ting

In case of catastrophic failure in the Flash memory upgradesrtiois
message helps to minimize the chance of the system doimg to
ROM monitor mode and being taken out of the remote Telretsus
control.
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The system tries to Ioig up at least the boot ROM image if it cannot
boot an image from Flash memory. Before reinitiatingcthgy

tftp flash command, you must set the configurationisegy boot
field to a nonzero value, using thonfig-register global con-
figuration command.

Thecopy tftp flash command initiates a series of prompts to
which you must provide responses. This example illustthiedia
log:

Router# copy tftp flash

* wekkieik NOTICE *** ek

Flash load helper v1.0

This process will accept the TFTP copy options and then terminate the cur rent

system image to use the ROM based image for the copy. Router functionality will

not be available during that time. If you are log ged in viatelnet, this

connection will terminate. Users with console access can see theres ults of the

copy operation. *** * ek
If terminals other than the one on which this command is exeawted
active, this message appears:

There are active users logged into the sy stem.

Proceed? [confirm]y

System flash directory:

File Length Name/status

1 2251320 abcfigs-kf.914
[2251384 bytes used, 1942920 available, 4194304 total]

Enter the IP address or the name of the remoteylosare copying
from:

Address or name of remote host [255.255.255.255]? 131.108.1.111

Enter the name of the file you want to copy:

Source file name? abc/igs-kf.914
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Enter the name of the destination file:

Destination file name [default = source name]?
Accessing file “abc/igs-kf.914' on 131.108.1.111....
Loading from 131.108.13.111:

Erase flash device before writing? [confirm]

If you choose to erase Flash memory, the dialog coeginlheopy

tftp flash operation verifies the request from the running image
by trying to copy a single block from the remote TFTP server. Then
the Flash load helper is executed, causing the system to reload to th
ROM-based system image.

Erase flash device before writing? [conf irm]y
Flash contains files. Are you sure? [con firm]y

If the file is not a valid image for the system, a warning appeeais
the system requests a separate confionat

Copy “abcfigs-kf.914' from TFTP server
as “abc/igs-kf.914' into Flash WITH erase? y

%SYS-5-RELOAD: Reload  requested
%FLH: rxboot/igs-kf.914r from 131.108.1.111 to flash...

If you do not erase Flash memory and there is no file catjdia, th
dialog continues:

Erase flash device before writing? [conf irm] n
Copy “abcfigs-kf.914' from TFTP se ver
as “abc/igs-kf.914' into Flash WITHOUT erase?y

If you do not erase Flash memory and if there was file duplication, the
dialog continues:

Erase flash device before writing? [conf irm] n

File “abc/igs-kf.914' already exists; it will be invalidated!
Invalidate existing copy of “abc/igs-kf' in flash memory? [confirm] y

Copy “abcfigs-kf.914' from TFTP se ver

as “abc/igs-kf.914' into Flash WITHOUT erase?y
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If the configuration was modified but not saved, you aked to save
the configuration:

System configuration has been modified. Save? [confirm]

If you confirm to save the configuration, you might also receive this
message:

Warning: Attempting to overwrite an NVRAM configuration previously written by a
different version of thes ystem image. Overwrite the previous NV RAM configurati on?
[confirm]

Users with open Telnet connections are notified of the sysdkrad,
as:

**System going down for Flash upgrade™

If the TFTP process fails, the copy operation is retried tpr
times. If the failure happens in the middle of a copy operation so only
part of the file has been written to Flash memdrg,retry does not
erase Flash memory unless you specified an erase operation. Th
partly written file is marked as deleted, and a new file Enep with
the same name. If Flash memory runs out of free space iprtusss,
the copy operation terminates.

After Flash load helper finishes copying (whether or nottpy op-
eration is successful), it automatically attempts doraatic or a man-
ual boot, depending on the value o f bitO of the configuratigiste
boot field:

e Bit0=0 The system attempts a default boot frielash
memory to load the first bootable file in Flash
memory. This default boot is equivalent to a
manualb flash command at the ROM
monitor prompt.

e Bit0=1 The system attempts to boasled on the boot
configuration commands. If no boot
configuration commands exist, thgstem
attempts a default boot from Flash memory; that
is, it attempts to load the first bootable file in
Flash memory.
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Manually Load a
System Image
from ROM
Monitor

Monitor Flash Load Helper

To view the system console output generated during the Elagh
helper operation, use the image booted up after the Flaslhmem
grade. Type this command in privileged EXEf©de:

show flh-log

If you are a remote Telnet user performing the Flash upgrade without
a console connection, this task allows you to retroevesole output
when your Telnet connection terminates due to the switch RGté
image. The output indicates events occurring duringdlenload and

is particularly useful if the downloadifa

If your router does not find a valid system image, or if its conéitjon
file is corrupted at startup, and if the configuration register is set to
enter ROM monitor mode, the system enters ROM monitatano
From this mode, you cananually load a syem image from Flash
memory, from a network server file, or from ROM.

You can also enter ROM monitor mode by restarting the router and
then pressing <Break> during the first 60 secondsanfup.

Manually Boot from Flash
To manually boot from Flash memory:

1. Restart the router

reload
2. Press <Break> during the first 60 seconds of systetustar

3. Manually boot the router fromash.

boot flash [ filename ]
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In this example, a router is manually booted from Flash mgnBe-
cause the optional filename argument is absent, the first file in Flash
memory is loaded.

> boot flash
F3: 1858656+45204+166896 at 0x1000

Booting gs7-k from flash memory RRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR [OK - 1903912/13765276 bytes]

F3: 1858676+45204+166896 at 0x1000

Restricted Rights Legend
Use, duplication, or disclosure by the Government is subj ectto  restricti ons as
set forth in subparagraph (c) of the Commercial Computer Software - Restr icted

In this example, the boot flash command is used with the filegaie
k; the name of the file that is loaded:

> boot flash g s7k
F3: 1858656+45204+166896 at 0x1000

Booting gs7-k from flash memory
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR [OK - 1903912/13765276 bytes]

F3: 1858676+45204+166896 at 0x1000

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subj ectto  restricti ons as
set forth in subparagraph (c) of the Commercial Computer Software - Restricted

System Bootstrap, Version 4.6(1012) [miw 99], INTERIM SOFTWARE Copyri ght (c) 1986-
1992 by cisco Systems RP1 processor with 16384 Kbytes of memory

Manually Boot from a Network File

To manually boot from a network file, complete these tasksXiBE
mode:

1. Restart the router

reload

2. Press <Break> during the first 60 seconds of systenustar
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3. Manually boot the router from a netwoilef

boot filename [ ip-address ]

In this example, a router is manually booted from the network fil
network1:

>boot netw okl
Manually Boot from ROM
To manually boot the router from ROM, complete these steps in
EXEC mode:
1. Restart the router
reload
2. Press <Break> during the first 60 seconds of systenustar
3. Manually boot the router froROM.
boot
In this example, a router is manually booted filR@M:
>boot
Use the System Image Instead of Reloading
To return to EXEC modé&om the ROM monitor to use the $gm
image instead of reloading, type the following in ROM monitode:
continue
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Chapter 8: Al12524 Protocol Configuration
Steps

Introduction This chapter describes the Al2524 protocol configuration steps for th
OSPF TCP/IP, IGRP TCP/IP and RIP TCP/IP.

Al2524 OSPF Open Shortest Path First (OSPF) is an IGP designed expressly for IP
TCP/IP networks. OSPF supports IP subnetting and taggingtefreally de-
Configuration rived routing information. OSPF also allows packet autbatibn and

uses IP multicast when sending/receiviagkets.
Steps

OSPF typically requires coordination among many interoaters,

area border routers (routers connected to multiple areas), and autono-
mous system boundary routers. At a minimum, OSPF-based routers or
access servers can be configured with all default paearmalues, no
authentication, and interfaces assigned to areas. If you ptaistiom-

ize your environment, ensure coordinated configurations ofatérs.

To configure OSPF, complete these tasks. You must enable @®PF;
other tasks are optional, but might be required for your sgiuit.

e Enable OSPF

e Configure OSPF Interface Parameters

e Configure OSPF over Different Physical tiherks

e Configure OSPF Area Parameters

e Configure OSPF Not So Stubby Area (NSSA

e Configure Route Summarizah between OSPRAreas

e Configure Route Summarization When Redistributing Routes into
OSPF

e Create Virtual Links

e Generate a Default Route

e Configure Lookup of DNS Names

e Force the Router ID Choice with a Loopback Interfac

e Disable Default OSPF Metric Calculation BasedBamdvidth

e Configure OSPF on Simplex Ethernet Interfaces
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e Configure Route Caldation Timers

e Configure OSPF over On-Demand Circuits

Enable OSPF

To enable OSPF, you must create an OSPF routing process, specify the
range of IP addresses to be associated with the routioggs, and as-
sign area IDs to be associated with that range of IP ssleke

1. Enable OSPF routing. This places you in the router configara
mode.

router ospf process-id

2. Define an interface on which OSPF runs and define the area ID for
that interface.

network address wildcard-mask area area-id

Configure OSPF Interface Parameters

OSPF implementation allows you to alter certain interfaceiipe

OSPF parameters. You may need to change these parameters for con-
sistency. If you do configure any of these parameters, be surerthe
figurations for all routers on your network have compatiblees.

In interface configuration mode, specify any of these interjacam-
eters as needed for your network:

1. Explicitly specify the cost of sending a packet orO8PF inter-
face.

ip ospf cost cost

2. Specify the number of seconds between link state askewnt
retransmissions for adjacencies belonging to an OSPFanéerf

ip ospf retransmit-interval seconds

3. Setthe estimated number of seconds it takes to trankmkitséat
update packet on an OSPF interface.

ip ospf transmit-delay seconds

4. Set priority to help determine the OSPF designated router for
network.

ip ospf priority number

5. Specify the length of time, in seconds, between the hello packets
that the Cisco 10S software sends on an OSP Faue

ip ospf hello-interval seconds
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6. Setthe number of seconds that a device's hello pankstaot
have been seen before its neighbors declare the OSPF route
down.

ip ospf dead-interval seconds

7. Assign a specific password to be used by neighb@BBF rout-
ers on a network segment that is using OSPF's simple password
authentication.

ip ospf authentication-key key

8. Enable OSPF MD5 authentication.
ip ospf message-digest-key keyid md5 key

Configure OSPF over Different Physical Networks

OSPF classifies different media into three types of networks by de
fault:

e Broadcast networks (Ethernet, Token RiR®DI)
e Nonbroadcast multi-access networks (SMDi& e Relay, X.25
e Point-to-point networks (HDLC, PPP)

Configure your network as either a broadcast or a nonbroadaist m
access netwé.

X.25 and Frame Relay provide an optional broadcast dapabat
can be configured in the map to allow OSPF to run as a broadcast net-
work.
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Configure OSPF for Nonbroadcast Networks

Because there might be many routers attached to an OSPF network, a
designated router is selected for tleéwork. It is necessary to uspe-

cial configuration parameters in the designated router selection if
broadcast capability is not configured.

These parameters need only be configured in those devicesdhat
themselves eligible to become the dasitgd router or backugesig-
nated router

To configure routers that interconnect to nonbroadcast nieswiype
this command in router configuration mode:

neighbor ip-address [priority number ]
[poll-interval seconds |

You can specify the following neighbor parametersegsired:
e Priority for a neighboring route
e Nonbroadcast polhterval

e Interface through which the neighbor isckable

Configure OSPF Area Parameters

OSPF software allows you to configure several area parameters. Thes
area parameters, shown in the following list, include enablitizeau
tication, defining stub areas, and assigning specific costs tiefhaalt
summary route. Authentication allows password-bgsetection

against unauthorized access to an area.

Stub areas are areas into which information on exterotésas not

sent. Instead, there is a default external route generated by the area bor-
der router, into the stub area for destinations outsideuiom@mous
system. To further reduce the number of link state advertisensent

into a stub area, you can canfr no-summary on the Area Border
Router (ABR) to prevent it from sending summary link advemiset

(link state advertigaents Type 3) into the stuvea.

In router configuration mode, specify any of these area parameters as
needed for your network:

e Enable authentication for an OSPF area.

area area-id authentication

e Enable MD5 authentication for an OSPF area.

area area-id authentication message-digest
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e Define an area to be a stub area.

area area-id stub [no-summary]

e Assign a specific cost to the default summary route used for th
stub area.

area area-id default-cost cost

Configure OSPF Not So Stubby Area (NSSA)

NSSA area is similar to OSPF stub area. NSSA doefiauat Type 5
external link stateadvertisements (LSAS) from the core into thesar
but it can import AS external routes in a limited fashidthin the
area.

NSSA allows importing of Type 7 AS external routes witNIBSA
area by redistribution. These Type 7 LSAs are translated’yge 5
LSAs by NSSA Area Border Router (ABR), which are flooded
throughout the Wwole routingdomain. Summarization andtéring are
supported during the transia.

Use NSSA to simplify administration if you are an Interregvice
provider (ISP) or a network administrator that must connect@aten
site using OSPF to a remote site that is using a different rourtirig-
col.

Priorto NSSA, the connection between the corporate site border router
and the remote router could not be run as OSPF stub ecaade

routes for the remote site could not be redistributed into &rea. A
simple protocol like RIP was usually run to handle the redigton.

This meant maintaining two routing protocols. With NS$éu can
extend OSPF to cover the remote connection by defining the area be-
tween the corporate router and the remote router as an NSSA.

In router configuration mode, specify these area parametersadednee
to configure OSPF NSSA:

area area-id nssa [no-redistribution]
[default-information-originate]

In router configuration mode on the ABR, specify thasnecnand to
control summarization and filtering of Type 7 LSA ifftgpe 5 LSA
(optional):

summary address prefix mask [not advertise]
[tag tag]

August 1997 Page 8-5
2524UM



Al2524 Router Card User’'s Manual I:Il

Implementation Considerations

Before implementing this feature, consider thesmg

e You can set a Type 7 default route that can be used to reach exter-
nal destinations. When configured, the router generatgpa 7
default into the NSSA by the 36A ABR.

e Every router within the same area must agree that the area is NS-
SA; otherwise, the routers will not be able to communiétie
each other.

e If possible, avoid using explicit redistribution BIBSA ABR be-
cause confusion may result over which packets are be&inglat-
ed by which router.

Configure Route Summarization between OSPF Areas

Route summarization is the consolidation of advertisiitesses.

This feature causes a single summary route to be asbe ity other
areas by an ABR. In OSPF, an ABR will advertise networks in one
area into another area. If the network numbers in an areasagaed
sequentially, you can configure the ABR to advertise a summary route
that covers all the individual networks within the area thairidithe
specified range.

To specify an address range, type this command in router configura-
tion mode:

area area-id range address mask

Configure Route Summarization When Redistributing
Routes into OSPF

When redistributing routes from other protocols into OSPF, eath

is advertised individually in an external link stateeidisement

(LSA). However, you can configure the Cisco IO&ware to aver

tise a single route for all the redistributed routes covered by a specified
network address and mask. Doing so helps decrease the size of th
OSPF link state databe.

To have the software advertise one summary route fardiBtributed
routes covered by a network address and mask, type this command in
router configuration mode:

summary-address  address mask

Page 8-6 August 1997
2524UM



Chapter 8: Al2524 Protocol Configuration Steps

Create Virtual Links

In OSPF, all areas must be connected to a backbone area. If there is
break in backbone continuity, or if the backbone is purposefully parti-
tioned, you can establish a virtuialk.

To establish a virtual link, type this command in router coméition
mode:

area area-id virtual-link router-id [hello-
interval seconds ] [retransmit-interval

seconds ] [transmit-delay seconds |
[deadinterval seconds ] [[authentication-key

key] | [message-digest-key keyid md5 key]]

To display information about virtual links, use 8how ip ospf
virtual-links EXEC command. To display the router ID of an
OSPF router, use trghow ip ospf EXEC command.

Generate a Default Route

You can force an autonomous system boundary routmrterate a
default route into an OSPF routing domain. Whenever youifsgly
configureredistribution of routes into an OSPF routing dom#h
router automatically becomes art@omous system lmdary router.
However, an autonomous system boundary router does ratefdyit,
generate a default route into the OSPF routing domain.

To force the autonomous system boundary router to generate a default
route, type this command in router configuration mode:

default-information originate [always]
[metric metricvalue ] [metric-type type-
value ] [route-map map-name]

Configure Lookup of DNS Names

You can configure OSPF to look up Domain Naming SysteNS)
names for use in all OSPF show command displays. This featur
makes it easier to identify a router, because it is displayed by nam
rather than by its router ID or neighbor ID.

To configure DNS name lookup, type this command a@bgl config-
uration mode

ip ospf hame-lookup
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Force the Router ID Choice with a Loopback Interface

OSPF uses the largest IP address configured on the interfaces as its
router ID. If the interface associatedth this IP address is ever

brought down, or if the address is removed, the OSPF prouestge-
calculate a new router 18nd resend all its routing information over its
interfaces.

If aloopback interface is configured with an IP address, the Cisco 10S
software will use this IP address as its router ID, evethéranter

faces have larger IP addresses. Since loopback interfaeersgoe

down, greater stability in the routing table is &sfeid.

To configure an IP address on a loopback interface, perform thes
tasks, starting in global configuratiomode:

1. Create a loopback interface, which places you infaxterconfig-
uration mode

interface loopback 0

2. Assign an IP address to this interface.

ip address address mask

Disable Default OSPF Metric Calculation Based on
Bandwidth

OSPF calculates the OSPF metric for an interfacerdotg tothe
bandwidth of the interface. To disable this feature, thpedommand
in router configuration mode:

no ospf auto-cost-determination

Configure OSPF on Simplex Ethernet Interfaces

Because simplex interfaces between two devices on an Ethernet repre-
sent only one network segment, for OSPF you must configure the
transmitting interface to be a passive interface. ThisgmsvOSPF

from sending hello packets for the transmitting interf8cth devices

are able to see each other via the hello packet generated for the receiv-
ing interface.

To configure OSPF on simplex Ethernet interfaces, typectimsnand
in router configuration mode:

passive-interface type number
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Configure Route Calculation Timers

You can configure the delay time between when OSPF receives a to-
pology change and when it starts a Shortest Path First (aRit)a-

tion. You can also configure the hold timetlween two consecutive
SPF calculations. Type this commandaduter configuréion mode:

timers spf spf-delay spf-holdtime

Configure OSPF over On-Demand Circuits

The OSPF on-demand circuit is an enhancement to the OSRIEqr
that allows eficient operation over on-demand ciits like ISDN,
X.25 SVCs, and dial-up lines. This feature supports RF&3,lex-
tending OSPF to Support Demand Circuits.

With this feature, periodic hellos are suppressed and the periodic re-
freshes of LSAs are not flooded over the demarnzuitir

To configure OSPF for on-demand circuits, perform these tasks:

1. Enable OSPF operation.
router ospf process-id

2. Configure OSPF on an on-demand circuit.
ip ospf demand-circuit

If the router is part of a point-to-point topology, tharly one end of
the demand circuit must be configd with this command. Hower,
all routers must have this featureded.

If the router is part of a point-to-multipoint topolognly the multi-
point end must be configured with this co@nd.

Implementation Considerations

Because LSAs that include topology changes are flooded over an on-
demand circuit, it is advised to put demand circuits widSPF.
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Network lllustration

This list outlines key features supported in OSPF impigation:

Stub areas Definition of stub areas is supported.
Route Routes learned via any IP routipgotocol
redistribution can be redistributed into any other IRiting

protocol. At the intradomain levehis
means that OSPF can import routes learrjed
via IGRP, RIP, and IS-IS. OSPF routes can
also be exported into IGRP, RIP,and 1S-1$.
At the interdomain level, OSPF can impot
routes learned via EGP and BGP. OSPF
routes can be exported into EGP and BGP.

—

Authentication Simple and MD5 authentication among
neighboring routers within an areasigp-
ported.

e

Routing/Interface | Configurable parameters supported inclu
parameters interface output cost, retransmissiotein
val, interface transmit delay, router priority
router "dead" and hello interlga and
authentication key.

Virtual links Virtual links are supported.
NSSA areas RFC 1567

OSPF over demand| RFC 1793

circuit

Note: To take advantage of the OSPF stub area support, default
routing must be used in the stub area.
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Al2524 IGRP
TCP/IP
Configuration
Steps

The Interior Gateway Routing Protocol (IGRP) is a dynamic distance-
vector routing protocol for an autonomous system that aunlarge,
arbitrarily complex networks with diverse bandwidth and delaar-
acteristics.

IGRP uses a combination of user-configurabketrics,including in
ternetwork delay, bandwidth, reliability, and load.

IGRP Updates

By default, a router running IGRP sends an update broad st @¥
seconds. It declares a route inaccessible if it doegneive an update
from the first router in the route within 3 update periods &tnds).

After 7 update periods (630 seconds), the Cisco I0S software removes
the route from the routintable.

IGRP uses flash update and poison reversetapda speed up th
convergence of the routing algorithm. Flash updates are sent soone
than the standard periodic update for notifying other routersetiac
change. Poison reverse updates are intended to defeat larger routing
loops caused by increases in routing metrics. The poison reverse up-
dates are sent to remove aroute and place it in holddelich keeps
new routing information from being used for a certain periatihud.

IGRP Configuration Task List

To configure IGRP, perform the tasks outlined in the next sei.
ating the IGRP routing process is mandatory; the other tasks are op
tional.

e Create the IGRP Routing Process

e Allow Point-to-Point Updtes for IGRP

e Define Unequal-Cost Load Balancing

e Control Traffic Distribdion

e Adjust the IGRP Metric Weights

e Disable Holddown

e Enforce a Maximum Network Rimete

e Validate Source |IP Addresses
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Create the IGRP Routing Process

To create the IGRP routing process, perform these required tasks start-
ing in global configuration mode:

1. Enable an IGRP routing process, which places you in router con-
figuration mode.

router igrp process number

2. Associate networks with an IGRP routing ass.

network network-number

IGRP sends updates to the inteda in the specified hgorks. If an
interface's network is not specified, it will not be advertised in any
IGRP update.

It is not necessary to have a registered autonomous systebento
use IGRP. If you do not have a registered numbercgalwcreate your
own. We recommend that if you dave a registered number, you use
it to identify the IGRP process.

Allow Point-to-Point Updates for IGRP

Because IGRP is normally a broadcast protocol, in order for IGRP
routing updates to reach point-to-point or nonbroaduetstorks, you
must configure the Cisco I0S software to permit this exchangritf
ing information.

To permit information exchange, define a neighboring router by typ-
ing this command in router configuration mode:

neighbor ip-address

To control the set of interfaces with which to excharmging up-
dates, you can disable the sending of routing updates oifisden
terfaces by configuring thpassive-interface command.

Define Unequal-Cost Load Balancing

IGRP can simultaneously use an asymmetric set of paths feera g
destination. This feature is known as unequal-cost load balancing. Un-
equal-cost load balancing allows traffic to be distributedrg up to

four unequal-costaths to provide greater overall output aaliabil-

ity. Alternate path variance (that is, the difference in deditaltie

tween the primary and alternate paths) is used to deteth@ne
feasibility of a potential route. Only paths that are feasiatebe used

for load balancing and are included in the routing table. These condi-
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tions limit the number of cases in which load balancing caarpbut
ensure that the dynamics of the network will remain stable.

These general rules apply to IGRP unequal-cost loahbialg:
e IGRP will accept up to four paths for a given destination network.

e The local best metric must be greater than the metric learned from
the next router; that is, the next-hop router must be closer (have a
smaller metric value) to the destination than the local bestanet

e The alternative path metric must be within the specified naeia
of the local best metric. The multiplier times the local bestimet
for the destination must be greater than or equal to the metric
through the next router

If these onditions are met, the route is deemed feasihtécan b
added to the routing table.

By default, the amount of variance is set to one (equal-cost load bal-
ancing). You can define how much worse an alternate path can be be-
fore that path is disalleed by defining the variance asstedwith a
particular path variance multiplier.

Note: By using the variance feature, the Cisco IOS software can
balance traffic across all feasible paths adn
immediately converge to a new path if one of {h&ths
fails.

Control Traffic Distribution

By default, if IGRP or Enhanced IGRP have multiple routes of un-
equal cost to the same destination, the Cisco 10S software wilbelis
ute traffic among the different routes by giving eachte a share o
the traffic in inverse proption to its metric. If you want to havaster
convergence to alternate routes, but you do not want to send traffic
across inferior routes in the normal case, yoghhprefer to have no
traffic flow along routes with higher rrés.

To control how taffic is distributed among multiple routes ofegual
cost, type this command in router configuratoade:

traffic-share {balanced | min}

Adjust the IGRP Metric Weights

You can alter the default behavior of IGRP routing antri;meompu-
tations. Although IGRP metric defaults were carefully selectguido
vide excellent operation in most networks, you can adfestGRP
metric. Adjusting IGRP metric weights can dramaticaffget net-
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work performance, however, so ensure that you make aficnael-
justments carefully.

Note: Because of the complexity of this task, we recommend that
you only perform it with guidance from an experienced
system designer.

To adjust the IGRP metric weights, type this command in raaer
figuration mode:

metric weights tos k1 k2 k3 k4 k5

By default, the IGRP composite metric is a 24-bit quanliigt is a

sum of the segment delays and the lowest segment bdthdiscaled

and inverted) for a given route. For a network of homogeneous media,
this metric reduces to a hop count. For a network of mixed media
(FDDI, Ethernet, and serial lines running from 9600 bps tealds),

the route with the lowest metric reflects the most desirable path to
destination.

Disable Holddown

When the Cisco 10S software learns that a network is aatardis-
tance than was previously known, or it learns the networkws dth
route to that network is placed in holddown. During tb&ltiown pe-
riod, the route is advertised, but incoming advertisenamsit that
network from any router other than the one that originally acbestti
the network's new metric will be ignored. All devices in an IGRP au-
tonomous system must be consistent in their use of holuslovo dis-
able holddowns with IGRP, type this command in routefigaration
mode:

no metric holddown

Enforce a Maximum Network Diameter

The Cisco 10S software enforces a maximum diameter to the IGRP
network. Routes whose hop counts exceed this diameteobagver-
tised. The default maximum diameter is 100 hops. The maximum di-
ameter is 255 hops.

To configure the maximum diameter, type this commanaurer
configuration mode:

metric maximum-hops hops
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Validate Source IP Addresses

To disable the default function that validates sharce IP addresses
of incoming routing updates, type this command in roctefigura
tion mode:

no validate-update-source

Network lllustration

IGRP advertises three types of routes: interior, system, aadarxts
shown inFigure 8-1Interior routes are routes between subnetisan
network attached to a router interface. If the network attached to a
router is not subnetted, IGRP does not advertise interides.

Figure 8-1:Interior, System, and Exterior Routes
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System routesre rodes to networks within an autonomosystem.

The Cisco I0S software derives system routes from directigexted
network interfaces and system route information mtediby other
IGRP-speaking routers or access servers. System routes do notinclude
subnet information.

Exterior routes are routes to networks outside the autonometesrsy

that are considered when identifying a gateway of last resort. Th
Cisco 10S software chooses a gateway of last resort from the list of ex-
terior routes that IGRP provides. The software uses the gateway
(router) of last resort if it does not have a better route for a packet and
the destination is not a connected network. If thermunous system

has more than one connection to an external network, differetars

can choose different exterior routers as the gateway afelssit.
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Al2524 RIP TCP/
IP Configuration

Routing Information Protocol (RIP) uses broadcast User Datagram
Protocol (UDP) data packets to exchange routing méion.

The Cisco I0S software sends routing information updathee(tise-
ments) every 30 seconds. If a router does not receivupdate from
another router for 180 seconds or more, it marks the routes served by
the nonupdating router as being unusable. If there is still no update
after 240 seconds, the router removes all routing table entridsefor
nonupdating router.

RIP sends pidates to the intesites in the specified networks. If an in-
terface's network is not epified, it will not be advdised in any RIP
update.

RIP Configuration Task List

To configure RIP, complete the tasks outlined in the nedbssciY ou
must enable RIP. The remaining tasks are optional.

e Enable RIP
e Allow Point-to-Point Updates for RI

e Specify a RIP Version

e Enable RIP Authentication

e Disable Route Summarization

e Run IGRP and RIP Concurrently

e Disable the Validation of Source IP Addresses

Enable RIP

To enable RIP, perform these tasks, starting in global configuration
mode:

1. Enable a RIP routing process, which places you in router configu-
ration mode.

router rip

2. Associate a network with a RIP routing pess.

network network-number

Allow Point-to-Point Updates for RIP

RIP is normally a broadcast protocol. Therefore, for RIP routing up-
dates to reach point-to-point or nonbroadcast networksmyt con-
figure the Cisco 10S software to permit this exchange of routing
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information. To define a neighboring router with which tolexme
point-to-point routing information, type this commandduater con-
figuration mode:

neighbor  ip-address

To control the set of interfaces with which to excharmging up-
dates, you can disable the sending of routing updates oifisden
terfaces by configuring the passive interfacenowmnd.

Specify a RIP Version

By default, the software receives RIP Versi onl and Vers jpatk-

ets, but sends only Vers ionl packets. You can configursotitvar

to receive and send only Ver sionl packets. Altevestj you can
configure the software to receive and send only Vers ion2 packets. To
configure the software to receive and send only RIP Ver sionflgr

RIP Version 2 packets, type this commanddnter confguration

mode:

version {1 | 2}
The preceding tastontrols the defult behaior of RIP. You can ver-
ride that behavior by configuring a particular interface to behave dif-

ferently. To control which RIP version an interface sendspparbne
of these tasks in interface configuration mode:

e Configure an interface to send only RIP Ver sioatkets.

ip rip send version 1

e Configure an interface to send only RIP Ver sioa2kets.

ip rip send version 2

e Configure an interface to send RIP Ver sionl and Ve rgiatk-
ets.

ip rip send version 1 2

Similarly, to control how packets received from ateiface are pro-
cessed, perform one of these tasks in interface configuration mode:

e Configure an interface to accept only RIP Ver sioatkets.

ip rip receive version 1

e Configure an interface to accept only RIP Ver sioa2kets.

ip rip receive version 2

e Configure an interface to accept either RIP Ve rsionl or 2 packets.

ip rip receive version 1 2

August 1997
2524UM

Page 8-17



Al2524 Router Card User’'s Manual I:Il

Enable RIP Authentication

RIP Version 1 does not support authentication. If yousargling and
receiving RIP Versio n2 packets, you can enable RIRegutication on
an interface.

The key chain determines the set of keys that can be used on the inter-
face. If a key chain is not configured, no authentication is performed

on that interface, not even the default authentication. Toverefou

must also perform the tasks in the section Manage Autlatiotic

Keys later in this chapter.

The software supports two modes of authentication on an interface for
which RIP authentication is enabled: plain text authatito and

MDS5 authentication. The default authenticatioreurery RIP

Version 2 packet is plain text authentioat

Note: For security purposes, do notuse plain text agitication
in RIP packets, because the unencrypted authentication
key is sent in every RIP VYgio n2 packet. Use plaitext
authentication when security is not an issue, for example,
to ensure that misconfigured hosts do not participate in
routing.

To configure RIP authentication, perform these tasks in interface con-
figuration mode:

1. Enable RIP authentigan.

ip rip authentication key-chain name-of-
chain

2. Configure the interface to use MD5 digest authentication (or let it
default to plain text authentitan).

ip rip authentication mode {text | md5}

Disable Route Summarization

RIP Version 2 supports automatic route summarization bgudtef
The software summarizes subprefixes to the classtulank bound-
ary when crossing classful network boundaries.

If you have disconnected subnets, disable automatic route atimam
tion to advertise the subnets. When route summarization is disabled,
the software transmits subnet and host routing information across
classful network boundaries. To disable automatic suizatam,

type this command in router configuratiorode:

no auto-summary
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Run IGRP and RIP Concurrently

It is possible to run IGRP and RIP concurrently. The IGR&ma-
tion will override the RIP information by default because®@RP's
administrative distace.

Running IGRP and RIP concurrently does not work wbkmthe net-
work topology changes. Because IGRP and RIP haverdift update
timers, and because they require different amounts of timpep@-

gate routing updates, one part of the network will follow IGBIRes

and another part will follow RIP routes. This results in routogpk.
Although these loops do not exist for long, the TimeLive (TTL)

will quickly reach zero, and ICMP will send a TTL exceeded message.
This message will cause most applications to stop attemueimgprk
connections.

Disable the Validation of Source IP Addresses

By default, the software validates theurce IP address of incoming
RIP routing updates. If that source address is not validsateare
discards the routing update.

Consider disabling this feature if you have a router that iseiffrork

and you want to receive its updates. Disabling this featuretisec
ommended under normal circumstances. To disable the default func
tion that validates the source IP addresses of incoming routing updates,
perform this task in router configuratiomde:

e Disable the validation of the source IP address of incoming RIP
routing updates.

no validate-update-source ion

In addition to running multiple routing protocols simultangly, the

Cisco I0S software can redistribute information from one royiiog

tocol to another. For example, you can instruct the software to readver-
tise IP Enhanced IGRP-derived routes using the RIP protocol or to
readvertise static routes using the IP Enhanced IGRP protocol. This
capability applies to all the IPaked routing ptocols.

You may also conditionally control the redistribution of routes be
tween routing domains by defining a method known as mafes be-
tween the two domains.

e To redistribute routes from one protocol into anothgretthis
command in router configuration mode:

redistribute protocol autonomous-system-
number [route-map map-tag |
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e To define route maps, type this command in globafigaration
mode:

route-map  map-tag [permit | deny]
[ sequence-number |

e By default, the redistribution of default information between IP
Enhanced IGRP processes is enabled. To disable theitadist
tion, type this command in router configuratiooahe:

no default-information {in | out}
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Chapter 9: Al2524 OSI/CLNP
Configuration Steps

Introduction This chapter describes how to configure ISO CLNS. TheQSRS
protocol is a standard for the network layer of the OSI model.

ISO CLNS To configure ISO CLNS, you must configure the routing processes,
Configuration associate addresses with the routing processes, and cudioemaet-
Task List ing processes for your particulartwerk.

You must perform some combination of the tasks listed herertiige
ure the ISO CLNS protocol:

e Understand Addisses

e Understand Routing Processes

e Configure ISO IGRP Dynamic Routing

e Configure IS-1S Dynamic Routing

e Configure CLNS Static Routing

e Configure Miscellaneous Features

e Configure CLNS over WANs

e Enhance ISO CLNS Performance

e Monitor and Maintain the ISO CLNS Network
e Configure TARP on ISO CLNS
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Understand Addresses in the ISO network architee are referred to as NSAP ad-

Addresses dresses and network entity titles (NETs). Each node @3metwork
has one or more NETSs. In addition, each node has many NSAP ad-
dresses. Each NSAP address differs from one of the NETSs for that
node in only the last byte. This byte is called the N-selectontis- f
tion is similar to the port number in other protocol suites.

The Al2524 router supports all NSAP address formats thakedireed
by ISO 8348/Ad2; however, the Al2524 router provides ISBIP 0
IS-IS dynamic routing only for NSAP addresses that aonfto the
address constraints defined in the 1ISO standardSe81(ISO 10589).

An NSAP address consists of these two major fields, as shéigr in
ure 9-1

e The initial domain p art (IDP) is made up of 1-byte authority and
format identifier (AFI) and a variable-lengthitial
domai nidentifier (IDI). The length of the IDI and the encoding
format for the domai nspecific part (DSP) are based on the value
of the AFI.

e The DSP is made up of a high-order DSP, an area identifigs-a
tem identifier, and a 1-byte N-selector (labeled S).

Figure 9-1:NSAP Address Fields

IO DSP

Fl DD HODSP | Area (System DIS

-
Assign addresses or NETs for your domains and areas. Th
domai naddress uniquely identifies the routing domalintouters
within a given doma inare given the same dom ainaddre#birv

each routing domain, you can set up one or more arealp@as in
Figure 9-2 Determine which routers are to be assigned tolwdreas.
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The area address uniquely identifies the routing aresharsystem ID
identifies each node.

Figure 9-2:Sample Domain and Area Addresses

The key difference between the ISO IGRP and IS-1S NSAlreading
schemes is in the definition of area addresses. Both usgstieensID
for Level 1 routing (routing within an area). Howevéwey differ in
the way addresses are specified for aoeéing. An ISO IGRINSAP
address includes three sepafatls for routing: the domin, area,
and system ID. An IS-IS address includes two fields: a sirugiére
uous area field (comprising the doma inand area fields) ang/$itens
ID.

ISO IGRP NSAP Address

The ISO IGRP NSAP address is divided into thredspar

domai npart, an area address, and a system ID. D omainrouting is per-
formed on the doma inpart of the address. Area routing for a given
domai nuses the area address. System routing for a giveusaethe
system ID part. The NSAP address is laid out as:

e The domai npart is of variable length and comes beforartae
address.

e The area address is the 2 bytes before the system ID.
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e The system ID is the 6 bytes before the N-gelec
e The N-selector (S) is the last byte of the NSAPrasisl

Cisco's ISO IGRP routing implementation interprets thtedbfrom
the AFI up to (but not including) the area field in D8P as

domai nidentifier. The area field spges the area, and thgstem ID
specifies the system.

Figure 9-3illustrates the ISO IGRP NSAP addressing structure. The
maximum address size is 20 bytes.

Figure 9-3:1SO IGRP NSAP Addressing Structure

IDP DSP

|
AF| DI | Area |System ID|S |
[ 2 6| 1|:
i
ISC-IGRP Area  System
domain address address address

IS-IS NSAP Address

An I1S-IS NSAP address is divided into two parts: an arelaesd and

a system ID. Level 2 routing (routing between areas) uses the area ad-
dress. Leve I1 routing (routing thin an area) ses the system ID ad-
dress. The NSAP address is laid out as:

e The area address is the NSAP address, not includirgystem 1D
and N-selector.

e The system ID is found between the area address andsb&ebdt
tor byte.

e The N-selector (S) is the last byte of the NSAPrasisl
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The 1S-1S routing protocol interprets the bytes from the AFI (pub
not including) the system ID field in the DSP as an area identifier. Th
system ID specifies the system.

Figure 9-dillustrates the IS-IS NSAP addréss structure. The maxi-
mum address size is 20 bytes.

Figure 9-4:1S-1S NSAP Addressing Structure

IDP

AF| Dl ' HO-DSP | System D |

1 Variable | 61
1515 area address System address

=H1l1asg

Addressing Rules

All NSAP addresses must obey these constraints:

e No two nodes can have addresses with the same KE&fTist ad-
dresses that match all but the Nestor (S) field inthe DSP.

e No two nodes residing within the same area can havessigré
which the system ID fields are the same.

e ISO IGRP requires at least 10 bytes of length: 1 bytedarain,
2 bytes for area, 6 bytes for system ID, and 1 byte for N-selector.

e ISO IGRP and IS-IS should not be configured for the same area.
Do not specify an NSAP address where all bytes (pubnot in-
cluding) the system ID are the same when enabling both 1ISO
IGRP and IS-IS routing.

e Arouter can have one or more area addresses. The concept of mul-

tiple area addresses is describedldrign Multiple Area Address-
es to IS-IS Areas

e IS-ISrequires at least 8 bytes: one byte for area, 6 bytegdtam
ID, and 1 byte for N-selector.
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Addressing Examples

Examples of OSI network and GOSIP NSAP addresses using the ISO
IGRP implementation are described in the next sections.

The OSI network NSAP address format is illustrated as:

| DomainArea] Sys tem  ID| S| 47.0004.004D.0003.0000.0C00.62E6.00

This is an example of the GOSIP NSAP address structure. This struc-
ture is mandatory for addresses allocated from the International Code
Designator (ICD) 0005 addressing domain. Refer to th&B@ocu-
ment, U.S. Government Open Systems Interconnection Profile (GO-
SIP), Draft Version 2.0, April 1989, for more information.

| Domain| Area|System ID| S|
47.0005.80.ffff00.0000.fff.0004.0000.0c00.62e6.00

L]
AFI IDI DFI AAIResv RD

Routing Table Example

You enter static routes by specifying NSpfefix and next-hop NET
pairs (by usindheclns route command). The NSAP prefix can
be any portion of the NSAP address. NETs are similar in function to
NSAP addresses.

If an incoming packet has a destination NSAP addressitiest not
match any existing NSAP addresses in the routing tabl€itite |10S
software will try to match the NSAP address with an NSAFpte
route the packet. In the routing table, the best match meansgesto
NSAP prefix entry that matches the beginning of the ddstima
NSAP address.

Page 9-6 August 1997
2524UM



(m [] Chapter 9: Al2524 OSI/CLNP Configuration Steps

This table shows a sample static routing table in which thiogx
NETs are listed for completeness, but are not necessary tcstarder
the routing algorithm.

Entry NSAIEreAﬁcj(dress Next-Hop NET

1 47.0005.000c.0001 47.0005.000c¢.0001.0000.1234,00
2 47.0004 47.0005.000¢.0002.0000.0231.00
3 47.0005.0003 47.0005.000¢.0001.0000.1234.00
4 47.0005.000c 47.0005.000c.0004.0000.0011.00
5 47.0005 47.0005.000c.0002.0000.0231.00

This table offers examples of how the longest matching NSAfi pre
can be matched with routing table entries in the taldee

Datagram Destination NSAP Table Entry
Address Number Used

47.0005.000c.0001.0000.3456.01
47.0005.000c.0001.6789.2345.01
47.0004.1234.1234.1234.1234.01
47.0005.0003.4321.4321.4321.01
47.0005.000c.0004.5678.5678.01
47.0005.0001.0005.3456.3456.01

[ 2 1 S - T O R I T B i I

Octet boundaries must be used for the internal boundaries of NSAP ad-
dresses and AITs.
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Understand
Routing Processes

The basic function of a router is to forward packets: recepacket

in one interface and send it out another (or the same) interféoe to
proper destination. All routers do this by looking up theidatbn ad-
dress in atable. The tables can be built either dynamically or statically.
If you are configuring all the entries in the table yourself, g@using
static routing. If you use a routing mess to build théables,you ar

using dynamic routing. It is possible, and sometimes negg$saise

both static and dynamic routing sittaneously.

When you configure only ISO CLNS and not routing protodhis,

Cisco 10S software only makes forwarding decisions. It ca¢per-

form other routing-related funcins. In such a configuratiothe soft-

ware compiles a table of adjacency data, but does not advertise this
information. The only information that is inserted into the irgutable

is the NSAP and NET addresses of this router, static routes, and adja-
cency information.

You can route ISO CLNS on some interfaces anuksarentlybridge
it on other interfaces simultaneously. To do this, yasthenable con-
current routing and bridging by using tbridge crb command.

Dynamic Routing

Cisco supports these two dynamic routing protocols forC&SP
networks:

e ISOIGRP
e |[S-IS

When dynamically routing, you can choose either ISO IGRB-48,
or you can enable both routing protocols at the same timer@&dihg
protocols support the concept of areas. Within an area, all routers
know how to reach all the system IDs. Between areasem®know
how to reach the proparea.

ISO IGRP supports three levels of routing: system ngptarea rout-
ing, and interdomainrout ing. Routingrass domins

(interdomai nrouting) can be static or dynamic with ISRP. IS-IS
supports two levels of routing: station routing (within an aa@a)are
routing (between areas).

Intermediate Systems (IS) and End Systems (ES)

Some ISs keep track of how to communicate with all the E8®in
areas and thereby function as Level 1 routers (also referred toas lo
routers). Other ISs keep track of how to communicate with atteas
inthe domain, functioning as Le vel2 routers (stmes referred to as
area routers). The Al2524 router Isvays Le vell and L evel®&hen
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routing ISO IGRP; it can be configured to be Levehly, Level2
only, or both Level 1 and Leve 12 when routing IS-IS.

ESs communicate with ISs using the ES-IS protocol. Leamdil
Level 2 ISs communicate with each other using eitherIEBCS or
Cisco's ISO IGRP protocol.

Static Routing

Static routing is used when it is not possible or desirahledaly-
namic routing. Here are some instances of when you wamddtatic
routing:

If your network includes WAN links that involve paying foon-

nect time or for per-packet charges, use static routing, rather than
paying to run a routing protocol and all its routing atedpackets
over that link.

If you want routers tadvertise conectivity to external netarks,
but you are not running an interd o mainrouting protogml, must
use static routes.

If you must interoperate with another vendor's pment that
does not support any of the dynamic routing protott@s Cisco
supports, you must use static riogt

For operation over X.25, Frame Relay, or SMDS networks, static
routing is gnerally preferable.

Warning: An interface that is configured for static routing carot

reroute around failed links.

Routing Decisions

A CLNP packet sent to any of the defined NSAP addresses or NETs
will be received by the router. The Cisco I0S software uses this algo-
rithm to select which NET to use when it sends ekpa

If no dynamic routing protocol is running, use the NEfTirted for
the outgoing interface, if it exists; otherwise, use the MEflhed
for the router.

If ISO IGRP is running, use the NET of the ISO IGRP iraypro-
cess that is running on the interface.

If IS-IS is running, use the NET of the IS-IS routing process that
is running on the irtrface.
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Configure ISO
IGRP Dynamic
Routing

The ISO IGRP is a dynamic distance-vector routing protodesigned
by Cisco for routing an autonomous system that contange | arbi-
trarily complex networks with diverse bandwidth and delayattar-
istics.

To configure ISO IGRP, complete the tasks outlined in theseomecti
Only enabling ISO IGRP is required; the remaining task is ogkja
though you might be required to perform it, deding upon your spe-
cific application:

e Enable ISO IGRP

e Configure ISO IGRP Parameters

In addition, you can also configure these miscellaneous features:

e Filter routing information (refer t@reate Packet-Forwarding Fil-
ters and Establish Adjacendies

e Redistribute routing information from one routing process to an-
other (refer tdRedistribute Routing Inforation)

e Configure administrative distancagfer toSpecify Preferred
Routes

Enable ISO IGRP

To configure ISO IGRP dynamic routing, you must enable the ISO
IGRP routing process, identify the address for the routerspecify
the interfaces that are to route ISORRB. Optionally, you caget a
level for your routing updates when you configtire interfaces.
CLNS routing is endbd by default on roers when you anfigure

ISO IGRP. You can specify up to ten ISO IGRP routing processes.

In global configuration mode, configure ISO IGRyhdmicrouting
on the router:

1. Enable the ISO IGRP routing process and enter router configura-
tion mode.

router iso-igrp [ tag ]

2. Configure the NET or address for the routing process.

net network-entity-title

Although IS-IS allows you to configure multiple NETs, IB&GRP al-
lows only one NET per routing process.

Page 9-10
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You can assign a meaningful name for the routinggs® by using the
tag option. You can also specify a name for a NET in addition to an
address. For information on how to assign a nameSpeeify Short-
cut NSAP Addresses

You can configure an interface to advertise L evel2rifdion only.

This option reduces the amount of router-to-router traffiebiyng th

Cisco 10S software to send out only L evel2 routing updates on certain
interfaces. Level 1 information is not passed on the irntesféor

which the Level 2 option is set.

In interface configuration mode, enable ISO IGRP on spedifits
faces and set the level type for routimqpates:

clns router iso-igrp tag [level 2]

Example: Dynamic Routing within the Same Area

Figure 9-5 and the example configuration illustrate how tofigure
dynamic routing within a routing domain. The router earst in on

or more areawithin the domain. The rout@amed Router Axasts in
a single area:

Figure 9-5:CLNS Dynamic Routing within a Single Area

]

Domain: 47.0004.004d: A

-

Area 0002 17
1. Define atag castor for the routing process:
router iso-igrp castor
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2. Configure the net for the process in area 2, doma in44.004d:

net 47.0004.004d.0002.0000.0C00.0506.00

3. Specify iso-igrp routing using the previously specified tag castor :

interface ethernet O
clns router iso-igrp castor

»

Specify iso-igrp routing using the previously specified tag castor :

interface ethernet 1
clns router iso-igrp castor

o1

Specify iso-igrp routing using the previously specifieddasfor:

interface serial O
clns router iso-igrp castor

Example: Dynamic Routing in More Than One Area

Figure 9-6and the example configuration illustrate howeémfigure
router named Buter A that exists in twareas:

Figure 9-6:CLNS Dynamic Routing within Two Areas

i

___________________________________________________

Domain: 47.0004.004d | 3

ol L]

Page 9-12 August 1997
2524UM



(m [] Chapter 9: Al2524 OSI/CLNP Configuration Steps

1. Define atag orion for the routing process:

router iso-igrp orion

2. Configure the net for the process in area 1, doma in44.004d:

net 47.0004.004d.0001.212223242526.00

3. Specify iso-igrp routing using the previously specifiedaagn:

interface ethermet 0
clns router iso-igrp orion

4. Specify iso-igrp routing using the previously specifiedaagn:

interface ethernet 1
clns router iso-igrp orion

Example: Dynamic Routing in Overlapping Areas

This example illustrates how to configure a router with leygring ar-
eas:

1. Define atag capricorn for the routing process:

router iso-igrp capricorn

2. Configure the NET for the process in area 3,
domai n47.0004.004d:

net 47.0004.004d.0003.0000.0C00.0508.00

3. Define atag cancer for the routing process:

router iso-igrp cancer
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4. Configure the NET for the process in area 4,
domai n47.0004.004d:

net 47.0004.004d.0004.0000.0C00.0506.00

5. Specify iso-igrp routing on interface ethernet 0 using thedpg
ricorn:

interface ethernet O
clns router iso-igrp capricorn

6. Specify iso-igrp routing on interface ethernet 1 using the tags cap-
ricorn and cancer:

interface ethernet 1
clns router iso-igrp capricorn
clns router iso-igrp cancer

7. Specify iso-igrp routing on interface ethernet 2 using thedag
cer:

interface ethernet 2
clns router iso-igrp cancer
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Example: Dynamic Interdomain R outing

Figure 9-7and the example configurations illustrate howaofigur
three domains that are to be transparently eoteal.

Figure 9-7:CLNS Dynamic Interdomain R outing

Doman &
41007 120

1 Pl — |

" Dmal:
o

Router Chicago

This configuration shows how to condige Router Chicago for dy-
namic interdomai nrouting:

1. Define atag A for the routing process:

router iso-igrp A

2. Configure the NET for the process in area 2,
domai n47.0007.0200:

net 47.0007.0200.0002.0102.0104.0506.00

3. Redistribute iso-igrp routing information throughodoimainA:

redistribute iso-igrp B
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4. Define atag B for the routing process:

router iso-igrp B

5. Configure the NET for the process in area 3,
domai n47.0006.0200:

net 47.0006.0200.0003.0102.0104.0506.00

6. Redistribute iso-igrp routing information throughodoimainB:

redistribute iso-igrp A

7. Specify iso-igrp routing with the tag A:

interface ethernet 0
clns router iso-igrp A

8. Specify iso-igrp routing with the tag B:

interface serial O
clns router iso-igrp B
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router iso-igrp B

Router Detroit

This configuration shows how to configure Router Digtior dynamic
interdomainrouting. Comment lines have been eliminated thisn
example to avoid redundancy.

net 47.0006.0200.0004.0102.0104.0506.00

redistribute iso-igrp C

router iso-igrp C

net 47.0008.0200.0005.0102.01040.506.00

redistribute iso-igrp B
interface serial O
clns router iso-igrp B
interface serial 1
clns router iso-igrp C

Chicago injects a prefix route for domain A into domai nB. Domai nB
injects this prefix route and agdix route for doma inB into do mainC.

You also can configure a border router between cimAand
domai nC.
Configure 1ISO IGRP Parameters

Cisco's ISO IGRP implementation allows you to customéztam
ISO IGRP parameters:

e Adjust ISO IGRP Metrics
e Adjust ISO IGRP Timers

e Enable or Disable Split Haon

Adjust ISO IGRP Metrics

You have the option of altering the default behavior of ISBP rout-

ing and metric computations. This allows, for example, Wheg of
system behavior to allow for transmissions via satellith@lgh 1ISO
IGRP metric defaults were carefully selected to provide excellent op-
eration in most networks, you can adjust the metric.
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Warning: Adjusting the ISO IGRP metric can dramatically affect
network performance, so ensure that all metric adj-
ments are made carefully. Because of the complexity of
this task, it is not recommended unless it isn@ with
guidance from an experienced system designer.

You can use different metrics for the ISO IGRP routing protocol on
CLNS. In router configuration mode, configure the metric constants
used in the ISO IGRP composite metric calculation of riitialand
load:

metric weights gos k1 k2 k3 k4 k5

Two additional ISO IGRnetrics can be cdigured: the badwidth
and delay associated with an interface.

Warning: Using thebandwidth anddelay commands to change
the values of the ISOGRP metrics also changes the val-
ues of IP IGRP metrics.

Adjust ISO IGRP Timers

The basic timing parameters for ISO IGRP are adjustableuBecthe

ISO IGRP routing protocol executes a distributed, asynchronous rout-
ing algorithm, it is important that these timers begame for all rout-

ers in the network.

In router configuration mode, adjust ISO IGRP timing parameters:

timers basic update-interval holddown-
interval invalidinterval

Enable or Disable Split Horizon

Split horizon blocks information about routes froningeadvertised

out the interface from which that information originated. Taeture
usually optimizes communication among multiple routers, particularly
when links are broken.

In interface configuration mode, either enable or disable split horizon
for ISO IGRP updates:

e Enable split horizon for ISO IGRP dates.

clns split-horizon
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Configure I1S-1S
Dynamic Routing

e Disable split horizon for ISO IGRP dptes.

no clns split-horizon

The default for all LAN interfaces is for split horizon todreabled;
the default for WAN interfaces on X.25, Frame Relay, or SMDS net-
works is for split horizon to be disabled.

IS-IS is a dynamic routing specification described in |1958B.
Cisco's implementation of IS-IS allows youdonfigurelS-1S as an
ISO CLNS routing protocol.

To configure IS-IS, complete these tasks. Only enabling IS-IS is re
quired; the remainder of the tasks are optional, atthoyoumight b
required to perform them depending upon your specifitieation.

e Enable IS-IS
e Assign Multiple Area Addresses to 1S-ISeas

e Configure 1S-IS Parameters

e Configure 1S-IS Interface Parameters

In addition, you can also configure these miscellaneous features:

e Filter routing information (refer t@reate Packet-Forwarding Fil-
ters and Establish Adjacendies

e Redistribute routing information from one routing process to an-
other (refer tdRedistribute Routing Inforation)

e Configure administrative distancagfer toSpecify Preferred
Route3

Enable IS-IS

To configure IS-IS dynamic routing, you must enable the IS-1S routing
process, identify the address for the router, and specify the interfaces
that are to route IS-IS. CLNS routing is bled by afault when you
configure IS-IS dynamic routing. You can specify only one IS-1S pro-
cess per router.

In global configuration mode, configure 1S-1S dynamdating on the
router:

1. Enable IS-IS routing and enter router configuration mode.

router isis [ tag ]
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2. Configure the NET for the routing process.

net network-entity-title

You can assign a meaningful name for the routingess by using the
tag option. You can also specify a name for a NET in addition to an
address. For information on how to assign a nameSpeeify Short-
cut NSAP Addresses

In interface configuration mode, specify the interfates should be
actively routing IS-IS:

clns router isis [ tag ]

Warning: For I1S-IS, multiple NETs per router are allowedyith a
maximum of three. However, only one ISIS process is al-
lowed, whether you run it in integrated mode, ISO CLNS
only, or IP only.

Examples: IS-IS Routing Configuration

These examples illustrate the basic syntax and configuration command
sequence for IS-IS routing.

Levell and Level2 Routing

This example illustrates using the IS-IS protocol to configuiegles
area address for Lev ell and Le vel2 routing:

1. Route dynamically using the IS-IS probl:

router isis

2. Configure the NET for the process in area 47.0004.004d.0001:

net 47.0004.004d.0001.0000.0c00.1111.00

3. Enable IS-IS routing on ethernet O:

interface ethernet O cins router isis
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interface ethernet 1
clns router isis

interface serial 0
clns router isis

router isis

4. Enable IS-IS routing on ethernet 1:

5. Enable IS-IS routing on serial O:

Level2 Routing Only

This example illustrates a silai configuration, featuring a single area
address being used for specification of Level 1 and Level2 routing.
However, in this case, interface serial interface 0 is configiored

Level 2 routing only. Most comment lines have been eliminated from
this example to avoid reddancy.

net 47.0004.004d.0001.0000.0c00.1111.00

interface ethernet 0
clns router isis
interface ethernet 1
clns router isis
interface serial 0
clns router isis

isis circuit-type level-2-

router isis areal

1. Configure a level 2 adjacency only for interface serial O:

only

OSI Configuration

This example illustrates an OSI configuration example. In this exam-
ple, IS-IS runs with two area addresses, metrics tailamdidifferent
circuit types specified for each interface. Most commimts|have

been eliminated from this example to avoid redundancy.

1. Enable IS-IS routing in area 1:
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2. Routeris in areas 47.0004.004d.0001 and 47.0004.004d.0011:

net 47.0004.004d.0001.0000.0c11.1111.00
net 47.0004.004d.0011.0000.0c11.1111.00

is-type level-1-2

interface ethernet O
clns router isis areal

isis metric 5 level-1

isis circuit-type level-1
!

interface ethernet 1
clns router isis areal
isis metric 2 level-2
isis circuit-type

!

interface serial0

clns router isis areal
isis circuit-type

isis priority 3 level-

3. Enable the router to operate as a station router and an interare
router:

4. Specify a cost of 5 for the level-1 routes:

5. Establish a level-1 adjacency:

level-2-only

level-1-2

6. Setthe priority for serial 0 to 3 for a level-1 adjacency:

isis priority 1 level-
ISO CLNS Dynamic Route Redistribution
This example illustrates route redistribution between IS-IS and ISO
IGRP domains. In this case, the 1S-1S domain is on Ethertezface
0; the ISO IGRP doma inis on serial interface 0. The I1S-IS routing pro-
cess is assigned a null tag; the ISO IGRP routing procassigned a
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tag of remote-domain. Most comment lines have been eliedrieom
this example to avoid reddancy.

router isis
net 39.0001.0001.0000.0c00.1111.00

1. Redistribute iso-igrp routing information throughoeitnote-do-
main:

redistribute iso-igrp remote-domai n
!

router iso-igrp remote-domain
net 39.0002.0001.0000.0c00.1111.00

2. Redistribute IS-IS routing information:

redistribute isis
I

interface ethernet O

clns router isis
I

interface serial O
clns router iso-igrp remote

Assign Multiple Area Addresses to IS-IS Areas

IS-IS routing supports the assignment of multiple addresses on
the same router. This concept is referred to as multihoming. Multi-
homing provides a mechanism for smoothly migratiegvork ad-
dresses as:

e Splitting up an area. Nodes within a given area canraulate to

a point that they are difficult to manage, cause excessive traffic, or
threaten to exceed the usable address space for an area. Multiple

area addresses can be assigned so that you carhmpzotition
a network into separate areas without disruptingiserv

e Merging areas. Use transitional area addresses to mengangs

as three separate areas into a single area that share a common area

address.

e Transition to a different address. You may need tmgban are

address for a particular group of nodes. Use multiple area address-

es to allow incoming traffic intended for an old area addito
continue being routed to associatexdies.
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You must statically assign the multiple area addressdseomuter.
You can assign up to three area addresses on the AlEb@4umber
of areas allowed in a doma inis unlied.

Allthe addresses must have the same system ID. For example, you can
assign one address (areal plus system ID), anddwditional ad-

dresses in different areas (argdizs system ID and area3 plus system
ID) where the system ID is the same.

A router can dynamically learn about any adjaceuter. Aspart o

this process, the routers inform each other of their area addresses. If
two routers share at least one area address, the set of area addresses of
the two routers are merged. The merged set cannot contain more than
three addresses. If there are more than three, the three addresses with
the lowest numerical values are kept, and all others are dropped.

Beginning in global configuration mode, configureltiple area ad
dresses in IS-IS areas:

1. Enable IS-IS routing and enter router configuration mode.

router isis [ tag |

2. Configure NETSs for the routing process. The rocégrhave up to
three NETs. Enter each command separately.

Examples: NETs Configuration

These are examples of configuring NETs for both IGRP and
IS-IS.

ISO IGRP

This example illustrates specifying a NET:

router iso-igrp Finance
net 47.0004.004d.0001.0000.0¢11.1111.00

This example illustrates using a name for a NET:

clns host NAME 39.0001.0000.0c00.1111.00
router iso-igrp Marketing
net NAME
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The use of thimet router configuration command figuresthe sys-
tem ID, area address, and d omainaddress. Only a single NET per rout-
ing process is allowed.

router iso-igrp local
net 49.0001.0000.0c00.1111.00

IS-IS

This example illustrates specifying a single NET:

router isis Pieinthesky
net 47.0004.004d.0001.0000.0¢11.1111.00

This example illustrates using a name for a NET:

clns host NAME 39.0001.0000.0c00.1111.00
router isis
net NAME

IS-IS Multihoming

This example illustrates the assignment of three separate area ad
dresses for a single router using net commands. Traffic rechiatd
includes an area address of 47.0004.004d.0001, 47.0004.004d.0002,
or 47.0004.004d.0003, and that has the same system ID, is forwarded
to this router.

router isis eng-areal

| IS-IS Area| Sys tem ID| S|
net 47.0004.004d.0001.0000.0C00.1111.00

net 47.0004.004d.0002.0000.0C00.1111.00

net 47.0004.004d.0003.0000.0C00.1111.00

Example: Router in Two Areas

These two examples show how to configure a router in te@saThe
first example configures ISO IGRP; the second configures 1S-IS.
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ISO IGRP

In this example, the router is in domai n49.0001 and tsystam ID
of aaaa.aaaa.aaaa. The router is in twasir31 and 40 (deval).Fig-
ure 9-8illustrates this configuration.

Figure 9-8:1SO IGRP Configuration

Test-proc 1

Router A > gyl —]
EZ Eﬁ‘

=14023

Test-proc 2

router iso-igrp test-procl

001F in this example net is the hex value for area 31.:

net 49.0001.001F.aaaa.aaaa.aaaa.00
router iso-igrp test-proc2

0028 in this example net is the hex value for area 40:

net 49.0001.0028.aaaa.aaaa.aaaa.00
!

interface ethernet 1

clns router iso-igrp test-procl

!

interface serial 2

clns router iso-igrp test-procl

!

interface ethernet 2

clns router iso-igrp test-proc2
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router iso-igrp test-procl

IS-IS

To run I1S-1S instead of ISO IGRP, use this configuration. iThstra-
tion in Figure 9- still applies. Ethernet interface 2 is fignred for
IS-IS routing and is assigned the tagestproc2.

net 49.0002.0002.bbbb.bbbb.bbbb.00

router isis test-proc2

net 49.0001.0002.aaaa.aaaa.aaaa.00

!

interface ethernet 1

clns router iso-igrp test-procl
!

interface serial 2

clns router iso-igrp test-procl
!

interface ethernet 2

clns router IS-IS test-proc2

clns routing

interface serial 2

clns enable

To allow CLNS packets only to blindly pass through dariiace with-
out routing updates, you could use a simple configomafihis exam-
ple shows such a configuiatt:

This permits serial 2 to pass CLNS packets without havifgSCrout-
ing turned on:

Configure 1S-1S Parameters

Cisco's IS-IS implementation allows you to customizeaieS-IS
parameters. You can perform the optional tasks:

e Specify Router-Level S upport

e Configure ISIS Authentication Pasvords

e |gnore IS-IS Link-State Packet (LSP) Errors

e Log Adjacency State Gimges
e Change IS-IS LSP MTU Size
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Specify Router-Lev elSupport

It is seldom necessary to configure the IS type because the 1S-IS pro-
tocol will automatically establish this. However, you can configure th
Al2524 to act as a Le vell (intra-area) router, as both eallLleouter

and a Leve 12 (interarea) router, or as an interareroaly.

In router configuration mode, configure the 1S-IS level hicl the
router is to operate:

is-type {level-1 | level-1-2 | level-2-
only}

Configure IS-IS Authentication Passwords

You can assign authentication passwords to areas anditk An

area password is inserted in Level 1 (station router) link-Bttés
(LSPs), complete sequence number PDUs (CSNPs), and partial se-
guence number PDUs (PSNPs). A routi ng domainauthentication
password is inserted in Leve |12 (area router) LSP, CSNP, and PSNP.

In router configuration mode, configure area or domain passwords:

1. Configure the area authenticatiorspaord.

area-password password

2. Configure the routin g domainauthenticatfassword.

domain-password password

Ignore IS-IS Link-State Packet (LSP) Errors

You can configure the router to ignore IS-IS LSirat tare reeived
with internal checksum errors, rather than purging the LSPs. &®Ps
used by the receiving uters to maintain their routingbles.

The IS-IS protocol definition requires that a received LSP with an in-
correct data-link lsecksum be purged by the receiver, whielises

the initiator of the LSP toegenerate it. However, if @&twork has a

link that causes data corruption while still delivering L8Rk correct
data-link checksums, a continuous cycle of purging and regenerating
large numbers of LSPs can occur, ramugthe network nofunc-

tional.

In router configuration mode, allow theuter to ignore ISPs with an
internal checksum error:

ignore-Isp-errors

Page 9-28

August 1997
2524UM



(m [] Chapter 9: Al2524 OSI/CLNP Configuration Steps

Log Adjacency State Changes

You can configure IS-IS to generate a log message whés-E$ ad
jacency changes state (up or down). This may be useful mbaitor-
ing large networks. Messages are logged using therayarror
message facility. Messages are in this form:

%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034 (Serial0) Up, new adjacency
%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034 (Serial0) Down, hold time
expired

In router configuration mode, generate log messages whiksil&n
adjacency changes state:

log-adjacency-changes

Change 1S-IS LSP MTU Size

Under normal conditions, the default maximum traission unit
(MTU) size should be sufficient. However, if the MTU of a linkag/-
ered to less than 1500 bytes, the LSP MTU must be lovesemd-
ingly on each router in the network. If this is not done,inguvill
become unpredictable.

The MTU size must be less than or equal to the smallest MTU of any
link in the network. The default size is 1497ds;

Caution: The CLNS MTU of a link (which is the applicable value
for IS-IS, even if it is being used to route IP) may differ
from the IP MTU. To be certain about a link MTU as it
pertainsto IS-IS, use thehowclns interface command
to display the value.

In router configuration mode, change the MTU size of IS-IS link state
packets:

Isp-mtu  size

Warning: This rule applies for all routers in a network. lny link
in the network has a reduced MTU, all routers must b
changed, not just the routers directly connected to th
link.
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Configure 1S-1S Interface Parameters

Cisco's IS-IS implementation allows you to customize ceitéén-
face-specific IS-IS parameters:

e Adjust IS-IS Link-Sate Metrics

e Setthe Advertised Hello Interval and Hello Multiplier

e Setthe Advertised CSNP Interval

e Set the Retransmission Interval

e Specify Designated Router Etem

e Specify the Interface Circuitype

e Configure ISIS Authentication Pasvords

You are not required to alter any of theseapaetersput some inter
face parameters must be consistent across all routers in therkaetw
Therefore, if you do configure any of these parameters, be sure the
configurations for all routers on the network have compatible values.

Adjust IS-IS Link-State Metrics

You can configure a cost for a specified interface. Theuttafeetric

is used as a value for the IS-IS metric. This is the value assigresd
there is no quality of service (QOS) routing performed. The only met-
ric that is supported by the Cisco I0S software and that you can con-
figure is the default-metric, which you can configure for L evell or
Level 2 routing or both.

In interface configuration mode, configure the link statdric:

isis metric default-metric {level-1 |
level-2}

Set the Advertised Hello Interval and Hello Multiplier

You can specify the length of time (in seconds) betwe#ao packets

that the Cisco 10S software sends on the interface. Yoalsan

change the default hello packet multiplier used on the interface to de-
termine the hold time transmitted in IS-IS hello packets (the default is
3).

The hold time determines how long a neighbor waits for anb#iler
packet before declaring the nelgir down. This time determiné®w
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quickly a failed link or neighbor is detected so tloates can be recal-
culated.

In interface configuration mode, set the advertised helloviatand
multiplier:

1. Specify the length of time, in seconds, between hello packets th
software seds on the specified intace.

isis hello-interval seconds {level-1 |
level-2}

2. Specify the number used to multiply the hello intereglosids by
to determine the total holding time transmitted in the 1S-IS hello
packet. If not specified, a multiplier of 3used.

isis hello-multiplier multiplier [{level-1
| level-2}]

The hello interval can be configured independently faevdll and
Level 2, except on serial point-to-point interfaces. (Because there is
only a single type of hello packet sent on serial links, the palt&et

is indepedent of Lev ell or Lev el2.) Specify an optionevél for

X.25, SMDS, and Frame Relay multiaccess networks.

Use thasis hello-multiplier command in circumstances
where hello packets are lost frequently and 1S-1S adjacencies are fail-
ing unnecessarily. You can raise the hello multiplier and lower th
hello interval {sis hello-interval command) correspond

ingly to make the hello protocol more reliable without increasing th
time required to detect alink failure.

Set the Advertised CSNP Interval

CSNPs are sent by the designated router to maintain database synchro-
nization.

In interface configuration mode, configure the I1S-ISNF interval fo
the interface:

isis csnp-interval seconds {level-1 |
level-2}

This feature does not apply to serial point-to-point interfacemds
apply to WAN connections if the WAN is viewed amaltiaccess
meshed network.

August 1997
2524UM

Page 9-31



Al2524 Router Card User’'s Manual I:Il

Set the Retransmission Interval

In interface configuration mode, configure the numbesexfonds be
tween retransmission of LSPs for point-tardinks.

isis retransmit-interval seconds

The value you specify should be an integer greater than tleetexip
round-trip delay between any two routers on the network sétteng

of this parameter should be conservative, or needlessisatission

will result. The value you determine should be larger for serial lines
and virtual links.

Specify Designated Router Election

You can configure the priority to use for designated rougstien.
Priorities can be configured for Levell an d Level2 indivijuah
designated router enablesealucton in the number of adjacencies re-
quired on a multiaccess network, which in turn reducestie@unt of
routing protocol traffic and the size of the topgy database.

In interface configuration mode, configure the priority to faseles-
ignated router eleitn:

isis priority value {level-1 | level-2}

Specify the Interface Circuit Type

It is normally not necessary to configure this featur@abse the IS-IS
protocol automatically determines area boundaries and keepdl e
and Leve 12 outing separate. However, you can specify thecadiey
levels on a specified interface.

In interface configuration mode, configure the adjacdocyeigh-
bors on the specified intexte:

isis circuit-type {level-1 | level-1-2 |
level-2-only}

If you specify Level 1, a Level 1 adjacency is established if there is at
least one area address common to both this nodigsameighbors.

If you specify both Le vell and L evel2 (tdefault value), aLevell

and 2 adjacecy is established if the neighbor is also cgufed as

both Leve I1 and Lev el2 and there is at least one area in common. If
there is no area in common, a Leve 12 adjacency is esttablli

If you specify Leve 12 only, a Le vel2 adjacency is establishettielf
neighbor router is a Leve |1 router, no adjacency is established.
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Configure 1S-IS Password Authemication

You can assign different authentication passwords for diffecernt

ing levels. By default, authentication is disabled. Specifying Lev ell or
Level 2 enables the password only for Le vell or L evelRing, re-
spectively. If you do not specify a level, the default is Le vell.

In interface configuration mode, configure an authetitier password
for an interface:

isis password password {level-1 | level-2}

Configure CLNS You do not need to explicitly specify a routing pess to use stati

Static Routing routing facilities. You can enter a specific static route apply it glo-
bally, even if you have configured the router for ISO IGRFSeIS dy-
namic routing.

To configure a static route, complete the tasks in the follosgég
tions. Only enabling static routes is required; the remaining taais
be necessary for certain applications, but are otheptenal.

e Enable Static Routes

e Configure Variations of the StatiRoute

e Map NSAP Addresses to Media Addresses

Enable Static Routes

To configure static routing, you must enable CLNS on the router and
on the interface. CLNS routing is enabled on the router by default
when you configure ISO IGRP or IS-IS routing protocols. NSAP ad-
dresses that start with the NSAP prefix you #yeare forwaded to

the next-hop node.

In global configuration mode, configure CLNS on the router:

1. Configure CLNS.

clns routing

2. Assign an NSAP address to the router ifriheterhas nobeen
configured to route CLNS packets dynamically udi®@ IGRP
or I1S-1S.

clns net { net-address | name}

3. Enter a specific static route.

clns route nsap-prefix { next-hop-net |
name}
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clns routing

Warning: If you have not configured the router to route CLNS pack-
ets dynamically using ISO IGRP or IS-IS, you must as
sign an address to the router.

You also must enable ISO CLNS for each interface you wgpdss
ISO CLNS packet traffic to end systems, but for whiob do not
want to perform any dynamic routing on the interfaddsTs done au-
tomaticallywhen you configure 1S-1S or ISO IGRP routing on an in-
terface; however, if you do not intend to perfany dynanic routing
on an interface, you must manually enable CLNS. You saigia an
NSAP address for a specific interface. Tdllsws the Cisco 10S soft-
ware to advertise different addresses on each interface. Thisfis us
if you are doing static routing and need to control the sdliEdeused
by the router on each interface.

In interface configuration mode, configure CLNS onirsterface:

1. Enable ISO CLNS for each intect

clns enable

2. Optionally, assign an NSAP address to a specifarface.

clns net { nsap-address | namé}

Examples: Basic Static Routing

Configuring FDDI, Ethernets, Token Rings, and serial [ioe€LNS
can be as simple as enabling CLNS on the interfaces. Tdlighat is
ever required on serial lines using HDLC encapsulation. If atesys
on an Ethernet or Token Ring support ISO 9542 ESRES) hothing
else is required.

Example 1

This example illustrates how an Ethernet and a serial line can be con-
figured:

1. Enable clns packets to be routed:

2. Configure this network entity title for the routipgpcess:

clns net 47.0004.004d.0055.0000.0C00.BF3B.00
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3. Pass ISO CLNS traffic on ethernet Cetal systems withoubut-
ing:

interface ethernet O
clns enable

4. Pass ISO CLNS traffic on serial 0 to end systems wittoting:

interface serial 0
clns enable

5. Create a static route for theerface:

clns route 47.0004.004d.0099 serial 0
clns route 47.0005 serial O

Example 2

This is a more complete example of CLNS staticirmmubn asystem
with two Ethernet interfaces. After configuring routiygu ddine

NET and enable CLNS on the Ethernet 0 and Ethernet 1 io¢stfa
You must then define an ES neighbor and define a staticwithtéhe
clns route global configuration command, as shown. In this situ-
ation, there is an ES on Ethernet 1 that does not support E§usS.
9-9illustrates this network.

Figure 9-9:Static Routing

EO
ER o000 mm0

30002 2222 2222 22201

S5157a
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clns host sid 39.0001.1111.1111.1111.00
clns host bar 39.0002.2222.2222.22 2200

1. Assign a static address for the router:

clns net sid

2. Enable CLNS packets to be routed:

clns routing

3. Pass ISO CLNS packet traffic to end systems withmuting
them:

interface ethernet O
clns enable

4. Pass ISO CLNS packet traffic to end systems withmutirrg
them:

interface ethernet 1
clns enable

5. Specify end system for static ring:

clns es-neighbor bar 0000.0C00.62e7

6. Create an interface-static route to bar for packets with the this
NSAP address:

clns route 47.0004.000c bar

Example: Static Intradomain Routing

Figure 9-10 and the configurations demonstrate how to usie staut-

ing inside of a domain. Imagine a company with branch offices in De-
troit and Chicago, connected with an X.25 link. Thesieedfare both

in the domai nnamed Sales.
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Figure 9-10:CLNS X.25 Intradomain Routing

'
e — -

X 23 address 1111

This example shows one way to configure the router inago:

1. Define the name chicago to be used in place oNB&P:

clns host chicago 47.0004.0050.0001.0000.0c00.243 b.00

2. Define the name detroit to be used in place of this NSAP:

clns host detroit 47.0004.0050.0002.0000.0c00.1e1 2.00

3. Enable ISO IGRP routing of CLNS packets:

router iso-igrp sales

4. Configure net chicago, as shown in stéfks

net chicago

5. Specify iso-igrp routing using the specified tates:

interface ethernet O
clns router iso-igrp sales
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6. Setthe interface up as a DWih X.25 encapsult#on:

interface serial 0
encapsulation x25
x25 address 1111
x25 nvc 4

7. Specify iso-igrp routing using the specified tates:

clns router iso-igrp sales

8. Define a static mapping between Detroit's nsap and 181xad-
dress:

x25 map clns 2222 broadcast

This configuration brings up an X.25 virtual circuit between thdar
in Chicago and the router in Detroit. Routing updates will be sent
across this link. This implies that the virtual circuit could beomtin-
uously.

If the Chicago office should grow to contain multiple routensoitild
be appropriate for each of those routers to know how to dettioit.
Add the following command to redistribute information betwemirt-
ers in Chicago:

router iso-igrp sales
redistribute static

Example: Static InterdomainRo uting

Figure 9-1land theexample configuratins illustrate how to cordure
two routers that distribute information across domains. Inetkgsn-
ple, Router A (in dom ainOrion) and Router B (i n domainPleiades)
communicate across a serial link.
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Figure 9-11:CLNS Interdomain S tatic Routing

SA0T4a

Domamn: 4/0006.0200  Domam: 4/.0007.0200
Area: 0100 Area: 0200

Router A

This configuration shows how to confige Router A for stati
interdomainrouting:

1. Define tag orion for net 47.0006.0200.0100.0102.0304.0506.00:

router iso-igrp orion

2. Configure this network entity title for the routipgpcess:

net 47.0006.0200.0100.0102.0304.0506.00

3. Define the tag bar to be used in place of Router B's NSAP:

clns host bar 47.0007.0200.0200.1112.1314.151 6.00

4. Specify iso-igrp routing using the specified tapn:

interface ethernet O
clns router iso-igrp orion
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5. Pass ISO CLNS traffic to end systems withoutiray:

interface serial 1
clns enable

6. Configure a static route to Router B:

clns route 39.0001 bar

Router B

This configuration shows how to contige Router B for static
interdomainrouting:

router iso-igrp pleiades

1. Configure the network entity title for the routingpess:

net 47.0007.0200.0200.1112.1314.1516.00

2. Define the name sid to be used in place of Router A's NSAP:

clns host sid 47.0006.0200.0100.0001.0102.0304.05 06.00

3. Specify iso-igrp routing using the specified tagaues:

interface ethernet O
clns router iso-igrp pleiades

4. Pass ISO CLNS traffic to end systems withoutirmg:

interface serial O clns en able
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clns route 47.0006.0200 sid

5. Pass packets bound for sid in dom ain47.0006.0200gh serial
0:

CLNS routing updates will not be sent on the serial Indwyever,
CLNS packets will be sent and received over the serial link.

Configure Variations of the Static Route

These tasks include variations of tes route global configura-
tion command:

e Bind the next hop to a specified interface and mediaesddvhen
you do not know the NSAP address of your neighNote that
this version of the cIns route command is not literafiplied to a
specific interface.

clns route nsap-prefix type number [ snpa-
address |

e Tell the Cisco I0S software to discard packets with the specified
NSAP prefix.

clns route nsap-prefix discard

e Specify a default prefix.

clns route default nsap-prefix type number

Map NSAP Addresses to Media Addresses

Conceptually, each ES lives in one area. It discovers #resielS by
listening to ES-IS packets. Each ES must be able to communicate di
rectly with an IS in its area.

When an ES wants to communicate with another ES, it 4ards
packet to any IS on the same medium. The IS looks up theatest
NSAP address and forwards the packet along the best routeddghe
tination NSAP address is for an ES in another area, tegell IS
sends the packet to the nearest Lev el2 IS. The Lev el2 IS forthards
packet along the best path for the destination area ugétstto a
Level 2 IS that is in the destination area. This IS then forwards the
packet dong the best path inside the area until itis delivereddgales-
tination ES.

ESs need to know howto getto alLevell IS for theiaga nd_evell
ISs need to know all of the ESs that are directly reachable through each
of their interfaces. To provide this information, the routers support the
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ES-IS protocol. The router dynamically discovers all E®sing the
ES-IS protocol. ESs that are not running the ES-1S protoost be
configured statically.

It is sometimes desirable for a router to have a neighbor configured
statically rather than learned through ES-IS, 1ISO IGRP, or IS-IS.

Warning: It is necessary to use static mapping only for E8attdo
not support ES-IS. The Cisco 10S software coni&s to
dynamically dscover ESs that do support ES-IS. If you
have configured interfaces for ISO IGRP or IS-IS, the
ES-IS routing software automatically turns on ES-IS for
those interfaces.

In interface configuration mode, entert&tanapping ifiormation be-
tween the NSAP protocol addresses and the subnetwork point of at
tachment (SNPA) addresses (media) for ESs or ISs, as needed:

e Configure all end systems that will beed when you manually
specify the NSAP-to-SNPA mapping.

clns es-neighbor nsap snpa

e Configure all intermediate systems that will lsed when you
manually specify the NSAP-to-SNPA mapgi

clns is-neighbor nsap snpa

For more information, refer t8onfigure CLNS over WANS

Warning: The SNPA is a data link layer address (such as ahét-
net address, X.25 address, or Frame Relay DLCI address)
used to configure a CLNS route for an interface.
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Configure
Miscellaneous
Features

Perform these optional tasks to configure miscellaneous features of an
ISO CLNS network:

e Specify Shortcut NSAP Addresses

e Use the IP Domain Name System to DigenlSO CLNS Ad
dresses

e Create Packet-Forwarding Filters and Establish Adijcies

e Redistribute Routing Inforation

e Specify Preferred Routes

e Configure ES-IS Hello Packet Parameters

Specify Shortcut NSAP Addresses

You can define a name-to-NSAP address mapping. idrise can
then be used in place of typing the long set of numbeceiassd with
an NSAP address.

In global configuration mode, define a name-to-NSAP address map-
ping:
clns host name nsap

The assigned NSAP name is displayed, where ek, ishow and
debug EXEC commands. However, some effects and requénts
are associated with using names to represent NETs and NSAP ad
dresses.

Theclnshost  global configuration command is generated after all
other CLNS commands when the configuration file is parsed. As a re-
sult, you cannot edit the nonvolatile randomesscmemory

(NVRAM) version of the configuration to specifically chartbe ad-
dress defined in the originalns host command. You musipe-
cifically change any commands that refer to the original addrais
affects all commands that acceptmes.

The commands thatre affected by these requirements include:

net (router configuration command

clns is-neighbor (interface configuration command)

clns es-neighbor (interface configuration command)

clns route (global configuratiorcommand)
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Use the IP DomainNa me System to Discover ISO CLNS
Addresses

If your router has both ISO CLNS and IP enabled, you can use the
Domain Naming System (DNS) to query ISO CLNS addresses by
using the NSAP address type, as documented in RFC 1348e@his
ture is useful for the ISO CLNfing EXEC command and when
making Telnet connections. This feature is enabled fgutte

In global configuration mode, enable or disable DNS queries for IS
CLNS addresses:

e Enable DNS queries for CLNS addresses.

ip domain-lookup nsap

e Disable DNS queries for CLNS addresses.

no ip domain-lookup nsap

Create Packet-Forwarding Filters and Establish
Adjacencies

You can build powerful CLNS filter expressions, or access.|liThese
can be used to control either the forwarding of frames througfie r
interfaces, or the establishment of adjacencies with, or the apptica
of filters to, any combination of ES or IS neighbors, I8RP neigh-
bors, or IS-IS neighbors.

CLNS filter expressons are corplex logical combinations cZLNS

filter sets. CLNS filter sets are lists of address templates agdiitgt
CLNS addresses are matched. Address templates are Qldxss
patterns that are either simple CLNS addressesnhatth justone ad-
dress, or match multiple CLNS addresses through the use of wildcard
characters, prefixes, and suffixes. Frequently used ad@magtates

can be given aliases for easier reference.

1. In global configuration mode, establish CLNS filters:

e Create aliases for frequently used address templates.

clns template-alias name template

e Build filter sets of multiple address template peramtl deny con-
ditions.

clns filter-set sname [permit | deny]
template

e Build filter expressions, using one or mordefilsets.

clns filter-expr ename term
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N

In interface configuration mode, apply filter expressito an in-
terface:

e Apply afilter expression to frames forwarded in or out oifder-
face.

clns access-group namelin | out]

e Apply a filter expession to ISIS adjaceres.

isis adjacency-filter name [match-all]

e Apply a filter expession to ISO IGRP adjacsas.

iso-igrp adjacency-filter name
e Apply a filter expession to ES or IS adjausies.
clns adjacency-filter {es | is} name

Examples: CLNS Filter

This example allows packets if the address starts witleredt7.0005
or 47.0023. It implicitly denies any other address.

clns filter-set US-OR-NORDUNET permit 47.0005...
clns filter-set US-OR-NORDUNET permit 47.0023...

Redistribute Routing Information

In addition to running multiple routing protocols simultangly, the
Cisco I0S software can redistribute information from one royiiog
cess to anther.

You can also configure the Cisco 10S software to do

interdomain d ynamic routing by configuring two routing processes
and two NETSs (thereby putting the router into two domaans) redis-
tributing the routing information between the domains. B@uton-
figured this way are referred to as border routers. If you have a router
that is in two routing domains, you might want to redistrilvatging
information between the two domains.

Warning: Itis not necessary to use redistribution between areas. Re-
distribution only occurs for Le vel2 roumg.

1. In global configuration mode, configure the router tosteitiute
routing information into the ISO IGRRPothain:
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e Specify the routing protocol and tag (if applicable) into which you
want to distribute routing infonation.

router iso-igrp [ tag |

e Specify one or more 1ISO IGRP ring protocol and tag (dppli-
cable) you want to redistribute.
redistribute iso-igrp [ tag ] [route-map map-
tag |

e Specify the IS-IS routing protocol and tag (if applicable) you want
to redistribute.

redistribute isis [ tag ] [route-map map-tag |

e Specify the static routes you want to redistribute.

redistribute static [cIns | ip]

2. Beginning in global configuration mode, configure tbeter to
redistribute routing information into the IS-t®mains:

e Specify the routing protocol and tag (if applicable) into which you
want to distribute routing infonation.

router isis [ tag |

e Specify the IS-IS routing protocol and tag (if applicable) you want
to redistribute.

redistribute isis [ tag ] [route-map map-tag |
Warning: By default, static routes are redistributed into I1S-IS.

You can conditionally control the redistribution olutes between
routing domains by defining route maps between thedwvoains.
Route maps allow you to use tags in routes to influence redigtni-
bution.

3. In global configuration mode, conditionally control the redistribu-
tion of routes between domains:

route-map  map-tag {permit | deny} sequence-
number

One or morenatch command and one or moset commands typ-
ically follow aroute-map command to define the conditiofos re-
distributing routes from one routing protocol into aresthf there are
nomatch commands, everything matches. If there areato com-
mands, nothing is done (other than theahpat

Eachroute-map command has alist afatch andset commands
associated with it. Thmatch commands specify the match criteria—
the conditions under which redistribution is allowed foraheent
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route-map command. Theet commands specify the redisiu-
tion set actions—the particular redistribution actions toguerfif th
criteria enforced by thmatch commands are met. When all matc
criteria are met, albet actions are péormed

Thematch route-map configuration command has multiple for-
mats. Thanatch commands may be given in any order, atidle-
fined match criteria must be satisfied to cause the route to be
redistributed according to tlset actions given withtheset com-
mands.

In route-map configuration mode, define the match criteria for redis-
tribution of routes from one routing protocol into anothepbyform-
ing at least one of these

e Match routes that have a network addiressching one or more of
the specified names (the names can be a standeedsalistfilter
set, or expression).

match clns address name[ name...name |

e Match routes that have a next hop address matching anerer
of the specified names (the names can be a standard astdibs |
ter set, or expression).

match clns next-hop name[ name...name |

e Match routes that have been advertised by routers matching one or
more of the specified names (the names can be a standard access
list, filter set, or expression).

match clns route-source name[ name...name |

e Match routes that have the next tmyd matching one or more o
the specified interfaces.

match clns interface type number [ type
number...type number ]

e Match routes that have the specified metric.

match metric metric-value

e Match routes that have the specified route type.

match route-type {level-1 | level-2}

In route-map configuration mode, ded set actions for redistribu-
tion of routes from one routing protocol into anothepkyforming at
least one of tase:

e Settherouting level of the routes to be advertised inpeeifsed
are of the routing domain.

set level {level-1 | level-2 | level-1-2}
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e Setthe metric value to give thedistributed routes.

set metric metric-value

e Set the metric type to give thedistributed rows.

set metric-type {internal | external}

e Setthe tag value to associate with the redistributed routes.

set tag tag-value

Examples: Route Map

This example redistributes two types of routes into the integrattsl
routing table (supporting both IP and CLNS). Thstfroutes are

OSPF external IP routes with tagafid these are $erted into level-2
IS-IS LSPs with a metric of 5. The second routes are ISO IGRP de
rived CLNS prefix routes that match CLNS filterpe&ssion ofilter.
These are redistributed into IS-IS as level-2 LSPs with a metric of 30.

router isis

redistribute ospf 109 route-map ipmap

redistribute iso-igrp nsfnet route-map os imap
I

route-map  ipmap permit

match route-type external

match tag5

set metric 5

set level level-2

I

route-map osimap permit

match clns address osiffilter

set metric 30

clns filter-set osifilter permit 47.0005.80FF.FF00

Given this configuration, a RIP learned route for network 160.89.0.0
and an ISO IGRP learned route with prefix 480.0002 will be re
distributed into an IS-IS level-2 LSP with a metric of 5. For gxam
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router isis

redistribute rip route-map ourmap
redistribute iso-igrp

route-map  ourmap permit

match ip addr

match clns address ourprefix

set metric 5

set level level-2

remote route-map ourmap

access-list 1 permit 160.89.0.0 0.0.255.255
clns filter-set ourprefix permit 49.0001.0002...

Specify Preferred Routes

When multiple routing processes ammning in the same roer for
CLNS, it is possible for the same route to be advertised by tinamne
one routing process. The Cisco |OStaaire always picks theute
whose routing protocol has the lowest administrative distalrtee.
lower the value of the distance, the moreferred the route.

By default, these administrative distances are assigned:
e Static routes—10

e |SO IGRP routes—100

® |S-IS routes—110

In router configuration mode, change an admiatste disance for a
route:

distance  value [cIns]
If you want an ISO IGRP prefix route to override a static route, you
must set the distance for the routing process to be lihaarlO.

Configure ES-IS Hello Packet Parameters

You can configure ES-IS parameters for communication between end
systems and routers. In general, you should leave these parameters at
their default values.

When configuring an ES-IS router, be aware of these items:

e ES-IS does not run over X.25 links unless the broadcast facility is
enabled.
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e ES hello packets and IS hello packetssamt without optins. Op-
tions in received p&ets are ignored.

ISs and ESs periodically send out hello packets to advertiseattail-
ability. The frequency of these hello packets can beigorgd.

The recipient of a hello packet creates an adjacency entry feyshe
tem that sent it. If the next hello packet is not receivetiwihe in-
terval specified, the adjacency times out and the adjacel is
considered unreachable. A default rate has been set for helkletpac
and packet validity, but it can lebanged.

In global configuration mode, change the détfa

e Specify the rate at which ES hello and IS hello packets are sent.

clns configuration-time seconds

e Allow the sender of an ES hello or IS hello packet to specify the
length of time you consider the information in thesekpés to be
valid.

clns holding-time seconds

A default rate has been set for the ES Configuration Timer (ESCT) op-
tion, but it can be changed.

In interface configuration mode, specify how oftendhe system
should transmit ES hello packebBs:

clns esct-time seconds
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Configure CLNS
over WANSs

This section provides general information about running ISO CLNS
over WANSs.

You can use CLNS routing on serial interfaces withLi€, PPP,
LAPB, X.25, Frame Relay, DDR, or SMDS encapsulationu3®
HDLC encapsulation, you must have a router at both ends bhkhe
If you use X.25 encapsulation, and if IS-IS or ISO IGRRoisused on
an interface, you must manually enter the NSAP-t0-X.121 address
mapping. The LAPB, SMDS, Frame Relay, and X.25 endafisns
interoperate with other vendors.

Both ISO IGRP and IS-IS can be configured ow&XNs.

X.25 is not a broadcast medium and, therefore, does not broadzast
tocols (such as ES-1S) that automatically advertise and record map-
pings between NSAP/NET (protocol addresses) and SNRAi&m
addresses). (With X.25, the SNPAs are the X.25 network addresses, or
the X.121 addresses. These are usually assigned byabaetwork
provider.) If you use static routing, you must configureNIis$&\P-to

X.121 address mapping with tR25 map command.

Configuring a serial line to use CLNS over X.25 requiredigaring

the general X.25 information and the CLNS-specific information.
First, configure the general X.25 information. Then, enter the CLNS
static mapping information.

You can specify X.25 nondefault packet and windizes, reverse
charge information, and so on. The X.25 facilities information that can
be specified is exactly the same as i@ map interface configu-
ration command.

Example: ISO CLNS over X.25

In this example, serial interface 1 on Router A acts as a DTE 28 X

It permits broadcasts to pass through. Router B is an IS, Whigh

CLNS address of 49.0001.bbbb.bbbb.bbbb.00 and an X.121 address of
31102. Router A has a CLNS address of 49.0001.aaaa.aaaa.aaaa.00
and an address of 311®Higure 9-12illustrates this configut#n.
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Figure 9-12:Routers Acting as DTEs and DCEs

43001 aa2 aasa.aaaall 4001 bbbb.bbob bbob. (0

Router A ) RouterB

S1d40 Ao

DTESTIOT DTESTI0

Router A

router iso-igrp test-proc
net 49.0001.aaaa.aaaa.aaaa.00
!

interface serial 1
clns router iso-igrp test-proc

1. Assume the host is a DTE and encapsuba@s
encapsulation x25

2. Define the X.121 address of 31101 for serial 1:
X25 address 31101

3. Setup an entry for the other side of the X.25 link (Router B):

x25 map clns 31101 broadcast
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Router B

router iso-igrp test-proc
net 49.0001.bbbb.bbbb.bbbb.00
!

interface serial 2
clns router iso-igrp test-proc

1. Configure this side asCE:

encapsulation x25-dce

2. Define the X.121 address of 31102 for serial 2:

X25 address 31102

3. Configure the NSAP of Router A and accept reverse charges:

x25 map clns 31101 broadcast accept-reverse

Enhance 1SO Generally, you do not need to change the mauiefault setings for
CLNS CLNS packet switching, but there are some modificegtiyou can
Performance make when you decide to make changes in your netwonktr pe

mance. The following sections describe ISO CLN&peatersthat
you can change:

e Specify the MTU Size

e Disable Checksums

e Disable Fast Switching Through t@&ache

e Setthe Congestion Thiesld

e Transmit Error ProtocdData Units (ERPDUS)

e Control Redirect Protocdbata Units (RDPUS)

e Configure Parameters for Locally Sourced Packets
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Specify the MTU Size

Allinterfaces have a default maximum packet size. However to reduc
fragmentation, you can set the MTU size of the packets sehtadn-
terface. The minimum value is 512; the default and maximum packet
size depends on the interface type.

Changing the MTU value with thatu interface configuration com-
mand can affect the CLNS MTU value. If the CLNS MTU is at its
maximum given the interface MTU, the CLNS MTU will change with
the interface MTU. However, the reverse is not true; changing th
CLNS MTU value has no effect on the valuetftemtu interface con-
figuration command.

In interface configuration mode, set the CLNS MTU packetfeiza
specified interface:

clns mtu size

Warning: The CTR card does not support the switching of frames
larger than 4472 bytes. Interoperability problemsght
occur if CTR cards are intermixed with other TokeRing
cards on the same network. These problems can be mini
mized by lowering the CLNS MTU sizes to be the same on
all routers on the network.

Disable Checksums

When the ISO CLNS routing software originates a CLNS packet, by
default it generates checksums. Iteifiace configuration ode, dis-
able checksum generation:

no clns checksum

Warning: Enabling checksum generation has no effect oouting
packets (ES-IS, ISO IGRP, and IS-1S) originated by th
router; it applies to pings and tracerouteapkets.

Disable Fast Switching Through the Cache

Fast switching through the cache is enabled by default feupdl
ported interfaces. In interface configuration mode, disable fasthswi
ing:

no clns route-cache

Warning: The cache still exists and is used after the clns
route-cache interface configuration command is
used; the software just does not do fast switching tigh
the cache.
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Set the Congestion Threshold

If a router configured for CLNS experiences congestioretd the
congestion-experienced bit. You can set the congestioshtbiceon a
per-interface basis. By setting this threshold, you cause tiensys

set the congestion-experienced bit if the output queue has more than
the specified number of packets in it.

In interface configuration mode, set the congesdtiwashold:

clns congestion-threshold number

Transmit Error Protocol Data Units (ERPDUS)

When a CLNS packet is received, the routing softd@oks inthe
routing table for the next hop. If it does not find one, the packet is dis-
carded and an error protocol data unit (ERPDU) is sent.

You can set an interval between ERPDUSs. Doing so reduces band-
width if this feature is disabled. When you set the minimum interval
between ERPDUSs, the Cisco 10S softwdoes not senBERPDUs

more frequently than one per interface per ten milliseconds.

In interface configuration mode, transfBRPDUSs:

1. Send an ERPDU when the routing software detects an error in
data PDU; this is enabled by deltau

clns send-erpdu

2. Setthe minimum interval, in milliseconds, between ERPDUs.

clns erpdu-interval milliseconds

Control Redirect Protocol Data Units (RDPDUS)

If a packet is sent out the same interface it came in on, a redirect pro-
tocol data unit (RDPDU) also can be sent to the sender of thetpa
You can control RDPDUs with one of thesdiams:

e By default, CLNS sends RDPDUs when a better route for a given
host is known. You can disable this feature. Disablingfddture
reduces bandwidth because packets may continue toessaily
go through the router.

clns send-rdpdu

e You can set the interval times between RDPDUSs.

clns rdpdu-interval milliseconds

Warning: SNPA masks are never sent, and RDPDUs are ignored by
the Cisco |10S software when the router is acting as an IS.
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Configure Parameters for Locally Sourced Packets

In global configuration mode, configure parameters for packets origi-
nated by a specified router:

e Specify in seconds the initial lifetime for locally generated pack-
ets.

clns packet-lifetime seconds

e Specify whether to request ERPDUs on packetsmatgid by the
router.

clns want-erpdu

You should set the packet lifetime low in an internetwork tizatfre-
qguent loops.

Warning: Theclnswant-erpdu global configuration canmand
has no effect on routing packets (ES-IS, ISO IGRP, and
ISIS) originated by the router; it applies to pings and trac-
eroute packets.

Example: Performance Parameters

This example shows how to set ES hello packet and IS hadkep pa-
rameters in a simple ISO IGRP configuration, as well as the MTU for
a serial interface:

router iso-igrp xavier
net 49.0001.004d.0002.0000.0C00.0506.00

1. Send IS/ES hellos every 45 seconds:

clns configuration-time 45

2. Recipients of the hello packets keep information in the higtos
2 minutes:

clns holding-time 120

3. Specify an mtu of 978 bytes; generally, do not alter the default:

mtu value interface serial 2
clns mtu 978
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Monitor and Use these EXEC commands to monitor and maintain the ISO CLNS
Maintain the ISO caches, tables, and databases:

CLNS Network e Clear and reinitialize the CLNS routing cache.

clear clns cache

e Remove ES neighbor information from the adjacency database.

clear cIns es-neighbors

e Remove IS neighbor information from the adjacenatatdase.

clear cIns is-neighbors

e Remove CLNS neighbor information from the adjacency data-
base.

clear cIns neighbors

e Remove dynamically derived CLNS routing infaation.

clear clns route

e Invoke a diagnostic tool for testingrmmectivity.

ping clns { host | address }

e Display information about the CLNS netiko

show cins

e Display the entries in the CLNS routing cache.

show cIns cache

e Display ES neighbor entries, including the associateds.

show clns es-neighbors [ type number ]
[detail]

e Display filter expressions.

show clns filter-expr [ nameé] [detalil]

e Display filter sets.

show clins filter-set | name]

e List the CLNS-specific or ES-IS information about each interface.

show clns interface [ type number ]

e Display IS neighbor entries, according to the area in which they
are located.

show clns is-neighbors [ type number ]
[detail]
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Display both ES and IS neighbors.

show clns neighbors [ type number ] [detalil]

List the protocol-specific information for each IS-IS or IB&RP
routing process in thisuter.

show clns protocol [ domain | area-tag ]

Display all the destinations to which this router kndwsv to
route packets.

show clns route [ nsap |

Display information about the CLNS packets this routerdeas.

show clns traffic

Display the I1S-IS link te database.
show isis database [level-1] [level-2] [I1]
[12] [detail] [ Ispid ]

Display the I1S-IS Leve I1 routing table.

show isis routes

Display a history of the SPF calculations I8flS.
show isis spf-log
Display all route maps configured or only the one specified.

show route-map [ map-name]

Discover the paths taken to a specified destinatioraokeds in
the network.

trace clns destination

Display the routing table in which the specified CLNS desitna
is found.

which-route { nsap-address | clns-name }
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Configure TARP
on ISO CLNS

Some applications (typally used by teldpone compnies) running

on Synchronous Optical Network (SONET) devices identify these de-
vices by a target identifier (TID). Therefore, it is neces$aryhe

router to cache TID-to-network address mappings. Because these ap
plications usually run over OSlI, the network addressedvadadn the
mapping are OSI NSAPs.

When a device must send a packet to another device ihndbkaow
about (that is, it does not have information about the NSfiPeas
corresponding to the remote device's TID), the device needs a way to
request this information directly from the device, or fronira@rme-

diate device in the network. This functionality is provided by an ad-
dress resolution protocol called Target Identifier Address Resolu
Protocol (TARP).

Requests for information and associated responsegr@trasd ARP
protocol data units (PDUSs), which are sent as CLNP data packets.
TARP PDUs are distinguished by a unique N-selector in th&Mad-
dress. Here are the five types of TARP PDUs:

e Type 1—Sent when a device has a TID for which it has no match-
ing NSAP. Type 1 PDUs are sent to all Le vell (IS-IS BBdS)
neighbors. If no response is received within the speciiieel tm-
it, a Type 2 PDU is sent. To prevent packet looping, a loop detec-
tion buffer is maintained on the router. A Type 1 PDiSest when
you use thdarp resolve command.

e Type 2—Sent when a device has a TID for which it has no match-
ing NSAP and no response was received from a TypeU.
Type 2 PDUs are sent to all Le vell and Lev el2 neighbotisné
limit for Type 2 PDUs can also be specified. A Type 2 PD&kist
when you use tharp resolve command and specify the op-
tion 2.

e Type 3—Sent as a response to a Type 1, Type 2, or Tpdb
Type 3 PDUs are sent directly to the originator of thypiest.

e Type 4—Sent as a notification when a change occurdiyoda
example, a TID or NSAP change). A Type 4 PDU is sdr@myou
use thearp query command.

e Type 5—Sent when a device needs a TID that corretpto a
specific NSAP. Unlike Type 1 and Type 2 PDUs that are sent to
all Leve I1 and Level 2 neighbors, a Type 5 PDU is sent only to a
particular router.

In addition to the type, TARP PDUs contain the sender's NSAP, th
sender's TID, and the target's TID (if the PDU is a TypeType 2).
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TARP Configuration Task List

To configure TARP on the router, complete these tasks (only the first
task is required, all other tasks are optional):

e Enable TARP and Configure a TARP TID

Disable TARP Caching

e Disable TARP PDU Origination and Propagation

e Configure Multiple NSAP Addresses

e Configure Static ARP Adjacency and Blacklist Adgency

e Determine TIDs and NSAPs

e Configure TARP Timers

e Configure Miscellaneous TARP PDU Information

e Monitor and Maintain the TARP Protocol

Enable TARP and Configure a TARP TID

TARP must be explicitly enabled before the TARP functionality be
comes available and the router must have a TID assigned. Afsoeb
TARP packets can be sent out on an interface, each interface must
have TARP enabled and the interface must be able to propaate
PDUs.

The router will use the CLNS capability to send and reCEAMRP
PDUs. If the router is configured as an IS, the router musirbeéng
IS-IS. If the router is configured as an ES, the router musiro@ng
ES-IS.

1. In global configuration mode, turn on the TARP functionality:

e Turn on the TARP functionality.

tarp run
e Assign a TID to the router.
tarp tid tid

2. Ininterface configuration mode, enable TARP on one or more in-
terfaces:

tarp enable
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Disable TARP Caching

By default, TID-to-NSAP address mappings are storgtenr|D
cache. Disabling this capability clears the TID cache. Reliegahis
capability restores any previously cleared local entry andadit £n-
tries.

In global configuration mode, disable TID-to-NSAP addreapping
in the TID cache:

no tarp allow-caching

Disable TARP PDU Origination and Propagation

By default, the router originates TARP PDUs and pgapes TARP
PDUs to its neighborand the interface pragates TARP BPUs to its
neighbor. Disabling these capabilities means that the routenger
originates TARP PDUs. Also, the router and the specific interface no
longer propagate TARP PDUs received from otoeters.

e In global configuration mode, disable origination of TARPUS:

no tarp originate

e In global configuration mode, disable global propagation of TARP
PDUs.

no tarp global-propagate

e In interface configuration mode, disable propagation of TARP
PDUs on a specific interface:

no tarp propagate

Configure Multiple NSAP Addresses

A router may have more than one NSAP address. When a request for
an NSAP is sent (Type 1 or Type 2 PDU), the first NSAP address is
returned. To receive all NSAP addresses associated withutes,

enter a TID-to-NSAP static route in the TID cache for each NSAP ad-
dress.

In global configuration mode, create a TID-to-NSAP static route:

tarp map tid nsap

Configure Static TARP Adjacency and Blacklist Adjacency

In addition to all its IS-IS/ES-IS adjacencies, a TARP router propa-
gates PDUs to all its static TARP adjacencies. If a router isinning
TARP, the router discards TARP PDUs rather than praiirg the
PDUs to all its adjacencies. To allow TARP to bypass routemitn
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that may not have TARP running, TARP provides a static TA®R® a
cency capability. Static adjacencies are maneé in a speciajueue.

In global configuration mode, create a static TARP adjacency:

tarp route-static nsap

To stop TARP from propagating PDUs to an IS-IS/ES-IS aljeg
that may not have TARP running, TARP provides a blacatif-
cency capability. The router will not propagate TARBUSs toblack-
listed routers.

In global configuration mode, bypass a router moining TARP.

tarp blacklist-adjacency nsap

Determine TIDs and NSAPs

In EXEC mode, determine an NSAP address for a TIDTdDafor an
NSAP address:

1. Getthe TID associated with a specifiSAP.

tarp query nsap

2. Getthe NSAP associated with a specific TID.
tarp resolve tid [1]2]

To determine the TID, the router first checks the local TID cache. |
there is a TID entry in the local TID cache, the requested infasmat
is displayed. If there is no TID entry in the local TID cach€ARP
Type 5 PDU is sent out to the specified NSAP address.

To determine the NSAP address, the router first checkodta¢ TID
cache. If there is an NSAP entry in the local TID cache, the requested
information is displayed. If there is no NSAP entry in the IddBi

cache, a TARP Type 1 or Type 2 PDU is sent out. By default, a Typ

1 PDU issenttoall Lev ell (IS-IS and ES-IS) neighbors. If a response
is received, the requested information is displayed. If a respongk is
received within the response time, a Type 2 PDU is sent toealell

and Leve 12 neighbors. Specifying the EXE@mmandarp re-

solve tid 2 causes only a Type 2 PDU to sent.

You can configure the length of time that the router will wait for a re-
sponse (in the form of a Type 3 PDU).
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Configure TARP Timers

TARP timers provide default values and typically do rexahto be
changed.

The amount of time that the router waits to receive a resgmmme

Type 1 PDU, a Type 2 PDU, and a Type 5 PDU can be configured. In
addition, you can also configure the PDU's lifetime based on the num-

ber of hops.

Timers can also be set to control how long dynamicaéated TARP
entries remain in the TID cache, and how long the system ID-to-se-
guence number mapping entry remains in the loop tietelouffer ta-
ble. The loop detection buffer table prevents TARBUs from
looping.

In global configuration mode, configure TARP PDU timers, control
PDU lifetime, and set how long entries remaimcathe:

1. Configure the number of seconds that the router will for# re-
sponse from a TARP Type 1 PDU.

tarp tl-response-timer seconds

2. Configure the number of seconds that the router will wait for a re-

sponse from a TARP Type 2 PDU.

tarp t2-response-timer seconds

3. Configure the number of seconds that the router will foad re-
sponse from a TARP Type 2 PDU after the default timer has ex
pired.

tarp post-t2-response-timer seconds

4. Configure the number of seconds that the router will foad re-
sponse from a TARP Type 5 PDU.

tarp arp-request-timer seconds

5. Configure the number of routers that a TARP PDU can traverse
before it is discarded.

tarp lifetime hops

6. Configure the number of seconds a dynamieaibated TARP
entry remains in the TID cache.

tarp cache-timer seconds

7. Configure the number of seconds that a system ID-to-sequence
number mapping entry remains in the loop detectigffebtable.

tarp ldb-timer seconds
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Configure Miscellaneous TARP PDU Information
TARP default PDU values typically do not need tachanged.

You can configure the sequence number of the TARP PDU, set the up-
date remote cache bit used to control whether the remote router up
dates its cache, specify the N-selector used in the PDU taiedi

TARP PDU, and specify the network protocol type useolitgoing

PDUs.

In global configuration mode, configure miscellaneous PDU informa-
tion:
1. Change the sequence numbethi@ next outgoing TARP PDU.

tarp sequence-number number

2. Setthe update remote cache bit in alisequent wtgoing TARP
PDUs so that the remote router does or does not ufidatache.

tarp urc [0 | 1]
3. Specify the N-selector used to identify TARP PDUs.

tarp  selector hex-digit

4. Specify the protocol type used in outgoing TARP POdy FE
(to indicate CLNP) is supported.

tarp  protocol hex-digit

Monitor and Maintain the TARP Protocol

Use these EXEC commands to monitor and maintain the TARP
caches, tables, and databases:

e Reset the TARP counters that are shown withstiow tarp
traffic command.

clear tarp counters

e Remove all system ID-to-sequence number mapping entries in the
TARP loop detection buffer table.

clear tarp ldb-table

e Remove all dynamically created TARP TID-t&@NP address
mapping entries in the TID che.

clear tarp tid-table

e Display all global TARP parameters.

show tarp
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clns routing
tarp run
tarp tid myname

interface ethernet O
tarp enable

List all adjacencies that are bldisked (that is, adjacenciekat
will not receive propagated TARP PDUS).

show tarp blacklisted-adjacencies

Display information about a specific TARP router storeth@lo-
cal TID cache.

show tarp host tid

List all interfaces on the router that have TARPhi&d

show tarp interface [ type number ]

Display the contents of the loop detection bufédie.
show tarp Idb

List all the static entries in the TID cache.

show tarp map

List all static TARP adjacenes.

show tarp static-adjacencies

Display information about the entries in the Tlache.

show tarp tid-cache

Display statistics about TARFDRJs.

show tarp traffic

Examples: TARP Configuration

This section provides both basic and complex exampl&&aBP con-
figuration.

Basic TARP Configuration Example

This example enables TARP on the roated interface Ettraet 0.
The router is assigned the TID name.
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Complex TARP Configuration Example

Figure 9-13and this example show how to enable TARP on Router A
and on interface Ethernet 0 and assign the TID mynameti& sbut

is created from Router A (49.0001.1111.1111.00) to Router D
(49.0004.1234.1234.1234.00) so that Routeab receive TARP

PDUs because Router C in not TARP capable. A blackljacadcy

is also created on Router A for Router B (49.0001.7777.7777.7777.00
so that Router A does not send any TARP PDUs to Router B.

Figure 9-13:Sample TARP Configuration

Blacklisted Static Route
=
Router D

Router A Non-TARP

*
*

gLoeC e

—

p—

RouterB gm

SASa0 .

clns routing

tarp run

tarp cache-timer 300

tarp route-static 49.0004.1234.1234.1234.00

tarp blacklist-adjacency 49.0001.7777.7777.7777.00
tarp tid myname

interface ethermet 0
tarp enable
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Chapter 10: Serial Interface
Configuration Steps

Introduction This chapter describes how to configure synchronous seediaces.
Configure the The synchronous serial interfaces are configured to altmwection
Synchronous to WANSs. Once the Ethernet or Token Ting port onryrouter has

Serial Interfaces serial interfaces:

been configured, complete these steps to configure the synchronous

1. Press <Enter> or type yes to configure serial port O:

Configuring interface Seri alo:
Is this interface in use? [y esl:

2. Determine which protocols you want on the synchronous serial
interface and enter the appropriate responses:

Configure IP on this interface? [yes]:

Configure IP unnumbered on this interface? [no]:
IP address for this interface: 172. 16.73.1
Number of bits in subnet field [8l:
Class B network is 172.16.0.0, 8 subnet bits; mask is

255.255.255.0

Configure AppleTalk on this interface? [n of:yes
Extended AppleTalk network? [yes]:
AppleTalk starting cable range [2:4

AppleTalk ending cable range [3].4
AppleTalk zone name [myzone]: ZZ Serial
AppleTalk additional zone name:

Configure  IPX on this interface? [no]: yes
IPX network number [2]: BOO2
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3. Configure the second synchronous serial interface, fimple:

Configuring interface Serial 1:

Is this interface in use? [yes]:

Configure IP on this interface? [yes]:

Configure IP unnumbered on this interface? [no]:
IP address for this interface: 172.16.74.2
Number of bits in subnet field [8]:

Class B network is 172.16.0.0, 8 subnet

255.255.255.0

Configure AppleTalk on this interface? [no]: yes
AppleTalk starting cable range [3]:5
AppleTalk ending cable range [4:5
AppleTalk zone name [myzone]: ZZ Serial
AppleTalk additional zone name:

Configure IPX on this interface? [no]: yes
IPX network number [3]: BOO3

bits; mask is

4. The configuration yoentered now displays and yate asked if
you want to use the displayed configuration. If you enter no, you
will lose the configuration information you justtered and you
can begin the configuration again. If you type yes, the configura-
tion will be entered and saved in the startup gurftion:

Use this configuration? [yes/no]: yes
Building configuration...

Use the enabled mode ‘configure’ command to modify this configuration.

Press RETURN to get started!
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Chapter 11: Al2524 Sync PPP
Configuration Steps

Introduction This chapter describes how to enable PPP encapsulation doxdme
a variety of PPP configuration tasks.

Configuration The Point-to-Point Protocol (PPP), described in RFCs 1661282
Overview encapsulates network layer protocol information over point-totpo
links. You can configure PPP oretde physical iterfaces:

e Asynchronous serial
e HSSI
e ISDN

e Synchronous serial

The software provides PPP as an encapsulation method. firatso
vides the Challenge Handshake Authentication Prot@2idAP) and
Password Authentication Protocol (PAP) on serial interfao®sing

PPP encapsulation. By enabling PPP encapsulationysigath inter
faces, PPP can also be used on calls placed by dialer intelfatese
physical interfaces.

The current implementation of PP&pgorts option 3, auth&nation
using CHAP or PAP, option 4, Link Quality Monitoring, amgtion 5,
Magic Number configuration options. The software always sends op-
tion 5 and negotiates for options 3 and 4 if so configuredothAkr op-
tions are regcted.

Magic Number support is available on all serial interfaces. PPP always
attempts to negotiate for Magic Numbers, which are useettect
looped-back lines. Depending dow th down-when-looped

command is configured, the router mighitut down a link if idetects

a loop.

The Al2524 supports the following upper-layer protocolsd@ng,
CLNS, IP, and IPX.
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PPP Configuration Task List

To configure PPP on a serial interface, you must enable PPP encapsu-
lation.

You can also complete these tasks; these tasks are optionéfidout
variety of uses and enhancements for PPP on your syatehret-
works:

e Enable CHAP or PAP Authentication

e Enable Link Quality MonitorindLQM)

e Configure Automatic Detection of Encapation Type

e Configure Compession of PPP Dat

e Configure IP Address Pooling

e Configure PPP Callback

e Disable or Reenable Peer Neighbor Routes

e Configure PPP Half-Bridging

e Configure Multilink PPP

e Configure Virtual Private Dial-up Networks

e Enable PPP on VTY Lines for Asynchronousc@&ss over ISDN

e Monitor and Maintain MLP, MMP, and VPDN Virtual Intades
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Enable PPP
Encapsulation

Enable CHAP or
PAP
Authentication

You can enable PPP on serial lines to englaps IP and other network
protocol datagrams in interface configuration mode:

encapsulation ppp

PPP echo requests are used as keepalives to minimize idissupt
the end users of your network. Tieekeepalive ~ command can be
used to disable echo requests.

The Point-to-Point Protocol (PPP) with Challenge Handshake Authen-
tication Protocol (CHAP) authetition or Password Alientication
Protocol (PAP) is often used to inform the central site abdighwre-
mote routers are connected to it.

With this authentication information, if the router or access server re-
ceives another packet for a destination to which it isadireeon-

nected, it does not place an additional call. Howevéhgifrouter or
access server is using rotaries, it sends the packet outrthetqmrt.

CHAP and PAP are specified in RFC 1334. These protocols are sup
ported on synchronous and asynchronous serial interfaces. When
using CHAP or PAP authentication, each router or access server iden-
tifies itself by a name. This identification process prevents a route
from placing another call to a router to which it is alreagiynected

and prevents unauthorized access.

Access control using CHAP or PAP is available on all seriaifates

that use PPP encapsulation. The authentication feature reduces the risk
of security violations on your router or access server. You aafige

ure either CHAP or PAP for the interface.

Note: To use CHAP or PAP, you must be running PPP
encapsulation.

When CHAP is enabled on an interface and a remote device attempts
to connect to it, the local router or access server sends a CHAP packet
to the remote device. The CHAP packet requests or challenges the re-
mote device to respond. The challenge packet consists of an ID, a ran-
dom number, and the host name of the locatemnu

The required response consists of two parts:

e An encrypted version of the ID, a secret passl (or secret)and
the random number

e Either the hoshame of the remote device or the name of the user
on the remote device

When the local router or access server receives the response, it verifies
the secret by performing the same encryption operation as indicated in
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the response and looking up the required host name oranserhe
secret passwords must be identical on the remote devidbelatal
router.

By transmitting this response, the secret is never transmittdelan
text, preventing other devices from stealing it and gaiiliegal ac-
cess to the system. Without theper response, the remote device
cannot connect to the localuter.

CHAP transactions occur only at the time a link is establisHeel.
local router or access server does not request a pessiwing the

rest of the call. The local device can, however, respond to such re-
guests from other devices during a call.

When PAP is enabled, the remote router aptimy to connect tthe

local router or access server is required to send an autdutsorti re-

guest. If the username and password specified in the authentication re-
guest are accepted, the Cisco 10S software sends an authentication
acknowledgnent.

After you have enabled CHAP or PAP, the local router or access server
requires authentication from remote devices. If the remotieeldoes

not support the enabled protocol, no traffic will be passed to that de-
vice.

1. Ininterface configuration mode, enable PPP psdation:

encapsulation ppp

2. Ininterface configuration mode, enable CHAP or PAP authentica-
tion on an interface configured for PPP encapsulation:

ppp authentication {chap | chap pap | pap
chap | pap} [if-needed] [ list-name |
default] [callin]

Theppp authentication chap optional keyword, isised
only with TACACS or extended TACACS. The optiohkalyword
list-name is used only with AAA/TACACS+.

Note: If you use alist-name  that has not been configured
with the aaa authentication ppp command, you
disable PPP on thene.

3. Add a username entry for each remote system from wihéch
local router or access server requires autbatidn.

In global configuration mode, specify the password tadas in
CHAP or PAP caller identification:

username name password secret
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hostname yyy

interface serial O
encapsulation ppp

ppp authentication chap
username xxx password
username zzz password secr

hostname xxx

interface serial O
encapsulation ppp

ppp authentication chap
username yyy password secr
username zzz password secr

4.

In interface configuration mode, configure Terminal Access-
troller Access Control System (TACACS) on a specific interface
as an alternative to global host authentication:

ppp use-tacacs [single-line]

or

aaa authentication ppp

Use theppp use-tacacs command with TACACS and Ex-
tended TACACS. Use themaa authentication ppp com-
mand with Authentication, Authorization, and Accounting
(AAA)/TACACSH+.

Example: CHAP with an Encrypted Password

These configuration examples enable CHAP on interface serial O of
three devices.

1.

2.

Configure Router yyy.

secretxy

etzy

Configure Router xxx.
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3. Configure Router zzz.

hostname zzz
interface serial0
encapsulation ppp

ppp authentication chap

username Xxx password secretxz

username yyy password secr etzy
When you look at the configuration file, the passwords will be en
crypted and the display will look similar to:

hostname xxx

interface serial O
encapsulation ppp

ppp authentication chap

username yyy password 7 121F0A

username zzz password 7 1329A05

Enable Link Link Quality Monitoring (LQM) is available on all serial interfaces

Quality running PPP. LQM will monitor the link quality, and if the quality
T drops below a configured percentage, rivater shuts down the link.

Monitoring

The percentages are calculated for both the incomingatging di-
(LQM) rections. The outgoing quality is calculated by cormgathe total

number of packets and bytes sent to the tmiatber of packets and
bytes received by the destination node. The incoming quality is calcu-
lated by comparing the total number of packets and bytes received to
the total number of packets and bytes sent by th@ndéen peer.

When LQM is enabled, Link Quality Reports (LQRS) are sent every
keepalive period. LQRs are sent in place of keepalives. All incoming
keepalives are respded to properly. If LQM is not configurekee-
palives are sent every keepalive period and all incoming LQRs are re-
sponded to with an LQR.

In interface configuration mode, enable LQM on ithterface:
ppp quality percentage
The percentage argument specifies the link quality threshoat.per-

centage must be maintained, or the link is deemed to be ofpality
and taken down.
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Configure
Automatic
Detection of
Encapsulation

Type

Configure
Compression of
PPP Data

You can enable a serial or ISDN interface to accept calls and dynami-
cally change the encapsulation on the interface wherethete de-

vice does not signal the call type. For example, if an ISDN call does
not identify the call type in the Lower Layer Compatibilfiiglds and

is using an encapsulation that is different from the onéguoed on

the interface, the interface can change its encapsulation typefbn the

This feature enables interoperation with ISDN terminal axtaghat

use V.120 encapsulation but do not signal V.120 in thesetldp mes-
sage. An ISDN interface that, by default, answers a caly@shro-

nous serial with PPP encapsulation can change its encapsulation and
answer such calls.

Automatic detection is attempted for the first 10 secones tfe link
is established or for the first 5 packets exchanged over theim&h-
ever is first.

In interface configuration mode, enable automatic detectiemacdp-
sulation ype:

autodetect encapsulation encapsulation-type

You can specify one or more encapsulations to detect. Ciscoof®S s
ware currently supports automatic detection of PPP and V.120 encap-
sulations.

You can configure point-to-point fware compression on serial inter-
faces that use PPP encapsulation. Compression reduces the size of a
PPP frame via lossless data compression. dhgoession lgorithm

used is a predictor algorithm (the RAND algorithm), which uses a
compression dictionary to predict the next chtmain the frame.

PPP encapsulations support both predictor and Stackgsression
algorithms.

Compression is performed in software and might significantly affect
system performance. Disable compression if the router CPU load ex
ceeds 65%. To display the CPU load, usestiow process cpu

EXEC command.

If the majority of your traffic is already compressed files, do not us
compression.

In interface configuration mode, configure compres®ver PPP:

1. Enable encapsulation of a single protocol on the samn&l li

encapsulation ppp
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2. Enable compression.

ppp compress [predictor | stac]

Configure IP Point-to-point interfaces must be able toyde a remote node with
Address Pooling its IP address through the IP Control Protocol (IPCP) addetsstia-
tion process. The IP address can be:

e Configured through the command lin
e Entered with an EXEC-level command

e Provided by TACACS+, DHCP, or from a locally adhisitered
pool

IP address pooling consists of a pool of IP addresses frach ah in-
coming interface can provide an IP address to a remotethicgyh

the IP Control Protocol (lBP) address negotiation process. It also en-
hances the flexibility of configuration by allowing multigiges of
pooling to be active simultanasly.

IP address pooling allows the configuration of a global defaldtess
pooling mechanism, per-interface configuration of themaaism,
and per-interface configuration of a specific address or pool name.

Peer Address Allocation

A peer IP address can be allocated to an interfacadhrseveral
methods:

e Dialer map lookup. This method is used only if the pequests
an IP address, if no other peer IP address has beeneaksagd if
the interface is a member of a dialer group.

e PPP or SLIP EXEC command. An asynchronous dial-upasser
enter a peer IP address or host name when PPP or SLIP is invoked
from the command line. The address is used for the curresibae
and then discarded.

e |IPCP negotiation. If the peer presents a peer IP address during
IPCP address negotiation and if no other peer addrassigned,
the presented address is acknowledged and used iarteatcses-
sion.

e Chat script. The IP addressthedialer map ~ command entry
that started the scriptis assigned to the interface amdae®any
previously assigned peer |Bdress.

e VTY/Protocol translation. Thtranslate ~ command can defin
the peer IP address for a VTY (pseudo async interface).
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Default IP address. Theeer default ip address com-
mand and thenember peer default ip address com-
mand can be used to define default peer IP addresses.

TACACS+ assigned IP address. During the authorization phase of
IPCP address negotiation, TACACS+ can return an |P adithatss

can be used by the user being authenticated on a diatenface.

This address overrides any default IP address and prevents pooling
from taking pace.

DHCP retrieved IP address. If configured, the routers acts as a
proxy client for the dial-up user and retrieves an IP address from a
DHCP server. That address is returned to the DHCP server when
the timer &pires or when the interface goesah.

Local address pool. The local address pool dosta set of con-
tiguous IP addresses (a maximum of 256 addresses) stored in two
gueues. The free queue contains addresses available to be as-
signed. The used queue contains addresses thatuse. iAd-

dresses are stored in the free queue in First-In FirstfdEQ(

order to minimize the chance the address will be reused and to al-
low a peer to reconnect using the same address tirsgdtin the

last connection. If the address is available, it is assignadt,iin-
other address from the free queue is asxig

The pool configured for the interface is used, unleS€ ACS+
returns a pool name as part of authentication, authimizaand
accounting (AAA). If no pool is associated with a giveterface,
the global pool named defaultused.

Precedence Rules

These precedence rules of peer IP address support deterimdhe
address is used. Precedence is listed from most likely to least likely:

1.

AAA/TACACS+ provided address or addresses frompibal
named by AAA/TAGACS+

An address from a local IP address pool or DHCpRidajly not
allocated unless no other addregssts)

Dialer map lookup address (not done unless no atldirness ex
ists)
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4. Address from an EXEC-level PPP or SLIP command or from a
chat script

5. Configured address from tipeer default ip address
command or address from thg@otocol translate command

6. Peer provided address from IPCP negotiation (not accepkess
no other address exists)

Interfaces Affected

IP address pooling is available on all asynchronous seyiathso
nous serial, ISDN BRI, and ISDN PRI interfaces running the Point-to-
Point Protocol (PPP) or Serial Line Internet Protocol (SLIP).

Choose the IP Address Assignment Method

IP address pooling allows configuration of a globabd#faddress
pooling mechanism, per-interface configuration of themaaism,
and per-interface configuration of a specific address or pool name.

You can define the type of IP address pooling mechanism used on
router interfaces by completing these actions:

e Define the Global Default Mech&am

e Configure Per-Interface IP Address Assignment

Define the Global Default Mechanism

The GlobalDefault Mechanism applies to all point-to-point intads
(asynchronous, synchronous, ISDN BRI, ISDN PRI, and dialer inter-
faces) that support PPP encapsulation and that have notisthéeen
configured for IP address pooling. You can define the Global Default
Mechanism to be either DHCP or local addresslipg.

To configure the global default mechanism for IP address poglarg,
form one of these tasks:

e Define DHCP as the Global Default Mechanism

e Define Local Address Pooling as the Global Default Mechanism

After you have defined a global default mechanism, you can disable it
on a specific interface by configuring thedrface forsomeother

pooling mechanism. You can define a local pool other thaddfault

pool for the interface, or you can configure the interface with a specifi
IP address to be used for dial-in peers.
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Define DHCP as the Global Default Mechanism

The Dynamic Host Configuration Protocol (DHCP) specifiese
components:

e A DHCP server. A host-based DHCP server configured to accept
and process requests for temporary IP addresses.

e A DHCP proxy-client. An access server configuredoitrate
DHCP calls between the DHCP seraed the DHCP client. Th
DHCP client-proxy feature manages a pool of IP askire avail-
able to dial-in clients without a known IP address.

In global configuration mode, enable DHCP as the gldb&ult
mechanism:

1. Specify DHCP client-proxy as the glofault mechanism.

ip address-pool dhcp-proxy-client

2. (Optional) Specify the IP address of a DHCP server fopribrey
client touse.

ip dhcp-server [ ip-address | namd

You can provide up to ten DHCP servers for the prdigat(the
router or access server) to use. DHCP servers provide temporary IP ad-
dresses.

Define Local Address Pooling as the Global Default Mechanism

In global configuration mode, define local pooling asdhabal de-
fault mechanism:

1. Specify local pooling as the global default median

ip address-pool local

2. Create one or more local IP address pools.

ip local pool {default | poolname } low-ip-
address [ high-ip-address ]

If no other pool is defined, the local pool called defaultsisd.
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Configure Per-Interface IP Address Assignment

When you have defined a global default mechanism for assigning IP
addresses to dial-in peers, you can then configure the few interfaces
for which it is important to have a nondefault configumatiYou can

do any of these:

1. Inglobal configuration mode, define a nondefault address pool for
use on an interface:

e Create one or more local IP address pools.
ip local pool poolname { low-ip-address
[ high-ip-address 1}
e Specify the interface and enter interface configuration mode.

interface type number

e Specify the pool for the interface tise.

peer default ip address pool poolname

2. In global configuration mode, define DHCP as the IP address
mechanism for an inteate:

e Specify the interface and enter interface configuration mode.

interface type number

e Specify DHCP as the IP address mechanism on ttegface.

peer default ip address pool dhcp

3. Beginning in global configuratiomode, define a specific IP ad
dress to be assigned to all dial-in peers on terface:

e Specify the interface and enter interface configuration mode.

interface type number

e Specify the IP address to aps

peer default ip address ip-address

4. Beginning in global configuration mode, make temporary IP ad-
dresses available on a per-interface basis for dial-in heymaus
clients using Serial Line Internet Protocol (SLIP) or Point-to-Point
Protocol (PPP):

e Specify that the access server use a local IP address pool on all
asynchronous intéaces.

ip address-pool local
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Configure PPP
Callback

e Create one or more local IP address pools.

ip local pool {default | poolname { begin-
ip-address-range [ end-ip-address-range 11

e (Optional) Enter interface configuration mode.

interface async number

e (Optional) If you want an interface to use an addpess other
than default, specify which pool each interfases.

peer default ip address pool poolname

PPP callback provides a clientrger reldionship between the end

points of a point-to-point connection. PPP callback allowsuter to
request that a dial-up peer router call back. The callback feature can be
used to control access and toll costs between thersout

When PPP callback is configured on the participating routers, the call-
ing router (the callback client) passes authentication infibomé#o th
remote router (the callback server), which uses the host name and dial
string authentication information to determine whether&oga re-

turn call. If the authentication is successful, the callbackesaliscon-
nects and then places a return call. The remote username efutre r

call is used to associate it with the initial call so thetkets can b
transmitted.

Both routers on a point-to-point link must be configured for &P

back; one must function as a callback client and ot fve config-

ured as a callback server. The callback client must be configured to
initiate PPP callback, and the callback server must be configured to ac-
cept PPP callback.

This feature implements these callback specificatior®@ 1570:

e Forthe client. Option 0, location is determined by usérentica-
tion

e For the server. Option 0, location is determineduggr authenti-
cation; Option 1, dialing string; and Option 31&4 number.

Return calls are madbrbugh the same dialer rotarsogp but not
necessarily the same line as the initial call.

Note: If the return call fails (because the line is not answered or
the line is busy), no retry occurs. If the callback server has
no interface available when attempting the return call, it
does not retry.
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Configure a Router as a Callback Client

Beginning in global configuration mode, configure a routegriace
as a callback client:

1. Specify the interface.

interface serial number

2. Enable DDR. Set parity on synchronous serial interfaces and asyn-
chronous intdaces.

dialer in-band [no-parity | odd-parity]

3. Enable PPP encapsulation.

encapsulation ppp

4. Enable CHAP or PAP authentiaaii
ppp authentication {chap | pap}

5. Map the next hop address to the host name and phone number.

dialer map protocol  next-hop-address name
hostname dial-string

6. Enable the interface to request PPP callback for thisac& map
class.

ppp callback request

7. (Optional) Configure a dialer hold queue to store packethifor
callback map class.

dialer hold-queue packets timeout seconds

Example: PPP Callback Client

The PPP callback client is configured on an ISDN BRI iatafin a
router in Dallas. The callback client does not require an etiatdeut
and a map class to be defined.

interface BRIO

ip address 7.1.1.8 255.255.255.0

encapsulation ppp

dialer map ip 7.1.1.7 name dallas 81012345678902
dialer-group 1

ppp callback request

ppp authentication chap
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Configure a Router as a Callback Server

Beginning in global configuration mode, configure a router ealla
back server:

1. Specify the interface and enter interface configuration mode.

interface serial number

2. Enable DDR. Set parity on synchronous serial interfaces and asyn-
chronous intdaces.

dialer in-band [no-parity | odd-parity]
3. Enable PPP encapsulation.

encapsulation ppp

4. Enable CHAP or PAP authentiaaii
ppp authentication {chap | pap}

5. Map the next hop address to the host name and phone number,
using the name of the map class established for PRfadabn
this interface.

dialer map protocol address name hostname
class classname dial-string

6. (Optional) Configure a dialer hold queue to store packets to be
transferred when the callback connection is established.

dialer hold-queue number timeout seconds

7. (Optional) Configure a timeout period betm calls.

dialer enable-timeout seconds

8. Configure the interface to accept PPP callback.

ppp callback accept

9. (Optional) Enable callback security, if desired.

dialer callback-secure
10. Return to global configuration mode.
exit
11. Configure a dialer map class for PPP callback.

map-class dialer classname
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12. Configure a dialer map class as a callback server.

dialer callback-server [ username ]

The enable timer default is 15 seconds. The time betweenitiiag i
call and the return call can be improved by reducingrthisber, but
care should be taken to ensure that the initial call is cetedgldiscon-
nected before the timer expires.

Note: On the PPP callback server, the dialer enablediout
functions as the timer for returning calls to the #hack

client.

Example: PPP Callback Server

The PPP callback server is configured on an ISDN BRI interface in
router in Atlanta. The callback server requires an enable timeout and
map class to be defined.

interface BRIO
ip address 7.1.1.7 255.255.255.0
encapsulation ppp

dialer callback-secure

dialer enable-timeout 2

dialer map ip 7.1.1.8 name atlanta class diall 81012345678901
dialer-group 1

ppp callback accept

ppp authentication chap

I

map-class  dialer diall

dialer callback-server username
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Disable or
Reenable Peer
Neighbor Routes

Configure PPP
Half-Bridging

The Cisco 10S software automatically creates neighinates by de-
fault; that is, it automatically sets up aroute to the pddess on
point-to-point interface when the PPP IPCP negotiation is completed.

In interface configuration mode, disable this defaulteheor o
reenable it once it has been dileal:

e Disable creation of neighbor routes.

no peer neighbor-route

e Reenable creation of neighbor routes.

peer neighbor-route

Note: If entered on a dialer or async-group interface, this
command affects all member interfaces.

For situations in which a routed network needs connectivity to a re-
mote bridged Etherneetwork, a serial or ISDhhterface can be con-
figured to function as a PPP half-bridge. The line to the rebratge
functions as a virtual Ethernet interface. The router's seriSIX in-
terface functions as a node on the same Ethernet subnetwork as the re-
mote network.

The bridge sends bridge packets to the PPP half-bridge, wiiich
verts them to routed packets and forwards them to other router pro
cesses. Likewise, the PPP half-bridge converts rouaelets to
Ethernet bridge packets and sends them to the bridgeemam
Ethernet subnetwork.

Note: An interface cannot function as both a half-bridge and a
bridge.

Figure 11-1shows a router with a serial interface configured as a PPP
half-bridge. The interface functions as a node on the Ethsubetet-
work with the bridge. Note that the serial interface has adtiPess

on the same Ethernet subnetwork as tidge.
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Figurell-1: Router Serial Interface Configured as a Half-
Bridge

& :
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Ethemet subnet
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Note: The Cisco 10S software supports no more thame PPP
half-bridge per Ethernet subnetwork.

Beginning in global configuration mode, configure a seri@rface to
function as a half-bridge:

1. Specify the interface and enter interface configuration mode.
interface serial number

2. Enable PPP half-bridging for one or more routedguals:
ppp bridge ip

ppp bridge ipx [novell-ether | arpa | sap |
shap]

3. Provide a protocol address on the same subnetwork esntloée
network.

ip address n.n.n.n
ipx network network

Note: You must enter thppp bridge = command either when
the interface is shut down or before you provide a protocol
address for the interface.
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Configure
Multilink PPP

Multilink PPP (MLP) provides load balaimg over multiple WAN
links, while providing multivendomiteroperability, packet fragmenta-
tion and proper sequencing, and load calculatiobath inbound and
outbound traffic.

Multilink PPP allows packets to be fragmented and the fragsrie

be sent at the same time over multiple point-to-point linkkésam
remote address. The multiple links come up in response to aldader
threshold that you define. The load can be calculated on inbound traf-
fic, outbound traffic, or on either. MLP provides bandtiion de-

mand and reduces transmission latency across WAN links.

Multilink PPP is designed to work over single or nulkiinterfaces
that are configured to support both dial-on-demand rotanygy and
PPP encapsulation:

e Asynchronous serial intiaces
e Basic Rate Interfaces (BRIS)

e Primary Rate Interfaces (PRISs)

Configure Multilink PPP on Asynchronous Interfaces

Beginning in global configuration mode, configure aprnafronous
interface to support DDR and PPP encapguia

1. Specify an asynchronous interface.

interface async number

2. Specify no IP address for the interface.

no ip address

3. Enable PPP encapsulation.

encapsulation ppp

4. Enable DDR on the interface.
dialer in-band

5. Include the interface in a specific dialer rotary group.
dialer rotary-group number

Repeat these steps for additional asynchronous interfacesedesd.

At some point, adding more asynchronous interfaces doaspiatve
performanceWith the default maximum transmissioniu(MTU)
size, Multilink PPP should support three asynchronous interfaces
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using V.34 modems. However, packets might be dropped ooeélyi
if the MTU is small or if large bursts of short franmscur.

Beginning in global configuration mode, configure a dialégriiace
to support PPP encapsulation and Mialki PPP:

1. Define a dialer rotargroup.

interface dialer number

2. Specify no IP address for the interface.

no ip address

3. Enable PPP encapsulation.

encapsulation ppp

4. Enable DDR on the interface.

dialer in-band

5. Configure bandwidth on demand by specifyingrtaximum load
before the dialer places another call to a destination.

dialer load-threshold load [inbound |
outbound | either]

6. Enable Multilink PPP.
ppp multilink

Configure Multilink PPP on a Single ISDN BRI Interface

To enable Multilink PPP on a single Integrated Services Digital Net
work (ISDN) BRI interface, you are not required to define a dialer ro-
tary group separately because ISDN interfaces are disdey groups

by default.

Beginning in global configuration mode, enable PPP on an IBRN
interface:

1. Specify an interface.

interface bri number

2. Provide an appropriate protocol address for the aterf

ip address ip-address mask

3. Enable PPP encapsulation.

encapsulation ppp
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4. (Optional) Specify a dialer idle time

dialer idle-timeout seconds

5. Specify the dialer load threshold for bringing up add&i WAN
links.

dialer load-threshold load

6. Configure the ISDN interface to call the et site.

dialer map protocol next-hop-address [name
hostname ] [spc] [speed 56 | 64] [broadcast]
[ dial-string [: isdn-subaddress 1]

7. Add the interface to a dialer rotagyoup.

dialer-group group-number

8. (Optional) Enable PPP authexatiion.
ppp authentication pap

9. Enable Multilink PPP on the dialer rotary group.
ppp multilink

If you do not use PPP authentication procedures, ted¢ephone ser-
vice must pass caller ID information. The load threshold number is re-
quired.

When Multilink PPP is configured and you want a nhinki bundle to
be connected indefinitely, use thialer idle-timeout com-
mand to set a very high idle timer.

Thedialer-load threshold 1 command does not keep a mul-
tilink bundle of n links connected indefinitely, ati dialer-

load threshold 2 command does not keep a miiri bundle of
two links connected indefinitely.
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Example: Multilink PPP on One ISDN Interface

This example enables Multilink PPP on the BRI 0 interf8azause
an ISDN interface is a rotary group by default, when one BRI is con-
figured, no dialer rotary group configuration is required.

interface bri 0

description connected to ntt 81012345678902

ip address 7.1.1.7 255.255.255.0

encapsulation ppp

dialer idle-timeout 30

dialer load-threshold 40 either

dialer map ip 7.1.1.8 name atlanta 8101234567 8901
dialer-group 1

ppp authentication pap

ppp multilink

Configure Multilink PPP on Multiple ISDN BRI Interfaces

To enable Multilink PPP on multiple ISDN BRI interfaces, set up a di-
aler rotary interface and configure it for Multilifi®P and then con
figure the BRIs separately aadd hem ach to the same rotaryaup.

Beginning in global configuration mode, set up the dialer rotagy-in
face for the BRI interfaces:

1. Specify the dialer rotary interface.

interface dialer number

2. Specify the protocol address for the dialer rotary interface.

ip address address mask

3. Enable PPP encapsulation.
encapsulation ppp
4. Specify in-band dialing.

dialer in-band

5. Specify the dialer idle timeout period, using siagne tineout pe-
riod as the individuaBRI interfaces.

dialer idle-timeout seconds
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10.

Map the next-hop protocol address and name to the dial string
needed to reach it.

dialer map protocol next-hop-address [name
hostname ] [spc] [speed 56 | 64] [broadcast]
[ dial-string [: isdn-subaddress 1]

Specify the dialer load threshold, using shene theshold ashe
individual BRI interfaces.

dialer load-threshold load

Control access to this interface by adding it to Eedaccess
group.
dialer-group group-number

(Optional) Enable PPP CHAP authentication.

ppp authentication chap

Enable Multilink PPP.
ppp multilink

If you do not use PPP authentication procedures, te¢ephone ser-
vice must pass caller ID information.

Beginning in global configuration mode, configure eacthefBRIs to
belong to the same rotary group:

1.

Specify one of the BRI interfaces.

interface bri number

Specify that it does not have an individual protocadress.

no ip address

Enable PPP encapsulation.

encapsulation ppp

Set the dialer idle timeout period, using the samedtimf®r each
of the BRI interfaces you configure.

dialer idle-timeout seconds

Add the interface to the rotagyoup.

dialer rotary-group group-number
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6. Specify the dialer load threshold for bringing up addai WAN
links.

dialer load-threshold load

Repeat Steps 1 thmgh 6 for each BRlou want to belong tthe same
dialer rotary group.

When Multilink PPP is configured and you want a niinki bundle to
be connected indefinitely, use thialer idle-timeout com-
mand to set a very high idle timer.

Thedialer load-threshold 1 command does not keep a mul-
tilink bundle of n links connected indefinitely, atie dialer
load-threshold 2 command does not keep a multilink bundle of
two links connected indefinitely.
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Example: Multilink PPP on Multiple ISDN Interfaces

This example configures multiple ISDN BRIs telbng to the same di-
aler rotary group for Multilink PPP. Tldialer rotary-group
command is used to assign each of the ISDN BRIs to that ditdey

group.

interface BRIO

no ip address

encapsulation ppp

dialer idle-timeout 500

dialer rotary-group O

dialer load-threshold 255 bala nced
I

interface BRI1

no ip address

encapsulation ppp

dialer idle-timeout 500

dialer rotary-group 0

dialer load-threshold 255 bala nced
I

interface BRI2

no ip address

encapsulation ppp

dialer idle-timeout 500

dialer rotary-group O

dialer load-threshold 255 bala nced
I

interface DialerO

ip address 99.0.0.2 255.0.0.0

encapsulation ppp

dialer in-band

dialer idle-timeout 500

dialer map ip 99.0.0.1 name atlanta broadcast 81012345678901
dialer load-threshold 255 bala nced
dialer-group 1

ppp authentication chap

ppp multilink
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Configure Virtual
Private Dial-up
Networks

Virtual private dial-up networks (VDPN) allow separate antbao-
mous protocol domains to share common access infrastructlud-
ing modems, access servers, and ISDN routers. VPDN uses\hE L
2 Forwarding protocol (L2F) which permits the tunnelintird€ level
frames.

Using L2F tunneling, an Internet Service Provider (ISP)tloeioac

cess service can create a virtual tunnel to link a customer's remote sites
or remote users with corporate home networks. In particular, a net-
work access server at the ISP's Point of Presence (POP) exchanges
PPP messages with the remote users and communicates by L2F re-
guests and responses with the customer's home gatewat/up tun-

nels.

L2F passes protocol-level packets through the virtual tunnel between
endpoints of a point-to-point conrnimn.

Frames from the remote users are accepted by the ISP POP, stripped
of any linked framing or transparency bytes, encapsulate@rnand
forwarded over the appropriate tunnel. The customer's hotee/ga
accepts these L2F frames, strips the L2F encapsulatiopracesses

the incoming frames for the appropriate interface.

Note: This implementation of VPDN supports PPP dial-oply.

To configure virtual private dial-up networks, complete these tasks:
e Understand VPDNs

e Beginning in global configuration modegnfigure a virtual tem-
plate for interfaces on a home gateway access server:

e Configure Incormg VPDN Connections on the Horsateway

e Configure Outgoing VPDN Connections on the NetwAdcess
Server

Understand Virtual Private Dial-up Networks

VPDN enables users to configure secure networks that take advantag
of internet service providers that tunnel the company's reatotess
traffic through the ISP cloud.

Remote offices or mobile users can ceairto their home netork

using local dial-up services of third parties. The dial-up seprice
vider agrees to forward the company's traffic from the ISP POP to a
company-run home gateway. Network configuration awlisty re-
main in the control of the client. The dial-up service provideripes/

a virtual pipe between the company's sites.
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Note: The MMP feature uses VPDN to naect muliple PPP

sessions for which individualidl-in calls have arrived on
different stack group members. VPDN providessg and
reliability for the setup and shutdown of Multilink PPP.

Complete these steps to create a a VPDN connection between a remote
user and the home LAN:

1.

The remote user initiates a PPP connection to the ISP thsirq-
alog telephone system [8DN.

The ISP network access server accepts theemtion.

The ISP network access server authenticates the enditiser
CHAP or PAP. The username is used to determine whether the
user is a VPDN client. If the useris not a VPDN client, the client
accesses the Internet dher contacted service.

The tunnel endpoints—the network accesmwer and thBome
gateway—authenticate each other before any @essire at
tempted within a tunnel.

If no L2F tunnel exists between the network access sandethe
remote user's home gateway, a tunnel is created. Once the tunnel
exists, an unused slot within the tunnel isedited.

The home gateway accepts geogs the connectionnitial setup
can include authentication information required to allow the home
gateway to authenticate the user.

The home gateway sets up a virtual interface. Link-level frames
can now pass through this virtual interface through #tetunnel.

Figure 11-2illustrates a VPDN connection from a remote user, who
makes a local call, to the corporate network, through an end-to-end
L2F tunnel (shown by the dottéide).
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Figure 11-2: Configure a Virtual Template and Create a Vir-
tual Template Interface on the Home Gateway
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Beginning in global configuration mode, configure a virtieahplat
for interfaces on a home gateway access server:

1. Specify a default local IP address pool.

ip local pool default ip-address

2. Create a virtual template interface, and enter interface configura-
tion mode.

interface virtual-template number

3. ldentify the virtual template interface type and number on the
LAN.

ip unnumbered ethernet 0

4. Enable PPP encapsulation on the virtual templateact

encapsulation ppp

5. Enable PPP authentication on the virtual templaesface.

ppp authentication chap
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Configure Incoming VPDN Connections on the Home
Gateway

In global configuration mode, configure virtual private dialup net-
working on a home gateway router or access server:

1. Enable virtual private networking.

vpdn enable

2. Specify the remote host, the local nhame to use for authengjcati
and the virtual template tase.

vpdn incoming remote-name local-name
virtual-template number

Configure Outgoing VPDN Connections on the Network
Access Server

In global configuration mode, configure a network access server to
make outgoing L2[Eonnections to a home gateway Y6?DN:

1. Enable virtual private networking.

vpdn enable

2. Specify the remote host that is to accept L2F cdiorex

vpdn outgoing domain-name local-name ip ip-
address

Example: Network Access Server Servicing Multiple
Domains

This example provides VDPN configurations for ag&&nNAS and

two different gateways. The two gateways are presumably located at
two entirely separate companies. The NAS decides which company to
forward to based on the domain name that is passed by the user.

The commands also illustrate where to configure the camisapdn
outgoing (on the network access servandvpdn incoming
(on a home gateway).

NAS1
vpdn enable
vpdn outgoing domainl.com naslip 1111
vpdn outgoing domain2.com nas2 ip 2222
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vpdn enable

Gatewayl—Domainl

vpdn incoming nas1 gateway1 virtual-templ atel

interface virtual-template 1
ip unnumbered EthernetO

ppp authentication chap

vpdn enable

Gateway2—Domain2

vpdn incoming nas2 gateway? virtual-templ atel

int virtual-template 1

ip unnumbered EthernetO

ppp authentication chap

Example: NAS Servicing Multiple Domains to the Same
Gateway

This example provides configurations for one NAS andGateway
that might have two parallel tunnels between them. Two éifitedio-
main names are associated with two different virtual fiaterconfig-
urations.

Users dialing in with domain name domainl.com will be forwarded to
the home gateway and be given a virtual-access interface based on vir-
tual template 1. Users dialing in with the domain2.caithbe for-

warded to the same home gateway and be given a virtual-access
interface based on virtual template 2.

NAS 1
vpdn enable
vpdn outgoing domainl.com naslip 1111
vpdn outgoing domain2.com nas2 ip 111.1
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Gateway 1

vpdn incoming nasl gateway virtua-template 1
vpdn incoming nas2 gateway virtual-template 2

interface virtual-template 1
ip unnumbered EthernetO
peer defaultip address pool domain1-pool
ppp authentication chap

interface virtual-template 2
ip unnumbered EthernetO
peer defaultip address pool domain2-pool
ppp authentication chap

Example: Using TACACS+ for Forwarding from the NAS

This example provides configurations for an NAS and a public domain
TACACS+ server. On the NAS itis only necessary to enable AAA and
to use thevpdn enable  command.

Users with structured logins (user@domain.com) will have their do-
main authorized on the TACACS server and will be forwarded if there
is a VPDN entry there. If there is no VPDN entry onTW&CACS

server, the login process will continue asmat.

NAS

aaa new-model
vpdn enable

TACACS+ Server

vpdn outgoing domain.com nas ip 172.21.9.18
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Enable PPP on You can configure a router to support asynchronoossscover ISDN

VTY Lines for by globally enabling PPP on VTY lines. PPP is typjcanabled on
synchronous or asynchronous serial interfaces; howevetjshe

Asynchronous I0S software permits you to configure PPP\BIRY lines. Thiscon-

Access over ISDN figures the VTY line to support asynchronousesscover ISDN from
an ISDN terminal to a VTY session on the router.

In global configuration mode, enable asynchronousogatfeatures
on all the router's VTYihes:

vty-async

This task enables PPP on VTY lines on a global basis on the router. To
configure PPP on per-VTY basis, use thranslate command.

Monitor and To monitor and maintain virtual interfaces, you can perform any of
Maintain MLP, these tasks:

MMP, and VPDN e Display MLP and MMP bundle information.

Virtual Interfaces show ppp multilink

e Display information about the active L2F tunnels #rmalL2F
message identifiers.

show vpdn

e Display the status of the stack group members.

show sgbp

e Display the current seed bid value.

show sgbp queries
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Chapter 12: Al2524 X.25 Configuration

Steps

Introduction

X.25
Configuration

This chapter describes how to configure connections through X.25
networks and Link Access Rredure Balanced (LAPB) connections.
This section also describes how to create X.29 accesaridtgrofile
scripts. For users who only want to configure a simple, reliabial ser
encapsulation method, s€onfigure LAPB

X.25 Configuration Task List

To configure X.25, complete the tasks in one or more of thetiess,
depending upon the X.25 application or task required for your net-
work. The interface, datagram transport, and routing tasks\adedi
into sectiondased generally on how common thetdeais and how
often it is used.

e Configure Interfac

e Configure Additional X.25 Interface Parameters

e Configure an X.25 Datagram Transport

e Configure Additional X.25 Datagram Transport Features

e Configure X.25 Routing

e Configure Additional X.25 Routingeatures

e Configure CMNSRouting

e Create X.29 Accesksists

e Create an X.29 Profile Script

e Configure LAPB

All these features carpexist on an X.25 intéace.

Default parameters are provided for X.25 operation;éw@s, you can
change the settings to meet the needs of your X.25 network or as de-
fined by your X.25 service supplier. The Al2524 alsovides addi-

tional configuration settings to optimize your2%§ usage.
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Note: If you connect a router to an X.25 network, uge
parameters set by your network administratr th
connection; these pamaeters will typically be thos
described in theConfigure Interface andModify LAPB
Protocol Parametersections. Also, note that the X.25
Level 2 parameters described ine Modify LAPB
Protocol Parametersection affect X.25 Level 3
operations.

Configure To configure an X.25 interface, perform théssks:
Interface e Setthe X.25 Mode
e Set the Virtual Circuit Ranges
e Setthe Packet Numberijodulo
e Setthe X.121 Address
e Setthe Default Flow Control zes
These tasks describe the parameters that are essential for ¥o2fect
behavior. The first task is required. The others might be required or op-
tional, depending on what the router is expected to do and on the X.25
network.
Set the X.25 Mode
A router using X.25 Level 3 encapsulaticen:
e ActasaDTE or DCE protocol dee (acording to the needs of
your X.25 service supplier)
e Use the Internet Engineering Task Force (IETF) standard encap-
sulation, as specified by RFC 1356.
Because the default serial encapsulation is High-level Data@amk
trol (HDLC), you must explicitly configure an X.25 encapsulation
method.
In interface configuration mode, configure the mode of operation and
one of these encapsulation types for a specifiezifate:
encapsulation x25 [dte | dce] [ietf]]
Typically, a Public Data Btwork (PDN) will require attachemt as
DTE. This requirement is distinct from the hardware istegfDTE or
DCE identity.
The default mode of operation is DTE, and the default esutation
method is Cisco's pre-IETF method.
Page 12-2 August 1997
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Set the Virtual Circuit Ranges

The X.25 protocol maintains multiple connectiongioone physical

link between a DTE and a DCE. These connectionsaliedcvirtual
circuits or Logical Channels (LCs). X.25 can maintain upa5 vir-

tual circuits nurbered 1 through 4A5. You identify an individuair-

tual circuit by giving its Logical Channel Identifier (LCI) Wirtual

Circuit Number (VCN). Many documents use the terms virtiralit

and LC, VCN, LCN, and LClI interchangeably. Each of these terms re-
fers to the virtual circuit number

An important part of X.25 operation is thenge of VCNs. VCNs are
broken into four ranges (listed here in nuroally increasing order):

1. Permanent virtual circuits (PVCs)
2. Incoming-only circuits

3. Two-way circuits

4. Outgoing-only cicuits

The incoming-only, tw-way, and outgoing-only ranges define the
VCNSs over which a Switched Virtual Circuit (SVC) can be essabd

by the placement of an X.25 call, much like a telephone network es-
tablishes a switched voice circuit when a caplleced.

The rules about DCE and DTE devices initiatbadjs are:

e Only the DCE device can initiate a call in the incoming-only
range.

e Only the DTE device can initiate a call in the outgoamdy range.

e Both the DCE device and the DTE device can initiate a céfian
two-way range.

The ITU-T Recommendation for X.25 defines incoming and outgoing
in relation to the DTE or DCE interface role; tiscumentation uses

the more intuitive sense. Unless the ITU-T sense is explicitly refer-
enced, a call received from the interface is an incoming call and a call
sent out the interface is an outgoicayl.

Note: The ITU-T carries out the functions of the famer
Consultative Committee for International Telegph and
Telephone (CCITT).

There is no difference ithe operation of the SVCs ranges except th
restrictions on which device can initiate a call. Thesgeartan be
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used to prevent one side from monopolizing the virtuatiscand is
useful for X.25 interfaces with a small total number of SVCs available.

Six X.25 parameters define the upper and lower limit of each of th
three SVC ranges. A PVC must be assigned a numbehkasshe
numbers assigned to the SVC ranges. An SVC range idlowed to
overlap another range.

Note: Because the X.25 protocol requires the DTE and DCE to
have identical virtual circuit ranges, changes you make to
the virtual circuit range limits when the interface is up are
held until the X.25 protocol restarts the packetrgee.

To configure X.25 virtual circuit ranges, complete these tasks as ap-
propriate for your configuration:

1. Setthe lowest incoming-only circuitmber (default is 0).

x25 lic circuit-number

2. Setthe highest incoming-only circuit numbeefélt is 0).

x25 hic  circuit-number

3. Setthe lowest two-way circuit number (défas 1).

x25 ltc circuit-number

4. Setthe highest two-way circuit number (default is1024 for X.25
and 4095 for CMNS).

x25 htc circuit-number

5. Setthe lowest outgoing-only circuit number (détfés 0).

x25 loc circuit-number

6. Setthe highest outgoing-only circaiimber (efault is 0).

x25 hoc circuit-number

Each of these parameters can range from 1 to 408bisive. The val-
ues for these parameters must be the same on both endX.8ban
link. For connection to a PDN, these values must be set twathes
assigned by the network. Virtual circuit O is not availableepkfor
marking unused ranges (by setting the lower and upper limits to 0).

Example: Virtual Circuit Ranges

This example sets the virtual circuit ranges of 5 to 20 for incoming
calls only (from the DCE to the DTE) and 25 @24 for either incom-
ing or outgoing calls. It also specifies no virtual circfiitsoutgoing
calls (from the DTE to the DCE). Up to 4 permanent virtualudtisc
can be defined on virtual circuits 1 through 4.

Page 12-4
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x25 lic 5
%25 hic 20
x25 ltc 25

Set the Packet Numbering Modulo

The Al2524 implementation of X.25 supports both moduém@& mod-
ulo 128 packet sequence numbering; module 8 is tfaeiitle

In interface configuration mode, set the packet numganodulo:
x25 modulo {8 | 128}

Note: Because the X.25 protocol requires the DTE and DCE to
have identical modulos, changes you makehe modulo
when the interface is up are held until the.X5 probcol
restarts the packet seice.

The X.25 modulo and the LAPB modulo are distinct and seiffexd

ent purposes. LAPB modulo 128 (or extended mode) can be used to
achieve higher throughput across the DTE or DCE interfaaffeitts
only the local point of attachment. X.25 Packet-Level ProtdebP)
modulo 128 can be used to achieve higher end-takendghput for
virtual circuits by allowing more data packets to be inditahrough

the X.25 network.

Set the X.121 Address

If your router does not originate or terminate calls but only participates
in X.25 switching, this task is optional. However, if the router is at
tached to a PDN, you must set the interface X.121 addssigmad by

the X.25 network servicergvider.

In interface configuration mode, set thelX1 address:
X25 address x121-address
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Set the Default Flow Control Values

Because X.25 is a strongly flow-controlled protocoltisgtcorrect
default flow control parameters for window size and packet size is es-
sential. Mismatched default flow control values will cause Xo2al
procedure errors, evidenced by Clear and Reset events.

To configure flow control parameters, complete these tasks. Thes
tasks are optional if your X.25 attachment uses tdmedsird default
values for maximum packet sizes (128 bytes incomingoangdoing
and window sizes (2 packets incomiaugd outgoing).

e Set Default Window Sizes

e Set Default Packet Sizes

Note: Because the X.25 protocol requires the DTE and DCE to
have identical default maximum packet sizes and default
window sizes, changes made to the window and packet
sizes when the interface is up are held until the X.25 pro-
tocol restarts the packet seace.

Set Default Window Sizes

X.25 networks have a defaultinput and output window sieegreset

value is 2) that is defined by your network administrator. Mot set

the Cisco I0S software default input and output window sizemtoh

those of the network. These defaults are the values that an SVC uses if
it is set up without explicitly negotiating its window e&z PVCs also

use these default values unless different values are configured.

In interface configuration mode, set the default windizes:

1. Setthe default virtual circuit receive window size.

x25 win  packets

2. Set the default virtual circuit transmit window size.

x25 wout  packets

Set Default Packet Sizes

X.25 networks have a default maximum input and outpakpt siz

(the preset value is 128) that is defined by your network mdtrator.

You must set the Cisco 10S software default input and output maxi-
mum packet sizes to match those of the network. These defiauttse
values that an SVC uses if it is set up without explicitly negotiating its
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maximum packet sizes. PVCs also use these default values difless
ferent values are configured.

In interface configuration modsetthe default input andutput max-
imum packet sizes:

1. Setthe default input maximum packet size.

x25ips  bytes

2. Setthe default output maximum packees

x25 ops  bytes

To send a packet larger than the agreed on X.25 psizketver an
X.25 virtual circuit, the Cisco I0S software must break the paotet
two or more X.25 packets with the M-bit (More data bit) Sé&e re-
ceiving device collects all packets in the M-bit sequeammtreassem-
bles them into the original packet.

It is possible to define default packet sizes that cannot begegdpby

the lower layer (see the LAPB N1 parameter). However, the router will
negotiate laver maximum packet sizes for all SVCs so the agreed on
sizes can be carried. The Cisco 10S software will also refes&Ca
configuration if theresulting maximum packet sizes cannosbp-
ported by the lower layer.

Example: Typical X.25 Configuration

This example shows the complete configirafor a serial interface
connected to a commercial X.25 PDN for routing the IRqua. The
IP subnetwork address 172.25.9.0 has been assigned ¥ethaet-
work.

Note: When you are routing IP over X.25, you must treat the
X.25 network as a single IP network or subnetskoMap
entries for routers with addresses on subnetworks other
than the one on which the interface's IP address isred
are ignored by the routing software. All routers usittige
subnet number must have map entries for athers
routers. Using the broadcast option with dynamic routing
can result in larger traffic loads, requiring a larger hold
gueue, brger window sizes, or multiple virtual circuits.
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interface serial 2
ip address 172.25.9.1
!

encapsulation X25
!

255.255.255.0

The bandwidth command is not part of the X.25 configuration; it is es-
pecially important to understand that it does not teyeconnection

with the X.25 entity of the same name. bandwidth commandssack

by IP routing processes (currently only IGRP) to determihielw

lines are the best choices for traffic. Since the default is 1544 Kbaud,
and X.25 service at that rate is not generally available, most X.25 in
terfaces that are being used with IGRP in a real environmeriavil
bandwidth settigs.

This is a 9.6 Kbaud line:

bandwidth 10
These Level 3 parameters are default flow control values; they need to
match the PDN defaults. The values used by an SVC are negotiable on
a per-call basis:

x25 win 7

x25 wout 7

x25 ips 512

x25 ops 512
You must specify an X.121 address to be assigned t4.®einter-
face by the PDN.

x25 address 31370054065
These Level 3 parameters have been set to match the network. You
generally need to change some Level 3 parameters, most lodsn t
listed below. You might not need to change any Level 2 parameters,
however.

x25 htc 32

x25idle 5

x25 nvc 2
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These commands configure the X.25 map. If you want to exchange
routing updates with any of the routers, they would rieddcast

flags. If the X.25 network is the only path to the routers, statites

are generally used to save on packet charges. If there is a redundant
path, it might be desirable to run a dynamic routirmjqarol.

X25 map IP 172.25.9.3 31370019134 ACCEPT-REVERSE
X25 map IP 172.25.9.2 31370053087

ACCEPT-REVERSE allows collect calls.

If the PDN cannot handle fast back-to-back frames, useahs-
mitter-delay command to slow down the intade.

transmitter-delay 1000

Configure Some X.25 applications have less common, or special, needs. Several
Additional X.25 X.25 parameters are available to modify the X.25 protocol behavior

for these applications.
Interface ppical

Parameters To configure less common X.25 interface parameters for tpesgal
needs, perform these tasks, as needed:

e Configure the X.25 Level 3imers
e Configure X.25 Addesses

e Establish a Default Virtual Circuit Prototol

e Disable Packet-Level Protocol (PLP) Restarts

Configure the X.25 Level 3 Timers

The X.25 Level 3 retransmission timers determine how long theoCi
I0S software waits for acknowledgment of control packétst can
set these timers independently. Only those timersahyalty to the in-
terface are able to be configured. (A DTE interface do¢ave the
T1x timers, and a DCE interface does not have the T2x timers.)

To set the retransmission timers, perform any of these tagk®in
face configuration mode:

e SetDTE T20 Restart Ragst.
x25t20 seconds
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e Set DCE T10 Restart Indication.
x25t10 seconds

e SetDTE T21 Call Rguest.
x25 121  seconds

e SetDCE T11 Incoming Call.
x25t11 seconds

e SetDTE T22 Reset Ragst.
x25 122  seconds

e Set DCE T12 Reset Indication.
x25t12 seconds

e SetDTE T23 Clear Rpiest.
x25 123  seconds

e Set DCE T13 Clear Indication.
x25t13  seconds

Configure X.25 Addresses

When establishing SVCs, X.25 uses addresses in the fdimed dy

the ITU-T Recommendation for X.121. An X.121 address from

zero to 15 digits. Because of the importance of addressing to call setup,
several interface addressing features are availabke 26x.

To configure X.25 addresses, perform thiesks:
e Understand Normal X.25 Addssing
e Understand X.25 Subaddresses

e Configure an Interface Alias Address

e Suppress or Replace the Callidaddress

e Suppress the Called Address

Understand Normal X.25 Addressing

An X.25 interface's X.121 address is used when it is the soudsseor
tination of an X.25 call. The X.25 call setup procedure identifies both
the calling (source) and the called (destination) X.121 addresses.
When an interface is the source of a call, it encodes theanéexf 121
address as the source address. An interface determines that it is th
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destination of a received call if the destination address matches the in-
terface's address.

The Al2524 X.25 software can also route X.25 calls, which involves
placing and accepting calls, but the router is neither the source nor the
destination for these calls. Routing X.25 does not modifystiuece or
destination addresses, thus preserving the addresses spectfied by
source host. Routed (switched) X.25 simply connects two lo¥i2al
channels to complete an X.25 virtual circuit. An X.25 virtuadait,

is a connection between two hosts (the source host and theatiesti

host) that is switched between routed X.i2&d.

The null X.121 address (the 221 address that has zerais) is a
special case. The router acts as the degiim&aost for anycall it re-
ceives that has the null destinatiordessbs.

Understand X.25 Subaddresses

A subaddress is an X.121 address that matches the digits diefined
the interface's X.121 address, but has additional digit(s) after the base
address. X.25 acts as the destination host for an incoming Packet As-
sembler/Disassembler (PAD) call with a destination that ithad

dress of the interface's address; the trailing digits spetiigh line a

PAD connection is requesting. Other calls that usdadiress can be
accepted if the trailing digit(s) are zeros; otherwise, the rawitienot

act as the call's destination host.

Configure an Interface Alias Address

You can supply alias X.121 addresses for an interface. Thissathe
interface to act as the destination host for calls having a d#etirad-
dress that is neither the interface's address, an alloveadidress o
the interface, nor the null address.

Local processing (for example, IP encapsulation) can be performed
only for incoming calls whose destination X.121 address meatthe
serial interface or alias of the interface.

In global configuration mode, configure an alias:

x25 route [ #position | x121-address-pattern
[cud pattern ] alias type number
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Suppress or Replace the Calling Address

Some attachments require that no calling (source) addressdsnted
in outgoing calls. The requirement is called suppressingaliag ad-
dress.

When attached to a PDN, X.25 may need to ensure thaiingtgalls

only use the assigned X.121 address for the calling (source) address.
Routed X.25 normally uses the original source agkdralthough in-
dividual X.25 route configurations can modify the sowaddress,

Cisco provides a simple command to force the use of the interface ad-
dress in all calls sent; this requirement is called replacingailieg
address.

To suppress or replace the calling address, perform the appropriat
task in interface configuration mode:

e Suppress the calling (source) X.121 addressutgoing calls.

x25 suppress-calling-address

e Replace the calling (source) X.121 address in switch#s.

x25 use-source-address

Suppress the Called Address

Some attachments require that no called (destination) address be pre-
sented in outgoing calls; thisquirement is céd syppressing the
called address.

In interface configuration mode, suppress the called address:

x25 suppress-called-address

Establish a Default Virtual Circuit Protocol

The Call Request packet that sets up a virtual circuit can endizdig a
called the Call User Data (CUD) field. Typically, the first feytes of

the CUD field identify which high-level protocol is carried by tfre

tual circuit. The router, when acting as a destination host, normally re-
fuses a call if the CUD is absent or if the protocol identificaiboit
recognized. The PAD protocol, however, specifies that unifizhti

calls be treated as PAD connection requests. Qiheications re-

quire that they be treated as IP encapsulation connection tequers
RFC 877.

In interface configuration mode, configureéheir PAD or IP encapsu
lation treatment of unidentified calls:

x25 default {ip | pad}

Page 12-12
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Configure an
X.25 Datagram
Transport

Disable Packet-Level Protocol (PLP) Restarts

By default, a PLP restart is perfoed when the link level resgfer
example, when LAPB reconnects). Although PLP restarts can be dis-
abled for those few networks that do not allow restarts, do ndildisa
these restarts because doing so can cause anomalous pgakie¢ia
havior.

In interface configuration mode, disable PLP restarts:

no x25 linkrestart

X.25 support is most commonly configured as a transpodédta

grams across an X.25 network. Datagram transport (or encapsulation)
is a cooperative effort between two hosts communicating across an
X.25 network. You configure datagram transport by estahlisé

mapping on the encapsulating interface between the far postteol
address (for example, IP) and its X.121 address. Because the call iden-
tifies the protocol that the virtual circuit will carry (in the CU{i&ld),

the terminating host can accept the call if it is configurezkthange

the identified traffic with the source host.

Figure 12-1 illustrates two routers sending datagrams across an X.25
public data network (PDN).

Figure 12-1: Transporting LAN Protocols across an X.25
Public Data Network (PDN)
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Perform these tasks, as necessary, to complete the X.25 configuration
for your network needs:

e Configure Subinterfaces

e Map Protocol Addresses to X.12Hdresses

e Establish an Encapsulation PVC

e Set X.25 TCP/IP Header Compression

e Configure X.25 Briding

These sections describe how to perform these configuraisbs.t

Configure Subinterfaces

Subinterfaces are virtual interfaces that can be used tecbseveral
networks to each other through a single physical interfaglinter-

faces are made available on Al2524 routers because routing protocols,
especially those using the split horizon principle, may nedulto de-
termine which hosts need a routing update. The splitbomprinciple
allows routing updates to be distributed to other routed interfaces ex
cept the interface on which the routing update was redeivworks

well in a LAN environment in which other routers reachedhyin-
terface have already reged the routingipdate.

However, in a WAN environment using connection-orieritéel-

faces (like X.25 and Frame Relay), other routers reached lsathe
physical interface might not have received the routing update. Rathe
than forcing you to connect routers by separate physical inésfthe
Al2524 provides subinterfaces that are treated as sepatetfaces.

You can separateosts into subinterfaces on a physicatifdace. Sep-
aration does not affect the X.25 protocol, and routinggsses recog-
nize each subinterface as a separate source of routing updates,
enabling all subinterfaces to receive routinglates.

Understand Point-to-Point and Multipoint Subinterfaces

There are two types of subinterfaces: point-to-point anitipoint.
Subinterfaces are implicitly multipoint unless configuregaisit-to-
point.

A point-to-point subinterface is used to encapsulate protoetiseien
two hosts. An X.25 point-to-poinubinterface will accept only a sin-
gle encapsulation command (suctxas map orx25 pvc ) fora
given protocol, so there can be only one destination forrtiteqol.
However, you can use multiple encapsulation commandgpoeach
protocol, or multiple protocols for one map or PVC. All protocol traf-
fic routed to a point-to-point subinterface is forwarded to thedmse
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tination host defined for the protocol. Because only ostrdgion is
defined for the interface, the routing process need not consulesiae
tination address in the datagrams.

A multipoint subinterface is used to connect hosts for a givetocol.

There is no restriction on the number of ggmdation commandbat

can be configured on a multipoint subinterface. Becthesbosts ap-

pear on the same subinterface, they are not relying on the router to dis-
tribute routing updates between them. When a routing process
forwards a datagram to a multipoint subinterface, the X.25 sotzap

tion process must be able to map the datagram's destindticesa to

a configured encapsulation command. If the rouirecess cannot

find a map for the datagram destination address, the enatipawiill

fail.

Note: Because of the complex operations dependent on a sub-
interface and its type, the router will not allow a subinter-
face type to be changed, nor can a subinterface with the
same number be re-established once it has beentegle
After a subinterface has been deleted, you must reload the
Cisco 10S software (by using threload command) to
remove all internal references. However, you carsia
reconstitute the deleted subinterface by usingifierent
subinterface number.

Create and Configure X.25 Subinterfaces

In interface configuration mode, create and configusakanterface
by completing the first task and one or both of theoed tasks:

1. Create a point-to-point or multipoint subirftere.
interface serial number.subinterface-number
[point-to-point | multipoint]

2. Configure an X.25 encapsulation map for thbisterface:

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address [ option |

And/or establish an encapsulation PVC for the sulfiter

x25 pvc  circuit protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address [ option ]
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interface

Note: When configuring IP routing over X.25, you might need
to make adjustments to accommodate split horizon effects.
Refer to the Configuring IP Routing Protocols chapter in
the Network Protocols Configuration Guide, Part 1 for
details about how the Cisco 10S software handlessiole
split horizon conflicts. By default, split horizon is enabled
for X.25 networks.

Example: Point-to-Point Subinterface Configuration

This example creates a point-to-point subinterface and maps IP to are-
mote host:

Serial0.1 point-to-point

x25 map ip 172.20.170.90 170090 broadcast

Map Protocol Addresses to X.121 Addresses

This section describes the X.25 single-protocol and multiprotocol en-
capsulation options that are available and describes how tpnoiap

col addresses to an X.121 address for a remote host. Elicnsalso
includes reference information about how protocols ardifibgh

UnderstandProtocol Encapsulation for Single-Protocol and
Multiprotocol Virtual Circuits

The Al2524 supports encapsulation of a number of datagratmaots
across X.25, using a standard method when available, or a proprietary
method when necessary. These traditional methods aspigioaol

to each virtual circuit. If more than one protocol is carrig@vben th

router and a gien host, each active protocol will have at |east vir-

tual circuit dedicated to carrying its datams.

The Al2524 also supports RFC 1356, a standardized méhed
capsulating most datagram protocols over X.25. It alscifps ho
one virtual circuit can carry datagrams from more than one protocol.

The Cisco I0S software can be configured to use any of the available
encapsulation methods with a particular host.

After you establish an encapsulation virtual circuit, the Cisco IOS soft-
ware sends and receives a datagram by simply fragmentingiiind
reassembling itinto an X.25 complete packet sequence. An X.25 com-
plete packet sequence is one or more X.25 data packets thahdave
M-bit set in all but the last packet. A virtual circuit that can carry mul-
tiple protocols includes protocol identification data as well aptbe

tocol data at the start of each complete packet sequence.
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UnderstandProtocol Identification

The various methods and protocols used in X.25 SVC encapsulation
are identified in a specific field of the call packet; this fieldeined

by X.25 to carry CUD. Since PVCs do not use the X.25 calpsero-
cedures, only PVCs do not use CUD to identify their endafisn.

The primary difference between the available Al2524 and IETF en-
capsulation methods is the specific value used to identify aqmiot
When any of the methods establishes a virtual circuit for iceyry

single protocol, the protocol is identified in the call ketdoy the

CUD. When a virtual circuit is established to carry more thas pro-
tocol (only available using the RFC 1356 methodologyyadocol
identification field precedes the datagram encapsulated X.#t%e

data packet; every datagram exchanged over that virtual circuit has its
protocol identified.

This table summarizes the values used in the CUD field tdifgen
protocols.

Al2524
IETF RFC 1356
Protocol Protocol 3
Identifier Protocol Identifier

Apollo Domain 0xD4 0x80 (Bbyte SNAP

encoding)

Bridging 0xD5 (ot implemented)

ISO CLNS 0x81 0x812

Compressed TCP| 0xD8 0x00 (5-byte SNAP
encoding}

IP 0xCC 0XCC* or 0x80 (5-byte
SNAP encoding)

Novell IPX 0xD3 0x80 (5-byte SNAP
encoding)

PAD 0x01° 0x01°

QLLC 0xC3 (Not available)

Multiprotocol (Not available) 0x00

August 1997
2524UM

Page 12-17



Al2524 Router Card User’'s Manual I:Il

1. Subnetwork Access Protocol (SNAP) encoding is defired
the Assigned Numbers RFC. The Al2524 implementataog-
nizes only the IETF organizational unigue idepti{OUI)
0x0000 00 followed by a Byte Ethernet protocdi/pe.

2. The use of 0x81 for CLNS is compatible with ISO/1847 3-
3:1994.

3. Compressed TCP traffic has two types atfagjrams, so IETF en-
capsulation requires a multiprotocol virtual ciitcu

4. The use of OxCC for IP is backwards-compatible with BFT

5. The use of 0x01 for PAD is defined by ITU-T Recommendation
X.29.

Once a multiprotocol virtual circuit has been establishedgdatas

on the virtual circuit have protocol identification data before the actual
protocol data; the protocol identification values are the same used by
RFC 1356 in the CUD field for an individual protu.

Note: IP datagrams can be identified with a 1-byte identifice
(OxCC) or a 6-byte identification (0x80 followed by the 5-
byte SNAP encoding). The 1-byte enaaglis used b
default, although the SNAP encoding can be configured.

Map Datagram Addresses to X.25 Hosts

Encapsulation is a cooperative process between the routanatite

X.25 host. Because X.25 hosts are reached with an X.121 address (an
X.121 address has up tol5 decimal digits), the router navs h

means to map a host's protocols and addresses td &% Kddress.

Each encapsulating X.25 interface must be configured withethe
vant datagram parameters. For example, an interface that eratapsul
IP will typically have an IP address.

You must also establish the X.121 address of an encdjpguX.25
interface using th&25 address interface configuration com-
mand. The X.121 address is the address where enatipsuhlls ar
directed. This is also the source X.121 address used fonatiigg an
encapsulation call and is used by the destination host tehesgurc

host and protocol to the protocol address. An encapsulation \gitual
cuit must be a mapped at both the source and destination host inter
faces.

For each X.25 interface, you must explicitly map each destination
host's protocols and addresses to its X.121 address. If needed and if the
destination host has the capability, one host map canrfigeed to
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support several protocols; alternatively, you can define one map for
each supported protocol.

In interface configuration mode, establismap:

Xx25 map protocol address [ protocol2
address2 [..[  protocol9 address9 M x121-
address [ option |

For example, if you are encapsitgt|P over a given X.25 interface,
you must define an IP address for the interface and, for edlbb dé-
sired destination hosts, map the host's IP address toli?4 dddress.

Note: You can map an X.121 address to aany as nine
protocol addresses, but each protocol can be mappdyd
once in the command line.

An individual host map can use these keywords to specify ftese
tocols:

e apollo —Apollo Domain

e bridge —Bridging

e clns —OSI Connectionless Networle8ric

e compressedticp —TCP/IP header compression
e ip—IP

e ipx —Novell IPX

e pad—Packet Assembler/Disassemble

e gllc —IBM's QLLC

Each mapped protocol, except bridging and CLNS, take$agdan
address. All bridged datagrams are sent to all bridge maps otean i

face. CLNS uses the mapped X.121 address as the SNPA, which is ref-

erenced by alns neighbor command. The configured datagram
protocol(s) and relevant addresses are mapped to the desthuien
X.121 address. All protocols that are supported for RFC 1356 opera
tion can be specified in angjle map. Bridgng and QLLC areot sup-
ported for RFC 1356 encapsulation. If IP and TCP/IP header
compression are both specified, the same IP address musgebéday
both protocols.

When setting up the address map, you can include opiarisas en-
abling broadcasts, specifying the number of virtual circuitsnedt,
and defining various user facility tiegs.

August 1997
2524UM

Page 12-19



Al2524 Router Card User’'s Manual I:Il

Note: Multiprotocol maps, especially those configuredcrr
broadcast traffic, can result in significantly largeraffi
loads, requiring a larger hold geue, brger window sizes,
or multiple virtual circuits.

You can simplify the configuration for the Open Shortest Fast
(OSPF) protocol by adding thetignal broadcast  keyword.

Configure PAD Access

By default, PAD connection attempts are processed for session cre
ation or protocol translation from all hosts. In interfacefigumation
mode, restrict PAD connections to only statically mapg&b hosts:

1. Restrict PAD access.

x25 pad-access

2. Configure a host for PAD access.

x25 map pad x121-address [ option ]

You can configure outgoing PAD access using the opti@aalires of
thex25 map pad command without restricting incomifRAD con-
nections to the configured hosts.

Establish an Encapsulation PVC

Permanent Virtual Circuits (PVCs) are the X.25 equivalent of leased
lines; they are never disconnected. You do not need to configure an ad-
dress map before defining a PVC; an encapsulation PVCaditfyplile-

fines a map.

In interface configuration mode, estmshla PVC:

x25 pvc  circuit protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address [ option ]

Thex25pvc command uses the same protocol keywordsea5
map command. Encapsulation PVCs also use a subset optioais
defined for thex25 map command.
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interface serial 2

Example: PVC Used to Exchange IP Traffic

This example, illustrated iRigure 12-2 demonstrates how to use the
PVC to exchange IP traffic betweemiRer X and Router Y.

Figure 12-2:Establishing an IP Encapsulation PVC through
an X.25 Network

1813 172001 4

=11

Configuration for Router X

ip address 172.20.1.3 255.255.255.0

x25 map ip 172.20.1.40
x25 pvc4ip 172.20.1.4

interface serial 3

Configuration for Router Y

ip address 172.20.1.4 255.255.255.0

x25 map ip 172.20.1.30
x25 pvc 3ip 172.20.1.3

In this example, the PDN has established a PVC through its network
connecting PVC number 3 of access point A to P\U@iber 4 of ac-

cess point B. On Router X, a connection is established between Router
X and Router Y's IP address, 172.20.1.4. On Router Y, a connection is
established between Router Y and Router X's IP address, 172.20.1.3.
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Set X.25 TCP/IP Header Compression

The Al2524 supports RFC 1144 TCP/IP header compression (THC)
on serial lines using HDLC and X.25 encapsulation. THC psda-

tion is different from other encapsulation traffic. The implemiaoria

of compressed TCP over X.25 uses one virtual circuit to pass the com-
pressed packets. Any IP traffic (including standard TCPgpamste

from TCH traffic; it is carried over separate |IP encapgsndavirtual

circuits or identified gparately in a mulprrotocol virtual circuit.

Note: If you specify bothp andcompressedtcp inthe same
x25 map compressedtcp command, they must both
specify the same IP address.

In interface configuration mode, set up a separate virtt@litior
X.25 TCP/IP header compression:

x25 map compressedtcp ip-address [ protocol2
address2 |[...[protocol9 address9]]] x121-
address [ option ]

Configure X.25 Bridging

The Al2524 transparent bridging software supportdding ove
X.25 virtual circuits. Bridging is not supported for RE@56 opera-
tion. Bridge maps must include the broadcast option faecboper-
ation.

In interface configuration mode, enable the X.25 bridgemgedbility:

x25 map bridge x121-address broadcast
[ option ]
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Configure
Additional X.25
Datagram
Transport
Features

The Cisco 10S software allows you to configure additional Xi&5
agram transport features, including various user facilitieseefior
X.25 call setup.

This section describes the X.25 datagram transport features you can
configure by using the options the x25 map orx25 pvc en-
capsulation command (or by setting an interface default). Th
tasks you perform depend upon your needs, the structure of your net-
work, and the requirements of the servicevjter.

To configure the optional parameters, user faedlitand spdal fea-
tures, perform one or more of these tasks:

e Configure X.25 Payload Commson

e Configure the Encapsulation Virtual Circuit Idleme

o |Increase the Number of Virtual Circuits Allowed

e Configure the Ignore Destination Time

e Establish the Packet Acknowledgmétdlicy

e Configure X.25 User Facilities

e Define the Virtual Circuit Packet Hold Queue Size

e Restrict Map Usage

Configure X.25 Payload Compression

For increased efficiency on relatively slow networks, the Cisco IOS
softwaresupports X.25 payload compression of outgoingagsula-
tion traffic.

Several restrictions apply to X.25 payload compression:

e The compressed virtual circuit must connect two Cisco routers,
because X.25 payload compression is not staiwktd

The data packets conform to the X.25 protocol rules, so a com-
pressed virtual circuit can be switched through standard X.25
equipment. However, only Cisco routers can compress and de-
compress the data.

e Only datagram traffic can be compressed, although all the encap-
sulation methods supported by Cisco routers areablailFor ex-
ample, an IETF multiprotocol virtual circuit can be congsed.

SVCs cannot be translated between compressed and uncom
pressed data, nor can PAD data be compressed.
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e X.25 payload compression must be applied calsef

Each compressed virtual circuit requires significaetmory re-
sources (for a dictionary of learned data patterns) and computation
resources (every data packet received is decompressedemd

data packet sentis compressed). Excessive use of compression can
cause unacceptable overall performance.

e X.25 compression must be explicitly configured fanap com-
mand.

A received call that specifies compression will be rejecttukif
corresponding host map does not specify the cesgpoption. An
incoming call that does not specify compression canghiew be
accepted by a map that specifies cosspion.

In interface configuration mode, enable payload a@®gion over
X.25:

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address compress

This command specifies that X.25 compression is to be usegdret
the two hosts. Because each virtual circuit established fopiassed
traffic uses significant amounts of memory, consgien should be
used with areful consideration of its impact on performance.

Thecompress option may be specified for an encapsulafMC.

Configure the Encapsulation Virtual Circuit Idle Time

The Cisco 10S software can clear a datagram transport SVC after a set
period of inactivity. Route@&VCs are not timed fanacivity.

In interface configuration mode, dék time:

1. Setan idle time for clearing encapsulation.

x25 idle minutes

2. Specify an idle time for clearing a map's SVCs.

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address idle minutes

Page 12-24 August 1997
2524UM



Chapter 12: Al2524 X.25 Configuration Steps

Increase the Number of Virtual Circuits Allowed

For X.25 datagram transport, you can establish up to 8ig@sk to
one host for each map.

To increase the number of virtual circuit®aled, perform one droth
of these tasks in interface configuration mode:

e Specify the default maximum number of SVCs that caogsn
simultaneously to one host for each map.

x25 nvc count

e Specify the maximum number of SVCs allowed for a map.

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address nvc count

Configure the Ignore Destination Time

Upon receiving a Clear Request for an outstanding datamaasport
Call Request, the X.25 encapsulation code immediately trighemo
Call Request if it has more traffic to send. This actionaxaarrun
some X.25 switches.

To define the number of minutes the Cisco IOS software will prevent
calls from going to a previously failed destination, tyie tommand
in interface configuration mode. Incoming calls will still be accepted.

x25 hold-vc-timer minutes

Establish the Packet Acknowledgment Policy

You can instruct the Cisco IOS software to send an acknowledgment
packet when it has received a threshold of data packetsiiohas-
knowledged, instead of waiting until its input windowfu. A value

of 1 sends an acknowledgment for each data packet received if it can-
not be acknowledged in an outgoing data packet. dpypsoach im-

proves line responsiveness at the expense of bandwidth. A value of 0
restores the default behavior of waiting until the input windowlis f

To establish the acknowledgment threshold, type (in intedanfg-
uration mode):

x25th  delay-count

The packet acknowledgment threshold also applies to enctipsula
PVCs.
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Configure X.25 User Facilities

The X.25 software provides canands to support X.25 uskarcilities
(options spcified by the creators of the X.25 Reconmuiation) that
allow you to implement features such as accounting, usetifida-

tion, and flow control negotiation. You can choose tofigure facil-

ities on a per-map basis or on a per-interface basis. In the following
list, thex25 map commands configure facilities on a per-map basis;
thex25 facility commands specify the values sent for all encap-
sulation calls originated by the intecta Routed calls amot affected

by the facilities specified for the outgoing interface.

To set the supported X.25 user facilities, perform one or more of these
tasks in interface configuratianode:

e Select the closed user group.

x25 facility cug group-number
or
x25 map protocol address [ protocol2

address2 |[...[ protocol9 address9 M x121-
address cug number

e Setflow control parameter negotiation values to request tgoou

ing calls.

x25 facility packetsize in-size out-size
or

Xx25 map protocol address [ protocol2

address2 |[...[ protocol9 address9 M x121-
address packetsize  in-size out-size

x25 facility windowsize in-size out-size
or
Xx25 map protocol address [ protocol2

address?2 [...[ protocol9 address9 M x121-
address windowsize in-size outsize

e Setreverse charging.

x25 facility reverse

or

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address reverse
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Allow reverse charging acceptance.

X25 accept-reverse

or

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address accept-reverse

Select throughput class negotiation.

x25 facility throughput in out

or

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address throughput in out

Select transit daly.

x25 facility transit-delay value

or

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address transit-delay milliseconds

Set the Recognized Private Operation Agency (RPOA) to use.

x25 facility rpoa name
or
Xx25 map protocol address [ protocol2

address2 |[...[ protocol9 address9 M x121-
address rpoa hame

Set the Al2524 standard network user idécHiion.

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address nuid  username password

Set a user-defined network user identification allowing dinen&t
to be determined by your network administrator.

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address nudata  string

Thewindowsize andpacketsize  options are supported for
PVCs, although they have a slightly different meariagause PVCs
do not use the call setup procedure. If the PVC doess®the inter-
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face defaults for the flow control parameters, these options must b
used to specify the values. Not all networks will allow a PVC to be de-
fined with arbitrary flow control values.

Additionally, the Data bit (D-bit) is supported, if negotiated. PVCs
allow the D-bit procedure because there is no call setuptatiate its
use. Both restricted and unrestricted fast select are alsorseghpad
are transparently handled by thets@re. No configurton is required
for use of the D-bit or fast select fadiis.

Define the Virtual Circuit Packet Hold Queue Size

To define the maximum number of packets that can be held whil
virtual circuit is unable to send data, type (in interfagefiguration
mode):

x25 hold-queue gqueue-size

An encapsulation virtual circuit's hold queue size is datezd when

it is created; th&25 hold-queue command does not affect ex-
isting virtual circuits. This command also defines the hold queue siz
of encapsulation PVCs.

Restrict Map Usage

An X.25 map can be restricted so that it will not be usediatepcalls
or so that it will not be considered when incoming callsneapped.

To restrict X.25 map usage, use the following map options as needed:

e Restrict incoming calls from a map.

Xx25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address no-incoming

e Restrict outgoing calls from a map.

X25 map protocol address [ protocol2
address2 |[...[ protocol9 address9 M x121-
address no-outgoing
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Configure X.25 The X.25 software implementation allows virtual circuits to be routed

Routing from one X.25 interface to another and from one routerathan. The
routing behavior can be controlled with switching and Xo28+-TCP
(XOT) configuration commands, based on a locally built table.

X.25 encapsulation can share an X.25 serial intesditethe X.25
switching support. Switching or forwarding of X.25 virteaicuits
can be completed two ways:

e Incoming calls received from a local serial interfagaing X.25
can be forwarded to another local serial interface runKig§.
This is known as local X.25 switching because the rdhgrdles
the complete path. It does not matter whether the interfaces are
configured as DTE or DCE device because the software th&es
appropriate actions.

e An incoming call also can be forwarded to another Cisco router
over aLAN using the TCP/IP protocols. Upon receipt of an in-
coming call, a TCP connection is established to dloger that is
acting as the switch for the destination. All X.25 packegssent
and received over this reliable data stream. Flow controhis-
tained end-to-end. This is known as X.25-over-TCROT.

(XOT was previously called remote switching amneling.) It
does not matter whether the interfaces are configured as DTE or
DCE, because the software takes the appropaiztiens.

Running X.25 over TCP/IP provides a number of benefits.deta-
gram containing the X.25 packet can be switched by otheers

using their high-speed switching abilities. X.25 conites can be

sent over networks running only the TCP/IP protocols. TGE/P
protocol suite runsver many dferent networking techwiogies, in-
cluding Ethernet, Token Ring, T1 serial, and FDDI. Thus X.25 data
can be forwarded over these media to another router where it can b
output to an X.25 intéace.

When the connection is made locally, the switching confifpmas

used; when the connection is across a LAN, the XQffigoration is

used. The basic function is the same for both types of connections, but
different configuration commands are required for each type of con-
nection.
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The X.25 switching subsystem suppohede facilities andgrame
ters:

e D-bit negotiation—Data packets with the D-bit set passed
through transparently

e Variable-length interrupt data
e Flow control parameter negotiation
e Window size upto 7, or 127 for modulo 128 operation

e Packet size up to 4096, if the LAPB layers used are capahbnef
dling the requested siz

e Basic closed user group setien
e Throughput class negotian

e Reverse charging and fastlect

To configure X.25 routing, perform thetssks:
e Enable X.25 Routing

e Configure a Local X.25 Route

e Configure XOT (Remote) X.25 Rout

e Configure a Locally Switched PVC

e Configure an XOT (Remote) PVC

You may also need to configure additional X.25 routing festuas re-
quired for your network.

Enable X.25 Routing

In global configuration mode, enable X.25 routing to use Isadtch-
ing or XOT by tying:

x25 routing [use-tcp-if-defs]

Theuse-tcp-if-defs keyword is used by some routers that re
ceive remote routed calls from older versions of XOTight be
needed if the originating router cannot be migrated to a new softwar
release.

Example: X.25 Route Address Pattern Matching

This example shows how to route X.25 calls with adskesvhos

first four Data Nework Identfication Code (DNIC) digs are 1111 to
interface serial 3, and to change the DNIC field in the addresses pre
sented to the equipment connected to that interface to 2222. The \1 in
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the rewrite pattern indicates the portion of the originiakrass
matched by the digits following thet11 DNIC.

x25 route ~1111(.*) substitute-dest 2222\1 interface serial 3

Figure 12-3shows a more contrived command intended to ikdstr
the power of the rewriting scheme.

Figure 12-3:X.25 Route Address Pattern Matching

x5 route 1. io- faie ot S subsiute-dest \AAR interface senal 0
‘ d
\

¥
\l

The command ifrigure 12-Fauses all X.25 calls with 14-digialled
addresses to be routed through interface serial 0. Thaning DNIC
field is moved to the end of the address. The fifth, sixtithpiand
tenth digits are deleted, and the thirteenth and featteare moved
before the eleventh and twelfth.

S1035a

Configure a Local X.25 Route

When an incoming call needs to be forwarded, two fields irXtB&
routing table are consulted to determine a local Xo2e:

e Destination X.121 address

e X.25 packet's CUD field (opihal)

When the destination address and the CUD of the incoming packet fit
the X.121 and CUD patterns in the routing table, the cédhigarded.
Forwarding to a specified interface is called local routingoall
switching.

To configure a local X.25 route, thus adding the local routieet@out-
ing table, type (in global configuration mode):

x25 route [ #position | x121-address [cud
pattern ] interface type number
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Example: X.25 Routing

This example shows how to enable X.25 switching, as wéibasto
enter routes into the X.25 routingota:

Enable X.25 forwarding:

x25 routing

Enter routes into the table. Without a piwsial parameter, entries ar
appended to the end of the table.

x25 route ~100$ interface serial 0

x25 route 100 cud ~pad$ interf ace serial 2
x25 route 100 interface serial 1

x25 route ~3306 interface serial 3

x25 route .* ip 10.2.0.2

The routing table forwards calls for X.121 addr&68 out interface
serial 0. Otherwise, callsre forwardeanto serial 1 if the X.121 ad-
dress contains 100 anywhere within it and contains no GUHD, if
the CUD is not the string pad, calls are forwarded to serial 1. If the
X.121 address contains the digits 100 and the CUD is tiing gtad,
the call is forwarded onto serial 2. All X.121 addresses that do not
match the first 3 routes are checked for a DNIC of 3306 adrthd f
digits. If they do match, they are forwarded over serial 3. thiéo
X.121 addresses will match the fifth entry, which is a match-akpat
and will have a TCP connection established to the IPeaddr0.2.0.2.
The router at 10.2.0.2 will then route the call according t4.2%
routing table.

This example configures a router that sits on a Tymnet/B&iizh to
accept calls and have them forwarded to a DEC VAX system f@duis
ture permits running an X.25 tweork over a genatized «isting IP
network, thereby making another physical line for onequatunnec-
essary. The router positioned next to the DEC VAX systerurifig-
ured with X.25 routes.

x25route  vax-x121-address interface serial 0
x25 route .* ip cisco-on-tymnet-ipaddress

These commands route all calls to the DEC VAX X.12Tesklout to
serial 0, where the VAX is connected running PSI. All oikdR21 ad-
dresses are forwarded to the cisco-on-tymnet address through its IP ad-
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dress. As a result, all outgoing calls from the VAX are seristinc
on-tymnet for further processing.

On the router named cisco-on-tymnet, you enter these commands:

x25 route vax-x121-address ip cisco-on-vax
x25 route .* interface serial O

These commands force all calls with the VAX X.121radd to be sent
to the router with the VAX connected to it. All otheflsavith X.121
addresses are forwarded out to Tymnet. If Tymnet can tioee, a
Call Accepted packet is returned, and everything proceautsally.

If Tymnet cannot handle the calls, it clears each callthalear Re-
guest packet is forwarded back toward \ex.

Configure XOT (Remote) X.25 Route

A remote X.25 route is one that crosses a TCP connection. Qutels r
are called X.25-over-TCP, or XOT, routes. (XOT wasviously
called remote routes or tunneled routes.

When an incoming call needs to be forwarded, two fields irXtBg
routing table are consulted to detene a remote X.25 route:

e Destination X.121 address

e X.25 packet's Call User Data (CUD) field (mmal)

When the destination address and the CUD of the incoming packet fit
the X.121 and CUD patterns in the routing table, the call isdated.

You can also specify an XOT source that causes the XOT TCP con
nection to use the IP address of a specified interface a®tinee ad-
dress of the TCP connection. If, for instance, a loopback interface is
specified for the XOT connection's source address, TCP can use a pri-
mary interface or any backup interface to retehotherend of th
connection. However, if a physical interfa@gdress ispecified as the
source address, the XOT connection is terminated if that interface goes
down.

In global configuration mode, configure an XOT ro(iteus adding it
to the X.25 routing table):

x25 route [ #position | x121-address [cud
pattern] ip ip-address  [xot-source type
number]
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Configure a Locally Switched PVC

You can configure an X.25 PVC in the X.25 switching sofevés a
result, DTEs that require permanent circuits can be connected to
router acting as an.X5 switch and have a properly functing con-
nection. X.25 resets will be sent to indicate when the ciotuites up
or goes down. Both interfaces must define complementary locally
switched PVCs.

To configure a locally switched PVC, type (in interfacefaguration
mode):

x25 pvc  numberl interface type number  pvc
number2 [ option ]

The command options apacketsize inout andwindow-
size inout ;they allow a PVC's flow control values to bdided
if they differ from the interface defifts.

Example: PVC Switching on the Same Router

In this example, a PVC is connected between two seriafdcts on
the same router. In this type of intennection configuration, the des-
tination interface must be specified along with the PVC numbtyatn
interface. To make a working PVC connection, two commamatst

be specified, each pointing to tbther.

interface serial 0
encapsulation x25
x25 Itc 5

x25 pvc 1 interface serial 1 pvc 4
!

interface serial 1
encapsulation x25

x251tc 5

x25 pvc 4 interface serial O pvc

In global configuration mode, ensure that these TCP segs®iomzsn
connected in the absence of XOT traffic by enabling keepalives:

service tcp-keepalives-in
service tcp-keepalives-out

TCP keepalives also inform a router when an XOT SVCsmessnot
active, thus freeing router resources.
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service tcp-keepalives-in
service tcp-keepalives-out
interface serial O

Example: Simple Remote PVC Tunneling

In this example, a connection is established betwee®W&s across

a LAN. Because the connectionremote (across the LANdhe tun
neling command is used. This example establishes a PVC between
Router X, Serial 0, PVC 1 and Router Y, Serial 1, PVC 2. Keepalives
are enabled to maintain connectionification. Figure 12-4provides

a visual representation of the configtion.

Figure 12-4:X.25 Tunneling Connection

P network 172,200

Senal
Rl o)

Sendl]
AR

=1 A7 =

1Al A1

Configuration for Router X

x25 pvc 1 tunnel 172.20.1.2 interface serial 1 pvc 2

service tcp-keepalives-in
service tcp-keepalives-out
interface serial 1

Configuration for Router Y

x25 pvc 2 tunnel 172.20.1.1 interface serial 0 pvc 1

Configure an XOT (Remote) PVC

A PVC can be connected to another router oueAld with the XOT
protocol. When the interfaces come up, a TCP connectioftails-es
lished to the router that is acting as the switch for the destination. All
X.25 packets will be sent and received over this reliable stedam.
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Flow control is maintained end-to-end. This was previously called re-
mote switching or tunneling.

Running X.25 over TCP/IP provides a number of benefitkefrout-
ers can switch IP datagrams containing the X.25 packietg e
router's high-speed switching abilities. X.25 data can beoseninet-
works running only TCP/IP protocols. The TCP/IP protocol suits
over many different @working technologies, including Etimet,
Token Ring, T1 serial, and FDDI. Thus X.25 data can bedaled
over these media to another XOT host where it casuljgut to an
X.25 interface. Both interfaces must define complementary tedne
PVCs.

To configure a remote PVC to connect across a TCP/IP LAN, type (in
interface configuration mode):

x25 pvc  numberl tunnel address interface
serial string pvc number2 [ option ]

The command options apacketsize inout andwindow-
size inout ;they allow a PVC's flow control values to bdided
if they differ from the interface defifts.

Each XOT connection relies on a TE@&ssion to carryraffic. If you

do not enable TCP keepalives, XOT PVCs might encounter problems
if one end of the connection is reloaded. When the relolol&dat-
tempts to establish a new connection, the other host rehsesw
connection because it has not been informed that theeskion is no
longer active. Recovery from this stateuigs the other host to be in-
formed that its TCP session is no longer viable so that it pttetm
reconnect the PVC.

Example: Remote PVC Tunneling

In the more complex example showrFigure 12-5the connection
between points A and B is switched, and theneations between
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point C and points A and B are tunneled. Keepalives atdezhto
maintain connection notification.

Figure 12-5:Local Switching and Remote Tunneling PVCs

Ethemet/PLAN

1722011 1722014

a4

Configuration for Router X

service tcp-keepalives-in

service tcp-keepalives-out

interface ethernet O

ip address 172.20.1.1 255.255.255.0

I

interface serial O

x251tc 5

x25 pvc 1 interface serial 1 pvc 1

x25 pvc 2 tunnel 172.20.1.2 interface serial 0 pvc 1
I

interface serial 1

x251tc 5

x25 pvc 1 interface serial O pvc 1

x25 pvc 2 tunnel 172.20.1.2 interface serial O pvc 2
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service tcp-keepalives-in
service tcp-keepalives-out
interface ethernet O

ip address 172.20.1.2

I

interface serial O
x251tc 5

Configuration for Router Y

255.255.255.0

x25 pvc 1 tunnel 172.20.1.1 interface serial O pvc 2
x25 pvc 2 tunnel 172.20.1.1 interface serial 1 pvc 2

Configure
Additional X.25
Routing Features

To configure other, less common X.25 routing features, pertioese
tasks:

e Configure XOT to Use Interface Default Flow Contu@lues

e Substitute Addresses in a Local X.Rbut

e Configure XOT Alternate Destinations

Configure XOT to Use Interface Default Flow Control
Values

When setting up a connection, the source and destination XOT imple-
mentations need to cooperate to determine the flow conti@dvéhat
apply to the SVC. The source XOT ensures cooperati@anbgding

the X.25 flow control facilities (thevindow sizes and aximum

packet sizes) in the X.25 Call packet. The fat'BosOT implemata-

tion can then correctly negotiate the flow control values at the destina-
tion interface and, if needed, indicate the final values in the 85
Confirm packet.

The versions of XOT prior to Release 9.1(4.1Ywafe will not,how-
ever, ensure that these flow control values are encoded in2BeCA¥l|
packet. When XOT receives a call that leaves one or both flow control
values unspecified, it supplies the values. The valuedisdmre a
window size of 2 packets and maximum packet size of 128 bytes; ac
cording to the standards, any SVC can be negotiated to use/éthese
ues. Thus, when XOT receives a call from &leoXOT

implementation, it can specify in the Call Confirm packet thas

flow control values must revert to the lowest common denatoin

What the older XOT implementations required was that the source and
destination XOT router use the same default flow control valudseon
two X.25 interfaces that connect the SVC. Consequently, connections
with mismatched flow control values were deghwhen this assump-
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tion was not true, resulting in mysterious problems. The curmghe-
mentation's practice of signaling the values in the Call Confirm packet
avoids these problems.

Occasionally the older XOT implementation will benoected to a
piece of X.25 equipment that cannot handle modification oflthve f
control parameters in the Call Confirm packet. These cordiguns
should be upgraded to use a more recent version of Q&n up
grade is not possible, XOT's behavior causes a migratiotepnom
this situation, you may configure the Cisco 10S software to cause
XOT to obtain unspecified flow control facility values frdhe desti-
nation interface's default values.

Modify XOT's source of unencoded flow control values tgliag the
optionuse-tcp-if-defs when enabling X.25 routing inapal
configuration mode:

x25 routing [use-tcp-if-defs]

Substitute Addresses in a Local X.25 Route

When interconnecting two separate X.25 networks, you nomsés
times provide for address translation for local routes. YoRb
switch supports translation of X.25 source and destinatioressiels
for local switching.

To translate addresses, perform one or both of these tagkdbai
configuration mode:

e Translate the X.25 source address for I@dtching.

x25 route [ #position ]| x121-address
[substitute-source pattern ][cud  pattern ]
interface interface number

e Translate the X.25 destination address for locatchivig.

x25 route [ #position ]| x121-address
[substitute-dest pattern ] [ cud pattern]
interface interface number

Address substitution is not available for X@utes.

Configure XOT Alternate Destinations

XOT routes can be configured with alternate addresseso@img
call, XOT will try each XOT destination host sgquence; if the TCP
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connection establishment fails, the next destination willied. Up to
six XOT destination addresses can hteged.

To configure an XOT route with alternate addresses,aldmg it to
the X.25 routing table, type (in global configuratioode):

x25 route [ #position | x121-address [cud
pattern ]

ip Ip-address [ ip-address2 ...[ ip-
address6 ]

The sequence of alternate destination XOT host addressiesply
added to the normal XOT route configuratmmmmand.

Note: It can take up to 50 seconds to try an alternate rodte
to TCP timings.

Configure CMNS  The Connection-Mode Network Service (CMNS) provides a mecha

Routing nism through which local X.25 switching can be extendedtserial
media through the use of OSI-based NSAP addresses. THhignemp
tation runs packet-level X.2&ver frame-level LLC2.

The Al2524 CMNS implementation allows LAN-based OSl re
sources, such as a DTE host and a Sun workstation, toebeomt
nected to each other via the router's LAN interfaces anddmatr
OSl-based DTE through a WAN interface using, for example, an X.25
Packet-Switched Network (PSN).

Note: CMNS is implicitly enabled whenever an X.25
encapsulation is included with a serial interfac
configuration.

All local mapping is pdormed by the statimapping of MAC ad-
dresses and X.121 addresses to NSAResses.

Implementing CMNS routing involves completing thessk&a
e Enable CMNS on an Interface

e Specify a CMNS Static Map of Addresses

Enable CMNS on an Interface

In interface configuration mode, enable CMNS on a naalsater-
face:

cmns enable
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interface
cmns enable

Specify a CMNS Static Map of Addresses

After enabling CMNS on a nonserial interface (or specif{rb en-
capsulation on a serial interface), you must map NSAP addresses to ei-
ther MAC-layer addresses or X.121 addresses, depending on th
application.

For CMNS support over dedicated serial links (such as leased lines),
an X.121 address is not needed, but can be included. Yolspacsty

the X.121 address for CMNS connections over a packetissdtnet-
work, and you must specify a MAC address for CMNS connections
over a nonserial medium (Ethernet, FDDI, or Token Ring).

To map the NSAP addresses to either a MAC address or X.121 ad
dress, perform one of these tasks in interface confiigarenode:

e Statically map an NSAP address to a nons®iaC-layer ad-
dress.

x25 map cmns  nsap mac-address

e Statically map an NSAP address to X.25, with aramat X.121
destination address.

x25 map cmns  nsap x121-address
Example: CMNS Configured for X.121 and MAC Addresses

This example illustrates enabling CMNS and configuring X.121 and
MAC address mappings. Map NSAP to MAC-address on E¢ter

x25 map cmns 38.8261.1000.0150.1000.17 0000.0c00.1f89

interface
encapsulation x25

Map NSAP to X.121-address on Serial0 assuming the link is over
PDN:

X25 map cmns 38.8261.1000.0150.1000.18 3110451

Specify cmns support for Seriall assuming thatittieis over
leased line:
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interface serial 1
encapsulation x25
x25 map cmns 38.8261.1000.0150.1000.20

Example: CMNS Switched over a PDN

This example depicts switching CMNS over a packet-switchizd. P
Figure 12-6illustrates the general network topology fo€BINS
switching application where calls are being made betwessurces
on opposite sides of a rete link to Host A (on an Ethernetihd Host
B (on a Token Ring), with a PDN providing the cention.

Figure 12-6:Example Network Topology for Switching
CMNS over a PDN

Host A
MAL address: (F800.4e2 2abe:
38.8261.1800.M50.0010.0000.17

Ethemet

Router C1

51 SenalX 121 address: 2095551000
Ethemet 0 MAC address: 0000.0000.1309

SenalX 121 address: 4085551234
Token Ring 0 MAC address: 0000.0000.£83

Host B
MAC address: 03004202 115
38.8261.1700.M150.0029.8431.02

S10dFa

This configuration listing allows resources on either sidinefPD
to callHost A or Host B. This configuration allows traffic intended
the remote NSAP address specified intB® map cmns com-
mands (for the serial ports) to be switched through the setéaface
for which CMNS is configured.

Configuration for Router C2

This configuration specifies that any traffic from any other interface
intended for any NSAP address with NSAP prefix 381828 will be
switched to MAC address 0800.4e02.1f9f through TdRig 0.
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interface token O
cmns enable
x25 map cmns 38.8261.17 0800.4e02.1fof

This configuration specifies that traffic from anther irterface on
Cisco Router C2 that is intended for any NSAldrass ith NSAP-
prefix 38.8261.18 will be switched to X.121 address 2095551000
through Serial 0.

interface serial 0

encapsulation x25

x25 address 4085551234

x25 map cmns 38.8261.18 2095551000

Configuration for Router C1

This configuration specifies that any traffic from any other interface
intended for any NSAP address with NSAP 38828 will be
switched to MAC address 0800.4e02.2abc through Ethernet 0.

interface ethernet O
cmns enable
x25 map cmns 38.8261.18 0800.4e02.2abc

This configuration specifies that traffic from anther irterface on
Cisco Router C1 that is intended for any NSAldrass ith NSAP-
prefix 38.8261.17 will be switched to X.121 address 4085551234
through Serial 1.

interface serial 1

encapsulation x25

x25 address 2095551000

x25 map cmns 38.8261.17 4085551234

Example: CMNS Switched over Leased Lines

This example illustrates switching CMNS over a ledsea Figur
12-7, illustrates the general network topology for a CMNS dviritg
application where calls are being made by resources on plosiop

August 1997 Page 12-43
2524UM



Al2524 Router Card User’'s Manual I:Il

sides of a remote link to Host C (on an Ethernet) and Host B (on a
Token Ring), with a dedicated leased line providimgconnection.

This configuration listing allows resources on either sidb@feased
line to call Host C or Host B. This configuration allows traifffitended
for the remote NSAP address specifiedhiex25 map cmns com-
mands (for the serial ports) to be switched through the setéaface
for which CMNS is configured.

Figure 12-7:Example Network Topology for Switching
CMNS over a Leased Line

Host C
MAC address: (200 4e022 123X
382612000 M50.0555.1 X2 07

=
—
Ethernet

Serial X259 address: 00002
Token Ring 0 MAC address: DDO00000 e

Routar C3

1048

Private X.25 network

o

a
Senal X259 address: 00001
Ethemet 0 MAC address: DD00.0000 ab01

Host B
MAL address: 0800 4202 bodo
30.8261_ 2100.M50.0688.4543.01

A key difference for this configuration compared with thevjres ex-
ample is that with no PDN, the specification of an X.12Tesklin the
x25 map cmns command is not necessary. The specification of an
X.25 address also is not needed, but is included for symmetryheith
previous example.

Configuration for Router C4

This configuration specifies that any traffic from any other interface
intended for any NSAP address with NSAP 38821 will be
switched to MAC address 0800.4e02.bcd0 throtigken Ring O.

interface token O
cmns enable
x25 map cmns 38.8261.21 0800.4e02.bcd0
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interface serial 0
encapsulation x25

x25 address 00002

x25 map cmns 38.8261.20

interface ethernet O
cmns enable

This configuration specifies that traffic from anther irterface on
Cisco Router C4 that is intended for any NSAldrass ith NSAP-
prefix 38.8261.20 will be switched through Serial 0.

Configuration for Router C3

This configuration specifies that any traffic from any other interface
intended for any NSAP address with NSAP 38820 will be
switched to MAC address 0800.4e02.123f throutiteEnet 0.

x25 map cmns 38.8261.20 0800.4e02.123f

interface serial 1
encapsulation x25

x25 address 00001

x25 map cmns 38.8261.21

Create X.29
Access Lists

This configuration specifies that traffic from anther irterface on
Router C3 that is intended for any NSAP abrwith NSARarefix
38.8261.21 will be switched throu@erial 1.

Protocol translation software supports access lists, which mp&s-it
sible to limit access to the access server from X.25 hosts. Access lists
take advantage of the message field defined by Recommendation
X.29, which describes procedures for exchanging data between
PADs or between a PAD and a DTE device.

To define X.29 access lists, perform thessks:
e Create an Accedsst

e Apply an Access List to hine

When configuring protocol translation, you can specify an access list
number with eactranslate command. When translationsséons
result from incoming PAD connections, the copmsding X.29 ac

cess list is sed.
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Create an Access List

To specify the access conditions, restrict incoming amngoing con-
nections between a particular Virtual Terminal (VTY) limed a
Cisco access server) and the addresses in an access lishigy(ityp
global configuration mode):

x29 access-list access-list-number {deny |
permit}  x121-address

An access list can contain any number of lines. The lists acessed

in the order in which you type the entries. The first match cabses
permit or deny condition. If an X.121 address does not match any of
the entries in the access list, access iseadk

Example: X.29 Access List

This example illustrates an X.29 access list. Incomemgnjt condi-
tions are set for all IP hosts that have specific characters in theisnam
All X.25 connections to a prtar are denieddutgoing connectionare

list restricted.

Permit all IP hosts beginning with VMS. Deny X.25 cortiats to th
printer on line 5.

access-list 1 permit 0.0.0.0 255.255.255.255
lat access-list 1 permit "VMS.*

x29 access-list 1 deny .*
I

line vty 5
access-class 1i

Permit outgoing connections for other lines. Permit IP aceitsthe
network 12.30.

access-list 2 permit 172.30.0.0 0.0.255.255

Permit X.25 connections to Infonet hostdy.

x29 access-list 2 permit #31370
I

line vty 0 16
access-class 2ou
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Apply an Access List to a Line

In line configuration mode, apply an access list to a virtual line by re-
stricting incoming and outgoing connections between a patigir-

tual terminal line (into a Cisco access server) and the addresses in an
access list:

access-class access-list-number in

The access list number is used for incoming TCP acces®iaind
coming PAD access. For TCP access, the protocol transksdertiue
defined IP access lists. For incoming PAD connectiongprthiecol
translator uses the defined X.29 access list. If you wamie access
restrictions only on one of the protocols, create an accedisdigter-
mits all addresses for the other protocols.

Create an X.29 You can create an X.29 profile script for ttanslate ~ command.

Profile Script When an X.25 connection is established, the protocol transtasoas
if an X.29 Set Parameter packet had been sent containing dragar
ters and values set by this command.

In global configuration mode, create an X.29 profile script:

x29 profile name parameter : value
[ parameter:value ]

Example: X.29 Profile Script

This profile script turns local edit mode on when the conmeds
made and establishes local echo and line termination upeiptre€a
Return. The name linemode is used withttheslate command
to activate this script.

x29 profile linemode 2:1 3:2 15:1
translate tcp 172.30.1.26 x25 55551234 profile li nemode
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Configure LAPB

You can use only LAPB as a serial encapsulation methadiihav
a private serial line. You must use one of the X.25 packet-tmnazlp-
sulations when attaching to an X.25 network.

The LAPB standards distinguish between two types afsh@ata
Terminal Equipment (DTE), and Data Circuit-terminating pguent
(DCE). At Level 2, or the data link layer in the OSI model, LAPB al-
lows for orderly and reliable exchange of data between a DTE and a
DCE. A router using LAPB encapsulation can act as a DTEGE
device at the protocol level, which is distinct from the haWDTE

or DCE identity.

Using LAPB under noisy conditiorean result in grear throughput
than HDLC encapsulation. When LAPB detects a missing frame, th
router retransmits the frame instead of waiting for the higlyersato
recover the lost informatioithis behavior is good only if theokt tim-

ers are relatively slow. In the case of quickly expiring tiossrs,
however, you will discover that LAPB is spending muclitetim
transmitting host retransmissions. If the line is not ndisy,lower
overhead of HDLC encapsulation is more efficient than LAPB. When
you are using long-delay satellite links, for example, the-kiek be-
havior of LAPB makes HDLC encapsulation thétbechoice.

To configure LAPB, complete these tasks. The tasks in theditsba
are required; the remairg are optional.

e Configure a LAPB Datagram Transport

e Modify LAPB Protocol Parameters

e Configure LAPB Priority and Custom Queuing

e Configure Transparent Bridging over Multipogol LAPB

e Monitor and Maintain LAPB an&.25

Configure a LAPB Datagram Transport

Setthe appropriate LAPB encapsulation to run datagrams eeena
interface. One end of the link must be DTE, the other muBiGie.

1. Specify a serial interface.

interface serial number
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interface serial 3

encapsulation
lapb t1 4000

lapb dce

2. Ininterface configuration mode, select an encapsulation and pro-
tocol if using a single protocol or select the multiple protocol op-
eration by performing one or more of these tasks:

eEnable encapsulation of a single protocol on the IgieguDCE
operation.

encapsulation lapb dce [ protocol ]

eEnable encapsulation of a single protocol on the lifegu3TE
operation.

encapsulation lapb [dte] [ protocol ]

eEnable use of multiple protocols on the line using DCE opera
tion.

encapsulation lapb dce multi

eEnable use of multiple protocols on the line using DPpEra-
tion.

encapsulation lapb [dte] multi

Single protocol LAPB defaults to IP encapsulation. Multipcol
LAPB does not support source-route bridging @PTIP header com-
pression, but does support transparent bridging. Onkpqoits sup-
ported by a single protocol encapsulation are stpg by
multiprotocol LAPB encapsuliin.

Example: Typical LAPB Configuration

In this example, the frame size (N1), window size (k), and maximum
retransmission (N2) parameters retain their default valtresen-
capsulation interface configuration command s&€E opera-

tion to carry a single protocol, IP by default. Tapb t1 interfac
configuration command sets the retransmission timer to 47000
seconds (4 seconds) for a link with a long delayl@x# sonnecting

DTE device.

Modify LAPB Protocol Parameters

X.25 Level 2 or LAPB operates at the data link layer of the OSI refer-
ence model. LAPB specifies methods for exchanging data(is

called frames), detecting out-of-sequence or missing frames, retrans
mitting frames, and acknowledging frames. Several protocol parame-
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ters can be modified to change LAPB protocol performance on
particular link. Because X.25 operates the PLP on tdpeoEAPB
protocol, these tasks apply to both X.25 links and LAPB lifike. pa-
rameters and their default values are summarized in tiles ta

Values
E::;%QZS Command or Default
Ranges
Set the modulo. | lapb modulo 8 or 128 8
modulus
Set the window | lapb k  window- 1- (mod- | 7
size (K). Siz e ulo minus
1) frames
Set the maxi- lapb n1  bits Bits (must | Based on
mum bitsper be a mul- | hardware
frame (NL). tiple of 8) | MTU and
protocol
overhead
Setthe count for| lapb n2 tries 1--255 20
sending frames tries
(N2).
Setthe retrans- | lapb tl  milli- 1--64000 | 3000
mission timer seconds millisec-
(T1). onds
Set the hard lapb inter- 0 (dis-
ware outage face-outage abled)
period. milliseconds
Settheidle link | lapb t4  seconds 0 (dis-
period (T4). abled)
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LAPB Modulo and LAPB K. The LAPB modulo determines the
operating mode. Modulo 8 (basic mode) is widely available, be-
cause it is required for all standard LAPB implementatanis
sufficient for most links. Modulo 128 (extended mode) can
achieve greater thoghput on high-speed links that have a low er-
ror rate (some satellite links, for example) by increafieghum-

ber of frames that can be transmitted before waiting for
acknowledgment (as configured by the LAPB winduavameter,

k). By its design, LAPB's k paragter can be at most one less than
the operating modulo. Modulo 8 links can tygdlg send seven
frames before aacknowledgment must be receiveahdulo 128
links can set k to a value as large as 127. By default, LAPB links
use the basic mode with a window of 7.

LAPB N1. When connecting to an X.25 network, tis2 N1 pa-
rameter value set by the network administrator. This value is the
maximum number of bits in an LAPB frame, which determthes
maximum size of an X.25 packet. When you aiegus APB over
leased lines, the N1 parameter should be eight times ttHe/aa
Maximum Transmission Unit (MTU) size plus any protocoér-
head.

The LAPB N1 range is dynamically calculated by the Cisco 10S
software whenever an MTU chg, an [2/L3 modulo change, o
a compression change occurs on a LAPB interface.

Caution: The LAPB N1 parameter provides little benefit beyahd

interface MTU and can easily cause link failures if
misconfigured. This parameter should be left at itsfdult
value.

LAPB N2. The transmit counter (N2) is the number of unsuccess-
ful transmit attempts made before the link is declared down.

LABP T1. The retransmission timer (T1) determines homg
transmitted frame can remain unacknowledged before the Cisco
I0S software polls for an acknowledgment. For X.25 neksjor

the retransmission timer setting should match that of the network.

For leased-line circuits, the T1 timer setting is critical becthese
design of LAPB assumes that a frame has been lost ihdtiac-
knowledged within period T1. The timer setting must be larg
enough to permit a maximume-sized frame to completeround

trip on the link. If the timer setting is too small, thetaaire will

poll before the acknowledgment frame can return, which may re-
sult in duplicated frames and severe protocol problems. If the tim-
er setting is too large, the software waits longer tremessary

before requesting an acknowledgment, which reduces bdtidwi
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e LAPB T4. The LAPB standards define a timer to detesign
naled link failures (T4). The T4 timer is reset every time a frame
is received from the partner on the link. If the T4 timer expires,
Receiver Ready frameith the Poll bit set is sent to tipartner,
which is required to respond. If the partner does not respond, the
standard polling mechanism is used to determine whethénithe
is down. The period of T4 must be greater than the period of T1.

Another LAPB timer function allows brief hardware failures

while the protocol is up, without requiring a protocol re¥éhen

a brief hardware outage occurs, the link will continue teniapt-

ed if the outage is corrected before the specified hardware outage
period expires.

Configure LAPB Priority and Custom Queuing

Al2524 priority queuing and custom queuing are availbdnle APB
to allow you to improveihk responsiveness to a given typeraifffic
by specifying the priority of that type of traffic for transsion on the
link.

Priority queuing is a mechanism that classifies packets baseat-on

tain criteria and then assigns the packets to 1of 4 output queues, with
high, medium, normal, or low priority. Custom queuing simil&tgs-
sifies packets, assigns them to 1 of 10 output queues, and coimérols
percentage of an interface's available bandwidth that is used for a
queue.

For example, you can use priority queuing to ensure that lléfTe
traffic is processed promptly and that Simple Mail Transfetdeol
(SMTP) traffic is sent only when there is ndet trdfic to send. Pri
ority queuing in this example can starve the non-Telnet traffistom
gueuing can be used instead to ensure that some traffic of albdaseg
is sent.

Both priority queuing and custom queuing can béneeff but only
one method can be assigned to a given interface.

To configure priority and custom queuing for LAPB, perform thes
tasks:

1. Perform the standard priority and custom queuing taslepéihe
task of assigning a priority or custom group to therfiace.

2. Perform the standard LAPB encapsulation tasks, as &ueiif
theConfigure a LAPB Datagram Transpesction of this chapter.

3. Assign either a priority group or a custom queue to tresfate.
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Note: The lapb hold-queue command is no longer
supported, but the same functionality is provided by the
hold-queue  size out standard qeue caotrol
command.

Configure Transparent Bridging over Multiprotocol LAPB

To configure transparent bridging over multiprotocol LAP Brfqren
these tasks beginning in global configuration mode:

1. Specify the serial interface, and enter interfaceigardtion
mode.

interface serial number

2. Assign no IP address to the interface.

no ip address

3. Configure multiprtocol LAPB encapsut#n.

encapsulation lapb multi

4. Assign the interface to a bridgeogp.
bridge-group bridge-group
5. Define the type of spanning tree praibc
bridge bridge-group protocol {ieee|dec}
Note: This feature requires use of tlmcapsulation lapb
multi command. You cannot use teacapsulation

lapb protocol command with abridge keyword to
configure this feature.

Monitor and Maintain LAPB and X.25

To monitor and maintain X.25 and LAPB, perform any of thesksta
in EXEC mode:

e Clear all virtual circuits at once (eyghing—encapsulatiomrput-
ed calls, and PAD calls—is cleared), or clear the single virtual cir-
cuit specified.

clear x25-vc type number [ lcn ]

e Display CMNS information.

show cmns [ type number ]

e Display operation statistics for an infzce.

show interfaces serial number
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no ip routing

!

interface Ethernet 1
no ip address

no mop enabled
bridge-group 1

!

interface serial O
no ip address
encapsulation lapb multi
bridge-group 1

I

bridge 1 protocol

ieee

e Display CMNS connectionsver LLC2.

show llc2

e Display the protocol-to-X.121 address map.

show x25 map

e Display routes assigned by th25 route command.

show x25 route

e Display details of active virtual circuits.

show x25 vc [lcn]

Example: Transparent Bridging for Multiprotocol LAPB
Encapsulation

This example configures transparent bridging for multiprotb&&1B
encapsulation:

Example: X.25 Configured to Allow Ping Support over
Multiple Lines

Forping commands to work in an X.25 environment (when load
sharing over multiple serial lines), you must include entries for all ad-
jacent interface IP addsses inthex25map command for each serial
interface. This example illustrates this point.

Consider two routers, Router A andiRer B, communicating with
each other over two serial lines viaan XPIBN (sed-igure 12-8 or
over leased lines. In either case, all serial lines must be coadidga
the same IP subnet address space. The configuration toatSall-
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lows for successfyding commands. A similar configuration is re
quired for the same subnet IP addresses to work axrass

Figure 12-8:Parallel Serial Lines to an X.25 Network

Eioain

Note: All four serial ports configured for the two routers e
following configuration example must be assigned to the
same IP subnet address space. In this case, the subnet is
172.20.170.0.

Configuration for Router A

interface serial 1

ip172.20.170.1 255.255.255.0

x25 address 31370054068

x25 map ip 172.20.170.3 31370054065
x25 map ip 172.20.170.4 31370054065
I

interface serial 2

ip 172.20.170.2 255.255.255.0

x25 address 31370054069

x25 map ip 172.20.170.4 31370054067
x25 map ip 171.20.170.3 31370054067

(allow either destination address)

x25 31370054068 alias serial2
x25 31370054069 alias seriall
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Configuration for Router B

interface serial 0

ip 172.20.170.3 255.255.255.0

x25 address 31370054065

x25 map ip 172.20.170.1 31370054068

x25 map ip 172.20.170.2 31370054068
I

interface serial 3

ip 172.20.170.4 255.255.255.0

x25 address 31370054067

x25 map ip 172.20.170.2 31370054069
x25 map ip 172.20.170.1 31370054069

(allow either destination address)

x25 31370054065 alias serial3
x25 31370054067 alias serial0

Example: Booting from a Network Server over X.25

Over X.25, you cannot boot the router from a network sesiaea
broadcast. Instead, you must boot from a specific host. Als@5an
map command must exist for the host that you Homh. Thex25

map command is used to map an IP address into an X.121 address.
There must be ax25 map command that matches the IdRlaess

given on theboot system  command line.

boot system gs3-k.100 172.18.126.111
interface Serial 1

ip address 172.18.126.200 255.255.255.0
encapsulation X25

x25 address 10004

x25 map IP 172.18.126.111 10002 broadcast
lapb n1 12040

clockrate 56000

In this case, 10002 is the X.121 address of the remote rthatezan
get to host 172.18.126.111.

The remote routanust have thix25 map entry:

x25 map IP 172.18.126.200 10004 broadcast
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This entry allows the remote router to return a boot infieaye the
host to the router booting over X.25.
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Chapter 13: Al2524 Frame Relay
Configuration Steps

Introduction This chapter describes how to perform a variety of frame relafjg:
uration tasks and enable frame relay encagsulat

Frame Relay Routers and access servers can connesttly to:
Hardware
Configuration

e The Frame Relay switch

e A channel service unit/digital service unit (CSU/DSUMiet
then connects to a remote Frame Relay switch

A Frame Relay network is not required to support only routers that are
connected directly or only routers connected via CSWa3IVithin
network, some routers can connect to a Frame Relay switch through
direct connection and others through connections d/0SUs.
However, a single router interface configured fomrfe Relay can be
only one or the other.

The CSU/DSU converts V.35 or RS-449 signals to the propedegd
T1 transmission signal for successful reaapby the Frame Relay

network.Figure 13-lillustrates the connections between the déffier
components.

Figure 13-1:Typical Frame Relay Configuration

Public Frame
Relay network
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The Frame Relay interface actually consisterd# physical
connection between thetaerk server and thenstch that povides
the service. This single physical connection provitiesct
connectivity to each device on a network, such as a StrataCom
FastPacket wide-area network (WAN).

Frame Relay There are required, basic steps you must follow to enable Frame Relay
Configuration for your network. In addition, you can customize Frame Relay for you
Task List particular network needs and monitor Frame Relay cororectiThese

ask LIs sections outline these tasks. The tasks in the first twoosscdire re-
quired.

e Enable Frame Relay Encapsulation on an fabter

e Configure Dynamic or Static Address Mapping

e Configure the LMI

e Configure Frame Relay Swhied Virtual Ciraiits

e Configure Frame Relay Traffic Shaping

e Customize Frame Relay for Your Network

e Monitor the Frame Relay Connections

Enable Frame Beginning in global configuration mode, set Frame Relaapsula-
Relay tion at the interface level:

Encapsulation on 1. specify the serial interface, and enter interfaceigorgtion
an Interface mode.

interface serial number

2. Enable Frame Relay, and specify the encapsulation method.

encapsulation frame-relay [ietf]

Frame Relay supports encapsulation of all supported protocotsin
formance with RFC 1490, allowing interoperability betweantiple
vendors. Use the Internet Engineering Task ForceR)Eorm of
Frame Relay encapsulation if your router or access sem@mnigcted

to another vendor's equipment across a Frame Relay net&dik. |
encapsulation is supporteiher at the interface level or on a per-vir-
tual circuit basis.
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Examples: IETF Encapsulation

The first example sets IETF encapsulation at the interface lEvel.
second example sets IETF encapsulation on a per-DL®. bashe
first example, the keyword ietf sets the default encapsulatidhothe
for all maps to IETF.

encapsulation frame-relay IETF
frame-relay map ip 131.108.123.2 48 broadcast
frame-relay map ip 131.108.123.3 49 broadcast

In this example, IETF encapsulation is configured on a per-DLCI ba-
sis. This configuration has the same result as the configuration in th
first example.

encapsulation frame-relay
frame-relay map ip 131.108.123.2 48 broadcast ietf
frame-relay map ip 131.108.123.3 49 broadcast ietf

Configure Dynamic address mapping uses Frame Relay Inverse ARP to request
Dynamic or Static  the next hop protocol address for a specific conoggcgiven its

. known DLCI. Inverse ARP is enabled by default for all protocols it
Address Mapping supports, but can be disabled for specific protocol-DLCI pairs. As a re-
sult, you can use dynamic mapping for some protaaadsstatic map-
ping for other protocols on the same CIL

Configure Dynamic Mapping

Inverse ARP is enabled by default for all protocols enabled on the
physical interface. Packets are not sent out for protocols that are not
enabled on the interface.

Because Inverse ARP is enabled by default, no additional command is
required to configure dynamic mapping on an interface.

Configure Static Mapping

A static map links a specified next hop protocol address tecifmsul
DLCI. Static mapping removes the need for Inverse ARP requests;
when you supply a static map, Inverse ARP is automaticabbtid
for the specified protocol on the specified DLCI.
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interface serial0

To establish static mapping according to your networkisiggerform
one of these tasks in interface configioa mode:

e Define the mapping between a next hop protocol addmdshe
DLCI used to connect to the address.

frame-relay map protocol  protocol-address
dici [broadcast] [ietf] [cisco]

e Define a DLCI used to send International Organization for Stan-
dardization (ISO) Connectionless Netw@&rvice CLNS)
frames.

frame-relay map clns dici [broadcast]

e Define a DLCI used to connect to a bridge.

frame-relay map bridge dici [broadcast]

[ietf]
Use these keywords to specify the protocols:
e ip—IP
e ipx —Novell IPX
e clns —ISO CLNS

Examples: Static Address Mapping

These sections provide examples of static address mafopitige |P

and IPX protocols.

Two Routers in Static Mode Example

This example illustrates how to configure two routers for static mode.

Configuration for Router 1

ip address 131.108.64.2 255.255.255.0

encapsulation frame-relay
keepalive 10

frame-relay map ip 131.108.64.1 43
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Configuration for Router 2

interface serial0

ip address 131.108.64.1 255.255.255.0
encapsulation frame-relay

keepalive 10

frame-relay map ip 131.108.64.2 43

IPX Routing Example

This example illustrates how to send packets destined foatlelkess
200.0000.0c00.7b21 out @L.Cl 102:

ipx routing 000.0c00.7b3b
I

interface ethernet O

ipx network 2abc

!

interface serial O

ipx network 200

encapsulation frame-relay

frame-relay map ipx 200.0000.0c00.7b21 102 broadcast

Configure the Local Management Interface (LMI) autosense enables thédoesto
LMI determine the LMI type supported by the switch anaiglates the
need to configure the Local Management Interface (LMI) explicitly.

Allow LMI Autosense to Operate

LMI autosense is active in these sitaas:

e The router is powered up or the interface changes state to up.
e The line protocol is down but the line is up.

e The interface is a Frame Relay DTE.

e The LMI type is not explicitly configured.

The LMI Autosense Process

When LMI autosense is active, it sends out a full statusesgin all
3 LMI options (ANSI, ITU, Cisco) to the stah.
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The router decodes the reply and configures itself automatically. If
more than one reply is received, the router configures itselfdiogo
to the most recent reply, accommodating intelligent swittetscan
handle multiple formats simultaneously.

Using an intelligent retry scheme, LMutosense attempts to deter
mine the LMI type every N391 interval if initially unszessful. De-
fault is 60 seconds, which is 6 keep exchanges atddhds each.

To make the typically transparent LMI autosense process visitile to
user, turn on "debug frame Imi.” Every N391 interval, the uskése
three rapid status queries coming from the seriatfante.

Configuring LMI Autosense

No configuration ptions are provided. You can turn off LMl au
tosense by explicitly configuring an LMI type. When the LMI type is
written into NVRAM, the next time the router powers up, LMI au
tosense is inactive.

Explicitly Configure the LMI

If you want to configure the LMI and thus deactivate LMIcseainse,
complete the tasks. The tasks in the first two sectwoasequired if
you choose to configure the LMI.

e Setthe LMI Typ
e Setthe LMI Keepalive Interval

e Setthe LMI Polling and Timer Intervals

Set the LMI Type

If the router or access server is attached to a publiocngéteork
(PDN), the LMI type must match the type used on the public mktwo
Otherwise, the LMI type can be set to suit the needs of yrovat
Frame Relay network.

In interface configuration mode, set one of three typddviis—
ANSI T1.617 Annex D, Cisco, or ITU-T Q.93%nex A:

1. Setthe LMI type.

frame-relay Imi-type {ansi | cisco | q933a}

2. Write the LMI type to NVRAM. Use the command form that is
appropriate to your router pfatm.

copy running-config destination
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Set the LMI Keepalive Interval

A keepalive interval must be set to configure the LMI. By def#hik,
interval is 10 seconds and, per the LMI protocol, must be lesshtban
corresponding interval on the gah.

To set the keepalive interval, type (in interface configuration
mode):

keepalive number

To turn off keepalives on networks without la¥l.

no keepalive

Set the LMI Polling and Timer Intervals

You can set various optional counters, intervals, and toldsio
fine-tune the operation of your LMI DTE and DCE devices. Set these
attributes by performing one or more of these tasks in intecfaciy-
uration mode

Set the DCE and Network-to-Network Interface (N8kor
threshold.

frame-relay Imi-n392dce threshold

Set the DCE and NNI monitored events count.

frame-relay Imi-n393dce events

Set the polling verification timer on a DCE or NMtérface.

frame-relay Imi-t392dce timer

Set a full status polling interval on a DTE or NNldrface.

frame-relay Imi-n391dte keep-exchanges

Set the DTE or NNI error threshold.
frame-relay Imi-n392dte threshold

Set the DTE and NNI monitored events count.

frame-relay Imi-n393dte events
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Configure Frame
Relay Switched
Virtual Circuits

Currently, access to Frame Relay networks is made throixgatgor
leased lines at speeds ranging fronkbps to 45 Mbps. Frame Relay
is a connection-oriented, packet-transfer mechanism trediliséies
virtual circuits between endpts.

Switched virtual circuits (SVCs) allow access through a Frame Relay
network by setting up a path to the destination endpoiyswhen th
need arises and tearing down the path when it is no longdede

You must have these services before Frame Relay SVCs can operate:

e Frame Relay SVC support by the service pdew—The service
provider's switch must be capable of supporting SVC operation.

e Physical loop connection—A leased line or dedicéiteimust
exist between the router (DTE) and the local Frame Relay switch.

You must enable SVC operation at the interface level. Once it is en-
abled at the interface level, it is enabled on any subinterface on that in-
terface. One signaling channel, DLCI 0, is set up for the interface, and
all SVCs are controlled from the physicaldrface.

To enable Frame Relay SVC service and set up SVCs, complete these
tasks. The subinterface tasks are not required, but offer additiexal

ibility for SVC configuration and operation. The LAPF taske not
required and not recommended unless you understand thoroughly the
impacts on your network.

e Configure SVCs on Rhysical Inteface

e Configure SVCs on &ubinterface (opdnal

e Configure a Map Class

e Configure a Mapgsroup with E.164 or XL.21 Addresses

e Associate the Map Class with Static Protocol Address Maps

e Configure LAPF Parameters

Configure SVCs on a Physical Interface

To enable SVC operation on a Frame Relay interface, perfaset
tasks beginning in global configuratiomode:

1. Specify the physical intkace.

interface serial number

2. Specify the interface IP address, if needed.

ip address ip-address mask
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3. Enable Frame Relay encapsulation on thefaxter

encapsulation frame-relay

4. Assign a map group to the interface.

map-group  group-name

5. Enable Frame Relay SVC support on theriiaice.

frame-relay svc

Map-group details are specifiedtivthemap-list command.

Example: SVCs on an Interface

This example configures a physical interface, applies a napdo
the physical interface, and then defines the-gioup.

interface serial O

ip address 172.10.8.6
encapsulation frame-relay
map-group bermuda

frame-relay Imi-type q933a
frame-relay svc

map-list bermuda source-addr E164 123456 dest-addr E164 654321
ip 131.108.177.100 class hawaii
appletalk 1000.2 class rainbow

map-class frame-relay rainbow
frame-relay idle-timer 60

map-class frame-relay hawaii
frame-relay cir in 64000
frame-relay cir out 64000

Configure SVCs on a Subinterface (optional)

To configure Frame Relay SVCs on a subinterface, perform all th
tasks in the previous section, except assigning a map group. Then, be-
ginning in global configuration mode, completedb tasks:

1. Specify a subinterface of the main interface configure &4z
operation.

interface serial number.subinterface-
number {multipoint | point-to-point}
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2. Specify the subterface IP address, if needed.

ip address ip-address mask

3. Assign a map group to the subinterface.

map-group  group-name

Example: SVCs on a Subinterface

This example configures a point-to-point interface for SVEration.

This example assumes that the main serial O interface has been config-
ured for signalling, and that SVC operation has beenledain th

main interface.

int s 0.1 point-point

Define the map-group; details are specifiedier themap-list
holiday command:

map-group holiday

Associate the map-group with a specific source and destination:

map-list holiday local-addr X121 <X121-addr> dest-addr E164 <E164-addr>

Specify destination protocol addresses for a map-class:

ip 131.108.177.100 class hawaii IETF
appletalk 1000.2 class rainbow IETF broadcast

Define a map class and its QOS isgfs:

map-class hawaii
frame-relay cir in 2000000
frame-relay cir out 56000
frame-relay be 9000

Page 13-10 August 1997
2524UM



(m [] Chapter 13: Al2524 Frame Relay Configuration Steps

Define another map class and its QOS settings:

map-class rainbow
frame-relay cir in 64000
frame-relay idle-timer 2000

Configure a Map Class
Beginning in global configuration mode, configure a mkgss:

1. Specify the Frame Relay map class name and enter map class con-
figuration mode.

map-class frame-relay map-class-name

2. Specify a custom queue list to be used for the map class.

frame-relay custom-queue-list list-number

3. Assign a priority queue to virtual circuits associated thighmap
class.

frame-relay priority-group list-number

4. Enable BECN feedback to throttle the frame-transmission rate.

frame-relay becn-response-enable

5. Specify the inbound committed information r&f&R).
frame-relay cir in bps

6. Specify the outbound committed information rai¢R).
frame-relay cir out bps

7. Setthe minimum acceptable incoming CIR.
frame-relay mincir in bps

8. Setthe minimum acceptable outgoing CIR.

frame-relay mincir out bps

9. Setthe incoming committed burst size (Bc).

frame-relay bc in bits

10. Set the outgoing committed burst size (Bc).

frame-relay bc out bits

11. Set the incoming excess burst size (Be).

frame-relay be in bits
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12. Set the outgoing excess bisize (Be).

frame-relay be out bits

13. Set the idle timeout interval.

frame-relay idle-timer duration

You can define multiple map classes. A map class is associated with a
static map, not with the interface or subinterface. Because of the flex-
ibility this association allows, you can define different masseés fo
different destinaons.

Configure a Map Group with E.164 or X.121 Addresses

After you have defined a map group for an interface, you can associate
the map group with a specific source and destinationeaddsuch as
E.164 or X.121 addresses. In global configuratiomenspecify th

map group for a specific interface:

map-list group-name  source-addr {e164 |
x121} source-address dest-addr {e164 |
x121} destination-address

Associate the Map Class with Static Protocol Address Maps

To define the protocol addressesder amap-list command and
associate each protocol address with a specified map classeguse
class command for each protocol address. In map class configura-
tion mode, associate a malass with a protoca@ddress:

protocol protocol-address class class-name
[ietf] [broadcast [trigger]]

Theietf keyword specifies RFC 1490 encapsulation;tfoad-

cast keyword specifies that broadcasts must be carfibeltrig-

ger keyword, which can be configuredly if broadcast is also
configured, enables a broadcast packetigger an SVC. If an SVC
already exists that uses this map class, the SVC will carry the broad
cast.

Configure LAPF Parameters

Frame Relay Link Access Procedure for Frame Rel&Pf) com-
mands are used to tune Layer 2 system parameters to wonkithell

the Frame Relay switch. Normally, you do not need to change the de-
fault settings. However, if the Frame Relay network indictiait

does not support the Frame Reject frame (FRMR) at the LAPF Fram
In interface configuration mode, reject procedure:

no frame-relay lapf frmr
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By default, the Frame Reject frame is sent at the LAPF FReject
procedure.

Note: Manipulation of Layer 2 parameters is not recommended
if you do not know well the resulting functionathange.
For more information, refer tothe ITU-T Q.922
specification for LAPF.

If you must change Layer 2 parameters for your network environment
and if you know the resulting functional change, complete these tasks
as needed:

e Setthe LAPF window size k.

frame-relay lapf k number

e Setthe LAPF maximum retransmission coNgo0.

frame-relay lapf n200 retries

e Setthe maximum length of the Information field of t#ePF |
frame N201.

frame-relay lapf n201 number

e Setthe LAPF retransmission timer valuz00.

frame-relay lapf t200 tenths-of-a-second

e Setthe LAPF link idle timer value T203 BLCI 0.

frame-relay lapf t203 seconds

Configure Frame  Beginning with Release 11.2, Al2524 suppontarfie Relay traffic

Relay Traffic shaping, which provides:

Shaping e Rate enforcement on a per-virtual circuit basis—The peakarate
outbound traffic can be set to the CIR or some other user-config
ured rate.

e Dynamic traffic throttling on a per-virtual circuit basis—When
BECN packets indicate congestion on the networkotiteound
traffic rate is automatically gbped down; when congésh eases,
the outbound traffic rate is steppedagain. This featre is en-
abled by default.

e Enhanced queuing support on a per-virtual circuit basis—Either
custom queuing or priority queuing can be configuredrfdivid-
ual virtual circuits.
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By defining separate virtual circuits for different types affic and
specifying queuing and an outbound traffic rate &mtevirtualcircuit,
you can provide guaranteed bandwidth for each type ofcr&y
specifying different traffic rates for different virtual circuits otes
same line, you can perform virtual time division mu#iing. By
throttling outbound traffic from high-speed lines in centffices to
lower-speed lines in remote locations, you can easeesting and
data loss in the network; enhanced queuing also prevemgestion-
caused data loss.

Traffic shaping applies to both PVCs aBdCs.
To configure Frame Relay traffic shaping, perform these tasks:
e Enable Frame Relay Traffic Shaping on thietface

e Specify a Traffic-Shaping Map Class for the Interfac

e Define a Map Class with Queuing and Traffic Shapiapkheters

e Define Access Lists

e Define Priority Queue Lists for the Map Class

e Define Custom Queue Lists for the Map Class

Enable Frame Relay Traffic Shaping on the Interface

In interface configuration mode, enable Frame Relay trafffaping
on an interface to enable both traffic shaping and per-virtcalit
gueuing on all the interface's PVCs and SVCs:

frame-relay traffic-shaping

Specify a Traffic-Shaping Map Class for the Interface

If you specify a Frame Relay map class for a main interface, all the vir-
tual circuits on its subinterfaces inherit all the tra#fi@ping parame
ters defined for the class.

In interface configuration mode, specify a map class for the figmbci
interface:

frame-relay class map-class-name

You can override the default for a specific DLCI on a specific sub-
interface by usinghe class virtual circuit configuration
command to assign the DLCI explicitly to a different class.

Page 13-14

August 1997
2524UM



Chapter 13: Al2524 Frame Relay Configuration Steps

Define a Map Class with Queuing and Traffic Shaping
Parameters

When you define a map class for Frame Relay, you can defres-
erage and peak rates (in bits per second) allowed on \itaalts as-
sociated with the map class. You can also specify eithestarou
gueue-list or a priority queue-group to use on virtual circuits associ-
ated with the map class (optional).

Beginning in global configuratiomode, define a map class:

1. Specify a map class to define.

map-class frame-relay map-class-name

2. Define the traffic rate for the map class.

frame-relay traffic-rate average | peak]

3. Specify a custom queue-list.

frame-relay custom-queue-list number

4. Specify a priority queue-list.

frame-relay priority-group number

Define Access Lists

You can specify access lists and associate them wittugiem
gueue-list defined for any map class. The list number specified in th
access list and the custom queue list tie them together.

See the appropriate protocol chapters for information adfirting
access lists for the protocols you want to transmit on the Fralagy
network.

Define Priority Queue Lists for the Map Class

You can define a priority list for a protocol and a default pridisty
The number used for a specific priority list ties the list toRtzene
Relay priority group defined for a specified map class.

For example, if you enter tiframe relay priority-group

2 command for the map class fast_vcs and then you enfardh
ity-list 2 protocol decnet high command, that priority
list is used for the fast_vcs map class. The average andrpéak t
rates defined for the fast_vcs melpss are used for traffic.
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Define Custom Queue Lists for the MagClass

You can define a queue list for a protocol and a default queue list. You
can also specify the maximum number of bytes to bertrétesl in

any cycle. The number used for a specific queue list ties the ths to
Frame Relay custom-queue list defined for a specified map class.

For example, if you enter tHeame relay custom-queue-

list1 command for the map class slow_eaesl theryou enter th
queue-list 1 protocolip list 100 command, that queue

list is used for the slow_vcs mapasbk;access-list 100 defini-

tion is also used for that map class and queue. The average and peak
traffic rates defined for theml_vcs map class are used for IP traffi
that meets the access list 10@aria.

Example: Frame Relay Traffic Shaping

This example illustrates a Frame Relay interfaité three point-to
point subinterfaces.

In this example, the virtual circuits on subinterfacesad@ 1 a
Serial0.2 inherit class parameters from the main interface, namely
those defined in slow_vcs. However, the virtual circuit definedulm
interface Serial0.2 (DLCI 102) is specifically configuredise map
class fast_vcs.

Map class slow_vcs uses a peak rate of 9600 anageeate of 4800
bps. Because BECN feedback is enabled by default, tipeitaate
will be cut back as low as 4800bps in response to receivedNBEC
This map class is configured to use custom queuing usingeeist 1.
In this example, queue-list 1 has 3 queues, with the first ting lwen-
trolled by access lists00 and 115.

Map class fast_vcs uses a peak rate of 64000 and average rate of 16000
bps. Because BECN feedback is enabled by default, tipeitaate

will be cut back as low as 4800bps in response to receivedNBEC

This map class is configured to use priority-queuing usirggipri

group 2.
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interface Serial0

no ip address

encapsulation frame-relay

frame-relay Imi-type ansi
frame-relay traffic-shaping

frame-relay class slow_vcs

I

interface Serial0.1 point-to-point

ip address 10.128.30.1 255.255.255.248
ip ospf cost 200

bandwidth 10

frame-relay interface-dici 101

I

interface Serial0.2 point-to-point

ip address 10.128.30.9 255.255.255.248
ip ospf cost 400

bandwidth 10

frame-relay interface-dici 102
classfast_vcs

I

interface Serial0.3 point-to-p oint
ip address 10.128.30.17 255.255.255.248
ip ospf cost 200

bandwidth 10

frame-relay interface-dici 103

I

map-class frame-relay slow _Vvcs
frame-relay traffic-rate 4800 9600
frame-relay custom-queue-ist 1

I

map-class frame-relay fast _vcs
frame-relay traffic-rate 16000 64000
frame-relay priority-group 2

I

access-list 100 permit tcp any any eq 2065
access-list 115 permit tcp any any eq 256
I

priority-list 2 protocol decnet hig
priority-list 2 ip nor

priority-list 2 defautt mediu
I

gueue-list 1 protocol ip 1 list 100

gueue-list 1 protocol ip 2 list 115

queue-list 1 default 3

gueue-list 1 queue 1 byte-count 1600 limit 200
gueue-list 1 queue 2 byte-count 600 limit 200
gueue-list 1 queue 3 byte-count 500 limit 200
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Customize Frame
Relay for Your
Network

Perform these tasks to customize Frame Relay:
e Configure Frame Relay Subinterfaces

e Configure Frame Relay Switching

e Disable or Reenable Frame Relay Inverse ARP

e Create a Broadcast Queue for an Interface

e Configure Payload Comgssion

e Configure TCP/IP Header Compression

e Configure Discard Eligittity

e Configure DLCI Priority Levels

Configure Frame Relay Subinterfaces

To understand and define Frame Relay Subinterfaces, perform these
tasks:

e Understand Frame Relay Subinterfaces

e Define Frame Relay Subinterfaces

e Define Subiterface Addresing

After these tasks are completed, you can also perform tiptisaal
tasks:

e Configure Transparent Bridging for FrarRelay

e Configure a Bakup Interface for a Subiarface

Understand Frame Relay Subinterfaces

Frame Relay subiarfacegrovide a mechanism for suppiog par-
tially meshed Frame Relay networks. Most protocols assumetivansi
ity on a logical network; that is, if station A can talk totista B, and
station B can talk to station C, then station A should be alééktido
station C directly. Transitivity is true on LANs, but not on Fram
Relay networks unless A is directly contestto C.

Additionally, certain protocols such as transparent limigigannot b
supported on partially meshedtworks because they requisplit
horizon," in which a packet received on an interface cannot be trans
mitted out the ame interface even if the packet is reediand trans
mitted on different virtual circuits.
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Configuring Frame Relay subinterfaces ensures that a gihgsical
interface is treated as multiple virtual interfaces. This capability allows
us to overcome split horizon rules. Packets received on one virtual in-
terfacecan now be forwarded out another virtual interfasen if they

are configured on the same physical interface.

Subinterfaces address the limitations of Frame Relay mksviny pro-
viding a way to subdivide a partially meshed Frame Reédywaork

into a number of smaller, fully meshed (or point-to-point) subnet
works. Each subnetwork is assigned its own network nuarmap-

pears to the protocols as if it is reachable through a separate interface.

Note: Point-to-point subinterfaces can be unnumbered for us
with IP, reducing the addressing burden that might
otherwise result.

For example, suppose you have a 5-node Frame Relay neseerk (
Figure 13-2 that is partially meshed (Network A). If the entiret-

work is viewed as a single subnetwork (with a single networkbaum
assigned), most protocols assume that node A can transmit a packet di-
rectly to node E, when in fact it must be relayed througtesd and

D. This network can be made to work with certain protocols (for ex-
ample, IP) but will not work at all with other protocols becaus#es

C and D will not relay the packet out the same interfacehaohait

was received. One way to make this network function fully is to creat
a fully meshed network (Network B), but doing so requires a larg
number of PVCs, which may not be economicédigsible.

Using subinterfaces, you can subdivide the Frame Relay neimtork
three smaller subnetworks (Network C) with sepa retwork num-

bers. Nodes A, B, and C are connected to a fully meshed network, and
nodes C and D, as well as nodes D and E are connectpdimiato

point networks. In this configuration, nodes C and D can ada@ss
subinterfaces and canerefore forward pekets without violahg split
horizon rules. If transparent bridging is being used, eacimteutac

is viewed as a separate bridge port.
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Figure 13-2:Using Subinterfaces to Provide Full Connectiv-
ity on a Partially Meshed Frame Relay Network

B B
A/\ c ) W i
S EE———— E%D
Network A: Patially Meshed Frame Relay Network B: Fully Meshed Frame Relay
M etweork. without Full Connectivity Network with Full Connectivity

Metwok C: Patially Meshed Frame Relay Network wath Full Conneclivily =
[conhgumng submtesfaces] 8
Define Frame Relay Subinterfaces
Configure subinterfaces on a Frame Relay odtw

1. Specify a serial interface.

interface serial number

2. Configure Frame Relayneapsulation on the serial @rface.

encapsulation frame-relay

3. Specify a subinterface.
interface serial number.subinterface-number
{multipoint | point-to-point}

Subinterfaces can be configured for multipoint or point-agypcom-
munication. There is no default.
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interface serial O
encapsulation frame-relay

Define Subinterface Addressing

For point-to-point subinterfaces, the destination is presumed to be
known and is identified or implied e frame-relay inter-

face-dlci command. For multipoint subinterfaces, the aeditbns
can be dynamically resolved through the use of Frame Relayse
ARP or can be statically mapped through ke of thdrame-

relay map command.

Addressing on Point-to-Point Subinterfaces

If you specified a point-to-point subinterface in Steyn8e Define
Frame Relay Subinterfacegpe (in inerface configurabn mode):

frame-relay interface-dlci dici [ option ]

If you define a subinterface for point-to-point commutiaa you
cannot reassign the same subinterface number to bdéonsediti-
point communication without first rebooting thmuter or access
server. Instead, you can simply avoid using that subintenfacee
and use a different subinterface number instead.

Examples: Basic Subinterface

In this example, subiarface 1 modls a point-to-point suiet and sub-
interface 2 models a broaakt subnet. For emphasis, the tipalint
keyword is used for serial subinterface 2, even though a stfacge
is multipoint by dedult.

interface serial 0.1 point-to-point
ip address 10.0.1.1 255.255.255.0

frame-relay interface-dici 42

interface serial 0.2 multipoint

ip address 10.0.2.1 255.255.255.0

frame-relay map 10.0.2.2 18

Addressing on Multipoint Subinterfaces

If you specified a multipoint subinterface in Step 3 uridefine
Frame Relay Subinterfacgserform the tasks in one or both of the
these sections:

e Accept Inverse ARP for Dynamic Address Mapping on Multi-
point Subinterfaces

e Configure Static Address Mapping on Multipoint Subinterfaces
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You can configure some protocols for dynamic addneggping and
others for static address mapping.

Accept Inverse ARP for Dynamic Address Mapping on Multipant
Subinterfaces

Dynamic address mapping uses Frame Relay Inverse ARP to request
the next hop protocol address for a specific connectjiven a DLCI.
Responses to Inverse ARP requests are entered in an addBdss-to
mapping table on the router or access sethertable ithen used to
supply the next hop protocol address or the DLCI for datgtraffic.

Since the physical interface is now configured as multpkenter-
faces, you must provide information that distinguishes a terface
from the physical interface and associates a specific suflsicgenith
a specific DLCI.

In interface configuration mode, associate a specifittipoint sub-
interface with a specific DCI:

frame-relay interface-dici dici

Inverse ARP is enabled by default for all protocols it suppbuis¢can

be disabled for specific protocol-DLCI pairs. As a result, youusan
dynamic mapping for some protocols and static mapping lfier giro-
tocols on the same DLCI. You can explicitly disable Inverse ARP for
a protocol-DLCI pair if you know the protocol is naotpgported on th
other end of the connection.

Because Inverse ARP is enabled by default for all protdkatst sup-
ports, no additional command is required to configlyreamic ad-
dress mapping on a subénface.

Example: Frame Relay Multipoint Subinterface with
Dynamic Addressing

This example configures two multipoint subinterfaces foradyic ad-
dress resolution. Each subinterface is provided with an chaiipro-
tocol address and subnet maaid theinterface-dIci

command associates the subinterface with a specified DLCI. Ad-
dresses of remote destinations for each multipoint subintevilde
resolved dynanaially.
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interface Serial0

no ip address

encapsulation frame-relay

frame-relay Imi-type ansi

I

interface Serial0.103 multipoint

ip address 172.21.177.18 255.255.255.0
frame-relay interface-dici 300

I

interface Serial0.104 multipoint

ip address 172.21.178.18 255.255.255.0
frame-relay interface-dici 400

Configure Static Address Mapping on Multipoint Subinterfaces

A static map links a specified next hop protocol address tecifmul
DLCI. Static mapping removes the need for Inverse ARP requests;
when you supply a static map, Inverse ARP is automaticabbtid
for the specified protocol on the specified DLCI.

You must use static mapping if the router atdtieer end either does
not support Inverse ARP at all or does not support Inverse ARP for a
specific protocol that you want to use over Frame Relay.

To establish static mapping according to your networkisiggerform
one of these tasks in interface configioa mode:

e Define the mapping between a next hop protocol addms$she
DLCI used to connect to the address.

frame-relay map protocol protocol-address
dici [broadcast] [ietf] [cisco]

e Define a DLCI used to send ISO CLNS frames.

frame-relay map clns dici [broadcast]

e Define a DLCI used to connect to a bridge.

frame-relay map bridge dici [ietf]
broadcast

Use these keywords to specify the protocols:
e ip—IP

e ipx —Novell IPX

e clns —ISO CLNS
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Thebroadcast keyword is required for routing protocolsch as

OSI protocols and the Open Shortest Path First (OSPF) protocol. Se
theframe-relay map command description in the Widgea
Networking Command Reference for more information albigirtg
thebroadcast keyword.

Example: IPX Routes over Frame Relay Subinterfaces

This example configures a serial interface for Frame Relay suleap
tion and sets up multiple IPX virtual networks correspogdo Frame
Relay subinterfaces:

ipx routing 0000.0c02.5f4f
I

interface serial O

encapsulation frame-relay

interface serial 0.1 multipoint

ipx network 1

frame-relay map ipx 1.000.0c07.d530 200 broadcast
ipx network 2

frame-relay map ipx 2.000.0c07.d530 300 broadcast

For subinterface serial 0.1, the router at the other end migturifig-
ured as:

ipx routing

interface serial 2 multipoint

ipx network 1

frame-relay map ipx 1.000.0c02.5f4f 200 broadcast

Configure Transparent Bridging for Frame Relay

Transparent bridging for Frame Relay encapsulated serial and HSSI
interfaces is supported on the Al2524 router. Transparilgibg for
Frame Relay encapsulated serial interfaces is stggbon our access
servers.

You can configure transparent bridging for point-to-point or ptun
multipoint subinterdces.

Note: All PVCs configured on a subinterface belong to the same
bridge group.

Page 13-24 August 1997
2524UM



(m [] Chapter 13: Al2524 Frame Relay Configuration Steps

Point-to-Point Subinterfaces

In interface configuration mode, configure transparerdimnig for
point-to-point subinterfaces:

1. Specify a serial interface.

interface serial number

2. Configure Frame Relayneapsulation on the serial @rface.

encapsulation frame-relay

3. Specify a subinterface.

interface serial number.subinterface-number
point-to-point

4. Associate a DLCI with the subimface.

frame-relay interface-dici dici [ option ]

5. Associate the subinterface with a bridgeup.

bridge-group bridge-group

Example: Unnumbered IP over a Point-to-Point
Subinterface

This example sets up unnumbered IP ®drinterfaces atdih ends

of a point-to-point connection. In this example, Router A functions as
the DTE, and Router B functions as the DCE. Routers A and B are both
attached to Token Ring wedrks.

Configuration for Router A

frame-relay switching

!

interface token-ring O

ip address 131.108.177.1 255.255.255.0
!

interface serial O

no ip address

encapsulation frame-re ly IETF
!

interface Serial0.2 point-to-point
ip unnumbered TokenRing0

ip pim sparse-mode

frame-relay interface-dici 20
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Configuration for Router B

frame-relay switching
!

interface token-ring O

ip address 131.108.178.1 255.255.255.0
I

interface serial 0

no ip address

encapsulation frame-relay IETF
bandwidth 384

clockrate 4000000

frame-relay intf-type dce

!

interface serial 0.2 point-to-point
ip unnumbered TokenRingl

ip pim sparse-mode

bandwidth 384
frame-relay interface-dici 20

Point-to-Multipoint Inter faces

In interface configuration mode, configure transparemdimnig for
point-to-multipoint subinterfaces:

1. Specify a serial interface.

interface serial number

2. Configure Frame Relay encapsulation on the setti@tface.

encapsulation frame-relay

3. Specify a subinterface.

interface serial number.subinterface-number
multipoint

4. Define the mapping between a next hop protocol addresthe
DLCI used to connect to the address.

frame-relay map bridge dici [broadcast]
[ietf]
5. Associate the subinterface with a bridgeup.

bridge-group bridge-group
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Example: Transparent Bridging Using Subinterfaces

In this example, Frame Relay Qls 42, 64, and 73 are to be used as
separate point-to-point links with transparent bridginghimg over
them. The bridging spanning tree algorithm views each PVGap-a
arate bridge port, and afmearriving on the PVC can belaged back
out a separate PVC. Be sure that routing is notledathen cofig-
uring transparent bridging using subinterfaces.

interface serial O
encapsulation frame-relay
interface serial 0.1 point-to-point
bridge-group 1

frame-relay interface-dici 42
interface serial 0.2 point-to-point
bridge-group 1

frame-relay interface-dici 64
interface serial 0.3 point-to-point
bridge-group 1

frame-relay interface-dici 73

Configure a Backup Interface for a Subinterface

Both point-to-point and multipoint Frame Relay subirdeés can be
configured with a backup interface. This approach allows individual
PVCs to be backed up in case of failure rather than depending on th
entire Frame Relay connection to fail before the batklkgs over.

You can configure a subinterface for kap on faiure only, not for
backup based on loading tbi line.

If the serial interface has a backup interface, it will hanezalenc
over the subinterface's backup interface in the case of corfydste
connectivity with the Frame Relay network. As a result, anseiface
backup is activated only if the serial interface is up, or istr@&l in-
terface is down and does not have aklbadnterface defined. If a sub-
interface has failed while its backup is in use, and thesedtial
interface goes down, the subinterface backup stayseobed.

Beginning in global configuration modepnfigure a backujnterface
for a Frame Relay subinterface:

1. Specify the interface.

interface serial number

2. Configure Frame Relayheapsuléon.

encapsulation frame-relay
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w

Configure the subinterface.

interface serial number.subinterface-number
point-to-point

4. Specify a DLCI for the subinterface.

frame-relay interface-dici dici

5. Specify a backup interface for the subinterface.

backup interface serial number

6. Specify backup enable and disabl&age
backup delay { enable-delay | disable-delay }

Configure Frame Relay Switching

Frame Relay switching is a means of switching packets basedhgon
DLCI, which can be looked upon as the Frame Retgyivalent of a
MAC address. You perform the switching by configuring yaurter

or access server as a Frame Relay network. There are two parts to a
Frame Relay network: a Frame Relay DTE (the router cgssc

server) and a Frame Relay DGwitch.Figure 13-3illustrateshis
concept.

Figure 13-3:Frame Relay Switched Network

Frame Relay Network
interface

Router B

oTE oTE

Frame Relay DCE
switch implements

the network
inierlace Router C Implements the n
user interface g
OTE
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In Figure 13-3Routers A, B, and C are Frame Relay DTasmected

to each other via a Frame Relay network. Our implementation of
Frame Relay switching allows our devices to be used as depicted in
this Frame Relay network.

Perform the tasks in these Hens, as necessary, tordigure Frame
Relay switching:

e Enable Frame Relay Switching

e Configure a Fame Rlay DTE Device, DCE Switch, ddNI Sup-
port

e Specify the Static Rout

Enable Frame Relay Switching

In global configuration mode, enable packet switching befordig-
uring it on a Frame Relay DTE or DCE or with Network-to-Netiv
Interface (NNI) support:

frame-relay switching

Configure a Frame Relay DTE Device, DCE Switch, or NNI
Support

In interface configuration mode, configure an inded as a DTE de-
vice or a DCE switch or as a switch connected to a switshpport
NNI connections:

frame-relay intf-type [dce | dte | nni]

DCE is the default.

Specify the Static Route

In interface configuration mode, specify a static route for PVC switch-
ing:

frame-relay route in-dlci out-interface

out-dici
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Example: PVC Switching Configuration

You can configure your router as a dedicated, DCE-only Frame Relay
switch. Switching is Bsed on DLCIs. The incoming DLCI is exam-
ined, and the outgoing interface and DLCI are determi@eitching

takes place when the incoming DLCI in the packet is replaced by the
outgoing DLCI, and the packet is sent out thggoing interface.

In this example, the router switches two PV@saeen interface siat
1 and 2. Frames with DLCI 100 received on serial 1 will bestratted
with DLCI 200 on serial 2 (sdeigure 13-3.

Figure 13-4:PVC Switching Configuration

=1 a7

Configuration for Router A

frame-relay switching

I

interface EthernetO

ip address 131.108.160.58 255.255.255.0
I

interface Seriall

no ip address

encapsulation frame-relay

keepalive 15

frame-relay Imi-type ansi

frame-relay intf-type dce

frame-relay route 100 interface Serial2 200
frame-relay route 101 interface Serial2 201
clockrate 2000000

I

interface Serial2

encapsulation frame-relay keepalive 15
frame-relay intf-type dce

frame-relay route 200 interface Seriall 100
frame-relay route 201 interface Seriall 101
clockrate 64000
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Example: Pure Frame Relay DCE

Using the PVC switching feature, it is possible to build an eRtiaene
Relay network using our routers. In this example, RoutamdRouter
C act as Frame Relay switches impéating a two-node network. Th
standard Network-to-Netwrk Interface (NNI) signaling protocol is
used between Router A and Router C ESegere 13-5.

Figure 13-5:Frame Relay DCE Configuration

Frame Relay
netyvark

Routar

B
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Configuration for Router A

frame-relay switching

!

interface ethernet O

no ip address

shutdown

!

interface ethernet 1

no ip address

shutdown

!

interface ethernet 2

no ip address

shutdown

!

interface ethernet 3

no ip address

shutdown

!

interface serial O

ip address 131.108.178.48 255.255.255.0
shutdown

!

interface serial 1

no ip address
encapsulation frame-relay
frame-relay intf-type dce
frame-relay Imi-type ansi
frame-relay route 100 interface serial2 200
!

interface serial 2

no ip address
encapsulation frame-relay
frame-relay intf-type nni

frame-relay Imi-type q933a

frame-relay route 200 interface serial 1 100
clockrate 2048000

I

interface serial 3

no ip address

shutdown
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Configuration for Router C

frame-relay switching

!

interface ethermet 0

no ip address

shutdown

!

interface ethernetl

no ip address

shutdown

!

interface ethernet 2

no ip address

shutdown

!

interface ethernet 3

no ip address

shutdown

!

interface serial0

ip address 131.108.187.84 255.255.255.0
shutdown

!

interface serial 1

no ip address
encapsulation frame-relay
frame-relay intf-type dce
frame-relay route 300 interface serial2 200
!

interface serial 2

no ip address
encapsulation frame-relay
frame-relay intf-type nni
frame-relay Imi-type q933a
frame-relay route 200 interface serial1 300
!

interface serial 3

no ip address

shutdown
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Example: Hybrid DTE/DCE PVC Switching

Routers can also be configured as hybrid DTE/DCE FiRelay
switches (se€igure 13-6.

Figure 13-6:Hybrid DTE/DCE PVC Switching

Router O

In this example, Router B acts as a hybrid DTE/DCE Fragiay

switch. It can switch frames between the two DCE ports and between
a DCE port and a DTE port. Traffic from the Frame Reldawoek can

also be terminated locally. In the example, three PVCs are defined as:

e Serial 1, DLCI 102 to serial HLCI 201—DCE swithing
e Serial 1, DLCI 103 to serial LCI 301—DCE/DTE swiching
e Serial 2, DLCI 203 to serial LCI 302—DCE/DTE swiching

DLCI 400 is also defined for locally terminated fraf
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Configuration for Router B

frame-relay switching

!

interface ethernet 0

ip address 131.108.123.231 255.255.255.0
!

interface ethernet 1

ip address 131.108.5.231 255.255.255.0
!

interface serial 0

no ip address

shutdown

!

interface serial 1

no ip address

encapsulation frame-relay

frame-relay intf-type dce

frame-relay route 102 interface serial 2 201
frame-relay route 103 interface serial 3 301
I

interface serial 2

no ip address

encapsulation frame-relay

frame-relay intf-type dce

frame-relay route 201 interface serial 1 102
frame-relay route 203 interface serial 3 302
I

interface serial 3

ip address 131.108.111.231

encapsulation frame-relay

frame-relay Imi-type ansi

frame-relay route 301 interface serial 1 103
frame-relay route 302 interface serial 1 203
frame-relay map ip 131.108.111.4 400 broadcast
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Example: Switching over an IP Tunnel

You can switch over an IP tunnel by creating a poindint tunnel
across the internetwork over which PVC switching can take place (se

Figure 13-7.

Figure 13-7:Frame Relay Switch over IP Tunnel

Router A = Router D

DTE

+ +

— —
ﬁ
H

The following configurations illustrate how to create the éBnork
depicted inFigure 13-7
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Configuration for Router A

frame-relay switching

!

interface EthernetO

ip address 108.131.123.231 255.255.255.0
!

interface Ethernetl

ip address 131.108.5.231 255.255.255.0

!

interface Serial0

no ip address

shutdown

!

interface Seriall

ip address 131.108.222.231 255.255.255.0
encapsulation frame-relay

frame-relay map ip 131.108.222.4 400 broadcast
frame-relay route 100 interface Tunnell 200
!

interface Tunnell

tunnel source EthernetO

tunnel destination 150.150.150.123

Configuration for Router D

frame-relay switching

!

interface EthernetO

ip address 131.108.231.123 255.255.255.0
!

interface Ethernetl

ip address 131.108.6.123 255.255.255.0

!

interface Serial0

ip address 150.150.150.123 255.255.255.0
encapsulation ppp

interface Tunnell

tunnel source Serial0

tunnel destination 108.131.123.231

!

interface Seriall

ip address 131.108.7.123 255.255.255.0
encapsulation frame-relay

frame-relay intf-type dce

frame-relay route 300 interface Tunnell 200
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Disable or Reenable Frame Relay Inverse ARP

Frame Relay Inverse ARP is a method of building dynahitesss
mappings in Frame Relay netwonksining IP and Novell IPX. In-
verse ARP allows the router or access server to discoverdtox@l
address of a device associated with the virtirabit.

Inverse ARP creates dynamic address mappings, as contrasted with
the frame-relay map command, which defines static mappings
between a specific protocol address and a specifie| D

Inverse ARP is enabled by fdelt but can be disabled exgitly for a
given protocol and DLCI pair. Disable or reenable Inverse ARder
these conditions:

e Disable Inverse ARP for a selected protocol and DLClyh&n
you know that the protocol is not supported on the ahdrof th
connection.

e Reenable Inverse ARP for a protocol and DLCI pair if caoist
or equipment change and the protocol is then supportdtearth-
er end of the connection.

Note: If you change from a point-to-point subinterface to a
multipoint subinterface, lhen change the subinterface
number. Frame Relay Inverse ARP will be on by default,
and no further action is required.

You do not need to enable or disable Inverse ARP if you hpoea&
to-point interface, because there is only a single destination and dis-
covery is not required.

To select Inverse ARP or disable it, perform one of these tasks in in-
terface configuration mode:

e Enable Frame Relay Inverse ARP for a specific protandl
DLCI pair, only if it was previously disddd.

frame-relay inverse-arp protocol dici

e Disable Frame Relay Inverse ARP for a specific protocol and
DLCI pair.

no frame relay inverse-arp protocol dici

Create a Broadcast Queue for an Interface

Very large Frame Relay networks might have performance gl
when many DLCIs terminate in a single router or access server that
must replicate routing updates and service advertigiugtes on each
DLCI. The updates can consume access-lakdwidth andcause sig-
nificant latency variations in user traffic; the updates ¢sme@onsum
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interface buffers and lead to higher packet rate loss for both user dat
and routing ugates.

To avoid such problems, you can create a special broadcast queue for
an interface. The broadcast queue is managed independently of th
normal interface queue, has its own buffers, and has a configurable
size and service rate.

A broadcast queue is given a maximum transmission rataifthput)
limit measured in both bytes per second and packets per s@d¢uwnd.
gueue is serviced to ensure that no more than this maximum is pro
vided. The broadcast queue has priority when transmitting at a rate
below the configured maximum, and hence has a guaranteedum
bandwidth allocation. The two transmission rate limits are deédrio
avoid flooding the interface with broadcasts. The actuabimgssion
rate limit in any second is the first of the two rate limits theg¢ashed.

In interface configuration mode, create a br@sticueue:

frame-relay broadcast-queue Size byte-rate
packet-rate

Configure Payload Compression

You can configure payload compression on point-to-poimhoiti
point interfaces or subinterfaces. Payload compresses the stac
method to predict what the next character in the frame wiBbeaus
the prediction is done packet-by-packet, the dictionanotscon
served across packet boundaries.

Payload compression on each virtual circuit consumes approximately
40 kilobytes for dictionary memory.

e Configure payload compression on a specified paifit inter-
face or subinterface:

frame-relay map protocol protocol-address
dici

payload-compress packet-by-packet

e Configure payload compression on a specified pairgdint in-
terface or subinterface:

frame-relay payload-compress packet-by-
packet

Configure TCP/IP Header Compression

TCP/IP header compression, as dibsx by RFC 1144, is designed to
improve the efficiency of bandwidth use over low-spesribklinks.
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A typical TCP/IP packet includes a 40-byte datagrandé&ednce a
connection is established, the header informatemdmot be repeated

in every packet that is sent. Reconstructing a smaller header that iden-
tifies the connection and indicates the fields that changed and the
amount of change reduces the number of bytes transniitiecaver-

age compressed header is 10 bytes long.

For this algorithm to function, packets must arrive in ordgratfkets
arrive out of order, the reconstruction will appear to crezgalar
TCP/IP packets but the packets will not match thigiral.

Note: Because priority qauing changes the raler in which
packets are transmitted, enabling priority queueing on th
interface is not recommended.

You can configure TCP/IP header compression in either ofvay:
e Configure an Individual IP Map for TCP/IP Header Qmassion

e Configure an Interface for TCP/IP Header Compression

Note: If you configure an interface with Cisco encapsulation
and TCP/IP header compression, Frame Relay IP maps
inherit the compression characteristics of the interface.
However, if you configure the interface with IETF
encapsulation, the interface cannot be configured for
compression. Frame Relay maps will have to b
configured individually to support TCP/IP header
compression.

Configure an Individual IP Map for TCP/IP Header
Compression

TCP/IP header compression requires Cisco encapsulation. If you need
to have IETF encapsulation on an interface as a whole, you can still
configure a specific IP map to use Cisco encapsulation and TCP
header compssion.

In addition, even if you configure the interface to perform TCP/IP
header compssion, you can stitonfigure a specific IP map not to
compress TCP/IP headers.

You can specify whether TCP/IP header coespion is active goas-
sive. Active compression subjects every outgoing packeCe/IP
header compssion. Passive compression subjects agang TCP/
IP packet to header compression only if the packet hacharessed
TCP/IP header when it was received.

Page 13-40

August 1997
2524UM



(m [] Chapter 13: Al2524 Frame Relay Configuration Steps

In interface configuration mode, cagdire an IP map tase Cisco
encapsulation and TCP/IP header compression:

frame-relay map ip ip-address dlci
[broadcast] cisco tcp headercompression
{active | passive}

The default encapsulation isscb.

Note: An interface that is configured to support TCP/IP header
compression cannot also support priority queuing or
custom queuing.

Configure an Interface for TCP/IP Header Compression

You can configure the interface with active or passive TCP/IP header
compression. Active compression, the default, subjectaitdioing
TCP/IP packets to lagler compression. Passive qoassion subfes

an outgoing packet to header compression only if the packet had a
compressed TCP/IP header when it was received on thetirde

In interface configuration mode, apply TCP/I€ader comres$on to
an interface:

1. Configure Ciscomcapsulation on the intiace.

encapsulation frame-relay

2. Enable TCP/IP header compression on the aterf

frame-relay ip tcp header-compression
[passive]

Note: If an interface configured with Cisco encapsulation is
later configured with IETF encapsulation, all TCP/IP
header compression charactstics are lost. To appl
TCP/IP header compression over an interface canfred
with IETF encapsulation, you must configure individual
IP maps, as described in the secti@onfigure an
Individual IP Map for TCP/IP Header Compresion
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Example: IP Map with Inherited TCP/IP Header
Compression

This example shows an intade configured for TCP/IP header com-
pression and an IP map that inherits the compression chasticteri
Note that the Frame Relay IP map is not explicitly cangg for
header compssion.

interface serial 1

encapsulation frame-relay

ip address 131.108.177.178 255.255.255.0

frame-relay map ip 131.108.177.177 177 broadcast
frame-relay ip tcp header-compression pas sive

Use theshow frame-relay map command to display the result-
ing compression and encapsulation characteristics; the IPasap-
herited passive TCP/IP &der compression:

Router> show frame-relay map

Serial 1(administratively down): ip 131.108.177.177

dlci 177 (0xB1,0x2C10), static,

broadcast,

CISCO

TCP/IP Header Compression (inherited), passive (inherited

)

Example: Using an IP Map to Override TCP/IP Header
Compression

This example shows the use of a FraReday IP map to overridihe
compression set on the interface:

interface serial 1

encapsulation frame-relay

ip address 131.108.177.178 255.255.255.0

frame-relay map ip 131.108.177.177 177 broadcast nocompress
frame-relay ip tcp header-compression pas sive

Use theshow frame-relay map command to display the result-
ing compressioand encapdation characteristics; the IP map has not
inherited TCP header compression:

Serial 1 (administratively down): ip 131.108.177.177
dlci 177 (0xB1,0x2C10), static,
broadcast, CISCO
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interface

Disable TCP/IP Header Compression

You can disable TCP/IP header compression by using either of two
commands that have different effects, depending on whether Fram
Relay IP maps have been explicitly configured for TCP/IP header
compression or have inherited their compression characteristics from
the interface.

Frame Relay IP maps that have explicitly configured TCP/IP heade
compression must also have TCP/IP header compressiaaqitixpl
disabled.

To disable TCP/IP header comepsion, perform one of these tasks in
interface configuration mode:

e Disable TCP/IP header compston on all Frame Relay IRaps
that are not explicitly configured for TCP header compoass

no frame-relay ip tcp header-compression
frame-relay map ip ip-address dlci

e Disable TCP/IP header compston on a specified Frarkelay
IP map.

nocompress tcp header-compression

Example: Disabling Inherited TCP/IP Header Compression

In this first example, the initial configuration is:

serial 1

encapsulation frame-relay

ip address 131.108.177.179 255.255.255.0

frame-relay ip tcp header-compression pas sive

frame-relay map ip 131.108.177.177 177 broadcast

frame-relay map ip 131.108.177.178 178 broadcast tcp header-compression

Enter these commands:

serial interface 1
no frame-relay ip tcp header-compression
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Use theshow frame-relay map command to displathe
resulting compression and encapsulation chalatites:

Router> show frame-relay map

Serial 1 (administratively down): ip 131.108.177.177 177
dici 177(0xB1, 0x2C10), static,

broadcast

CISCO

Serial 1 (administratively down): ip 131.108.177.178 178
dlci 178(0xB2,0x2C20), static

broadcast

CISCO

TCP/IP Header Compression (ena bled)

As a result, header compression is disabled for the first map (with
DLCI 177), which inherited its header comsies characteristics

from the interface. However, header compressigrotdisabledor

the second map (DLCI 178), which is explicitly configured for header
compression.

Example: Disabling Explicit TCP/IP Header Compression

In this second example, the initial configuration is the santieeagre-
vious example, but you enter these comdsa

serial interface 1
no frame-relay ip tcp header-compression
frame-relay map ip 131.108.177.178 178 nocompress

Use theshow frame-relay map command display the rdting
compression and encapsulation charadtesis

Router> show frame-relay map

Serial 1 (administratively down): ip 131.108.177.177 177
dlci 177(0xB1,0x2C10), static,

broadcast

CISCO

Serial 1 (administratively down): ip 131.108.177.178 178
dlci 178(0xB2,0x2C20), static

broadcast  ISCO

The result of the commands is to disable header compression for th
first map (with DLCI 177), which inherited its header compigss
characteristics from the interface, and also explicitly to disable header
compression for the second map (with DLCI 178), which was explic-
itly configured for header compssion.
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Configure Discard Eligibility

You can specify which Frame Relay packets Hawepriority orlow
time sensitivity and will be the first to be droppelddem a Frame Ray
switch is congested. The mechanism that allowseE Relay sitch
to identify such packets is the discaligjibility (DE) bit.

This feature requés that the ame Relay network be able to interpret
the DE bit. Some networks take no action when the DE bétiOther
networks use the DE bit to determine which packets to dis€hed.
most desirable interpretation is to use the DE bit to deterwiiizh
packets should be dropped first and also which packes lower

time sensitivity.

You can define DE lists that identify the characteristics of packets to
be eligible for discarding, and you can also specify DE groujukete
tify the DLCI that is affected.

e In global configuration mode, define a DE list specifyivigich
packets can be dropped when the Frame Relay switcmggest-
ed:

frame-relay de-list list-number {protocol
protocol | interface type number '}
characteristic

You can specify DE lists based on the protocol or the exterfand on
characteristics such as fragmentation of the packet, a spECil®
User Datagram Protocol (UDP) port, an access list numbepamkat
size.

e Ininterface configuration mode, define a DE group specifying th
DE list and DLCI affeted:

frame-relay de-group group-number dlci

Configure DLCI Priority Levels

DLCI priority levels allow you to separatéférent types of traffic and
can provide a traffic management tool for congestioblems caused
by these situations:

e Mixing batch andnteractive traffic over the same DLC

e Traffic from sites with high-speed access being queued at destina-
tion sites with lower speeatcess
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Before you configure the DLCI priority levels, complete theskda
1. Define a global priorityist.

2. Enable Frame Relay encapsulation, as described earlier sethis
tion.

3. Define static or dynamic address mapping, as described earlier in
this section.

4. Make sure that you define each of the DLCIs to which you intend
to apply levels. You can associate priority-level DLCIs vsitit-
interfaces.

5. Configure the LMI, as described earlier in this section.

Note: DLCI priority levels provide a way to daé multiple
parallel DLCIs for different types of traffic. DLCI piority
levels do not assign priority queues within theuter or
access server; in fact, they are independent of the device's
priority queues. However, if you enable queuing anse
the same DLCIs for queuing, then high-pnitty DLCls
can be put into high-priority queues.

In interface configuration mode, configure DLCI priority levels by en-
abling multiple parallel DLCIs for differenypes of Frame Relay traf-
fic, associating specified DLCIs with the same group, anihidegf

their levels:

frame-relay priority-dici-group group-
number high-dici medium-dici normal-dici
low-dici

Note: If you do not explicitly specify a DLCI for each tifie
priority levels, the last DLCI specified in the command
line is used as the value of the remaining arguments.
However, you must provide at least the highepity and
the medium-priority DLCls.
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Monitor the To monitor Frame Relay connections, perform any of theeses in
Frame Relay EXEC mode:
Connections o Clear dynamically created Frame Relay mapsictvare created

by the use of Inverse ARP.

clear frame-relay-inarp

e Display information about FraniRelay DLCIs and the LMI.

show interfaces serial number

e Display LMI statistics.

show frame-relay Imi [ type number ]

e Display the current Frame Relay map entries.

show frame-relay map

e Display PVC statistics.

show frame-relay pvc | type number [ dici 1]

e Display configured static raes.

show frame-relay route

e Display Frame Relay traffic statistics.

show frame-relay traffic

e Display information about the status oARF.

show frame-relay lapf

e Display all the SVCs under a specified map list.

show frame-relay svc maplist

Example: Configuration Providing Backward Compatibility

This example configuration provides backward compatibility and in-
teroperability with earlier versions that are not compligith RFC

1490. The ietf keyword is used to generate RFC 1490 traffic. This con-
figuration is possible because of the flexibility provided by sy
defining each map entry.

encapsulation frame-relay
frame-relay map ip 131.108.123.2 48 broadcast ietf
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Interoperability is provided by IETF encagation.

frame-relay map ip 131.108.123.3 49 broadcast ietf
frame-relay map ip 131.108.123.7 58 broadcast

This line allows the router to connect with a device runninglaer
version of softvare.

frame-relay map decnet 21.7 49 broadcast

Configure IETF based on map entraasd protocofor more flexibil-
ity. Use this method of configuration for backward compatibdnd
interoperability.

Example: Booting from a Network Server over Frame Relay

When booting from a Trivial File Transfer Protocol (TFTP) serve

over Frame Relay, you cannot boot from a network server via a broad-
cast. You must boot from a specific TFTP host. Alsisame-

relaymap command must exist for the host that you will bfooin.

For example, if file gs3-bfx is to be booted from a host withddress
131.108.126.2, these commands would need to be in tfiguwaion:

boot system gs3-bfx 131.108.126.2

interface Serial 0
encapsulation frame-relay
frame-relay map IP 131.108.126.2 100 broadcast

Theframe-relay map command is used to map an IP addietss

a DLCI address. To boot over Frame Relay, you must explicitly give
the address of the network server to boot from, and a fratag map
entry must exist for that site. For example, if fis3-bfx.83-2.0 is to

be booted from a host with IP address 131.108.126th#%e com
mands must be in the configuration:

boot system gs3-bfx.83-2.0 131.108.13.111
I

interface Serial 1

ip address 131.108.126.200 255.255.255.0
encapsulation frame-relay

frame-relay map ip 131.108.126.111 100 broadcast
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In this case, 100 is the DLCI that can get to host 131.108.1P6

The remote routanust have thisrame-relay map entry:

frame-relay map ip 131.108.126.200 101 broadcast

This entry allows the remote router to return a boot in{fgen the
network server) to the router bootinger Frame Relay. Here, 101 is
a DLCI of the router being booted.
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Chapter 14: T1 Interface Configuration

Steps

Introduction

Configure
Fractional T1

This chapter describes how to configure the Al2524 for fractional T1.

Configuration Overview

This section describes how to configure fractional T1 and=T1AT1
service modules installed the Al2425 router. The tasks assdeiéh
configuring T1 inclde:

e Specify the Clock Source

e Enable Data Inversion Before Transgiis
e Specify the Frame Type of a FT/T1 Line
e Specify the CSU Line Build Out

e Specify FT1/T1 Line-Code Type

e Enable Remote Alarms

e Enable Loopcodes that Initiate Remote Loopbacks

e Specify Timeslots

Specify the Clock Source

To specify the clock source for the FT1/T1 CSU/DSU internal clock
or the line clock, type this in intexfe configuratioonode:

service-module t1 clock source {internal |
line}

Enable Data Inversion Before Transmission

Data inversion is used to guarantee the T1s density reqgiiteon an
AMI line when using bit-oriented protocols such as HighldldData
Link Control (HDLC), Point-to-Point Protocol (PPP),2%, and
Frame Relay.
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To guarantee the ones density requirement on an AMI line using th
FT1/T1 CSU/DSU module, type this in interface configuratiwde:

service-module t1 data-coding inverted

This command inverts bit codes by changi ng all 1 bits its @nd all
0 bits to 1 bits.

If the timeslot speed is se t to 56kbps, this commanejésted be-
cause line density iguaranteed when transmitti ng at 56kbps. tse
command with the 64 kbps line speed. If you transmitriedebit
codes, both CSU/DSUs must have this command configuresi¢er
cessful communication.

To enable normal data transmission on a FT1/T1 networkhygpe
interface configuration mode:

service-module tx1 data-coding normal

or

no service-module t1 data-coding inverted

Specify the Frame Type of a FT/T1 Line

To specify the frame type for a line using the FT1/T1 CSU/D&id-
ule, type this in interface configuration mode:

service-module t1 framing {sf | esf}

Note: Choose either D4 Super Frame (sf) or Extendedp8u
Frame (esf).

In most cases, the service provider determines which framing type, ei-
theresf orsf , is required for your circuit.

Specify the CSU Line Build Out

To decrease the outgoing signteagth to an optimum valder the
telecommunication carrier network, type this in interfagefigura-
tion mode:

service-module t1 Ibo {-15 db | -7.5 db}

This command decreases the outgoing signal strengtcibels.
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To transmit packets without deasing outgoing signal singth, typ
this in interface configuration mode:

service-module t1 Ibo none

The ideal signal strength should bEtween -15 dB and -22 dB&hich
is calculated by adding the phone company loss, caibgH loss, and
line build out.

You may use this command in back-to-back confijans, but it is
not needed on mosttal T1 Ines.

Specify FT1/T1 Line-Code Type

To configure the line code for the FT1/T1 CSU/DSU moduwige this
in interface configuratiomode:

service-module t1 linecode {ami | b8zs}

Choose alternate mark inversion (AMI) or binary 8 zercsstution
(B8ZS).

Configuring B8ZS is a method of ensuring the T1s densgyire

ment on a T1 line by substituting intentional bipolar violas in bit
positions four and seven for a sequence of eight zero bits. When the
CSU/DSU is configured for AMI, you must guarantee the ddrssity
requirement in gur router confjuraton using theservice-mod-

ule t1 data-coding inverted command or theervice-

module t1 timeslots speed 56 command.

In most cases, your T1 service provider determines whiehclil
type, eithemami orb8zs , is required for your T1 circuit.

Enable Remote Alarms

To generate remote alarms (yellow alarms) at the local CSU/DSU or
detect remote alarms sent from the ren@®&/DSU, type this in in-
terface configuration mode:

service-module t1 remote-alarm-enable

Remote alarms are transmitted by the CSU/DSU when it detects an
alarm condition, such as a red alarm (loss of signal) or blue alarm (un-
framed 1's). The receivir@SU/DSU then knows there is ama con-

dition on thdine.

With D4 super frame configured, a remote alarm condition is transmit-
ted by setting the bit2 of each time slot to zero. Forivedauser data
that has the bit 2 of each time slot set to zero, the CSU/Di thi@r-

pret the data as a remote alarm and interrupt data transmigsiich,
explains why remote alarms are disabled by default. Withrighee
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Super Frame configured, the remote alarm condition isa#ed out
of band in the facility data link.

You can see if the FT1/T1 CSU/DSU is receiving a remote alarm (yel-
low alarm) by issuinghe show service-module command.

To disable remote alarms, type this in interface configuration mode:

no service-module t1 remote-alarm-enable

Enable Loopcodes that Initiate Remote Loopbacks

To configure the remote loopback code used to transmitoepa CSU
loopback requests, and type this in interface corditjiom mode:

service-module t1 remote-loopback full

To configure the loopback code used by the local CSU/DSlérterg
ate or detegpayload-loopback commands, type this in inface
configuration mode:

service-module t1 remote-loopback payload
[alternate | v54]

Note: By entering theservice-module t1 remote-
loopback command without specifying any keywds,
you enable the standard-loopup codes, which udeia-5
pattern for logoup and a 1-in-3 patrn for loopdown.

You can simultaneously configutteefull andpayload loopback
points. However, only one loopback payload code carohégured
at atime. For example, if you configure feevice-module t1
remote-loopback payload alternate command, a pay-
load v.54 request, which is the industry standard and defaniipth
transmitted or accepted. Full and payload loopbacks stéttdard-
loopup codes are enabled by default.

Theno form of this command disables loopback requdsts.exam-

ple, theno service-module t1 remote-loopback full

command ignores all full-bandwidth loopback transnoissiand re-
guests. Configuring the no form of the command may not prevent telco
line providers from looping your router in esf mode, becawastibnal
T1/T1 telcos use facilities data-link messages to init@phacks.

If you enable theervice-module t1 remote-loopback
command, théoopback remote commands on the FT1/TASU/
DSU module will not be succsfsll.
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Specify Timeslots

To define timeslots for FT1/T1 module, type this in interfesefigu-
ration mode:

service-module t1 timeslots { range | all}
[speed {56 | 64}]

This command specifies which timeslots are used in fractional T1 op-
eration and determines the amount of bandwidth available toulbe
in each timeslot.

The range specifies the DSO0 timeslots that constitute the FThAIE ¢
nel. The range is from 1 to 24, where the first timeslot mlmered 1
and the last timeslot is numbered 24. Specify this field by usiages

of subranges separated by commas. itheglot range must matthe
timeslots assigned to the channel group. In most cases, the ggovice
vider defines the timeslots that comprise a channel gtdsg.th no

form of this command to select all FT1/T1 timeslots transmitting at 64
kbps, which is the default.

To use the entire T1 line, enable #$ervice-module T1
timeslots all command.
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Chapter 15: 56/64-kbps Switched and
Digital Data Services (DDS) Interface
Configuration Steps

Introduction This chapter describes how to configure 2- and 4-wire 5d364 ser-
vice modules. These tasks are described:

Set the Clock Source

Set the Network Line Speed

e Enable Scrambled Data Coding

e Change Between DDS and Switched Dial-Up Modes
e Enable Acceptance of a Remote Loopback Request

e Select a Service Provider

Set the Clock In most applications, the CSU/DSU should be configuritd the

Source service-module 56k clock source line command. Fo
back-to-back configurations, use finéernal keyword to config-
ure one CSU/DSU and use time  keyword to configure the othe
CSU/DSU.

Configure the clock source for a 4-wire 56/64-kbps CSU/D&ld-
ule:

service-module 56k clock source {line |
internal}

Do not use any form of this command to revert to the defédk
source, which is the line clock.
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Set the Network
Line Speed

In interface configuration mode, configure the network line speed for
a 4-wire 56/64-kbps CSU/DShhodule:

service-module 56k clock rate line-speed

You can use the following line speed settings: 2.4, 4.8, 9.8, 38.4,
56, 64 kpbs, and an auto taeg.

The 64-kbps line speed cannot be used with back-to-back digital data
service (DDS) lines. The subrate line speeds are detedy theser-
vice provider

Only the 56-kbps line speed is available in switched m8détched
mode is the default on the 2-wiresO/DSU and is enabled by the
service-module 56k network-type interface configuration
command on the 4-wire CSU/DSU.

The auto linespeed setting enables the CSU/DSU tpldeccurrent
line speed from the sealing current running on the network. Becaus
back-to-back DDS lines do not have sealing current, usautioeset-
ting only when transmitting over telco DDS lines arsthg the line
clock as the clock source.

Do not use any form of this command to enable a networlsfieed
of 56 kbps, which is thdefault.

Warning: If the console line speed is changed and saved to NVRAM
and the router is reloaded, the router displays this mes-
sage Failedto change lineQ’ speed. The ne
line speed is stored in the start-up configion but notin
the running configuration. In addition, changing the line
speed on the router prevents connections to the console in-
terface via the AI185DP (the line speed on thmuter and
the Al185 must be set to 9600 bps). Thealdtf consol
speed for the Cisco router is also set at 9&(G.
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Enable In interface configuration mode, prevent application ttata repli

Scrambled Data cating loopback codes when operating at 64-kbps on a 468#
. DSU by scrambling bit codes before transsius:

Coding

service-module 56k data-coding scrambled

Enable the scrambled configurat only in 64-kbps digitatlata ser-
vice (DDS) mode. If the network type is set to switched, théigen
ration is refused.

If you transmit scrambled bit codes, both CSU/DSUs must have this
command configured for successful communication.

In interface configuration mode, enable normal data trarssomi$o
the 4-wire 56/64-kbps module, which is the default:

service-module 56k data-coding normal

or

no service-module 56k data-coding

Change between In interface configuration mode, transmit packets in switahaldup

DDS and mode or DDS mode using the 4-wire 56/64-kbps @& module:
Switched Dial-Up service-module 56k network-type dds
Modes or

service-module 56k network-type switched

Do not use any form of these commda to transmit from a dedited
leased line in DDS mode. DDS is enabled by default fodtheér
CSU/DSU. Switched mode is eriath by default for the 2-wire CSU/
DSU.

In switched mode, you need additional dialer configuratmnroands
to configure dial-out numbers. Before you enablestaice-

module 56k network-type switched command, both CSU/
DSUs must use a clock source coming from the line and the doek r
must be configured to auto or 56k kbps. If the clock ratmiset cor-
rectly, this command will not be accepted.

The 2-wire and 4-wire 56/64-kb@&SU/DSU modules use V.25 bis
dial commands to interface with the router. Therefore, the interfac
must be configured irgy thedialer in-band command. DTR
dial is not supported.

Warning: Any loopbacks in progress are terminated when swiibgj
between modes.
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Enable
Acceptance of a
Remote
Loopback
Request

Select a Service
Provider

In interface configuration mode, enable the @tarce of aemot
loopback request on a 2- or 4-wire 56/64-kbps CSU/DSU module:

service-module 56k remote-loopback

Theno service-module 56k remote-loopback command
prevents the local CSU/DSU from being placed intiplwack by re-
mote devices on the line. Unlike the T1 module, the 2- or 4-wire 56/
64-kbps CSU/DSU module can stilitiate remotdoopbaks with the

no form of this command.

In interface configuration mode, select a service provider to use with
a 2- or 4-wire 56/64 kbps dial-uime:

service-module 56k switched-carrier {att |
other | sprint}

Theatt keyword specifies AT&T or another digital network\gee
provider as the line carrier, wdh is the default for the 4-wire6%64
kbps CSU/DSU module. Thsprint  keyword specifies Sprint or an-
other service provider whose network carries mixed voicedatalas
the line carrier, which is the default for the 2-wire switched 56-kbps
CSU/DSU modile.

In a Sprint network, echo-canceler tones are sent during call setup to
prevent echo cancelers from damaging digital data. The transmission
of these cancelers may increase call setup times by 8 seconds on the 4-
wire module. Having &o cancellation enabled does not affect dat
traffic.

This configuration command is ignored if the network tydeDlss.

Use theno form of this command to enable the default service pro-
vider. AT&T is enabled by default on the 4-wire 56/64 mod8[&int
is enabled by default on the 2-wire switched S@loe.
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Chapter 16: Basic Configuration

Connecting to the
Network

Configuring

Connecting to an Ethernet Network

The AlI2524 can be connected to an Ethernet network by:

e Using a straight-thnagh 10BaseT cable to connect the 10BaseT
port to a 10BaseT hub.

e Using a crossover 10BaseT cable to connect the 10BaseT port to

a PC network interface card.

Connecting to a WAN
e If you have a 4-wire 56K/64K DSU/CSU module, use a ghrai

through RJ-48S-t0-RJ48S cable to connect the RJ-48S port to an

RJ48S jack.

e If you have a FT1/T1 DSU/CSU module, use a strailgtaugh
RJ-48C-t0-RJ48C cable to connect the RJ-48C port to an RJ48C
jack.

e If you have a synchronous serial module, use a transition cable to

connect the synchronous serial port to a modem or DSU/CSU.

This chapter describes how to configure the Al2524 router and de-
scribes the following:

e Booting the Router for the First Time
e Configuring the Ruter

e Specifying the Boot Method

e Checking the Configuration Settings

This chapter provides just enough information to getdhéer up and
running. Review the previous detailed configuration chafdersore
information
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Configuring the
Router

Booting the Router for the First Time

Each time you power on the router, it goes through thisdeaptence:

1.

The router goes through power-on self-test diagnostiosriky
basic operation of the CPU, memory, and interfaces.

The system bootstrap software (boot image) executeseanches

for a valid Cisco I0S image (router operating systensog).

The source of the Cisco I0S image (Flash memory or a THilal
Transfer Protocol [TFTP] server) is determined by the configura-
tion register settingThe factory-déault setting for the cdigura

tion register is 0x2102, which indicates that tbeter should
attempt to load a Cisco 10S image from Flash memory.

If after five attempts a valid Cisco 10S image is not fourfdash
memory, the router reverts to boot ROM mode (which is used to
install or upgrade a Cisco 10S image).

If a valid Cisco 10S image is found, then the router searfohas
valid configuration file.

If a valid configuration file is not found in NVRAM, the router
runs the System Configuration Dialog so you canfigure it
manually. For normal router operation, there must be a valid Cisco
IOS image in Flash memory and a configuration file in NVRAM.

The first time you boot your router, you will needctinfigure the

router interfaces and then save the configuration to a file in NVRAM.
Proceed to the next samwt, Configuring the Routerfor configuration
instructions.

You can configure the router using one of these procedures:

Configuration mode recommended if you are familiar Vitbco 10S
commands.

Autolnstall-Recommended fautomatic installation if anothe
router running Cisco 10S software is installed on thevoek.
This configuration method must be set up by somedtieexpe-
rience using Cisco 10S software.

System Configuration Diag-Recommended if you are not famil-
iar with Cisco I0S commands.

Use the procedure that best fits the needs of your network config-
uration and level of Cisco I0S experience.
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Warning: Acquire the correct network addresses from y@ystem
administrator or consult your network plan to determin
correct addresses before you begin to configure theteou

Using Configuration Mode

You can configure the router manually if you prefer natge Auto-
Install or the System Configuration Dialog. Take these stepartfig-
ure the router manually:

1. Connect a console terminal following the instructionthésec-
tion Connecting the Console Terminal and Modem irctrepter
Installing the Cisco 2524 Router, and then power ONdhter.

2. When you are prompted to enter the initial dialog, enter no to go
into the normal operating mode of the router:

Would you like to enter the initial dialog? [ yes]: no

3. After a few seconds you will see the user EXEC prompt (Router).
Enter theenable command to enter enable mode. You can only
make configuration changes in enatrlede.

Router> enable
The prompt changes to the privileged EXEC (enable) pr ompt:
Router#

4. Enter theconfigure terminal command at the enable
prompt to enter configuration mode:

Router# configure term inal
You can now enter any changes you want to the configu ration.

5. Press <Ctrl-Z-Z> to exit configuration mode.

To see the current operating configuration, etiteshow run-
ning-config command at the enable prompt:

Router# show running-config

August 1997 Page 16-3
2524UM



Al2524 Router Card User’'s Manual I:Il

Router# show startup-config

6.

To see the configuration in NVRAM, enter ghow startup-
config command at the enable prompt:

The results of thehow running-config andshow star-
tup-config commands will be different if you have mad
changes to the configuration but have not yettamithem to
NVRAM.

To make your changes permanent, entecalpg running-
config startup-config command at the enable prompt:

Router# copy running-config startup-config

Fdokkkdk

The router is now configured and will boot with the configuration
entered.

Using Autolnstall

The Autolnstall process is designed to configurerdluger autonati-
cally after comection to your WAN. For Autolnstall to wogcoperly,
a Transmission Control Protocol Internet Protocol (TCHi&} on
your network must be reconfigured to provide the requireéiguma-
tion files. The TCP/IP host may exist anywhere on the netwddaogs
as these conditions are maintd:

1.

This functionality is coordinated by your system administrator at th

The host must be dhe remote side of the router's synchronous

serial connection to the WAN.

User Datagram Protocol (UDP) broadcasts to and fromottier
and the TCP/IP host must be enabled.

site where the TCP/IP host is located. You shouldattempt to us
Autolnstall unless the required files have been provided omGivd
IP host.

Autolnstall works on synchronous serial connectionky.

Take these steps to prepare your router for the Autolnstaliégso

3.

Attach the WAN cable to the router.
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4. Turn ON power to the router.

The router will load the operating system image from Flash mem-

ory. If the remote end of the WAN connection @nected and
properly configured, the Autolnstall process widgin.

If Autolnstall successfully completes, you can write ¢bafigu-
ration data to the router's NVRAM.Perform this stepdmplete
this task.

5. Enter thecopy running-config startup-config
command:

Router# copy running-config startup-config

Taking this step saves the configuration settings that theldsi&di
process created in the router. If you do not do this, goafiguration
will be lost the next time you reload thauter.

Using the System Configuration Dialog

If you do not plan to use Autolnstall, make sure all\i¥eN cables
are disconnected from the router. This will prevent the rdcder at-
tempting to the run the Autolnstall process. The routeratidmpt to
run Autolnstall whenever you power it on if there is a WAMNnec-
tion on both ends and the router does not have a cortfigurféd
stored in NVRAM. It can take several minutes for theter to deter-
mine that Autolnstall is not set up to a remote TCPA$t.h

If your router does not have a configuratiortiigg file and you are not
using Autolnstall, the router will automatically start the setup com
mand facility. An interactive dialog called the System Configuration
Dialog appears on the console screen. This dialog helps yiyabta

through the configuration process by prompting you for the configura-

tion information necessary for the router to operate.

Many prompts in the System Configuration Dialog include default an-

swers, which are included in square brackets following the iguest
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To accept the default answer, press <Enter>; otherwise enterer
sponse.

This section gives an example configuration using the SyStamfig-
uration Dialog. When you are configuring your router, respond as ap
propriate for your network.

At any time during the System Configuration Dialog, you ieauest
help by typing a question mark (?) at a prompt.

Before proceeding with the System Configuration Dialog, obitam
your system administrator the node addresses and the nuniesr of
in the subnet field (if applicable) of the Ethernet andchyonous se-
rial ports.

Take these steps to configure the router using the SystengGrfi
tion Dialog:

1. Connect a console terminal to the console connecttiveorear
panel of your router, and turn ON power to the router. (For mor
information, refer to the sectid@@onnecting the Caole Terminal
and Modem in the chapter Installing the Cisco 2B2dters.)

The default parameters for the console port are 9600 balata 8
bits, no parity, and 2 stop bits.

2. After about 30 seconds, information similar to thidisplayed on
the console screen.

The messages displayed vary, depending on the Cisco €3S re
and feature set you selected. The screen displays in thimsae

for reference only and may not exactly reflect the screen displays
on your console.

When you see this information, you have successhdbted your
router:
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System Bootstrap, Version X X(XXXX) [XXXXX XX], RELEASE SOFTWARE
Copyright (c) 1986-1992 by Cisco Systems
2500 processor with 4096 Kbytes of main memory
Notice: NVRAM  invalid, possibly due to write erase
F3: 5797928+162396+258800 at 0x3000060
Restricted Rights Legend

Use, duplication, or disclosure by the Governmentis

subject to restrictions as set forth in subparag raph

(c) of the Commercial Computer Software - Restricted

Rights clause at FAR sec. 52.227-19 and subparagraph

(©) () (ii) of the Rights in Technical Data and Computer
Software clause at DEARS. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134- 1706

Cisco Internetwork Operating System Software

IOS (to) X000 Software (IGS-J-L), Version XX X(XXXX) [XXXXX XXX]
Copyright (c) 1986-1996 by Cisco Systems, Inc.

Compiled Fri 20-Oct-95 16:02 by XXXXX

Image text-base: 0x03030FCO, data-base: 0x00001000

Cisco 252X (68030) processor (revision A) with 4092K/2048K by tes of
Processor  board ID 00000000

Bridging software.

SuperLAT software copyright 1990 by Meridian Technology C o).

X.25 software, Version X.X, NET2, 8FE and GOSIP compl jant.

TN3270 Emulation software (copyright 1994 by TGV Inc).

Basic Rate ISDN software, Vers ion X.X.

1 Ethernet/IEEE 802.3 interface.

2 Serial network interfaces.

1 ISDN Basic Rate interface.

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read ONLY)

Notice: NVRAM invalid, possibly due to write erase.
--- System Configuration Dialog

At any point you may enter a question mark *?' for help.

Refer to the 'Getting Started' Guide for additional h elp.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets 7|

Would you like to enter the initial configuration dialog? [y es]:

memory.

3. Press <Enter> or enter yes to begin the configuratiocess.
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4. When the System Configuration Dialog asks whethewyant to
view the current interface summary, press< Retunnenter yes:

First, would you like to see the current interface summary? [yes]:

Any interface listed with OK? value “NO" does not have a valid config uration
Interface IP-Address OK? Method Status Protocol

EthernetO unassigned NO notset up down

BRIO unassigned NO notset up up

SerialO unassigned NO not set down down

Seriall unassigned NO not set down down

5. Configure the global parameters. Choose which protocols to sup
port on the Ethernet interface. For IP installations, ganupress
<Enter> to accept the default values (in brackets) for masteof
guestions. A typical configuration is:

Configuring global parameters:
Enter host name {Router

Next, you are prompted to enter an enable secret password.afbere
two types of privileged-level passwords:

Enable secret password (a very secure, encrypted password
Enable password (a less secure, nonencrypted petsw

The enable password is used when the enable secret passwandtdoes
exist.

For maximum security, be sure the passwords are different. If you
enter the same password for both, the router will accept your batry,
will display a warning message indicating that you should erdif a
ferent password.

6. Enter an enable secret password:

The enable secret is a one-way cryptographic secretinstedd
of the enable password when it exists.

Enter enable secret: palil

The enable password is user wheer¢his no enable secret and
when using older software and some hHowges.
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7. Enter the enable and virtual terminal pasrds:

Enter enable password: shovel
Enter virtual terminal password: vterml

8. Press <Enterto accept Simple Network Ni@gement Rtocol
(SNMP) management, or enter no to refuse it:

Configure ~ SNMP Network Management? [yes]: no

9. In this example, the router is configured for AppleTalk akir]
IPX. Configure the appropriate protocols for your router:

Configure Vines? [ noj:
Configure LAT? [no]:
Configure AppleTalk? [no]: yes
Multizone networks? [n of:yes
Configure  DECnet? [no]:
Configure IP? [yes]:
Configure IGRP routing? [yes]:
Your IGRP autonomous system number [I]: 15
Configure CLNS? [NoJ:
Configure bridging? [no]:
Configure IPX? [no]: yes
Configure XNS? [no]:
Configure  Apollo?  [no]:

10. Enter the ISDN BRI switch type for the router. The ISDNcw
type appropriate for the router depends on the ISDMigeo's
equipment. This table lists the ISDN switgipés:

Enter ISDN BRI Switch Type [none]: besic- 5ess
Country ISDN Switch Type Description
Australia basic-ts013 Australian TS013 thies
Europe basic-1tr6 German 1TR6 ISDN switches
basic-nwnet3 Norwegian NET3 ISDN swlites
(phase 1)
basic-net3 NET3 ISDN switches (Ukhd ohers)
vn2 French VN2 ISDN switches
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Country ISDN Switch Type Description
vn3 French VN3 ISDN switches
Japan ntt Japanese NTT ISDN switches
North America basic-5ess AT&T basic rate switches
basic-dms100 NT DMS-100 basic rate switches
basic-nil National ISDN-1 switches
New Zealand basic-nznet3 New ZealandT8 switch
Configuring the Take these steps to configure the Ethernet or Token Ringdngstd
Ethernet or allow communication over a LAN. To configure the interface param
Token Rin eters, you need to know your Ethernet or Token Ritgrfiace net-
9 work addresses. In this example, the system is being configured for an
Interfaces Ethernet LAN using IP.

1. Respond (using your addresses and subasknto the setup
prompts, substituting the correct addresses and host names as ap-
propriate:

Configuring interface EthernetO:

Is this interface in use? [yes]:

Configure IP on this interface? [yes]:

IP address for this interface: 172.16.72.1

Number of bits in subset field [8]: 8

Classs networkis 172.16.0.0, 8 subnet bits; mask i

255.255.255.0
2. Enter yes if you will be using AppleTalk on the intexé. Enter
yes to configure the router for extended AppleTalk netscand
then enter the cable range. Enter the zone name, and any other ad-
ditional zones that will be associated with your loxaie:
Configure AppleTalk on this interface? [n of:yes

Extended AppleTalk network? [no]: yes
AppleTalk starting cable range [0]: 3
AppleTalk ending cable range [ 1:3
AppleTalk zone name [myzone]:

AppleTalk additional zone name: otherzone
AppleTalk  additional zone name:
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3. Determine if you are going to enable IPX on the interfacm, If
enter yes and then enter the unique IPX networkber:

Configure  IPX on this interface? [no]: yes
IPX network number [1]: BOO1

Configuring the The synchronous serial interfaces are configured to atowection
Synchronous to WANSs. Once the Ethernet or Token Ring port on your router has
. been configured, take these steps to configure the symains serial

Serial Interfaces interfaces.g P J

1. Press <Enter> or enter yes to configure serial port O:

Configuring interface Seri alo:
Is this interface in use? [yes]:

2. Determine which protocols you want on the synchronous serial in-
terface and enter the appropriate responses. Inxampe, th
system is being configured for IP, AppleTalk, and IPX:

Configure IP on this interface? [yes:
Configure IP unnumbered on this interface? Loo]:

IP address for this interface: 172. 16.73.1
Number of bits in sunned field [8l:
Class B networkis 172.16.0.0, 8 subnet bits; mask is
255.255.255.0

Configure AppleTalk on this interface? [n of:yes

Extended AppleTalk network? [yes]:
AppleTalk starting cable range [2]: 4

AppleTalk ending cable range [ 34
AppleTalk zone nhame [myzon el: Zz Seria
AppleTalk additional zone name:

Configure  IPX on this interface? [no]: yes
IPX network number [2]: BO02
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3. Configure the second synchronous serial interface, fimple,
as:

Configuring interface Seri alt
Is this interface in use? [yes]:
Configure IP on this interface? ~yes;:
Configure IP unnumbered on this interface? [no]:
IP address for this interface: 172.16.74.2
Number of bits in subset field [8]:
Class B network is 172.16.0.0, 8 subset bits; mask is
255.255.255.0
Configure AppleTalk on this interface? [n o:yes
AppleTalk starting cable range [3]:5
AppleTalk ending cable range [ 415
AppleTalk zone hame [myzon el: Zz Seria
AppleTalk additional zone name:
Configure  IPX on this interface? [no]: yes
IPX network number [3]: BOO3

4. The configuration you enter is now displayed and you skedhif
you want to use the displayed configuration. If you enter no, you
will lose the configuration information you justtered and you
can begin the configuration again. If you enter yes, the configura-
tion will be entered and saved in the startup gurftion:

Use this configuration? [yes/no]: yes
Building configuration...
Use the enabled mode ‘configure’ command to modify this configuration.

Press RETURN to get started!

Configuring If you have an ISDN BRI WAN module, configure the BRI port for

ISDN ISDN. This section explains typical ISDN configuat$ for one or
two B channels. In the examples, the BRI port is configured for IP
routing and Point-to-Point Protoc(®PP) encapsulation.

Complete these steps to configure the router for a basic ISDN PPP
connection on a single B channel or two B channels tisutisg th
correct address and hastmes as appropriate for youtwerk.

1. Enter enable mode;:

Router> enable
Password: enable password
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2. Enter theconfigure terminal command.

Router# config term

3. If you have not already done so, enterisda switch-type
command to configure the ISDN swittfpe:

router (config) # ISDN switch-type switch-type

4. Enter the BRI interface, encapsulation method (PPP)eatitia
tion type, target router’s IP address and ISDN numberaip atid
the dialer group number:

Router (config) # interface bri O

Router (config-if) # encapsulation ppp

Router (config-if) #ppp authentication chap

Router (config-if) # dial map ip targetrouter_ipaddress targetrouter_phonenu mber
Router (config-if) # dialer-group groupnu mber

Do not use periods or hyphens when you are enteralipg num-
bers.

Note: The ISDN/BRI interface provides dial backup fane
Al2524 card. When a connection is requested, the system
checks the username presented for validity, thealsli
back the number associated with the username.

5. Some ISDN switch types, such as Basic NI1 or DMS-100 switch
service, require you to configure a service profile identifie
(SPID). Enter the SPID information substituting the appropriat
entries for your installation:

Router (config-if) # isdn spid1 SPID_no phone_number
Router (config-if) # isdn spid2 SPID_no phone_number
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6. To set up a second B channel for bandwidth on demand, enter the
load-threshold command to set the ISDN load thresholdlcEttke
threshold determines the percentage of network loadindniahw
the second ISDN B channel is triggered. The value ranges from 1
to 255 (100 percent).

Router (config-if) 3 dialer load-threshold 128

In this example, the value of 128 means that when the first B chan-
nel reaches 50 percent of its bandwidth capadi®8 equals 50
percent of 255), the second B channel will be activateddost

with the bandwidth load.

7. Entertheaccess-list command to configure the ISDN line to
come up whenever IP packets are to be sent:

Router (config-if) # access-list access-list-number permit-ip sourcerouter-
ipnetwork sourcerouter-subnetmask targetrouter-ipnetwork targetrouter-sub netmask
Router (config) # dialer-list groupnumber list access-list-nu mber

8. Configure a static route to allow cautivity to the targetouter’s
local network. Enter the network number of the target raute
local IP network and subnet mask, and the IP address tafrtjet
router’s BRI port:

Router (config) 3 ip route targetrouter_ipnetwork subnetmask
targetBRIport_ipaddress

9. Entertheexit command to exit configuratianode.

10. Enter thecopy running-config startup-config
command to save the configuration tyRIAM.

Configuring This section explains how to configure the 4-wire 56/B3skDSU/
Switched 56 CSU WAN modules for switched 56-kbps circuit-switched service
The 4-wire 56/64-kbps DSU/CSU WAN module is dgaofed for
DDS as the factory default, but it can be configured for either switched
56/64-kbps service or DDS.

Take these steps to configure the 4-wire 56/64-kbps DSU/CSU WAN
module for circuit-switched service, substituting the correctesies
and host names as appropriate for youwnek:
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1. Enter enable mode:

Router> enable
password: enablepassword

2. Enter configuration mode:

Router# config term
Router(config)#

3. Assign an IP address to the serial port on the module:

Router(config)# interface serial port_number
Router(config-if)# ip address ipaddress suLne tmask
Router(config-if)# no keepalive

4. Setthe network type to switched:

Router(config-if)# service-module 56k network-type switched

5. Setthe carrier type, where carrier can be tttnspor other:

Router(config-if)# service-module 56k switched-carrier ca mer

6. Enter the dialer information:

Router(config-if)# dialer in-band

Router(config-if)# dialer string targetrouter_phonenu mber
Router(config-if)# dialer-group~ groupnumber

Router(config-if)# exit

Router(config)# dialer-list groupnumber protocol protocol permit
Router(config)#

7. Return to user EXEC mode:

Router(contlg)# exit
Router# exit
Router >
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Configuring DDS  The 4-wire 56/64-kbps DSU/CSU WAN module is dgnfed for
DDS (which are leased or dedicated lines) as the factoryItdfatit

can be configured for either switched 56/64-kbps service or DDS. Th
DDS configuration is described in this section. To configure the 4-wire

56/64-kbps DSU/CSU WAN module for circuit-swhited service,
follow the instructions in the previousai®n Configuring Switched
56.

Take these steps to configure the 4-wire 56/64-kbps DSUIG&H

ule for DDS, substituting the correct addresses and host names as ap-

propriate for your network

1. Enter enable mode;:

Router> enable
password: enablepassword

2. Enter configuration mode:

Router# config term
Router(config)#

3. Assign an IP address to the serial port on the module:

Router(config)# interface serial port_nu mber
Router(config-if)# ip address ipaddress subnet mask
Router(config-if)# no keepalive

4. Setthe network type @DS:

Router(config-if)# service-module 56k network-type ads

5. Return to user EXEC mode:

Router(config-if)# exit
Router(config)# exit
Router# exit

Router>
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Configuring the This section describes how to configure the fractional TDBU/
Fractional T1/T1 CSU WAN module is configured for Extended Superframe Format

(ESF) signal format, bipolar zero substitution (B8ZS), andifailid-
DSU/CSU WAN width as the factory default. Depending on networking remvinent,
Module you might need to change these settings.

Take these steps to configure the fractional TI/T1 DSU/@FAN
module for a typical leased-line connection, subgtituthe correct
addresses and host names as appropriate for gowork:

1. Enter enable mode:

Router> enable
password: enablepassword

2. Enter configuration mode:

Router# config term
Router(config)#

3. Assign an IP address to the serial port on the module:

Router(config)# interface serial port_number
Router(config-if)# ip address ipaddress suLne tmask
Router(config-if)# no keepalive

4. Enter the framing type and line code type, stiligg
framing_type withsf (Superframe) oesf (Extended Super
frame) andinecode_typevith ami (alternate mark inversion) o
b8zs (bipdar eight zero substitution):

Router(config-if)# service-module tl framing framing_type
Router(config-if)# service-module tl linecode linecode type

5. If you are using fractional T1 service, enter the tioeérange and
speed. In this example, the time slot range is from 1 to 2éhand
speed is 64-kbps:

Router(config.f# service-module tl timeslots 1-20 speed 64
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6. Return to user EXEC mode:

Router(config-if)# exit

Router(config)# exit

Router# exit

Router>

Specifying the You can enter multiple boot commands in the confiioman

Boot Method NVRAM to provide a backup method for loading the Cisco IOS image

onto the router. The router boots using the first boot canththat
succeeds. If you enter multiple boot commands, the rextutes
them in the order they are entered. There are two wayathiHe

Cisco 10S image: from Flash memory or from a TFTP server on the
network.

1. Flash memory

Information stored in Flash memory is not vulnerable to network
failures that might occur when you load systentvgalffe from
servers. In this example, replace filenamith the filename of the
Cisco 10S image:

Router> enable

Password: enablepassword

Router# configure term inal

Router (config)# boot system flash filename
Router (config)# Ctrl-Z

Router# copy running-config startup-config
Building configuration...

[OK]

Router# exit

Router>
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Router> enable

Password: enablepassword

Router# configure term

inal

2. TFTP server

If Flash memory is not available, or if Flash memory does not con-
tain a valid Cisco IOS image, you can specify that systetwaud

be loaded from a TFTP server on your network as a baakuofp b
method for the router. In this example, replace filenaritle the
filename of the Cisco IOS image, and replitaddress with the

IP address of the TFTP server:

Router (config)# boot system tftp filename ipaddress

Router (config)#

Ctrl-z

Router# copy running -config startup-config

Building configuration ...
[OK]

Router# exit

Router>
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Checking the Enter theshow version ~ command to check the software version
Configuration (third line from the top in this display) and configuration regisetr

. ting (at the end of this dplay):
Settings

Router> shovrsion

Cisco Internetwork Operating System Soft ware

IOS (to) XX00 Software (XXX-X-X), RELEASE SOFTWARE XX.X(XXXX) [XXX]
Copyright (c) 1986-1996 by Cisco Systems, Inc.

Compiled Tue XX-XXX-XX 13:07 by X XXXX

Image text-base: 0x03032810, data-base: 0x00 001000

ROM: System Bootstrap, Version X. X(XXXX) [XXXXX], RELEASE SOFTWARE
ROM: XX00 Bootstrap Software (XXX-BOOT-X), Version XX.X(XXX XX) [XXXXX]

Router uptime is 4 minutes
System restarted by powe r-on
System image file is Rflash: XXX/ XXX-X-X.Nowvi4", booted via flash

Cisco XXXX(68030) processor (revision X) with 4092K/2048K bytes of memory.
Processor board ID 00000000

Bridging software.

SuperLAT software copyright 199X by Meridian Technology Cord).
X.25 software, Version X.X, NET2, BEE and GOSIP compliant.
TN3270 Emulation software (copyright 199X by TGV Inc).

1 Ethernet/IEEE 802.3 interf ace.

2 Serial network interfaces.

No module installed for Serial Interface 0

No module installed for Serial Interface 1

32K hytes of non-volatile configuration mem ory.
8192K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102

Router>
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Chapter 17: Command References

Introduction

This chapter contains a link to the Al2524/Cisco IOS v. ibdimen-
tation.

Command References

Refer to the Cisco Command Reference chapters on the Al2524/Cisco
IOS v. 11.2 documentation CD.

Security Command Referenc

Wide-Area Networking Command Reference
Network Protocols Commarideference Part 1
Network Protocols Commarideference Part 2
Network Protocols Commarideference Part 3

Bridging and IBM Networking ComandReference
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Chapter 18: System Error Messages

Introduction This chapter contains a link to the Al2524/Cisco 10S v. tib@imen-
tation.

System Error Messages

Refer to the Cisco Command Reference chapters on the Al2524/Cisco
IOS v. 11.2 documentation CD.
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Chapter 19: Debug Command Reference

Introduction This chapter contains a link to the Al2524/Cisco 10S v. tib@imen-
tation.

Debug Command Reference

Refer to the Cisco Command Reference chapters on the Al2524/Cisco
IOS v. 11.2 documentation CD.
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Copyright

© Copyright 1983-1997 Applied Innovation Inporated (All).
The material discussed in this manual is the proprietarperty of
All and All retains all rights to reproduction and diiution of this
document.

AlSwitch, AlSwitch Series 180 and AlSwitch Series 130egjis-
tered trademarks of Applied Innation Inc.

Any other trademarks appearing in this documentationrages
tered trademarks of their respective comigan

FCC Warning

The Federal Communications Commission has set [foritsmit-
ted radio interference, and the AlSwitch is constructed withefleis-
tromagnetic interference (EMI) limitation in mind. The AitSlvis
classified under FCC regulations as a Class A device,ishatdevice
for use in commercial environments and not in residentidsrd his
device has been tested and shown to comply with thevitog FCC
rule: Part 15 Subpart J. Operation of this equipment insdential
area may cause interference to radio and TV reception,iniaguthe
user to take whatever steps are necessary to correct thecirgeck.

Information is available from the FCC describing possitierec-
tive actions. To maintain low EMI levels, we suggest thatigewonly
metal connectors and shielded cable grounded tdrémee.

Electrostatic Discharge Warning

The AlSwitch and its peripherals contain electrostatitsitive
components. Proper handling, shipping, and storagegutions
must be exercised:

e Removal and installation of circuit boards must beqgrened in a
static-free enviroment. This means the techniciamghl wear
an anti-static wrist strip and stand on an anti-statiat. Both the
wrist strap and mat must be grounded at the san# ps th
AlSwitch enclosure.

e When not in use, circuit boards must be kept in theii-static
plastic kags.

e Circuit boards must only be removed from their anti-staléstic
bags immeditelyprior to installation into the AlSwitch encloe.

e Immediately upon removal from the enclosure, cirboards
must be inserted into their anti-statiads.

e Do not ship or store the electronic circuit boards neiong elec-
trostatic, electromagnetic, magnetic, or raditiae fields.

Applied Innovation, Inc.
5800 Innovation Drive
Dublin, Ohio 43016-3271
(614) 798-2000
(800) 247-9482
FAX (614) 798-1770
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Al2524 Router Card, Version 1.00 Release Notes

New Features

AlSwitch Release Notes

Al2524, Version 1.00

Router Card
August 1997

These release notes document new or enhanced featgre®m

mands, upgrade instructions, and problem resolutiorthéofl2524
Router card.

e |SDN/BRI Inferface

Instructions for use of this product are detailed in the Al2524 Router
Manual, document number 2524UM.
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ISDN/BRI The Al2524 ISDN/BRI module provides the digitalization eiet
Inferface phone network so that voice, data, text, graphics, music, video, and
other source material can be provided to end users from a single end-

® user terminal over existing telephone wiring.
n' ACT Activity LED

ACT Flashing LED indicates normabpera
O tion. Transmitting and receiving dat

NT1 O normally.
NT1 Network Termination 1 LED

If the NT1 LED is on, the router deteacts
the ISDN link integrity signal ahe U
interface and the internal S/T interfade,

ISDN-BRI indicating th'at an ISDNonnecibn has
with NT1 been established.

If the NT1 LED blinks once pesecond,
the ISDN connection at the U interfage
is up and the internal S/T interface is
coming up. If this condition persists, th

@ ISDN port is either not configured o

configured incorretly.

If the NT1 LED blinks 8 times pesec-
ond, the ISDN connection at theennal
S/T interface is up and the U interface is
coming up.

If the NT1 LED is off, the router isot
detecting the ISDN link integrity ghal.
Check the BRI cable connection.

ISDN-BRI with RJ-45 connector
NT1
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Configuring If you have an ISDN BRI WAN module, configure the BRI port for

ISDN ISDN. This section explains typical ISDN configuat$ for one or
two B channels. In the examples, the BRI port is configured for IP
routing and Point-to-Point Protoc(®PP) encapsulation.

Complete these steps to configure the router for a basic ISDN PPP
connection on a single B channel or two B channels tisutisg th
correct address and hastmes as appropriate for youtwerk.

1. Enter enable mode;

Router> enable
Password: enable password

2. Enter theconfigure terminal command.

Router# config term

3. If you have not already done so, enterisda switch-type
command to configure the ISDN swittfpe:

router (config) # ISDN switth-type switch-type

4. Enter the BRI interface, encapsulation method (PPP)eatitia
tion type, target router’s IP address and ISDN numberaip atid
the dialer group number:

Router (config) # interface bri O

Router (config-if) # encapsulation ppp

Router (config-if) #ppp authentication chap

Router (config-if) # dial map ip targetrouter_ipaddress targetrouter_phonenu mber
Router (config-if) # dialer-group groupnu mber

Do not use periods or hyphens when you are enteialipg num-
bers.

Note: The ISDN/BRI interface provides dial backup fane
Al2524 card. When a connection is requested, the system
checks the username presented for validity, thealsli
back the number associated with the username.
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5. Some ISDN switch types, such as Basic NI1 or DMS-100 switch

service, require you to configure a service profile identifie
(SPID). Enter the SPID information substituting the appropriat
entries for your installation:

Router (config-if) # isdn spid1 SPID_no phone_number
Router (config-if) # isdn spid2 SPID_no phone_number

6. To set up a second B channel for bandwidth on demand, enter the

load-threshold command to set the ISDN load thresholdloEue
threshold determines the percentage of network loadindniahw

the second ISDN B channel is triggered. The value ranges from 1

to 255 (100 percent).

Router (config-if) 3 dialer load-threshold 128

In this example, the value of 128 means that when the first B chan-

nel reaches 50 percent of its bandwidth capad®8 equals 50
percent of 255), the second B channel will be activateddist
with the bandwidth load.

7. Entertheaccess-list command to configure the ISDN line to
come up whenever IP packets are to be sent:

Router (config-if) # access-list access-list-number permit-ip sourcerouter-
ipnetwork sourcerouter-subnetmask targetrouter-ipnetwork targetrouter-sub netmask
Router (config) # dialer-list groupnumber list access-list-nu mber

8. Configure a static route to allow cautivity to the targetouter’s
local network. Enter the network number of the target raute
local IP network and subnet mask, and the IP address tafrtjet
router’'s BRI port:

Router (config) 3 ip route targetrouter_ipnetwork subnetmask
targetBRIport_ipaddress

9. Entertheexit command to exit configuratianode.

10. Enter thecopy running-config startup-config
command to save the configuration tyRIAM.
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Appendix B: Acronyms

Acronym | Definition

AAA Authentication, Authorization, and
Accounting

AMI Alternate Mark Inversion

ANSI American National Standards Institute

APPN Advanced Peer-to-Peer Networking

ARA AppleTalk Remote Access Protocol

ARP Address Resolution Protocol

ARPA Advanced Research Projects Agency

ATM Asynchronous Transfer Mode

AURP Appletalk Update-based Routing Protocol

Bc Committed Burst Size

Be Excess Burst Size

BECN Backward Explicit Congestion Notification

BERT Bit Error Rate Tester

BFE Blacker Front End

BGP Border Gateway Protocol

BRI Basic Rate Interface

BSC Binary Synchronous Communications

BSTUN Block Serial Tunnel

CCITT Consultative Committee for International
Telegraph & Telephone

CHAP Challenge Handshake Authentication
Protocol
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CIP Channel Interface Protocol
CIR Committed Information Rate
CLI Command Line Interface
CLNS Connectionless Network Services
CMNS Connection-Mode Network Service
CMNS Connection Mode Network Services
CP Control Point
CPU Central Processor Unit
CSLIP Compressed Serial Line Internet Protocol
CSNP Complete Sequence Numer PDU
CSuU Channel Service Unit
CuD Call User Packet
D-bit Data Bit
DCA Defense Communications Agency
DCE Data-Circuit Terminating Equipment
DDN Defense Data Network
DDN Defense Data Network
DDR Dial-on-Demand Routing
DDS Digital Data Service
DE Discard Eligibility
DHCP Dynamic Host Configuration Protocol
DLCI Data Link Connection Identifier
DLUR Dependent LU Requester
DNIC Data Network Identification Code
DSO Digital Signaling O
DSU Digital Service Unit
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DTE Data Terminal Equipment

EGP Exterior Gateway Protocol

ESF Extended Superframe

FDDI Fiber Distributed Data Interface

FIFO First-In First-Out

FRMR Frame Reject Frame

HDLC High-level Link Control

HDLC High-Level Data Link Control

HSRP Hot Standby Router Protocol

HSSI High-Speed Serial Interface

ICMP Internal Control Message Protocol

IETF Internet Engineering Task Force

IGRP Internet Gateway Routing Protocol

IP Internet Protocol

IPCP IP Control Protocol

IPX Internet Packet Exchange

IRDP ICMP Router Discovery Protocol

ISDN Integrated Services Digital Network

IS-IS Intermediate System to Intermediate Syste

ISO International Organization for
Standardization

ISP Internet Service Provider

ITU International Telecommunications

L2F Level 2 Forwarding

LAN Local Area Network

LANE LAN Emulation
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LAPB Link Access Procedure Balanced
LAPB Link Access Procedure Balanced
LAPF Link Access Procedure for Frame Relay
LAT Local-Area Transport
LC Logic Channel
LCI Logic Channel Identifier
LEN Low-Entry Networking
Levell Station Router Level
Level2 Area Router Level
LLC2 Logical Link Control type 2
LMI Local Management Interface
LQM Link Quality Monitoring
LQR Link Quality Reports
LSP Link State PDU
LU Logical Unit
MAC Media Access Control
M-bit More Data Bit
MBRI Multiport BRI
MIP MultiChannel Interface Processor
MLP Multilink PPP
MMP Multichasis Multilink PPP
MOP Maintenance Operation Protocol
MTU Maximum Transmission Limit
NAS Network Access Server
NASI Netware Asynchronous Services Interface
NCD Network Control Device, Inc.
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NCIA Native Client Interface Architecture
NET Network Entity Titles

NETID Network Identifier

NLSP Netware Link Services Protocol
NMP Network Processor Module

NNI Network-to-Network Interface
NSAP Network Service Access Point
NVRAM Nonvolatile Random Access Memory
oSl Open System Interconnection
OSPF Open Shortest Path First

PAD Packet Assembler/Disassembler
PAP Password Authentication Protocol
PDN Public Data Network

PDU Protocol Data Unit

PLP Packet Level Protocol

POP Point of Presence

POP Point of Presence

PPP Point-to-point Protocol

PRI Primary Rate Interface

PSN Packet-Switched Network

PSNP Partial Sequence Number PDU
PU Physical Unit

PVC Permanent Virtual Circuits

QLLC Qualified Logical Link Control
QOS Quality of Service

RIP Routing Information Protocol
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RIP Routing Information Protocol
ROM Read Only Memory
RPOA Recognized Private Operation Agency
RSRB Remote Source-Route Bridging
RTMP Routing Table Maintenance Protocol
SAP Service Access Point
SDLC Synchronous Data Link Control
SF Superframe
SGBP Stock Group Bidding
SLIP Serial Line Internet Protocol
SMDS Switched Multimegabit Data Service
SMTP Simple Mail Transfer Protocol
SNA Systems Network Architecture
SNAP Subnetwork Access Protocol
SNMP Simple Network Management Protocol
SR/TLB Source-Route Translational Bridge
SRB Source-Route Bridging
SRT Source-Route Transport
SvC Switched Virtual Circuit
TAC Terminal Access Controller
TACACS Terminal Access Controller Access Control
System
TCP Transmission Control Protocol
TFTP Trivial File Transfer Protocol
THC TCP/IP Header Compression
TOS Type of Service
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UDP User Datagram Protocol

UP Usage Parameter

URL Universal Resource Locator
VCN Virtual Circuit Nember

VPDN Virtual Private Dial-up Network
VTY Virtual Terminal

WAN Wide Area Network

XNS Xerox Network Systems

XOT X.25 Over TCP
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