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Overview

The ZyWALL 70 is a load-balancing, dual WAN firewall with VPN, bandwidth management, content filtering,
anti-spam, anti-virus, IDP (Intrusion Detection and Protection) and many other features. You can use it as a
transparent firewall and not reconfigure your network nor configure the ZyWALL'’s routing features. The
ZyWALL increases network security by providing DMZ ports for use with publicly accessible servers. This
guide covers the initial connections and configuration needed to start using the ZyWALL in your network.

See the User’s Guide for more information on all features.

You may need your Internet access information.
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This guide is divided into the following sections.
1 Hardware Connections 6 NAT
2 Accessing the Web Configurator 7 Firewall
3 Bridge Mode 8 VPN Rule Setup
4 Internet Access Setup and Product Registration 9 Anti-Spam Setup
5 DNS 10Troubleshooting
1 Hardware Connections
You need the following.
ZyWALL Computer Ethernet Cables Power Cord

3 ) )Tl @



mailto:12345@VoIP-provider.com
mailto:12345@VoIP-provider.com
mailto:12345@VoIP-provider.com
mailto:12345@VoIP-provider.com
mailto:12345@VoIP-provider.com

ENGLISH

Do the following to make hardware connections for initial setup.
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1 Use an Ethernet cable to connect the LAN port to a computer. You can also use Ethernet cables to
connect public servers (web, e-mail, FTP, etc.) to the DMZ ports.

2 Use another Ethernet cable(s) to connect the WAN 1 and/or WAN 2 port to an Ethernet jack with Internet
access.
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EXTENSION CARD SLOT I
@ POWER: 100-240VAC @) m
FUSE RATED: T0.5A250VAC "
®
1|4 (4

a

®

3 Insert the ZyWALL Turbo extension card to use the anti-virus and IDP features or insert a wireless LAN
card to use the wireless LAN feature. See the ZyWALL Turbo Card guide for more information about the
extension card. See the user’s guide about installing a wireless LAN card.

4 Use the included power cord to connect the power socket (on the rear panel) to a power outlet.

5 Push the power switch to the on position and look at the front panel. The PWR LED turns on. The SYS
LED blinks while performing system testing and then stays on if the testing is successful. The ACT, CARD,
LAN, DMZ, and WAN LEDs turn on and stay on if the corresponding connections are properly made.
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2 Accessing the Web Configurator

Use this section to configure the WAN 1 interface for Internet access.

1 Launch your web browser. Enter 192.168.1.1 (the
ZyWALL'’s default IP address) as the address.
If the login screen does not display, see Section
10.1 to set your computer’s IP address.

2 Click Login (the default password 1234 is already
entered).

ZyWALL 70

J File Edit ‘iew Favorites Tools  Help

J P @ ﬁ' | @Search @Favorites Enter Password and click Login.
| Address | httpi//192.168.1.1

—

3 Change the login password by entering a new

4 Click Apply to replace the ZyWALL'’s default
password and clicking Apply.

digital certificate.

Use this screen to change the password. Replace Factory Default Certificate

. The factory default certificate is common to all ZyWALL
Rlerae Paaswoand: _ models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

Retype to Confirm: I

5 The HOME screen opens.

The ZyWALL is in router mode by default. Continue to the next step if you want to use routing features
such as NAT, DHCP and VPN.

Go to Section 3 if you prefer to use the ZyWALL as a transparent firewall.
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6 Check the
Network
Status
table. If the
WAN 1
status is not
Down and
there is an
IP address,
go to
Section 5.

If the WAN
1 status is
Down (or
there is not
an IP
address),
click the
Wizardicon
and use

ZyXEL

HOME

REGISTRATION

HETWORK =

SECURITY

ADYLNCED

REPORTS

LOGS

MAINTENAMNCE

LOGOUT

Automatic Refresh Interval [
System Information

System Name

Model

Boothase Version

Firmware Varsion

Up Time
System Time

Device Mode

Firewall

System Resources

ZyWALL 70

15:44:17

V1.08 | 07/23/2005
W4.03(WM.0)b2 | 07/16/2007

2007-08-22 00:15:53 GMT

Router
Disabled

Flash I:' 3/16 MB
Memory I:' 52/64MB
Sessions I:' 22/10000
[
Interfaces Status IP/Netmask IP Assionment Renew
WAN 1 100M/Full 1114.1337.202/ Static

255.255.0.0
WAN 2 Cown 0.0,0.0¢ 0,0.0.0 CHCP dient Renew
Dial Backup Down 0.0.0.0/ 0.0.0.0 HiA Dial
Lan 100M/Full 10.0,0.1/ 255.0.0.0 DHCP server  HiA
WLAN  L00M/Full 0.0,0.0/ 0.0.0.0 Static HiA
DMZ 100M/Full 0.0.0.0f 0.0.0.0 Static WA

Refresh

wzart 3 Ve (@

Security Services

Turbo Card Installeg

IDP/Anti-Virus Definitions HiA

IDP/Anti-¥irus Expiration Date Cense Inactive
Anti-Spam Expiration Date License Inactive

Content Filter Expiration Daté License Inactive
Intrusion Detected His

Virus Detected MR

Spam Mail Detected Disable (collect statistics)
Vieb Site Blocked MR

Top 5 Intrusion & Yirus Detections
Rank Intrusion Detected Yirus Detected

Latest Alerts

Date /Time
2007-08-21 0812931
2007-08-21 082931
2007-08-21 08:29:31
2007-08-21 08125131

System Status

Message

Failed to sync with NTP zerver: 0.poal.ntp.org
Failed to sync with NTP server: Z.pool.ntp.org
Failed to sync with NTP zerver: 1.poal.ntp.org
Failed to sync with NTP server: 0.pool.ntp.org

Port Statistics DHCP Table ¥PN Bandwidth

Section 4 to configure WAN 1.

Use the NETWORK WAN screens if you need to configure WAN 2. You can also configure load balancing
between the WAN ports.

3 Bridge Mode

When you set the ZyWALL to bridge mode, it functions as a transparent firewall. Do the following to set the
ZyWALL to bridge mode.
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1 Click MAINTENANCE in
the navigation panel and
then Device Mode.

2 Select Bridge and
configure a (static) IP
address subnet mask and
gateway IP address for

the ZyWALL's LAN, WAN,

" Router
DMZ and WLAN IF Address {Ses LAN, WaN, DMZ and WLAN)
interfaces. © Bridge
3 Click Apply. The ZyWALL o o e
restarts. Gateway IP Address
Skip to Section 5 if you have = —

Password 1'Me aat

General Date

Device Mode

The ZyWALL restarts autornatically after you change the device mode and click "apply".

Device F/W
Mode

Router

Backup&Restore Restart Diagnostic

Upload

servers that you need to be

accessible from the WAN.

4 Internet Access Setup and Product Registration

1 Click the Wizard icon in the HOME screen and then
Internet Access Setup to open the Internet access
wizard.

Enter the Internet access information exactly as given to
you.

If you were given an IP address to use, select Static in the
IP Address Assignment drop-down list box and enter the
information provided.

Note: The fields vary depending on what you select in
the Encapsulation field. Fill them in with the

Welcome to the ZyWALL Wizard Setup

( » Internet Access Setup )
e[S USer quickTy configure the ZywalLL 70 to secure Internet

connection)

» VPN Setup
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

* Anti-Spam Setup
{helps user quickly configure the direction to check mail traffic
on theZyWwaLL 700

information provided by the ISP or network
administrator.

Cloze |

Click Apply when you are done.
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* Ethernet Encapsulation WIZARD - Internet Access
Configure a Roadrunner service in the
NETWORK WAN screens (Use the WAN 1 ISP Parameters for Internet Access
tab).

[themer 7]

WAN IP Address Assignment

* PPP over Ethernet or PPTP Encapsulation

Select Nailed-Up when you want your connection up all the time (this could be expensive if your ISP bills you
for Internet usage time instead of a flat monthly fee).

To not have the connection up all the time, specify an idle time-out period (in seconds) in Idle Timeout.
WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

FFP over Ethernet |

L]

L
oo

L]
100

PPTP Configuration

WAN IP Address Assignment

[ormame =1

WAN IP Address Assignment

[oymaric =
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2 Click Next to display the screen where you
can register your ZyWALL with myZyXEL.com
(ZyXEL's online services center) and activate
the free content filtering, anti-spam, anti-virus
and IDP trial applications. Otherwise, click
Skip and then Close to complete Internet
access setup.

Note: Make sure you have installed the ZyWALL Turbo Card before you activate the IDP and anti-virus

subscription services.

You can register ZyWALL on http:/fwww.zyxel.com and activate "Free Trial” of
Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwWalLL,

Click "Mext" to activate these services for FREE.

Turn the ZyWALL off before you install or remove the ZyWALL Turbo Card.

3 If you already have an account at
myZyXEL.com, select Existing
myZyXEL.com account and enter account
information. Otherwise, select New
myZyXEL.com account and fill in the
fields below to create a new account and
register your ZyWALL. Click Next.

= New myZy¥EL.com account

o Existing myZy»EL.com account

User Name ZyBLL
i (Type username and password fram 6 to
Password B
Confirm Password et
E-Mail Address ﬁeﬁ@zyxe\ com
Country Talwan =l
Back I Next

4 Wait for the registration progress to finish.

Register on myZyXEL.com server in Progress

This may take up to 40 secands, Please wait...

EEEEE__ SusmmEEE
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5 The following screen displays if the registration
was not successful. Click Return to go back to
the Device Registration screen and check your
settings.

6 Click Close to leave the wizard screen when

Register Message

You must type a smail in the smail fisld!

Return l

the registration and activation are done.

Note: If you want to activate a standard
service with your iCard’s PIN number
(license key), use the
REGISTRATION Service screen.
See the user’s guide for details.

Installation is complate

Device Registration: Registsrad
Content Filtering : Enabled
IDP/Ant Virus : Enabled

Device Registration: Enabled

Close

5 DMZ

The DeMilitarized Zone (DMZ) allows public servers (web, e-mail, FTP, etc.) to be visible to the outside world
and still have firewall protection from DoS (Denial of Service) attacks.

Unlike the LAN, the ZyWALL does not assign TCP/IP configuration via DHCP to computers connected to the
DMZ ports. Configure the computers with static IP addresses (in the same subnet as the DMZ port's IP
address) and DNS server addresses. Use the ZyWALL's DMZ IP address as the default gateway.

Do the following to configure the DMZ if the ZyWALL is in routing mode.

Note: You do not need to configure DMZ with bridge mode, skip to Section 7.

1 Click NETWORK, DMZ in the navigation panel.
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2 Specify an IP address and subnet mask for the

DMZ interface. DMZ Static DHCP 1P Alias Port Roles
If you use private IP addresses on the DMZ, 1P Address 172 . 028 . 10 . 1 RIP Direction [Both =
y p
H IP Subnet Mask 255 .25 000 0 RIP Version |[RIP-1 =
use NAT to make thg servers publicly O o =
accessible (see Section 6).
. DHCP INnne -

A public IP address must be on a separate 1F pool stardngAddress o . o . o . o Pl size 120
subnet from the WAN port’s public IP address. DHCP ServerAddress | 0 . 0 . 0 . 0

. . DHCP WINS Server 1 o . 0 o .0
If you do not configure NAT for the public IP L

addresses on the DMZ, the ZyWALL routes
traffic to the public IP addresses on the DMZ

™ allow between DMZ and LAN

without performing NAT. This may be useful for I Allow between DMZ and WANL
hosting servers for NAT unfriendly I sy e BT e G
. . I allow between DMZ and WLAN
applications. Note: You also need to create a Firewall rule,
3 Click Apply.
6 NAT

NAT (Network Address Translation - NAT, RFC 1631) means the translation of an IP address in one network
to a different IP address in another. You can use the NAT Address Mapping screens to have the ZyWALL
translate multiple public IP addresses to multiple private IP addresses on your LAN (or DMZ).

The following example allows access from the WAN to an HTTP (web) server on the DMZ. The server has a
private IP address of 10.0.0.20.

10
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1 Click ADVANCED, NAT in the
navigation panel and then Port ! T "
R __NAT Overview  Address Mapping | Port Forwarding | Port Triggering
Forwarding.
2 Select the Active check box. WAN Interface [
3 Type a name for the rule. BB EYTEYTER: Go o Pacel =
4 Type the port number that the T | - |
service uses. BHr o b g i 5 .0 .0 .0
y H| H 0 - o oo o o o o
5 Type the HTTP server’s IP address. ar - T - T —————
6 Click Apply. B I I .0 .y
E| H 0 - o oo o o o o
| H 0 - o oo o o o o
ﬂ| H 0 - o oo o o o o
n| H 0 - o oo o o o o
m| H 0 - o oo o o o o
Mote 1: You may also need to create a Firewall rule.
Mote 2: Port Translation is optional.
Apply Reset

7 Firewall

You can use the ZyWALL without configuring the firewall.

The ZyWALL's firewall is pre-configured to protect your LAN from attacks from the Internet. By default, no
traffic can enter your LAN unless a request was generated on the LAN first. The ZyWALL allows access to the
DMZ from the WAN or LAN, but blocks traffic from the DMZ to the LAN.

8 VPN Rule Setup

A VPN (Virtual Private ———— — — — r——————q
Network) tunnel gives you a ™™ "Local Network i IRem°te ekl |
secure connection to another | [i [ raiots | /i =
computer or network. == | MyEvaLL IPSecRouter | — ~Ema |

A gateway policy identifies the - [—!ﬁj’f‘ V— VP Turnd \* = \; I
IPSec routers at eitherend ofa | ég ATEWAY POLICY é I
VPN tunnel. e e ey e e ilIlllllllllllllllillilllg L______i

A network policy specifies
which devices (behind the
IPSec routers) can use the
VPN tunnel.

METWORK POLICY

[LLLTTI I T Y]
AT

11
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This figure helps explain the main fields in the wizard screens.

" Local Network | MRemote Network
- I Remote |
e I IPSec Router |

g _j»g—\_ VPN Tunnel O\
3 *
Local Network | KA \

L _PAddress

|
I
| <
I L
I Remote Network

=1 Remote I_ e e 2AGdrESS
M Eymats Gateway Address

1 Click the Wizard icon () in the HOME screen and then the VPN Setup link to open the VPN wizard.

Note: Your settings are not saved when you click Back.

2 Use this screen to configure the gateway policy. 3 Use this screen to configure the network policy.
Name: Enter a name to identify the gateway policy. Leave the Active check box selected.
Remote Gateway Address: Enter the IP address or Name: Enter a name to identify the network policy.
domain name of the remote IPSec router. Select Single and enter an IP address for a single IP
address.
- Select Range IP and enter Starting and ending 1P
N = addresses for a specific range of IP addresses.
Select Subnet and enter an IP address and subnet
My ZyWALL o000 mask to specify IP addresses on a network by their

subnet mask.

Remote Gateway Address IBranchOfl\ce.com

Network Policy Propert:

v active
Next Mare |Tas1

Network Policy Setting

Local Metwark © single © Range IP ©* Subnet

Starting IP Address 192 ., 1688 . 1 . 0

Ending IP Address / Subnet

Mask 255 [ X85 285 - 0

Remote Network " single  Range IP ™ Subnet
Starting IP Address 0% F 0 ¢ 0 5 ED
Ending IP Address ¢/ Subnet s . 0 .0 .0
Mask

12
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Note: Make sure that the remote IPSec router uses the same security settings that you configure in
the next two screens.

Negotiation Mode: Select Main Mode for identity protection. Select Aggressive Mode to allow more
incoming connections from dynamic IP addresses to use separate passwords.

Note: Multiple SAs (security associations) connecting through a secure gateway must have the same
negotiation mode.

Encryption Algorithm: Select 3DES or AES for stronger (and slower) encryption.
Authentication Algorithm: Select MD5 for minimal security or SHA-1 for higher security.
Key Group: Select DH2 for higher security.

SA Life Time: Set how often the ZyWALL renegotiates the IKE SA (minimum 180 seconds). A short SA life
time increases security, but renegotiation temporarily disconnects the VPN tunnel.

Pre-Shared Key: Use 8 to 31 case-sensitive ASCII characters or 16 to 62 hexadecimal ("0-9", "A-F")
characters. Precede a hexadecimal key with a "0x” (zero x), which is not counted as part of the 16 to 62
character range for the key.

Encapsulation Mode: Tunnel is compatible with NAT, Transport is not.

IPSec Protocol: ESP is compatible with NAT, AH is not.

Perfect Forward Secrecy (PFS): None allows faster IPSec setup, but DH1 and DH2 are more secure.

4 Use this screen to configure IKE (Internet Key 5 Use this screen to configure IPSec settings.
Exchange) tunnel settings.
Encapsulation Mode i Tunnel © Transpart
o
Negatiation Mode & Main Mode ¢ Aggressive Mode 1Psec P.rntncnl ESP  AH
: : Encryption Algarithm < pes ¢ aEs { 3DES © NULL
Encryption Algorithm  peEs ¢ aEs ¢ 3DES tiluem e o o ~
Authentication Algarithm sHA1 1 MDS uthentication Algorithm SHa1  MDS
Key Group & DH1 ¢ DHz 54 Life Time 28800 (Seconds)
) Perfect Forward Secrecy o P -
SA Life Time 28500 (2econds) (PFS) Mone © DH1 O DHz
pre-Shared key fi123¢5678
Backl Nextl

13
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6 Check your VPN settings. Click Finish to save the
settings.

7 Click Close in the final screen to complete the
VPN wizard setup. Continue with the next section
to activate the VPN rule and establish a VPN

Gateway Policy Proparty
Hame

Gateway Policy Setting
My ZyWALL
Remote Gateway Address

Metwark Policy Property
Active
Mame

Hetwork Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remnote Network
Starting IP Address
Subnet Mask

IKE Tunnel Setting {IKE Phase 1)
Authentication For Activating YPN
Authenticated By
User Name
Password
Hegatiation Mode
Encryption Algorithm
Authentication Algorithm
Key Group
SA Life Time
Pre-Shared Key

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication &lgorithm
S5A Life Time
Perfect Forward Secrecy [PFS)

Test

0.0.0.0
Branchoffice com

Tes
Test

192.168.1.0
255.255.255.0

10,000
255.0.0.0

Main Mode
DES
MDS

H1
28800 (Seconds)
12345678
Tunnel Mode
ESP
BES:

HAt
23800 (Seconds)
None

connection.

camplete,

http:/fwww 2y xel.com

Congratulations. The VPN wizard configuration is

Check our exdting range of ZyXEL products at

Having ¥PH access problems?

1. Werify your settings in this wizard.,

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings vou entered
in the wizard are correct.

3. If you still have problems, please contact
customer support,

Cloze

Back | Finish

8.1 Using the VPN Connection

Use VPN tunnels to securely send and retrieve files, and allow remote access to corporate networks, web
servers and e-mail. Services work as if you were at the office instead of connected through the Internet.

For example, the “test” VPN rule allows secure
access to an web server on a remote corporate
LAN. Enter the server’s IP address (10.0.0.23 in
this example) as your browser’s URL. The
ZyWALL automatically builds the VPN tunnel
when you attempt to use it.

VPN Rules (IKE) ¥PN Rules (Manual)  SA Monitor Global Setting

Local Remote Encancutation PSec
Network | Network F AI( orithm|

192 168.1.0 / 10.0.0.0 / Tunnel [ESP DES-
255 255.255.0/255.0.0.0 -SHA1

Fefresh |

Click SECURITY, VPN in the navigation panel and
then the SA Monitor tab to display a list of
connected VPN tunnels (the “test” VPN tunnel is
up here).

Disconnect |

14
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9 Anti-Spam Setup
Use anti-spam to have the ZyWALL check for unsolicited commercial or junk e-mail (spam).
Note: You must have already subscribed to the anti-spam service to use the feature (see page 6).

1 Click the Wizard icon in the HOME screen and then Anti-Spam Setup to open the anti-spam wizard.

2 ﬁelect the _Iocatlons whe_re you WIZARD - Anti-Spam
ave e-mail servers. An icon of an
e-mail server appears at each spot
you select. In this example the e-
mail servers are on the LAN.

Email Server Location Setting

3 The ZyWALL recommends which -
traffic flows to scan for spam based LA IS L)
on the locations of your e-mail
servers.

Recommended Protected Traffic Direction Summary

15
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4 Use this screen to enable anti-
spam and select which traffic flows

the ZyWALL scans for spam. The

recommended traffic flows are Recommended Protected Traffic Direction Settings
a|ready SeleCted. YOU genera”y rou can modify the settings or click "Back" to update the topology.
only need to select traffic directions ¥ Enable Anti-Spam

that have incoming e-mail from
outside e-mail servers.

5 Click Apply.
| N m 8 | & [ = & | =]
T - s | =
v md w | =
Coe  mim s | =
TS| s | =
I - x| m
* Protected Traffic Direction
JE=T
6 Click Close in the final screen to
complete the anti-spam wizard
setup.
7 Congratulations, you have Congratulations. The Anti-Spam direction configuration is complete.
configured the ZyWALL to scan for
spam e-mail. Cioss |

You can also use the anti-spam whitelist and blacklist to identify legitimate e-mail and spam. See the anti-
spam chapter in the User’s Guide for details.

10 Troubleshooting

Problem Corrective Action

None of the LEDs | Make sure that you have the power cord connected to the ZyWALL and plugged in to an

turn on. appropriate power source. Make sure you have the ZyWALL turned on. Check all cable
connections.

If the LEDs still do not turn on, you may have a hardware problem. In this case, you should
contact your local vendor.

16
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Problem Corrective Action

Cannot access Check the cable connection between the ZyWALL and your computer or hub. Refer to
the ZyWALL from | Section 1 for details.

the LAN.

Ping the ZyWALL from a LAN computer. Make sure your computer’s Ethernet card is
installed and functioning properly.

In the computer, click Start, (All) Programs, Accessories and then Command Prompt. In
the Command Prompt window, type "ping" followed by the ZyWALL’s LAN IP address
(192.168.1.1 is the default) and then press [ENTER]. The ZyWALL should reply. Otherwise,
refer to Section 10.1.

If you've forgotten the ZyWALL'’s password, use the RESET button. Press the button in for
about 10 seconds (or until the PWR LED starts to blink), then release it. It returns the
ZyWALL to the factory defaults (password is 1234, LAN IP address 192.168.1.1 etc.; see
your User’s Guide for details).

If you've forgotten the ZyWALL's LAN or WAN IP address, you can check the IP address in
the SMT via the console port. Connect your computer to the CONSOLE port using a console
cable. Your computer should have a terminal emulation communications program (such as
HyperTerminal) set to VT100 terminal emulation, no parity, 8 data bits, 1 stop bit, no flow
control and 9600 bps port speed.

Cannot access Check the ZyWALL'’s connection to the Ethernet jack with Internet access. Make sure the
the Internet. Internet gateway device (such as a DSL modem) is working properly.

Click WAN in the navigation panel to verify your settings.

Cannot establish | Make sure the ZyWALL and the remote IPSec router use the same VPN settings. Click VPN
a VPN connection |in the navigation panel to configure advanced settings.

Access a web site to check that you have a successful Internet connection.

10.1 Set Up Your Computer’s IP Address

This section shows you how to set up your computer to receive an IP address in Windows 2000, Windows NT
and Windows XP. This is ensures that your computer can communicate with your ZyWALL.
1 In Windows XP, click Start, Control Panel.
In Windows 2000/NT, click Start, Settings, Control Panel.
2 In Windows XP, click Network Connections.
In Windows 2000/NT, click Network and Dial-up Connections.

17
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3 Right-click Local Area Connection and then click Properties.

4 Select Internet Protocol (TCP/IP) (under the General
tab in Windows XP) and click Properties.

5 The Internet Protocol TCP/IP Properties screen
opens (the General tab in Windows XP). Select the
Obtain an IP address automatically and Obtain DNS
server address automatically options.

6 Click OK to close the Internet Protocol (TCP/IP)
Properties window.

7 Click Close (OK in Windows 2000/NT) to close the
Local Area Connection Properties window.

8 Close the Network Connections screen.

Internet Protocol (TCP/IP) Properties

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5" Obtain an IF address automaticall ]
—" Use the following IP address:

1P address; I . . .
Subret mask: I . . :
Default gateyay: I = : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————

Advanced... |

Brefered DHS senver:

Alternate DHE server

[

Cancel |

21|

Procedure to View a Product’s Certification(s)

1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.

3 Select the certification you wish to view from this page.

18
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Ubersicht

Die ZyWALL 70 ist eine Load-balancing-, Dual-WAN-Firewall mit VPN, Bandbreitenmanagement, Content
Filtering, Anti-Spam, Anti-Virus, IDP (Intrusion Detection and Protection) und vielen anderen Funktionen. Sie
kénnen sie als transparente Firewall verwenden, ohne das Netzwerk neu zu konfigurieren und die
Routingfunktionen des Gerats zu konfigurieren. Die ZyWALL erhoht die Netzwerksicherheit, indem sie DMZ-
Ports fir die Verwendung 6ffentlich zugénglicher Server bietet. In dieser Anleitung finden Sie eine
Beschreibung der Anschlisse und der Konfiguration, die notwendig ist, damit Sie die ZyWALL in lhrem

Netzwerk verwenden kénnen.

Eine ausfuhrliche Beschreibung aller Funktionen finden Sie im Benutzerhandbuch.

Bitte halten Sie die Daten fur Ihren Internetzugang bereit.

EEaaEEBSE T VPN
LAN
WAN - A m
[ ey 4 o
iklifmet Sty ¢ ==
\_) \_‘-- Internet “----\-
-
Diese Anleitung ist in die folgenden Abschnitte aufgeteilt.

1 AnschlieRen der Hardware 6 NAT
2 Zugriff auf den Web-Konfigurator 7 Firewall

3 Bridge Mode

4 Einrichten des Internetzugriffs und
Produktregistrierung

5 DNS

1 AnschlieBRen der Hardware

Sie bendtigen folgendes:
ZyWALL

Computer

R ) T @@

8 Einstellen der VPN-Regeln
9 Anti-Spam einrichten
10Problembeseitigung

Ethernetkabel

Netzkabel
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Wenn Sie das Gerét installieren, mussen Sie die Hardwaregerate folgendermafien anschlielRen.

‘ ‘ j\||\II\||HHIIHHIHIIHIIIIIU

LAN ‘WAN-1 'WAN-2 DMZ 10/100
r 1o 1T 1T !
10/100 10/100 10/100 1 3 3 4 DIAL BACKUP CONSOLE

- EEerTTE

INTERNET SECURTTY APPLIANCE

1 Verbinden Sie den LAN-Port mit einem Ethernet-Kabel mit dem Computer. Mit Ethernet-Kabeln kénnen
Sie auch o6ffentliche Server (Internet, E-Mail, FTP, usw.) an die DMZ-Ports anschlief3en.

2 Schlief3en Sie mit einem anderen Ethernet-Kabel den WAN 1- und/oder WAN 2-Port an die Ethernet-
Buchse mit Internetzugriff an.

O \&)
EXTENSION CARD SLOT I n
@ POWER: 100-240VAC @)
FUSE RATED: T0.5A250VAC "
®
1|4 (4
a
®

3 Wenn Sie die Antiviren- und IDP-Funktion verwenden mdchten, missen Sie die Erweiterungskarte
ZyWALL TURBO einsetzen. Fur die LAN-Funktion bendtigen Sie die Wireless LAN-Karte. Weitere
Informationen zu den Erweiterungskarten erhalten Sie in der Bedienungsanleitung der ZyWALL Turbo
Karte. Eine Installationsanleitung fur eine Wireless LAN-Karte finden Sie im Benutzerhandbuch.

4 Schliessen Sie den Netzanschluss des Gerats (an der Riickseite) mit dem mitgelieferten Netzkabel an
eine Netzsteckdose an.

5 Schalten Sie den Ein/Aus-Schalter in die Position On und sehen Sie sich das vordere Bedienfeld an. Die
PWR-LED beginnt zu leuchten. Wahrend des Systemtests blinkt die SYS-LED. Wurde er Test erfolgreich
abgeschlossen, bleibt diese Anzeige an. Die LEDs ACT, CARD, LAN, DMZ und WAN beginnen zu
leuchten und bleiben an, wenn die entsprechenden Verbindungen richtig hergestellt wurden.
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2 Zugriff auf den Web-Konfigurator

In diesem Abschnitt wird beschrieben, wie die WAN 1-Schnittstelle fir den Internetzugriff konfiguriert wird.

1 Starten Sie lhren Internetbrowser. Geben Sie als
Adresse 192.168.1.1 (die IP-Standardadresse
des ZyWALL) ein.

Wenn das Loginfenster nicht angezeigt wird, lesen
Sie in Abschnitt 10.1 nach, wie Sie die IP-Adresse
Ihres Computers einstellen kdnnen.

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites

| Address | httpi//192.168.1.1

3 Andern Sie das Passwort, indem Sie ein neues
Passwort eingeben und auf Apply (Ubernehmen)
klicken.

Use this screen to change the password.

MNew Password:

Retype to Confirm:

5 Das Fenster HOME wird angezeigt.

2 Klicken Sie auf Login (Einloggen) (das
Standardpasswort 1234 ist bereits vorgegeben).

ZyWALL 70

Enter Password and click Login.

—

4 Klicken Sie auf Apply (Ubernehmen), um das
Standarddigitalzertifikat der ZyWALL zu ersetzen.

Replace Factory Default Certificate

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

StandardmafRig befindet sich die ZyWALL im Routermodus. Wenn Sie Routingfunktionen wie NAT, DHCP
oder VPN verwenden moéchten, gehen Sie weiter zum nachsten Schritt.

Gehen Sie zu Abschnitt 3, wenn Sie die ZyWALL als eine transparente Firewall verwenden méchten.
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Prifen Sie =
die ZyXEL Automatic Refresh Interval IS Refresh waarn () e (D)

Netzwerkst HOME ! .

System Name Turbo Card Stalled
atus REGISTRATION Model ZyWALL 70 1DP/ Anti-Vitus Definitiop WA
tabell N - Bootbase Version V1,08 | 07/23/2005 IDP/Anti-Virus Expiration Date  License Inactive
v
abelle. = Firmware Version W4.03(WHM.0)b2 | 07/16/2007 Anti-Spam Expiration Date License Inactive

Wenn der SECURITY Up Time 15:44:17 Content Filter Expiration Date License Inactive

ADY¥HLNCED System Time 2007-08-22 00:15:53 GMT Intrusion Detected Hi
Status von i Virus Detected wia

\ = evice Mode cuter
D Mad. Faut

REPORTS =~ _ Spam Mail Detectad Disable [collact statistics)
WAN 1 Firewall Disabled

R Web Site Blocked WiA

nicht Down RSN

ist und eine G= 1 BfIB6D | Rank Intrusion Detected Virus Detected
IP-Adresse DU ey ] s : —
Sessions I:' 22/10000

angegeben cpu [ 2504 Latest Alerts
|St gehen Date /Time Message
s ——— — — - 2007-08-21 08:23:31  Failed & ith NTP 1 0.paal.ntp.
R Interfaces Status IP/Netmask  IP Assionment Renew e e e
Sie zu 2007-08-21 08:28:31  Failed to sync with NTP server: Z.pocl.ntp.org
WAN 1 100M/Full 1114.1337.202/ Static
i 2s=.255.0.0 2007-08-21 08:29:31  Failed to sync with NTP server: Lpoclntp.org
Abschnitt 5. WAN 2 Down 0.0.0.07 0.0.0.0  GHGP chient | Renaer 2007-08-21 08:28:31  Failed to sync with NTP server: 0.pocl.ntp.org
Disl Backup Down 0.0.0.0/ 0.0.0.0 WA Dial G GRS
Wenn der Lan 100M/Full 10.0,0.1/ 255.0.0.0 DHCP server  NAA Port Statistics | DHCP Table PN Bandwidth
Status bei WLAN  100M/Full 0.0.0.0f 0.0.0.0  Static WA
pMz 100M/Full 0.0.0.0f 0.0.0.0  Static WA

WAN 1
Down ist
(oder es keine IP-Adresse gibt), klicken Sie auf das Wizard (Assistent)-Symbol, und konfigurieren Sie WAN 1
gemaf der Beschreibung in Abschnitt 4 WAN.

Verwenden Sie das NETWORK WAN Fenster, wenn Sie WAN 2 konfigurieren mochten. Sie kénnen auch
ein Load-balancing zwischen den WAN-Ports konfigurieren.

3 Bridge Modus

Wenn Sie bei der ZyWALL den Bridge Modus einstellen, funktioniert sie als transparente Firewall. Bei der
ZyWALL wird der Bridge Modus folgendermafien eingestellt:
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1 Klicken Sie in der
Navigationsleiste auf
MAINTENANCE General Password T'“S:t:nd
(Wartung) und dann auf
Device Mode
(Geratemodus).

2 Wahlen Sie Bridge
(Brucke) und konfigurieren

Device F/W

Device Mode Router

The ZyWALL restarts autornatically after you change the device mode and click "apply".

Backup&Restore Restart Diagnostic

Upload

i Router
Sie eine statische) IP- Ip Address (See LAN, WaN, DMZ a
Adressen-Subnetmaske T Bridge

IP address
IP Subnet Mask
Gateway [P Address

und eine Gateway-IP-
Adresse fir die LAN-,
WAN-, DMZ- und WLAN-

Schnittstelle der ZyWALL.

Reset

3 Klicken Sie auf Apply
(Ubernehmen). Die
ZyWALL wird neu
gestartet.

Gehen Sie weiter zu Abschnitt
5, wenn Sie Server haben,
auf die Sie vom WAN aus
zugreifen mussen.

4 Einrichten des Internetzugriffs und Produktregistrierung

1 Klicken Sie im Startfenster (HOME) auf das Assistent-
Symbol (. und dort auf die Verknipfung Internet
Access Setup (Einrichten des Internetzugriffs), um den

Assistenten zum Einrichten des Internetzugriffs aufzurufen.

Geben Sie die Daten fiir den Internetzugriff so ein, wie Sie
sie erhalten haben.

Wenn Ihnen eine IP-Adresse gegeben wurde, wahlen Sie
im Listenfeld IP Address Assignment (IP-
Adressenzuweisung) die Option Static (Statisch) und
geben Sie dort die Daten ein.

Hinweis: Je nachdem, was Sie im Feld Encapsulation
(Verkapselung) wahlen, sieht die
Eingabemaske anders aus. Geben Sie dort die

Welcome to the ZyWALL Wizard Setup

( » Internet Access Setup )
e[S User quickTy configire the ZywalLL 70 to secure Internet

connection)

» VPN Setup
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

* Anti-Spam Setup
{helps user quickly configure the direction to check mail traffic
on theZyWwaLL 700

Cloze |

Daten ein, die Sie von lhrem Internetdienstanbieter oder Netzwerkadministrator erhalten

haben.
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Wenn Sie die Eingabe beendet haben, klicken Sie auf Apply (Ubernehmen).

« Ethernet Encapsulation
WIZARD - Internet Access

Konfigurieren Sie einen Roadrunnerdienst in den

NETWORK WAN (Netzwerk-WAN) Fenstern (auf
der Registerkarte WAN 1).

ISP Parameters for Internet Access

-
WAN IP Address Assignment

e

* PPP over Ethernet or PPTP Encapsulation
Wahlen Sie Nailed-Up, wenn die Verbindung dauerhaft aufrecht erhalten werden soll (das kann jedoch sehr
teuer sein, wenn |hr Internetdienstanbieter Ihnen die Benutzungsdauer anstelle eines monatlichen
Pauschalbetrags in Rechnung stellt).

Wenn die Verbindung nicht dauerhaft stehen soll, miissen Sie bei Idle Timeout (Leerlaufausschaltzeit) eine
Leerlaufausschaltzeit (in Sekunden) festlegen.
WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access R G 0 e I s

PPP over Ethernet = |

————
—
R

L]

! PPTP Configuration

100

WAN IP Address Assignment

[oyrame =1

WAN IP Address Assignment

[ooreme ]
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2 Klicken Sie auf Next (Weiter), um das Fenster
aufzurufen, in dem Sie lhre ZyWALL bei
myZyXEL.com (Online-Servicezentrum von TR Fant s e rviceractiuationd oL fie}
ZyXEL) registrieren und den kostenlosen You can register ZyWALL on http://www.zyxel.com and activate "Free Trial” of
Inhaltsfllter SOWle dle Antl-Spam—, Ant|V|ren— Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwalLl,
und IDP-Testsoftware aktivieren kénnen.
Oder Sie klicken auf Skip (Uberspringen) und
dann auf Close (Schliessen), um das
Einrichten des Internetzugriffs o] et |
abzuschliessen.

Click "Mext" to activate these services for FREE.

Hinweis: Stellen Sie sicher, dass die ZyWALL Turbo Karte installiert ist, bevor Sie die Abodienste fiir
IDP und die Antivirensoftware aktivieren.

Schalten Sie immer erst die ZyWALL aus, bevor Sie die ZyWALL Turbo Karte einsetzen oder
entfernen.

3 Wenn Sie bei myZyXEL.com bereits ein
Konto haben, wahlen Sie Existing
myZyXEL.com account (Bestehendes
myZyXEL.com-Konto) und geben Sie die

. - = New myZy=EL.com account o Existing myZy»EL.com account
Daten zum Konto ein. Anderenfalls wéhlen
. User Mame DWWALL
Sie New myZyXEL.com account (Neues e (e ueamme ndpassurd fom e
myZyXEL.com-Konto) und fiillen Sie die e ey
Felder unten aus, um ein neues Konto zu E-Mail Address fest@zeioom
éffnen und die ZyWALL zu registrieren. sy  Taivan I~

Klicken Sie auf Next (Weiter).

Back I et

4 Warten Sie ab, bis die Registrierung
abgeschlossen ist.

Register on my2yXEL.com server in Progress

This may take up to 40 secands, Please wait. ..
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5 Im folgenden Fenster wird angezeigt, wenn die
Registrierung nicht erfolgreich durchgefiihrt
wurde. Klicken Sie auf Return (Zuruck), um
zum Fenster Device Registration (Gerat
registrieren) zurtickzukehren. Priifen Sie noch
einmal |hre Einstellungen.

Register Message

You must type a smail in the smail fisld!

6 Klicken Sie auf Close (Schliessen), um
nach der Registrierung und Aktivierung den
Assistenten zu verlassen.
Hinweis: Wenn Sie mit der PIN-Nummer Giayiomi Sl
(Lizenzschlissel) auf Ihrer iCard s T
einen Standarddienst aktivieren I it e R
mdchten, gehen Sie zum Fenster
REGISTRATION. Ausfihrliche _Close |
Informationen finden Sie im
Benutzerhandbuch.
5 DMZ

Die DeMilitarisierte Zone (DMZ) ermdglicht es, dass o6ffentliche Server (Internet, E-Mail, FTP, usw.) nach
auflen hin sichtbar sind aber dennoch Uber Firewallschutz vor DoS-Angriffen verfiigen (Denial of Service).

Anders als beim LAN weist die ZyWALL den an den DMZ-Ports angeschlossenen Computern nicht tber
DHCP die TCP/IP-Konfiguration zu. Die Computer werden mit statischen IP-Adressen (in demselben Subnetz
wie die IP-Adressen des DMZ-Ports) und DNS-Serveradressen konfiguriert. Verwenden Sie die DMZ-IP-
Adresse der ZyWALL als Standardgateway.

Wenn sich die ZyWALL im Routingmodus befindet, wird die DMZ folgendermalen konfiguriert.
Hinweis: Im Bridge Modus muss die DMZ nicht konfiguriert werden. Gehen Sie weiter zu Abschnitt 7.

1 Klicken Sie in der Navigationsleiste auf NETWORK (NETZWERK), DMZ.
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2 Geben Sie fir die DMZ-Schnittstelle eine IP-
Adresse und eine Subnetmaske an.

Wenn Sie in der DMZ private IP-Adressen
verwenden, kdnnen Sie die Server mit NAT
offentlich zuganglich machen (siehe Abschnitt
6).

Eine offentliche IP-Adresse muss sich auf
einem anderen Subnetz als dem der
offentlichen IP-Adresse eines WAN-Ports
befinden. Wenn Sie das NAT nicht flir die
offentlichen IP-Adressen aus der DMZ
konfigurieren, leitet die ZyWALL den
Datenverkehr ohne NAT zu den offentlichen
IP-Adressen in der DMZ. Diese Funktion kann
fir die Hostserver bei NAT-feindlichen
Anwendungen sehr nitzlich sein.

3 Klicken Sie auf Apply (Ubernehmen).

6 NAT

DMZ Static DHCP IP Alias Port Roles

DM2 TCPfIP

RIF Direction |Both hd

IP Address 72 . 25 10 . A

IP Subnet Mask 285 .25 . 0 . 0O RIP Version RIF-1 =
Multicast INUHE VI
DHCP Setup
DHCP INDHE A
IP Pool Starting Address 0 . 0O o 0 Pool Size 128
DHCP Server Address o . 0 o 0
DHCP WINS Server 1 o .0 .0 .0
DHCP WINS Server 2 o .0 o )

Windows Networking (NetBIDS over TCP/IP

I™ Allow between DMZ and LAN

™ allow between DMZ and WANL
™ Allow between DMZ and WANZ
™ allow between DMZ and WLAN

Mote: You alse need to create a Firewall rule.

Reset

NAT (Network Address Translation - NAT, RFC 1631) ist die Ubersetzung einer IP-Adresse eines Netzwerks
in eine andere IP-Adresse eines anderen Netzwerks. Wenn die ZyWALL mehrere 6ffentliche IP-Adressen in
mehrere private IP-Adressen lhres LAN (oder |hrer DMZ) ibersetzen soll, verwenden Sie die Fenster NAT

Address Mapping (NAT-Adressmapping).

Das folgende Beispiel zeigt den Zugriff von einem WAN- auf einen HTTP-Server (Internet) in der DMZ. Der

Server hat die private IP-Adresse 10.0.0.20.
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1 Klicken Sie in der Navigationsleiste
auf ADVANCED (ERWEITERT),
NAT und dann auf Port Forwarding
(Portweiterleitung).

2 Wahlen Sie das Kontrollfeld Active
(Aktiv).

3 Geben Sie eine Bezeichnung fir die
Regel ein.

4 Geben Sie die Portnummer ein, die
der Dienst verwendet.

5 Geben Sie die IP-Adresse des
HTTP-Servers ein.

6 Klicken Sie auf Apply
(Ubernehmen).

7 Firewall

_NAT Overview

Address Mapping [ Port Forwarding | Port Triggering

Port Forwarding Rules

WaN Interface

Default Serv

er

WWAN 1 ¥

B o 0

o B

Go To Page|1 ¥

| # [active] Name | Incoming Port(s) | Port Translation Server IP Address

|+ [

fek

1w .0 . 0 .20

o

o

0

.0

o

o

0

o

o

0

o

o

0

o

o

0

o

o

0

o

o

0

o

o

0

o

o

i

o|lalole]le|ele|eo]e
o|lo|leo|lele|ale|eo]e
o|la|e|e]e|ele|eo]e

olo|ele]e|e]|e|e

Mote 1: You may also need to create a Firewsll ruls,
Mote 2: Port Translation is optional,

Apply

Sie kdnnen die ZyWALL verwenden, ohne die Firewall zu konfigurieren.

Die Firewall die ZyWALL ist so vorkonfiguriert, dass sie Ihr LAN vor Angriffen aus dem Internet schiitzt. Bei
der Standardeinstellung kénnen keine Daten in Ihr LAN eindringen, wenn nicht zuvor eine Anfrage aus dem
LAN gestellt wurde. Die ZyWALL lasst den Zugriff vom WAN oder LAN auf die DMZ zu, blockiert aber den

Datenverkehr aus der DMZ zum LAN.

8 Einstellen der VPN-Regeln

Mit einem VPN-Tunnel (Virtual

Private Network) haben Sie I--_Lo_c'am?v;k-l

eine sichere Verbindung zu | [i i

anderen Computern oder =t j MyZywWALL
Netzwerken. | !‘G‘ﬂ—\

Eine Gateway-Policy | A

identifiziert an jedem Ende
eines VPN-Tunnels die IPSec-
Router.

B e e e s s e

5

VPN Tunne

Remote

IPSec Router — .
-_

. |

GaTEwWAY POLICY ‘

METWORK POLICY

rRe——————

mote Metwork

. ]

Yveverereveve
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In einer Netzwerk-Policy ist festgelegt, welche Gerate (hinter den IPSec-Routern) den VPN-Tunnel benutzen
durfen.

Diese Abbildung soll die Hauptfelder in den Assistentenfenstern erlautern.

" Local Network | IrRemote Network

- I Remote |
= I

I
: IPSec R |
b ec Router
—- u _
I P Addross K \ Remote Network

IP Address I | IP Address
I————————l My ZyWALL Remote s s s i i e’ e e

Gateway Address

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol () und dort auf die Verknlpfung VPN Setup
(VPN Einrichten), um den VPN-Assistenten aufzurufen.

Hinweis: Wenn Sie auf Back (Zuriick) klicken, werden lhre Einstellungen nicht gespeichert.

2 |In diesem Fenster kénnen Sie die Gateway-Policy
konfigurieren.

Gateway Policy Propert:

Name: Geben Sie einen Namen ein, um die
Gateway-Policy zu bezeichnen.
Remote Gateway Address: Geben Sie die IP-

Adresse oder den Domainnamen des IPSec-Routers
ein.

Name [rest
My ZyWaLL pooo
Remote Gateway Address [Frenchofficecom

Mext
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3 In diesem Fenster kénnen Sie die Netzwerk-Policy
konfigurieren.

Lassen Sie die Markierung im Kontrollfeld Active S
(AktiV). W active

Marme Test

Name: Geben Sie einen Namen fiir die Netzwerk
Po“CV ein. Local Network " Single T Range IP ™ Subnet
Wahlen Sie Single und geben eine IP-Adresse fiir Starting 1P Address 182 168 . 1 . 0
eine Host ein. . EEEEEEE
Wahlen Sie Range IP (IP-Bereich) und geben Sie die e R ¢ single ¢ Range P & subnet

. . . dd i . .
Anfangs- und End-IP eines bestimmten Bereichs von E;::E;i;:*;drgjjmt R s

Mas| E : g

IP-Adressen ein.

Wahlen Sie Subnet (Subnetz) und geben Sie eine IP-
Adresse und eine Subnetmaske ein, um ein [Beck] Next |
bestimmtes Netzwerk anhand ihrer Subnetmaske
festzulegen.

Hinweis: Stellen Sie sicher, dass der Remote-IPSec-Router dieselben Sicherheitseinstellungen
verwendet, die Sie in den zwei folgenden Fenstern festlegen.

Negotiation Mode (Negotiation-Modus): Wahlen Sie Main Mode (Hauptmodus) fiir den Identitatsschutz.
Wahlen Sie Aggressive Mode (Agressiver Modus), wenn mehrere eingehende Verbindungen von
dynamischen IP-Adressen verschiedene Passworter benutzen sollen.

Hinweis: Wenn mehrere SAs (Security Associations) durch ein Sicherheitsgateway verbunden sind,
missen diese denselben Negotiation-Modus haben.

Encryption Algorithm (Verschliisselungsalgorithmus): Wahlen Sie 3DES oder AES firr eine starkere (und
langsamere) Verschllsselung.

Authentication Algorithm (Authentifizierungsalgorithmus): Wahlen Sie MD5 fiir eine minimale Sicherheit
oder SHA-1 fiir eine héhere Sicherheit.

Key Group (Schliisselgruppe): Wahlen Sie DH2 fir eine héhere Sicherheit.

SA Life Time (SA-Dauer): Legen Sie fest, wie oft die ZyWALL die IKE SA wieder verhandelt (mindestens 180
Sekunden). Eine kurze SA-Dauer erhoht die Sicherheit, bei der Verhandlung wird aber voriibergehend der
VPN-Tunnel getrennt.

Pre-Shared Key (Vorgegebener Schliissel): Geben Sie hier 8 bis 31 ASCII-Zeichen (GroR- und
Kleinschreibung beachten) oder 16 bis 62 Hexadezimalzeichen ("0-9", "A-F") ein. Setzen Sie einem
Hexadezimalschlissel ein "0x” (Null x) voran, wird dieses nicht als Teil des 16 bis 32 Zeichen langen
Schlissels betrachtet.

Encapsulation Mode (Verkapselungsmudus): Tunnel (Tunnel) ist kompatibel mit NAT, Transport
(Transport) nicht.

IPSec Protocol (IPSec-Protokoll): ESP ist kompatibel mit NAT, AH nicht.
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Perfect Forward Secrecy (PFS): None (Keine) ermdglicht ein schnelleres Einrichten des IPSec, DH1 und
DH2 bieten aber mehr Sicherheit.

4 In diesem Fenster werden die IKE- 5 In diesem Fenster werden die IPSec-Einstellungen
Tunneleinstellungen (Internet Key Exchange) konfiguriert.
konfiguriert.

WIZARD - VPN

WIZARD - VPN

IPGec Setting (IKE Phase 2}
IKE Tunnel Setting (IKE Phase 1)

6 Prufen Sie Ihre VPN-Einstellungen. Klicken Sie 7 Klicken Sie beim letzten Fenster auf Close

auf Finish (Fertig stellen), um die (SchlieBen), um die Installation mit dem VPN-
Einstellungen zu speichern. Assistenten zu beenden. Fahren Sie mit dem
WIZARD - VPN nachsten Abschnitt fort, um die VPN-Regel zu

aktivieren und eine VPN-Verbindung herzustellen.
WIZARD - VPN

Status
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8.1 Benutzen der VPN-Verbindung

Mit VPN-Tunneln kénnen Sie Dateien sicher senden und empfangen sowie einen Remotezugriff auf
Firmennetzwerke, Internetserver und E-Mails zulassen. Die Dienste funktionieren so, als waren Sie an einem
Standort und nicht tGber das Internet miteinander verbunden.

Zum Beispiel Iasst die VPN-Regel “test” einen
sicheren Zugriff auf einen Internetserver in einem
Remote-Firmen-LAN zu. Geben Sie die IP-Adresse
des Servers (in diesem Beispiell 10.0.0.23) als die
URL Ihres Browsers ein. Die ZyWALL baut
automatisch den VPN-Tunnel auf, wenn Sie ihn
benutzen mdchten.

Klicken Sie in der Navigationsleiste auf SECURITY
(SICHERHEIT), VPN und dort auf die Registerkarte
SA Monitor. Dort erscheint eine Liste der
angeschlossenen VPN-Tunnel (der VPN-Tunnel
“test” ist hier oben).

VPN Rules (IKE) YPN Rules (Manual)  SA Monitor Global Setting

Security Associations Table

e | iy [ i
Network |Hetwork F Algorithm
EI st 192.168.1.0/10000/ L = ESPDES.

55.259.255.0 255.0.0.0 SHA1

Fefresh |

Disconnect |

9 Anti-Spam Setup (Anti-Spam einrichten)

Lassen Sie den ZyWALL mit Anti-Spam nach unerwiinschten Werbe- oder Junk-E-Mails (Spam) suchen.

Hinweis: Um diesen Service zu nutzen bendtigen sie eine glltige Anti-Spam Lizenz.

1 Klicken Sie im Startfenster (HOME) auf das Assistent-Symbol und dort auf Anti-Spam Setup (Anti-Spam
einrichten), um den Anti-Spam-Assistenten aufzurufen.
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2 Wahlen Sie die Zone, in der sich
Ihr E-Mail-Server befindet. An jeder
ausgewahlten Zone erscheint das
Symbol eines E-Mail-Servers. In
diesem Beispiel befinden sich die
E-Mail-Server im LAN.

WIZARD - Anti-Spam

Email Server Location Setting

3 Je nachdem, wo sich die E-Mail-
Server befinden, empfiehlt der
Wizard, welche Datenstrome auf
Spam gepruft werden sollten.

WIZARD - Anti-Spam

Recommended Protected Traffic Direction Summary
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4 In diesem Fenster konnen Sie Anti-
Spam aktivieren und festlegen,
welche Datenstréome die ZyWALL

uberpruft Die empfohlenen Recommended Protected Traffic Direction Settings
Datenstrome sind bereits You can modify the settings or click "Back" to update the topology.
ausgewahlt. Normalerweise [ Enable Anti-Spam

mussen Sie nur eingehende Emails
nach SPAM Uberprifen.

5 Klicken Sie auf Apply

(Ubernehmen). [ r
i mig W m
e mlig W m
o mliin W m
o min W m
BT s |
* Protected Traffic Direction
Elac:kl Applyl

6 Klicken Sie im letzten Fenster auf
Close (SchlieRen), um das
Einrichten des Anti-Spam-
Assistenten zu beenden.

7 Der ZyWALL wurde nun so

konfiguriert, dass er nach Spam-E- Closel
Mails sucht.

Congratulations, The Anti-Spam direction configuration is complete,

Sie kénnen auch mit Hilfe der whitelist und blacklist von Anti-Spam zulassige und unerwiinschte Mails
identifizieren lassen. Ausfuhrliche Informationen dazu finden Sie im Benutzerhandbuch im Kapitel Anti-Spam.

10 Problembeseitigung

Problem Losungsmaoglichkeit

Es leuchtet keine | Stellen Sie sicher, dass das Netzkabel richtig an die ZyWALL und an eine Netzsteckdose
der LED- angeschlossen wurde. Stellen Sie sicher, dass die ZyWALL eingeschaltet wurde. Uberpriifen
Anzeigen. Sie alle Kabelverbindungen.

Wenn die LEDs auch dann nicht leuchten, besteht mdglicherweise ein Hardwareproblem. In
diesem Fall sollten Sie sich an lhren Handler wenden.
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Problem

Losungsmoglichkeit

Aus dem LAN
kann nicht auf die
ZyWALL
zugegriffen
werden.

Uberpriifen Sie die Kabelverbindung zwischen der ZyWALL und dem Computer oder Hub.
Eine ausfihrliche Beschreibung finden Sie in Abschnitt 1.

Versuchen Sie die ZyWALL mit einem Ping von einem LAN-Computer aus zu erreichen.
Stellen Sie sicher, dass die Ethernetkarte des Computers installiert ist und einwandfrei
funktioniert.

Klicken Sie im Computer auf Start, (Alle) Programme, Zubeh6r und dann auf
Eingabeaufforderung. Geben Sie im Fenster Eingabeaufforderung "ping" gefolgt von der
LAN-IP-Adresse der ZyWALL (192.168.1.1 ist die Standardadresse) ein und driicken Sie
dann auf [ENTER]. Nun sollte die ZyWALL reagieren. Falls nicht, lesen Sie nach unter
Abschnitt 10.1.

Wenn Sei das ZyWALL-Passwort vergessen haben, driicken Sie die RESET -Taste.
Driicken Sie etwa 10 Sekunden lang auf die Taste (oder so lange, bis die PWR-LED blinkt).
Lassen Sie die Taste dann wieder los. Auf diese Weise werden alle Einstellungen der
ZyWALL auf ihre Standardwerte zuriickgesetzt (Passwort: 1234, LAN-IP-Adresse
192.168.1.1 usw.; Detailinformationen hierzu finden Sie im Benutzerhandbuch).

Wenn Sie die LAN- oder WAN-IP-Adresse der ZyWALL vergessen haben, kénnen Sie die IP-
Adresse Uber den Konsolenport im SMT einsehen. SchlieRen Sie lhren Computer mit einem
Konsolenkabel an den Anschluss CONSOLE an. Ihr Computer muss Uber ein
Terminalemulationsprogramm (z.B. HyperTerminal) verfligen, das folgendermassen
eingestellt ist: Anschlussemulation VT100, keine Paritat, 8 Datenbits, 1 Stoppbit, keine
Flusskontrolle, Portgeschwindigkeit 9600 bps.

Ein Zugriff auf das
Internet ist nicht
moglich.

Prifen Sie den Anschluss der ZyWALL an der Ethernet-Buchse mit Internetzugriff. Stellen
Sie sicher, dass das Gerat fur den Internetzugriff (zum Beispiel ein DSL-Modem) einwandfrei
funktioniert.

Klicken Sie in der Navigationsleiste auf WAN und Uberpriifen Sie die Einstellungen.

Es kann keine
VPN-Verbindung
hergestellt
werden.

Stellen Sie sicher, dass die ZyWALL und der Remote-IPSec -Router die gleichen VPN-
Einstellungen verwenden. Klicken Sie in der Navigationsleiste auf VPN , um die erweiterten
Einstellungen zu konfigurieren.

Rufen Sie eine Website auf, um zu Gberpriifen, ob die Internetverbindung hergestellt werden
kann.

10.1 Einrichten der IP-Adresse des Computers

In diesem Abschnitt wird beschrieben, wie Sie Ihren Computer einrichten missen, damit er bei Windows
2000, Windows NT und Windows XP eine IP-Adresse empfangen kann. Nur auf diese Weise kann Ihr
Computer mit der ZyWALL kommunizieren.

1 Klicken Sie bei Windows XP auf Start, Systemsteuerung.
Klicken Sie bei Windows 2000/NT auf Start, Einstellungen, Systemsteuerung.
2 Klicken Sie bei Windows XP auf Netzwerkverbindungen.
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Klicken Sie bei Windows 2000/NT auf Netzwerk und DFU-Verbindungen.
3 Klicken Sie mit der rechten Maustaste auf LAN-Verbindung und dann auf Eigenschaften.

4 Wahlen Sie Internetprotokoll (TCP/IP) (bei
Windows XP auf der Registerkarte Allgemein) und
klicken Sie auf Eigenschaften.

5 Das Fenster Eigenschaften von Internetprotokoll
(TCP/IP) erscheint (bei Windows XP auf der
Registerkarte Allgemein).Wahlen Sie IP-Adresse
automatisch beziehen und DNS-Serveradresse
automatisch beziehen.

6 Klicken Sie auf OK, um das Fenster Eigenschaften
von Internetprotokolle (TCP/IP) zu schlielRen.

7 Klicken Sie auf SchlieBen (bei Windows 2000/NT auf
OK), um das Fenster Eigenschaften von LAN-
Verbindung zu schlieRen.

8 SchlielRen Sie das Fenster Netzwerkverbindungen.

Internet Protocol {TCP/IP) Properties

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

l(: Obtain an |P address automaticall ]
—" Use the following IP address:

1P address; I . : :
Subret mask: I : i :
Default gateway: | 5 : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses———————————————————

Advanced... |

Brefered DHS senver:

Alternate DMS server:

el

Cancel |

Schritte zum Ansehen der Produktzertifizierung(en)

1 Besuchen Sie www.zyxel.com.

2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.
3 Wahlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben mdchten.
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Vista previa

El ZyWALL 70 es un cortafuegos de WAN dual, con balanceo de carga, soporte de VPNs, gestion del ancho
de banda, filtrado de contenidos, anti-spam, antivirus, IDP (Intrusion Detection and Protection) y muchas
otras caracteristicas. Puede usarlo como cortafuegos transparente sin reconfigurar su red ni configurar las
caracteristicas de enrutamiento de ZyWALL. El ZyWALL aumenta la seguridad de la red ofreciendo puertos
DMZ para el uso con servidores publicos de acceso. Esta guia cubre las conexiones iniciales y configuracién
necesaria para comenzar a usar el ZyWALL en su red.

Vea la Guia del usuario para mas informacion sobre todas las caracteristicas.

Puede que necesite su acceso a Internet para mas informacion.

WAN AN o w
[ e T»)JI
Inte et e ¢ =
\_.-) \—‘-- Internet --\-
ot

Esta guia esta dividida en las siguientes secciones.

1 Conexiones del hardware
2 Acceso al configurador Web
3 Modo puente (bridge)

4 Configuracion del acceso a Internet y registro del
producto

5 DNS

1 Conexiones del hardware

Necesita lo siguiente.
ZyWALL

Ordenador

6 NAT

7 Cortafuegos

8 Configuracion de reglas VPN
9 Configuracion Anti-Spam
10Solucidén de problemas

Cables Ethernet Cable de alimentacion
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mailto:12345@VoIP-provider.com

ESPANOL

Realice lo siguiente para crear conexiones de hardware para la configuracion inicial.

) —

Imll I ‘wnao Tvonoo | 1000 T s 2 3 4 DIAL BACKUP CONSOLE
HH!I\IHIHIHIHHIIHII o g e :

2yWALL70 me o L[ E3E3EEF ) eEe e

INTERNET SECURTTY APPLIANCE

ey

/

1 Use un cable Ethernet para conectar el puerto LAN a un ordenador. También puede usar cables Ethernet
para conectar servidores publicos (web, correo electrénico, FTP, etc.) a los puertos DMZ.

2 Use otro(s) cable(s) Ethernet para conectar el puerto WAN 1 y/o WAN 2 a un dispositivo Ethernet con
acceso a Internet.

O \&)
EXTENSION CARD SLOT I
@ POWER: 100-240VAC @) m
FUSE RATED: T0.5A250VAC "
®
1|4 (4
a
®

3 Inserte la tarjeta de expansion ZyWALL Turbo para utilizar el antivirus y las caracteristicas IDP o inserte
una tarjeta LAN inalambrica para utilizar la caracteristica LAN. Consulte la guia ZyWALL Turbo Card para
mas informacion sobre la tarjeta de expansion. Consulte la guia del usuario para la instalacion de una
tarjeta LAN inalambrica.

4 Use el cable de alimentacion incluido para conectar el zocalo de alimentacién (en el panel posterior) a una
toma de corriente.

5 Pulse el interruptor de alimentacién hasta la posicion de encendido y mire al panel frontal. EI LED PWR se
encendera. El LED SYS parpadeara mientras realiza la prueba del sistema y luego se quedara fijo si la
prueba ha tenido éxito. Los LEDs ACT, CARD, LAN, DMZ y WAN se encenderan y permaneceran
encendidos si las conexiones correspondientes se han realizado correctamente.
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2 Acceso al configurador Web

Use esta seccion para configurar la interfaz WAN 1 para el acceso a Internet.

1 Abra su explorador de web. Introduzca
192.168.1.1 (la direccién IP predeterminada del
ZyWALL) como direccion.

Si no aparece la pantalla de acceso, vea Seccion
10.1 para ajustar la direccion IP de su ordenador.

J File Edit Wiew Favorites Tools Help

J dm=EBack - = - (3 ot | Qhsearch [ Favorites

|Address | http:j192.168.1.1

3 Cambie la contrasefia de acceso introduciendo

una nueva contrasefia y haciendo clic en Apply
(Aplicar).

Use this screen to change the password.

MNew Password:

Retype to Confirm: R

5 Aparecera la pantalla HOME (Inicio).

2 Haga clic en Login (acceso) (la contrasefia
predeterminada 1234 ya esté introducida).

ZyWALL 70

Enter Password and click Login.

—

4 Haga clic en Apply (Aplicar) para reemplazar el
certificado digital predeterminado de ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

El ZyWALL esta en modo router por defecto. Contintie en el siguiente paso si desea usar caracteristicas

de enrutamiento como NAT, DHCP y VPN.

Vaya a Seccion 3 si prefiere usar el ZyWALL como cortafuegos transparente.
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6 Compruebe —
P ZyXEL Automatic Refresh Interval [ Refrosh WzaR) () e @)

la tabla
Network System Information Security Services
LG System Name Turbo Card Trallad
Status REGISTRATION Model ZywALL 70 IDP / Anti-Virus Definitiop Wi
t d d HETWORE ~ Bootbase Version v1.08 | 07/23/2005 IDP/Anti-¥irus Expiration Date License Inactive
v
(es ado de = Firmware Version W4.03(WHM.0)b2 | 07/16/2007 Anti-Spam Expiration Date License Inactive
la red) Si SECURITY Up Time 15:44:17 Content Filter Expiration Date License Inactive
el estado ADYENCED EretemiiEn sy 2007-08-22 00:15:5% GMT Intrusion Detected /A
Virus Detected [
REFOERS — Device Made Router irus Def I( . i " ,
3 = Spam Mail Detecte [ ot statist
de WAN 1 Firewall Disabled pam Mail Detec! isable (collact statistics)
LOGS Web site Blocked WiA

no es TR Top 5 Intrusion & ¥irus Detections
Down [ m— T
(Caido)y D Hamory o 1 weem : -

Sessions I:' 22/10000

hay una cpu [ 2504 Latest Alerts
dll‘eCCI()n Date /Time Message
Interfaces Status IP/Netmask IP Assianment Renew Az ot 252 Fa':e: & o3 ”'t: Gl °'p°°:'”tp'°'g
2007-08-21 08:29:31 Fail t ith NTP 2. . ntp.
IP, vaya a WAN 1 100M/Full 113.13.37. 202/ Static S ESRIER E{pEEbMHEE)
e 255.255.0.0 2007-08-21 08:29:31 Failed to sync with NTP server: 1L.pocl.ntp.org
SeCClOn 5 WAl 2 Down 0.0.0.0f 0.0.0.0 THGR dient | Renem 2007-08-21 08129131 Failed to sync with NTP server 0.poolntp.org
Disl Backup Down 0.0,0.0/ 0.0.0.0 WA Dial G GRS
Si el estado Lan 100M{FUll 10.0.0.1f 255.0.0.0 DHCP sarer  HiA Port Statistics | DHCP Table wPN | Bandwidth
iy LAk 100M¢Full 0.0.0.0f 0,0.0.0 Static LT
de WAN 1
oMz 100M/Full 0.0,0,0f 0.0.0.0 Static NiA
es Down
(la linea ha

caido) (o no hay una direccion IP), haga clic en el icono Wizard (Asistente) y utilice la Seccién 4 para
configurar WAN 1.

Use las pantallas WAN en NETWORK (red) si necesita configurar WAN 2. También puede configurar la
distribucién de carga entre las conexiones WAN.

3 Modo puente (bridge)

Cuando configura el ZyWALL en modo puente, funciona como un cortafuegos transparente. Haga lo siguiente
para configurar el ZyWALL en este modo bridge.
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1 Haga clic en
MAINTENANCE
(Mantenimiento) en el General  Password T'peand
panel de navegacioén y
luego en Device Mode
(Modo de Dispositivo).

2 Seleccione Bridge
(Puente) y configure una
mascara de subred de

i Router
IF Address

Device Mode Router

The ZyWALL restarts autornatically after you change the device mode and click "apply".

(See LAN, WAN, DMZ

F/fw

Upload Diagnostic

Backup&Restore Restart

direccion IP (estatica) y T Bridge
una direccién IP de puerta i Rililiess

IP Subnet Mask
de enlace para las Gateway [P Address
interfaces LAN, WAN,

oo,
a .
a .

and WLAN)
o
o
a

DMZ y WLAN del

ZyWALL.

Reset

3 Haga clic en Apply
(Aplicar). EI ZyWALL se
reiniciara.

Vaya a Seccion 5 si tiene

servidores que necesitan ser
accesibles desde la WAN.

4 Configuracién del acceso a Internet y registro del producto

1 Haga clic en el icono Wizard (Asistente) () en la
pantalla HOME (INICIO) y luego en el enlace Internet
Access Setup (Configuracion de acceso a Internet) para
abrir el asistente de acceso a Internet.

Introduzca la informacién del acceso a Internet
exactamente como se le ha dado.

Si se le ha dado una direccion IP para usarla, seleccione
Static (Estatica) en el cuadro desplegable IP Address
Assignment (Asignacion de direccion IP) e introduzca la
informacion facilitada.

Nota: Los campos varian dependiendo de lo que
seleccione en el campo Encapsulation
(Encapsulacién). Rellénelos con la informacion
facilitada por el ISP o el administrador de redes.

Haga clic en Apply (Aplicar) cuando haya terminado.

Welcome to the ZyWALL Wizard Setup

» Internet Access Setup
Elps User quickly configure the ZyWwalLL 70 to secure Internet
connection)

» VPN Setup
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

* Anti-Spam Setup
{helps user quickly configure the direction to check mail traffic
on theZyWwaLL 700

Cloze |
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« Encapsulacion Ethernet

WIZARD - Internet Access
Configure un servicio Correcaminos en las

pantallas WAN de NETWORK (Red) (use la ficha S
WAN 1).

-

WAN IP Address Assignment

¢ Encapsulaciéon PPP sobre Ethernet o PPTP

Seleccione Nailed-Up (Forzada) cuando desee que su conexion esté arriba todo el tiempo (esto puede
resultar caro si su ISP le cobra por el tiempo de uso de Internet en lugar de una cuota fija mensual).

Para no tener una conexion arriba todo el tiempo, especifique un periodo de tiempo en espera (en segundos)
en ldle Timeout (Temporizador de inactividad).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

FFP over Ethernet |

L]
L]

PPTP Configuration
WAN IP Address Assignment

[ormame =1

WAN IP Address Assignment

[ormame =]
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2 Haga clic en Next (Siguiente) para mostrar la
pantalla donde podra registrar ZyWALL con
myZyXEL.com (centro de servicios en linea
de ZyXEL) y activar el filtrado de contenidos,
anti-spam, antivirus y aplicaciones de prueba
IDP. En caso contrario, haga clic en Skip
(Saltar) y luego en Close (Cerrar) para
completar la configuracion de acceso a
Internet.

You can register ZyWALL on http:/fwww.zyxel.com and activate "Free Trial” of
Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwWalLL,

Click "Mext" to activate these services for FREE.

Nota: Asegurese de haber instalado el ZyWALL Turbo Card antes de activar los servicios de

suscripcion a IDP y antivirus.

Apague el ZyWALL antes de instalar o quitar ZyWALL Turbo Card.

3 Si ya tiene una cuenta en myZyXEL.com,
seleccione Existing myZyXEL.com
account (Cuenta myZyXEL.com
existente) e introduzca la informacion de
la cuenta. En caso contrario, seleccione
New myZyXEL.com account (Nueva
cuenta myZyXEL.com) y rellene los
campos de abajo para crear una nueva
cuenta y registrar su ZyWALL. Haga clic
en Next (Siguiente).

1+ Mew myZy¥EL.com account - Existing myZy®EL.com account

User Name ZywaLL
s (Type username and password from & to
Password 20 characters.)
Confirm Password ==
E-Mail Address I;ssl@zy'xe\ com
Country ITa\wan ;I
Back I et

4 Espere a que el progreso del registro finalice.

Register on myZyXEL.com server in Progress

This may take up to 40 secands, Please wait...
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5 La pantalla siguiente muestra si el registro no ha
tenido exito. Haga clic en Return (Volver) para
regresar a la pantalla Device Registration
(Registro del dispositivo) y comprobar su

Register Message

You must type a smail in the smail fisld!

configuracion.
6 Haga clic en Close (Cerrar) para salir de la
pantalla del asistente cuando se hayan
realizado el registro y la activacion.
Installation is complete
Nota: Si desea activar un servicio estandar con Device Registration:  Registered
el numero de PIN de su iCard (clave de s T
licencia), utilice la pantalla SoNTHReARTE S (e
REGISTRATION Service (Servicio del
REGISTRO). Consulte la guia del usuario _Close |
para mas detalles.
5 DMZ

La Zona DesMilitarizada (DeMilitarized Zone - DMZ) permite a los servidores publicos (web, correo
electronico, FTP, etc.) estar visibles al mundo exterior teniendo aun proteccion de cortafuegos contra ataques
DoS (Denial of Service - Negacion de Servicio).

A diferencia de LAN, el ZyWALL no asigna la configuracion TCP/IP a través de DHCP a ordenadores
conectados a los puertos DMZ. Configure los ordenadores con direcciones |IP estaticas (en la misma subred
que la direccion IP del puerto DMZ) y direcciones de servidor DNS. Use la direccién IP del ZyWALL como
puerta de enlace predeterminada.

Realice lo siguiente para configurar la DMZ si el ZyWALL esta en modo de enrutamiento.
Nota: No necesita configurar la DMZ con modo puente, vaya a Seccion 7.

1 Haga clic en NETWORK (RED), DMZ en el panel de navegacion.
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2 Especifique una direccion IP y mascara de subred
para la interfaz DMZ.

Si usa direcciones IP privadas en la DMZ, use
NAT para hacer a los servidores accesibles
publicamente (ver Seccion 6).

Una direccidn IP publica debe estar en una
subred separada de las direcciones IP publicas
de los puertos WAN. Si no configura NAT para las
direcciones IP publicas en la DMZ, el ZyWALL
enruta el trafico a las direcciones IP publicas de la
DMZ sin realizar la NAT. Esto puede resultar util
para albergar servidores para aplicaciones

DMZ

DMZ TCP/IP

Static DHCP 1P Alias Port Roles

1P Address 172 0 25 .10 1 RIP Direction | Both -
1P Subnet Mask 255 255 . 0 . 0 RIP Yersion RIP1 +
Multicast Mone -

DHCP Mone =

1P Pool Starting Address  ©
DHCP Server Address o
DHCP WINS Server 1 o
DHCP WINS Server 2 o

Windows Networking {NetBIOS over TCP/fIP

I allow bstwesn DMZ and LAN

™ Allow bstwesn DMZ and WANL
™ allow bstwesn DMZ and WANZ
™ allow bstwesn DMZ and WLAN

Pool Size 126

o o
.00
o . 0
o 1)

olo|o|o

Mote: You also need to create a Firewsll ruls,

hostiles NAT.
3 Haga clic en Apply (Aplicar).

Reset

6 NAT

NAT (Network Address Translation (Traduccion de Direcciones de Redes) - NAT, RFC 1631) significa la
traduccion de una direccion IP en una red a una direccién IP diferente en otra. Puede usar las pantallas de
NAT Address Mapping (mapeo de direcciones NAT) para que el ZyWALL traduzca multiples direcciones IP
publicas a multiples direcciones IP privadas en su LAN (o DMZ).

El siguiente ejemplo permite el acceso desde la WAN a un servidor HTTP (web) en la DMZ. El servidor tiene
una direccion IP privada de 10.0.0.20.
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1 Haga clic en ADVANCED
(AVANZADA), NAT en el panel de
navegacion y luego en Port

SR AIEUEE

_Address Mapping | Port Forwarding | Port Triggering.

Port Forwarding Rules

Forwarding (Reenvio de puerto). R fran
2 Seleccione la casilla de verificacion Coan e o .0 .0 .o e
Active (Activa). 7 e W TG 0 W T e O W e M e |
. i Web 50 _so o _n @ . 0 . 0 . 20
3 Escriba un nombre para la regla. ‘ = - T - T e
4 Escriba el nimero que el servicio gr T b g oo oo
‘ u o - o o o o o o
usa. E‘ I o -|n 0 I 0 0 o o
5 Escriba la direccion IP del servidor < [ b hF P00 o
HTTP. ‘ u o | o o o o o . 0
E‘ u o - o o o o o o
6 Haga clic en Apply (Aplicar). Br- g I b o s .0 .0 .«
m‘ u o - o o o o o o
Mote 1: You may also need to create a Firewall rule.
Mote 2! Part Translation is optional.
Apply Reset

7 Cortafuegos

Puede usar el ZyWALL sin configurar el cortafuegos.

El cortafuegos del ZyWALL esta preconfigurado para proteger su LAN de ataques desde Internet. Por
defecto, no puede entrar ningun trafico en su LAN a menos que se haya generado una peticion en la LAN
antes. El ZyWALL permite el acceso a la DMZ desde la WAN o LAN, pero bloquea el trafico de la DMZ a la

LAN.

8 Configuracion de reglas VPN

Un tanel VPN (Virtual Private

SNSRI NS NSO E_——
Network - Red Privada Virtual) Local Network | I RtEshicheeRnk =)
le ofrece una conexion segura | Ii i s 1 ’i |
a otro ordenador o red. = ’i — j MyZyWALL IPSecRouter | \;j_,i |
Una politica de puerta de I ;__Gc—-j "i_ AL \* &5 = =
enlace identifica a los i J élsm:-:wmr POLICY A I
enrutadores IPSec en ambos e B s s s ] . - L—————_.n

extremos del tunel VPN.

Una politica de red especifica
qué dispositivos (detras de los
enrutadores IPSec) pueden
usar el tunel VPN.

rRe——————q

NETWORK POLICY

Yeveveverveer
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Esta figura ayuda a explicar los campos principales en las pantallas del asistente.

i-__GCE'EtW_mrl lRemote Network |
I I IPSes Rout I I
I [? _\__5;_\_ VPN Tunnel ‘e: == > I
= N L e |

T My, ZyWALL Gatevszg‘;\):l%ress_ Bl

1 Haga clic en el icono Wizard (Asistente) () en la pantalla HOME (INICIO) y luego en el enlace VPN Setup
(Configuraciéon VPN) para abrir el asistente VPN.

Nota: Su configuracion no se grabara cuando haga clic en Back (Atras)

2 Use esta pantalla para configurar la politica de la
puerta de enlace.

Name (Nombre): Introduzca un nombre para == TR

identificar la politica de la puerta de enlace.

Narns et
My ZyWaLL pooo
Remote Gateway Address [BranchOfficecom

Remote Gateway Address (Direccion de puerta de
enlace remota): Introduzca la direccién IP o nombre
del dominio del enrutador IPSec remoto.

3 Use esta pantalla para configurar la politica de la

red.
Deje la casilla de verificacion Active (Activa) Betusicrellcp pibe
seleccionada. F# active |

Mame Test
.Nam_e.(Nombre)':.lntroduzca un nombre para e ———
identificar la politica de la red.

Local Netwaork " Single ¢ Range IP * Subnet
Seleccione Single (Una) e introduzca la direccién IP Starting IF Address [t92 . 88 . 1 . 0
para una Unica direccion IP. R o5 s 55 o
Seleccione Range IP (Rango IP) e introduzca las Remote Network ¢ Single " Range IP © Subnet

. . « 0 . e dd . . .

direcciones IP inicial y final para un rango especifico iiﬂ:ﬂ';i;:’;drgjjmm —
de direcciones IP. eSS

Seleccione Subnet (Subred) e introduzca la direccion
IP y la mascara de subred para especificar las Next
direcciones IP en una red por su mascara de subred.

Note: Compruebe que el enrutador IPSec usa la misma configuracion de seguridad que la que
configurara en las siguientes dos pantallas.
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Negotiation Mode (Modo de negociacion): Seleccione Main Mode (Modo principal) para la proteccién de la
identidad. Seleccione Aggressive Mode (Modo agresivo) para permitir que mas conexiones entrantes desde
direcciones IP dinamicas usen contrasefias separadas.

Note: SAs (asociaciones de seguridad) multiples conectadas a través de una puerta de enlace segura
deben tener el mismo modo de negociacion.

Encryption Algorithm (Algoritmo de cifrado): Seleccione 3DES o AES para un cifrado mas fuerte (y mas
lento).

Authentication Algorithm (Algoritmo de autenticacion): Seleccione MD5 para una seguridad minima o SHA-1
para una mayor seguridad.

Key Group (Grupo de claves): Seleccione DH2 para una mayor seguridad.

SA Life Time (Temporizador de SA): Ajuste la frecuencia con que ZyWALL negocia la IKE SA (minimo 180
segundos). Una vida de SA corta aumenta la seguridad, pero la negociacién desconecta temporalmente el
tunel VPN.

Pre-Shared Key (Clave pre-compartida): Use 8 a 31 caracteres ASCII sensibles a mayusculas o 16 a 62
caracteres hexadecimales ("0-9", "A-F"). Precede una clave hexadecimal con un "0x” (cero x), que no cuenta
como parte del rango de caracteres 16 a 62 para la clave.

Encapsulation Mode (Modo de encapsulacion): Tunnel (Tunel) es compatible con NAT, Transport
(Transporte) no lo es.

IPSec Protocol (Protocolo IPSec): ESP es compatible con NAT, AH no lo es.

Perfect Forward Secrecy (PFS): None (Ninguno) permite una configuracion IPSec mas rapida, pero DH1 y
DH2 son el modo seguro.

4 Use esta pantalla para establecer la configuracion 5 Use esta pantalla para establecer la configuracion
de tanel IKE (Internet Key Exchange - Intercambio IPSec.
de Claves de Internet).

Encapsulation Mode & Tunnel © Transpart

1PSec Protocol & Esp C aH

Encryption Algorithm ™ pEs O aEs © 3DES © MULL
Authentication Algorithm & sHaL O MDS

Hegotiation Mode & Main Mode © Aggressive Mode
Encryption Algorithm ' pes ¢ aEs ( 3DES
Authentication Algorithm  © spal & mDs ,
54 Lifs Time 28800 (Secands)
Key Groui o »
¥ P DH1 * DHz Perfect Forward Secrecy
SA Lifs Tims 26600 (Seconds) (PFS)

Pre-Shared Key 112345675

* none ¢ DHL © DHz
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6 Compruebe su configuracion VPN. Haga clic en
Finish (Finalizar) para guardar la configuracion.

Gateway Policy Property

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

Network Policy Property
e
Hame

Network Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remote Netwark
Starting IP Address
Subnet Mask

IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating VPN
Authenticated By
User Name
Fassword
HNegotiation Mode
Encryption Algorithm
Authentication Algorithm
Key Group
54 Life Time
Pre-Shared Key

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (PFS)

Test

0.0.0.0
BranchOffice .com

Tes
Test

192.168.1.0
255.255.255.0

10.0.0.0
255.0.0.0

Main Mode
DES
MDS

28800 {Seconds)
12345675

Tunnel Maode
ESP
DES

SHAL
28800 {Seconds)
None

Back | Finish

8.1 Usar la conexiéon VPN

7 Haga clic en Close (Cerrar) en la pantalla final
para completar la configuracién del asistente para
VPN. Continue con la siguiente seccién para
activar la regla VPN y establecer una conexion
VPN.

Congratulations, The WPN wizard configuration is
complete.

Check our exciting range of Zy<EL products at
http:/fwww 2y xel.com

Having WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

Use tuneles VPN para enviar y recibir archivos con seguridad y permitir el acceso remoto a redes
corporativas, servidores de web y correo electrénico. Los servicios funcionan igual que si estuviese en la

oficina en lugar de estar conectado a Internet.

Por ejemplo, la regla VPN “test” (prueba) permite
un acceso seguro a un servidor web en una LAN
corporativa remota. Introduzca la direccion IP del
servidor (10.0.0.23 en este ejemplo) como URL
en su explorador. El ZyWALL construye
automaticamente un tanel VPN cuando intenta
usarlo.

Haga clic en SECURITY (SEGURIDAD), VPN en
el panel de navegacion y luego en la ficha SA
Monitor (monitor SA) para mostrar una lista de
los tuneles VPN conectados (el tunel VPN “test”
(prueba) esta aqui).

VPN Rules (IKE) YPN Rules (Manual)

SA Monitor

Global Setting

e R ncapsulation
_N Network F A
1192.168.1.0/ 10.0.0.0/ ESP DES.
EI test  s5.255.255.0255.000 UMMl gHag

Fefresh |

Disconnect |
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9 Configuracién Anti-Spam

Utilice anti-spam para que el ZyWALL detecte los correos electronicos comerciales no deseados o de
propaganda (spam).

Note: Debe estar suscrito al servicio anti-spam para utilizar la caracteristica (ver pagina 41).

1 Haga clic en el icono Wizard (Asistente) en la pantalla HOME (PRINCIPAL) y luego en Anti-Spam Setup
(Configuracion Anti-Spam) para abrir el asistente anti-spam.

2 Seleccione las ubicaciones donde
tiene servidores de correo
electronico. Aparecera un icono de
un servidor de correo electrénico ] SryCr Leeain Sedin
en cada punto seleccionado. En
este ejemplo los servidores de
correo electrénico estan en la LAN.

WIZARD - Anti-Spam

3 ElI ZyWALL recomienda qué flujo
de trafico escanear para spam
basandose en las ubicaciones de
sus SerVidoreS de correo Recommended Protected Traffic Direction Summary
electronico.

WIZARD - Anti-Spam
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4 Utilice esta pantalla para habilitar
anti-spam y seleccione qué flujos
de trafico el ZyWALL escanea para

spam Los ﬂUjOS de trafico Recommended Protected Traffic Direction Settings
recomendados ya esta'n rou can modify the settings or click "Back" to update the topology.
seleccionados. Generalmente solo ¥ Enable Anti-Spam

necesita seleccionar direcciones
de trafico que tienen correo
electrénico entrante desde
servidores de correo electrénico

I u

externos. ETE o o
5 Haga clic en Apply (Aplicar). | wanz  m = =
o miie PR

| - w | m

I~ u | =

* Protected Traffic Direction
JE=T

6 Haga clic en Close (Cerrar) en la
pantalla final para completar la
configuracion del asistente para
anti-spam.

Congratulations, The Anti-Spam direction configuration is complete,

7 Enhorabuena, ha configurado el

ZyWALL para que escanee el closs |
correo electronico para identificar
el spam.

También puede utilizar la lista blanca y la lista negra anti-spam para identificar el correo electrénico legitimo y
el spam. Consulte el capitulo anti-spam en la Guia del usuario para mas detalles.

10 Solucién de problemas

Problema Solucion

Ninguno de los Asegurese de haber conectado el cable de alimentacion al ZyWALL y si lo ha enchufado en
LEDs se una fuente de alimentacion apropiada. Compruebe que el ZyWALL esta encendido.
enciende. Compruebe todas las conexiones de los cables.

Si los LEDs todavia no se encienden, puede que tenga un problema de hardware. En este
caso, deberia contactar con su vendedor local.
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Problema Solucioén
No se puede Compruebe la conexién de cables entre el ZyWALL y su ordenador o hub. Consulte Seccion
acceder al 1 para mas detalles.

ZyWALL desde la
LAN.

Realice un ping al ZyWALL desde un ordenador LAN. Compruebe que la tarjeta Ethernet de
su ordenador esté instalada y funcione correctamente.

En el ordenador, haga clic en Inicio, (Todos los) programas, Accesorios y luego en
Simbolo del sistema. En la ventana del Simbolo del sistema, escriba "ping" seguido por la
direccion IP LAN del ZyWALL (192.168.1.1 es la predeterminada) y pulse [ENTRAR]. El
ZyWALL deberia responder. En caso contrario, consulte Seccion 10.1.

Si ha olvidado la contrasefia del ZyWALL, use el boton RESET . Mantenga pulsado el botéon
durante unos 10 segundos (o hasta que el LED PWR comience a parpadear), a continuacion
suéltelo. Esto devolvera al ZyWALL la configuracién predeterminada de fabrica (la
contrasefia es 1234, direccion IP LAN 192.168.1.1 etc.; vea la Guia del usuario para mas
detalles).

Si ha olvidado la direccién IP LAN o WAN del ZyWALL puede comprobar la direccion IP en
la SMT a través del puerto consola SMT. Conecte su ordenador al puerto CONSOLE
(Consola) usando un cable de consola. Su ordenador deberia tener un programa de
comunicaciones de emulacion de terminales (como HyperTerminal) ajustado a la emulacion
del terminal VT100, sin paridad, 8 bits de datos, 1 bit de parada, sin flujo de control y una
velocidad de puerto de 9600 bps.

No puedo acceder

Compruebe la conexién del ZyWALL a la clavija Ethernet con acceso a Internet. Compruebe

a Internet. si el dispositivo de puerta de enlace de Internet (como un médem DSL) funciona
correctamente.
Haga clic en WAN en el panel de navegacion para verificar su configuracion.

No puedo Compruebe si el ZyWALL y el enrutador IPSec usan la misma configuracion VPN. Haga clic

establecer una
conexiéon VPN

en VPN en el panel de navegacion para establecer la configuracion avanzada.

Acceda a un sitio web para comprobar si tiene una conexién a Internet correcta.

10.1 Configurar la direccién IP de su ordenador

Esta seccidn le explica como configurar su ordenador para recibir una direccién IP en Windows 2000,
Windows NT y Windows XP. Esto asegura que su ordenador pueda conectarse con su ZyWALL.

1 En Windows XP, haga clic en Inicio, Panel de control.

En Windows 2000/NT, haga clic en Inicio, Configuracion, Panel de control.

2 En Windows XP, haga clic en Conexiones de red.

En Windows 2000/NT, haga clic en Conexiones de red y marcacion.
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3 Haga clic con el botdn derecho en Conexién de area local y haga clic en Propiedades.

4 Seleccione Protocolo Internet (TCP/IP) (en la ficha
General en Windows XP) y haga clic en Propiedades.

5 Se abrira la pantalla Propiedades de Protocolo

Internet Protocol (TCP/IP) Properties . ﬂﬂ

General |

. . *f'ou can get |P zettings assigned automatically if your network, supports
Internet TCP/IP (Ia ficha General en Windows XP) this capability. Othenwize, vou need ta ask your netwark. administrator for
. . . .z h iate [P settings.
Seleccione las opciones Obtener una direccién IP SRR S
automaticamente y Obtener la direccion del (* Tbtain an P address automatical )
servidor DNS automaticamente. —" Use the following IP address:
6 Haga clic en Aceptar para cerrar la ventana 1P iz e
Propiedades de Protocolo Internet (TCP/IP). Subnet mask: [
7 Haga clic en Cerrar (Aceptar en Windows 2000/NT) Dzt epaiziay I
;t’)ara cI;erraIr la ventana Propiedades de conexion de (= CranDNE v sioms sioiody )
area local. " Use the following DNS server addresses——————————————————
8 Cierre la pantalla Conexiones de red. Breterred DN server [

Alternate DHE server: I . . <

Advanced... |
I ()8 I I Cancel |

Procedimiento para ver la(s) certificacion(es) del producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL para ir a la pagina de ese
producto.

3 Seleccione la certificacion que desee visualizar en esta pagina.
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Présentation

Le ZyWALL 70 est un pare-feu double WAN a équilibrage de charge avec VPN, gestion de bande passante,
filtrage de contenu, antispam, antivirus, détection et protection contre les intrusions (IDP) et de nombreuses
autres fonctionnalités. Vous pouvez I'utiliser comme un pare-feu transparent et ne pas reconfigurer votre
réseau ni configurer les fonctionnalités de routage du ZyWALL. Le ZyWALL améliore la sécurité du réseau en
offrant des ports DMZ a utiliser avec les serveurs accessibles au public. Ce guide couvre les connexions
initiales et la configuration nécessaire pour commencer a utiliser le ZyWALL dans votre réseau.

Voir le Guide de I'utilisateur pour plus d'informations sur toutes les fonctionnalités.

Vous aurez peut-étre besoin de vos informations d'accés a Internet.

iE iE LAN
LAN mm S S WAN - L,_!‘ -
S oL [ &S|
i — # e
N = -x _ InE\Tt) S AR ) 7, .. ISR
- N— Internet i
LS e \—)
5 =S
Ce guide est divisé en sections comme suit.
1 Connexions matérielles 6 NAT
2 Accéder au Configurateur Web 7 Pare-feu
3 Mode Pont 8 Installation de la régle VPN
4 Installation de I'accés a Internet et inscription du 9 Paramétrage de I’Anti-Spam
produit 10Dépannage
5 DNS

1 Connexions matérielles

Vous avez besoin des éléments suivants.

ZyWALL Ordinateur Cables Ethernet Cordon
d'alimentation

i i £

=0
oo
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Procédez comme suit pour effectuer les connexions matérielles pour l'installation initiale.

MMW@W H | ; LAN . ‘WAN-1 o 'WAN-2 . DMZ 10/100

‘ 10/100 10/100 10/100 1 3 3 4 DIAL BACKUP CONSOLE
AT, p s
ZyWALL 70 B o L L4 [E M) e &

INTERNET SECURTTY APPLIANCE

_/

1 Utilisez un cable Ethernet pour connecter le port LAN a un ordinateur. Vous pouvez aussi utiliser les
cables Ethernet pour connecter les serveurs publics (web, e-mail, FTP, etc.) aux ports DMZ.

2 Utilisez un autre (ou d'autres) cable(s) Ethernet pour connecter le port WAN 1 et/ou WAN 2 a une prise
Ethernet avec accés a Internet.

O \&)
EXTENSION CARD SLOT I n
@ POWER: 100-240VAC @)
FUSE RATED: T0.5A250VAC "
®
1|4 (4
a
®

3 Insérez la carte d'extension ZyWALL Turbo pour utiliser les fonctionnalités antivirus et IDP ou insérez une
carte LAN sans fil pour utiliser la fonctionnalité LAN sans fil. Voir le guide de ZyWALL Turbo Card pour
plus d'informations sur la carte d'extension. Voir le guide de I'utilisateur concernant l'installation d'une
carte LAN sans fil.

4 Utilisez le cordon d'alimentation pour connecter la prise d'alimentation.

5 Mettez le commutateur d'alimentation sur la position allumé et regardez le panneau avant. La LED PWR
s'allume. La LED SYS clignote lors du test du systéme et reste ensuite allumée si le test a réussi. Les LED
ACT, CARD, LAN, DMZ, et WAN s'allument et restent allumées si les connexions correspondantes sont
effectuées correctement.
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2 Accéder au Configurateur Web

Utilisez cette section pour configurer I'interface WAN 1 pour I'accés a Internet.

1 Lancez votre navigateur web. Entrez 192.168.1.1
(I'adresse IP par défaut du ZyWALL) comme
adresse.

Si I'écran de connexion n'apparait pas, voyez la
Section 10.1 comment définir I'adresse IP de votre
ordinateur.

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | http:/192.168.1.1

3 Changez le mot de passe d'ouverture de session
en entrant un nouveau mot de passe et cliquez sur
Apply (Appliquer).

Use this screen to change the password.

MNew Password:

Retype to Confirm:

Ignore

5 L'écran HOME (ACCUEIL) s'ouvre.

2 Cliquez sur Login (Ouverture de session) (le
mot de passe par défaut 1234 est déja entré).

ZyWALL 70

Enter Password and click Login.

—

4 Cliquez sur Apply (Appliquer) pour remplacer le
certificat numérique par défaut du ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

Par défaut, le ZyWALL est en mode routeur. Suivez I'étape suivante si vous voulez utiliser les
fonctionnalités de routage telles que NAT, DHCP et VPN.

Allez a la Section 3 si vous préférez utiliser le ZyWALL comme un pare-feu transparent.
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6 Reportez- =
P ZyXEL Automatic Refresh Interval IS Refresh wzare () HELP (D)

VOus au
tableau System Information Security Services
LG System Name Turbo Card Trallad
'
d'Network REGISTRATION Model ZyWALL 70 1DP/ Anti-Virus Definitiop WA
Stat NETWORK C Bootbase Version v1.08 | 07/23/2005 IDP/Anti-¥irus Expiration Date  Licens= Inactive
=
atus = Firnvware Version V4.03(WM.OIb2 | 07/16/2007 Anti-Spam Expiration Date License Tnactive
(Etat du SECURITY Up Time 15:44:17 Content Filter Expiration Date License Inactive
P . ADYLNCED System Time 2007-08-22 00:15:5% GMT gntusionlDetected G
Réseau). Si N - Virus Detected A
= evice Mode uter
. REPORTS 5] Spam Mail Detected Disable (collact statist
I'état WAN Fivcural Biablod pam Mail Datec isable (collact statistics)
oES Web site Blocked WA

]
1n'estpas [N Top 5 Intrusion & ¥irus Detections

Désactivé [ —TT
etquilya LoGouT ) N | /s z : :
une [ Lotest plerts
Date /Time Message
adresse IP, TnTaTiatos BTatus IR Netmasi—IF Assionmant onam 2007-08-21 08:29:31  Failed to sync with NTP server: O.pocl.ntp.org
> 2007-08-21 08:28:31  Failed & ith NTP 1 2.pool.ntp.
allez ala WAN 1 100M/Full 111.13 37,2027 Static s et SRR E{pEE M)
i 253.235.0.0 2007-08-21 08:29:31  Failed to sync with NTP server: Lpoclntp.org
Section 5. WAN = Town D00 D000 DRI diert  menew 2007-08-21 08:28:31  Failed to sync with NTP server: 0.pocl.ntp.org
Disl Backup Down 0.0.0.0/ 0.0.0.0 WA Dial S G
Si I'état Lan 100M{FUll 10.0.0.1f 255.0.0.0 DHCP sarer  HiA Port Statistics | DHCP Table wPN | Bandwidth
WAN 1 est WLAN  100M/Full 0.0.0.0f 0.0.0.0  Static HiA
. . DMz 100M/Full 0.0.0.0f 0.0.0.0  Static WA
Désactivé
[T
(ous'iln'y a

pas d'adresse IP), cliquez sur Acceés Internet et passez a la Section 4 pour configurer WAN 1.

Utilisez les écrans NETWORK/ WAN si vous devez configurer WAN 2. Vous pouvez également configurer
I'équilibrage de charge entre les ports WAN.

3 Mode Pont

Quand vous paramétrez le ZyWALL en mode pont, il fonctionne comme un pare-feu transparent. Procédez
comme suit pour paramétrer le ZyWALL en mode pont.
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1 Cliquez sur
MAINTENANCE dans le
panneau de naVigatiOn et General Password Tin;:t:nd D::;';B Us{o‘:d Backup&Restore Restart Diagnostic
ensuite sur le Mode
Périphérique Device Mode Router
2 Sélectionnez Pont et
Conflgurez une d'ad resse The ZyWALL restarts autornatically after you change the device mode and click "apply".
IP (statique) de masque & R
de sous-réseau et une IP Address (See LAN, Wi, DMZ and WLAN)
adresse IP de passerelle T Bridge
pour les interfaces LAN, P Akl 0 0 B0 0o
WAN, DMZ et WLAN du IF Subnet Mask 0 0 1} 1}
ZyWALL Gateway [P Address 0 0 a a
3 Cliquez sur Appliquer. Le Reset |

ZyWALL redémarre.

Passez a la Section 5 si vous
avez des serveurs qui doivent
étre accessibles a partir du
WAN.

4 Installation de I'accés a Internet et inscription du produit

1 Cliquez sur l'icbne () Wizard (Assistant) dans I'écran
HOME (ACCUEIL) et ensuite sur le lien Internet Access
Setup (Installation de I'accés a Internet) pour ouvrir
I'assistant d'acces a Internet.

Entrez les informations d'accés a Internet exactement telles
qu'elles vous ont été fournies.

Si vous avez regu une adresse IP a utiliser, sélectionnez
Statique dans la boite de la liste déroulante d'Attribution
d'adresse IP et saisissez les informations fournies.

Remarque: Les champs varient en fonction de ce que

Welcome to the ZyWALL Wizard Setup

1 » Internet Access Setup )
e[ USEr quIckTy configure the ZywalLL 70 to secure Internet

connection)

» VPN Setup
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

* Anti-Spam Setup
{helps user quickly configure the direction to check mail traffic
on theZyWwaLL 700

vous sélectionnez dans le champ

Cloze |

Encapsulation. Remplissez-les avec les
informations fournies par I''SP ou
I'administrateur réseau.

Cliquez sur Apply (Appliquer) quand vous avez terminé.
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* Encapsulation Ethernet

Configurer un service Roadrunner dans les
écrans du NETWORK WAN (utilisez I'onglet WAN
1).

¢ PPP over Ethernet ou PPTP Encapsulation

WIZARD - Internet Access

ISP Parameters for Internet Access

-

WAN IP Address Assignment

Sélectionnez Nailed-Up quand vous voulez que votre connexion soit toujours active (cela peut étre cher si
votre ISP vous facture pour votre temps d'utilisation a la place d'un abonnement mensuel).

Pour ne pas avoir la connexion constamment active, spécifiez un délai d'inactivité (en secondes) dans Délai

d'inactivité (Idle Timeout).

WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernet |

R
R
]

100

WAN IP Address Assignment

[Goreme =]

WIZARD - Internet Access

ISP Parameters for Internet Access

L]

PPTP Configuration

WAN IP Address Assignment

[ormame =]
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2 Cliquez sur Next (Suivant) pour afficher
I'écran ou vous pourrez inscrire votre ZyXEL
sur MyZyXEL.com (Centre de services en
ligne de ZyXEL) et activer les applications
d'évaluation gratuites de filtrage de contenu,
antispam, antivirus et IDP. Vous pouvez aussi
cliquer sur Skip (Passer) et ensuite sur Close
(Fermer) pour terminer l'installation de I'accés
a Internet.

You can register ZyWALL on http:/fwww.zyxel.com and activate "Free Trial” of
Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwWalLL,

Click "Mext" to activate these services for FREE.

Remarque: Vérifiez que vous avez installé le ZyWALL Turbo Card avant d'activer les services

d'abonnement IDP et antivirus.

Eteignez le ZyWALL avant d'installer ou de retirer le ZyWALL Turbo Card.

3 Si vous avez déja un compte sur
myZyXEL.com, sélectionnez Existing
myZyXEL.com account (Quitter mon
compte myZyXEL.com) et entrer les
informations du compte. Vous pouvez
aussi sélectionner New myZyXEL.com
account (Nouveau compte
myZyXEL.com) et remplir les champs ci-
dessous pour créer un compte et
enregistrer votre ZyWALL. Cliquez sur
Next (Suivant).

1+ Mew myZy¥EL.com account - Existing myZy®EL.com account

User Name ZywaLL
s (Type username and password from & to
Password 20 characters.)
Confirm Password ==
E-Mail Address I;ssl@zy'xe\ com
Country ITa\wan ;I
Back I et

4 Attendez que l'enregistrement soit terminé.

Register on my2yXEL.com server in Progress

This may take up to 40 secands, Please wait. ..
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5 Les écrans suivants s'affichent si
I'enregistrement a échoué. Cliquez sur Return
(Retour) pour retourner a I'écran Device
Registration (Inscription matériel) et vérifier
VoS parameétres.

6 Cliquez sur Close (Fermer) pour quitter
I'assistant quand l'inscription et I'action sont
effectuées.

Remarque: Si vous voulez activer un
service standard avec le
numéro PIN de votre iCard (clé
de licence), utilisez I'écran de
REGISTRATION Service
(Service d'INSCRIPTION). Voir

Register Message

You must type a smail in the smail fisld!

Return l

Installation is complete
Device Registration:
Content Filtsring :
IDP/AMt Virus :

Device Registration:

Registered
Enabled
Enabled
Enabled

Cloze

le guide de l'utilisateur pour les détails.

5 DMz

La Zone Démilitarisée (DMZ) permet aux serveurs publics (web, e-mail, FTP, etc.) d'étre visible au monde
extérieur et avoir cependant une protection pare-feu contre les attaques DoS (Denial of Service).

Contrairement au LAN, le ZyWALL n'attribue pas de configuration TCP/IP via DHCP aux ordinateurs
connectés aux ports DMZ. Configurez les ordinateurs avec des adresses IP statiques (dans le méme sous-
réseau que les adresses IP des ports DMZ) et les adresses de serveur DNS. Utilisez I'adresse IP DMZ du

ZyWALL comme passerelle par défaut.

Procédez comme suit pour configurer le DMZ si le ZyWALL est en mode routage.

Remarque: Vous n'avez pas besoin de configurer DMZ avec le mode pont, sautez a la Section 7.

1 Cliquez NETWORK (RESEAU), DMZ dans le panneau de navigation.
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2 Spécifiez une adresse IP et un masque de sous-
réseau pour l'interface DMZ.

Si vous utilisez des adresses IP privées sur le
DMZ, utilisez NAT pour rendre les serveurs
accessibles au public (voir la Section 6).

Une adresse IP publique doit se trouver sur un
sous-réseau séparé de l'adresse IP publique du
port WAN. Si vous ne configurez pas NAT pour
les adresses IP publiques sur le DMZ, le
ZyWALL dirige le trafic vers les adresses IP
publiques sur le DMZ sans effectuer de NAT.
Cela peut étre utile pour héberger des serveurs
pour des applications non conviviales avec NAT.

3 Cliquez sur Appliquer.

6 NAT

DMZ Static DHCP IP Alias Port Roles

DMZ TCPSIP

1P Address 172 .25 .10 . A RIP Direction |Both >
IF Subnet Mask 255 .25 . 0 . @ RIF Version |[RP-1 x
Multicast hone hd

DHCP Setup

DHCP Mone  +

IP Pool Starting Address 0
DHCF Server Address o
DHCP WINS Server 1 o
DHCP WINS Server 2 o

Pool Size 123

ola|la|e

) o
.0
) o
0 o

Windows Networking (NetBIOS over TCPfIP

™ Allow between DMZ and LAN

I Allow between DMZ and WANL
I allow between DMZ and WANZ
™ allow between DMZ and WLAN

Mote: You also need to create a Firewall rule.

Reset

NAT (Network Address Translation - NAT, RFC 1631) permet la conversion d'un adresse IP dans un réseau
en une adresse IP différente dans un autre. Vous pouvez utiliser les écrans de Mappage d'Adresse NAT pour
que le ZyWALL convertisse plusieurs adresses IP publiques en plusieurs adresses IP privées sur votre LAN

(ou DMZ).

L'exemple suivant permet I'accés depuis le WAN a un serveur HTTP (web) sur le DMZ. Le serveur possede

une adresse IP privée de 10.0.0.20.
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1 Cliquez sur ADVANCED (AVANCE),
NAT dans le panneau de navigation
. - . _NAT Overview  Address Mapping | Port Ferwarding | Port Triggering
et ensuite sur Réacheminement de S
Port' wAN Interface VAN T ¥
2 Sélectionnez la case a cocher Dafault Servar o .0 .0 .0 60 To Pegel1 =]
Active. [# [activel Name | Incoming Pori(s) | PortTranslation | _Server IP Address |
3 Tapez un nom pour la régle. E‘ d i3 = = 2 2 S o o B
u i i o o 0 0 0.0
4 Tapez le numéro de port que le B [ g 3 P s o o .o
service utilise. g E E p b O 0 a0
E‘ u 0 i o o 0 0 0 0
5 Tapez I'adresse IP du serveur gr [o [o [ g 0 .0 .0 .0
HTTP. ‘ u 0 i o o 0 0 0 0
. A ﬂ‘ u 0 i o o 0 0 0 0
6 Cliquez sur Appliquer. ABr o o Jo |2 o0 .0 .0
m‘ u 0 i o o 0 0 0 0
Mote 1: You may also need to create a Firewall rule,
Mote 2: Port Translation is optional.
Apply Reset

7 Pare-feu

Vous pouvez utiliser le ZyWALL sans configurer le pare-feu.

Le pare-feu du ZyWALL est préconfiguré pour protéger votre LAN contre les attaques provenant d'Internet.
Par défaut, aucun trafic ne peut pénétrer dans votre LAN a moins qu'une requéte ne soit tout d'abord générée
sur le LAN. Le ZyWALL permet I'accés au DMZ depuis le WAN ou LAN, mais bloque le trafic provenant du
DMZvers le LAN.

8 Installation de la regle VPN

Un tunnel VPN (Virtual Private

———— — — — rR——————

Network) vous offre une Local Network | I emote Network 1
connexion sécurisée a un autre | |i i s 1 ’i |
ordinateur ou réseau. = ’i —— j MyZyWALL PSec Router | = -_ |
—— ORI, -,”,i—,i
Une stratégie de passerelle | = "i_ Yrh ooe \* ] =
identifie les routeurs IPSecaux | | ésmswm’ PoOLicY ‘ |
extrémités d'un tunnel VPN. o e e e e e e O | L——————-l

g

Une stratégie de réseau
spécifie les périphériques
(derriére les routeurs IPSec)
pouvant utiliser le tunnel VPN.

NETWORK POLICY

[LLLITTTT I L]
Yeveveverveer
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Cette figure aide a expliquer les champs principaux dans les écrans de |'assistant.

| " Local Network | lRemote Network I

| I Remote | |

| = I IPSec Router | |

| - =3 _ VPN Tunnel \ >< 2 |
EE * AN

I Local Network | KA \ Remote Network I

| _IPAddress__ Remote |______IPAddress |

==l
N, 2yarE Gateway Address

1 Cliquez sur l'icone () Wizard (Assistant) dans I'écran HOME (ACCUEIL) et ensuite sur le lien VPN Setup
(Installation du VPN) pour ouvrir l'assistant du VPN.

Remarque: Vos paramétres ne sont pas enregistrés quand vous cliquez sur Back (Retour).

2 Utilisez cet écran pour configurer la stratégie de
passerelle.

Name (Nom): Entrez un nom pour identifier la
stratégie de passerelle.

Gateway Policy Propert!

Narns et
My ZyWaLL pooo
Remote Gateway Address [BranchOfficecom

Remote Gateway Address (Adresse de passerelle
distante): Entrez I'adresse IP ou le nom de domaine
du routeur IPSec distant.

3 Utilisez cet écran pour configurer la stratégie de

réseau.
Laissez la case & cocher Active sélectionnée. Netwark Poliey Propert
. i ¥ Acti
Name (Nom): Entrez un nom pour identifier la s =
stratégie de réseau.
Sélectionnez Single (Unique) et entrez une adresse L aalin =tart T e T TRahae P e ibae
IP pour une adresse IP unique. Starting IF Address [12 . 166 . 1 . 0 |
, i . Ending IP Address / Subnet o5 L 255 . o855 . 0
Sélectionnez Range IP (Plage d'IP) et saisissez les Mask
adresses IP de début et de fin pour une plage el R ¢ single  Range 1P Subnet

Starting 1P Address A0 & 0 % @ WY

Eqr;dsmgIPAddress/Subnet 255 . 0 . 0 .0

d'adresses IP spécifique.

Sélectionnez Subnet (Sous-réseau) et saisissez une
adresse |IP et un masque de sous-réseau pour

spécifier les adresses IP sur le réseau par leur [Beck] Next |
masque de sous-réseau.

Remarque: Vérifiez que le routeur IPSec distant utilise les mémes paramétres de sécurité que ceux
que vous configurez dans les deux écrans suivants.
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Negotiation Mode (Mode de négociation): Sélectionnez Main Mode (Mode Principal) pour la protection
d'identité. Sélectionnez le Aggressive Mode (Mode Agressif) pour permettre a plus de connexions entrantes a
partir des adresses IP dynamiques d'utiliser des mots de passe séparés.

Remarque: Plusieurs SAs (associations de sécurité) se connectant via une passerelle de sécurité
doivent avoir le méme mode de négociation.

Encryption Algorithm (Algorithme de cryptage): Sélectionnez 3DES ou AES pour bénéficier d'un cryptage
plus puissant (et plus lent).

Authentication Algorithm (Algorithme d'authentification): Sélectionnez MD5 pour la sécurité minimale ou
SHA-1 pour une sécurité plus élevée.

Key Group (Groupe de clés): Sélectionnez DH2 pour avoir une sécurité plus élevée.

SA Life Time (Durée de vie SA): Définissez la fréquence a laquelle le ZyWALL renégocie I'lKE SA (minimum
180 secondes). Une durée de vie de SA courte augmente la sécurité, mais la renégociation déconnecte
temporairement le tunnel VPN.

Pre-Shared Key (Clé prépartagée): Utilisez 8 a 31 caractéres ASCII sensibles a la casse ou 16 a 62
caractéeres hexadécimaux ("0-9", "A-F"). Faites précéder une clé hexadécimale par un "0x” (zéro x), qui n'est
pas compté comme faisant partie de la plage de 16 a 62 caracteres pour la clé.

Encapsulation Mode (Mode d'encapsulation): Tunnel est compatible avec NAT, Transport ne l'est pas.
IPSec Protocol (Protocole IPSec): ESP est compatible avec NAT, AH ne l'est pas.

Perfect Forward Secrecy (Confidentialité de transmission parfaite) (PFS): None (Aucune) permet une
configuration IPSec plus rapide, mais DH1 et DH2 sont plus sécurisés.

4 Utilisez cet écran pour configurer les paramétres 5 Utilisez cet écran pour configurer les paramétres

IKE (Internet Key Exchange-Echange de clé IPSec.
Internet).
Encapsulation Made # Tunnel ¢ Transport
Negatiation Mode @ Main Mode © Aggressive Mode IESec Brotacol “esp © aH
Encryption Algorithm O o o Encryption Algorithrm # pES ¢ AES ' 3DES { MULL
Authentication Algorithm  © sHa1l & mDS Authentication Algarithm @ sHa1 O MDS
Key Group & DHL © DHz =4 Life Time 28300 (Seconds)

Perfect Formard S
S4 Lifs Time pesnn |(seconds) (:FSE) SENSRS S BT e,

Pre-Shared Key 112345675

 none © DHL © DHZ

Back | Mext |
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6 Vérifiez vos paramétres VPN. Cliquer sur Finish
(Terminer) pour enregistrer les parameétres.

Gateway Policy Property

Test

Gateway Policy Setting
My ZywaLL
Remote Gateway Address

0.0.0.0
BranchOffice .com

Network Policy Property
ive Yes

Hame Test
Network Policy Setting
Local Network
Starting IP Address 192.168.1.0

Subnet Mask
Remote Network

255.255.255.0

Starting IP Address 10.0.0.0
Subnet Mask 255.0,0.0
IKE Tunnel Setting (IKE Fhase 1)
Authentication For Activating VPN
Authenticated By
User Name
Fassword
HNegotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm MDS
Key Group
54 Life Time 28800 {Seconds)
Pre-Shared Key 12345675

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
54 Life Time
Ferfect Forward Secrecy (PFS)

Tunnel Maode
ESP
DES

SHAL
28800 {Seconds)
None

Back | Finish

8.1 IUtiliser la Connexion VPN

7 Cliquez sur Close (Fermer) dans I'écran final pour
terminer l'installation de I'assistant de VPN.
Suivez la section suivante pour activer la régle
VPN et établir une connexion VPN.

Congratulations. The WPN wizard configuration is
complete,

Check our exciting range of ZyXEL products at
http /A 2y el com

Having WPN access problems?

1. Werify your settings in this wizard.

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct,

3. If you still have problems, please contact
custormer support,

Close

Utilisez les tunnels VPN pour envoyer et recevoir de maniére sécurisée, et permettre I'accés a distance aux
réseaux d'entreprise, serveurs web et e-mail. Les services fonctionnent comme si vous étiez au bureau au

lieu d'étre connecté a Internet.

Par exemple, la régle VPN “test” permet un accés
sécurisé a un serveur web sur un LAN d'entreprise
distant . Entrez I'adresse IP du serveur (10.0.0.23
dans cet exemple) comme votre URL de
navigateur. Le ZyWALL construit
automatiquement le tunnel VPN quand vous
tentez de I'utiliser.

Cliquez sur SECURITY (SECURITE), VPN dans le
panneau de navigation et ensuite sur I'onglet du
Moniteur SA pour afficher une liste de tunnel VPN
connectés (le tunnel VPN “test” est la).

VPN Rules (IKE) YPN Rules (Manual)

SA Monitor

Global Setting

e R ncapsulation
_N Network F A
1192.168.1.0/ 10.0.0.0/ ESP DES.
EI test  s5.255.255.0255.000 UMMl gHag

Fefresh |

Disconnect |
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9 Paramétrage de I’Anti-Spam

Utilisez I’Anti-Spam pour détecter les emails commerciaux non sollicités ou pourriels (spam).

Remarque: Vous devez avoir déja souscrit au service Anti-Spam pour utiliser la fonctionnalité (voir

page 58).

1 Cliquez sur l'icone de l'assistant dans I'écran HOME (ACCUEIL) et ensuite sur Anti-Spam Setup pour

ouvrir l'assistant de I’Anti-Spam

2 Sélectionnez les zones ou se
trouvent les serveurs de
messagerie. L'icone d’'un serveur
de messagerie apparait sur chaque
point sélectionné. Dans cet
exemple les serveurs de
messagerie sont sur le LAN.

3 Le ZyWALL recommande les flux
de trafic a inspecter par la fonction
Anti-Spam en se basant sur les
emplacements de vos serveurs de
messagerie.

WIZARD - Anti-Spam

Email Server Location Setting

WIZARD - Anti-Spam

Recommended Protected Traffic Direction Summary
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4 Utilisez cet écran pour activer
I’Anti-Spam et sélectionnez les flux
de trafic dans lesquels le ZyWALL

recherche les pourriels Les flux Recommended Protected Traffic Direction Settings
de traﬁc recommandés sont déjé You can modify the settings or click "Back" to update the topology.
sélectionnés. Vous devez ¥ Enable Anti-Spam

généralement seulement

s . . . . - LAN WAN 1 WAN 2 DMZ WLAN ¥PN
sélectionner les directions de trafic
ayant des emails provenant de | | | | | |
| m | m r r

I'extérieur des serveurs de N | e
messagerie. [ wan1 m|d - -
5 Cliquez sur Apply (Appliquer). | wanz  m u n
o wie o | =
T - w | =
| - PR
* Protected Traffic Direction
JE=T

6 Cliquez sur Close (Fermer) dans
I'écran final pour terminer le
paramétrage de l'assistant d’Anti-
Spam.

Congratulations, The Anti-Spam direction configuration is complete,
7 Félicitations, vous avez configuré
le ZyWALL afin qu’il cherche les Cioss |
pourriels parmi les e-mails.

Vous pouvez aussi utiliser la liste blanche et la liste noire de I’Anti-Spam pour identifier les emails Iégitimes et
les pourriels. Voir le chapitre Anti-Spam dans le guide de I'utilisateur pour les détails.

10 Dépannage

probléme ACTION CORRECTIVE

Aucune LED ne Vérifiez que votre cordon d'alimentation est connecté au ZyWALL et branché dans une prise

s'allume. de courant appropriée. Vérifiez que le ZyWALL est allumé. Vérifiez toutes les connexions
cablées.

Si les LED ne s'allument toujours pas, cela signifie que vous avez peut-étre un probléme
matériel. Dans ce cas-la, vous devez contacter votre revendeur local.
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probléme

ACTION CORRECTIVE

Impossible
d'accéder au
ZyWALL a partir
du LAN.

Vérifiez la connexion céblée entre le ZyWALL et votre ordinateur ou hub. Reportez-vous a la
Section 1 pour les détails.

Envoyez un signal Ping au ZyWALL a partir d'un ordinateur du LAN. Vérifiez que la carte
Ethernet de votre ordinateur est installée et fonctionne correctement.

Dans l'ordinateur, cliquez sur Démarrer, (Tous) Programmes, Accessoires et ensuite sur

Invite de Commande. Dans la fenétre Invite de Commande, tapez "ping" suivi de I'adresse
IP LAN du ZyWALL (192.168.1.1 est I'adresse par défaut) et appuyez ensuite sur [ENTER)].

Le ZyWALL devrait répondre. Sinon, reportez-vous a la Section 10.1.

Si vous avez oublié le mot de passe du ZyWALL, utilisez le bouton RESET. Appuyez sur le
bouton pendant environ 10 secondes (jusqu'a ce que la LED PWR commence a clignoter),
puis relachez-le. Cela rétablit le ZyWALL a ses paramétres par défaut d'usine (le mot de
passe est 1234, adresse IP LAN 192.168.1.1 etc.; voir votre Guide de I'utilisateur pour les
détails).

Si vous avez oublié I'adresse IP LAN ou WAN du ZyWALL, vous pouvez vérifier I'adresse IP
dans le SMT via le port de la console. Connectez votre ordinateur au port CONSOLE a I'aide
d'un cable de console. Votre ordinateur doit avoir un programme de communication
d'émulation de terminal (tel qu'HyperTerminal) paramétré sur I'émulation de terminal VT100,
pas de parité, 8 bits de données, 1 bit de stop, pas de contrdle de flux et une vitesse de port
de 9600 bps.

connexion VPN

Impossible Vérifiez la connexion du ZyWALL a la prise Ethernet avec l'accés Internet. Vérifiez que le
d'accéder a périphérique de passerelle Internet (tel qu'un modem DSL) fonctionne correctement.
Internet. Cliquez sur WAN dans le panneau de navigation pour vérifier vos paramétres.
Impossible Vérifiez que le ZyWALL et le routeur IPSec distant utilise les mémes paramétres VPN.
d'établir une Cliquez sur VPN dans le panneau de navigation pour configurer les paramétres avancés.

Accédez a un site web pour vérifier que vous avez une connexion Internet qui fonctionne.

10.1 Paramétrez I'adresse IP de votre ordinateur

Cette section vous indique comment paramétrer votre ordinateur pour recevoir une adresse IP dans Windows
2000, Windows NT et Windows XP. Cela permet a votre ordinateur de communiquer avec votre ZyWALL.

1 Dans Windows XP, cliquez sur Démarrer, Panneau de configuration.

Dans Windows 2000/NT, cliquez sur Démarrer, Paramétres, Panneau de configuration.

2 Dans Windows XP, cliquez sur Connexion réseau.

Dans Windows 2000/NT, cliquez sur Connexions réseau et accés a distance.
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3 Cliquez avec le bouton droit de la souris sur Connexion de réseau local et cliquez sur Propriétés.

4 Sélectionnez Protocole Internet (TCP/IP) (dans
I'onglet Général dans Windows XP) et cliquez sur

Internet Protocol (TCP/IP) Properties . ﬂﬂ

., General |
Propriétés.
' o, *f'ou can get |P zettings assigned automatically if your network, supports
5 L'écran de Proprletes TCPI/IP de prOtOCOle Internet this capability. Othenwize, vou need ta ask your netwark. administrator for
' P . the appropriate |P settings.
s'ouvre (onglet Général dans Windows XP).
Sélectionnez les options Obtenir automatiquement [r: Dbt an IP addies: auiomatcaly )
une adresse IP et Obtenir automatiquement une —C Lz the following IP address:
adresse de serveur DNS. [P address; [
6 Cliquez sur OK pour fermer la fenétre de Propriétés Subnet mask: [
(TCP/IP) de protocole Internet. Default gateway: .

7 Cliquez sur Fermer (OK dans Windows 2000/NT) pour
fermer la fenétre de Propriétés de connexion au
réseau local.

' Obtain DNS server address automatically

0 Uzethe tollowing DNS server addresses—————————
Ereferred DHE server: I . . .
Alternate DHE server: I . . <

Advanced... |
I ()8 I I Cancel |

8 Fermez I'écran de Connexion réseau.

Procédure pour Afficher la (les) certification(s) d'un produit

1 Allez a www.zyxel.com.

2 Sélectionnez votre produit dans la boite de la liste déroulante dans la page d'accueil de ZyXEL pour aller a
la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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Cenni generali

ZyWALL 70 & un firewall con funzionalita di Load Balancing, a doppia WAN, dotato di funzioni di VPN,
gestione della larghezza di banda, filtraggio dei contenuti, antispam, antivirus, IDP (Intrusion Detection and
Protection) e molto altro. E possibile utilizzarlo come firewall trasparente ed evitare di riconfigurare la propria
rete e di configurare le funzionalita di routing dello ZyWALL. ZyWALL aumenta la sicurezza della rete offrendo
porte DMZ da utilizzare per server accessibili pubblicamente. La presente guida illustra i collegamenti e la

configurazione iniziale necessari per iniziare a utilizzare

lo ZyWALL nella propria rete.

Vedere la Guida dell'utente per maggiori informazioni su tutte le funzioni.

E possibile che occorre reperire le informazioni sul proprio accesso a Internet.

i WAN

i\lili rnet
Tt

mm=mmmme = VPN
LAN o [ ] -

E—— —— .3
{- > c' e -
= & =

2 SRS
\—“- Internet ) -\-

e

Questa guida € suddivisa nelle seguenti sezioni:

1 Collegamenti hardware
2 Accesso allo strumento di configurazione Web
3 Modalita Bridge

4 Configurazione dell'accesso a Internet e
Registrazione del prodotto

5 DNS

1 Collegamenti hardware

E necessario disporre dei seguenti componenti:
ZyWALL Computer

R ) T & III

6 NAT

7 Firewall

8 Configurazione delle regole di VPN

9 Configurazione della funzione Anti-Spam
10Risoluzione dei problemi

Cavi Ethernet Cavo di
alimentazione
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e
ZyXEL

Di seguito sono illustrati i collegamenti hardware per l'installazione iniziale.
Y
il

ZyWALL 70

JINTERNET SECURTTY APPLIANCE

ey

LAN ‘WAN-1 'WAN-2
!

DMZ 10/100
r 1T r !
10/100 10/100 10/100

DIAL BACKUP CONSOLE

28 ] <G ¢@@e

00, -

1 Utilizzare un cavo Ethernet per collegare la porta LAN a un computer. E possibile utilizzare cavi Ethernet
anche per collegare server pubblici (Web, E-mail, FTP, ecc.) alle porte DMZ.

2 Utilizzare altri cavi Ethernet per collegare la porta WAN 1 e/o WAN 2 a un jack Ethernet con accesso a

Internet.
O \&
EXTENSION CARD SLOT I
o — m
@ POWER: 100-240VAC @) ]
FUSE RATED: T0.5A250VAC 3}
®
LB [4)
®

3 Inserire la scheda di espansione ZyWALL Turbo per utilizzare le funzionalita di antivirus e IDP (rilevazione
e protezione dalle intrusioni) oppure inserire una scheda LAN wireless per utilizzare la funzionalita LAN.

Vedere la guida del ZyWALL Turbo Card per ulteriori informazioni sulla scheda di espansione. Vedere la
guida dell'utente per informazioni sull'installazione di una scheda LAN wireless.

4 Utilizzare il cavo di alimentazione fornito a corredo per collegare la presa di alimentazione (situata dietro
all'apparecchio) a una presa elettrica.

5 Posizione l'interruttore di accensione sulla posizione ACCESO e analizzare il pannello frontale. || LED
PWR si accende. Il LED SYS lampeggia mentre viene eseguito il test del sistema e quindi resta acceso in
caso di test riuscito. | LED ACT, CARD, LAN, DMZ e WAN si accendono e restano accesi se i
corrispondenti collegamenti sono stati eseguiti correttamente.
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2 Accesso allo strumento di configurazione Web

Questa sezione spiega come configurare l'interfaccia WAN 1 per 'accesso a Internet.

1 Avviare il browser. Immettere 192.168.1.1
(I'indirizzo IP predefinito dello ZyWALL) nella
barra dell'indirizzo.

Se non viene visualizzata la schermata di
accesso, vedere Sezione 10.1 per impostare
I'indirizzo IP del proprio computer.

J File  Edit  Wew Faworites Tools  Help

J dm=EBack - = - (3 ot | Qhsearch [ Favorites

|address | http:j192.168.1.1

3 Cambiare la password di accesso immettendo una
nuova password e facendo clic su Apply

(applica).
Use this screen to change the password.

MNew Password:

Retype to Confirm:

Ignore

5 Si apre la schermata HOME.

2 Fare clic su Login (accedi)(la password
predefinita 1234 & gia immessa).

ZyWALL 70

Enter Password and click Login.

Password: [

4 Fare clic su Apply (applica) per sostituire il
certificato digitale predefinito dello ZyWALL.

Replace Factory Default Certificate

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your

ZyWALL's MAC address that will be specific to this device.

Per impostazione predefinita, lo ZyWALL € in modalita router. Continuare dal passo successivo se si
desidera utilizzare funzionalita di routing quali NAT, DHCP e VPN.

Passare a Sezione 3 se si preferisce utilizzare lo ZyWALL come firewall trasparente.
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6 Controllare
la tabella
Network
Status
(stato della
rete). Se lo
stato della
WAN 1 ¢
not Down
(non
disattivata)
ed e
presente un
indirizzo IP,
passare a
Sezione 2.

Se lo stato
della WAN
1 & Down

ZyXEL

HOME

REGISTRATION

HETWORK =

SECURITY
ADYLNCED
REPORTS
LOGS

MAINTENAMNCE

LOGOUT

Automatic Refresh Interval [
System Information

System Name
Model ZyWALL 70
V1.08 | 07/23/2005

W4.03(WM.0)b2 | 07/16/2007

15:44:17

Bootbase Version
Firmware Version
Up Time

System Time 2007-08-22 00:15:53 GMT
Device Mode Router

Disabled

System Resources

Firewall

Hemory [—

R

Interfaces Status IP/Netmask IP Assianment Renew
WAN 1 100M/Full 1114.1337.202/ Static

255.255.0.0
WAN 2 Cown 0.0,0.0¢ 0,0.0.0

CHCP dient Renew
0.0,0.0¢ 0,0.0.0 HiA Dial

Disl Backup Down

LA 100M/Full 10.0.0.1f 255.0.0.0 DHCP sarver  N/A
WLAN 100M{Full 0.0,0.0f 0,0.0.0 Static [IES
DMZ 100M#Full 0.0,0.0¢f 0,0.0.0 Static HiA

Refresh

mz.wausw@

Security Services
Turbo Card

IDP/ Anti-Virus Definitiop HiA
IDP/Anti-¥irus Expiration Date

ztallad

License Inactive
Anti-Spam Expiration Date Licenze Inactive

Content Filter Expiration Date License Inactive

Intrusion Detected His
Virus Detected MR
Spam Mail Detected Disable (collect statistics)

Web Site Blocked HA

Top 5 Intrusion & Yirus Detections

¥irus Detected

| Rank Intrusion Detected

Latest Alerts
2007-08-21 0812931 Failed to sync with NTP zerver: 0.poal.ntp.org
2007-08-21 082931
2007-08-21 08:29:31
2007-08-21 08125131

Failed to sync with NTP server: Z.pool.ntp.org
Failed to sync with NTP server: Lpoolntp.org
Failed to sync with NTP server O.pool.ntp.org

System Status

Port Statistics DHCP Table ¥PN Bandwidth

(disattivata) (oppure se non & presente un indirizzo IP), fare clic su Internet Access (accesso a Internet) e
utilizzare Sezione 4 per configurare la WAN 1.

Utilizzare le schermate di NETWORK WAN (WAN della rete) se occorre configurare lo WAN 2. E anche
possibile configurare il load balancing (bilanciamento del carico) tra le porte WAN.

3 Modalita Bridge

Quando si imposta lo ZyWALL in modalita Bridge, esso funziona come un firewall trasparente. La procedura
illustrata di seguito consente di impostare lo ZyWALL in modalita Bridge.
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1 Fare clic su
MAINTENANCE
(manutenzione) nel
pannello di navigazione,
quindi su Device Mode
(modalita dispositivo).

2 Selezionare Bridge e
immettere un indirizzo IP
(statico), una subnet mask
e un indirizzo IP del
gateway per le interfacce
LAN, WAN, DMZ e WLAN
dello ZyWALL.

3 Fare clic su Apply
(applica). Lo ZyWALL si
riavvia.

Passare a Sezione 2 se si
dispone di server che occorre
rendere accessibili dalla
WAN.

Time and Device FiW
General Password Date Mode Upload Backup&Restore Restart
Device Mode Router

The ZyWALL restarts autornatically after you change the device mode and click "Apply".

' Router
IF Address (See LAM, WAN, DMZ

and WLAN)
i Bridge
IP Address g . 0o . o . 0
IP Subnet Mask o .0 .o .0
Gateway IP Address o . o . 0o .0

Diagnostic

Reset

4 Configurazione dell'accesso a Internet e Registrazione del

prodotto

1 Fare clic sull'icona Wizard (procedura guidata) () nella
schermata HOME e quindi sul link Internet Access Setup
(configurazione accesso a Internet) per aprire la
connessione guidata a Internet.

» Internet Access Setup

Immettere le informazioni e i parametri Internet FennaEton
esattamente come sono stati forniti. e PN Setup

Se e stato fornito un indirizzo IP da utilizzare, selezionare connection)

Static (statico) nell'elenco di riepilogo IP Address
Assignment (assegnazione indirizzo IP) e immettere le

informazioni fornite.

* Anti-Spam Setup

on theZyWwaLL 700

Welcome to the ZyWALL Wizard Setup

e[S USer quickTy configure the ZywalLL 70 to secure Internet

{helps user quickly configure the ZyWwalLL 70 to secure VPN

{helps user quickly configure the direction to check mail traffic

Nota: | campi variano a seconda di quanto viene
Closel

selezionato nel campo Encapsulation

(incapsulamento). Compilare i campi con le
informazioni fornite dall'lSP o dall'amministratore di rete.

Fare clic su Apply (applica) una volta terminata la configurazione.
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* Incapsulamento Ethernet

Configurare un servizio Roadrunner nelle schermate
NETWORK WAN (WAN di rete) (utilizzare la scheda
WAN 1).

+ PPP over Ethernet oppure incapsulamento PPTP

WIZARD - Internet Access

ISP Parameters for Internet Access

-

WAN IP Address Assignment

Selezionare Nailed-Up (riconnessione) quando si desidera che la connessione sia sempre attiva (questa
opzione potrebbe rivelarsi costosa se il proprio ISP applica una tariffazione a tempo dell'accesso a Internet

piuttosto che un costo mensile fisso).

Per non avere sempre attiva la connessione, specificare il tempo di timeout di inattivita (in secondi) nel campo

Idle Timeout (timeout di inattivita).
WIZARD - Internet Access

ISP Parameters for Internet Access

PPP over Ethernet = |

]

1100

WAN IP Address Assignment

Gy =]

WIZARD - Internet Access

ISP Parameters for Internet Access

]

PPTP Configuration

WAN IP Address Assignment

Gy =
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2 Fare clic su Next (avanti) per visualizzare la
schermata in cui e possibile registrare lo
ZyWALL sul sito myZyXEL.com (centro di
assistenza online ZyXEL) e attivare i servizi
filtraggio dei contenuti, antispam, antivirus e
IDP gratuiti in versione di valutazione.
Altrimenti fare clic su Skip (ignora) e quindi
su Close (chiudi) per completare la
configurazione dell'accesso a Internet.

Nota: Verificare di aver installato il ZyWALL Turbo Card prima di attivare i servizi di sottoscrizione IDP

e antivirus.

You can register ZyWALL on http:/fwww.zyxel.com and activate "Free Trial” of
Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwWalLL,

Click "Mext" to activate these services for FREE.

Spegnere lo ZyWALL prima di installare o rimuovere ZyWALL Turbo Card.

3 Se si dispone gia di un account su
myZyXEL.com, selezionare Existing
myZyXEL.com account (account
esistente) e immettere le informazioni
relative all'account. Altrimento selezionare
New myZyXEL.com account (huovo
account) e compilare i campi sotto per
creare un nuovo account e registrarsi su
ZyWALL. Fare clic su Next (avanti).

4 Attendere il completamento del processo
di registrazione.

1+ Mew myZy¥EL.com account - Existing myZy®EL.com account

User Name ZywaLL
s (Type username and password from & to
Password 20 characters.)
Confirm Password ==
E-Mail Address I;ssl@zy'xe\ com
Country ITa\wan ;I
Back I et

Register on myZyXEL.com server in Progress

This may take up to 40 seconds. Please wait...
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5 La seguente schermata indica se la
registrazione non ha avuto esito positivo. Fare
clic su Return (torna) per tornare alla
schermata Device Registration (registrazione
dispositivo) e controllare le impostazioni.

Register Message

You must type a smail in the smail fisld!

Return l

6 Fare clic su Close (chiudi) per chiudere la
procedura guidata una volta terminata la
registrazione e l'attivazione.

Nota: Se si desidera attivare un servizio
standard con il proprio numero PIN
(chiave di licenza) di iCard, utilizzare
la schermata REGISTRATION
Service (servizio di registrazione).

Installation is complete
Device Registration:
Content Filtsring :
IDP/AMt Virus :

Device Registration:

Registered
Enabled
Enabled
Enabled

Cloze

Vedere la guida utente per i dettagli.

5 DMZ

Una zona demilitarizzata (DMZ, DeMilitarized Zone) consente a server pubblici (Web, E-mail, FTP, ecc.) di
essere visibili al mondo esterno e di continuare ad avere una protezione firewall contro attacchi DoS (Denial

of Service).

Differentemente dalla LAN, lo ZyWALL non assegna una configurazione TCP/IP via DHCP ai computer
connessi alle porte DMZ. Configurare i computer con indirizzi IP statici (nella stessa subnet dell'indirizzo IP
della porta DMZ) e con indirizzi dei server DNS. Utilizzare I'indirizzo IP DMZ dello ZyWALL come gateway

predefinito.

La procedura seguente consente di configurare la DMZ se lo ZyWALL & in modalita routing.

Nota: Non & necessario configurare la DMZ con la modalita bridge; passare a Sezione 7.

1 Fare clic su NETWORK (RETE), DMZ nel pannello di navigazione.
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2 Specificare un indirizzo IP e una subnet mask per
l'interfaccia DMZ.

Se si utilizzano indirizzi IP privati sulla DMZ,
utilizzare la funzione NAT per rendere i server
accessibili pubblicamente (vedere Sezione 6).

Un indirizzo IP pubblico deve trovarsi su una
subnet separata rispetto all'indirizzo IP pubblico
della porta WAN. Se non si configura la funzione
NAT per gli indirizzi IP pubblici sulla DMZ, lo
ZyWALL instrada il traffico verso gli indirizzi IP
pubblici sulla DMZ senza eseguire il NAT. Questo
potrebbe essere utile per I'hosting di server per
eseguire il NAT di applicazioni non di semplice
configurazione.

3 Fare clic su Apply (applica).

6 NAT

DM2

DM2 TCP /1P

Static DHCP 1P Alias Port Roles

IP Address w2 2% .1 1 RIP Direction |Both hd
IP Subnet Mask 255 . 288 . 0 . O RIP Version FIP-1 x
Multicast Mone hd

DHCP Setup
OHCR Mone =

IP Pool Starting Address 0 Pool Size 128
DHCP Server Address o .
DHCP WINS Server 1 o .

DHCP WINS Server 2 o . .
Windows Networking (NetBIOS over TCP/IP

" allow between DMZ and LAN

™ allow between DMZ and WANL
™ allow between DMZ and WANZ
™ allow between DMZ and WLAN

ofla|lale

o 1)
.0 .0
o . 0
o o

Mote: You also need to create a Firewall rule,

Reset

Il processo di NAT (Network Address Translation, traslazione degli indirizzi di rete; NAT, RFC 1631) consente
di tradurre un indirizzo IP di una rete in un differente indirizzo IP in un'altra rete. E possibile utilizzare le
schermate NAT Address Mapping (mappatura indirizzi di NAT) per configurare lo ZyWALL per tradurre piu
indirizzo IP pubblici in piu indirizzi IP privati che si trovano sulla propria LAN (o DMZ).

Il seguente esempio consente di abilitare I'accesso dalla WAN a un server HTTP (Web) sulla DMZ. L'indirizzo
IP privato del server &€ 10.0.0.20.
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1 Fare clic su ADVANCED
(AVANZATO)’ NAT .nel panne”o di  NAT Overview  Address Mapping | Port Forwarding | Port Triggering
navigazione, quindi su Port
Forwarding (inoltro delle porte). AN [ent =]
2 Selezionare la casella di controllo Default Server D n 00 4 0 Go To Pagel1 =]
Active (attiva). [#[Activel _Name | Incoming Port(s) | PortTranslation | _Server [P address |
L. n i~ W&h 0 -0 o o m . 0 .0 .2
3 Digitare un nome per la regola. Br 3 3 F g TR
4 Digitare il numero di porta utilizzata EI F :” ':U :U ':U oE . i0i. 0 o
P 4 ul - o 0 - [ ¢ .8 o 0
dal servizio. Br T N r N —————
5 Digitare l'indirizzo IP del server EI u F__Ep F___EF R
7| o o 0 8o L] [l 0
HTTP. ﬂ| ] o o o o 0.0 0 0
6 Fare clic su Apply (applica). B O F_ ik T o o
m| o o o i 8o [l 0 [l [l
Mote 1: You may also need to create a Firewsll ruls,
Mote 2: Port Translation is optional,
Apply Reset

7 Firewall

E possibile utilizzare lo ZyWALL senza dover configurare il firewall.

Il firewall dello ZyWALL ¢ preconfigurato per proteggere la LAN da attacchi provenienti da Internet. Per
impostazione predefinita, nessun traffico dati pud entrare nella LAN, a meno che non & stata prima generata
una richiesta proveniente dalla LAN. Lo ZyWALL consente di accedere alla DMZ dalla WAN o dalla LAN, ma
blocca il traffico dalla DMZ alla LAN.

8 Configurazione delle regole di VPN

Un tunnel VPN (Virtual Private NI SEr
Network, rete privata virtuale) r Local NEtWO"kl

_—_—_—q
lEemote Netw ork

I |
offre una connessione sicura a = [ ] i Remote | L] =
un altro computer o rete. = | My DAL PSecRouter| S '

| -_L:.c VPN Tunne \""‘""“ %ﬁ,i 1
Un criterio di gateway identifica | == i_ ﬁ == |
i router IPSec a entrambe le | | éBATEWAY POLIGY é L |
estremita di un tunnel VPN. e e e e e e e i---------n-nn--n--------i e o et P s e

Un criterio di rete specifica
quali dispositivi (dietro i router
IPSec) possono utilizzare il
tunnel VPN.

NETWORK POLICY

LTI T L]
Yuvevuvrvenr
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La seguente figura illustra i campi principali nelle schermate della procedura guidata.

i' = Local Etw_0|T| rR mote Networl 1

| - I Remote | |

| - = | IPSec Router | |
——\ VPN Tunnel >< 2

I = T \nqs = I

Local Network | KA | Remote Network |

—PAddress _ _ | My ZyWALL Remote o ... lPAddress 1

Gateway Address

1 Fare clic sull'icona Wizard (procedura guidata) () nella schermata HOME e quindi sul link VPN Setup
(configurazione VPN) per aprire la connessione guidata a VPN.

Note: Le impostazioni non vengono salvate quando si fa clic su Back (Indietro).

2 Utilizzare questa schermata per configurare il
criterio di gateway.

Name (nome): immettere un nome per identificare il AR

criterio di gateway.

Narns et
My ZyWaLL pooo
Remote Gateway Address [BranchOfficecom

Remote Gateway Address (indirizzo gateway
remoto): immettere I'indirizzo IP o il nome di dominio
del router IPSec remoto.

3 Utilizzare questa schermata per configurare il
criterio di rete.

Lasciare la casella di controllo Active (attiva) IR RIS
selezionata. W active
Mame ITeSi

Name (nome): immettere un nome per identificare il

criterio di rete.

Local Metwork " single ¢ Range IP % Subnet
Selezionare Single (singolo) e immettere un indirizzo Starting IP Address R
IP per un unico indirizzo IP. ] x5 o5 255 o
Selezionare Range IP (IP della gamma) e immettere it e © single © Range 1P & Subnet
|'- d . |P I f | d d Starting IP Address 08 &0 % B R D
gli indirizzo IP iniziare e finale di una gamma di Ening 1P Addeess / Subnet [
indirizzi IP specifica. A

Selezionare Subnet e immettere un indirizzo IP e una
subnet mask che specifichino gli indirizzi IP su una Nexd
rete mediante la loro subnet mask.

Note: Assicurarsi che il router IPSec remoto utilizzi le stesse impostazioni di sicurezza configurate
nelle prossime due schermate.
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Negotiation Mode (modalita di negoziazione): selezionare Main Mode (modalita principale) come protezione
dell'identita. Selezionare Aggressive Mode (modalita aggressiva) per consentire a piu connessioni in ingresso
provenienti da indirizzi IP dinamici di utilizzare password separate.

Note: Piu SA (Security Association, associazioni di protezione) che si connettono attraverso un
gateway sicuro devono avere la stessa modalita di negoziazione.

Encryption Algorithm (algoritmo di crittografia): selezionare 3DES o AES per una crittografia piu forte (ma piu
lenta).

Authentication Algorithm (algoritmo di autenticazione): selezionare MD5 per una sicurezza minima oppure
SHA-1 per una sicurezza maggiore.

Key Group (gruppo di chiavi): selezionare DH2 per una maggiore sicurezza.

SA Life Time (tempo di vita SA): imposta quanto spesso lo ZyWALL negozia la SA IKE (minimo 180 secondi).
Un tempo di vita di SA breve aumenta la sicurezza, ma la negoziazione disconnette temporaneamente il tunnel
VPN.

Pre-Shared Key (chiave pre-condivisa): utilizzare da 8 a 31 caratteri ASCII (con differenziazione tra maiuscole
e minuscole) oppure da 16 a 62 caratteri esadecimali ("0-9", "A-F"). Precedere una chiave esadecimale con
uno "0x” (zero x), il quale non viene conteggiato come parte della gamma di caratteri da 16 a 62 per la chiave.
Encapsulation Mode (modalita di incapsulamento): Tunnel € compatibile con la funzione NAT, Transport
(trasporto) non lo e.

IPSec Protocol (protocollo IPSec): ESP & compatibile con NAT, AH non lo é.

Perfect Forward Secrecy (PFS): None (nessuno) consente una configurazione IPSec piu rapida, ma DH1 e
DH2 sono piu sicuri.

4 Utilizzare questa schermata per configurare le 5 Utilizzare questa schermata per configurare le
impostazioni del tunnel IKE (Internet Key impostazioni IPSec.
Exchange, scambio chiavi Internet).

Encapsulation Mode & Tunnel © Transport
IPSec Protocal * ESPp € aH

Hegotiation Mode & Main Mode © Aggressive Mode
Encryption Algorithm &) pEs ) AES O 3DES © NULL

Encryption Algorithm ' pes ¢ aEs ( 3DES

Authentication Algorithm  © sHa1 ® mDs Githerineton dlonmom BRIT R SR TR F:

Wy Grasn O Bl (B S Life Time 28800 (8econds)

54 Life Time sann Faecands fff;;“ Forward SEereey = nong ¢ pHL  DHe

Pre-Shared Key 112345675

Back | Mext |
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6 Verificare le impostazioni della VPN. Fare clic su 7 Fare clic su Close (chiudi) nella schermata finale
Finish (fine) per salvare le impostazioni. per completare l'installazione guidata della VPN.

Continuare con la prossima sezione per attivare la
-, regola VPN e stabilire una connessione VPN.
Gateway Palicy Property
Test
Gateway Policy Setting
My Zywall 0.0.0.0 Congratulations. The WPN wizard configuration is
Remate Gateway Address BranchOffice .com complete,
- B Check our exciting range of ZyXEL products at
B el T http: Afwwn . zyxel com
e Tes
Marne Test
Metwork Policy Setting Having WPN access problems?
Local Metwork
TRl 02 Gkl el ey 1. Werify your settings in this wizard.
Subnet Mask 255.255.255.0 P
R e 2. If your wizard entries are correct, but still cannot
Starting IP Address 10.0.0.0 access the Internet, then check that your ISP
Subnet Mask 255.0.0.0 account is active and that the settings you entered
in the wizard are correct,
IKE Tunnel Setting (IKE Phase 1) 3. If you still have problems, please contact
Authentication For Activating YPH custamer suppart.,
Authenticated By
User Name
Password
Negotiation Mode Main Mode
Encryption Algarithm DES
Authentication Algorithm MDS Close
Key Group
SA Life Time 28800 (Seconds)
Pre-Shared Key 12345678
IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Mode
IPSec Protocol ESP
Encryption Algarithm DES
Authentication Algorithm SHAL
54 Life Time 28800 (Seconds)
Perfect Forward Secrecy (FFS)  Mone
Back | Finish

8.1 Uso della connessione VPN

Utilizzare i tunnel VPN per inviare e ricevere in maniera sicura file e per consentire un accesso remoto alle reti
aziendali, server Web ed e-mail. | servizi funzioneranno come se ci si trovasse connessi direttamente
dall'ufficio invece che da Internet.

Ad esempio, la regola di VPN “test” consente un
accesso sicuro a un server Web che si trova sulla
LAN aziendale remota. Immettere l'indirizzo IP del VPN Rules (IKE) VPN Rules (Manual)|  SA Monitor | Global Setting

server (10.0.0.23 in questo esempio) come URL
| FLtom | onean | hepre ercarsisions g

nel browser. Lo ZyWALL crea automaticamente il
tunnel VPN quando si tenta di utilizzarlo.
192.168.1.0 / [10.0.0.0 / [ESP DES-
E e [255.255.255.0,255.0.0.0 i ‘ _SHA

Fare clic su SECURITY (PROTEZIONE), VPN nel
pannello di navigazione e quindi sulla scheda SA
Monitor (monitor SA) per visualizzare un elenco
dei tunnel VPN connessi (nell'esempio € attivo il

tunnel VPN “test"). Fefresh | Disconnect |
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9 Configurazione della funzione Anti-Spam

Con la funzione anti-spam I'unita ZyWALL controlla il transito di messaggi di e-mail commerciali non richiesti e
indesiderati (spam).

Note: Per utilizzare la funzione occorre aver sottoscritto il servizio anti-spam (vedere pagina 75).

1 Scegliere l'icona Wizard (procedura guidata) nella schermata HOME e quindi Anti-Spam Setup
(configurazione anti-spam) per aprire la procedura guidata di configurazione.

2 Selezionare le posizioni dei server
di e-mail. Su ogni punto
selezionato appare l'icona di un
server di e-mail. In questo esempio ] SryCr Leeain Sedin
i server di e-mail sono nella LAN.

WIZARD - Anti-Spam

3 Lo ZyWALL Consiglia quali flussi di
traffico analizzare sulla base delle
posizioni dei server di e-mail.

WIZARD - Anti-Spam

Recommended Protected Traffic Direction Summary
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4 Utilizzare questa schermata per
attivare la funzione anti-spam e
selezionare quali flussi di traffico

I’unité ZyWALL deVe analizzare per Recommended Protected Traffic Direction Settings
indiVidUare |0 Spam. | ﬂUSSi d| rou can modify the settings or click "Back" to update the topology.
traffico consigliati sono gia W Enable Anti-Spam

selezionati. Generalmente &

. . . . - LAMN WaAN 1 WaAN 2 DMZ WLAN ¥PN
necessario selezionare il traffico e-
mail in ingresso dai server di posta | | | | | |
| m | = = =

esterni o e O B N
5 Fare clic su Apply (applica). ETE - u u
| I
o wiin 5|
BT I
BT s |
* Protected Traffic Direction
Elac:kl Apply |

6 Fare clic su Close (chiudi) nella
schermata finale per completare la
configurazione guidata dell'anti-
spam.

Congratulations, The Anti-Spam direction configuration is complete,
7 CongratulazionilL' Antispam E'
stato configurato.. closs |

Per distinguere le e-mail lecite dallo spam € anche possibile utilizzare la whitelist (lista di messaggi leciti) e la
blacklist (lista di messaggi indesiderati) anti-spam. Vedere il capitolo sulla funzione anti-spam nella Guida
dell'utente per maggiori dettagli.

10 Risoluzione dei problemi

Problema Azione correttiva

Nessuno dei LED | Assicurarsi di aver collegato il cavo di alimentazione allo ZyWALL e a una sorgente di
€ acceso. alimentazione appropriata. Assicurarsi che lo ZyWALL sia acceso. Controllare tutti i
collegamenti dei cavi.

Se i LED continuano a non accendersi, potrebbe esserci un guasto hardware. In questo
caso, € opportuno rivolgersi al rivenditore locale.
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Problema

Azione correttiva

Impossibile
accedere allo
ZyWALL dalla
LAN.

Controllare il collegamento dei cavi tra lo ZyWALL e il computer o I'hub. Vedere Sezione 1
per i dettagli.

Eseguire il ping dello ZyWALL da un computer della LAN., Assicurarsi che la scheda
Ethernet del computer sia installata e correttamente funzionante.

Nel computer, fare clic su Start, (Tutti i) Programmi, Accessori e quindi Prompt dei
comandi. Nella finestra Prompt dei comandi, digitare "ping" seguito dall'indirizzo IP LAN
dello ZyWALL (192.168.1.1 & l'indirizzo predefinito) e quindi premere [Invio]. Lo ZyWALL
dovrebbe rispondere. In caso contrario, vedere Sezione 10.1.

Se si € dimenticata la password dello ZyWALL, utilizzare il pulsante RESET. Premere il
pulsante per circa 10 secondi (oppure finché il LED PWR non inizia a lampeggiare), quindi
rilasciarlo. Questa operazione riporta lo ZyWALL ai valori predefiniti (la password & 1234,
l'indirizzo IP LAN & 192.168.1.1, e cosi via; vedere la Guida dell'utente per i dettagli).

Se si dimentica l'indirizzo IP della WAN o della LAN dello ZyWALL, & possibile controllare
I'indirizzo IP nello SMT via porta console. Collegare il computer alla porta CONSOLE
utilizzando un cavo console. Il computer dovrebbe disporre di un programma di
comunicazione di emulazione terminale (come ad esempio HyperTerminal); impostare
I'emulazione di terminale VT100, nessuna parita, 8 bit di dati, 1 bit di stop, nessun controllo di
flusso e velocita della porta pari a 9600 bps.

Impossibile
accedere a
Internet.

Controllare il collegamento dello ZyWALL al jack Ethernet con accesso a Internet.
Assicurarsi che il dispositivo gateway verso Internet (quale ad esempio un modem DSL)
funzioni correttamente.

Fare clic su WAN nel pannello di navigazione per verificare le impostazioni.

Impossibile
stabilire una
connessione VPN

Assicurarsi lo ZyWALL e il router IPSec remoto utilizzi le stesse impostazioni VPN. Fare clic
su VPN nel pannello di navigazione per configurare le impostazioni avanzate.

Accedere a un sito Web per verificare che si dispone di una connessione a Internet valida.

10.1 Impostare l'indirizzo IP del computer

Questa sezione spiega come configurare il computer per ricevere un indirizzo IP in Windows 2000, Windows
NT e Windows XP. In questo modo ci si assicura che il computer possa comunicare con lo ZyWALL.

1 In Windows XP, fare clic su Start, Pannello di controllo.
In Windows 2000/NT, fare clic su Start, Impostazioni, Pannello di controllo.

2 In Windows XP, fare clic su Connessioni di rete.
In Windows 2000/NT, fare clic su Reti e connessioni remote.
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3 Fare clic con il pulsante destro del mouse su Connessione alla rete locale e scegliere Proprieta.

4 Selezionare Protocollo Internet (TCP/IP) (sotto la
scheda Generale in Windows XP) e fare clic su
Proprieta.

5 Si apre la schermata Protocollo Internet TCP/IP -
Proprieta (la scheda Generale in Windows XP).
Selezionare le opzioni Ottieni automaticamente un
indirizzo IP e Ottieni automaticamente l'indirizzo
del server DNS.

6 Fare clic su OK per chiudere la finestra Protocollo
Internet (TCP/IP) - Proprieta.

7 Fare clic su Chiudi (OK in Windows 2000/NT) per
chiudere la finestra Connessione alla rete locale -
Proprieta.

8 Chiudere la schermata Connessioni di rete.

Internet Protocol (TCP/IP) Properties

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

|5" Obtain an IF address automaticall ]
—" Use the following IP address:

21|

1P address; I . : :
Subret mask: I . . :
Default gateyay: | = : :

' Obtain DNS server address automatically

1 Usze the tollowing DNS server addresses:

Alternate DHE server: I . . <

Brefered DHS senver: I : : .

Advanced... |

I ()8 I I Cancel |

Procedura per visualizzare le certificazioni di un prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per passare alla

pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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O6G30p

YctporictBo ZyWALL 70 npenctaBnseT cobor MexXceTeBOM aKkpaH A rnobansHon ceTu ¢ BblpaBHUBAHUEM
Harpysku n MMeert uenbiin psa QYHKUNOHAMNbHbIX BO3MOXHOCTEN, TaKMX Kak BUPTyarnbHble YacTHble CEeTH,
ynpaerneHne NponyckHOM CNOCOBHOCTBIO, hunbTpauusa KOHTEHTA, 3aliMTa OT cnama, 3awmTa oT Bupycos, IDP
(Intrusion Detection and Protection - O6HapyxeHue 1 3awmTa OT BTOPXKEHUSA) U Apyrne. YCTPONCTBO MOXHO
MCMNOnb30BaTh Kak NPO3payvHbI MEXCETEBOW 3KPaH, NPM 3TOM He TpebyeTcs N3MEHATb KOHUIypaLuuio cetn
U NpoBOAUTb HACTPOKMKY napameTpoB MapupyTtusatopa ZyWALL. ZyWALL nosbiwaeT ypoBeHb
6e3onacHocTu ceTu, npegoctaenss noptel DMZ (DeMilitarized Zone - pemunutapusoBaHHas 3oHa) onsi
ucnonb3oBaHus ¢ o6LefoCTyNHbBIMK cepBepamn. [aHHOe pyKOBOACTBO COAEPXUT MHOPMaLMIO No
nepBoHavyanbHOMY NoAknoYeHno n Hactponke ZyWALL.

[ononHuTtenbHyo MHGopMaunio 060 Bcex PyHKUNAX YCTPOMCTBA CM. B TEXHUYECKOM PYKOBOACTBE.

Bam notpebytoTcsa yuyeTHble faHHble ANs NOAKMoYeHus kK HTepHeTy.

= = LAN '
] WAN [ 1] [i

s %
4
+
&
Inte rnet '
Pupaap— Spupp— WIEAPE.
-/ Ni—— Internet ——
[aHHoe pykoBOACTBO BKIOYAET crieayoline pasgensl.
1 MopknioveHne obopynoBaHus 6 TpaHcnsauusa ceTeBbIX afpecoB
2 [octyn kK Web-koHgurypatopy 7 MexceTeBon akpaH
3 Pexnm mexceTeBoro mocrta 8 Hactporika npaBun BUpTyanbLHON YacTHON CeTU
4 HacTtpovika goctyna B VIHTepHeT n peructpauus (VPN)
nsgenus 9 Hactpovika AHTU-Cnama
5 DNS 10Monck n ycTpaHeHne HencnpaBHOCTEN
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1 MopkntovyeHue o6opyaoBaHUSA

Bam notpebyetca cnegytolee o6opyaosaHue.

Komnbrotep Ka6enu Ethernet Kabenb nutaHus

ZUxEl ”

LAN ‘WAN-1 'WAN-2 DMZ 10/100
10/100 10/100 10/100 1 Z 3 4 DIAL BACKUP CONSOLE
| HIIH R oy e
ooooo 00000
ZyWALL 70 - ) Tl Tl Tl Tl - 5 o W o 5
INTERNET SECURTTY APPLIANCE

010, -

1 Onsa nopkntoveHus nopta LAN k koMmnbloTepy ucnone3yite kabenb Ethernet. Bbl Takke moxeTe

ucnone3oBaTb kabenu Ethernet ons nogkntoyeHns obuenocTynHelx cepeepoB (web, E-Mail, FTP n 1. a.) k
noptam DMZ.

2 C nomouwpbto apyroro kabens(ew) Ethernet nogkniounte nopt WAN1 n/unm WAN2 k poseTtke Ethernet,
coefnHeHHon ¢ NIHTepHerT.

\& &
EXTENSION CARD SLOT n
ﬁ
e POWER: 100-240VAC O
FUSE RATED: T0.5A250VAC "
®
11| [4)

a
®
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3 YctaHoBuTe KapTy pacwmpenns ZyWALL Turbo, 4to6bl ncnonb3oBaTh yHKLMM 3aLLUThI OT BUPYCOB U
IDP, unu yctaHoBuTe 6ecnpoBogHoOli aganTtep ANs noaknoyYeHnst K 6ecnpoBogHom cetu. [JononHuTenbHyo

UHcopMaLmio No KapTe pacwmpeHus cm. B pykosogcTtee no ZyWALL Turbo. NMHdopmauwmio no ycraHoBke
6ecnpoBOAHON CETEBOW KapTbl CM. B TEXHNYECKOM PYKOBOACTBE.

4 [1ns nogknovyeHnsa pasbema nutaHus (Ha 3agHen I'IaHeJ'IVI) K UCTOYHUKY NUTaHUA cnefnyeTt ncnonb3oBaTb
BXOAALNN B KOMMNAEKT WWHYP NUTaHUSA

5 MNepeBeauTe BbIKNOYATENb NUTAHUSA BO BKMNIOYEHHOE MOMOXEHNE 1 NMOCMOTPUTE Ha NepeaHiolo naHernsb.
3aroputcs ceeToanon PWR. Ceetoanog SYS GyaeT murate BO BPEMS BbINOSTHEHUSI TECTUPOBAHMUS

CUCTEMBI, MOCIIe Yero OCTaHeTCs ropeTb, €Crv TECTUPOBaHME 3aBepLuunriock ycnewHo. Ceetogmonbl LAN,
DMZ »n WAN 3aropsaTcs, ecrnv COOTBETCTBYIOLLME NOAKMIOYEHNS BbINOMHEHbI NPaBUITbHO.

2 floctyn kK Web-koHcurypatopy

B atom pasgene onuceiBaetcs HacTponka nHtepderica WAN 1 ana goctyna B VIHTepHerT.

1 3anyctute Web-o6o3peBatens. Beeaute agpec 2 UlenkHuTe Login (Bxoa) (naponk no ymonyaHuto
192.168.1.1 (IP-agpec ZyWALL no ymonyanuio). 1234 yxe BBeaeH).
Ecnun okHo perncrtpaumm He oTtobpaxaeTtcs, CMm.
pasgen Pasgen 10.1 gna yctaHoBku IP-agpeca ZYWALL 70
KOoMMbloTepa.

J File Edit ‘iew Favorites Tools  Help

J dmEack ~ = - (5 ot | Qi 5search (5 Favorites
J 'qddress I http:,l',l'192. 165.1.1 Password: _

Enter Password and click Login.

3 MameHuTe napornb No ymonyaHuio, BBeasl HOBbIN
naponb U LWenkHyB no kHornke Apply
(MpumeHNTBL).

4 UlenkHuTe no kHonke Apply (MpumeHUTb), YTOGLI

3aMeHnTb undposor ceptudmkar ZyWALL no
YMOMYaHuIo.

Use this screen to change the password. Replace Factory Default Certificate

New Password: _ The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your

ZyWALL's MAC address that will be specific to this device.
Retype to Confirm: e

5 OTtkpbiBaetca okho HOME (OOMALLHAA CTPAHULA).
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Mo ymonuaHuio B ZyWALL ycTaHOBMNeH pexum maplipyTusartopa. Ecnv Bbl XoTuTe ncnonb3osaTb
dyHKUMM MapwpyTusaumm, Takue kak NAT, DHCP n VPN, nepexoguTte K cnegyoLiemMy Lwiary.

Ecnn ZyWALL GygeT ncnonb3oBaTbCs B KQYeCTBE NPO3pPavyHOro MEXCETEBOrO 3KpaHa, nepexoauTe K

Paspen 3.
6 MNpoBepbTe

ZyXEL

Automatic Refresh Interval m

wzaRo ) vl (B
Tabnuuy =
ystem Information -
Network | System Information |
etwo il o System Name Turbo Card Ttalled
Status REGISTRATION Model ZyWALL 70 IDP/ Anti-Virus Definitigp Hia
c NeTWORK Bootbase Version V1.08 | 07/23/2005 IDP/Anti-Virus Expiration Date  License Inactive
( TaTtyc Firmware Version va.03(wHM.0)bz2 | 07/16/2007 Anti-Spam Expiration Date License Inactive
ceTVI) SECURITY Up Time 15i44:17 Content Filter Expiration Date License Inactive
ADYANCED System Time 2007-08-22 00:15:53 GMT Etpsraloeteted Gy
Ecnn i virus Detected [
. Device Mode Fouter
cTaTye REPOR(S . " PR Spam Mail Detected Disable (collect statistics)
irewal isabla
Y ES web Site Blocked WA
nopta WAN e
opTa MAINTENANCE Top 5 Intrusion & ¥irus Detections
1 He Down Flaah [ — T ok ThtrasTor Detected Firts Detécies
(He LoGouT My I o -2
nogknr4e cPU ] e Latest Alerts
Date/Time essage
H) n 2007-08-21 08:29:31  Failed to sync with NTP server: O.pocl.ntp.org
nterfaces Status P fNetmasl ssianmen! enew led h |
2007-08-21 08:29:31  Failed & ith NTP 1 2.pool.ntp.
yCTaHOBJIEeH wan 1 100M/Full 1111337202/  Static hied te syne wt SEMEN ZpSLnTRord
255.255.0.0 2007-08-21 08:29:31  Failed to sync with NTP server: Lpoclntp.org
IP-aF'lpeCl WAN 2 Down 0.0.0.07 0.0.0.0 GHCP climnt | panewr 2007-08-21 08:29:31  Failed to sync with NTP server: O.poclntp.org
CM. Pa3,qen Cial Backup Down 0,0,0,0/ 0,0,0.0 WA Dial Gystem Status
5_ LaN 100MAFUll 10,0001/ 255.0.0.0 DHCP server  H/A Port Statistics DHCP Table ¥PN Bandwidth
WLAN 100M/Full 0.0,0.0f 0,0.0.0 Static HiA
bMz 100M/Full 0.0.0.0f 0.0.0.0  Stakic WA
Ecnn
cTaTtyc

nopta WAN 1 otobpaxaetcs kak Down (He nogkntoueH) nnu otcytcrayeT IP-agpec, wenkHute Internet
Access (QocTyn B UHTepHeT) n ucnonbayinte Pasgen 4 ana HacTtponkn nopta WAN 1.

Onsa HacTpovikn nopta WAN 2 ncnonbaytotcst okHa WAN B pasgene NETWORK (CETb). Takke MOXHO
HacTpouUTb OYHKLMIO BbipaBHUBaHUSA Harpyskn mexay noptamm WAN.

3 PeXxum MeXxceTteBOro MocTa

Ecnn B ZyWALL ycTaHOBNEH PEXUM MEXCETEBOIO MOCTa, YCTPONCTBO (DYHKLMOHMPYET Kak NpO3payHbIi
MexceTeBon akpaH. [Ina yctaHoBKu pexnma mexcetesoro mocta ZyWALL BeinonHute cnegytowne
aencreus.
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1 B MNManenu HaBurauymm
LenKHUTe
MAINTENANCE General  Password Timeand
(OBCNYXXUBAHUE) 1
3atem Device Mode
(Pexxum ycTpoicTBa).

2 Bribepute Bridge (Mocr)

N ycTaHoBUTE
cTaTuyeckun IP-agpec,

* Router
1P Address

Device Ffw
Mode Upload

Device Mode Router

The ZywaLL restarts autornatically after you change the device mode and click "apply".

(See LAN, WA

Backup&Restore Restart Diagnostic

N,

macky nogcetu n IP-anpec ridas
Lnto3a onst uHTepdgencos 1P Address

LAN. WAN. DMZ IP Subnet Mask
WLA’N ’ " Gateway IP Address

DMZ and WLAN)
o .0 .0
o . 0 .0
o . 0 .30

3 WenkHute Apply

Reset |

(MpumennTb). ZYWALL
nepesarpysurcs.

Ecnu umetotcs cepsepsl,
KOTOpble AOMKHbI ObITb
OOCTYNHbI U3 rmobansHom
ceTn, cMm. Paspen 5.

4 HacTtpoiika goctyna B UHTepHeT u pernctpauma usgenus

1 WenkHuTe Ha 3Hauyke Wizard (Mactep) () B okHe HOME
(OOMALLHASA), a 3aTem Ha ccbinke Internet Access
Setup (HacTporika goctyna k MIHTepHeT), YToObl OTKPbITh
mMacTep HacTPOWKM.

BBeauTe yyeTHble faHHble ANS NOAKMIOYEHMS K
MHTepHeTy.

Ecnun Bam HasHauveH ctatudeckuin IP-agpec, Bbibepute
Static (CtaTuyeckun) B packpoiatowemcs cnvcke IP
Address Assignment (HasHauyeHue IP-agpeca) 1
BBeAWTE NpefoCcTaBlieHHbIe BaM napameTpbl.

NMPUMEYAHME: 3anonHsiemble nons mMoryT
pasnuyaTtbCHa B 3aBMCUMOCTH
3Ha4YeHus, yCTaHOBIIEHHOrO B Mnone

Welcome to the ZyWALL Wizard Setup

1 » Internet Access Setup )
Elps User quickly configure the ZyWaLL 70 to secure Internet

connection)

» VPN Setup
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

* Anti-Spam Setup
{helps user quickly configure the direction to check mail traffic
on theZyWwaLL 700

Cloze |

Encapsulation (MHkancynauusa). Beegute napameTtphbl, NPeAOCTaBEHHbIE
WHTepHeT-npoBangepomM nnu ceTeBbIM agMUHUCTPATOPOM.

Mo okoHuyaHun wenkHute Apply (MpumeHnTs).
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° MHKanCynﬂLIVIiI Ethernet WIZARD - Internet Access

Hactporite cnyx6y Roadrunner ¢ nOMOLLbI OKOH
WAN B pasgene NETWORK (CETb) (3aknagka
WAN 1).

ISP Parameters for Internet Access

-

WAN IP Address Assignment

* PPP noBepx Ethernet nunu nukancynsunsa PPTP

BbibepuTe Nailed-Up (MocTosiHHOE), ecnu Bbl XOTUTE UMETb NOCTOSSHHOE COeAUHEHNE (Takoe CoeAnHeHne
MOXeT BblTb 4OCTATOYHO A0POrMM, ecnu MHTepHeT-npoBangep 6epeT nnaTy 3a BpeMsi MCNOMNb30BaHUS
MHTepHeT, a He UCnonb3yeT YyCTaHOBMEHHbIA MEeCAYHbIA Tapud).

YT106bI HE NoAAepXuNBaTb NOCTOSIHHOE CoeAnHeHVe, BBEAUTE NHTepBan BPeMeHU NpocTos (B CeKyHAax) B
none Idle Timeout (Bpems npocTos).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernet = |

L]
L]

PPTP Configuration

WAN IP Address Assignment

Gy =]

WAN IP Address Assignment

[oymaric =
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2 lllenkHuTe Next (Oanee) onst oTobpaxeHus
OKHa, KOTopoe ncnonb3yeTcsa Ans
pernctpaumm ZyWALL Ha carite

myZyXEL.com (ueHTp o6enyxuBaHmsa ZyXEL) e L T e e e e R
" aKTl/lBleOBaHVlﬂ d)l/lﬂ praLlVIVI KOHTeHTa Content Filtering, AntiSpam, AntiVirus and IDP services on your ZyWwWalLL,
3a|.|.|.|/1Tb| oT cnama 3a|.|.|,|/1Tb| oT BMpyCOB " Click "Mext" to activate these services for FREE.

ncnbiTatenbHbIX Bepcun npunoxenun IDP. B
Opyrom criyyae, wenkHute Skip
(MponycTutk) 1 3atem Close (3akpbITk) Ans 0

3aBepLUeHnss HacTponkn aoctyna B HTepHer.

NMPUMEYAHMUE: lNpexae yeM akTMBMpPOBaThL NOAMMUCKY Ha 3awuTy oT BupycoB 1 IDP, ycTtaHoBute
ZyWALL Turbo Card.

Mpwn ycTaHoBke nnu naeneveHnn kaptbl ZyWALL Turbo Card oTkniounTe nutaHue
ZyWALL.

3 Ecniv Bbl yXXe permctpnpoBanucb Ha cante
myZyXEL.com, Bbibepute Existing
myZyXEL.com account (CywecTByrowue
y4yeTHble gaHHble myZyXEL.com) un
BBeAMTE NapaMeTpbl y4eTHbIX AaHHbIX. B

= New myZy=EL.com account o Existing myZy»EL.com account

User Mame DWWALL -Ch k

apyrom criyyae, Bolbepute New e — e M
Password e 20 characters,)

myZyXEL.com account (HoBble yyeTHbIe Confirm Password e

paHHble myZyXEL.com) n 3anonHuTe E-Mail Address fest@zpeicom

nons, pacnonoXeHHble HWXe, Ans S [Taiwen =

CO3[aHNSA HOBbIX YYETHbIX AaHHbIX U

peructpauun ZyWALL. WWenkHuTe no Bk | et

kHonke Next (Qanee).

4 MopoxauTe, NoKa 3aBepLUNTCS NpoLecc
perucTpaumu.

Register on my2yXEL.com server in Progress

This may take up to 40 secands, Please wait. ..
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5 Ecnu peructpaums He BbINONHeHa, NOSIBASIETCA
cnegywoulee okHo. LenkHute Return
(BepHyTbcs) ons Bo3Bparta k okHy Device
Registration (Pernctpaums yctponcrtaa) 1
npoBepbTE HAaCTPONKK.

Register Message

You must type a smail in the smail fisld!

Return l
6 WenkHute Close (3akpbITb), 4TOObI 3aKpbITh
OKHO MaCTepa nocne BbINONTHEHUA
perncTpaunm n aktTuBupoBaHuUA Cﬂy)K6.
Installation is complete
NMPUMEYAHUE: [Ins akTmBaummn ctaHgapTHON Sevie Raaston,  Feasers

cnyx6bl ¢ Homepom PIN 10p A irus Enabled
BaLuel‘/’I KapTOLIKM Device Registration: Enabled
(MMUEH3MOHHBIN KroY) -
NCMNOorb3yeTcsl OKHO —

REGISTRATION Service
(Cnyx6a PETUCTPALIUN). NogpobHee cM. B TEXHUHECKOM PYKOBOLCTBE.

5 DMZ

DMZ (DeMilitarized Zone - gemunutapnsoBaHHas 30Ha) NO3BOMNSAET BHELUHMM MOnb3oBaTensam obpaliaTbcs K
obuenoctynHelM cepBepam (web-ceBep, noyToBbIV cepBep, FTP-cepBep 1 Ap.) n obecneynBaet 3awuTy
CepBePOB NOCPEACTBOM MEXCETEBOro 3KpaHa oT BHelHux atak DoS (Denial of Service - oTkas ot
obcnyxuBaHus).

B otnuune ot nokanbHon cetn, ZyWALL He HasHayaeT KoMnbloTepam, NOAKMYEHHbIM K noptam DMZ,
koHdpurypauuto TCP/IP ¢ nomowbto DHCP. HasHaubTe komnbloTepam ctatnyeckuin IP-agpec (B Tom xe
noacetu, yto u IP-agpec nopta DMZ) n agpeca cepsepos DNS. IP-agpec nopta DMZ B ZyWALL
MCnonb3yeTcs B KAa4eCTBE LUM03a No YMOMYaHu1Io.

Insa HacTtporikn DMZ, ecnn ZyWALL HaxoguTcsa B pexume MapLipyTusaumm, BbINONHUTE cneaytoLlee.

NMPUMEYAHMUE: Hactporika DMZ B pexxume MexXceTeBoro MocTta He TpebyeTcs, cMm. nanee Pasgen 7.
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1 B MNaHenu HaBurauuu wenkHute NETWORK (CETb), 3atem DMZ.

2 BeeguTte IP-agpec u macky noacetu ons

uHTepdenca DMZ.

Ecnu ucnonesyetca vyactHein IP-agpec ana DMZ,
TO 4YTOOLI caenaTb cepBepbl AOCTYMNHLIMU AMst BCEX
nonb3oBartenei, Heobxoanmo ucrnonb3oBatb NAT
(cm. Paspen 6).

O6uwenocTynHei IP-agpec AomKeH HaXOAUTLCS B
noaceTu, OTNMYHONM OoT obwenoctynHoro IP-agpeca
nopta WAN. Ecnu cdyHkunsa NAT ansa
o6uwenoctynHeix IP-agpecoB gns DMZ He
HacTpoeHa, ZyWALL HanpasnseT Tpaduk Ha
obwepoctynHble IP-agpeca B DMZ 6e3

DMZ Static DHCP IP Alias
DM2Z2 TCPfIP

RIP Direction |Both ~
RIP Wersion |RIP-1 ¥

Port Roles

IP Address 172 . 2% L M0 1
1P Subnet Mask 255 . 255 . 0 .0

Multicast Mone A

CHCP More ¥

IP Pool Starting Address
DHCP Server Address o
CHCP WINS Server 1 ]
CHCP WINS Server 2 o

Windows Networking (NetBIOS over TCP/IP

" Allow between DMZ and LAN

™ Allow between DMZ and WANL
™ Allow betwesn DMZ and WANZ
™ Allow between DMZ and WLAN

Pool Size 126

o|lo|ale

] 0
.00
] 1)
o 0

Note: You also need to creats a Firewall rule,

npumMmeHeHust NAT. 3To ncnonb3yeTcsi Ans XOoCT-
CcepBepoB C MPUNOXEHUAMN, HECOBMECTUMbIMW C =

NAT.
3 Wenknute Apply (MpumeHnTb).

6 NAT

NAT (Network Address Translation - TpaHcnsaums ceteBbix agpecoB NAT, RFC 1631) BbinonHsieT
npeobpasoBaHue IP-agpeca ogHon cetn B oTnunyHbIn IP-agpec apyroi cetu. OkHa NAT Address Mapping
(Mpeo6pasoBaHue apgpecoB NAT) ucnonbaytotcs ansa HacTporiku ZyWALL Ha npeobpa3oBaHme HECKOMNbKUX
obwenoctynHbix IP-agpecos B 4acTHble |IP-agpeca Bawen nokansHown cetu (unv DMZ).
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B cnepytowem npumepe paspelsaetcs goctyn us rnobansHow cetn k cepepy HTTP (web-cepsep) 8 DMZ.
OT0T cepBep umeeT YacTHbiln IP-agpec 10.0.0.20.

1 B lNaHenu HaBUraumu WenkHnTe
ADVANCED (OOMONMHUTENBHO),

3atem NAT un 3atem Port

Forwarding (Mepeagpecauus

nopToB).

2 YctaHoBuTe chnaxok Active

(BknounTb).
3 Beegute nmsa npasuna.

4 Beegute HoMep nopta, KOTopbIn

ucnonbayetcst crnyx6oii.

5 Beegute IP-agpec HTTP-cepBepa.
6 WenkHute Apply (MpumeHnTb).

7 MexceTeBOM 3KpaH

NAT Overview _ Address Mapping | Port Forwarding | Port Triggering
Part Forwarding Rules
AN Interface WUAN T -
Default Server O o 305w SO0 w0 Go To Page|1 ~
n ird Bk G0 - |50 o - |0 0 . 0 . 0 . 20
| u 0 0 0 1] o o
E| o o o o = 0 [ 0 [
| u o o o 8o 0 [ 0 [
=| o o o o oo 0 [ 0 [
H| o 2 o oo 0 .0 .0 [
| u o - o 8l [ [ [ [
E| ] [ <o [o | 0 i 0 i
u| o o - o o 0 o 0 o
m| o o - o - 0 o 0 o
Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.
Apply Reset

ZyWALL MOXHO MCnonb30oBaTh, HE BbIMOSTHAS HACTPOMKY MEXCETEBOrO SKpaHa.

MapameTpbl mexceTeBoro akpaHa ZyWALL npenyctaHoBneHbl Tak, 4To6bl o6ecneynBathb 3aLuUTy NTOKANbHON
ceTu oT atak u3 cetu UHTtepHer. Mo ymonyaHuio Tpaduk B NoKanbHY CeTb HE MPOMycKaeTcs, Noka cHavana
OT Hee He noctynuT 3anpoc. ZyWALL paspewaet goctyn k DMZ u3 rmo6anbHoOM ceTn nnm nokanbHoOm ceTu,
Ho 6rnokupyeT Tpaduk oT DMZ B nokanbHyto CeTb.

8 Hactpowuka npaBun BuptyanbHon yactHou cetu (VPN)

TynHenb VPN (Virtual Private
Network - BupTyanbHas
yacTHas ceTb) obecnevnBaeT
3alMLEeHHOe coeanHeHne K
OPYromy KOMNbOTEPY Unn
cetu.

Ctparerusa wnt3sa
onpegenseT MapLpyTmM3aTopsl
IPSec Ha kaxOoM KoHLe
TyHHensa VPN.

I“‘Lzamm?rk'i lEe?oEmth_'i

I [

= [i E"‘; = My ZyWALL |PSReinRO;iter= =
—i2 VPN Tunnel T —

| == H \n* |

I _I : GATEWAY POLICY é I

L-_-___ illlllllllllIIIIIIIIIIIIIE L____——ﬂ

Yuvevuvwrvenr

NMETWORK POLICY
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CeTteBas nonuTuka onpeaensieT ycTponcTea (3a mapwpyTtusatopamu IPSec), koTopble MOryT ncnonb3oBatb
TyHHenb VPN.

Cne;qyrow,aﬂ cxeMa oObACHSIET OCHOBHBIE NMors B okHax MacTtepa.

" Local Network | FRemote Network

|
- I Remote |

I

: IPSec R |
3 ec Router

| g, ﬁ»g_\_ VPN Tunnel N\

| \Toz:al Network KA \ I

IP Add | I Remote Network
I— —radress__ _ _, My ZyWALL Remote ' .____JlPAddress__ I
Gateway Address

1 WenkHuTe Ha 3Hadke Wizard (Mactep) () B okhe HOME (JOMALLHAA), a 3atem Ha ccbinke VPN Setup
(Hactpovika VPN), 4ToGbl OTKPbITb MacTep HaCTPOWKH.

NMPUMEYAHUE: Ecnu wenkHyTe Back (Hasaa), HacTponkn He coxpaHsitoTcs.

2 37O OKHO ncnonb3yetrca ons HaCTPOWKK cTpaTernm

Lino3a. :

.
Name (Ums): Beeante umst ons naeHTudmkaumm Gateway Policy Fropert
cTpaTeruu Wwnisa. s fre=t

Remote Gateway Address (Aapec yaaneHHOro R

wno3a): Beegnte IP-agpec nnn gpomeHHoe nms
yﬂaneHHOrO MapI_IprTMSaTOpa IPSeC Remote Gateway Address |Branch0mnacnm

My ZyWhLL fnnna

et
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3 OT0 OKHO ncnonb3yeTcsa AN HACTPONKN NONUTUKK
ceTu.

dnaxok Active (Bknountb) formkeH ObiTb

¥ Active
YCTaHOBMEH. et

Mame Test

Name (MUwms): Beegnte umsa ans nageHtndukaumm Neterark Pe
NONNTUKK CETW. Local Network € single ¢ Rangs IP * Subnet
Starting IP Address 192 . 1688 . 1 . 0

Ending IP Address / Subnet
Mask

BbibepuTte Single (OauH) n BBeguTte IP-agpec.

255 . 285 0 255 .0
BeibepuTe Range IP (Ouana3oH IP) 1 BBegute

o < Remote Network " single © Range IP % Subnet
HavarnbHbIN 1 KOHeYHBbIV IP agpeca anst KOHKPETHOro . O
auanasoHa IP-agpecos. Ending IP Address / Subnet oo™ 5 5 g

Mask
Beibepute Subnet (Moacets) 1 BBeguTte IP-agpec n

Macky noAaceTn anga onpegenexus IP-agpecos B cetn
Mo Macke NoaceTy. [Back ] et |

NMPUMEYAHME: Y6eanTtech, YTO yaaneHHbIn
mappyTusatop IPSec ncnonbsyet Te e HacTporku 6e3onacHocTu, 4to byayT
HaCTPOEHbI B CrieayoLmx ABYX OKHaX.

Pexxum cornacoBaHus: Beibepute Main Mode (OCHOBHOW pexum) ans 3awmutbl KOHPUAEHLNANBHOCTY.
Bbibepute Aggressive Mode (PuckoBaHHbIN pexuM), YTOObI pa3peLlnTb MHOXECTBO BXOASLLMX
NOAKIIOYEHNIA ¢ AnHamMmieckumm IP-agpecamu 1 pasnnyHbIMK Naponsmu.

NMPUMEYAHME: Heckonbko 6e30nacHbIX COeQUHEHWUN, MOLKITIYAEMbIX Yepes LUMH03 CUCTEMBI
©e30MacHOCTM AOMKHbI UMETb OOMHAKOBLIN PEXNM COrTacoBaHWS.

Encryption Algorithm (Anroputm wudposaHus) Buibepyute 3DES unn AES ansa 6onee HagexHoro (unm
MeHee) LWndpoBaHus.

Authentication Algorithm (Anropntm ayteHTudmkaumm) Buibepute MD5 ans MuHMMansHOro ypoBHS
6esonacHocTn unm SHA-1 ana makcumMarnbHOro.

Key Group (KnroueBas rpynna): Boibepute DH2 gns MuHMManeHoOro ypoBHsi 6e3onacHocTu.

SA Life Time (Bpems cylwecTBoBaHUA 3alUULLEHHOIO coeAMHEHUA): YCTaHoBNTE, Kak YacTo ZyWALL
BbIMOJHSAET COrfacoBaHue 3alumiieHHoro coeamHenust no npotokony IKE (MvHumym 180 cekyHa). Manoe
BpeMS COeVHEeHNs yBenuunaBaeT ypoBeHb 6e3onacHoCTW, HO Npuv nNpoueaype cornacoBaHns TyHHenb VPN
BPEMEHHO He JOCTYMEeH.

Pre-Shared Key (MpepBapuTenbHO cornacoBaHHbIN Kntou): Vicnoneayetcst ot 8 o 31 cumsona ASCIl ¢
y4eToM pernctpa unm ot 16 o 62 wectHaguatepuyHbix cumsonos ("0-9", "A-F"). MNepen
LecTHaguatepuyHbiM kntodom Beegute "0x” (HoNb X), 3TN CUMBOIbI HE CYATAIOTCS YacTbio Kntoya u3 16 - 62
CMMBOIOB.

Encapsulation Mode (Pexum nnkancynsauumn): Pexum Tunnel (TyHHenb) coBmectum ¢ NAT, pexum
Transport (TpaHcnopT) He coBMECTUM.

IPSec Protocol (Mpotokon IPSec): ESP coBmectum ¢ NAT, AH He coBmecTuMm.
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Perfect Forward Secrecy (PFS) (MUpeanbHas npsimas 6e3onacHocTtb): None (HeT) no3sonsiet 6bicTpyto
HacTpoliky IPSec, Ho DH1 n DH2 noBbiwatoT ypoBeHb 6e30nacHOCTH.

4 DTO OKHO MCMNOMb3yeTCs AN HAaCTPONKN

napametpoB TyHHens IKE (Internet Key Exchange

- NnpoTokorn obmeHa krnovamu).

WIZARD - VPN

IKE Tunnel Setting (IKE Phase 1)

6 Mpoeepbre HacTponkn VPN. WenkHute Finish
(FoToBO) AN coxpaHeHWst HAacTpOoeK.

WIZARD - VPN

Status

5 OTO OKHO ncnonb3yeTcst AN HACTPONKHN
napametpos IPSec.

WIZARD - VPN

IPSec Setting ({IKE Phase 2}

7 B nocnegHem okHe wenkHute Close (3akpbiTb)
Ons 3aBeplueHns pabotel MacTepa HacTpoWiku
VPN. Ons BkntoyeHus npasuna VPN un
ycTaHoBneHus coeamHenns VPN nepexogute kK
crnepyoLlemy pasgeny.
WIZARD - VPN
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8.1 Ucnonb3oBaHne coeanHeHna VPN

TyHHenu VPN ncnonb3yoTcs Ans 3awmeHHON oTnpaBKky 1 Noncka annos, a Takke paspeLleHmns
yAaneHHoro 4ocTyna K KoprnopaTuBHbIM CETAM, web-cepBepam 1 No4ToBbIM cepBepam. ITu cnyxbbel OyayTt
paboTaTb Tak, kak ecnu Obl Bbl HAXoAMNUCL B ocuce, a He NogknoYanmchb Yepes MHTepHerT.

Hanpumep, npasuno VPN “test” paspeliaet
3alMLLEeHHbBIA A0CTyN K web-cepBepy B yaaneHHoun
KoprnopaTuBHOM fiokanbHou cetn. Beegute IP-agpec
cepsepa (10.0.0.23 B paHHOM npumepe) B none URL
Bawero 6paysepa. ZyWALL aBTomaTnyecku
cosgacTt TyHHenb VPN, koraa Bbl nonbiTaeTecb ero
ncnonb3oBaTh.

B Maxenu HaBuraumm wenkHte SECURITY
(BE3OMNACHOCTb), 3atem VPN v 3atem 3aknagky
SA Monitor (MoOHUTOp 3aLULLEHHOIO COeANHEHMUS)
ans otobpaxkeHmsa cnucka NOAKMIYEHHbIX TYHHenen
VPN (3pecb yctaHoBneH TyHHenb VPN ¢ nmeHem
“test”).

9 Hactpouka AHTU-Cnama

VPN Rules (IKE) ¥PN Rules (Manual)  SA Monitor Global Setting

Security Associations Tahle

e | iy [ i
Network |Hetwork F Algorithm
EI st 192.168.1.0/10000/ L = ESPDES.

55.259.255.0 255.0.0.0 SHA1

Refreshl Disconnect |

Mcnonb3ynte dunsrpaumio cnama ZyWALL ans KOHTpons BXoOsLEN NOYTbl HA Hanuyne
HECaHKLMOHUPOBAHHOW KOMMEPYECKOW peknamMbl 1 NOYTOBOro Mycopa (cnama).

MPUMEYAHUE: [1nsa ncnonb3oBaHus 3TON (PYHKLUUKN Bbl JOSMKHbI 3aperMcTpupoBaThbCs B Ka4ecTBe
aboHeHTa cepBuca AHTucnam (cMm. cTp. 92).

1 [nga oTkpbiTA macTepa HacTporku Haxmute kHonky Wizard (MacTep) Ha ctpaHuue HOME (MmasHas) n
BblGepute nyHkT Anti-Spam Setup (Hactporka AHTn-Cnama).
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2 YKaxuTe nopTbl NOAKMIOYEHMSA
BaLLMX NOYTOBbLIX CepBepoB. [Ans
Kaxaoro BbIbpaHHOro nopra
NnosiBUTCS CUMBOJT MOYTOBOIO Email Server Location Setting
cepBepa. B atom npumepe
NnoYTOBbIE CEpBEpa NOAKMYEHbI K
nopty LAN.

WIZARD - Anti-Spam

3 Pekomenyetcs ykasaTb NOpThbI
NoOYTOBbLIX CEPBEPOB, TpaduK C

KOTOPbIX AO0SMXEH CKaHMpoBaTbCA
Ha Hanuuue cnama Recommended Protected Traffic Direction Summary

WIZARD - Anti-Spam
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4 DTOT 3KpaH NO3BOSSAET BKITHOUYNTD
AHTN-Cnam n BbiOpaTtb NopThlI,
NOTOKW AaHHbIX C KOTOpbIX ByayT

ZyWALL NPOBEPATLCA Ha Hanuuve Recommended Protected Traffic Direction Settings
cnama. PeKOMeHﬂ,yeMble NOTOKU rou can modify the settings or click "Back" to update the topology.
AaHHbIX yXe BbiopaHbl. O6bI4HO ¥ Enable Anti-Spam

O0CTaTOYHO BbIOpaTh TOMbKO
nopTbl BXOAALLEN MOYTHI,

NPUHUMAEMON OT BHELLHUX 1
NoYTOBBIX CEPBEPOB. v m e

5 Haxmvute Apply (MpumerunTs). u

o

=

o

=

6 Ha nocnepgHen ctpaHuue mactepa
HaCTPOWKM aHTUCNamMa HaxmuTe

Close (3akpbITb).

7 I'Io3,u,paBJ'|ﬂeM! Bbl 3asepLwnnm Congratulations. The Anti-Spam direction configuration is complete.
HacTponky ZyWALL ans koHTpons
cnama BO BXOASALEN noyTe. Closel

WAN 1 WAN 2 DM2Z

* Protected Traffic Direction

Back | Apply |

Bbl MoxeTe Takke cchopmupoBath "yepHbIn” 1 "6enbii” CNUCckK, Ha OCHOBAHUM KOTOPbLIX coo0LeHmns OyayT
onpegenaTtbca Nubo kak nonesHble Nnbo kak cnam. MNoapobHble cBeaeHUs npuBeaeHsbl B pasgene "AHTu-
Cnam" B pykOBOACTBE MOMb30BaTenNs.

10 NMouck n yctpaHeHne HencnpaBHOCTEN

HeucnpaBHOCTb

Cnoco6bl ycTpaHeHuUs

He ropuT HY oguH
cBeToauoa.

Y6egutecs, 4TO WWHYP NUTaHus noaknodeH k ZyWALL n kK COOTBETCTBYIOLLEMY MCTOYHUKY
nutaHua. Ybegutech, yto ZyWALL BkntodeH. [NposepbTe Bee KabenbHble coeanHeHns.

Ecnun ceBeToamoabl Bce eLle He ropsT, BO3MOXHO, cyuwlecTByeT annapatHad HeUCnpaBHOCTb.
B atom crny4yae crnefyet CBA3aTbCA C NOCTaBLUMKOM.
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HeuncnpaBHoCTb

Cnoco6bl ycTpaHeHust

OtcyTcTtBYeT
poctyn k ZyWALL
13 noKarbHon
ceTn.

MpoBepbTe kabenbHoe coeanHeHne mexay ZyWALL 1 KoMnbloTEPOM UMM KOHLEHTPATOPOM.
MoppobHee cM. Pasgen 1.

Mpotectupynte coeguHeHne ZyWALL ¢ ceTeBbIM KOMMbIOTEPOM C MOMOLLIbIO KOMaHAb!
"ping". Y6eguTtecn, 4YTO B KOMMblOTEPE YCTaHOBMNeHa kapTa Ethernet n oHa pabotaet
HOpMarnbHO.

B komnbtoTepe wenkHute Start (Myck), (All) Programs ((Bce) nporpammbl), Accessories
(CtanpaptHble) n 3atem Command Prompt (KomangHas cTpoka). B okHe Command
Prompt (KomaHngHas ctpoka) BBegute "ping", 3atem IP-agpec ZyWALL B nokansHon cetu
(no ymonuanmio 192.168.1.1) n Haxxmute [ENTER]. ZyWALL pomkeH oTBeTUTbL. B apyrom
cnyyae, cm. Pasgen 10.1.

Ecnu Bbl 3a6binn naponb ZyWALL, Haxxmute kHonky RESET. Haxxumarite KHOMKy B TeYeHne
10 cekyHp (unu noka ceetoamog PWR He HauyHeT murath), 3aTemM OTnycTuTe KHOMKy. JTa
onepaums Bo3spallaet napameTpbl ZyWALL k 3aBOOCKMM HacTponkam Mo yMonyaHuio
(naponb - 1234, IP-agpec B nokanbHou cetu - 192.168.1.1 u 1. A4.; nogpobHee cM. B
TexHn4eckoM pykoBoACTBE).

Ecnu Bbl 3a6binu IP-agpec ZyWALL B nokaneHol unu rmobansHon cetn, MOXHO
nocmotpeThb IP-agpec B CMCTEMHOWM KOHCOMNW MU NOAKIIOYEHNM Yepe3 KOHCOSbHbIM NOPT.
MogkntounTte komnbtoTep k nopTy CONSOLE c nomMoubio KoHconbHoro kabens. Ha Bawem
KOMMbIOTEPE AOMKHA ObITb YCTAaHOBEHA KOMMYHMKALMOHHAsA NporpaMma amynsaumm
TepMmuHana (Hanpumep, HyperTerminal) ¢ HacTpoeHHon amynsauuen TepmutHana VT100, 6e3
KOHTpONS YeTHOCTH, 8 BMT AaHHbIX, 1 cTon-6uT, 6€3 ynNpaBneHns NOTOKOM AaHHbIX U1
ckopocTbto nopta 9600 6uTt/c.

coeguHeHune VPN.

HeBo3MOXHO MposepbTe coeanHeHne mexay ZyWALL v posetkon Ethernet, ¢ koTopon umeetcsa goctyn B
nonyyuTb goctyn | MHTepHert. Y6eamTech, 4To yCTPONCTBO Wnto3a MiHTepHeT (Hanpumep, mogem DSL)
B VIHTepHeT. paboTaeT HOpManbLHO.

B MaHenn Hasurauum wenkHnte WAN ans npoBepkn napaMeTpos.
HeBo3MOXHO Y6egutecs, yto ZyWALL 1 yaaneHHbin maplipyTtusatop IPSec ncnonb3syor ognHakoBble
YyCTaHOBUTb HacTponkn VPN. B MNMaHenu Hasuraumm wenkHute VPN onst 4ONOnNHUTENbHBLIX HACTPOEK.

Mepengute Ha kakon-HMBYAb Web-caiiT, 4ToObl NpOBEpUTL NOAKMIOYEHNE K VIHTepHeTY.

10.1 YcraHoBka IP-agpeca komnbloTepa

B aTom pasgene onuceiBaeTcs, Kak HACTPOUTb KOMMbIOTEP Ha nonyveHune IP-agpeca B onepaunoHHON
cucteme Windows 2000, Windows NT 1 Windows XP. BeinonHeHve 3Ton onepauum rapaHTUMpyeT, 4To
KOMMNblOTEP CMOXET B3aumogencTsoBaTtb ¢ ZyWALL.

1 B Windows XP wenkHute Start (Myck), Control Panel (MaHenb ynpaBneHus).

B Windows 2000/NT wenkHuTte Start (Myck), Settings (HacTtponka), Control Panel (MaHenb ynpaBneHus).

2 B Windows XP wenkHnte Network Connections (CeTeBble nogkno4eHus).

B Windows 2000/NT wenkHuTe Network and Dial-up Connections (CeTb 1 yaaneHHbIn JOCTYN K CETH).
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3 WenkHuTe npaBown kHonkon Mbiwun Local Area Connection (MoakntoyeHne no nokanbHoOM ceTu) 1
3atem Properties (CBoncTBa).

4 Bbibepute Internet Protocol (TCP/IP) (MpoTtokon UHTepHeTa (TCP/IP)) (Ha 3aknaanke General (O6wume)
B WinXP) n wenkHute Properties (CBomncTtsa).

5 OTkpoeTtcs okHo Internet Protocol TCP/IP Properties
(CeouctBa: MNpotokon UHTepHeTa (TCP/IP)

Internet Protocol (TCP/IP) Properties = ﬂﬂ

i General
(3aknagka General (O6wue) B Windows XP).
H H *f'ou can get |P zettings assigned automatically if your network, supports
Bbl6epMTe Obtaln an P address aUtomatlca"_y thiz capabili_ty. Dtherwi_se, you need to ask your network. administrator for
(Mony4aTtb IP-appec aBTomaTuyeckun) n Obtain DNS the appropriate [P settings.

server address automatically (MonyyaTtb agpec

l £+ Obtain an [F address automaticall: )
cepBepa DNS aBTomaTtuyecku).

—" Use the following IP address:
6 LLenkHute OK, 4ToGbI 3akpbiTb OKHO Internet Protocol IF address: [
(TCP/IP) Properties (CBoucTBa: lNpotokon e e

WUHTepHeTa (TCP/IP)). chronny =
7 WenkHute Close (3akpbiTh) (OK B Windows 2000/

6]

NT), 4Tobbl 3aKkpbITh OkHO Local Area Connection ([ _OuxainDNS servr ackdess outomatcaly )

. o o ) i o
Properties (CBoiicTBa NoAKMOYEHUs NO NOKanbHO RR i L R B
CeTVI) Ereferred DHE server: I . .

o . Al te DHNS e & - 7 F
8 3akpoiite okHo Network Connections (CeTeBble e |
noaKIyYeHus).
Advanced... |
ak I Cancel |

Mopspok npocMoTpa cepTudmkara(oB) Ha nsgenue

1 Nepewnante Ha canT www.zyxel.ru.

2 BbibepuTe n3genve n3 packpbiBaloLLErocs cnucka Ha gomalwHen ctpannue ZyXEL ansa nepexona Ha
CTpaHuLy, NOCBSALLEHHY 3TOMY U3OENuio.

3 Bbibepute ceptudmkaT ansg npocMoTpa.
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Bt

ZyWALL70 2RISR RE RGN, B TERFAEME (WPN) . HFREE. ARIE. FHhRmE. ks
ANEHMERGER (Intrusion detection and Protection, IDP) FAZ FEMINEE. BRI LG ZyWALL 70 H{EiE
RRRBAAIEER, MAMERMEENIZE ZyWALL RIBSEHINAE. ZyWALL 32452 Fimel AR % 85 (F FI K DNZ i
A, FEMTMENLEE. XFEPHAESEFFIEEMERER ZyWALL B, EEHITHRIEZENIZEZEHE
EIE=

B2 (ARPFM ., KEEMEMNIEARER.

BRI EEEEHRNEEESR.

aEEaEEERBS = VPN

DMZ
LAN |gm iﬁ .ﬁ WAN LAN E; |
N/

z=s _ \:'_‘LL F \_-—zLL

N

* 4 —

b= i Inte rnet
| = = “LL) .- S
K-) \_ Internet -\-
[ el
AFEMBETAT.
1 B ERE 6 NAT
2 iHE MRS RERF 7 BhRIE
3 iR 8 VPN #iNig &
4 BEEW e & LR P Gk i 9 BAtIIR AR E
5 DNS 108 P& HERR
1 BEERE
BEZEUTEE.
LUK W 2% iRk
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%] 8 Hp 32

ERIT TSR, ARG ERETRRE.

NI
zy ‘XEL ' H:/A':o L :‘;’/‘:}; L T;A/:;i L 1 :MZ10/l°: 4 DIAL BACKUP CONSOLE
e || ) ) ) e e R

INTERNET SECURTTY APPLIANCE

(A
\___/

1 {ER LUK M S ESE LAN EEim OB K. MEBLUERUKRMEISE ARREE (W%, BFipHE.
FTP %) EiZZ) DMZ % A.

2 EREMUIKMZERSZ, % WAN 1 F0/ 3 WAN 2 i CHERERI AT LU B BB A LA A MO .

O \&)
EXTENSION CARD SLOT I
@ POWER: 100-240VAC @) m
FUSE RATED: T0.5A250VAC 'l
®
1|4 (4
a
®

3 AN ZyWALL Turbo ¥ RFERABFESARIEMSRIA (10P) AL, SUBALLM FEMLTLMENEE. W
FESHXYRFHER, BSH ZWWALL Turbo FET. HEERELLENF, BESH (BRFH) .

4 FREEANMBBEIREZERAER LB REEEZEZEBIRGE.
5 BB RERBHIAE I TE A ERAEE. PR IERTESS. SYS RIS EHITREL MR AT A
KR, MR IR AT S 354=% . ACT. CARD. LAN,DMZ %0 WAN IE R IS L EETMMNEZREFFES
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2 FE MRS IEERRF
BRAILMEAART R RERRIEE WAN 1 O EEMITE.
1 BTl ss. M 192.168.1.1 (ZyWALL

2 B login (BF) (BLWAEKINE 1234).
HYERIA P Hbdik ) .
MERERTEFER, HSRAEE101, 858

2yWALL 70
Bk P Hit . ¥

J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpij192.168.1.1

Enter Password and click Login.

—

3 MIAFTHYERD, AFRE Apply (RA), EXE

4 BF Apply (EZA), BRRR ZyWALL BIEKIAZS
RER,

FIMEER .

Use this screen to change the password. Replace Factory Default Certificate
. The factory default certificate is common to all ZyWALL
New P d: [ - i i
S FARRAR models. Click Apply to create a certificate using your

ZyWALL's MAC address that will be specific to this device.
Retype to Confirm: i

5 kAT <¥TFH HOME TiMH.

ZyWALL BIASFE AR EEER . MBEEFEH NAT. DHCP #1 VPN ZRAREIEE, BHETNHE.
WMRENW ZyWALL 1EAERERBAIEER, BRESE 3.
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6 EF

—
ZyXEL Automatic Refresh Interval IS Refresh wzar) @ Hilr (@

Network
1 z
Status ( P HUE System Name Turba Card Installeg
%){*?ﬂ& ) %& REGISTRATION Model ZyWALL 70 IDP/ Anti-Vitus Definitions HiA
NETWORE _ Bootbase Version V1.08 | 07/23/2005 IDP/Anti-¥irus Expiration Date Cense Inactive
*ﬁ' ill] % Firmware Version W4.03(WM.0)b2 | 07/16/2007 Anti-Spam Expiration Date License Inactive
WAN 1 EI] ){ﬁ SECURITY =] Up Time 15:44:17 Content Filter Expiration Date License Inactive
E"E ADYANCED ©& System Time 2007-08-22 00:15:5% GMT bl B
# Virus Detected 23
X [bm \ Device Mode Router e Betec i
( f‘— 4= REPORTS - 0 il Spam Mail Detectad Disable (collect statistics)
ireval isable
9&/ JE{T LOGS Web Site Blocked HA
) ’ E.%&J: MAINTENANCE Top 5 Intrusion & Yirus Detections

ErTIP :"5" | :::::‘:B
; - o [E— — — :

iﬁ“.iﬂ: s 18 E% LosaaT Sessions | 22/10000

Eﬁﬁﬁ 20 (1] I:l 2500 Latest Alerts

IR WAN 1

Date /Time essage
2007-08-21 08:29:31  Failed to sync with NTP server: D.pool.ntp.arg

- - 2007-08-21 08:28:31  Failed & ith NTP 1 2.pool.ntp.
'{ku_,\ ) M\ WAN 1 100M/Full 111.13 37,202/ Static SsEiEEhEd SEREA ZH{PEEIMIERE)
=2 255.255.0.0 2007-08-21 08:29:31  Failed to sync with NTP server: Lpool.ntp.org
(3&,*]1?{']‘) WAN 2 Beon 0.0,0.07 0.0.0.0 DHCP dlient rm— 2007-08-21 08125931 Failed to sync with NTP sarver 0.pool.ntp.org
=L
( ESZ Iiﬁ ﬂ Disl Backup Doun 0.0.0.0/ 00,00 M/A Dial G GRS
TTT I P iﬁ]'ﬂt LA 100M¢Full 10.0,0.1/ 255.0.0,0 DHCP server  N/A Port Statistics DHCP Table YPN Bandwidth
[N WLAN  100M/Full 0.0.0.0/ 0.0.0.0  Static 17
) » 18 $$
DMz 100M/FUll 0.0,0.0f 0.0.0.0  Static nia

Internet
Access ([
WEIE) FERAZE 4 HIEERIEE WAN 1,

{£F NETWORK WAN R, ATLUEE WAN 2. B aTLUEE WAN i Oz B8l 8 F 4. .

3 HHERR

IR ZyWALL R R, HIhgERN BRI ASE . IEHITTIIDR,  ZyWALL IRAHERR

1 BESMER LR
MAINTENANCE (437),
,..\ $ﬂ5 DeV|ce Mode ( General Password Tirg:taend D;:uii(: U:{u‘:d Backup&Restore Restart Diagnostic
1Q§1§it ) ° Current Device Mode

2 &ER Bridge (ﬁg ) y # Device Mode Router
ﬂ‘] ZyWALL E(] LAN. Device Mode Setup
WAN DMZ TH WLAN The ZyWALL restarts automatically after you change the device mode and click "Apply",

?fulﬁﬁ ( :@lh\ ) P iﬁ’:ﬂt {+ Router
FRERIFAM K IP ik, IP Address (See LAN, WAN, DIMZ and WLAN)

3 B Apply (MHA).  Bridge

IP Address o .0 0

Ak -
ZyWALL SEHFHE 3. 1P Subnet Mask 0.0 0
Gateway [P Address o ., 0 . 0

WMERFZM WAN 7718 AR 55
2, ABESE 2. eost |
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4 BEXW 718018 & LA K 7 mniE A

13T HOME (&) EEHA Wizard (%) BEXR

() , 4% T Internet Access Setup (E4SRIENIR Welcome to the ZyWALL Wizard Setup
E) R, BHESEMEAES.
» Internet Access Setup
Ef)\ iy H']_FLH; 'X—.Ilﬁlal 1;:._,\ o Elps User quickly configure the ZyWwalLL 70 to secure Internet
connection)

WNER ISP A IRIZM T IP Hbtlk, {E7E IP Address
Assignment (IP HiHEIEE ) THIFIRIEP L Static (F: o, SEILTI

{helps user quickly configure the ZyWwALL 70 to secure VPN

lu\)5 gk}:if)\*m1 E’]fg:%o connection)
"Mu?" Encapsulation (£fZf) #£={IfhEEABIEM S ATSmOm ey L etionts chook il traf
E, EEEANNEMBESERARE. HEXLERE an theZyWaLL 70)

GIIEN ISP MK EIRRIBHAIER. HEX
eI ARIEN ISP B MR EIE RIRIMHER. —
SR, EEE Aply (KA. —

*Ethernet ( DAKK ) #i%%

7£ NETWORK WAN T1E & & Roadrunner BRE ({EH
WAN 1 &I+ ).

You can select ethernet, PPPOE or PPTP according to in which the network vou are, |
don't know, please ask your network administrator, The most popular type of netwc
ethernet.

Encapsulation Ethernet -

IP Address Assignment Static

My WaAN IP Address L o N | 1
My WAN IP Subnet Mask o . o0 . 0 . 0
Gateway IP Address o .0 . 0 . 0O
First DMNS Server a . o . o0 .0
Second DNS Server o .0 .0 .0

Back | Apply I

*PPP over Ethernet B( PPTP #}%%

MRIERLBRIFIEZRDET, 1FED Nailed-Up (EIEZERE) (MRER ISP BITEMEEMFEYLZR, MIEUK
BEERLE, EXMETATGESBRASRE) -
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MRFAE—BERFERIKT, HE Idle Timeout (HEER) PIEERBZIRETE (BLAAF).

WIZARD - Internet Access WIZARD - Internet Access

ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernet |

L]

100

WAN IP Address Assignment

[Goreme =]

WAN IP Address Assignment

[ooreme ]

2 B Next (T—#¥) E7R myZyXEL.com P ——————
(ZyXEL 7EZMRSS L) TUHE, ERITELLH
ZyWALL Fﬁ:m;iﬂﬂ'y Emﬁ'ﬁmﬁ'l_l)f\\ Bﬁ Product registration and service activation for free

LR AR R EFA RN SRP T RERY S
#iXA. F8EH Skip (Bid) BEF Close
(KED , MERMEEZREL.

EE: ERAANRRNSHAMERSITWRS 28, FHEBERE ZyWALL Turbo F.
EREH M ZyWALL Turbo & Z B, iE5%E%EH ZyWALL.
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3 WR1EH myZyXEL.com 1S, Kk INTERNET ACCESS
Existing myZyXEL.com account (& H]
myZyXELcom m&'ﬂ'?) ’ ﬁiﬁi)\ﬂlﬁ%ﬁ%o Device Registration

%7 myZyXEL.com 5, Ni%H New a3 -

[
I
_

myZyXEL.com account (kY
myZyXEL.com 1S), BETTII#=AL
IS FIT A mIEM . B Next
(-F—"if) ° test@zyxel.com

Taivvan

44 3 =t
4 ZEEMTR. INTERNET ACCESS

5 ﬁﬂ%fﬁiﬂﬂ%ﬁ)ﬂ“%ﬂﬁ?ﬂ@ﬁo ET_.E Return INTERNET ACCESS
GGEE]) , [EZ% Device Registration (F=&iE
M RE, REEAEE.

6 REAMEREIME=mBER, MEE Close INTERNET ACCESS
(KH) , BARSRESE.

EE: BEFEH iCard By PIN FE3 (3B
N5 BRARERS, BER
REGISTRATION Service CGEMBES)
RE. WFHEXFARER, FSAE
RF#t.
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9 DMZ

FEEEMERX OMZ) ZIESMBAIUBERARRS S (WK, BFHH4. FTP %), EBMEHAENRFRIPZT,
F=%% DoS ($EHMRSE) Wk

M LAN FEIMZ, ZyWALL F£i@d DHCP 4% TCP/IP & Bi5IR4AEEER) DMZ EiEin OB . EFEREE
& IP HetigER (DMZ smORY IP et FRE—F M4 ) 1 DNS RR&K[tht. M ZyWALL & DMZ IP
b E A EOAR K.

WR ZyWALL & FEEEENX, BHRITTIIPE, &E DMZ,
FE: EFEEXPAETERE MZ, ATLIEERESZ 7.
1 BHEEWR LR NETWORK (M4), DMZ.

2 ;7 DMZ#ZO¥EZE IP HbutFnF M.

DMZ Static DHCP IP Alias Port Roles
MRIEE DMZ H{ERFAE IP ik, iEFH NAT,
ﬂ:ﬁiﬂﬁ%%&/&ﬂf‘iﬁ g ( i%ié}bﬂ ﬁ’éﬁ 6) . 1P Address 1720025 .10 . 1 RIP Direction [Both  ~]
IP Subnet Mask 285 . 285 . 0 . 0D RIP Wersion m
Multicast lm
A% 1P Huhib 4 F0 WAN iR ORI A F  IP Mt F A
RHFMLE. MREEEH DNZ EWAE 1P Hbtk DHCR [Fone =]
iZE NAT, ZyWALL &5 R EKBEIZEE DMZ LAY IP Posl Starting Address 0 . 0 . 0 . O Posl Size |15
NG 1Pt TIRSHITNAT, HFFEAER B
NAT IR S, XA SERESHEFE DHCP WINS Server2 0 . 0 o . ©
ﬂEﬁﬁm ° Windows Networking (NetBIOS ow 1P
3 i Apply (RIH)- b e

™ Allow between DMZ and WANZ
DMZ and WLAN

Mote: You also need to create a Firewall rule.

Reset

6 NAT

NAT ( P4gibtib4E3% — NAT, RFC 1631) RFEMEANMLE IP bt it A HMEARRE IP Hbhk. Ea]LUER
NAT Address Mapping (NAT #ilitRR&t) ECETIE, 83 ZyWALL ZE1EHS LAN (=X DMZ) Lti5% AN+t |P Hhbitis
AEANFAE P ik,

ETEHEITFH, SR WAN iFE DMZ L8 HTTP (M45) BRSESEE, MARSF[MNFLE IP iiksh
10.0.0.20.
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1 BESAER LA ADVANCED (B
ﬁ) » NAT, ?‘}‘f‘F]‘?—E :F Port NAT Overview  Address Mapping | Port Forwarding | Port Triggering
Forwal’dlng ( Eﬁﬁl:ﬁ?ﬁ )
2 ]‘?_ﬁq:l Active (Em ) gﬁﬂzu WAN Interface AN 1 =
3 iﬁ)\%m)ﬂu % jFIl-( . Default Server 6 s J0E s 06 4 0 Go To Page|! ¥]
. [ #active] Name | Incoming Port(s) [ PortTranslation |  ServerIP address |
4 Eﬁ)\ﬂﬁ%ﬁﬁ1iﬁﬁal‘]ﬁﬁ‘%u%o n s 50 Jeo o o o .0 .0 .0
5 #IA HTTP AR& 8880 IP Stk B I B B lie v
Gifﬁ Apply (F_“Zfﬁ)o ‘l‘ o o [0 [ o ] ] ]
E‘ r g o o o o .0 .0 .0
n‘ r g Ny o o o .0 .0 .0
‘ r g o o o o .0 .0 .0
E‘ r g Ny o o o .0 .0 .0
u‘ r g o o o o .0 .0 .0
m‘ r o o o o o .0 .0 .0
Hate 3 You may also need t creste s fireual nle.
ot 21 Part Translation is aptional.
Apply Reset

7 BokE
ARG B R A%, EIEREMA ZyWALL.

ZyWALL MIBF IR RTAEIRE R, ATLMRIP LAN B %R ERMEIE. BINMERT, BRIEEREE LAN L=
4, BUNARSHETMERHEN LAN. ZyWALL £ 21F A WAN =X LAN 718l DMZ, {B<3345iM DMZ 2 LAN By
&5 .

WMRIEBRHBREXER ZyWALL, FRET—TRTR. MREERFEER, BREZE 10.

8 VPN i &

alle ) g ‘% ‘E . — Y T B s T T T " S -
iﬁ?;’;ﬁi;&%i;ﬁ Eég;g% Local Network-i lEemote Netw ork -i
2%0 = I- =MyZyWN_L H:)SRemRotet I ! =
C— ac Router S — .
W;&ﬂﬂ“’%’?ﬁi«é VPN 1838 & iy = c-_k::‘j_\ : VPN Tunnel \_— E”J_,E,_ 1
By IPSec IR, I& _A H E I
FRLE] P 4
ngﬂml]%*giuﬂﬁgﬁﬁ ( ﬁi e o e e e J Elili‘:f:‘f‘:‘r‘ll::‘:lﬂ:llé L_—_———ﬂI

F IPSec BHIEZ/E) GLlEF A
VPN &,

NMETWORK POLICY

[LLLTTITITITE ]
Yvavuvuvavevy
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TES AR a5 TUE IR EE A

" Local Network | IrR:mTte_NEv;k_ -1
- I Remote | -
=_ | IPSec Router | ===

—======—

VPN Tunnel = -
== _ * =
Local Network | KA \ Remote Network
L _'PAddress __ Mv ZVWALL Remote I_ — o IPAddress _ 1
vy Gateway Address

1 #F HOME (&T1) BEDH Wizard (BF) ER (@) . BIET VPN Setup (VPN ) 4%, B3 VPN

65

71 MRERE Back (E£—F), BARSREFEMNRE

2 A LAEXANTTE R IZREM XN .
Name (&FR): AWK ANPIREZTR.
Remote Gateway Address (EFZMIcibilt): HNIZT
72 |PSec BEHEHESHY IP Hbhb s M8 2 FR

3 BRI XA TIE iR E ML .
it Active (BR) EiRERFEFIKRE.
Name (&FR): AMKMNEANPHRATR.
P Single (B—), FHENEBE— IP HUEAY IP ib
i [
£ Range IP (IP HULSEE ), FMAISE IP Hoht
SEE RIS FNLE SR 1P Hbtt.
&R Subnet (FRIE), FFHIA IP HbiLFOF M
3, LAFMEEIEEMLE LAY IP Mk,

Gateway Policy Propert:

Namms Test
Gateway Policy Setting
My ZyWaLL 0.0.0.0

Remote Gateway Address  [BranchOtffice.com

Network Policy Propert:

¥ Active
Marne |T551

Network Policy Setting

Local Netwaork

- Single - Range IP ¥ Zubnet
Starting IP Address 192 . 168 . 1 . 0O

;r;dsmg IP address / Subnet 255 . 288 . 285 . 0

Remote Network " Single ¢ Range IP ©* Subnet

Starting 1P Address A0 & 0 % @ WY
Ending IP Address / Subnet 255 . 0 . 0 .0
Mas|

EE: BMAREE IPSec BMHREARIRE, MEETEANEAFTHREMIREHERE.
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Negotiation Mode (HHETHETX): JEF Main Mode (EEMER) FATLURMEMIRARIATHEE. %
Aggressive Mode ( EFER) AR IFE S KBS IP it B ENZEZFERANHZT.
TE: BERSMMAEENSE SA(RLMXE) »FFERERNIEER.

Encryption Algorithm (ANEEE ). %t 3DES =% AES £FERAKERL (BFEERIE) MME.
Authentication Algorithm (I&HFEE): &F MD5S SFRAKKEIL S, SHA-1 HR2HEMNES.

Key Group (BB4A%H): &P DH2 & EHEK SRS,

SA Life Time (SA HIPR): i&E ZyWALL EFH7E IKE SA BISRE (RIXIHZF 180 #) . IS AY SA FIPRA]
LIRS X2, BMESER T VPN @EEE.

Pre—Shared Key (FitZ=®H40): £/ 8 2| 31 MXOK/NEHRY ASCII FFFEK 16 B 62 N7 (70-
9”7, "A-F") ZFF. E+H/EMFEHAZETNLE 0x”, T “0x” FEIFEEZHAL 16 B 62 MEEEEMA.
Encapsulation Mode (Ef3E4&3%): Tunnel (iEiE ) A5 NAT EIRSZA, T Transport ({&#y) M.
IPSec Protocol (IPSec i@{EMHiY): ESP AT 5 NAT EIBTR A, ™ AH BIARTA.

Perfect Forward Secrecy (PFS) (PFS— S22tk %% ): i£H None () ML IPSec B IRTEAL, 1B DH1
0 DH2 B AZRZ.
4 AT APIEE IKE(EEMEAZR) @ 5 Bl EHi&E IPSec.

BiZE.

Encapsulation Mode £ Tunnel € Transport
IPSec Protacal * gsp  aH
Megotiation Mode ' Main Mode ¢ Aggressive Mode RN nerm O BT e S T
Encryption Algorithm ' DES " AEs T 3DES Authentication Algorithm ' sHa1 © MDS
Authentication Algorithrm  sHA1 F MDS calife e re00 A
Key Group " DH1 ¢ DHz
‘ Perfoct Formard Secresy @ o Ll o
SA Life Time 28500 (Seconds) (PFS}
Pre-Shared Key [12345878

Beck | mest |
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6 #&E VPN K E . £ Finish

(M) RFRE.

Gateway Policy Property
Mame

Gateway Policy Setting
My ZyWALL
Remote Gateway Address

Metwark Policy Property
ctive
Mame

Hetwork Policy Setting
Local Netwark
Starting IP Address
Subnet Mask
Rernote Network
Starting IP Address
Subnet Mask

IKE Tunnel Setting (IKE Phase 1)
Authentication For Activating VPN
Authenticated By
User Name
Password
Megotiation Mode
Encryption Algarithm
Authentication Algorithm
Key Group
SA Life Time
Pre-Shared Key

IPSec Setting {IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
=4 Life Time
Perfect Forward Secrecy (PFS)

Test

0.0.0.0
Branchoffice com

Tes
Test

192.168.1.0
255.255.255.0

10.000
255.0.0.0

Main Mode

DES

MDS

DH1

28800 (Seconds)
12345078

Tunnel Mode

ESP

BES

SHAL

28800 (Seconds)
None

Back | Finish

8.1 {EF VPN %

7 BEmEETETA Close (XH]), &R VPN EE
BIRE. #HET—THEE, BE VPN SN FET
VPN %,

Congratulations. The ¥PN wizard configuration is
complete.

iZheck our exciting range of ZyXEL products at
http v 2y el .com

Hawing VPM access problems?

1. Verfy your settings in this wizard,

2. If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you entered
in the wizard are correct.

3. If vou still have problems, please contact
customer support,

Close I

€A VPN BiE R £ F X R, FHRIFTRRGEIAR M. MRS [MEFHE. RFSTSMNE

ERAEMRR—H, TERELERMERAITH.

Han, “test” (X ) VPN RN ATLLLE B R £ Hih
B2 T LAN LRI TIARSS 5. 1S ARSS25H0 1P
otk (ZERETEBIR A 10.0.0.23) B LA EEHY

URL. ZyWALL S7EESR(FEH VPN BiER, B3

37 VPN &,

BHESMER L SECURITY (%),

VPN, %

J5i&® SA Monitor (SA I5#188) &I+, BT&E
R VPN BiE5R (AT 2 E test” VPN

BiE) .

VPN Rules (IKE) ¥PN Rules (Manual)  SA Monitor Global Setting

Security t le
Local Remote ansulation IPSec
_ Network | Network F Algorithm|
ot |—192.163.1.I]ar 10.0.0.0 / Tarnel ESP DES-
1255.255.255.0|255.0.0.0 -SHA1

Fefresh |

Disconnect |
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9 BEiuiRER IR E
FURBHIRI G EE WAL B8 RERBOFL SRR (span) .

EE: BOACKERIFETIHIRMEREARERLLINE (SRE 1107).

1 BFH HOME (E) BEMNM Wizard ( BS) BE#r, AFHT Anti-Spam Setup (BFRLiEmBEREE) , T
B b IR BRI B

2 FIEME R THHRSSFMELE. B i
EEREN R ATy | (e
RSS2 ER . Ao B R TR . A
Hﬁ%%ﬁ'ﬁz? LAN (Eﬁkm ) m B Email Server Location Setting

3 ZyWALL ETFERYETEBHARSS S

B RS A R . | AntEpam

Recommended Protected Traffic Direction Summary
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4 AREEBBLIRMBEIEE, #F
EIE ZyWALL FSRIFEHIIRERA-RY

W&, EFERlSRERIED.

1&}@ ﬁ{i%ﬁ*ﬁ)‘*ﬂ‘%l&ﬁ“1¢ﬁﬁ%%§ Recommended Protected Traffic Direction Settings
*%Lli EE.?HB#EI’\J@EF I'EJ R rou can modify the settings or click "Back" to update the topology.

5 B Apply (RZAH) . ¥ Enable Anti-Spam

-
e P
e mliid PR
oz sl P
I P
| PR

* Protected Traffic Direction

Back | Apply |

6 ERERELEH Close (XHFD),
SERRBIREMMEIRE -
7 MBE, BEERELF ZyWALL kA

*Eiﬁi&mrﬁqzo Congratulations, The Anti-Spam direction configuration is complete,

Cloze |

B AIME AR IRER R BB R AR L5 SERTEMEFNIREE. S0 (AP ARG IR
HREET, THIER.

10 HFEHERR

i ERFE

LED £#F=. HINRIRZE A3 L ZyWALL FEIRNE S BRIRERE. WMINGEZREE) ZyWALL BiR. 5
P SR AR .

WR LED #ETATMARST, NAtR@E4RErR. MREXMIFER, HIKER LA
.
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B RRTT%
FosEM LAN 78] | 468 ZyWALL Fnr s e 28 > (A0 W48 . 1510 261, FSEAMEE.
ZyWALL. A LAN B E ping ZyWALL. &R\ B EZET AN E, HM-EEEMESTIE.

ERlT, BRI, (FTBEF) EFE. WH AREHGORTN. EoSRTHE
O, #A “ping” BN ZyWALL 89 LAN IP bt (EKIAh 192.168.1.1), #AlFH#
ENTER. ZyWALL & &RiZSBME . MRMARGEMWL, ESHEHH 101,

WMREIZT ZyWALL 895588, 518/ RESET (&) %4, $R{EUIRML 10 % (S3REH
Z| PWR LED f5/R¥T =2 ) B, R TIZRESE ZyWALL R AEIAE (BiBA
1234, ™ LAN IP #biitoh 192.168.1.1 %, 55H (AEFM), FEEMEE).

WREIET ZyWALL B LAN ¢ WAN IP #iit, ATLUEEEIBIREiRO (Console Port) #&#
SMT mf4 IP thtt. {FAISHI&%4: (Console Cable) 15 iNiE#:E] CONSOLE i[O, &HY
BB L RELIBNEF (HlBRLim), FHTUTIEE: VT100 LinHEE
XK. EFNML. 8 FURAGI. 1121k, TEE RIS, LUIRisHiEE 9600 bps.
FTEBEEEM. [T ZyWALL REFHRIEES LRI EBEMAUUKAMED. BREERMXIEE (Fa
DSL i@#lIf#iEzE) EITEE.

BESHER L WAN, FIAEHIRE.

JoiEESL VPN & | #fR ZyWALL F0izfE IPSec (R ERERAMERR VPN IRE. BHSMER LR VPN, #iTe
%, RigE.

SRIFEEANW L, WEEREMEEEREE.

10.1 R EBE IP it

ATHEIHBAI{ATAE Windows 2000, Windows NT #1 Windows XP &1, & & B ExiElg IP sthht. I TAERT LU
RIZBYEEBNAEFD ZyWALL & & i@,
1 7£ Windows XP #, #HFif, AE S HEHIER.
£ Windows 2000/NT /', {KRIZTHIG. EFIEH R .
2 # Windows XP 1, BHML%GERE.
7£ Windows 2000/NT /1, B H g% SEE.
3 AEAMERE FBHRIFAR, ARREEM.
4 3% Internet Protocol (TCP/IP) (7 Win XP R {u FEMET £ L), RAEEEEM.
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5 l-H: Hq‘%fﬂ—% Internet Protocol TCP/IP E'&T—‘ﬁ O ( E Internet Protocol {TCP/IP) Properties . 21x|
Win XP s FRSET L) . 55 EFHREIP MbF0 | .
H%13%43 DNS PR&=5ibdbiktin. - -
. . *f'ou can get |P zettings assigned automatically if your network, supports
6 iﬁﬁﬁ E , 9'& i Internet Protocol (TCP/lp) E ||~$"§ O. :EE ;:;pp[aolﬂl[iitgt_eﬂlgzgni;eg,syou need to ask your network administrator for
7 8H%M (# Windows 2000/NT hHaE ), XHA
MEEETEE 0. @btain an P addiess automatical ]

—" Use the following IP address:

1P address; I . . .
Subret mask: I . . :
Default gateyay: I = : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Ereferred DHE server: I . . .
Alternate DHE server I . . :

Advanced... |
I ()8 I I Cancel |

8 XAAMEZEFO.

EEFRINEGERS R
1 i778) http://www.zyxel.cn/ Mk
2 EEHRHEE ZyXEL) B LM THRIIFREFIZTAEN~R, REZ=RITTE.
3 ENHEPEPESTEMIAERER
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ZyWALL 70 RLEVET ffiutss WAN [ 5 > 21l s s (VPN) ~ E@E ﬁ;@'i’?n [ 2o ~ [
E RIS (Intrusion detection and Protectlon IDP) FeTadl e - | el fl{?’ ZyWALL 70 F"

(BRI Y f IE'QIF' IRNOES F'EL?@T%F/I%JL ZyWALL pﬁ‘ ARl - ZyWALL i 0[5 ngfﬁ%[Eﬁn i

DMZ i g » R ﬂﬁ“‘ o 2 e 4 PRSP S B e AR P ZyWALL B vl S pokodlis
Zall F%L*ﬁlﬁﬁg‘wé&
ﬁ%‘ifkﬂ CRRI= R SV TE AR -
- el v 7 ﬁE”S \“ﬁ?ﬁlﬁ—“@‘ﬁ@'
LA L R ] — VPN
LAN [ ]
HA L - o =
. {- e ;l o !
Inte rnet =~ * =
-/ \_‘-- Internet “----\-
o
R (LU
1 s 6 NAT
2 T VAR R 7 F
3 M 8 VPN Al
4 FPRAEE S VRS ) B R 9 Pt s L
5 DNS 105
1 FRBESAIS
Lp el AL -
ZyWALL TeAHRRRRR IR
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EHl

s b IR SRS T PR

H I""””““""W

LAN 'WAN-1 'WAN-2 DMZ 10/100
r 1 !
10/100 1 2 3 4 DIAL BACKUP CONSOLE

' 10/100 L 10/100 '
T “ T o o

INTERNET SECURTTY APPLIANCE

IH'“ [TenAEEE AR LAN SR IR = (S0 DY R e algfeast - R 2 PR 88 (Algee ~ P 20fF - FTP
=) F S DMZ g i -
lga“ Pl AL - K WAN 1 AT/ 5 WAN 2 I SR 20 1) o SVARas oo s -

O \&)
EXTENSION CARD SLOT I
@ POWER: 100-240VAC @) m
FUSE RATED: T0.5A250VAC 'l
®
1|4 (4
a
®

3 4" ZyWALL Turbo fid {ffl™ [ = IDP ZIs » F545 380 0 7 ”?&m[ﬁ" ZVRE o IR R
[y o i ZyWALL Turbo /7 - % ,gw,g?zm;mﬁ{ iU

4 [ m”rﬁﬁ’m?ﬂifg%@ VTR (AR EAY ) B R

5;{!1%3% I > R4S - PWR LED fi *;;nﬁuﬂa SYS LED i, g}‘i ;L. S i3 Eﬂjﬂr
R RS TR ﬂ{g Fi3i7 - ACT - CARD - LAN - DMZ 71 WAN Lé FE A P AT S
gw T -
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EHl

=3 gVﬂ‘lﬁE%;@ F;i’s}‘%_’*ﬁ?c

[ i I IEIH ¢§‘{T[ FUE}%?L WAN 1 )'El IJwﬁﬁPnﬁ”n =

I RO B - ) i 192.168.1.1 (ZyWALL 2 3~  Login (BT ) ( SIREf RV
SW? IP i) - 1234) -
YT T E T SRRBTAT10.1 0
e 1P rjﬂlp{& =B =t

ZyWALL 70
J File Edit ‘iew Favorites Tools Help

J dmiack ~ = - it | ‘Qhsearch [ Favorites

|address | httpij192.168.1.1

Enter Password and click Login.

Password: [~

3 FOUHEE  IRAGH - Apply (RF]) R 4 - Apply (RE]) TR ZyWALL R
B - Bt i -

Use this screen to change the password. Replace Factory Default Certificate

New Password: e The factory default certificate is common to all ZyWALL

models. Click Apply to create a certificate using your

ZyWALL's MAC address that will be specific to this device.
Retype to Gonfirm: e )

lgnaore

5 {1HI7T HOME i1 «

ZyWALL S (7 |5 A o O AR NAT ~ DHCP F1 VPN 1 BIFSEEZDRE - hastad ™ [ B -
I LR ZyWALL fEERERIITG SRR ™ i hay 3 -
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3
fi

=
Iei\INOI'k ZyXEL Automatic Refresh Interval IS wzarl () e (@)

Security Services

System Information

System Name
Model

Status (;’;ﬁ
BEARE )
TR
WAN [1 fi
S
Down ( £,
Pm(e)

HOME

REGISTRATION ZyWALL 70
V1.08 | 07/23/2005
W4.03(WM.0)b2 | 07/16/2007

15:44:17

Boothase Version
HETWORK 5 A
Firmware Varsion

SECURITY Up Time

ADYHLNCED System Time 2007-08-22 00:15:53 GMT

Device Mode Router

Disabled

System Resources

REPORTS

Firewall

LOGS

MAINTENAMNCE

B o Rt | s

A Ty | L
P Sessions | 22/10000

i [ —

| Interfaces Status IP/Netmask IP Assiaonment Renew

WAN 1 100M/Full 1114.1337.202/ Static
, 55.255.0.0
i/]:[%\l WAN WAN 2 Cown 0.0,0.0¢ 0,0.0.0 CHCP dient Renew

1 }';{J\rk., t Dial Backup Down 0.0.0.0/ 0.0.0.0 HiA Dial

Down ( LaN 100M/Full 10.0,0.1/ 255.0.0,0 DHCP sarver  NiA
T

ot (e WLAN  100M/Full 0.0,0.0¢ 0.0.0.0  Static Hia
ﬂd:.f = ) (

DMz 100MFull 0.0.0.0¢ 00,00 Static Hisa

1T 57

Turbo Card

IDP/ Anti-Virus Definitiop
IDP/Anti-¥irus Expiration Date
Anti-Spam Expiration Date
Content Filter Expiration Date

ztallad
LTEY
License Inactive
Licenze Inactive

License Inactive

Intrusion Detected His
Virus Detected MR
Spam Mail Detected Disable (collect statistics)
Vieb Site Blocked MR

Top 5 Intrusion & Yirus Detections

Rank Intrusion Detected Yirus Detected

Latest Alerts
2007-08-21 0812931 Failed to sync with NTP zerver: 0.poal.ntp.org

2007-08-21 082931
2007-08-21 08:29:31
2007-08-21 08125131

Failed to sync with NTP server: Z.pool.ntp.org

Failed to sync with NTP server: Lpoolntp.org

Failed to sync with NTP server O.pool.ntp.org

System Status

Port Statistics DHCP Table ¥PN Bandwidth

IP b4t -

F%EP# ™ Internet Access ( AfFRAEE = V

)y >, IEIFI 3{» a‘T4E\jE‘}§4F

T =

ff{i"'] NETWORK WAN # F

TR

» TR WAN 2 -

L WAN1 -

[ i et WAN S 5500 R s e

S0 ZyWALL @A Lt - B Pl ERBp = [0 « g ™ I ER - k) ZyWALL @ uff 5 -
1 B

MAINTENANCE ( 5&8)

%I&ﬁ# S Device Mode General Password Tirg:taend D;:uii(: U:{u‘:d Backup&Restore Restart Diagnostic

23

o

Current Device Mode

CHRIE ) -

#IU Bridge (f§# ) ™
”‘ ZyWALL F[»J)ﬁﬁl]_
WAN DMZ 7 WLAN fi

Device Mode Router

Device Mode Setup

The ZywaLL restarts autornatically after you change the device mode and click "apply".

El%q’— ( JE: FI: IP "Tf"{l'—‘:" {+ Router
"'{ﬁ ﬁﬁ:_l éEIJ;E 1 IP b o IP Address (See LAN, WAN, DMZ and WLAN)
3 f~ ™ Apply (8] - e
- . IPF Address 1] [u] 0
ZyWALL fﬁgl %TJTEI}J ° 1P Subnet Mask n. 0 .0
Gateway [P Address o [u] 0

i

%%l f&WAN % 2V 5 FHF/

=2

Reset |
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4 ﬂlﬁﬁﬁ T gvgg}‘:t[ b&ﬁl#l

—

- *HOME(FIEI)L,pI[Iﬁllleard(Eﬁ%*) = (@) :
j‘% “ Internet Access Setup ( ﬁ@”(ﬁ” %”V%H—) i Welcome to the ZyWALL Wizard Setup

) IE ?yﬁﬁ]}\f{ﬁi%ggv*ig—: °

Internet Access Setup

1/['%' ISP &R {20 1P A gt % 57 IP Address Assignment (et aer ot i & ZyWALL 70 to secure Internst
(IP ,-r@;r%*—k_ L) N ﬁhirfdgf 139V Static ( ﬁf“ )
gi? AU - * YEN Setup ]
{helps user quickly configure the ZyWwALL 70 to secure VPN
connection)

EF &7 Encapsulation ( EHEE ) ff A Hr *JVpJ Fi
E[FIJ‘L S Ii‘:g |Jﬁﬁ,+,ugf Fq—j { j‘F;* e Anti-Spam Setup

l‘l J {helps user quickly configure the direction to check mail traffic
i 1S g g oo ol Al

FH o i Apply (FE]) - cose |

« Ethernet ( "¢-N\ifRE ) 5

7+ NETWORK WAN #| T S HII%L Roadrunner %/iaj (
i) WAN 1 f235 ) -

You can select ethernet, PPPoE or PPTP accarding ta in which the netwark you are. If you
don't know, please ask your network administrator. The mast popular type of network is
ethernet.

Encapsulation Ethernet -

IF Address Assignment Static -

My WaN IP Address o . 0 .0 .0
My WAl IP Subnet Mask o . 0 .0 .0
Gateway IP Address o . 0 .0 .0
First DNS Server o . 0 .0 .0
Second DNS Server o . 0 .0 .0

Back | apply

+ PPP over Ethernet F‘/ PPTP 5

PPN [a02 Iﬁ[%ﬁ;ﬁ.n&ﬂ g % #2V Nailed-Up ( [AilgRsL) (YN (200 ISPi#ET,{ﬁ” [@E'JEJTFéEJLI'f"éTb OES
Ty [l E S PLFHHP —EIH ﬂ@@fﬁg ) o
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eI
PPN T AR USRI i Idle Timeout ( HIEISTIRISR ) [l SIS ( F0E 7)) -

WIZARD - Internet Access

WIZARD - Internet Access

ISP Parameters for Internet Access

ISP Parameters for Internet Access

PPP over Ethernet |

L]

100
WAN IP Address Assignment

[Goreme =]

WAN IP Address Assignment

o

2 - "~ Next (™~ - #) &5 myZyXEL.com INTERNET ACCESS
(ZYXEL FEC RS ) FIPLs [ s
ZyWALL @ﬁﬁjﬁ? ?F'J”*”Jéxﬁﬁ” I
BB P A1 IDP SRS e -
¥ Skip ('#;p!q) I ]%CIose (%E{Flfj) HJ7ek
_ﬁ‘h{ﬁuﬁlg—c L7 _f °

Product registration and service activation for free

BRI IDP A FRL ) 94 ZyWALL Turbo -

EEZ e ZyWALL Turbo - Vffi » h--Rillfl ZyWALL -
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3 Y [27E | myZyXEL.com [[=U > SV
Existing myZyXEL.com account (E[fiv
myZyXEL.com |[=3£) - T 53’7 M= o
+ 5. myZyXEL.com [[=5 > [[[3#2V New
myZyXEL com account (Fiv
myZyXEL.com [[=R8F) - FHIH I

B PARYET S T R - - Next
(- H)

INTERNET ACCESS

4 %*fﬁﬁéfF'J%'E‘} .

5 PP R g B IR e - S Return
(1) - [ji'Z] Device Registration (E:F‘I!,F_
B i A S -

6 Iy ﬁﬁ“u’?‘/:t?'f%’ §|5$F'J I Sl
Close (%ﬂﬁfj e
ER: A" iCard iy PIN il (f2f
BIE) 7o e ﬁﬁ*u“

EE

REGIST ATION Servic (G
EEIPIF vpgﬁflﬁﬂrx :EIE}*‘I ﬁ%
P E =

INTERNET ACCESS

INTERNET ACCESS

INTERNET ACCESS
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5 DMZ

7B qﬁ{%ﬁi&h& (bMZ) f%‘/fﬁﬂ‘ LB G ~ = 206 - FTP S0 [T P R iMaedl ™ -
7 me DOS ( ?E'TJ 7'7J )

A1 LAN T [fJF” L ZyWALL 773 DHCP R TCP/IP I%?JL 1T1F,ﬁ}§‘ Z| DMZ i i ’3';’, %@ Fﬁ'ﬁ:
IP & LG ((DMZ S if0 1P ﬂ“h_HW‘JE/‘ il A ) A T DNS (AR 1 i~ (7] ZyWALL pJFDMZIP b
SRR -

PPN ZyWALL St B plifgi =t %1"5.#* IR %4— DMZ -
AT e
1 #~ ™~ #EIH5 -9 NETWORK (i) » DMZ -

a3 (RIS i Lo o llﬁ[\ﬁﬁl?ﬂ\‘—_ DMZ - fi'l'] ﬁl

2 £ DMZ ﬁE'l?ﬁ%—; [P A e R -

DMZ Static DHCP IP Alias Port Roles
IR &7 DMZ RIS~ IP b d S NAT »
| (D ER  F 7 o 2 FE . PO - =l
BB TR & 2= P e 20 (i = B AT 6) . Exwee -
Multicast lm
S FIEY TP IS AT WAN SR RS TR P Ak g
H‘jj‘/\j IV IEU—J ‘Tﬁ,n f/['%\' & 3‘J4Jt" DMZ '_‘IE”«\ ] DHER [rone =]
IP b -f]_l—%}‘—L NAT » ZyWALL ¢ /E{:J’ﬁ[‘ E{E‘ﬁﬁl[@é? 1P Pool Starting Address 0 . 0 . 0 . 0 Pool Size  [122
DMZ fEU,‘ ] 1P diks i 7 TERT NAT « SP5° 5 B
DHCP WINS Server 2 o .0 .0 .0

A 7] NAT EI‘J@‘J%E*“ [ R R

Windows Networking (NetBIOS over TCP/IP

F\/%h;JPIJ'EF{,JE Fl °
34— Apply (R®]) -

6 NAT

NAT (A b HEEE - NAT > RFC 1631) (Y3 1E35!
Y] NAT Address Mapping (NAT 4P ) Fi e
S % W ¢ 1P A gt

™ Allow betwsen DMZ and LAN

™ Allow betwsen DMZ and WANL
™ Allow between DMZ and WANZ
I allow between DMZ and WLAN

Mote: You also need to create a Firewall rule.

Reset

AR P

= {tafee

IJ_T

| IP e (3

R ZyWALL 7 [

A LAN ( DMZ) P}{ij’

{2

Il

1P

EaE N
10.0.0.20 -

(177 (- WAN &30 DMZ 5 HTTP (5

msz
~F

) (fVIRES - VIR AR VRS &IPS I
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1§~ ™~ WTE 5 iy ADVANCED
(;%I‘E) ’ NAT ’ G]ﬁl&f#j_?v Port NAT Overview  Address Mapping | Port Forwarding | Port Triggering
Forwarding ( % HiE ) - Core Eorwarding Fuies

2 E¥ Active ( T:Islc‘glj ) W?V_iji'ﬁi N WAN Interface [wen 1 =]
3 ﬁ—x t;JEJ]J ?[;5 o Default Server o . o . 0

Go To Page|1 =

‘D

. , N # |Active] Name | Incoming Port(s) | Port Translation

4 i AT P IS BT - e D - — — —
— ne , Bl b b o g 0 .0 .0 .0
5 ﬁj HTTP IFHS%E}EU 1Pt E} I b o o g 0 .0 .0 .0
6 - "+ Apply (?Elj)o Barc g Ny o o o0 .0 .0
BrC b b o g 0 .0 .0 .0
grc b b o g 0 .0 .0 .0
BrC b b o g 0 .0 .0 .0
gr b b o g 0 .0 .0 .0
Br- b b o g 0 .0 .0 .0
1ol b b o g 0 .0 .0 .0

Mote 1: You may also need to create a Firewall rule.
Mote 2: Part Translation is aptional.

Apply Reset

RS

7 [ }y—ﬁ

RIS R PR ZyWALL -

ZyWALL [oF FRADTIER RS [ 1 U LAN B 2 | IR - (NEEpiee s PR2FRl L LAN I
B o T 7T (7 IO0EE  LAN - ZyWALL 375 WAN 7 LAN 759 DMZ » (£ {7#15:15-DMZ 5] LAN 1

8 VPN R
VPN J"J-:j /"E,ff.\ EL?, ;’ix—ij\ — —— — —— T i e
PR %,%%E%F‘f} et ) [ e

-T\I'ﬁi’—ﬁ ° [i I Remote | /i

]

| \ I
==y | MyZveLL IFSec Router || — 1

wsr s ven s | N ) veNTnd s |

iy IPSec 1 - | == 1 4 |

i J GaTEWAY POLICY é |

=i

ﬁlﬁ%ELEI[JgfﬁtpyB%rﬁf ( I,T—f; I e e e e ] ilillillll‘ll]llilllllllla L—————_
7 IPSec Y ) FEE) L
VPN 53t -

NMETWORK POLICY

[LLLTTITITITE ]
Yvavuvuvavevy
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E il

B 1 RO AR

© Gt | oot Nowark |
| I:I I Remote | D |
I = | IPSec Router |
| : ) VPN Tunnel N |
| oo l
I_ L?;ax (I;\ldetwork I /‘ I Remote Network I
— e e Remote b o IR Address
My ZyWaLL Gateway Address

14~ "% HOME ( FIE) I pY Wizard ( f5& ) qg'ﬂ—l {:3-

3) Fii- ™ VPN Setup (VPN ) i ]

FlSr VPN fE& -
EEC N EH Back (- #) ﬂﬁj\%ﬁ%ﬁféﬁfmr%’rg o
2 L S B MR - ARG
Name ( ¢/ ) : ;@Féﬁjiﬁ"plgjuﬁa i ¢ —
Remote Gateway Address (¥l i) 1y & =
rl'"J |PseC E‘?IE“%%FU IP 4 {I.I_F& fﬁﬁs [n I}Q © Gateway Policy Setting
3 L g L AR R - WIZARD - VPN
2= Active ( flﬁ,‘ i) T’J}“V“&iFJ.lwﬂj HIVE -
Network Policy Propert
Name ( £7% ) : ,.Jm\fﬁ,n’FlE'IJ a7 - e
#3U Single ( ft- ) > T $ff~ IP & 1Y 1P &
{:ﬂ_‘ °© Network Policy Setting
7 Range IP (1P b il ) o ??ﬁﬁ‘ﬁ’{u_‘lP A g1
ﬁ“’[ﬁlﬁ JﬁlﬂFlf[l{?ﬁq IP ko
s Subnet (= ;’FEJ,E, > ﬁl?a’” P 5 A1 S
Bt IS R luﬁff"n_ pJ IP & 4o

B R IPSec S I PR » AT PR P9 2 PR AR -
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Negotiation Mode ( %=t ): &

Mode (= EfEiz) 'l

V Main Mode ( 2 Eif5z¢ ) |
S 4 FILEIEE IP A A3 7 SiseG 2] ﬂ Wl -

T J?ﬂiﬁfﬂﬁu%ﬂﬂlﬁiﬁﬁ“ EI Aggressive

BRI S SACY 2 PRI ) S L et -
Encryption Algorithm ( JJ[I{i}'ﬂF‘jgﬂik ) 1 =7 3DES % AES Fﬁfﬁﬁ‘]ﬁ%? ( SR ) Pl e
Authentication Algorithm ( ﬁ’%ﬁ‘gﬁ—f ) IV MD5 %ﬁiﬁﬁ']ﬁfjﬁfl@%’?’[‘i » SHA-1 EIU%L’?‘]‘?E[J@%'J °

Key Group ( fiﬁﬁ;’ﬁ'
SA Life Time (SA |
2k lﬂ*ﬁfﬁ
Pre-Shared Key ( “'Fli-i[ Bl &) !

y "A-F") PR o ,‘i—{ S m‘éé&ﬁ I/

9"

Encapsulation Mode ( FFEE=" ) Tunnel (PR ) == NAT ﬁlﬁ

359V DH2 s" A gitrg AU =
Bt ZyWALL; ;m\ﬂrlKE SA it (i 180 F) ) BRI SA BT
il lﬁ’rVPN @lpg;@

IPSec Protocol (IPSec FF\iH
Perfect Forward Secrecy (PFS) ( ﬁEZTF[JF”fBL W) #ET None () fi'l'JE IPSec F%""J\L_HIH{%E‘/ > (£ DHA1

0718 2] 31 {3 | Hfiv ASCI 5315 16 £ 62 | + i
i 9 "0X" > iy "0X" éwfaf%ﬁm 16 5[] 62 {fi 7 #nif) -

: ESP = NAT ?FE"F*’

F{I DH2 #iE £
4 féi”l‘,rliiﬁ[ E Hl%’&“iIKE( “{ﬁrﬁq[ﬁ%é’%ﬁ%}z‘i)
BIEIbY IF%"“L’ °

5 &l

)i

fi AH E g -

‘-EHH
=
[l
7l
-,

Transport(@ﬁ?) '[J7 °

g
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b (uo_

Megotiation Mode
Encryption Algorithm
Authentication Algorithrm
Key Group

SA Life Time
Pre-Shared Key

' Main Mode ©  Aagressive Maode

# pEs O aEs © 3DES
© sHAL * MDS

# DH1 € DH2

28600 (Secands)

[123ase78

Encapsulation Mode
IPSec Protocol
Encryption Algarithm
Authentication Algorithm
=4 Life Time

Perfect Forward Secrecy
(PFS)

# Tunnel O Transport

“ Esp € aH

 pEs € aEs © 3DES © MULL
* sHal © MDS

26800 (Seconds)

% None ¢ DHL © DHz

Back | next |
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6 i VPN =« # -  Finish (H% ) (it &
4

WIZARD - VPN

Status

8.1 ffli%] VPN sgiss

74 P Close () » 7% VPN
RS o S AR ] VPN R
3 VPN it

WIZARD - VPN

(R VPN SRR 2 BYESSAGDVRCE » 0 et o 2 Y IR A R 20 e S (e A
& BES APPSR R T P RRLE R e

FIop - "test" (IFEE )VPN HIRF I [ 2 #7%
SVIEH 7 I LAN IO RS - R 1P
b ( Tag WA 155 10.0.0.23) %?“ 0 ik
Y URL - EE;WALL F?Ti fé:‘??{;;:’%fﬁl B V{DN ﬂﬁlﬁ ,
E'IEJ‘JDJ‘}#T °

- i}i’Eﬁk'lﬁ_’—EU SECURITY (4'Z) » VPN
JREETY SA Monitor (SA ESiRE ) 28 Baw
P VPN fEpiEHT ("test” VPN il }&iﬁ?ﬂ
BEH -

VPN
VPN Rules (IKE) YPN Rules (Manual) Global Setting

Security Associations Tahle

Local Remote Encancutation IPSec
Network |Hetwork F Algorithm
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9 B’szﬁi&?ﬁ#%ﬁ
(P I S R ZyWALL FR KEChSR h o RS ST oy g g i b

[ ) -
B [T T S T R R ﬁjé;ettw 126 F1) -

"
L~ HOMB ( Fifr) Hpiflifpy Wizard (£58) [ > f15 - Anti-Spam Setup ([Fhif#E(iFRrE) - fil
(REEETE S
2 VIS R (R R -
gl a'élz‘fvﬁu ™ i ﬁF H'.Jéi WIZARD - Anti-Spam
il P ’E Pl ;%Fj 'Fllq%'ﬂ 1=y = o
l;[ Teny g f [I:] ql;/‘%g,-f 'iEﬁﬁST‘Iﬁ,EI Email Server Location Setting
[
3 AR S0 (IR RS o R - —
ZyVALL #%ﬁ}}jﬂﬂ"ﬁu Jhlpu WIZARD - Anti-Spam
b o5
B Recommended Protected Traffic Direction Summary

134



E il

[\

\

R el e (] —
gvzy L %ﬂ%ﬁﬂliﬁlﬁ ’R WIZARD - Anti-Spam

\\[

#%EH« BI=IREEE B
Jﬂp‘d T L Q‘: f{? ﬁ;_ *?g ;E;_J Recommended Protected Traffic Direction Settings
—FFFF]%%’S‘{ SR ﬁﬂ#gﬁi{?

[l 1{ fi' e v

e L .

6 tEE TE'%'.[‘IH’ ™ Close (F ~ i-
Ff ) ﬁ%%ﬁ%‘ﬁﬁﬁﬁﬁ'ﬁ”%ﬁﬁs WIZARD - Anti-Spam

7 #H{o UI%£ﬁ+ ZyWALL Fifid
*JS"D"BFF ﬁ}

[B T i I E’H [HiP It aY whitelist » blacklist 1;‘%511{‘@#@# Al ke S EAR i o %x&gj <<E,n
) Fllﬂlf‘ﬁﬁ“%ﬂ‘-‘m#ﬁ'ﬁr‘iﬁléﬁ WA

0 SCEEPHE

T srpie

LED 2 {7 e - | S RIS ZOWALL SRR 3 IO - T ZyWaLL
}Fl R AL e

OB LED 3G IR U+ AR % I - P RLERO N - G R e -
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s i
= P IELAN & ﬁﬂ* ZyWALL FIFERAS A5G RIOBTREGEE - i bl f*@l VIR -
ZyWALL - #¢-LAN F;Fiq'F ping ZyWALL - %?El?j“?:ﬁﬁ N B N i = 'I‘Iﬁ,n i'zzﬂUfﬁJJ\_’l"l:

'ig*’ﬁl - VBl (FTEPEFY) IR IR RS s %Lﬁé—ﬂdw °

& N iy ) i,, ﬁi?” ”plng" FIjE* ZyWALL iy LAN 1P & g1k (31

ﬂj Sa1 1) 71%}5; VENTER - ZyWALL Sefi1 e 07 F [ < I ﬁﬁ e - i
EJ{.IEQTIO 1o

WL ZyWALL 4 - 1| RESET (g%) - R 107 (i

s PWR LED FAENE ) |ﬁJJJP‘ﬁ$ SR O ZyWALL BFUTTIE R (e
1234 pJ LAN | ﬂ‘*ﬂ—k“ 192 168.1.1 = > %*EJ <<| F' =y qV(%J EAIETH ) o

1" ZyWALL fiv LAN #5 WAN IP rﬂLP r *;{ﬁ}*‘“ﬂ%i;ﬁ_ﬁffﬁ% (Console Port) 7&%

,SM'Ji I 1P b go {157 5‘3::&%15« (Console Cable) 19&5’,&% %] CONSOLE i i -
F”}L—qF' F'*'E AR A Wﬂ/ﬁ'%*““‘r#ﬁ%) et | 2 V100 “s‘*ﬁﬁﬁ&ﬁ
ﬁ&“ - fﬂJ“‘ JEH“I R~ e~ SR EA bzﬁ_}%tgﬁﬁﬁf' 9600 bps
3 VAP ’Fﬁﬁﬁ ZyWALL;iF,rFEﬁ%f‘ F ) JVARRRREE eSS E@'Fﬁﬁ%w T %1: @i
B - 111 DSL sy ) e -
- Ty HiY WAN F@Jr_ E SEER
kg VPN E’EJZyWALL ﬂhw,rj IPSec ?é‘,gh{h@” F)fiﬂJVPN [%“L - NS FiU VPN S

Y

ML o

u,%atwa\ I,u'|ﬁ?### 1}%@ l'ﬁ[g: I’ﬁ,[lﬁ'ﬂ;‘* ?[J__LF{

10.1 % EFIRRY TP Mk
¢§{T"7§LEF, [Ifif % Windows 2000 + Windows NT %! Windows XP 1 l% T I Ptk SR e ] e
B [ {;Fﬂ qF,H:%p ZyWALL i;?ﬁfﬁ','imna& .
1 7 Windows XP fl1> #— " B » Shiifh - T -
“ Windows 2000/NT 1 » A ;ew Fa'ﬂttp AT -
2 7 Windows XP f[1 » #— ™ {ﬁ“%" AL
7t Windows 2000/NT 1 - $— ™ e A HEBHIE. -
3 T IR - #HE%F'% SREF Ff]
4 3#7V Internet Protocol (TCP/IP) ( i Win XP f[ii# >~ o [f5 55 - ) » JRiGfH- [‘J”Fﬁ o
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5 Internet Protocol TCP/IP [ J K ﬁr FSII‘ (7} Win XP Internet Protocol {TCP/IP) Properties ' ﬂﬂ
[I'—fjj‘/\ W?F‘EJIJFE’%‘ - ) E[FI;J P "\j-’il'_%DE[F‘[}J General
?Vfﬁ DNS ﬂ’iF;%S'iilLEEl o .
*f'ou can get |P zettings assigned automatically if your network, supports
6 ;ciy# S ﬁ’é?\f_‘; 5 rﬁ%riﬂ Internet Protocol (TCP/'P) I’lJ '?Tﬁj_{ this capability. Otherwise, vou need to ask vour network. administrator for

the appropriate |P settings.

R
7 E\y# -« F J ( ,j: Windows 2000/NT H ﬁb ) s FTFJFGF @btain an IP address automatically ]
ﬁ;;&; 0 ﬂ}ﬂ Fi' —" Use the following IP address:

SHSEI S T F addrezs: I . . i
8 %%ﬁfj;ﬁ%}ﬁhﬁ%l FI ‘ Subret mask: l—
Default gateyay: I = : :

[ ' Obtain DNS server address automatically ]

— Use the following DMS server addresses:

Ereferred DHE server: I . . .
Alternate DHE server I . . :

Advanced... |
I ()8 I I Cancel |

BT A YR
1 Z[| http://www.zyxel.com.tw/ ; %’{ﬁ*ﬁo
2 T (BRI (ZYXEL) FIEI R A RV iy o FEE i
3 % FI VB Ry -

b
il
AT
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