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Federal Communications Commission
(FCC) Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
e This device may not cause harmful interference.

e This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a Class B digital device pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and the receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician for help.

Notice 1

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

Certifications

Refer to the product page at www.zyxel.com.

Tested To Comply
C With FCC Standards
FOR HOME OR OFFICE USE

FCC Statement iii
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials
or workmanship for a period of up to two years from the date of purchase. During the warranty period, and
upon proof of purchase, should the product have indications of failure due to faulty workmanship and/or
materials, ZyXEL will, at its discretion, repair or replace the defective products or components without
charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or
components to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be solely at the discretion of ZyXEL. This warranty
shall not apply if the product is modified, misused, tampered with, damaged by an act of God, or subjected
to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for indirect
or consequential damages of any kind of character to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center for your Return Material
Authorization number (RMA). Products must be returned Postage Prepaid. It is recommended that the unit
be insured when shipped. Any returned products without proof of purchase or those with an out-dated
warranty will be repaired or replaced (at the discretion of ZyXEL) and the customer will be billed for parts
and labor. All repaired or replaced products will be shipped by ZyXEL to the corresponding return address,
Postage Paid. This warranty gives you specific legal rights, and you may also have other rights that vary
from country to country.

Safety Warnings
1. To reduce the risk of fire, use only No. 26 AWG or larger telephone wire.
2. Do not use this product near water, for example, in a wet basement or near a swimming pool.

3. Avoid using this product during an electrical storm. There may be a remote risk of electric shock from
lightening.

iv ZyXEL Warranty
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Customer Support

Please have the following information ready when you contact customer support.

e  Product model and serial number.
e  Warranty Information.
e Date that you received your device.
e  Brief description of the problem and the steps you took to solve it.
=
METHOD E-MAIL TELEPHONE/FAX WEB SITE/ FTP SITE REGULAR MAIL
SUPPORT/SALES
LOCATION
WORLDWIDE support@zyxel.com.tw +886-3-578-3942 www.zyxel.com ZyXEL Communications Corp.,
6 Innovation Road I, Science-
www.europe.zyxel.com | Based Industrial Park, Hsinchu
300, Taiwan.
sales@zyxel.com.tw +886-3-578-2439 ftp.europe.zyxel.com
NORTH support@zyxel.com +1-800-255-4101 Wwww.us.zyxel.com
AMERICA
sales@zyxel.com +1-714-632-0858 ftp.zyxel.com
SCANDINAVIA support@zyxel.dk +45-3955-0700 www.zyxel.dk ZyXEL Communications A/S,
Columbusvej 5, 2860 Soeborg,
sales@zyxel.dk +45-3955-0707 ftp.zyxel.dk Denmark.
GERMANY support@zyxel.de +49-2405-6909-0 www.zyxel.de ZyXEL Deutschland GmbH.
Adenauerstr. 20/A2 D-52146
sales@zyxel.de +49-2405-6909-99 Wouerselen, Germany

Customer Support



mailto:support@zyxel.com.tw
http://www.zyxel.com/
http://www.europe.zyxel.com/
mailto:sales@zyxel.com.tw
ftp://ftp.europe.zyxel.com/
mailto:support@zyxel.com
http://www.us.zyxel.com/
mailto:sales@zyxel.com
ftp://ftp.zyxel.com/
mailto:support@zyxel.dk
www.zyxel.dk
mailto:sales@zyxel.dk
ftp://ftp.zyxel.dk/
mailto:support@zyxel.dk

ZyAlIR B-420 Wireless LAN Ethernet Adapter and Bridge

Table of Contentsﬂ

Copyright ii
Federal Communications Commission (FCC) Interference Statement iii
ZyXEL Limited Warranty iv
Customer Support v
List of Figures ix
List of Tables xii
Preface xiii
OVERVIEW I
Chapter 1 Getting to Know Your ZyAIR 1-1
1.1 Introducing the ZYATR .......ccoiiiieee ettt eb et eae e enene 1-1

1.2 ZYATR FRATUIES. ..cueeiuiiiiieitietiee ettt ettt ettt st a et et sa e e bt e beebeestesaeesaeesaeenae 1-1

1.3 Applications for the ZYATR .........c.ccciiiiiriiiiieiicieeee sttt eesesteesseesbeessessaessaesseenns 1-4

1.3.1 INFTASEIUCTUTE. ...ttt ettt st b sttt et ne et b eas 1-4

1.3.2 A HOC ..o 1-5

1.3.3 BIIAZE oottt ettt ettt e b e st e sraesree st eneenneeneanne 1-5
Chapter 2 Introducing the Web Configurator 2-1
2.1 Accessing the ZyAIR Web Configurator...........ccccoiuieiieiieiiiiecie sttt 2-1

2.2 Navigating the ZyAIR Web Configurator...........cccoeiiiiiriierierierie et 2-2

2.3 Resetting the ZYATR ..ottt st sttt et 2-3

2.3.1 Method of Restoring Factory-Defaults ...........ccooceiieiiiiiiiiiiieeee e 2-3
SYSTEM, WIRELESS AND IP I
Chapter 3 System Screens 3-1
3.1 SYSIEIM OVEIVIEW ...eeniieiiieiieeiieeiiesitestt et et et e eetessee st esseenseesseesaesseeseesseensesnsesnnesseenseenseenseansennsens 3-1

3.2 Configuring General SETUD .....ccceieierierieiieie et eieetete ettt saestesseesseesesaessesneesseeseenseensensnens 3-1

3.3 Configuring PaSSWOI. .......ccoiiiiiieiieiee ettt ettt et ne 3-2

34 Configuring Time SEHHNE ......eeierrieitieiieie ettt ettt ettt e ee st et e steeaeeeeeneesaeeneeenee 3-3
Chapter 4 Wireless LAN 4-1
4.1 WIreless LAN BasiS.....ooouiiiiiieitieiieteeteee ettt ettt ettt et et st st e e et et 4-1

4.1.1 CRAINNEL ...ttt ettt b e st eb et a ettt e b b eaee 4-1

4.1.2 ESS ID ittt sttt sttt et nae 4-1

4.1.3 WEP ENCIYPHON ..ttt ettt ettt sebeeaaessaesbaensesssessaesanesseenseenns 4-1

4.14 RTS/CTS ettt sttt sttt ne e eaea 4-1

4.1.5 Fragmentation ThreShold .........coccueiiiiieniiiiiee ettt 4-3

4.2 WIreless SECUTIIEY OVEIVIEW.....ccuiiuieriieiiieiieieeiteeteeste et et etesaeesteeseee et eneeeneeeseesseenseenseenseeneesnees 4-3

L BN A 2 e 0 )< 1< USSR 4-3

43.1 Data ENCTYPLION .oueeiniiiiiieiieiieeee ettt sttt st st s e e et 4-4

432 AUTNENTICALION ...ttt ettt ettt sttt ettt eae e st e b ebe et 4-4

4.4 Configuring WiITCLESS .......eeuuiiiiiiieiiieieee ettt sttt ettt st e e et 4-5

44.1 INFTASEIUCTUTE. ...ttt st b ettt et ne et b eae 4-5

vi

Table of Contents



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

442 A-HOC .ttt bttt beshe e ene 4-8

443 BIIAEE .ttt ettt et te b e e rbe b e ereeera e beenbeenseesaens 4-10
Chapter 5 IP Screen 5-1
5.1  Factory Ethernet Defaults..........cccoeieriieiiieciieieieieeieee ettt nnes 5-1

I N O o0 U ol 1 31111 1<) 4TSRS 5-1

5.2.1 IP Address and SUbNet MasK..........ccueeiiiuiiiiieiieie et 5-1

53 ConfiGUriNG IP...cc..ooiiiee ettt bttt et st 5-2
LOGS 11}
Chapter 6 Logs Screens 6-1
6.1  Configuring VIEW LOZ ...cvevuiiiiiiiieiieii ettt sttt et et seeesteesaeebeessessaeesaesseesaennas 6-1

6.2  Configuring LOg SEtNES ......eouveruieiieiieie ettt ettt sttt ettt ee st e sseesseenteenseesaessaessaeseennas 6-2
MAINTENANCE v
Chapter 7 Maintenance 7-1
7.1 MainteNance OVEIVIEW .........cceerieruieriieieetieeteenteeteetesseesseesseeseaneesntesseesseenseenseeseesseenseeseensesnnes 7-1

7.2 SYSEM StAtUS SCICEIL ...cutiiiiiietieieete ettt ettt sttt sb ettt et e ate s b e be et e enteeeteseeenbeenees 7-1

7.2.1 SYSTEIM STATISTICS. .. eeuteeutieiieetiesteet ettt ettt ettt et satesbee s b e et e enteeaeeseeenees 7-2

7.3 WITCLESS SCIEOI....ueiiietiiiiiit ettt ettt ettt st sb et e e et eat e s bt et e b e e s e estesbeenbeenees 7-3

T4 F/W UPIOAA SCIEOM ....c.viiiiiiiiieiieitiesieeit ettt ettt ettt ettt e te e beeaeesaesstesseesaeesseessesssensseseenseensas 7-5

7.5 CONfIGUIAtION SCICEI ...ecvviiieitieiieiieie e etteetteteeteebeeetestaesteesseebeessessseeseesseeseessenssanssesssesseenses 7-7

7.5.1 Backup Configuration .............cceeierieriieiiieieeiereeie ettt e et enteenaessaesseennes 7-7

7.5.2 ReStOre ConfiGUIAtion .........c.cccuevieriieiieieeieeiee ettt ettt e e enteenaeseaesseennes 7-8

753 Back to Factory Defaults.........cooieiieiiiieeeeee e 7-10

SMT CONFIGURATION A%
Chapter 8 Introducing the SMT 8-1
8.1  Connect to your ZyAIR USiNg TeINEt .......cceriiiiiiiiieiiiiie ettt 8-1

8.2 Changing the System Password ...........cccooiiiiiiiiiieeeee et 8-1

8.3  ZyAIR SMT Menu Overview EXample .........ccccvevvieiiiiiiiienieiicic et 8-2

8.4  Navigating the SMT INterface........ccvevviiiiieiiiieiieeeeee ettt be e eenes 8-4

8.4.1 System Management Terminal Interface SUMMAry ............cccoeeverierieiiecieeceeeee e, 8-5
Chapter 9 General Setup 9-1
L B € 153 1<) 1 BN 1< 1 1 SRS 9-1
9.1.1 Procedure To Configure Menu 1........ccooouiiiiiiiiieieiee e 9-1
Chapter 10 LAN Setup 10-1
TO.T AN SELUP ettt ettt sttt ettt s et et et e eb e et e e bt e st es s e e eneeebeebeebeeseasteneensanseaseaseneea 10-1

10.2  TCP/IP EtherNEt SETUD ..eeovievietieieetiestiesteesteeteetesetesteesteesseessesssesseesseesseessesssesssesssesseessesssesnns 10-1

10.3 WITEleSs LAN SEIUD ..ooovierrieiieiieiieiesttesttesie et eteste e e steeteesbeessessaessaesseenseesseessesssesseesseensesneas 10-2
10.3.1  Configuring Brid@e LinK...........cceeoieiiiiiiiieie ettt 10-5
Chapter 11 SNMP Configuration 11-1
T1.1 0 ABOUE SNIMP ..ottt bttt ettt st ettt nae e 11-1

L 7o) oo g T 1 012U 11-2

11.3 SNMP CONTIGUIALION .....eentieiiieiiieiieei ettt ettt ettt ettt et e st et e enteeseesseesseesseenseenees 11-2

Table of Contents vii



ZyAlIR B-420 Wireless LAN Ethernet Adapter and Bridge

L1.4  SNIMP TIPS tuveeetieiiieeiieeieeeite sttt te st e et estte ettt e sabeesateesabeessseesaseessseessseesaseesnseennseesnsaennseesns 11-3
Chapter 12 System Information 12-1
T2.1  SYSTEIM STALUS ...eeeiiiiiiiiiiieie ettt ettt et e bt et e ettt e rate e bt e e sbtesbeeebaesabeesbaesareenas 12-1

12,2 System INFOrmMAtioN. ........cccueiiirieiieieeie ettt ettt et e e e esaesseesseensennnes 12-3
12.2.1  System INfOrmation........c.oecuieieiieiieieee ettt s 12-3

12.2.2  Console POrt SPEEd.......ceeiuiiiiieiieieee ettt e 12-4

12.3 LOZ ANA TTACE ...vttieuienieieteete ettt ettt ettt ettt et et e e be et ebe e st eae e e ensebesbeebeeseeseeneensensesaeenes 12-5
12.3.1  VIEeWINE EITOT LOZ ..ottt 12-5
Chapter 13 Firmware and Configuration File Maintenance 13-1
13.1  Filename CONVENTIONS .......cceeieuierierieniertieteeieettetetesteste st sttt estestebe st e besbesbeebee st enseaentesaesaeenes 13-1

13.2  Backup ConfigUration...........cceecieruieriieiieieeiesieeieeieeteste st e st eaeesesseesseesseenseensessaesseesseensennnes 13-2
13.2.1  Backup Configuration Using FTP.........cccccoriiriiiiiiieiecieeeeee et 13-2

13.2.2  Using the FTP command from the DOS Prompt .........cccccevveriiecieniieiienieneee e 13-3

13.2.3  Backup Configuration Using TFTP ........ccccooiiiiiiiiieeeeee et 13-4

13.2.4  Example: TFTP Command ...........ccoooiiiiiiiiiiiiieiieeeeeie et 13-4

13.3  Restore CONTIGUIATION ... ..ccuiiiiieieitieieee ettt ettt ettt et et et et e e e e neesseesaeeaeeneas 13-5

13.4 Uploading Firmware and Configuration Files ...........ccccoeoiiiririiiieiiiee e 13-6
13.4.1  Firmware UPLOAd .......c..ocuieiiiiiiiieiieieeie ettt ettt veebeeae s sveesaeeaeeaeeanesae e reenns 13-7

13.4.2  Configuration File Upload .........cccccvevieiiiiiiiieiieeeis ettt 13-7

13.4.3  Using the FTP command from the DOS Prompt Example ..........ccccoeeevivciivcienieneeieenne 13-8

13.4.4  TFTP File UPLOad .....ceioiieiiiiieiieieeeecestt ettt ettt ssae e saaesae s e 13-9

13.4.5  Example: TFTP Command ...........cccocoievieriieiiiiie ettt ese s 13-10
Chapter 14 System Maintenance and Information 14-1
14.1 Command Interpreter MOdE. ........c.eiruieiieiieiieiee ettt eas 14-1

142 Time and Date SETHNE ......ccoiiiiieiiee ettt ettt ettt et e e s beesaeeaeenees 14-2
APPENDICES VI
Appendix A Troubleshooting A-1
Appendix B Brute-Force Password Guessing Protection B-1
Appendix C Setting up Your Computer’s IP Address C-1
Appendix D Wireless LAN and IEEE 802.11 D-1
Appendix E Antenna Selection and Positioning Recommendation E-1
Appendix F Power over Ethernet Specifications F-1
Appendix G IP Subnetting G-1
Appendix H Command Interpreter H-1
Appendix I Log Descriptions I1
Appendix J Power Adaptor Specifications J-1
Appendix K Index K-1
viii Table of Contents



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

List of Figures

Figure 1-1 PoE Installation EXampPle .......c.cocieiiiiiiieiieiiee ettt s 1-2
Figure 1-2 Infrastructure Network EXAmMPIE ........ccoocieiiiiiiiiiiiiii et 1-4
Figure 1-3 Ad-hoc Application EXAMPIE ......cc.ceiiiiiiiiiieii ettt 1-5
Figure 1-4 Bridge Application EXAmMPIE .........cceeciiiiieiiiiiiiiieie ettt ettt ste e seesaeseeesaeesaeennesnnesenenns 1-5
Figure 2-1 Web Browser Address FICld .........ocviiiiiiieiiieiiiiecieceeie ettt ae e sene e 2-1
Figure 2-2 Change Password SCIEEIN...........ccuieiirieriieiieie ettt ettt ettt et e esteeesessaessaesseensesnsesnnesnnanns 2-1
Figure 2-3 The MAIN MENU Screen of the Web Configurator.............ccocveviieviircieniieiienieie e 2-2
Figure 3-1 System General SETUD .......cc.eeoieiiiieiieieeee ettt ettt ettt ee b e sbeeaeeaeeneesneene 3-1
FAUIE 3-2 PASSWOIA. ...c.utiiiiiiiie ettt ettt ettt st esa et e e bt et e enteeseeeseesseeseeseenneeneesneanne 33
FAUIE 3-3 TIME SETINE ..cuveiieiiieitietiete ettt ettt ettt et sa et e bt et e ea b e ebeesbtenbe e bt enbeeaaesaeesaeenne 3-4
FIUIE 4-1 RTS/CTS ettt ettt h et a et e e et e et e et e e bt eaeeseeneenee e et esaeeaeeneeneeneans 4-2
Figure 4-2 ZyAIR Wireless SeCUIItY LEVEIS ......cccuiriiiieiiiiiiiieiierie ettt eve e ve e steesaeesaeesaesnnesenenes 4-3
Figure 4-3 WEP AUthentiCation StEPS......c.eccvieierieriieiieieitestesteesteeteseesseesseesseessesssesssesssessesssesssesssesssesseenns 4-4
Figure 4-4 Infrastructure Network EXampPle ........c.cccverieiiriiiiiieiieriieit ettt 4-5
Figure 4-5 Roaming EXAMPIE ........ccoieriieriieiieieciieeieesieeie sttt sttt et eete st e st et e esteesaessaesseesseensesnnesnnessnanns 4-6
Figure 4-6 Wireless : INfrastrTiCTUIE .......cocuieiiieieitieiieeee ettt ettt ettt e st e bt et e eeeaeeneesneenee 4-7
Figure 4-7 Ad-hoc (IBSS) WiIreless LAN .......ociiiiiieiieiieie ettt sttt et s esaeeae e snee e 4-9
Figure 4-8 WITeless 1 Ad HOC ....cc.iiiiiieee ettt st be et se et se et besaeeneene 4-9
Figure 4-9 Bridging EXAMPIE.........cooiiiiiiiiiiiiieieeee ettt ettt eae st ee e e 4-10
Figure 4-10 Bridge Loop: Two Bridges Connected to HUb ..........cccoooieiiieiiiiiiiiice e 4-11
Figure 4-11 Bridge Loop: Bridge Connected to Wired LAN .........coccviviiiiiiiieiiiieeieseeie e 4-11
Figure 4-12 WIreless : BIrIdZE .....ccovveiieiieiieiieieee ettt ettt ettt eeeaesseeseensesnnesnnas 4-12
FAGUIE 51 TP .ottt ettt ettt s e st e st e at e e st e es e e st en s e ensaensesnsenseenseensesnsesnnesneenseenes 5-2
FAUIE 0-1 VIEW O ..ottt ettt et e a ettt et e e m e enee s st enseenteeneesneesneenaeenes 6-1
FAUIE 0-2 L0 SEUINES. ..c.eeetieitietteie ettt ettt ettt et e ettt et e ae e e s et e e bt enteemteeseesseeseenteeneesneesneenseenes 6-3
Figure 7-1 SYStEIM SEALUS ...ooueiiiiiiieiieieeeeee ettt b e b ettt st st e b et saeesbeenbeenee 7-1
Figure 7-2 System Status: SHOW StAtISTICS ....ce.eeieiiiieiire ittt see e eneene 7-2
Figure 7-3 Channel USAZE.........c.evvverieriieiieiieiiestiesieeieetestestaesteesseesseesaesseesseesseessesssesssesssessessseessesssesssesseens 7-4
Figure 7-4 FIrmware UPLOAd.........c.cocveriieriieiiieieeiesiesieeieste st stte e eaeeaessaesteesseessaessaessasssesseesseessesssesssessnenes 7-5
Figure 7-5 Firmware Upload I ProCeSS ........ccveriiiiiieiieieciesiesitee ettt ettt eaesne e sene e 7-6
Figure 7-6 Network Temporarily DiSCONNECE. ........ccveeeiiioieiieriieriieie ettt sae e seeesenenes 7-7
Figure 7-7 Firmware Upload EITOT .........ocuiiiiiiiieieeee ettt ettt st ae e e ee 7-7
Figure 7-8 Backup CONfIGUIATION ......eoitiiiieiieiieciieetiettete ettt ettt et e st e s bt e st e beeaeeeeeneesneenne 7-8
Figure 7-9 Restore ConfIgUIAtion ...........ooieiiiiiiiiiiiieiierieec ettt ettt ettt sbeeae e seeesaee e 7-8
Figure 7-10 Configuration Upload SUccessful.........cocoviiiiiiiiiiiiiiieeeeee e 7-9
Figure 7-11 Network Temporarily DiSCONNECIEd ........c.eervirviiieriieiieiieie ettt ete e eeestee e eseeaesseeseeesenenns 7-9
Figure 7-12 Configuration Upload EITOT .........c.cccveviieiiiiiieieeiecieseee ettt 7-10
Figure 7-13 Back to Factory Default............ccoooiiriirioiicieececeeee et 7-10
Figure 7-14 Reset Warning MESSAZE. .......cvevuveruieriieiieeieiienteteestesteseesseesseassesssesseessessesssesssesseesseesseesseensenns 7-11

List of Figures [



ZyAlIR B-420 Wireless LAN Ethernet Adapter and Bridge

FAgUIe 8-1 LOZIN SCIEOM .....eevvieiiieeiiciieitieite ettt ettt ste ettt e et eete e te e b e esbeesaesatesseesseesseasseessesssesseessaenseessenssennns 8-1
Figure 8-2 Menu 23.1 System Security : Change Password...........c.ccccevieviieniieciieienienieeieeee e 8-2
Figure 8-3 ZyAIR B-420 SMT Menu Overview EXample ..........cocveoiiiirienieiieieeeseeeee e 8-3
Figure 8-4 ZyAIR B-420 SMT Main MENU.......cccieiiirieeiieniieieeiesieseesieesie e seeseeeseeeseensessaesseenseensesnsesnsesnns 8-5
Figure 9-1 Menu 1 General SELUP.......ccoiiii ittt ettt ettt e et et e e e eee e st e aneebeeneeeneeenes 9-1
Figure 10-1 Menu 3 LAN SEIUD -.cuveiuiiiiieiieit ettt ettt ettt et e st e ae e ee et e estesse e teenteeneeeneenseensenn 10-1
Figure 10-2 Menu 3.2 TCP/IP SELUP. ....cueiueieetieet ettt ettt ettt ettt e e e e sbe b eaeeneeneeneenes 10-1
Figure 10-3 Menu 3.5 Wireless LAN SELUD ...c.oouieiiiiieieieeie sttt sttt st 10-3
Figure 10-4 Menu 3.5 Wireless LAN SETUD ...ooveiiiriieiieiieieeieseeste et ete sttt ste e esveseeesreesseeseesseessesseessens 10-5
Figure 10-5 Menu 3.5.4 Bridge Link Configuration............c.cccuerieriieiieecieiieieeneeieereeeiesreesseesseeseessessnesnens 10-5
Figure 11-1 SNMP Management MOdE]...........c.oociirirriieiieieeieneeseesie ettt eseenaesneennees 11-1
Figure 11-2 Menu 22 SNMP CONfIGUIAtION ......covuiiiiieiieiieiieeiieseesie ettt ettt et e st esee e e eneesseenaeas 11-3
Figure 12-1 Menu 24 System MaiNteNanCe ...........ceoueeureieriertieieeie e eteestee st este e eseeseeesseeneeeeeeneeeneesseenaens 12-1
Figure 12-2 Menu 24.1 System Maintenance : StAtUS ........c.ceceereeierrienienienienieee et seee e 12-2
Figure 12-3 Menu 24.2 System Information and Console Port Speed............ccooceeviiiiniiiiinienieieieneeen 12-3
Figure 12-4 Menu 24.2.1 System Information : Information.............cceeeueeeviiienienieniieieceeeeeeee e 12-3
Figure 12-5 Menu 24.2.2 System Maintenance : Change Console Port Speed..........cccccvevienieviiecieeienieennen. 12-4
Figure 12-6 Menu 24.3 System Maintenance : Log and Trace .........cccceevveeeiiiierienieiieieeeeeeeeee e 12-5
Figure 12-7 Sample Error and Information MeESSAZES .........cceeverieeriiriierieriesienieeie e eeeseeeseeeeeensesnaesseenneas 12-5
Figure 13-1 Menu 24.5 Backup Configuration..............ccecieiiiienieieeie et ae s 13-2
Figure 13-2 FTP Session EXamPIE........ccooriiiiiiiieiiieiee ettt sseene s 13-3
Figure 13-3 Menu 24.6 Restore Configuration ...........c.ceceeierienienieneeeeee ettt et 13-6
Figure 13-4 Menu 24.7 System Maintenance : Upload FIrmware ............ccccovoieirieieiineneieceeeeeeeee 13-6
Figure 13-5 Menu 24.7.1 System Maintenance : Upload System Firmware .............cccccevvvevveneecienciennennen. 13-7
Figure 13-6 Menu 24.7.2 System Maintenance : Upload System Configuration File ...........cccccveevvevenneennen. 13-8
Figure 13-7 FTP SesSion EXAMPIC.......ccceevieiiieiieiieiieiieieeie ettt sttt setessee s e e ensesnsenseenseas 13-9
Figure 14-1 Menu 24 System MaiNteNANCE ........cc.eervieeieieeiieniieieeteeitestesetesseenseesesssesseesseesseesseessesssesseessens 14-1
Figure 14-2 Valid CI COMMANGS .....c..eoiuiiriieiieiieiiestiestt ettt ettt st e st esaeeeeeneeeneesseenseeteenseeneenseensean 14-1
Figure 14-3 Menu 24.10 System Maintenance : Time and Date Setting ...........cccoceveerierieireieeierieeeene 14-2

X List of Figures






ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

List of Tables

Table 3-1 System GENEral SEUP ......ccueiiiiieiieie ettt ettt et et e s et e te et e eneeeseesbeesbeeseenseeneeenes 3-2
TADIE 3-2 PASSWOTA ...ttt ettt e b ettt st sae e bttt e at e ea e s b e e bt e b e e b et et eaee 33
TabIe 3-3 TIME SEELINE. ... eeutetietietiee ettt ettt ettt st sb et e bt et satesbe e bt et e e st e sbeesbeenbeenbeenbeeneesae 3-4
Table 4-1 Wireless : INrastrUCTUIE. .......cueuiriiriiiietieieeietete ettt sttt ettt sb e s ebe e nne e 4-7
Table 4-2 WITElEss : Ad HOC ....ouiiiiiiiieiieieee ettt sttt et 4-10
Table 4-3 WITeless : BIidZe......ccoueiieiieiieiieit ettt ettt e aeeae e e sseesse et e enseensessaenseensens 4-12
Table 5-1 Private IP Address RANGES ........ceoieriiiiiiiieieiee ettt ettt et se e be e s e s e enneees 5-2
TADIE 5-2 TPttt ettt ekttt e et e st e st e s e sb e bees e et e e neenten s et e be st eteentenbeseeseeneeneeseentenserens 5-3
TADIE -1 VIBW LLOZ .. eeeeietietieee ettt ettt ettt ettt et s et e saeesae et e neeeaeeeseeeseeabeenseenseeneeenes 6-2
TabDIE 6-2 LOZ SEINES ....eeueieitieiieetieet ettt ettt b e et et st e et e sbe e bt et e st e ebeesbeesbeenbeenbeentesneenae 6-3
Table 7-1 SYSTEIM STATUS ...c..ieutieiiiitieitiest ettt et b e b et ettt esaeesbe et et e et e s beesbeenbeenbeenbesaeenae 7-1
Table 7-2 System Status: SHOW StAtISTICS ....cveevirierrieriieieiieieese et eeesee st esreeseessessaesseesseessesssessaeseessesssessns 7-2
Table 7-3 Channel USAZE .........ccueevieieiieiieeieeie e ettt ettt et e etaesteesbeessessaesseesseeseesseesseessesseesssesseenseessesssenses 7-4
Table 7-4 FIrmware UPLOad .........ccueeieiieiieiieie ettt sttt ettt e et e entessaesseensaenseenseennenns 7-6
Table 7-5 ReStore CONfIGUIAtION. ........cccuieieeieriieii et ete et es et et e te et eteeeesstesseesseesseensessaesseenseensesnsennsennns 7-9
Table 8-1 Main Menu COMMANGS ........cueiiiiiiiieii ettt et e ee st e st e sae et et e eseesseeteeneeeseenseeneeenes 8-4
Table 8-2 Maint MENU SUMIMATY .....oooueiieiiieiiieie et e sttt ettt e st e et e et e eesaeesse e aeenteeneeeseesseenseeseenseeneeenes 8-5
Table 9-1 Menu 1 GENETAl SETUD ...c.veeeiieeiieeitieeiieetecite ettt e e te e st e e saeesabeesabeessbeessseessseesssessaeensseensseenssennns 9-2
Table 10-1 Menu 3.2 TCP/IP SELUP ....eooveivieiieeeeeteeete ettt ettt ettt e ve et e st e steesbeesseesaesraesseesseesseessesssesseesens 10-2
Table 10-2 Menu 3.5 Wireless LAN SELUD .....cccviiiirieriieiieieeeeseesteesieete et sreeae s seeesseesseesseesseessessaensens 10-3
Table 10-3 Menu 3.5.4 Bridge Link Configuration ............cccuecuerieiieniienieeieeieeeesieere e eeesveesseeseesessnesaees 10-6
Table 11-1 Menu 22 SNMP CONfigUIAtiON ..........ccevieriieriieieeieeieseeseeteeiesteseee e eeeentesseesseesseenseensesseensens 11-3
Table 11-2 SINIMP TIPS ......eeeuiesiieiieieeteete et et eteete et e stte st e st enteeaseeseenseesseenseensessnesseesseenseenseenseansesssenseensens 11-4
Table 11-3 Ports and INterface TYPES .....eeoueeiirieriieitee ettt ettt et et sae ettt et e eneesseenneas 11-4
Table 12-1 Menu 24.1 System Maintenance : STAtUS .........ccuereereereeieeieriierieese e eee e st eee e seeeseeeneeas 12-2
Table 12-2 System Maintenance : Information .............coocuerieiiiniriiiieieneee e 12-4
Table 13-1 Filename CONVENTIONS ........cceiiiieieieieieieste sttt ettt eee et esteste ettt eseeseestesebeaaesbesbeeaeeneeneensenes 13-2
Table 13-2 General Commands for Third Party FTP CHENts.......c.cccevveriieiiiiieeienieicceeeeeeeesieee e 13-3
Table 13-3 General Commands for Third Party TFTP CHEnts ........ccccevveriiiiieienieneeieeiecee e 13-5
Table 14-1 Menu 24.10 System Maintenance : Time and Date Setting..........ccccceveveveverienienieecieeieeeieeene 14-2

Xii List of Tables



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

Preface

Congratulations on your purchase of the ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge.

The ZyAIR B-420 is an IEEE 802.11b compliant 11Mbps wireless LAN Ethernet Adapter and Bridge, which
supports Wireless Distribution System (WDS) for workgroup bridge applications.

This User’s Guide is designed to guide you through the configuration of your ZyAIR using the web
configurator or the SMT.

Use the web configurator, System Management Terminal (SMT) or command
interpreter interface to configure your ZyAIR. Not all features can be configured
through all interfaces.

The web configurator parts of this guide contain background information on features configurable by the web
configurator and the SMT. The SMT parts of this guide contain background information on features not
configurable by the web configurator.

Related Documentation

> Supporting Disk
Refer to the included CD for support documents.

> Quick Installation Guide
Our Quick Installation Guide is designed to help you get up and running right away. It contains
information on the configuration of key features and hardware connections and installation.

> ZyXEL Web Site

The ZyXEL download library at www.zyxel.com contains additional support documentation. Please
also refer to www.zyxel.com for an online glossary of networking terms.

Syntax Conventions

e “Type” means for you to type one or more characters and press the carriage return. “Select” or “Choose”
means for you to use one predefined choices.

e Enter, or carriage return, key; [ESC] means the escape key and [SPACE BAR] means the space bar.
[UP] and [DOWN] are the up and down arrow keys.

e  Mouse action sequences are denoted using a comma. For example, “click the Apple icon, Control
Panels and then Modem” means first click the Apple icon, then point your mouse pointer to Control
Panels and then click Modem.

e For brevity’s sake, we will use “e.g.,” as a shorthand for “for instance”, and “i.e.,” for “that is” or “in
other words” throughout this manual.
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e The ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge will be referred to simply as the ZyAIR
in the user’s guide.

User Guide Feedback

Help us help you. E-mail all User Guide-related comments, questions or suggestions for improvement to
techwriters@zyxel.com.tw or send regular mail to The Technical Writing Team, ZyXEL Communications
Corp., 6 Innovation Road II, Science-Based Industrial Park, Hsinchu, 300, Taiwan. Thank you.
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Part I:

OVERVIEW

| This part introduces the main features and applications of the ZyAIR and shows how to access the web configurator.
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Chapter 1
Getting to Know Your ZyAIR

This chapter introduces the main features and applications of the ZyAIR.

1.1 Introducing the ZyAIR

The ZyAIR is an IEEE802.11b compliant 11Mbps wireless LAN Ethernet Adapter and Bridge. The ZyAIR
provides easy network access to mobile users. The ZyAlIR also supports Wireless Distribution System
(WDS) for workgroup bridge applications.

You may configure and manage the ZyAIR using SMT via Telnet, embedded web configurator or SNMP.
You can access the SMT or web configurator from the LAN only in Infrastructure and Ad-Hoc modes. But in
WDS mode, the ZyAlIR is configurable from either end of the bridge link.

1.2 ZyAIR Features

Your ZyAlIR is packed with a number of features that give it the flexibility to provide a complete networking
solution for almost any user.

10/100M Auto-negotiating Ethernet/Fast Ethernet Interface

This auto-negotiating feature allows the ZyAIR to detect the speed of incoming transmissions and adjust
appropriately without manual intervention. It allows data transfer of either 10 Mbps or 100 Mbps in either
half-duplex or full-duplex mode depending on your Ethernet network.

10/100M Auto-crossover Ethernet/Fast Ethernet Interface
The LAN interface automatically adjusts to either a crossover or straight-through Ethernet cable.
Reset Button

The ZyAlIR reset button is built into the top panel. Use this button to restore the factory default password to
1234; IP address to 192.168.1.11, subnet mask to 255.255.255.0.

ZyAIR LED

The blue ZyAIR LED (also known as the Breathing LED) is on when the ZyAIR is on and blinks (or breaths)
when data is being transmitted to/from its wireless stations. You may use the web configurator to turn this
LED off even when the ZyAlIR is on and data is being transmitted/received.
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Bridge

A Bridge link LED turns steady on green when your ZyAlIR acts as a bridge, establishing a wireless link to
another AP.

Power over Ethernet (PoE)

Power over Ethernet (PoE) is the ability to provide power to your ZyAIR via an 8-pin CAT 5 Ethernet cable,
eliminating the need for a nearby power source. An injector or PoE device (not included) is also needed to
supply the Ethernet cable with power. This feature allows increased flexibility in the locating of your ZyAIR.
You only need to connect the external power adaptor if you are not using PoE. If you simultaneously use
both PoE and the external power adaptor, the ZyAIR will draw power from the PoE connection only. Refer
to the appendix for more information about PoE.

Passive Hub/Switch

\

(@) DC power

. _
: 8-pin CAT 5 q:

b}
Ethernet cable PoE Device

ZyAIR
Figure 1-1 PoE Installation Example

802.11b Wireless LAN Standard

ZyAlIR products containing the letter “B” in the model name, such as ZyAIR B-1000, ZyAIR B-1020,
comply with the 802.11b wireless standard.

The 802.11b data rate and corresponding modulation techniques are as follows. The modulation technique
defines how bits are encoded onto radio waves.

802.11b
Data Rate (Mbps) Modulation
1 DBPSK (Differential Binary Phase Shift Keyed)
2 DQPSK (Differential Quadrature Phase Shift Keying)
55/11 CCK (Complementary Code Keying)
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The ZyAIR may be prone to RF (Radio Frequency) interference from other 2.4 GHz
devices such as microwave ovens, wireless phones, Bluetooth enabled devices,
and other wireless LANSs.

Output Power Management

Power Management is the ability to set the level of output power. This feature is only available in bridge
mode.

There may be interference or difficulty with channel assignment when there is a high density of APs within a
coverage area. In this case you can lower the output power of each access point, thus enabling you to place
access points closer together.

WDS Functionality

A Distribution System (DS) is a wired connection between two or more APs, while a Wireless Distribution
System (WDS) is a wireless connection. Your ZyAIR supports WDS, providing a cost-effective solution for
wireless network expansion.

Brute-Force Password Guessing Protection

The ZyAIR has a special protection mechanism to discourage brute-force password guessing attacks on the
ZyAIR's management interfaces. You can specify a wait-time that must expire before entering a fourth
password after three incorrect passwords have been entered. Please see the appendix for details about this
feature.

SNMP

SNMP (Simple Network Management Protocol) is a protocol used for exchanging management information
between network devices. SNMP is a member of the TCP/IP protocol suite. Your ZyAIR supports SNMP
agent functionality, which allows a manger station to manage and monitor the ZyAIR through the network.
The ZyAIR supports SNMP version one (SNMPv1) and version two ¢ (SNMPv2c).

Full Network Management

The embedded web configurator is an all-platform web-based utility that allows you to easily access the
ZyAIR’s management settings. Most functions of the ZyAIR are also software configurable via the SMT
(System Management Terminal) interface. The SMT is a menu-driven interface that you can access from a
terminal emulator over a telnet connection.

Logging and Tracing
¢ Built-in message logging and packet tracing.

¢ Unix syslog facility support.
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Embedded FTP and TFTP Servers

The ZyAIR’s embedded FTP and TFTP servers enable fast firmware upgrades as well as configuration file
backups and restoration.

Wireless LAN Channel Usage

The Wireless Channel Usage screen displays whether the radio channels are used by other wireless devices
within the transmission range of the ZyAIR. This allows you to select the channel with minimum interference
for your ZyAlIR.

1.3 Applications for the ZyAIR

Here are some application examples of what you can do with your ZyAIR.

1.3.1 Infrastructure

When wireless stations wish to access and share resources on the wired network, they should use
infrastructure mode. Wireless stations may move from one coverage area to another seamlessly without
network interruption. This is called roaming.

The figure below depicts an infrastructure network example.

j‘ - ." v = .
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i \ — | zAR ; ZyAIR '
% Wireless Station A ] P [ 77 € g
LY 1 » I~ 1
- _— | | ., 4 LB | o
Y ! LS s [ i)
N e S—
Say, Wireless Station B Ll Wireless Station C -’

-

~a ! -
- - - -
L T e i T -
i .

Figure 1-2 Infrastructure Network Example
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1.3.2 Ad Hoc

An ad-hoc network consists of two or more computers communicating with one another through the wireless
network. No access points (APs) or existing wired networks are needed. An access point acts as a bridge

between the wireless and wired networks.

| )) ((«
1@ - R |
-. | 3 %'“f'_-
J L S | | B <

A == ZyAR ZyAIR $ =\
Computer B

Computer A
Figure 1-3 Ad-hoc Application Example

1.3.3 Bridge

The ZyAIR can function as wireless network bridge allowing you to connect two wired network segments
This wireless bridge connection is equivalent to a Wireless Distribution System (WDS).

ZyAIR
ZyAIR.__]\ )) (( YH
1 @Fr 10T
- -
il Ui
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Computer A

Computer Computer C

Figure 1-4 Bridge Application Example
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Chapter 2
Introducing the Web Configurator

This chapter describes how to access the ZyAIR web configurator and provides an overview of its
screens. The default IP address of the ZyAIR is 192.168.1.11.

2.1 Accessing the ZyAIR Web Configurator

Step 1. Make sure your ZyAIR hardware is properly connected (refer to the Quick Installation Guide).
Step 2. Prepare your computer/computer network to connect to the ZyAIR (refer to the appendix).
Step 3. Launch your web browser.

Step 4. Type "192.168.1.11" (default) as the URL.

Address field.

JFiIe Edit “iew Favorites Tools  Help

| #=pack ~ = - @ 7 | @Search/@ﬁmrites (AHistory | By S W D

|Address| 102.188.1.11

Figure 2-1 Web Browser Address Field

Step 5. Type "1234" (default) as the password and click Login. In some versions, the default password
appears automatically - if this is the case, click Login.

Step 6. You should see a screen asking you to change your password (highly recommended) as shown
next. Type a new password (and retype it to confirm) and click Apply or click Ignore to allow
access without password change.

Use this screen to change the password.

New Password: E

Retype to Confirm: |

Figure 2-2 Change Password Screen
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Step 7. You should now see the MAIN MENU screen.

The ZyAIR automatically times out after five minutes of inactivity. Simply log back
into the ZyAIR if this happens to you.

2.2 Navigating the ZyAIR Web Configurator

The following summarizes how to navigate the web configurator from the MAIN MENU screen.

Follow the instructions you see in the MAIN MENU screen or click the icon
(located in the top right corner of most screens) to view online help.

The icon does not appear in the MAIN MENU screen.

ZyXEL

Use these submenus to configure ZyAlIR features.

SETUP
SYSTEM
WIRELESS

IP Use these submenus to view information about your
LOGS ZyAlIR or upgrade configuration and firmware files.

MAINTENANCE Woelcptne to the fyXEL embedded web configurator.
SYSTEM STATUS
WIRELESS
F/W UPLOAD s Click any link under SETUP to configure setup settings.
CONFIGURATION

LOGOUT e Click any link under MAINTENANCE to configure maintenance settings.

e Click LOGOUT to exit the web configurator.

Click LOGOUT at any time to

exit the web configurator.

Figure 2-3 The MAIN MENU Screen of the Web Configurator
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2.3 Resetting the ZyAIR

If you forget your password or cannot access the ZyAIR, you will need to reload the factory-default
configuration file or use the RESET button on the top panel of the ZyAIR. Uploading this configuration file
replaces the current configuration file with the factory-default configuration file. This means that you will
lose all configurations that you had previously. The password will be reset to “1234”, also.

2.3.1 Method of Restoring Factory-Defaults
You can erase the current configuration and restore factory defaults in three ways:

1. Use the RESET button on the top panel of the ZyAIR to upload the default configuration file (hold this
button in for about 10 seconds or until the Link LED turns red). Use this method for cases when the
password or IP address of the ZyAIR is not known.

2. Use the web configurator to restore defaults (refer to the Maintenance chapter).

3. Transfer the configuration file to your ZyAIR using FTP. See the part on SMT configuration for more
information.
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Chapter 3
System Screens

This chapter provides information on the System screens.

3.1 System Overview

This section provides information on general system setup.

3.2 Configuring General Setup
Click SYSTEM under SETUP to open the General screen.

General Password Time Setting

System Name |B-420

Domain Name

Administrator Inactivity Timer |5 (minutes, 0 means no timeout)

System DNS Servers

First DNS Server  hone |=[foooo
Second DNS Server |User-Defined = o000
Third DNS Server | Mane |=]o.000

Feset |

Figure 3-1 System General Setup

The following table describes the labels in this screen.
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Table 3-1 System General Setup

LABEL

DESCRIPTION

System Name

Type a descriptive name to identify the ZyAIR in the Ethernet network.

This name can be up to 30 alphanumeric characters long. Spaces are not allowed, but
dashes "-" and underscores "_" are accepted.

Domain Name

This is not a required field. Leave this field blank or enter the domain name here if you
know it.

Administrator
Inactivity Timer

Type how many minutes a management session (either via the web configurator or
SMT) can be left idle before the session times out.

The default is 5 minutes. After it times out you have to log in with your password again.
Very long idle timeouts may have security risks.

A value of "0" means a management session never times out, no matter how long it
has been left idle (not recommended).

System DNS Servers

First DNS Server

Second DNS
Server

Third DNS
Server

Select From DHCP if your DHCP server dynamically assigns DNS server information
(and the ZyAIR's Ethernet IP address). The field to the right displays the (read-only)
DNS server IP address that the DHCP assigns.

Select User-Defined if you have the IP address of a DNS server. Enter the DNS
server's IP address in the field to the right. If you chose User-Defined, but leave the IP
address set to 0.0.0.0, User-Defined changes to None after you click Apply. If you set
a second choice to User-Defined, and enter the same |IP address, the second User-
Defined changes to None after you click Apply.

Select None if you do not want to configure DNS servers. If you do not configure a
DNS server, you must know the IP address of a machine in order to access it.

The default setting is None.

Apply

Click Apply to save your changes back to the ZyAIR.

Reset

Click Reset to reload the previous configuration for this screen.

3.3 Configuring Password

To change your ZyAIR’s password (recommended), click SYSTEM under SETUP and then the Password
tab. The screen appears as shown. This screen allows you to change the ZyAIR’s password.

If you forget your password (or the ZyAIR IP address), you will need to reset the ZyAIR. See the Resetting
the ZyAIR section for details.

3-2
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General Password Time Setting

Old Password |

New Password |

Retype to Confirm |

Apply | Feset |

Figure 3-2 Password

The following table describes the labels in this screen.

Table 3-2 Password

LABEL DESCRIPTION
Old Password Type in your existing system password (1234 is the default password).
New Password Type your new system password (up to 31 characters). Note that as you type a
password, the screen displays an asterisk (*) for each character you type.
Retype to Confirm Type your new system password again for confirmation.
Apply Click Apply to save your changes back to the ZyAIR.
Reset Click Reset to reload the previous configuration for this screen.

3.4 Configuring Time Setting

To change your ZyAIR’s time and date, click SYSTEM under SETUP and then the Time Setting tab. The
screen appears as shown. Use this screen to configure the ZyAIR’s system time.
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General Password Time Setting
Current Time {(hh:mm:ss) |IJ ;IB ;|1 9
New Time (hh:mm:ss) |IJ ;IB ;|1 4
Current Date (yyyy'mm/dd) fzooo 1t
Hew Date fyyyy/mm/dd) feo00 pft gt

Apply | Reset |

Figure 3-3 Time Setting

The following table describes the labels in this screen.

Table 3-3 Time Setting

LABEL DESCRIPTION
Current Time This field displays the time of your ZyAIR.
(hh:mm:ss)

New Time Enter the new time in this field.
(hh:mm:ss)

Current Date
(yyyy:mm:dd)

This field displays the date of your ZyAIR.

New Date Enter the new date in this field.
(yyyy:mm:dd)
Apply Click Apply to save your changes back to the ZyAIR.
Reset Click Reset to reload the previous configuration for this screen.
3-4 System Screens
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Chapter 4
Wireless LAN

This chapter discusses how to configure Wireless LAN screens on the ZyAIR.

4.1 Wireless LAN Basis

This section provides basic background information on the wireless LAN screens.

4.1.1 Channel

The range of radio frequencies used by IEEE 802.11b wireless devices is called a “channel”. Channels
available depend on your geographical area. You may have a choice of channels (for your region) so you
should use a different channel than an adjacent AP (access point) to reduce interference. Interference occurs
when radio signals from different access points overlap causing interference and degrading performance.

Adjacent channels partially overlap however. To avoid interference due to overlap, your ZyAIR should be on
a channel at least five channels away from a channel that an adjacent AP is using. For example, if your
region has 11 channels and an adjacent AP is using channel 1, then you need to select a channel between 6 or
11.

The ZyAIR’s “Scan” function is especially designed to automatically scan for a channel with the least
interference.

41.2 ESSID

An Extended Service Set (ESS) is a group of access points connected to a wired LAN on the same subnet. An
ESS ID uniquely identifies each set. All access points and their associated wireless stations in the same set
must have the same ESSID.

4.1.3 WEP Encryption

WEP (Wired Equivalent Privacy) encrypts data frames before transmitting over the wireless network. WEP
encryption scrambles the data transmitted between the wireless stations and the access points to keep network
communications private. It encrypts unicast and multicast communications in a network. Both the wireless
stations and the access points must use the same WEP key for data encryption and decryption.

41.4 RTS/ICTS

A hidden node occurs when two stations are within range of the same access point, but are not within range
of each other. The following figure illustrates a hidden node. Both stations (STA) are within range of the
access point (AP) or wireless gateway, but out-of-range of each other, so they cannot “hear” each other, that
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is they do not know if the channel is currently being used. Therefore, they are considered hidden from each
other.

RTS Range

Station AP - e

RTS - l}

- !
Data - 7 -
\\’ r
s — e

=t M| stations A and B do notf———

ACK ) = [Stations Aand B do notf—=
/" Station A "=-~Ihear each other. They [~ Station B

_____ - can hear the AP.

CTS Range

X

Figure 4-1 RTS/CTS

When station A sends data to the ZyAIR, it might not know that station B is already using the channel. If
these two stations send data at the same time, collisions may occur when both sets of data arrive at the AP at
the same time, resulting in a loss of messages for both stations.

RTS/CTS is designed to prevent collisions due to hidden nodes. An RTS/CTS defines the biggest size data
frame you can send before an RTS (Request To Send)/CTS (Clear to Send) handshake is invoked.

When a data frame exceeds the RTS/CTS value you set (between 0 to 2432 bytes), the station that wants to
transmit this frame must first send an RTS (Request To Send) message to the AP for permission to send it.
The AP then responds with a CTS (Clear to Send) message to all other stations within its range to notify
them to defer their transmission. It also reserves and confirms with the requesting station the time frame for
the requested transmission.

Stations can send frames smaller than the specified RTS/CTS directly to the AP without the RTS (Request
To Send)/CTS (Clear to Send) handshake.

You should only configure RTS/CTS if the possibility of hidden nodes exists on your network and the “cost”
of resending large frames is more than the extra network overhead involved in the RTS (Request To
Send)/CTS (Clear to Send) handshake.

If the RTS/CTS value is greater than the Fragmentation Threshold value (see next), then the RTS (Request
To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented before they
reach RTS/CTS size.

Enabling the RTS Threshold causes redundant network overhead that could
negatively affect the throughput performance instead of providing a remedy.
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4.1.5 Fragmentation Threshold

A Fragmentation Threshold is the maximum data fragment size (between 256 and 2432 bytes) that can be
sent in the wireless network before the ZyAIR will fragment the packet into smaller data frames.

A large Fragmentation Threshold is recommended for networks not prone to interference while you should
set a smaller threshold for busy networks or networks that are prone to interference.

If the Fragmentation Threshold value is smaller than the RTS/CTS value (see previously) you set, then the
RTS (Request To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented
before they reach RTS/CTS size.

4.2 Wireless Security Overview

Wireless security is vital to your network to protect wireless communication between wireless stations,
access points and the wired network.

The figure below shows the possible wireless security levels on your ZyAIR. The highest security level relies
on EAP (Extensible Authentication Protocol) for authentication and utilizes dynamic WEP key exchange. It
requires interaction with a RADIUS (Remote Authentication Dial-In User Service) server either on the WAN
or your LAN to provide authentication service for wireless stations.

i IEEE802.1x
Unique EAPwith
: EsalD RADIUS
Unique with Hide MAC Server
ESSID ESSID Address WEP Authen-
{Default) Enabled Filtering Encryption tication
< P
Least Secure Most Secure

Figure 4-2 ZyAIR Wireless Security Levels

If you do not enable any wireless security on your ZyAIR, your network is accessible to any wireless
networking device that is within range.

4.3 WEP Overview

WEP (Wired Equivalent Privacy) as specified in the IEEE 802.11 standard provides methods for both data
encryption and wireless station authentication.

Wireless LAN 4-3



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

4.3.1 Data Encryption

WEP provides a mechanism for encrypting data using encryption keys. The values for the keys must be set
up exactly the same on the APs or other peer ad-hoc wireless computers as they are on the ZyAIR to encrypt
and decrypt data. Your ZyAlIR allows you to configure up to four 64-bit or 128-bit WEP keys, but only one
key can be enabled at any one time.

4.3.2 Authentication

Three different methods can be used to authenticate wireless stations to the network: Open System, Shared
Key, and Auto. The following figure illustrates the steps involved.

[ | |

—_—= ' | N
Wireless Station Authentication Access Point

Open System Authentication
Open System Request

[
>

Authentication Acceptance

<4
*

Shared Key Authentication
Shared Key Request

[
i

Challenge Text

-4
*

Encrypted Challenge Text

[
>

Authentication Acceptance

A

Figure 4-3 WEP Authentication Steps

Open system authentication involves an unencrypted two-message procedure. A wireless station sends an
open system authentication request to the AP, which will then automatically accept and connect the wireless
station to the network. In effect, open system is not authentication at all as any station can gain access to the
network.

Shared key authentication involves a four-message procedure. A wireless station sends a shared key
authentication request to the AP, which will then reply with a challenge text message. The wireless station
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must then use the AP’s default WEP key to encrypt the challenge text and return it to the AP, which attempts
to decrypt the message using the AP’s default WEP key. If the decrypted message matches the challenge text,
the wireless station is authenticated.

When your ZyAIR's authentication method is set to open system, it will only accept open system
authentication requests. The same is true for shared key authentication. However, when it is set to auto
authentication, the ZyAIR will accept either type of authentication request and the ZyAIR will fall back to
use open authentication if the shared key does not match.

4.4 Configuring Wireless
Click WIRELESS under SETUP to display the Wireless screen.

To use your ZyAlIR as a wireless LAN adapter, select the Infrastructure or Ad Hoc operating mode. To use
your ZyAIR as a wireless LAN bridge connecting two wired network segments, select the Bridge operating
mode. The screen varies according to the operating mode you select.

4.4.1 Infrastructure

An infrastructure network, also called a Basic Service Set (BSS), exists when all communications between
wireless stations or between a wireless station and a wired network client go through one access point (AP).
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Figure 4-4 Infrastructure Network Example
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Roaming

In an infrastructure network, wireless stations are able to switch from one AP to another as they move
between the coverage areas. During this period, the wireless stations maintain uninterrupted connections to
the network. This is roaming. As the wireless station moves from place to place, it is responsible for choosing
the most appropriate AP depending on the signal strength, network utilization or other factors.

The following figure depicts a simple roaming example. When Wireless Station B moves to position X, the

ZyAIR in Wireless Station B automatically switches the channel to the one used by AP 2 in order to stay
connected to the network.

Computer

N

\ Wireless Station A

‘
BSS 1
Wireless Station B_.» Wireless StationC __.-=""

s
Rl T -l - -
- e

Figure 4-5 Roaming Example

Select Infrastructure from the Operating Mode drop-down list box to display the screen as shown.
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Wireless

Operating Mode |Infra5truc’(ure v|

ESSID [y
RTS/CTS Threshold B

Fragmentation Threshold |2432 (256 ~ 24323

WEP Encryption iDisabIe vi

Authentication Method Auto -

fid-bit W/EF: Enter & ASCI characters or 10 hexadecimal chaacters (0-9", "&F" for each Key(1-4).
128-bit WWEP: Erter 13 A5CI characters or 26 hexadecimal characters (0-9°, "4 F*) for each Keyi1-4).
i(Select ane W/EP key 3= an active key to encrypt wireless data transmission )

= ASCI " Hex

& HKey1
" HKey2
¥
8

Key 3
Key 4

¥ Enable Breathing LED

Feszet I

Figure 4-6 Wireless : Infrastructure

The following table describes the labels in this screen.

Table 4-1 Wireless : Infrastructure

LABEL

DESCRIPTION

Operating Mode

Select Infrastructure from the drop-down list.

ESSID

In this field enter the ESSID of the AP to which you want to associate. To associate to

an ad-hoc network, you must enter the same ESSID as the peer ad-hoc computer.
Enter Any to associate to or roam between any infrastructure wireless networks.

RTS/CTS
Threshold

Enter a value between 0 and 2432. The default is 2432.

Wireless LAN
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Table 4-1 Wireless : Infrastructure

LABEL DESCRIPTION
Fragmentation Enter a value between 256 and 2432.
Threshold

It is the maximum data fragment size that can be sent.

WEP Encryption

Select Disable to allow wireless stations to communicate with the AP without any data
encryption.
Select 64-bit WEP or 128-bit WEP to enable data encryption.

Breathing LED

Authentication Select Auto, Open System Only or Shared Key Only from the drop-down list box.
Method This field is N/A if WEP is not activated.
If WEP encryption is activated, the default setting is Auto.
ASCII Select this option to enter ASCII characters as the WEP keys.
Hex Select this option to enter hexadecimal characters as the WEP keys.
The preceding “0Ox” is entered automatically.
Key 1 to The WEP keys are used to encrypt data. Both the AP and the wireless stations must
Key 4 use the same WEP key for data transmission.
If you chose 64-bit WEP, then enter any 5 ASCII characters or 10 hexadecimal
characters ("0-9", "A-F").
If you chose 128-bit WEP, then enter 13 ASCII characters or 26 hexadecimal
characters ("0-9", "A-F").
You must configure all four keys, but only one key can be activated at any one time.
The default key is key 1.
Enable Select this check box to enable the Breathing LED, also known as the ZyAIR LED.

The blue ZyAIR LED is on when the ZyAIR is on and blinks (or breaths) when data is
being transmitted to/from its wireless stations. Clear the check box to turn this LED off
even when the ZyAIR is on and data is being transmitted/received.

Apply

Click Apply to save your changes back to the ZyAIR.

Reset

Click Reset to begin configuring this screen afresh.

442 Ad-Hoc

An Ad-hoc network, also called an Independent Basic Service Set (IBSS), is the simplest WLAN

configuration. An Ad-hoc network is defined as two or more computers with wireless adapters within range

of each other that from an independent (wireless) network without the need of an access point (AP).

4-8
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Figure 4-7 Ad-hoc (IBSS) Wireless LAN

Select Ad Hoc in the Operating Mode drop-down list box to display the screen as shown.

WIRELESS LAN

Figure 4-8 Wireless : Ad Hoc
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The following table describes the additional fields that display when you select the Ad Hoc operating mode
in the Wireless screen.

Table 4-2 Wireless : Ad Hoc

LABEL DESCRIPTION

Operating Mode | Select Ad Hoc in this field to display the screen.

ESSID In this field enter the ESSID of the peer ad-hoc computer to which you want to
associate. To associate to an ad-hoc network, you must enter the same ESSID as the
peer ad-hoc computer.

Enter Any to associate to or roam between any infrastructure wireless networks.

Choose Set the operating frequency/channel depending on your particular region.

Channel ID To manually set the ZyAIR to use a channel, select a channel from the drop-down list
box. Click WIRELESS under MAINTENANCE to open the Channel Usage screen to
make sure the channel is not already used by another AP or independent peer-to-peer
wireless network.

To have the ZyAIR automatically select a channel, click Scan instead.

Scan | Click this button to have the ZyAIR automatically scan for and select a channel with the
least interference.

4.4.3 Bridge

The ZyAIR can function as a wireless network bridge allowing you to wirelessly connect two wired network
segments. You need to know the MAC address of the peer device, which also must be in bridge mode. In the
example below, Computers B and C will be able to communicate with Computer A through the ZyAIR
bridges, forming a Wireless Distribution System (WDS).

WDS

Hub

Computer A&

Computer ©
Computer B P

Figure 4-9 Bridging Example
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Be careful to avoid bridge loops when you enable bridging in the ZyAIR. Bridge loops cause broadcast
traffic to circle the network endlessly, resulting in possible throughput degradation and disruption of
communications. The following examples show two network topologies that can lead to this problem:

» If two or more ZyAIRs (in bridge mode) are connected to the same hub as shown next.

s S
W M"""v-""!mh‘

s = ] _- T
ZyAIR ' ZyAlIR
Bridge B||dge

\\./

Figure 4-10 Bridge Loop: Two Brldges Connected to Hub

» If your ZyAIR (in bridge mode) is connected to a wired LAN while communicating with another
wireless bridge that is also connected to the same wired LAN as shown next.

e S ———m
e
M,—-—"""” -"'nq,,‘-“

ZyAIR 3 B ({4 ZyAIR
i Bridge Bldge/

Figure 4-11 Bridge Loop: Bridge Connected to Wired LAN

To prevent bridge loops, ensure that your ZyAIR is not set to bridge mode while connected to both wired and
wireless segments of the same LAN.
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Click WIRELESS under SETUP. Select Bridge in the Operating Mode drop-down list box to display the
screen as shown.

Wireless

<operating Mode Bridge ] >
Choose Channel ID Channel-06 243?MH2_v_i or
RTS/CTS Threshold [z30 I
Fragmentatio =

ridge MAC Address iDD:DEI:IJEI:IJD:EIIJ:EIIJ
WEP Encryption IDisabIe vl

Authentication Method

Ga-bit WEP: Enter § ASCII characters or 10 hexadecimal characters (0-9°, "AF") for each kKeyw(1-4),
125-bit WEP: Enter 13 ASCIl characters or 26 hexadecimal characters (0-9", "4 F'") for each Keyi1-4),
(Helect ane WEP key a3z an active key to encrypt wirelzss data transmiszion.)

= ASCI " Hex

= Key1 [
T Key2 [
T Key3 [
' Keyd [

¥ Enable Breathing LED

Output Power |'|?dEIm (50rm'y) vI
Apphy Reset |

Figure 4-12 Wireless : Bridge

The following table describes the additional fields that display when you select the Bridge operating mode in
the Wireless screen.

Table 4-3 Wireless : Bridge

LABEL DESCRIPTION

Operating Mode | Select Bridge in this field to display the screen as shown in Figure 4-12.
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Table 4-3 Wireless : Bridge

LABEL DESCRIPTION
Peer Bridge Type the MAC address of peer device in valid MAC address format, that is, six
MAC Address hexadecimal character pairs, for example, 12:34:56:78:9a:bc.

WEP Encryption

Select Disable to allow wireless stations to communicate with the AP without any data
encryption.
Select 64-bit WEP or 128-bit WEP to enable data encryption.

Breathing LED

Authentication Select Auto, Open System Only or Shared Key Only from the drop-down list box.
Method This field is N/A if WEP is not activated.
If WEP encryption is activated, the default setting is Auto.
ASCII Select this option to enter ASCII characters as the WEP keys.
Hex Select this option to enter hexadecimal characters as the WEP keys.
The preceding “Ox” is entered automatically.
Key 1 to The WEP keys are used to encrypt data. Both the AP and the wireless stations must
Key 4 use the same WEP key for data transmission.
If you chose 64-bit WEP, then enter any 5 ASCII characters or 10 hexadecimal
characters ("0-9", "A-F").
If you chose 128-bit WEP, then enter 13 ASCII characters or 26 hexadecimal
characters ("0-9", "A-F").
You must configure all four keys, but only one key can be activated at any one time.
The default key is key 1.
Enable Select this check box to enable the Breathing LED, also known as the ZyAIR LED.

The blue ZyAIR LED is on when the ZyAIR is on and blinks (or breaths) when data is
being transmitted to/from its wireless stations. Clear the check box to turn this LED off
even when the ZyAIR is on and data is being transmitted/received.

Output Power

Set the output power of the ZyAIR in this field. If there is a high density of APs within
an area, decrease the output power of the ZyAIR to reduce interference with other
APs.

The options are 11dBm (12.6mW), 13dBm (20mW), 15dBm (32mW) or 17dBm
(50mwW).

Wireless LAN
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Chapter 5
IP Screen

This chapter discusses how to configure IP on the ZyAIR.

5.1 Factory Ethernet Defaults

The Ethernet parameters of the ZyAIR are preset in the factory with the following values:
e [P address of 192.168.1.11
e  Subnet mask 0f 255.255.255.0 (24 bits)

These parameters should work for the majority of installations.

5.2 TCP/IP Parameters

5.2.1 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share one
common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

The Internet Assigned Number Authority (IANA) reserved this block of addresses specifically for private
use; please do not use any other number unless you are told otherwise. Let's say you select 192.168.1.0 as the
network number; which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255
are reserved). In other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember, for instance,
192.168.1.11, for your ZyAIR, but make sure that no other device on your network is using that IP address.

The subnet mask specifies the network number portion of an IP address. Your ZyAIR will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the subnet
mask computed by the ZyAIR unless you are instructed to do otherwise.

Every computer on the Internet must have a unique IP address. If your networks are isolated from the
Internet, for instance, only between your two branch offices, you can assign any IP addresses to the hosts
without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the following
three blocks of IP addresses specifically for private networks.
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Table 5-1 Private IP Address Ranges

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or have it assigned by a private network. If you
belong to a small organization and your Internet access is through an ISP, the ISP can provide you with the
Internet addresses for your local networks. On the other hand, if you are part of a much larger organization,

you should consult your network administrator for the appropriate IP addresses.

Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address assignment,
please refer to RFC 1597, Address Allocation for Private Internets and RFC 1466,

Guidelines for Management of IP Address Space.

5.3 Configuring IP

Click IP to display the screen shown next.

IP Address Assignment

" Get automatically
* Use fixed IP address

IP Address 1192.188.1.11
IP Subnet Mask 1255.255.255.0
Gateway IP Address iD.D.D.D

Apply ! Reset !

Figure 5-1 IP
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The following table describes the labels in this screen.

Table 5-2 IP

LABEL DESCRIPTION

IP Address Assignment

Get automatically | Select this option if your ZyAIR is using a dynamically assigned IP address from
a DHCP server each time.

You must know the IP address assigned to the ZyAIR (by
the DHCP server) to access the ZyAIR again.

Use fixed IP address | Select this option if your ZyAIR is using a static IP address. When you select
this option, fill in the fields below.

IP Address | Enter the IP address of your ZyAIR in dotted decimal notation.

If you change the ZyAIR's IP address, you must use the
new IP address if you want to access the web
configurator again.

IP Subnet Mask | Type the subnet mask.

Gateway IP Address | Type the IP address of the gateway. The gateway is an immediate neighbor of
your ZyAlIR that will forward the packet to the destination. On the LAN, the
gateway must be a router on the same segment as your ZyAIR.

Apply Click Apply to save your changes back to the ZyAIR.

Reset Click Reset to begin configuring this screen afresh.
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Part III:

LOGS

This part provides information and configuration instructions for the logs.
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Chapter 6
Logs Screens

This chapter contains information about configuring general log settings and viewing the ZyAIR’s
logs. Refer to the appendix for example log message explanations.

6.1 Configuring View Log
The web configurator allows you to look at all of the ZyAIR’s logs in one location.

Click LOGS under SETUP to open the View Log screen. Use the View Log screen to see the logs for the
categories that you selected in the Log Settings screen (see section 6.2). Options include logs about system
maintenance, system errors and access control.

You can view logs and alert messages in this page. Alerts are displayed in red and logs are displayed in
black. Once the number of log entries are all used, the log will wrap around and the old logs will be deleted.

Click a column heading to sort the entries. A triangle indicates the direction of the sort order.

View Log Loy Settings
Displayle‘-\” Logs _v_J Email Log Now | Fefresh | Clear Log |
T Time AL wessane | Source | Dostination |_Hore_]
1 ﬂafg;fggﬂniUser login from WEB successfully |192 .168.1.30 User admln‘
| 2 Eafg:fggm]lUser login from TELNET successfully I192 168.1.30 | 'User admml

Figure 6-1 View Log

The following table describes the labels in this screen.
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Table 6-1 View Log

LABEL DESCRIPTION

category. To view all logs, select All Logs.

the Log Settings page.

Display Select a log category from the drop down list box to display logs within the selected

The number of categories shown in the drop down list box depends on the selection in

Time This field displays the time the log was recorded.

Message This field states the reason for the log.

Source This field lists the source IP address and the port number of the incoming packet.
Destination This field lists the destination IP address and the port number of the incoming packet.
Note This field displays additional information about the log entry.

Settings page.

Email Log Now | Click Email Log Now to send the log screen to the e-mail address specified in the Log

Refresh Click Refresh to renew the log screen.

Clear Log Click Clear Log to clear all the logs.

6.2 Configuring Log Settings

To change your ZyAIR’s log settings, click LOGS under SETUP and then the Log Settings tab. The screen

appears as shown.

Use the Log Settings screen to configure to where the ZyAlIR is to send the logs; the schedule for when the

ZyAlIR is to send the logs and which logs and/or immediate alerts the ZyAlIR is to send.

An alert is a type of log that warrants more serious attention. Some categories such as System Errors consist
of both logs and alerts. You may differentiate them by their color in the View Log screen. Alerts are

displayed in red and logs are displayed in black.

6-2
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LOGS

Figure 6-2 Log Settings

The following table describes the labels in this screen.

Table 6-2 Log Settings

LABEL DESCRIPTION

Address Info
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Table 6-2 Log Settings

LABEL DESCRIPTION

Mail Server | Enter the server name or the IP address of the mail server for the e-mail addresses
specified below. If this field is left blank, logs and alert messages will not be sent via
e-mail.

Mail Subject | Type a title that you want to be in the subject line of the log e-mail message that the
ZyAIR sends.

Send Log to | Logs are sent to the e-mail address specified in this field. If this field is left blank,
logs will not be sent via e-mail.

Send Alerts to | Enter the e-mail address where the alert messages will be sent. If this field is left

blank, alert messages will not be sent via e-mail.

Syslog Logging

Active

Click Active to enable UNIX syslog.

Syslog IP Address

Enter the server name or the IP address of the syslog server that will log the CDR
(Call Detail Record) and system messages.

Log Facility

Select the Local from the drop down list box. The log facility allows you to log the
messages to different files in the syslog server. Refer to your UNIX manual for more
information.

Send Log

Log Schedule

This drop-down menu is used to configure the frequency of log messages being
sent as E-mail:

Daily

Weekly

Hourly

When the Log is Full

None.

If the Weekly or the Daily option is selected, specify a time of day when the E-mail
should be sent. If the Weekly option is selected, then also specify which day of the
week the E-mail should be sent. If the When Log is Full option is selected, an alert
is sent when the log fills up. If you select None, no log messages are sent.

Day for Sending Log

This field is only available when you select Weekly in the Log Schedule field.
Use the drop down list box to select which day of the week to send the logs.

Time for Sending Log

Enter the time of the day in 24-hour format (for example 23:00 equals 11:00 pm) to
send the logs.

Log

Select the categories of logs that you want to record.
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Table 6-2 Log Settings

LABEL DESCRIPTION
Send Immediate Alert | Select the categories of alerts for which you want the ZyAIR to immediately send
e-mail alerts.
Apply Click Apply to save your customized settings and exit this screen.
Reset Click Reset to reconfigure all the fields in this screen.
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Part IV:

MAINTENANCE

This part describes the Maintenance web configurator screens.
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Chapter 7
Maintenance

This chapter displays system information such as ZyNOS firmware, port IP addresses and port
traffic statistics.

7.1 Maintenance Overview

The maintenance screens can help you view system information, upload new firmware, manage configuration
and restart your ZyAIR.

7.2 System Status Screen

Click MAINTENANCE to open the System Status screen, where you can use to monitor your ZyAIR. Note
that these fields are READ-ONLY and are meant to be used for diagnostic purposes.

System Name : B420
ZyNOS Firmware Version: V3.50(HE.0)b2 | 07/10/2003

IP Address : 192.168.1.11 DHCP : None
IP Subnet Mask : 255.255.255.0

Show Statistics |

Figure 7-1 System Status

The following table describes the labels in this screen.

Table 7-1 System Status

LABEL DESCRIPTION

System Name This is the System Name you enter in the first Internet Access Wizard screen. It is
for identification purposes

Maintenance 7-1
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Table 7-1 System Status

LABEL DESCRIPTION
ZyNOS Firmware | This is the ZyNOS Firmware version and the date created. ZyNOS is ZyXEL's
Version | proprietary Network Operating System design.
IP Address | This is the Ethernet port IP address.
IP Subnet Mask | This is the Ethernet port subnet mask.
DHCP | This is the Ethernet port DHCP role - Client or None.
Show Statistics Click Show Statistics to see router performance statistics such as number of
packets sent and number of packets received for each port.

7.2.1 System Statistics

Read-only information here includes port status and packet specific statistics. Also provided are "system up
time" and "poll interval". The Poll Interval field is configurable.

| Port | Status | TxPkts | RxPkts |Collisions TxBis | RxBls | UpTime
[Ethernet| 10M/Ful | 264 | 663 0 0 o124 | a5
Wireless 1M | 23 | o 0 | 64 | 0 | 0:1535

System Up Time : 0:15:40

Poll Interval :

|5 sec

Set Interval | Stop |

Figure 7-2 System Status: Show Statistics

The following table describes the labels in this screen.

Table 7-2 System Status: Show Statistics

LABEL

DESCRIPTION

Port

This is the Ethernet or wireless port.

7-2
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Table 7-2 System Status: Show Statistics

LABEL DESCRIPTION

Status This shows the port speed and duplex setting if you are using Ethernet encapsulation for
the Ethernet port.
This shows the transmission speed only for wireless port.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Collisions This is the number of collisions on this port.

Tx Bls This shows the transmission speed in bytes per second on this port.
Rx B/s This shows the reception speed in bytes per second on this port.
Up Time This is total amount of time the line has been up.

System Up Time | This is the total time the ZyAIR has been on.

Poll Interval Enter the time interval for refreshing statistics.
Set Interval Click this button to apply the new poll interval you entered above.
Stop Click this button to stop refreshing statistics.

7.3 Wireless Screen

The Channel Usage screen shows whether a channel is used by another wireless network or not. If a channel
is being used, you should select a channel removed from it by five channels to completely avoid overlap.

Click WIRELESS under MAINTENANCE to display the screen as shown next.
Wait a moment while the ZyAIR compiles the information.
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Channel Usage

| Wireless | 00:AD:C5:01:11:56 1 48 " Infra
| CCHIANG | 00:AD:C5:75:CC:AD 1 45 % Infra
| CPESW3 | 00:AD: C5:AF:FE:59 2 62 % Infra, WEP
| 43330001 | 00:A0:C5:55:97:50 6 47 % Infra
CPE751-HW31 00:AD:C5:87:89:CC 8 47 % Infra
AOL 00:AD:C5:00:00:07 10 50 % Infra, WEP

Fefresh |

Figure 7-3 Channel Usage

The following table describes the labels in this screen.

Table 7-3 Channel Usage

LABEL DESCRIPTION

This is the Service Set IDentification name of the AP in an Infrastructure wireless
network or wireless station in an Ad-Hoc wireless network. For our purposes, we define
ssID an Infrastructure network as a wireless network that uses an AP and an Ad-Hoc network
(also known as Independent Basic Service Set (IBSS)) as one that doesn’t. See the
Wireless LAN chapter for more information on basic service sets (BSS) and extended
service sets (ESS).

This field displays the MAC address of the AP in an Infrastructure wireless network. It is

A randomly generated (so ignore it) in an Ad-Hoc wireless network.

This is the index number of the channel currently used by the associated AP in an
Channel . : S :

Infrastructure wireless network or wireless station in an Ad-Hoc wireless network.
Signal This field displays the strength of the AP’s signal. If you must choose a channel that's

currently in use, choose one with low signal strength for minimum interference.
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Table 7-3 Channel Usage

LABEL DESCRIPTION

“Network mode” in this screen refers to your wireless LAN infrastructure (refer to the
Wireless LAN chapter) and WEP setup.

Network Mode | Network modes are: Infra (same as an extended service set ESS), Infra, WEP (WEP
encryption is enabled), Ad-Hoc (same as an independent basic service set IBSS), or Ad-
Hoc, WEP.

Refresh Click Refresh to reload the screen.

7.4 F/W Upload Screen

Find firmware at www.zyxel.com in a file that (usually) uses the system model name with a "*.bin"
extension, e.g., "zyair.bin". The upload process uses HTTP (Hypertext Transfer Protocol) and may take up to
two minutes. After a successful upload, the system will reboot. See the Firmware and Configuration File
Maintenance chapter for upgrading firmware using FTP/TFTP commands.

Click F/W UPLOAD under MAINTENANCE. Follow the instructions in this screen to upload firmware to
your ZyAlIR.

To upgrade the internal router firmware, browse to the
location of the binary (.BIN) upgrade file and click Upload.
Upgrade files can be downloaded from website. If the upgrade
file is compressed (.ZIP file), you must first extract the binary
(.BIN) file. In some cases, you may need to reconfigure the
router after upgrading.

File Path: ! Browse... |
Upload |

Figure 7-4 Firmware Upload

The following table describes the labels in this screen.
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Table 7-4 Firmware Upload

LABEL DESCRIPTION
File Path Type in the location of the file you want to upload in this field or click Browse ... to find it.
Browse... Click Browse... to find the .bin file you want to upload. Remember that you must decompress
compressed (.zip) files before you can upload them.
Upload Click Upload to begin the upload process. This process may take up to two minutes.
WARNING!

Do not interrupt the file transfer process as this may PERMANENTLY DAMAGE
YOUR ZyAIR. When the firmware upload process is complete, the ZyAIR will
automatically restart.

After you see the Firmware Upload in Process screen, wait two minutes before logging into the device
again.

Firmware Upload In Process

Warning!
Do Not Turn Off the Device.

Please wait for the device to finish restarting{SYS LED is on steady).
This should take about two minutes.

To access the device after a successful firmware upload, you need to log
in again. Check you new firmware wersion in the systern status menu.

Figure 7-5 Firmware Upload In Process

The ZyAIR automatically restarts in this time causing a temporary network disconnect. In some operating
systems, you may see the following icon on your desktop.
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r»&,) Local Area Connection

Metwork cable unplugged

Figure 7-6 Network Temporarily Disconnected

After two minutes, log in again and check your new firmware version in the System Status screen.

If the upload was not successful, the following screen will appear. Click Return to go back to the F/'W
Upload screen.

Firmware upload error!
The uploaded file was not accepted by the router. Please

return to the previous page and select a valid upgrade file.
Click Help for more information.

Feturn |

Figure 7-7 Firmware Upload Error

7.5 Configuration Screen

The web configurator uses TFTP to transfer files. See the Firmware and Configuration File Maintenance
chapter for transferring configuration files using FTP/TFTP commands.

Click MAINTENANCE and then CONFIGURATION. Information related to backup configuration,
restoring configuration and factory defaults appears as shown next.

7.5.1 Backup Configuration

Backup Configuration allows you to backup (save) the current system (ZyAIR) configuration to your
computer. Backup is highly recommended once your ZyAlIR is functioning properly.

Click Backup to save your current ZyAIR configuration to your computer.
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Backup Restore Default

Click Backup to save the current configuration of your system
to your computer,

Backup |

Figure 7-8 Backup Configuration

7.5.2 Restore Configuration

Restore configuration replaces your ZyAIR's current configuration with a previously saved configuration.
Restore files (usually) have a .ROM extension, e.g., "zyair.rom". The system reboots automatically after the
file transfer is complete and uses the configured values in the file.

WARNING!
Do not interrupt the file transfer process as this may PERMANENTLY DAMAGE
YOUR ZyAIR. When the Restore Configuration process is complete, the ZyAIR will
automatically restart.

Backup Restore Default

To restore a previously saved configuration file to your system,
hrowse to the location of the configuration file and click
Upload.

File Path: | Browse... |
Upload |

Figure 7-9 Restore Configuration

The following table describes the labels in this screen.
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Table 7-5 Restore Configuration

LABEL DESCRIPTION

File Path | Type in the location of the file you want to upload in this field or click Browse ... to find it.

Click Browse... to find the file you want to upload. Remember that you must decompress

Browse... | compressed (.ZIP) files before you can upload them.

Upload Click Upload to begin the upload process.

Do not turn off the device while configuration file upload is in progress.

After you see a “configuration upload successful” screen, you must then wait one minute before logging into
the ZyAIR again.

Restore Configuration successful

The router will now reboot. As there will be no indication of when the
process is complete, please wait for one minute before attempting to
access the router again.

Figure 7-10 Configuration Upload Successful

The ZyAIR automatically restarts in this time causing a temporary network disconnect. In some operating
systems, you may see the following icon on your desktop.

@ Local Area Connection

Metwork cable unplugged

Figure 7-11 Network Temporarily Disconnected

If you uploaded the default configuration file you may need to change the IP address of your computer to be
in the same subnet as that of the default ZyAIR IP address (192.168.1.11). See the appendix for details on
how to set up your computer’s IP address.
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If the upload was not successful, the following screen will appear. Click Return to go back to the

Configuration screen.

Restore configuration error!
The configuration file was not accepted by the router. Please return to

the previous page and select a valid configuration file. Click Help for
more information.

Figure 7-12 Configuration Upload Error

7.5.3 Back to Factory Defaults

Clicking the Reset button in this section clears all user-entered configuration information and returns the
ZyAlR to its factory defaults as shown on the screen. This will erase all configurations that you have applied.

Backup Restore Default

Back to Factory Defaults

Click Reset to clear all user-entered configuration information
and return to factory defaults. After resetting, the

- Password will be 1234

- This device can he reached by IP address 192.168.1.11

Reset l

Figure 7-13 Back to Factory Default

The following warning screen will appear.
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CONFIGURATION

Figure 7-14 Reset Warning Message

You can also press the RESET button on the rear panel to reset the factory defaults of your ZyAIR. Refer to
the Resetting the ZyAIR section for more information on the RESET button.
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Part V:

SMT CONFIGURATION

This part contains SMT (System Management Terminal) configuration and background
information for features only configurable by SMT.

See the web configurator parts of this guide for background information on
features configurable by web configurator and SMT.
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Chapter 8
Introducing the SMT

This chapter describes how to access the SMT and provides an overview of its menus.

8.1 Connect to your ZyAIR Using Telnet

The following procedure details how to telnet into your ZyAIR.

Step 1. In Windows, click Start (usually in the bottom left corner), Run and then type “telnet
192.168.1.11” (the default IP address) and click OK.

Step 2. For your first login, enter the default password “1234”. As you type the password, the screen
displays an asterisk “*” for each character you type.

Password : XXXX

Figure 8-1 Login Screen

Step 3.  After entering the password you will see the main menu.

Please note that if there is no activity for longer than five minutes (default timeout period) after you log in,
your ZyAIR will automatically log you out. You will then have to telnet into the ZyAIR again. You can use
the web configurator or the CI commands to change the inactivity time out period.

8.2 Changing the System Password

Change the ZyAIR default password by following the steps shown next.

Step 1. From the main menu, enter 23 to display Menu 23 — System Security.

Step 2. Enter 1 to display Menu 23.1 — System Security — Change Password as shown next.
Step 3. Type your existing system password in the Old Password field, and press [ENTER].

Introducing the SMT 8-1



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

Menu 23.1 - System Security - Change Password

0ld Password= ****
New Password= ?
Retype to confirm= ?

Enter here to CONFIRM or ESC to CANCEL:

Figure 8-2 Menu 23.1 System Security : Change Password

Step 4. Type your new system password in the New Password field (up to 30 characters), and press
[ENTER].

Step 5. Re-type your new system password in the Retype to confirm field for confirmation and press
[ENTER].

koo

Note that as you type a password, the screen displays an asterisk for each character you type.

8.3 ZyAIR SMT Menu Overview Example

The following figure gives you an example overview of the various SMT menu screens for your ZyAIR.
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ZyAIR B-420
Main Menu

Menu 1
General Setup

l

l

l

1

Menu 3
LAN Setup

Menu 22 Menu 24 Menu 24.1
SNMP S tMeT’u 23 d System —>System Maintenance
Configuration ystem Fasswor Maintenance - Status

}

Menu 3.2
TCP/IP Setup

Menu 3.5
Wireless LAN
Setup

Menu 3.5.4
Bridge Link
Configuration

Menu 24.2.1 Menu 24.2
System Maintenancej«—{ System Information and

- Information Console Port Speed

Menu 24.3.1 Menu 24.3

System Maintenance [«+—

- View Error Log

System Maintenance
- Log and Trace

Menu 24.5
Backup
Configuration

Menu 24.6
Restore
Configuration

Menu 24.7 1
Upload System
Firmware

l

le—

Menu 24.7
Upload Firmware

Menu 24.8
Command
Interpreter Mode

Menu 24.10
Time and Date
Setting

Figure 8-3 ZyAIR B-420 SMT Menu Overview Example

Menu 24.2.2

|, System Maintenance

- Change Console Port
Speed

Menu 24.7.2
Upload System
Configuration File
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8.4 Navigating the SMT Interface

The SMT (System Management Terminal) is the interface that you use to configure your ZyAIR.

Several operations that you should be familiar with before you attempt to modify the configuration are
listed in the table below.

Table 8-1 Main Menu Commands

previous menu

OPERATION KEYSTROKE DESCRIPTION
Move down to [ENTER] To move forward to a submenu, type in the number of the desired
another menu submenu and press [ENTER].
Move up to a [ESC] Press [ESC] to move back to the previous menu.

Move to a “hidden”
menu

Press [SPACE
BAR] to change No
to Yes then press
[ENTER].

Fields beginning with “Edit” lead to hidden menus and have a
default setting of No. Press [SPACE BAR] once to change No to
Yes, then press [ENTER] to go to the “hidden” menu.

Move the cursor

[ENTER] or
[UP)/[DOWN] arrow
keys.

Within a menu, press [ENTER] to move to the next field. You can
also use the [UPJ/[DOWN] arrow keys to move to the previous
and the next field, respectively.

Entering
information

Type in or press
[SPACE BAR], then
press [ENTER].

You need to fill in two types of fields. The first requires you to type
in the appropriate information. The second allows you to cycle
through the available choices by pressing [SPACE BAR].

Required fields

<?> or ChangeMe

All fields with the symbol <?> must be filled in order to be able to
save the new configuration.

All fields with ChangeMe must not be left blank in order to be
able to save the new configuration.

[ENTER].

N/A fields <N/A> Some of the fields in the SMT will show a <N/A>. This symbol
refers to an option that is Not Applicable.

Save your [ENTER] Save your configuration by pressing [ENTER] at the message

configuration “Press ENTER to confirm or ESC to cancel”. Saving the data on
the screen will take you, in most cases to the previous menu.

Exit the SMT Type 99, then press |Type 99 at the main menu prompt and press [ENTER] to exit the

SMT interface.

After you enter the password, the SMT displays the main menu, as shown next.

8-4
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Copyright (c) 1994 - 2003 ZyXEL Communications Corp.

ZyAIR B-420 Main Menu

Getting Started Advanced Management
1. General Setup 22. SNMP Configuration
3. LAN Setup 23. System Password

24. System Maintenance

Advanced Applications

99. Exit

Enter Menu Selection Number:

Figure 8-4 ZyAIR B-420 SMT Main Menu

8.4.1 System Management Terminal Interface Summary

Table 8-2 Main Menu Summary

MENU TITLE DESCRIPTION
1 General Setup Use this menu to set up your general information.
3 LAN Setup Use this menu to set up your LAN and WLAN connection.
22 SNMP Configuration Use this menu to set up SNMP related parameters.
23 System Password Use this menu to change your password.
24 System Maintenance This menu provides system status, diagnostics, software upload, etc.
99 Exit Use this to exit from SMT and return to a blank screen.
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Chapter 9
General Setup

The chapter shows you the information on general setup.

9.1 General Setup

Menu 1 — General Setup contains administrative and system-related information (shown next). The
System Name field is for identification purposes. It is recommended you type your computer's "Computer
name".

The Domain Name entry is what is propagated to the DHCP clients on the LAN. While you must enter the
host name (System Name) on each individual computer, the domain name can be assigned from the ZyAIR
via DHCP.

9.1.1 Procedure To Configure Menu 1

Step 1.  Enter 1 in the Main Menu to open Menu 1 — General Setup as shown next.

Menu 1 - General Setup

System Name= B-420

Domain Name=

First System DNS Server= None
IP Address= N/A

Second System DNS Server= None
IP Address= N/A

Third System DNS Server= None
IP Address= N/A

Press ENTER to Confirm or ESC to Cancel:

Figure 9-1 Menu 1 General Setup

Step 2.  Fill in the required fields. Refer to the following table for more information about these fields.
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Table 9-1 Menu 1 General Setup

FIELD DESCRIPTION EXAMPLE

System Name Choose a descriptive name for identification purposes. This name can B-420
be up to 30 alphanumeric characters long. Spaces are not allowed, but
dashes “-” and underscores "_" are accepted.

Domain Name This is not a required field. Leave this field blank or enter the domain
name here if you know it.

First/Second/Third |Press [SPACE BAR] to select From DHCP, User Defined or None and None

System DNS press [ENTER].

Server

IP Address Enter the IP addresses of the DNS servers. This field is available when N/A
you select User-Defined in the field above.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to Confirm...” to save
your configuration, or press [ESC] at any time to cancel.

9-2
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Chapter 10
LAN Setup

This chapter shows you how to configure the LAN on your ZyAIR..

10.1 LAN Setup

This section describes how to configure the Ethernet using Menu 3 — LAN Setup. From the main menu,
enter 3 to display menu 3.

Menu 3 - LAN Setup

2. TCP/IP Setup

5. Wireless LAN Setup

Enter Menu Selection Number:

Figure 10-1 Menu 3 LAN Setup

Detailed explanation about the LAN Setup menu is given in the next chapter.

10.2 TCP/IP Ethernet Setup
Use menu 3.2 to configure your ZyAIR for TCP/IP.

To edit menu 3.2, enter 3 from the main menu to display Menu 3-LAN Setup. When menu 3 appears, press
2 and press [ENTER] to display Menu 3.2-TCP/IP Setup, as shown next:

Menu 3.2 - TCP/IP Setup

IP Address Assignment= Static
IP Address= 192.168.1.11
IP Subnet Mask= 255.255.255.0
Gateway IP Address= 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Figure 10-2 Menu 3.2 TCP/IP Setup
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Follow the instructions in the following table to configure the fields in this menu.

Table 10-1 Menu 3.2 TCP/IP Setup

FIELD DESCRIPTION EXAMPLE
IP Address Press [SPACE BAR] and then [ENTER] to select Dynamic to have the Static
Assignment ZyAIR obtain an IP address from a DHCP server. You must know the
IP address assigned to the ZyAIR (by the DHCP server) to access the
ZyAIR again.
Select Static to give the ZyAIR a fixed, unique IP address. Enter a
subnet mask appropriate to your network and the gateway IP address if
applicable.
IP Address |Enter the (LAN) IP address of your ZyAIR in dotted decimal notation 192.168.1.11
IP Subnet Mask|Your ZyAIR will automatically calculate the subnet mask based on the |255.255.255.0

IP address that you assign. Unless you are implementing subnetting,
use the subnet mask computed by the ZyAIR.

Gateway IP
Address

Type the IP address of the gateway. The gateway is an immediate
neighbor of your ZyAIR that will forward the packet to the destination.
On the LAN, the gateway must be a router on the same network
segment as your ZyAlR.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to Confirm...” to save
your configuration, or press [ESC] at any time to cancel.

10.3 Wireless LAN Setup

Use menu 3.5 to configure your ZyAIR’s wireless settings. To edit menu 3.5, enter 3 from the main menu
to display Menu 3 — LAN Setup. When menu 3 appears, press 5 and then press [ENTER] to display Menu
3.5 — Wireless LAN Setup as shown next.
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Menu 3.5 - Wireless LAN Setup

Operating Mode= Infrastructure
ESSID= Any
Channel ID= N/A
RTS Threshold= 2432
Frag. Threshold= 2432
WEP Encryption= Disable
Default Key= N/A
Keyl= N/A
Key2= N/A
Key3= N/A
Key4= N/A
Authen. Method= N/A
Breathing LED= Yes
Output Power= N/A
Edit Bridge Link Configuration= N/A

Press ENTER to Confirm or ESC to Cancel:

Preas Snace Rar to Toaale

Figure 10-3 Menu 3.5 Wireless LAN Setup

The following table describes the fields in this menu.

Table 10-2 Menu 3.5 Wireless LAN Setup

FIELD DESCRIPTION EXMAPLE
Operating Press [SPACE BAR] and select Infrastructure, Ad Hoc or Bridge. Infrastruct
Mode ure

Enter the ESSID of the AP or the peer ad-hoc computer to which you want to Any
associate in this field. To associate to an ad-hoc network, you must enter
ESSID the same ESSID as the peer ad-hoc computer.
Enter any to associate to or roam between any infrastructure wireless
networks.
Press [SPACE BAR] to select a channel. This allows you to set the operating N/A
Channel ID frequency/channel depending on your particular region.
This filed is not available if you select Infrastructure in the Operating Mode
field.
RTS Setting this attribute to zero turns on the RTS/CTS handshake. Enter a value 2432
Threshold between 0 and 2432.
Frag. This is the maximum data fragment size that can be sent. Enter a value 2432
Threshold between 256 and 2432.
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Table 10-2 Menu 3.5 Wireless LAN Setup

FIELD DESCRIPTION EXMAPLE
WEP Select Disable to allow wireless stations to communicate with the access Disable
Encrvotion points without any data encryption.

yp Select 64-bit WEP or 128-bit WEP to enable data encryption.

Enter the key number (1 to 4) in this field. Only one key can be enabled at 1
Default Key any one time. This key must be the same on the ZyAIR and the wireless

stations to communicate.

The WEP keys are used to encrypt data. Both the ZyAIR and the wireless 0x12345ab

stations must use the same WEP key for data transmission. cde

If you chose 64-bit WEP in the WEP Encryption field, then enter any 5

ASCII characters or 10 hexadecimal characters ("0-9", "A-F").
Key 1 to Key 4| If you chose 128-bit WEP in the WEP Encryption field, then enter 13 ASCII

characters or 26 hexadecimal characters ("0-9", "A-F").

Enter “0x” before the key to denote a hexadecimal key.
Don’t enter “0x” before the key to denote an ASCII key.

Authen. Press [SPACE BAR] to select Auto, Open System Only or Shared Key Auto
Method Only and press [ENTER].

This field is N/A if WEP is not activated.

If WEP encryption is activated, the default setting is Auto.
Breathing LED | Press [SPACE BAR] to select Yes or No and press [ENTER].

Press [SPACE BAR] to select 11dBm, 13dBm, 15dBm or 17dBm and press| 17dBm
Output Power

[ENTER].
Edit Bridge This field is only available when you select Bridge in the Operating Mode N/A
Link field.
Configuration | press [SPACE BAR] to select Yes or No and press [ENTER].
When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.
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10.3.1 Configuring Bridge Link

Follow the steps below to configure bridge link on your ZyAIR.
Step 1.  From the main menu, enter 3 to open Menu 3 — LAN Setup.
Step 2.  Enter 5 to display Menu 3.5 — Wireless LAN Setup.

Menu 3.5 - Wireless LAN Setup

Operating Mode= Bridge
ESSID= N/A
Channel ID= CHO6 2437MHz
RTS Threshold= 2432
Frag. Threshold= 2432
WEP Encryption= Disable
Default Key= N/A
Keyl= N/A
Key2= N/A
Key3= N/A
Key4= N/A
Authen. Method= N/A
Breathing LED= Yes
Output Power= N/A
Edit Bridge Link Configuration= Yes

Press ENTER to Confirm or ESC to Cancel:

Figure 10-4 Menu 3.5 Wireless LAN Setup

Step 3. In the Operating Mode field, press [SPACE BAR] to select Bridge and press [ENTER].

Step 4. Move the cursor to the Edit Bridge Link Configuration field. Press [SPACE BAR] to select
Yes and press [ENTER]. Menu 3.5.4 — Bridge Link Configuration displays as shown next.

Menu 3.5.4 - Bridge Link Configuration

Active = Yes

Peer Address = 00:a0:c5:55:97:50

Press ENTER to Confirm or ESC to Cancel:

Figure 10-5 Menu 3.5.4 Bridge Link Configuration
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The following table describes the fields in this menu.

Table 10-3 Menu 3.5.4 Bridge Link Configuration

FIELD DESCRIPTION EXAMPLE
Active Press [SPACE BAR] to select Yes or No and press [ENTER]. Yes
Peer Type the MAC address of peer device in valid MAC address format, that is,

Address six hexadecimal character pairs, for example, 12:34:56:78:9a:bc.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

10-6
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Chapter 11
SNMP Configuration

This chapter explains SNMP configuration menu 22.

11.1 About SNMP

Simple Network Management Protocol is a protocol used for exchanging management information between
network devices. SNMP is a member of the TCP/IP protocol suite. Your ZyAIR supports SNMP agent
functionality, which allows a manager station to manage and monitor the ZyAIR through the network. The
ZyAlIR supports SNMP version one (SNMPv1) and version two ¢ (SNMPv2c). The next figure illustrates
an SNMP management operation. SNMP is only available if TCP/IP is configured.

MANAGER

SNMP

rd v AN

AGENT AGENT ‘ AGENT

Managed Device Managed Device Managed Device

Figure 11-1 SNMP Management Model

An SNMP managed network consists of two main components: agents and a manager.

SNMP Configuration
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An agent is a management software module that resides in a managed device (the ZyAIR). An agent
translates the local management information from the managed device into a form compatible with SNMP.
The manager is the console through which network administrators perform network management functions.
It executes applications that control and monitor managed devices.

The managed devices contain object variables/managed objects that define each piece of information to be
collected about a device. Examples of variables include the number of packets received, node port status
etc. A Management Information Base (MIB) is a collection of managed objects. SNMP allows a manager
and agents to communicate for the purpose of accessing these objects.

SNMP itself is a simple request/response protocol based on the manager/agent model. The manager issues a
request and the agent returns responses using the following protocol operations:

e Get - Allows the manager to retrieve an object variable from the agent.

o  GetNext - Allows the manager to retrieve the next object variable from a table or list within an agent.
In SNMPv1, when a manager wants to retrieve all elements of a table from an agent, it initiates a Get
operation, followed by a series of GetNext operations.

e Set - Allows the manager to set values for object variables within an agent.

e Trap - Used by the agent to inform the manager of some events.

11.2 Supported MIBs

The ZyAIR supports RFC-1215 and MIB II as defined in RFC-1213. The focus of the MIBs is to let
administrators collect statistic data and monitor status and performance.

11.3 SNMP Configuration

To configure SNMP, select option 22 from the main menu to open Menu 22 — SNMP Configuration as
shown next. The “community” for Get, Set and Trap fields is SNMP terminology for password.
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Menu 22 - SNMP Configuration

SNMP :
Get Community= public
Set Community= public
Trusted Host= 0.0.0.0
Trap:
Community= public
Destination= 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Figure 11-2 Menu 22 SNMP Configuration
The following table describes the SNMP configuration parameters.

Table 11-1 Menu 22 SNMP Configuration

FIELD DESCRIPTION EXAMPLE
SNMP:
Get Community Type the Get Community, which is the password for the incoming public

Get- and GetNext requests from the management station.

Set Community Type the Set Community, which is the password for incoming Set public
requests from the management station.

Trusted Host If you enter a trusted host, your ZyAIR will only respond to SNMP 0.0.0.0
messages from this address. A blank (default) field means your
ZyAIR will respond to all SNMP messages it receives, regardless

of source.
Trap:
Community | Type the trap community, which is the password sent with each public
trap to the SNMP manager.
Destination | Type the IP address of the station to send your SNMP traps to. 0.0.0.0

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

11.4 SNMP Traps

The ZyAIR will send traps to the SNMP manager when any one of the following events occurs:

SNMP Configuration 11-3



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

Table 11-2 SNMP Traps

TRAP # TRAP NAME DESCRIPTION

1 coldStart (defined in RFC-1215) A trap is sent after booting (power on).

2 warmStart (defined in RFC-1215) | A trap is sent after booting (software reboot).

3 linkUp (defined in RFC-1215) A trap is sent when the port is up.

4 authenticationFailure (defined in A trap is sent to the manager when receiving any SNMP
RFC-1215) get or set requirements with wrong community

(password).
6 linkDown (defined in RFC-1215) A trap is sent when the port is down.

The following table maps the physical port and encapsulation to the interface type.

Table 11-3 Ports and Interface Types

PHYSICAL PORT/ENCAP INTERFACE TYPE
LAN port(s) enet0

Wireless port enet1

PPPoE encap pppoe

1483 encap mpoa

Ethernet encap enet-encap

PPPoA ppp
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Chapter 12
System Information

This chapter covers the information and diagnostic tools in SMT menus 24.1 to 24.3.

These tools include updates on system status, port status, log and trace capabilities and upgrades for the
system software. This chapter describes how to use these tools in detail.

Type 24 in the main menu and press [ENTER] to open Menu 24 — System Maintenance, as shown in the
following figure.

Menu 24 - System Maintenance

1. System Status
System Information and Console Port Speed
Log and Trace

w N

Backup Configuration
Restore Configuration
Upload Firmware

Command Interpreter Mode

@ ~J o Ul

10. Time and Date Setting

Enter Menu Selection Number:

Figure 12-1 Menu 24 System Maintenance

12.1 System Status

The first selection, System Status gives you information on the status and statistics of the ports, as shown
next. System Status is a tool that can be used to monitor your ZyAIR. Specifically, it gives you information
on your Ethernet and Wireless LAN status, number of packets sent and received.

To get to System Status, type 24 to go to Menu 24 — System Maintenance. From this menu, type 1.
System Status. There are two commands in Menu 24.1 — System Maintenance — Status. Entering 9 resets
the counters; pressing [ESC] takes you back to the previous screen.

The following table describes the fields present in Menu 24.1 — System Maintenance — Status which are
read-only and meant for diagnostic purposes.
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Menu 24.1 - System Maintenance - Status 00:18:45
Sat. Jan. 01, 2000

Port Status TxPkts RxPkts Cols Tx B/s Rx B/s Up Time
ETH 100M/Full 396 684 0 272 128 0:17:32
WLAN 11M 236 0 0 0 0 0:17:33
Port Ethernet Address IP Address IP Mask DHCP
ETH 00:A0:C5:01:23:45 192.168.1.11 255.255.255.0 None

WLAN 00:A0:C5:01:23:45
System up Time: 0:17:38
Name: B-420

ZyNOS F/W Version: V3.50(HE.O0)b2 | 07/10/2003

Press Command:

AAMMANING « O_DAcnt CAintare TQr_Twd+

Figure 12-2 Menu 24.1 System Maintenance : Status
The following table describes the fields present in this menu.

Table 12-1 Menu 24.1 System Maintenance : Status

FIELD DESCRIPTION
Port This is the port type. Port types are: Ethernet and Wireless
Status This shows the status of the remote node.
TxPkts This is the number of transmitted packets to this remote node.
RxPkts This is the number of received packets from this remote node.
Cols This is the number of collisions on this connection.
Tx Bls This shows the transmission rate in bytes per second.
Rx B/s This shows the receiving rate in bytes per second.
Up Time This is the time this channel has been connected to the current remote node.
Ethernet Address This shows the MAC address of the port.
IP Address This shows the IP address of the network device connected to the port.
IP Mask This shows the subnet mask of the network device connected to the port.
DHCP This shows the DHCP setting (None or Client) for the port.
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Table 12-1 Menu 24.1 System Maintenance : Status

FIELD DESCRIPTION

System Up Time This is the time the ZyAIR is up and running from the last reboot.

12.2 System Information

To get to the System Information:
Step 1.  Enter 24 to display Menu 24 — System Maintenance.
Step 2.  Enter 2 to display Menu 24.2 — System Information and Console Port Speed.

Step 3. From this menu you have two choices as shown in the next figure:

Menu 24.2 - System Information and Console Port Speed

1. System Information
2. Console Port Speed

Please enter selection:

Figure 12-3 Menu 24.2 System Information and Console Port Speed

The ZyAIR has an internal console port for support personnel only. Do not open
the ZyAIR as it will void your warranty.

12.2.1 System Information

Enter 1 in menu 24.2 to display the screen shown next.

Menu 24.2.1 - System Maintenance - Information

Name: B-420

Routing: BRIDGE

ZyNOS F/W Version: V3.50(HE.0)b2 | 07/10/2003
Country Code: 255

LAN
Ethernet Address: 00:A0:C5:55:66:22
IP Address: 192.168.1.11
IP Mask: 255.255.255.0
DHCP: None

Press ESC or RETURN to Exit:

Figure 12-4 Menu 24.2.1 System Information : Information
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The following table describes the fields in this menu.

Table 12-2 System Maintenance : Information

FIELD DESCRIPTION
Name Displays the system name of your ZyAIR. This information can be changed in
Menu 1 — General Setup.
Routing Refers to the routing protocol used.
ZyNOS F/W Refers to the ZyNOS (ZyXEL Network Operating System) system firmware version.
Version ZyNOS is a registered trademark of ZyXEL Communications Corporation.
Country Code Refers to the country code of the firmware.
LAN

Ethernet Address | Refers to the Ethernet MAC (Media Access Control) of your ZyAIR.

IP Address | This is the IP address of the ZyAIR in dotted decimal notation.

IP Mask | This shows the subnet mask of the ZyAIR.
DHCP | This field shows the DHCP setting of the ZyAIR.

When you have completed this menu, press [ENTER] at the prompt “Press ENTER to confirm or ESC to
cancel” to save your configuration or press [ESC] to cancel and go back to the previous screen.

12.2.2 Console Port Speed

You can set up different port speeds for the console port through Menu 24.2.2 — System Maintenance —
Console Port Speed. Your ZyAIR supports 9600 (default), 19200, 38400, 57600 and 115200 bps console
port speeds. Press [SPACE BAR] and then [ENTER] to select the desired speed in menu 24.2.2, as shown
in the following figure.

Menu 24.2.2 - System Maintenance - Change Console Port Speed
Console Port Speed: 9600

Press ENTER to Confirm or ESC to Cancel:

Figure 12-5 Menu 24.2.2 System Maintenance : Change Console Port Speed

After you changed the console port speed on your ZyAIR, you must also make the same change to the
console port speed parameter of your communication software.
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12.3 Log and Trace

Your ZyAIR provides the error logs and trace records that are stored locally.

12.3.1 Viewing Error Log

The first place you should look for clues when something goes wrong is the error log. Follow the
procedures to view the local error/trace log:

Step 1. Type 24 in the main menu to display Menu 24 — System Maintenance.

Step 2. From menu 24, type 3 to display Menu 24.3 — System Maintenance — Log and Trace.

Menu 24.3 - System Maintenance - Log and Trace

1. View Error Log

Please enter selection:

Figure 12-6 Menu 24.3 System Maintenance : Log and Trace

Step 3. Enter 1 from Menu 24.3 — System Maintenance — Log and Trace and press [ENTER] twice to
display the error log in the system.

After the ZyAlIR finishes displaying the error log, you will have the option to clear it. Samples of typical
error and information messages are presented in the next figure.

57 Sat Jan 01 14:10:24 2000 PINI INFO Last errorlog repeat 1 Times
58 Sat Jan 01 14:10:24 2000 PINI INFO main: init completed

59 Sat Jan 01 14:10:26 2000 PPO5 -WARN SNMP TRAP 3: link up

60 Sat Jan 01 14:10:54 2000 PSSV -WARN Last errorlog repeat 1 Times
61 Sat Jan 01 14:10:54 2000 PSSV -WARN SNMP TRAP 0: cold start

62 Sat Jan 01 14:11:50 2000 PPOa INFO SMT Password pass

63 Sat Jan 01 14:11:50 2000 PINI INFO SMT Session Begin

Clear Error Log (y/n):

Figure 12-7 Sample Error and Information Messages
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Chapter 13
Firmware and Configuration File
Maintenance

This chapter tells you how to backup and restore your configuration file as well as upload new
firmware and configuration files using the SMT screens.

13.1 Filename Conventions

The configuration file (often called the romfile or rom-0) contains the factory default settings in the menus
such as password and TCP/IP Setup, etc. It arrives from ZyXEL with a rom filename extension. Once you
have customized the ZyAIR's settings, they can be saved back to your computer under a filename of your
choosing.

ZyNOS (ZyXEL Network Operating System sometimes referred to as the “ras” file) is the system firmware
and has a “bin” filename extension. With many FTP and TFTP clients, the filenames are similar to those
seen next.

ftp> put firmware.bin ras
This is a sample FTP session showing the transfer of the computer file " firmware.bin" to the ZyAIR.

ftp> get rom-0 config.cfg
This is a sample FTP session saving the current configuration to the computer file config.cfg.

If your [T]FTP client does not allow you to have a destination filename different than the source, you will
need to rename them as the ZyAIR only recognizes “rom-0" and “ras”. Be sure you keep unaltered copies
of both files for later use.

The following table is a summary. Please note that the internal filename refers to the filename on the
ZyAIR and the external filename refers to the filename not on the ZyAlIR, that is, on your computer, local
network or FTP site and so the name (but not the extension) will vary. After uploading new firmware see
the ZyNOS F/W Version field in Menu 24.2.1 — System Maintenance — Information to confirm that you
have uploaded the correct firmware version.
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Table 13-1 Filename Conventions

FILE TYPE INTERNAL | EXTERNAL DESCRIPTION
NAME NAME

Configuration File | Rom-0 *.rom This is the configuration filename on the ZyAIR.
Uploading the rom-0 file replaces the entire ROM file
system, including your ZyAIR configurations,
system-related data (including the default
password), the error log and the trace log.

Firmware Ras *.bin This is the generic name for the ZyNOS firmware on

the ZyAIR.

13.2 Backup Configuration

Option 5 from Menu 24 — System Maintenance allows you to backup the current ZyAIR configuration to
your computer. Backup is highly recommended once your ZyAlIR is functioning properly. FTP is the

preferred method, although TFTP can also be used.

Please note that the terms “download” and “upload” are relative to the computer. Download means to
transfer from the ZyAlIR to the computer, while upload means from your computer to the ZyAIR.

13.2.1 Backup Configuration Using FTP

Enter 5 in Menu 24 — System Maintenance to get the following screen.

For details on FTP commands,
client program.

Menu 24.5 - Backup Configuration

To transfer the configuration file to your workstation, follow the
procedure below:

1. Launch the FTP client on your workstation.
2. Type "open" and the IP address of your router. Then type "root" and

SMT password as requested.
3. Locate the ‘rom-0’ file.
4. Type ‘get rom-0’ to back up the current router configuration to your

workstation.

Press ENTER to Exit:

please consult the documentation of your FTP
For details on backup using TFTP (note that you must
remain in the menu to back up using TFTP), please see your router manual.

Figure 13-1 Menu 24.5 Backup Configuration

13-2
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13.2.2 Using the FTP command from the DOS Prompt

Step 1. Launch the FTP client on your computer.

Step 2. Enter “open” and the IP address of your ZyAIR.

Step 3. Press [ENTER] when prompted for a username.

Step 4. Enter “root” and your SMT password as requested. The default is 1234.
Step 5. Enter “bin” to set transfer mode to binary.

Step 6. Use “get” to transfer files from the ZyAIR to the computer, for example, “get rom-0 config.rom”
transfers the configuration file on the ZyAIR to your computer and renames it “config.rom”. See
earlier in this chapter for more information on filename conventions.

Step 7.  Enter “quit” to exit the FTP prompt.

331 Enter PASS command

Password:

230 Logged in

ftp> bin

200 Type I OK

ftp> get rom-0 zyxel.rom

200 Port command okay

150 Opening data connection for STOR ras
226 File received OK

ftp: 327680 bytes sent in 1.10Seconds 297.89Kbytes/sec.
ftp> quit

Figure 13-2 FTP Session Example
The following table describes some of the commands that you may see in third party FTP clients.

Table 13-2 General Commands for Third Party FTP Clients

COMMAND DESCRIPTION

Host Address | Enter the address of the host server.

Login Type Anonymous.

This is when a user |.D. and password is automatically supplied to the server for
anonymous access. Anonymous logins will work only if your ISP or service
administrator has enabled this option.

Normal.

The server requires a unique User ID and Password to login.

Transfer Type | Transfer files in either ASCII (plain text format) or in binary mode.

The ZyAIR requires binary mode.
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Table 13-2 General Commands for Third Party FTP Clients

COMMAND DESCRIPTION
Initial Remote | Specify the default remote directory (path).
Directory
Initial Local Specify the default local directory (path).
Directory

13.2.3 Backup Configuration Using TFTP

The ZyAIR supports the up/downloading of the firmware and the configuration file using TFTP (Trivial
File Transfer Protocol) over LAN. Although TFTP should work over WAN as well, it is not recommended.

To use TFTP, your computer must have both telnet and TFTP clients. To backup the configuration file,
follow the procedure shown next:

Step 1.  Use telnet from your computer to connect to the ZyAIR and log in. Because TFTP does not
have any security checks, the ZyAIR records the IP address of the telnet client and accepts
TFTP requests only from this address.

Step 2.  Put the SMT in command interpreter (CI) mode by entering 8 in Menu 24 — System
Maintenance.

Step 3.  Enter command “sys stdio 0” to disable the SMT timeout, so the TFTP transfer will not be
interrupted. Enter command “sys stdio 5” to restore the five-minute SMT timeout (default)
when the file transfer is complete.

Step 4. Launch the TFTP client on your computer and connect to the ZyAIR. Set the transfer mode to
binary before starting data transfer.

Step 5.  Use the TFTP client (see the example below) to transfer files between the ZyAIR and the
computer. The file name for the configuration file is rom-0 (rom-zero, not capital o).

Note that the telnet connection must be active and the SMT in CI mode before and during the TFTP
transfer. For details on TFTP commands (see following example), please consult the documentation of your
TFTP client program. For UNIX, use “get” to transfer from the ZyAIR to the computer and “binary” to set
binary transfer mode.

13.2.4 Example: TFTP Command

The following is an example TFTP command:

TFTP [-i] host get rom-0 config.rom
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where “1” specifies binary image transfer mode (use this mode when transferring binary files), “host” is the
ZyAIR IP address, “get” transfers the file source on the ZyAIR (rom-0 name of the configuration file on
the ZyAIR) to the file destination on the computer and renames it config.rom.

The following table describes some of the fields that you may see in third party TFTP clients.

Table 13-3 General Commands for Third Party TFTP Clients

COMMAND DESCRIPTION

Host Enter the IP address of the ZyAIR. 192.168.1.11 is the ZyAIR’s default IP
address when shipped.

Send/Fetch Use “Send” to upload the file to the ZyAIR and “Fetch” to back up the file on
your computer.

Local File Enter the path and name of the firmware file (*.bin extension) or configuration
file (*.rom extension) on your computer.

Remote File This is the filename on the ZyAIR. The filename for the firmware is “ras” and for
the configuration file, is “rom-0".

Binary Transfer the file in binary mode.

Abort Stop transfer of the file.

13.3 Restore Configuration

Menu 24.6 — System Maintenance — Restore Configuration allows you to restore the configuration via
FTP or TFTP to your ZyAIR. The preferred method is FTP. Note that this function erases the current
configuration before restoring the previous backup configuration; please do not attempt to restore unless
you have a backup configuration stored on disk. To restore configuration using FTP or TFTP is the same as
uploading the configuration file, please refer to the following sections on FTP and TFTP file transfer for
more details. The ZyAlIR restarts automatically after the file transfer is complete.

Firmware and Configuraiton File Maintenance 13-5



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

Menu 24.6 - Restore Configuration

To transfer the firmware and the configuration file, follow the procedure
below:

1. Launch the FTP client on your workstation.

2. Type "open" and the IP address of your router. Then type "root" and
SMT password as requested.

3. Type “put backupfilename rom-0” where backupfilename is the name of
your backup configuration file on your workstation and rom-spt is the
Remote file name on the router. This restores the configuration to your
router.

4. The system reboots automatically after a successful file transfer.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on restoring using TFTP (note that you must

remain in the menu to back up using TFTP), please see your router manual.

Press ENTER to Exit:

Figure 13-3 Menu 24.6 Restore Configuration

13.4 Uploading Firmware and Configuration Files

Menu 24.7 — System Maintenance — Upload Firmware allows you to upgrade the firmware and the
configuration file.

WARNING!
PLEASE WAIT A FEW MINUTES FOR THE ZYAIR TO RESTART AFTER FIRMWARE
OR CONFIGURATION FILE UPLOAD. INTERRUPTING THE UPLOAD PROCESS
MAY PERMANENTLY DAMAGE YOUR ZYAIR.

Menu 24.7 - System Maintenance - Upload Firmware

1. Upload System Firmware
2. Upload System Configuration File

Enter Menu Selection Number:

Figure 13-4 Menu 24.7 System Maintenance : Upload Firmware

The configuration data, system-related data, the error log and the trace log are all stored in the configuration
file. Please be aware that uploading the configuration file replaces everything contained within.
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13.4.1 Firmware Upload

FTP is the preferred method for uploading the firmware and configuration. To use this feature, your
computer must have an FTP client.

When you telnet into the ZyAIR, you will see the following screens for uploading firmware and the
configuration file using FTP.

Menu 24.7.1 - System Maintenance - Upload System Firmware

To upload the system firmware, follow the procedure below:

1. Launch the FTP client on your workstation.

2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.

3. Type "put firmwarefilename ras" where "firmwarefilename" is the name
of your firmware upgrade file on your workstation and "ras" is the
remote file name on the system.

4. The system reboots automatically after a successful firmware upload.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on uploading system firmware using TFTP (note
that you must remain on this menu to upload system firmware using TFTP),
please see your manual.

Press ENTER to Exit:

Figure 13-5 Menu 24.7.1 System Maintenance : Upload System Firmware

13.4.2 Configuration File Upload

You see the following screen when you telnet into menu 24.7.2.
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Menu 24.7.2 - System Maintenance - Upload System Configuration File

To upload the system configuration file, follow the procedure below:

—

. Launch the FTP client on your workstation.
2. Type "open" and the IP address of your system. Then type "root" and
SMT password as requested.
3. Type "put configurationfilename rom-0" where "configurationfilename"
is the name of your system configuration file on your workstation, which
will be transferred to the "rom-0" file on the system.
4. The system reboots automatically after the upload system configuration
file process is complete.

For details on FTP commands, please consult the documentation of your FTP
client program. For details on uploading system firmware using TFTP (note
that you must remain on this menu to upload system firmware using TFTP),
please see your manual.

Press ENTER to Exit:

Figure 13-6 Menu 24.7.2 System Maintenance : Upload System Configuration File

To transfer the firmware and the configuration file, follow these examples:

13.4.3 Using the FTP command from the DOS Prompt Example

Step 1. Launch the FTP client on your computer.

Step 2. Enter “open” and the IP address of your ZyAIR.

Step 3. Press [ENTER] when prompted for a username.

Step 4. Enter “root” and your SMT password as requested. The default is 1234.

Step 5. Enter “bin” to set transfer mode to binary.

Step 6. Use “put” to transfer files from the computer to the ZyAIR, e.g., put firmware.bin ras transfers
the firmware on your computer (firmware.bin) to the ZyAIR and renames it “ras”. Similarly “put
config.rom rom-0” transfers the configuration file on your computer (config.rom) to the ZyAIR
and renames it “rom-0". Likewise “get rom-0 config.rom” transfers the configuration file on the
ZyAIR to your computer and renames it “config.rom.” See earlier in this chapter for more
information on filename conventions.

Step 7.  Enter “quit” to exit the FTP prompt.
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331 Enter PASS command

Password:

230 Logged in

ftp> bin

200 Type I OK

ftp> put firmware.bin ras

200 Port command okay

150 Opening data connection for STOR ras
226 File received OK

ftp: 327680 bytes sent in 1.10Seconds 297.89Kbytes/sec.
ftp> quit

Figure 13-7 FTP Session Example

More commands that you may find in third party FTP clients, are listed earlier in this chapter.

13.4.4 TFTP File Upload

The ZyAlIR also supports the up/downloading of the firmware and the configuration file using TFTP
(Trivial File Transfer Protocol) over LAN. Although TFTP should work over WAN as well, it is not
recommended.

To use TFTP, your computer must have both telnet and TFTP clients. To transfer the firmware and the
configuration file, follow the procedure shown next:

Step 1.  Use telnet from your computer to connect to the ZyAIR and log in. Because TFTP does not have
any security checks, the ZyAlIR records the IP address of the telnet client and accepts TFTP
requests only from this address.

Step 2. Put the SMT in command interpreter (CI) mode by entering 8 in Menu 24 — System
Maintenance.

Step 3. Enter the command “sys stdio 0” to disable the SMT timeout, so the TFTP transfer will not be
interrupted. Enter command “sys stdio 5” to restore the five-minute SMT timeout (default) when
the file transfer is complete.

Step 4. Launch the TFTP client on your computer and connect to the ZyAIR. Set the transfer mode to
binary before starting data transfer.

Step 5. Use the TFTP client (see the example below) to transfer files between the ZyAIR and the
computer. The file name for the firmware is “ras” and the configuration file is “rom-0" (rom-
zero, not capital o).

Note that the telnet connection must be active and the SMT in CI mode before and during the TFTP
transfer. For details on TFTP commands (see following example), please consult the documentation of your
TFTP client program. For UNIX, use “get” to transfer from the ZyAIR to the computer, “put” the other way
around, and “binary” to set binary transfer mode.

Firmware and Configuraiton File Maintenance 13-9



ZyAIR B-420 Wireless LAN Ethernet Adapter and Bridge

13.4.5 Example: TFTP Command

The following is an example TFTP command:

TFTP [-i] host put firmware.bin ras

17331

where “i” specifies binary image transfer mode (use this mode when transferring binary files), “host” is the
ZyAIR’s IP address, “put” transfers the file source on the computer (firmware.bin — name of the firmware
on the computer) to the file destination on the remote host (ras - name of the firmware on the ZyAIR).

Commands that you may see in third party TFTP clients are listed earlier in this chapter.
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Chapter 14
System Maintenance and Information

This chapter leads you through SMT menus 24.8 and 24.10.

14.1 Command Interpreter Mode

The Command Interpreter (CI) is a part of the main system firmware. The CI provides much of the same
functionality as the SMT, while adding some low-level setup and diagnostic functions. Enter the CI from
the SMT by selecting menu 24.8. See the included disk or the zyxel.com web site for more detailed
information on CI commands. Enter 8 from Menu 24 — System Maintenance. A list of valid commands
can be found by typing help or ? at the command prompt. Type “exit” to return to the SMT main menu
when finished.

Menu 24 - System Maintenance

1. System Status
System Information and Console Port Speed
Log and Trace

w N

Backup Configuration

Restore Configuration

Upload Firmware

Command Interpreter Mode

0 <o,

10. Time and Date Setting

Enter Menu Selection Number:

Figure 14-1 Menu 24 System Maintenance

Copyright (c) 1994 - 2003 ZyXEL Communications Corp.
B-420> ?

Valid commands are:

sys exit device ether
config wlan ip Ppp
bridge hdap

B-420>

Figure 14-2 Valid Cl Commands
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14.2 Time and Date Setting

The ZyAIR keeps track of the time and date. There is also a software mechanism to set the time manually.
Menu 24.10 allows you to update the time and date settings of your ZyAIR. The real time is then displayed
in the ZyAIR error logs and firewall logs.

Step 1.  Select menu 24 in the main menu to open Menu 24 — System Maintenance.

Step 2. Then enter 10 to go to Menu 24.10 — System Maintenance — Time and Date Setting to update
the time and date settings of your ZyAIR as shown in the following screen.

Menu 24.10 - System Maintenance - Time and Date Setting
Current Time: 00 : 28 : 20
New Time (hh:mm:ss): 00 : 28 : 15
Current Date: 2000 - 01 - 01
New Date (yyyy-mm-dd) : 2000 - 01 - 01

Press ENTER to Confirm or ESC to Cancel:

Figure 14-3 Menu 24.10 System Maintenance : Time and Date Setting
The following table describes the fields in this menu.

Table 14-1 Menu 24.10 System Maintenance : Time and Date Setting

FIELD DESCRIPTION
Current Time This field displays an updated time only when you re-enter this menu.
New Time Enter the new time in hour, minute and second format.
Current Date This field displays an updated date only when you re-enter this menu.
New Date Enter the new date in year, month and day format.
Once you have filled in this menu, press [ENTER] at the message “Press ENTER to Confirm or ESC to
Cancel“ to save your configuration, or press [ESC] to cancel.
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Appendix A
Troubleshooting

This appendix covers potential problems and possible remedies. After each problem description,
some instructions are provided to help you to diagnose and to solve the problem.

Problems Starting Up the ZyAIR

Chart A-1 Troubleshooting the Start-Up of Your ZyAIR

PROBLEM

CORRECTIVE ACTION

None of the LEDs
turn on when |
plug in the power
adaptor.

Make sure you are using the supplied power adaptor and that it is plugged in to an
appropriate power source. Check that the power source is turned on.

If the problem persists, you may have a hardware problem. In this case, you should
contact your local vendor.

The ZyAIR
reboots
automatically
sometimes.

The supplied power to the ZyAIR is too low. Check that the ZyAIR is receiving
enough power.

Make sure the power source is working properly.

Problems with the Password

Chart A-2 Troubleshooting the Password

PROBLEM

CORRECTIVE ACTION

| cannot access
the ZyAIR.

The Password and Username fields are case-sensitive. Make sure that you enter
the correct password and username using the proper casing.

Use the RESET button on the top panel of the ZyAlIR to restore the factory default
configuration file (hold this button in for about 10 seconds or until the link LED turns
red). This will restore all of the factory defaults including the password.

Troubleshooting
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Problems Communicating with Other Computers

Chart A-3 Troubleshooting Communication Problems

PROBLEM CORRECTIVE ACTION
The ZyAIR computer Make sure you are connected to the network.
cannot communicate
with the other
computer.

A. Infrastructure

Make sure that the AP and the associated computers are turned on and working
properly.

Verify you select the right operating mode in the Wireless screen or menu 3.5.
Make sure the ZyAIR and the associated AP use the same SSID.

Configure the AP to use another radio channel if interference is high.

Make sure that the computer and the AP share the same WEP key and
authentication mode. Verify the settings in the Wireless screen.

B. Ad-Hoc

Verify that the peer computer(s) is turned on.

Make sure you select the right operating mode in the Wireless screen or menu
3.5.

Make sure the ZyAIR and the peer computer(s) are using the same SSID and
channel.

Configure the wireless stations to use another radio channel if interference is
high.

Make sure that the ZyAIR and the AP share the same WEP key and
authentication mode. Verify the settings in the Wireless screen.

C. Bridge

Verify that the peer computer(s) is turned on and support wireless bridging.

Verity you select the right operating mode in the Wireless screen or menu 3.5
and enter the right MAC address of peer device.

Configure the wireless stations to use another radio channel if interference is
high.

Make sure that the ZyAIR and the AP share the same WEP key and
authentication mode. Verify the settings in the Wireless screen.
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Appendix B
Brute-Force Password Guessing Protection

The following describes the commands for enabling, disabling and configuring the brute-force password
guessing protection mechanism for the password. See the Command Interpreter appendix for information
on the command structure.

Chart B-1 Brute-Force Password Guessing Protection Commands

COMMAND DESCRIPTION

sys pwderrtm This command displays the brute-force guessing password protection settings.

sys pwderrtm 0 This command turns off the password's protection from brute-force guessing.

sys pwderrtm N | This command sets the password protection to block all access attempts for N (a
number from 1 to 60) minutes after the third time an incorrect password is entered.

Example

sys pwderrtm 5 This command sets the password protection to block all access attempts for five minutes after
the third time an incorrect password is entered.

By default, the brute-force password guessing protection is turned ON with a 3-minute wait time.
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Appendix C
Setting up Your Computer’s IP Address

All computers must have a 10M or 100M Ethernet adapter card and TCP/IP installed.

Windows 95/98/Me/NT/2000/XP, Macintosh OS 7 and later operating systems and all versions of
UNIX/LINUX include the software components you need to install and use TCP/IP on your computer.
Windows 3.1 requires the purchase of a third-party TCP/IP application package.

TCP/IP should already be installed on computers using Windows NT/2000/XP, Macintosh OS 7 and later
operating systems.

After the appropriate TCP/IP components are installed, configure the TCP/IP settings in order to
"communicate" with your network.

If you manually assign IP information instead of using dynamic assignment, make sure that your computers
have IP addresses that place them in the same subnet as the ZyAIR's LAN port.

Windows 95/98/Me
Click Start, Settings, Control Panel and double-click the Motwork 2%
Network icon to open the Network window. Configurstion | Identcation | Access Corta |

The following network components are installed:

S8 ZpalR 100 Wireless PCMCIA ;I
T4 NDISWAN -> <nothing:

\_ TCP/IP -» ccton EM12070-T PCI Fast Ethemet Adapty

4 TCRAP -» Diakllp Adapter

T4 TCPAP <> Zu8IR 100 Wieless PCMCIA -
3

[« |

Add... | Remove | Properties |

Prirnary M etwork. Logan:
IEIlenl for Microzoft Metworks j

File and Print Sharing.. |

Drescription

TCPAP is the protocol you use to connect to the Internet and
wide-area networks

Cancel |

The Network window Configuration tab displays a list of installed components. You need a network
adapter, the TCP/IP protocol and Client for Microsoft Networks.
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If you need the adapter:

a. In the Network window, click Add.

b. Select Adapter and then click Add.

C. Select the manufacturer and model of your network adapter and then click OK.
If you need TCP/IP:

a. In the Network window, click Add.

b. Select Protocol and then click Add.

C. Select Microsoft from the list of manufacturers.

d. Select TCP/IP from the list of network protocols and then click OK.

If you need Client for Microsoft Networks:

a.
b.
c.
d.

e.

Click Add.

Select Client and then click Add.

Select Microsoft from the list of manufacturers.

Select Client for Microsoft Networks from the list of network clients and then click OK.

Restart your computer so the changes you made take effect.

In the Network window Configuration tab, select your network adapter's TCP/IP entry and click
Properties.

C-2
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Click the IP Address tab.

-If your IP address is dynamic, select Obtain an
IP address automatically.

-If you have a static IP address, select Specify
an IP address and type your information into

TCFPAIP Properties

Bindngs | dvanced NetEI0s
DS Configuration I Gateway I 'WINS Configuration [P Address

An P address can be automatically azsigned to this computer.
If your network, does not automatically assign IP addresses, ask
wour network administrator for an address, and then type it in

2|

the space below,

the IP Address and Subnet Mask fields.

& Obtain an [P address automaticalie

" Specify an IP address:

1P &ddress:

¥ Detect connection to network media

2. Click the DNS Configuration tab. TCP/IP Properties

Bindings | Advanced | Ne®IDS |

-If you do not know your DNS information, select ngs.
DNS Configuration | G ateway I WwINS Configuration I IP Address I

Disable DNS.

-If you know your DNS information, select
Enable DNS and type the information in the
fields below (you may not need to fill them all
in).

(" Enable DNS

Hiost: I

S Senver Search Order

r 1 1 sid |
’ Eemave |

[omain Suffiz Seanch Hrder

Add |

’ Femove |

o]

[ramait; I

Cancel |
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3. Click the Gateway tab. TCP/IP Properties il 2=l
-If you do not know your gateway’s IP address, Bindngs | Advanced | MemIDS |
remove previously installed gateways. DMS Configuration G ateway IW’INS Configuration I IP Address
- it i The first gateway in the Installed Gateway list will be the default.

If you have a g.ateway IP gddress, type itin the The address onder in the list will be the order in which these
New gateway field and click Add. machines are used,
Mew gatewan:

... add |

Inztalled gateways:

| Eemowe |

oK I Cancel

4. Click OK to save and close the TCP/IP Properties window.
5. Click OK to close the Network window. Insert the Windows CD if prompted.
6. Turn on your ZyAIR and restart your computer when prompted.

Verifying Your Computer’s IP Address
1. Click Start and then Run.

2. In the Run window, type "winipcfg" and then click OK to open the IP Configuration window.
3. Select your network adapter. You should see your computer's IP address, subnet mask and default
gateway.

Windows 2000/NT/XP
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For Windows XP, click start, Control Panel. In
Windows 2000/NT, click Start, Settings, Control
Panel.

For Windows XP, click Network
Connections. For Windows 2000/NT, click
Network and Dial-up Connections.

B Control Panel

File Edit Wiew Tools  Help

e - L@ ‘}‘_j Search u_ Folders v

Address G' Control Panel

Add Hardware

Favorites

See Also

Game

‘Windows Update Controllers

w

eBack = L‘J

Address Q Netwark Connections

4 Internet Explorer

_’) My Documents

L'S] Outlook Express

Y Pairt

# Files and Sefttings Transfer W...

5’ My Recent Documents

_f) My Pictures

‘_J My Music

B command Prompt
Acrobat Reader 4.0
&) Tour Windows 5P

ﬁ Windows Movie Maker

== Printers and Faxes

!’) Help and Suppork

All Programs p

untitled - Paink

4 stant

Right-click Local Area Connection and
then click Properties.

- .
= Network Connections

Favorites  Tools  Advanced  Help

l.ﬁ pSearch [L_ Folders v

Edit  View

| LANor High:SpEEd Internet
Network Tasks

Create a new

connection
Set up & home ar small Disable
affice network S
atus
@ Disablz this network
Repair

device

R Repair this connection

Bridge Connections

C

- t te Shortout

) View stabus of this .
connection

Change settings of this
connection

Del

Rename

@ Rename this connection ‘
|
|\
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4. Select Intern_et P!'otocol (TCF_’/IP) (under_the 4 Local rea Connection Properties
General tab in Win XP) and click Properties.
General | Authentication | Advanced
Connect uzing:
ES Accton EN1207D-Tx PCl Fast Ethernet Adapter
Thig connection uzes the following items:
Igl, Client for Microzoft Networks
gFiIe and Printer Sharing for Microsoft Mebworks
SQDS Packet Scheduler
L Iritemet P ]
[rezcription
Transmiszion Control Protocol/Antemet Protocol. The default
wide area network pratocol that provides communication
actoss diverse interconnected networks.
[] Shaw icon in notification area when connected
[ ok ] [ Cancel ]
5. The Internet Protocol TCP/IP Properties Internet Protocal (TCP/IP) Properties 23]
window opens (the General tab in Windows XP). :
General | Altemate Configuration
-If you have a dynamiC IP address click Obtain You can get [P settings assioned automatically it your network supports
an IP address automatica"y. ::5 g;;aolglrlgt.eﬂ‘wzgtvlliiz;lou need to ask your network administrator for
-If you have a static IP address click Use the @) Ubtain an [P adehess automatically
following IP Address and fill in the IP address, ©) Use the following IP address:
Subnet mask, and Default gateway fields.
Click Advanced.
(%) Obtain DMNS server addiess automatically
() Use the following DMS server addresses:
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6. -If you do not know your gateway's IP address, | Advanced 1CP/IP Settings B3

remove any previously installed gateways in the e
IP Settings tab and click OK.

IP addresses

Do one or more of the following if you want to IP address SR
configure additional IP addresses: DHCP Enabled

-In the IP Settings tab, in IP addresses, click

Add.

-In TCP/IP Address, type an IP address in IP DN

address and a subnet mask in Subnet mask, Sl e

and then click Add.

-Repeat the above two steps for each IP address
you want to add.

-Configure additional default gateways in the IP Elsime e

Settings tab by clicking Add in Default
gateways.

-In TCP/IP Gateway Address, type the IP
address of the default gateway in Gateway. To
manually configure a default metric (the number
of transmission hops), clear the Automatic
metric check box and type a metric in Metric.

-Click Add.
-Repeat the previous three steps for each default gateway you want to add.

-Click OK when finished.
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7. In the Internet Protocol TCP/IP Properties

window (the General tab in Windows XP):

General | Altemate Configuration

'CI|Ck Obtaln DNS server address Yqu can get IP setting_s azzigned automatically if pour netwmk supports
automatica"y If yOU dO not knOW yOUr DNS EE: ;;Eﬂ'g&ﬁ??engw need to azk pour netwark, administrator for

server |IP address(es).
() Obtain an IP address automatically

-If you know your DNS server IP address(es), € Use the folowing IF address
click Use the following DNS server addresses,
and type them in the Preferred DNS server and
Alternate DNS server fields.

If you have previously configured DNS servers,
click Advanced and then the DNS tab to order
them.

() Obtain DMS server address automatically
() Use the following DNS server addresses:

8. Click OK to close the Internet Protocol (TCP/IP) Properties window.
9. Click OK to close the Local Area Connection Properties window.
10.  Turn on your ZyAIR and restart your computer (if prompted).
Verifying Your Computer’s IP Address
1. Click Start, All Programs, Accessories and then Command Prompt.
2.  Inthe Command Prompt window, type "ipconfig" and then press [ENTER]. You can also open

Network Connections, right-click a network connection, click Status and then click the Support tab.

Macintosh OS 8/9
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1. Click the Apple menu, Control Panel and double-click th‘:':mf;izo:e;er"‘""ﬂ"w Special Help
TCPIIP to open the TCP/IP Control Panel. :

AD) Apple System Profiler
Calculator

S Chooser ADSL Control and Status
Appearance
[]1 Favorites M  Apple Menu Options
Key Caps AppleTalk
Network Browser Colorsync
Gl Recent Applications | Control Strip
[l Recent Documents M g:::‘:;:';‘e
i Remote Access Status Energy Saver
Scrapbook Extensions Manager
# Sherlock 2 File Exchange
{3, Speakable Items P File Sharing
G Stickies General Controls
Internet
Keyboard
Keychain Access
Launcher
Location Manager
Memory
Modem
Monitors
Mouse
Multiple Users
Numbers
QuickTime™ Settings
Remote Access
Software Update
Sound
Speech
Startup Disk
Text
USB Printer Sharing
2. Select Ethernet built-in O TCP/IP H
from the Connect via list.
cornest vla: | Ethernst B
— Setup
Configure: [ Uszing DHEF Server =1
DHCE Clisnt 0: || |

IF Address: < will be supplied by server =
Suonet rmask: < will be supplied by server ¥

Router address: < will be supplied by server *

Search domans:

Marne server adde: < will be supplied by server »

@

3. For dynamically assigned settings, select Using DHCP Server from the Configure: list.
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4. For statically assigned settings, do the following:

-From the Configure box, select Manually.

-Type your IP address in the IP Address box.

-Type your subnet mask in the Subnet mask box.

-Type the IP address of your ZyAIR in the Router address box.
5. Close the TCP/IP Control Panel.

Click Save if prompted, to save changes to your configuration.

Turn on your ZyAIR and restart your computer (if prompted).

Verifying Your Computer’s IP Address
Check your TCP/IP properties in the TCP/IP Control Panel window.

Macintosh OS X

1. Click the Apple menu, and click System Preferences
to open the System Preferences window.

ICH crab File Edit Capy

About This Mac
Get Mac OS X Software. ..

System Preferences. ..
Dock »
Location >
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2. Click Network in the icon bar. eo Network =}
. L e Ll
- Select Automatic from the Location list. e Nﬁ e
- Select Built-in Ethernet from the Show list. Location: | Automatic +l
_ CIle the TCPIIP tab Show:  Built-in Ethernet m
frepiP pepok | AppleTalk | Proxies |
Configure: | Using DHCP ﬂ
Domain Name Servers (Optional)
iP Address: 192.168.11.12 168.95.1.1

(Provided by DHCP Server)
Subnet Mask: 255.255.254.0

Router: 192.168.10.11 I 2. i Oprional

DHCP Client ID:
(Optionaly

Example: apple.com, earthlink.net
Ethernet Address: 00:05:02:43:93:ff

‘jl: Click the lock to prevent further changes.

3. For dynamically assigned settings, select Using DHCP from the Configure list.
4.  For statically assigned settings, do the following:

-From the Configure box, select Manually.

-Type your IP address in the IP Address box.

-Type your subnet mask in the Subnet mask box.

-Type the IP address of your ZyAIR in the Router address box.

Click Apply Now and close the window.

Turn on your ZyAIR and restart your computer (if prompted).
Verifying Your Computer’s IP Address
Check your TCP/IP properties in the Network window.
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Appendix D
Wireless LAN and IEEE 802.11

A wireless LAN (WLAN) provides a flexible data communications system that you can use to access
various services (navigating the Internet, email, printer services, etc.) without the use of a cabled
connection. In effect a wireless LAN environment provides you the freedom to stay connected to the
network while roaming around in the coverage area. WLAN is not available on all models.

Benefits of a Wireless LAN
Wireless LAN offers the following benefits:

1. It provides you with access to network services in areas otherwise hard or expensive to wire, such as
historical buildings, buildings with asbestos materials and classrooms.

2. It provides healthcare workers like doctors and nurses access to a complete patient’s profile on a
handheld or notebook computer upon entering a patient’s room.

3. It allows flexible workgroups a lower total cost of ownership for workspaces that are frequently
reconfigured.

4. Tt allows conference room users access to the network as they move from meeting to meeting, getting
up-to-date access to information and the ability to communicate decisions while “on the go”.

5. It provides campus-wide networking mobility, allowing enterprises the roaming capability to set up
easy-to-use wireless networks that cover the entire campus transparently.

IEEE 802.11

The 1997 completion of the IEEE 802.11 standard for wireless LANs (WLANs) was a first important step
in the evolutionary development of wireless networking technologies. The standard was developed to
maximize interoperability between differing brands of wireless LANs as well as to introduce a variety of
performance improvements and benefits. On September 16, 1999, the 802.11b provided much higher data
rates of up to 11Mbps, while maintaining the 802.11 protocol.

The IEEE 802.11 specifies three different transmission methods for the PHY, the layer responsible for

transferring data between nodes. Two of the methods use spread spectrum RF signals, Direct Sequence
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Spread Spectrum (DSSS) and Frequency-Hopping Spread Spectrum (FHSS), in the 2.4 to 2.4825 GHz
unlicensed ISM (Industrial, Scientific and Medical) band. The third method is infrared technology, using

very high frequencies, just below visible light in the electromagnetic spectrum to carry data.

Ad-hoc Wireless LAN Configuration

The simplest WLAN configuration is an independent (Ad-hoc) WLAN that connects a set of computers
with wireless nodes or stations (STA), which is called a Basic Service Set (BSS). In the most basic form, a
wireless LAN connects a set of computers with wireless adapters. Any time two or more wireless adapters
are within range of each other, they can set up an independent network, which is commonly referred to as
an Ad-hoc network or Independent Basic Service Set (IBSS). See the following diagram of an example of
an Ad-hoc wireless LAN.

/”’_‘_ G ~
| ]
= 7 © E=as
.'_J
Nt?ébook with Desktop m;' th
wiyeless card wireless ca\‘d
! 1
| Ad-hoc Wireless LAN |
! (IBSS) I

-

N
fr

n
C

V7
[,I“

/”

e i ]
Desktop with e _—=—"" Notebook with
wireless card = wireless card

Diagram D-1 Peer-to-Peer Communication in an Ad-hoc Network

Infrastructure Wireless LAN Configuration

For infrastructure WLANSs, multiple access points (APs) link the WLAN to the wired network and allow
users to efficiently share network resources. The access points not only provide communication with the
wired network but also mediate wireless network traffic in the immediate neighborhood. Multiple access
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points can provide wireless coverage for an entire building or campus. All communications between
stations or between a station and a wired network client go through the access point.
The Extended Service Set (ESS) shown in the next figure consists of a series of overlapping BSSs (each

containing an Access Point) connected together by means of a Distribution System (DS). Although the DS
could be any type of network, it is almost invariably an Ethernet LAN. Mobile nodes can roam between

access points and seamless campus-wide coverage is possible.

-
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Diagram D-2 ESS Provides Campus-Wide Coverage
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Appendix E
Antenna Selection and Positioning
Recommendation

An antenna couples RF signals onto air. A transmitter within a wireless device sends an RF signal to the
antenna, which propagates the signal through the air. The antenna also operates in reverse by capturing RF
signals from the air.

Choosing the right antennas and positioning them properly increases the range and coverage area of a
wireless LAN.
Antenna Characteristics

» Frequency

An antenna in the frequency of 2.4GHz (IEEE 802.11b) or SGHz(IEEE 802.11a) is needed to
communicate efficiently in a wireless LAN.

> Radiation Pattern

A radiation pattern is a diagram that allows you to visualize the shape of the antenna’s coverage area.

> Antenna Gain
Antenna gain, measured in dB (decibel), is the increase in coverage within the RF beam width. Higher
antenna gain improves the range of the signal for better communications.

For an indoor site, each 1 dB increase in antenna gain results in a range increase of approximately 2.5%.
For an unobstructed outdoor site, each 1dB increase in gain results in a range increase of approximately
5%. Actual results may vary depending on the network environment.

Antenna gain is sometimes specified in dBi, which is how much the antenna increases the signal power
compared to using an isotropic antenna. An isotropic antenna is a theoretical perfect antenna that sends
out radio signals equally well in all directions. dBi represents the true gain that the antenna provides.

Types of Antennas For WLAN

There are two types of antennas used for wireless LAN applications.

e  Omni-directional antennas send the RF signal out in all directions on a horizontal plane. The
coverage area is torus-shaped (like a donut) which makes these antennas ideal for a room
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environment. With a wide coverage area, it is possible to make circular overlapping coverage
areas with multiple access points.

e Directional antennas concentrate the RF signal in a beam, like a flashlight. The angle of the beam
width determines the direction of the coverage pattern; typically ranges from 20 degrees (less
directional) to 90 degrees (very directional). The directional antennas are ideal for hallways and
outdoor point-to-point applications.

Positioning Antennas

In general, antennas should be mounted as high as practically possible and free of obstructions. In point-to
—point application, position both transmitting and receiving antenna at the same height and in a direct line
of sight to each other to attend the best performance.

For omni-directional antennas mounted on a table, desk, and so on, point the antenna up. For omni-
directional antennas mounted on a wall or ceiling, point the antenna down. For a single AP application,
place omni-directional antennas as close to the center of the coverage area as possible.

For directional antennas, point the antenna in the direction of the desired coverage area.

Connector Type

The ZyAlIR is equipped with a reverse polarity SMA jack, so it will work with any 2.4GHz wireless
antenna with a reverse polarity SMA plug.
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Appendix F
Power over Ethernet Specifications

You can use a power over Ethernet injector to power this device. The injector must comply to IEEE
802.3af.

Chart F-1 Power over Ethernet Injector Specifications

Power Output 15.4 Watts maximum

Power Current 400 mA maximum

Chart F-2 Power over Ethernet Injector RJ-45 Port Pin Assignments

RJ-45 SIGNAL
ASSIGNMENT

1 Output Transmit Data +
12345678
Output Transmit Data -

Receive Data +

PIN NO

Power +

Power +

Receive Data -

Power -

o | N|[ojo || |DN

Power -
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Appendix G
IP Subnetting

IP Addressing

Routers “route” based on the network number. The router that delivers the data packet to the correct
destination host uses the host ID.

IP Classes

An IP address is made up of four octets (eight bits), written in dotted decimal notation, for example,
192.168.1.1. IP addresses are categorized into different classes. The class of an address depends on the
value of its first octet.

» Class “A” addresses have a 0 in the left most bit. In a class “A” address the first octet is the network
number and the remaining three octets make up the host ID.

» Class “B” addresses have a 1 in the left most bit and a 0 in the next left most bit. In a class “B” address
the first two octets make up the network number and the two remaining octets make up the host ID.

» Class “C” addresses begin (starting from the left) with 1 1 0. In a class “C” address the first three
octets make up the network number and the last octet is the host ID.

» Class “D” addresses begin with 1 1 1 0. Class “D” addresses are used for multicasting. (There is also a
class “E” address. It is reserved for future use.)

Chart G-1 Classes of IP Addresses

IP ADDRESS: OCTET 1 OCTET 2 OCTET 3 OCTET 4
Class A 0 Network number Host ID Host ID Host ID
Class B 10 Network number Network number Host ID Host ID
Class C 110 Network number Network number Network number Host ID

Host IDs of all zeros or all ones are not allowed.

Therefore:
> A class “C” network (8 host bits) can have 2°* -2 or 254 hosts.
> A class “B” address (16 host bits) can have 2'° —2 or 65534 hosts.
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A class “A” address (24 host bits) can have 2** —2 hosts (approximately 16 million hosts).

Since the first octet of a class “A” IP address must contain a “0”, the first octet of a class “A” address can
have a value of 0 to 127.

Similarly the first octet of a class “B” must begin with “10”, therefore the first octet of a class “B” address
has a valid range of 128 to 191. The first octet of a class “C” address begins with “110”, and therefore has a
range of 192 to 223.

Chart G-2 Allowed IP Address Range By Class

CLASS ALLOWED RANGE OF FIRST OCTET ALLOWED RANGE OF FIRST OCTET
(BINARY) (DECIMAL)

Class A 00000000 to 01111111 0to 127

Class B 10000000 to 10111111 128 to 191

Class C 11000000 to 11011111 192 to 223

Class D 11100000 to 11101111 224 t0 239

Subnet Masks

A subnet mask is used to determine which bits are part of the network number, and which bits are part of
the host ID (using a logical AND operation). A subnet mask has 32 bits; each bit of the mask corresponds
to a bit of the IP address. If a bit in the subnet mask is a “1” then the corresponding bit in the IP address is
part of the network number. If a bit in the subnet mask is “0” then the corresponding bit in the IP address is
part of the host ID.

Subnet masks are expressed in dotted decimal notation just as IP addresses are. The “natural” masks for
class A, B and C IP addresses are as follows.

Chart G-3 “Natural”’ Masks

CLASS NATURAL MASK
A 255.0.0.0
B 255.255.0.0
C 255.255.255.0

Subnetting

With subnetting, the class arrangement of an IP address is ignored. For example, a class C address no
longer has to have 24 bits of network number and 8 bits of host ID. With subnetting, some of the host ID
bits are converted into network number bits. By convention, subnet masks always consist of a continuous
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sequence of ones beginning from the left most bit of the mask, followed by a continuous sequence of zeros,
for a total number of 32 bits.

Since the mask is always a continuous number of ones beginning from the left, followed by a continuous
number of zeros for the remainder of the 32 bit mask, you can simply specify the number of ones instead of
writing the value of each octet. This is usually specified by writing a *“/”” followed by the number of bits in
the mask after the address.

For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with mask 255.255.255.128.

The following table shows all possible subnet masks for a class “C” address using both notations.

Chart G-4 Alternative Subnet Mask Notation

SUBNET MASK IP ADDRESS SUBNET MASK “1” BITS LAST OCTET BIT VALUE
255.255.255.0 124 0000 0000
255.255.255.128 125 1000 0000
255.255.255.192 /26 1100 0000
255.255.255.224 127 1110 0000
255.255.255.240 128 1111 0000
255.255.255.248 129 1111 1000
255.255.255.252 /30 1111 1100

The first mask shown is the class “C” natural mask. Normally if no mask is specified it is understood that
the natural mask is being used.

Example: Two Subnets
As an example, you have a class “C” address 192.168.1.0 with subnet mask of 255.255.255.0.

NETWORK NUMBER HOST ID
IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask 255.255.255. 0
Subnet Mask (Binary) 11111111 11111111.11111111. 00000000

The first three octets of the address make up the network number (class “C”). You want to have two
separate networks.
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Divide the network 192.168.1.0 into two separate subnets by converting one of the host ID bits of the IP
address to a network number bit. The “borrowed” host ID bit can be either “0” or “1” thus giving two
subnets; 192.168.1.0 with mask 255.255.255.128 and 192.168.1.128 with mask 255.255.255.128.

In the following charts, shaded/bolded last octet bit values indicate host ID bits
“borrowed” to form network ID bits. The number of “borrowed” host ID bits
determines the number of subnets you can have. The remaining number of host
ID bits (after “borrowing”) determines the number of hosts you can have on each
subnet.

Chart G-5 Subnet 1

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask 255.255.255. 128
Subnet Mask (Binary) 11111111, 11111111.11111111. 10000000
Subnet Address: 192.168.1.0 Lowest Host ID: 192.168.1.1
Broadcast Address: 192.168.1.127 Highest Host ID: 192.168.1.126

Chart G-6 Subnet 2

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask 255.255.255. 128
Subnet Mask (Binary) 11111111 1111111111111, 10000000
Subnet Address: 192.168.1.128 Lowest Host ID: 192.168.1.129
Broadcast Address: 192.168.1.255 Highest Host ID: 192.168.1.254

The remaining 7 bits determine the number of hosts each subnet can have. Host IDs of all zeros represent
the subnet itself and host IDs of all ones are the broadcast address for that subnet, so the actual number of
hosts available on each subnet in the example above is 2’ — 2 or 126 hosts for each subnet.

192.168.1.0 with mask 255.255.255.128 is the subnet itself, and 192.168.1.127 with mask 255.255.255.128
is the directed broadcast address for the first subnet. Therefore, the lowest IP address that can be assigned
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to an actual host for the first subnet is 192.168.1.1 and the highest is 192.168.1.126. Similarly the host ID
range for the second subnet is 192.168.1.129 to 192.168.1.254.

Example: Four Subnets

The above example illustrated using a 25-bit subnet mask to divide a class “C” address space into two
subnets. Similarly to divide a class “C” address into four subnets, you need to “borrow” two host ID bits to
give four possible combinations of 00, 01, 10 and 11. The subnet mask is 26 bits
(11111111.11111111.11111111.11000000) or 255.255.255.192. Each subnet contains 6 host ID bits, giving
26-2 or 62 hosts for each subnet (all 0’s is the subnet itself, all 1’s is the broadcast address on the subnet).

Chart G-7 Subnet 1

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask (Binary) 1M1111111.11111111.11111111. 11000000

Subnet Address: 192.168.1.0

Lowest Host ID: 192.168.1.1

Broadcast Address: 192.168.1.63

Highest Host ID: 192.168.1.62

Chart G-8 Subnet 2

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. 01000000
Subnet Mask (Binary) 1M1111111.11111111.11111111. 11000000

Subnet Address: 192.168.1.64

Lowest Host ID: 192.168.1.65

Broadcast Address: 192.168.1.127

Highest Host ID: 192.168.1.126

Chart G-9 Subnet 3

NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000

IP Subnetting
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Chart G-9 Subnet 3

NETWORK NUMBER

LAST OCTET BIT VALUE

Subnet Mask (Binary)

1M1 111.11111111.11111111.

11000000

Subnet Address: 192.168.1.128

Lowest Host ID: 192.168.1.129

Broadcast Address: 192.168.1.191

Highest Host ID: 192.168.1.190

Chart G-10 Subnet 4

NETWORK NUMBER

LAST OCTET BIT VALUE

Subnet Mask (Binary)

IP Address 192.168.1. 192
IP Address (Binary) 11000000.10101000.00000001. 11000000
M111111. 1111111111111, 11000000

Subnet Address: 192.168.1.192

Lowest Host ID: 192.168.1.193

Broadcast Address: 192.168.1.255

Highest Host ID: 192.168.1.254

Example Eight Subnets

Similarly use a 27-bit mask to create 8 subnets (001, 010, 011, 100, 101, 110).

The following table shows class C IP address last octet values for each subnet.

Chart G-11 Eight Subnets

SUBNET | SUBNET ADDRESS | FIRST ADDRESS | LAST ADDRESS | BROADCAST ADDRESS
1 0 1 30 31
2 32 33 62 63
3 64 65 94 95
4 96 97 126 127
5 128 129 158 159
6 160 161 190 191
7 192 193 222 223
8 224 223 254 255

G-6
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The following table is a summary for class “C” subnet planning.

Chart G-12 Class C Subnet Planning

NO. “BORROWED” HOST BITS SUBNET MASK NO. SUBNETS NO. HOSTS PER
SUBNET
1 255.255.255.128 (/25) 2 126
2 255.255.255.192 (/26) 4 62
3 255.255.255.224 (/27) 8 30
4 255.255.255.240 (/28) 16 14
5 255.255.255.248 (/29) 32 6
6 255.255.255.252 (/30) 64 2
7 255.255.255.254 (/31) 128 1

Subnetting With Class A and Class B Networks.

For class “A” and class “B” addresses the subnet mask also determines which bits are part of the network
number and which are part of the host ID.

A class “B” address has two host ID octets available for subnetting and a class “A” address has three host
ID octets (see Chart J-1) available for subnetting.

The following table is a summary for class “B” subnet planning.

Chart G-13 Class B Subnet Planning

NO. “BORROWED” HOST BITS SUBNET MASK NO. SUBNETS | NO. HOSTS PER SUBNET

1 255.255.128.0 (/17) 2 32766
2 255.255.192.0 (/18) 4 16382
3 255.255.224.0 (/19) 8 8190
4 255.255.240.0 (/20) 16 4094
5 255.255.248.0 (/21) 32 2046
6 255.255.252.0 (/22) 64 1022
7 255.255.254.0 (/23) 128 510

8 255.255.255.0 (/24) 256 254
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Chart G-13 Class B Subnet Planning

NO. “BORROWED” HOST BITS | SUBNET MASK | NO.SUBNETS | NO. HOSTS PER SUBNET

9 255.255.255.128 512 126
(/25)

10 255.255.255.192 1024 62
(/26)

11 255.255.255.224 2048 30
(127)

12 255.255.255.240 4096 14
(/28)

13 255.255.255.248 8192 6
(/29)

14 255.255.255.252 16384 2
(/30)

15 255.255.255.254 32768 1
(/31)

G-8
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Appendix H
Command Interpreter

The following describes how to use the command interpreter. Enter 24 in the main menu to bring up the
system maintenance menu. Enter 8 to go to Menu 24.8 - Command Interpreter Mode. See the included
disk or zyxel.com for more detailed information on these commands.

Use of undocumented commands or misconfiguration can damage the unit and
possibly render it unusable.

Command Syntax

The command keywords are in courier new font.

Enter the command keywords exactly as shown, do not abbreviate.

The required fields in a command are enclosed in angle brackets <>.

The optional fields in a command are enclosed in square brackets [].

The | symbol means “or”.

For example,

sys filter netbios config <type> <on|off>

means that you must specify the type of netbios filter and whether to turn it on or off.
Command Usage

A list of valid commands can be found by typing help or ? at the command prompt. Always type the full
command. Type exit to return to the SMT main menu when finished.

Command Interpreter H-1
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Appendix I
Log Descriptions

Chart I-1 System Maintenance Logs

LOG MESSAGE

DESCRIPTION

SMT Login
Successfully

Someone has logged on to the ZyAIR's SMT interface.

SMT Login Fail

Someone has failed to log on to the ZyAIR 's SMT interface.

WEB Login
Successfully

Someone has logged on to the ZyAIR 's web configurator interface.

WEB Login Fail

Someone has failed to log on to the ZyAIR s web configurator
interface.

TELNET Login
Successfully

Someone has logged on to the ZyAIR via telnet.

TELNET Login Fail

Someone has failed to log on to the ZyAIR via telnet.

FTP Login
Successfully

Someone has logged on to the ZyAIR via FTP.

FTP Login Fail

Someone has failed to log on to the ZyAIR via FTP.

Chart I-2 ICMP Notes

TYPE CODE DESCRIPTION
0 Echo Reply
0 Echo reply message
3 Destination Unreachable
0 Net unreachable
1 Host unreachable
2 Protocol unreachable

Log Description
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Chart I-2 ICMP Notes

TYPE CODE DESCRIPTION
3 Port unreachable
4 A packet that needed fragmentation was dropped because it was set to Don't
Fragment (DF)
5 Source route failed
4 Source Quench
0 A gateway may discard internet datagrams if it does not have the buffer space
needed to queue the datagrams for output to the next network on the route to
the destination network.
5 Redirect
0 Redirect datagrams for the Network
1 Redirect datagrams for the Host
2 Redirect datagrams for the Type of Service and Network
3 Redirect datagrams for the Type of Service and Host
8 Echo
0 Echo message
11 Time Exceeded
0 Time to live exceeded in transit
1 Fragment reassembly time exceeded
12 Parameter Problem
0 Pointer indicates the error
13 Timestamp
0 Timestamp request message
14 Timestamp Reply
0 Timestamp reply message
15 Information Request
0 Information request message
[-2 Log Description
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Chart I-2 ICMP Notes

TYPE CODE

DESCRIPTION

16 Information Reply

0 Information reply message

Chart I-3 Sys log

LOG MESSAGE

DESCRIPTION

Mon dd hr:mm:ss hostname
src="<srcIP:srcPort>"
dst="<dstIP:dstPort>"
msg="<msg>" note="<note>"

This message is sent by the "RAS" when this syslog is
generated. The messages and notes are defined in this
appendix’s other charts.

Log Commands

Go to the command interpreter interface (the Command Interpreter Appendix explains how to access and

use the commands).

Configuring What You Want the ZyAIR to Log

Use the sys logs load command to load the log setting buffer that allows you to configure which logs

the ZyAIR is to record.

Use sys logs category followed by a log category and a parameter to decide what to record

Chart I-4 Log Categories and Available Settings

LOG CATEGORIES

AVAILABLE PARAMETERS

error

mten

Use 0 to not record logs for that category, 1 to record only logs for that category, 2 to record only
alerts for that category, and 3 to record both logs and alerts for that category.

Use the sys logs save command to store the settings in the ZyAIR (you must do this in order to

record logs).

Log Description
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Displaying Logs
Use the sys logs display command to show all of the logs in the ZyAIR’s log.

Use the sys logs category display command to show the log settings for all of the log
categories.

Use the sys logs display [log category] command to show the logs in an individual ZyAIR
log category.

Use the sys logs clear command to erase all of the ZyAIR’s logs.

Log Command Example

This example shows how to set the ZyAIR to record the error logs and alerts and then view the results.
ras> sys logs load

ras> sys logs category error 3

ras> sys logs save

ras> sys logs display access

# .time source destination
notes
message
0111/11/2002 15:10:12 1172.22.3.80:137 |172.22.255.255:137

| ACCESS BLOCK

-4 Log Description
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Appendix J

Power Adaptor Specifications

NORTH AMERICAN PLUG STANDARDS

AC Power Adaptor Model

ADA48-1201200DUY

Input Power AC120Volts/60Hz/0.25A
Output Power DC12Volts/1.2A
Power Consumption 10w

Safety Standards

UL, CUL (UL 1950, CSA C22.2 No.234-M90)

NORTH AMERICAN

PLUG STANDARDS

AC Power Adaptor Model

DV-121A2-5720

Input Power AC120Volts/60Hz/27VA
Output Power DC12Volts/1.2A
Power Consumption 10w

Safety Standards

UL, CUL (UL 1310, CSA C22.2 No.223-M91)

EUROPEAN PLUG STANDARDS

AC Power Adaptor Model

AD-1201200DV

Input Power AC230Volts/50Hz/0.2A
Output Power DC12Volts/1.2A
Power Consumption 10w

Safety Standards

TUV, CE (EN 60950)

UNITED KINGDOM PLUG STANDARDS

AC Power Adaptor Model

AD-1201200DK

Input Power AC230Volts/50Hz/0.2A
Output Power DC12Volts/1.2A
Power Consumption 10w

Safety Standards

TUV, CE (EN 60950, BS7002)

Power Adaptor Specifications
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JAPAN PLUG STANDARDS

AC Power Adaptor Model

JOD-48-1124

Input Power

AC100Volts/ 50/60Hz/ 27VA

Output Power

DC12Volts/1.2A

Power Consumption

10w

Safety Standards

T-Mark (Japan Dentori)

AUSTRALIA AND NEW ZEALAND PLUG STANDARDS

AC Power Adaptor Model

AD-1201200DS or AD-121200DS

Input Power AC240Volts/50Hz/0.2A
Output Power DC12Volts/1.2A
Power Consumption 10w

Safety Standards

NATA (AS 3260)

J-2
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