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Overview

The ZyWALL 70 is a load-balancing, dual WAN firewall with VPN, bandwidth management, content filtering

and many other features. You can use it as a transparent firewall and not reconfigure your network nor

configure the ZyWALL'’s routing features. The ZyWALL increases network security by providing DMZ ports for
use with publicly accessible servers. This guide covers the initial connections and configuration needed to

start using the ZyWALL in your network.

See the User’s Guide for more information on all features.

You may need your Internet access information.
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This guide is divided into the following sections.

1 Hardware Connections

2 Accessing the Web Configurator
3 Bridge Mode

4 Internet Access Setup

5 DNS
6 NAT
1 Hardware Connections
You need the following.
ZyWALL Computer

7 Firewall

8 VPN Rule Setup

9 myZyXEL.com Product Registration
10External Database Content Filtering
11Troubleshooting

Ethernet Cables Power Cord
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Do the following to make hardware connections for initial setup.
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1 Use an Ethernet cable to connect the LAN port to a computer. You can also use Ethernet cables to
connect public servers (web, e-mail, FTP, etc.) to the DMZ ports.

2 Use another Ethernet cable(s) to connect the WAN 1 and/or WAN 2 port to an Ethernet jack with Internet
access.
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3 Use the included power cord to connect the power socket (on the rear panel) to a power outlet

4 Push the power switch to the on position and look at the front panel. The PWR LED turns on. The SYS
LED blinks while performing system testing and then stays on if the testing is successful. The ACT, CARD,
LAN, DMZ, and WAN LEDs turn on and stay on if the corresponding connections are properly made.




ENGLISH

2 Accessing the Web Configurator

Use this section to configure the WAN 1 interface for Internet access.

1 Launch your web browser. Enter 192.168.1.1 (the
ZyWALL'’s default IP address) as the address.
If the login screen does not display, see Section
11.1 to set your computer’s IP address. ZyWALL 70

2 Click Login (the default password 1234 is already
entered).

J File  Edit  Wew Faworites Tools  Help
: Enter Password and click Login.

J d=Eack -~ =~ ) ) | ik Search  [Se Favorites .

| Address | http:jy192.168.1.1

Password:

3 Change the login password by entering a new

4 Click Apply to replace the ZyWALL'’s default
password and clicking Apply.

digital certificate.

Use this screen to change the password. Replace Factory Default Certificate

MNew Password: _ The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.
Retype to Confirm: .. ]

5 The HOME screen opens.

The ZyWALL is in router mode by default. Continue to the next step if you want to use routing features
such as NAT, DHCP and VPN.

Go to Section 3 if you prefer to use the ZyWALL as a transparent firewall.
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6 Check the Network
Status table. If the ZyXEL
WAN 1 status is not
Down and there is an s
IP address, go to

Section 5. Gt
WIRELESS LAN Wizards for WAN 1 Quick Setup

If the WAN 1 status is [

Down (OI’ there is not DMZ Intermet Access | VPN |

an IP address), click Sgggi!‘m Device Information

Internet Access and CONTENT FILTER

. ’ System Name:
use Section 4 to VPN .
2 CERTIFICATES Firmware Version: V3.64(WH.0)b1 | 12/17:2004
configure WAN 1. e
9 RHUEHSELVRR Routing Protocol: IP

Use the NETWORK ADVANCED Device Mode: Router

WAN screens if you NAT Firewall: Enabled
STATIC ROUTE e e

need to configure poLiclitey System Time: 2005.01.11 08:27:37 GMT
BW MGMT Memory: 14358K/19173

WAN 2. You can also DNS e T samm | | |

configure load REMOTE MGMT Policy

balancing between the [

WAN ports. LOGS Network Status

MAINTENANCE

Client | Renewl

Status: Ready

LOGOUT

WANZ Down 0000 0000

3 Bridge Mode

When you set the ZyWALL to bridge mode, it functions as a transparent firewall. Do the following to set the
ZyWALL to bridge mode.




ENGLISH

1 Click MAINTENANCE in
the navigation panel and
then Device Mode.

2 Select Bridge and
configure a (static) IP
address subnet mask and
gateway IP address for
the ZyWALL's LAN, WAN,
DMZ and WLAN
interfaces.

3 Click Apply. The ZyWALL
restarts.

Skip to Section 5 if you have
servers that you need to be
accesible from the WAN.

General Password

_ Current Device Mode

Time and

Date ..De\nce Mude._Fi’W Upload Configuration

Restart

Device Mode

Router

Device Mode Setu

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

" Router
IP Address

& Bridge
IP Address
IP Subnet Mask
Gateway IP Address

(See LAN, WAN and DMZA)

1972, 988 . i1 o 3
2555, 255 .55 . 1D
1972, 388 . 1 o i3

Feset |

4 Internet Access Setup

Enter the Internet access information exactly as given to you.

If you were given an IP address to use, select Static in the IP Address Assignment drop-down list box and

enter the information provided.

Note: The fields vary depending on what you select in the Encapsulation field. Fill them in with the
information provided by the ISP or network administrator.

Click Finish when you are done.
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» Ethernet Encapsulation
ISP Parameters for Internet Access

Configure a Roadrunner service in the
NETWORK WAN screens (use the WAN 1 tab).

WAN IP Address Assignment

1]
1]

-
P | | R I

« PPP over Ethernet or PPTP Encapsulation

Select Nailed-Up when you want your connection up all the time (this could be expensive if your ISP bills you
for Internet usage time instead of a flat monthly fee).

To not have the connection up all the time, specify an idle time-out period (in seconds) in Idle Timeout.
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ISP Parameters for Internet Access ISP Parameters for Internet Access

PPP over Ethernet =)

-
—

100
i |

WAN IP Address Assignment

PPTF Configuration

o. o0 .0 .0
o. o0 .0 .0

WAN IP Address Assignment

5 DMZ

The DeMilitarized Zone (DMZ) allows public servers (web, e-mail, FTP, etc.) to be visible to the outside world
and still have firewall protection from DoS (Denial of Service) attacks.

Unlike the LAN, the ZyWALL does not assign TCP/IP configuration via DHCP to computers connected to the
DMZ ports. Configure the computers with static IP addresses (in the same subnet as the DMZ port's IP
address) and DNS server addresses. Use the ZyWALL's DMZ IP address as the default gateway.

Do the following to configure the DMZ if the ZyWALL is in routing mode.
Note: You do not need to configure DMZ with bridge mode, skip to Section 7.

1 Click DMZ in the navigation panel.
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2 Specify an IP address and subnet mask for the DMZ

interface.
DMZ IP Alias

If you use private |IP addresses on the DMZ, use NAT to : —
make the servers publicly accessible (see Section 6).

IP Address M. 0 .0 .1
A public IP address must be on a separate subnet from IP SubnetMask|255 . 0 . 0 . 0
the WAN port’s public IP address. If you do not configure RIP Direction |Both =]
NAT for the public IP addresses on the DMZ, the ZyWALL RIP Version  |RIP-1 |
routes traffic to the public IP addresses on the DMZ Multicast None |

without performing NAT. This may be useful for hosting
servers for NAT unfriendly applications.
3 Click Apply. ™ Allow between DMZ and LAN (vou also nesd to

cregte 3 firewall nulal)

™ Allow between DMZ and WAN

Feset |

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) means the translation of an IP address in one network
to a different IP address in another. You can use the NAT Address Mapping screens to have the ZyWALL
translate multiple public IP addresses to multiple private IP addresses on your LAN (or DMZ).

The following example allows access from the WAN to an HTTP (web) server on the DMZ. The server has a
private IP address of 10.0.0.20.
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1 Click NAT in the navigation panel

and then Port Forwarding.

2 Select the Active check box. ~ MAT Overview  Address Mapping | Port Forwarding  Port Triggering

3 Type a name for the rule. Port Forwarding Rules

4 Type_ the port number that the WAN Interface [WaNT =]

service uses.

5 Type the HTTP server’s IP address. Default Server o0 .0 .0 Go To Page| 1 ]

6 Click Apply. |Active] Name | Incoming Portfs) | Port Translation | _ Server IP Address |
n fwes  [m oo o | L9« B . 30 - 20
’-\|P\I/\/‘Q/\/\/l\/\|/\/\ﬂ,/\ﬂ/\ﬂ/\ﬂ/\
ol 0 Jo 0 o 0.0 .0 .0

Note 1: You may also need to create a Firewall rule.
Hote 2: Port Translation is optional.
=

7 Firewall

You can use the ZyWALL without configuring the firewall.

The ZyWALL'’s firewall is pre-configured to protect your LAN from attacks from the Internet. By default, no
traffic can enter your LAN unless a request was generated on the LAN first. The ZyWALL allows access to the
DMZ from the WAN or LAN, but blocks traffic from the DMZ to the LAN.

If you are using the ZyWALL in router mode, continue with the next section. For bridge mode, skip to Section
9.




ENGLISH

8 VPN Rule Setup

A VPN (Virtual Private
Network) tunnel gives you a
secure connection to another
computer or network.

A gateway policy identifies the
IPSec routers at either end of a
VPN tunnel.

A network policy specifies
which devices (behind the
IPSec routers) can use the
VPN tunnel.

[~ Tocanisteork | e v |

= I- =MyZyWALL R emote I ! =
= .\ IPSec Router | T

= !ﬁ R p VPN Tunnd QIR 3, g‘ =

I _I ?BATEWAY POLicy é I I

L-_-___ illlll‘ll‘llllllllllllllli _'—_'——_ﬂ

NETWORK POLICY

LTI T L]
Yuvevuvrvenr

This figure helps explain the main fields in the wizard screens.

i' 7 Local Network |
|
L Local Network | (‘ |
IP Address IP Address
S e i e e et REMOtE o e e e i e s s
My YL Gateway Address

r—-—————n—v-—-

Remote Network

Remote | ’i

I
IPSec Router | L= |

VPN Tunnel N\ —@—l? |
H Remote Network I

1 Click VPN in the HOME screen (you may need to scroll up to see the link) to open the VPN wizard.

10
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Note: Your settings are not saved when you click Back.

2 Use this screen to configure the gateway policy. 3 Use this screen to configure the network policy.
Name: Enter a name to identify the gateway policy. Leave the Active check box selected.
Remote Gateway Address: Enter the IP address or Name: Enter a name to identify the network policy.

domain name of the remote IPSec router. . .
Select Single and enter an IP address for a single IP

Gateway Policy Property address
Select Range IP and enter starting and ending IP
Gateway Policy Setting addresses for a specific range of IP addresses.
Select Subnet and enter an IP address and subnet
_ mask to specify IP addresses on a network by their
subnet mask.

Network Policy Property

v

Network Policy Setting

1"
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Note: Make sure that the remote IPSec router uses the same security settings that you configure in
the next two screens.

Negotiation Mode: Select Main Mode for identity protection. Select Aggressive Mode to allow more
incoming connections from dynamic IP addresses to use separate passwords.

Note: Multiple SAs (security associations) connecting through a secure gateway must have the same
negotiation mode.

Encryption Algorithm: Select 3DES or AES for stronger (and slower) encryption.
Authentication Algorithm: Select MD5 for minimal security or SHA-1 for higher security.
Key Group: Select DH2 for higher security.

SA Life Time: Set how often the ZyWALL renegotiates the IKE SA (minimum 180 seconds). A short SA life
time increases security, but renegotiation temporarily disconnects the VPN tunnel.

Pre-Shared Key: Use 8 to 31 case-sensitive ASCII characters or 16 to 62 hexadecimal ("0-9", "A-F")
characters. Precede a hexadecimal key with a "0x” (zero x), which is not counted as part of the 16 to 62
character range for the key.

Encapsulation Mode: Tunnel is compatible with NAT, Transport is not.
IPSec Protocol: ESP is compatible with NAT, AH is not.
Perfect Forward Secrecy (PFS): None allows faster IPSec setup, but DH1 and DH2 are more secure.

4 Use this screen to configure IKE (Internet Key 5 Use this screen to configure IPSec settings.
Exchange) tunnel settings. -

Encapsulation Mode & Tunnel T Transport

Negotiation Mode & Main Mode ¢ Aggressive Mode IPSec Protocol “ ESP " AH
Encryption Algorithm & DES ¢ AES ¢ 3DES Encryption Algorithm & DES © AES © 3DES © HULL
Authentication Authentication
L ol o
Algorithm © SHA1 & MD5 Algorithm SHA1 MD5
Key Group & DH1 © DH2 SA Life Time 28800 (Seconds)
SA Life Time |ZBBDD (Secands) rPeFrgim Forward Secret None ¢ DH1 ¢ DH2
Pre-Shared Key |123458?8

Back |M

12
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6 Check your VPN settings. Click Finish to save the
settings.

Gateway Policy Setting
My ZyWALL
Remote Gateway Address

0.0.0.0
BranchOffice.com

Network Policy Setting
Local Network

Starting IP Address 192.168.1.0

Subnet Mask 255.255.255.0
Remote Network

Starting IP Address 10.0.0.0

Subnet Mask 255.0.0.0

IKE Tunnel Setting (IKE Phase
U]

Negotiation Mode Main Mode
Encryption Algorithm DES
Authentication Algorithm  MD3

Key Group DH1

SA Life Time 28800{Seconds)
Pre-Shared Key 12345678

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode

IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithm  SHA1

SA Life Time 28800{Seconds)
Perfect Forward Secret

(PES) NONE

Elack] Finish ]

8.1 Using the VPN Connection

7 Click Close in the final screen to complete the
VPN wizard setup. Continue with the next section
to activate the VPN rule and establish a VPN
connection.

Congratulations. The VPN wizard configuration is
complete.

Check our exciting range of ZyXEL products at
http:iwww.zyxel.com

Having VPN access problems?

1
2.

Verify your settings in this wizard.

If your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you
entered in the wizard are correct.

If you still have problems, please contact
customer support.

Close

Use VPN tunnels to securely send and retrieve files, and allow remote access to corporate networks, web
servers and e-mail. Services work as if you were at the office instead of connected through the Internet.

For example, the “test” VPN rule allows
secure access to an web server on a remote
corporate LAN. Enter the server’s IP address
(10.0.0.23 in this example) as your browser’s
URL. The ZyWALL automatically builds the
VPN tunnel when you attempt to use it.

Click VPN in the navigation panel and then
the SA Monitor tab to display a list of
connected VPN tunnels (the “test” VPN
tunnel is up here).

VPN Rules (IKE) VPN Rules (Manual) SA Monitor Glohal Setting
Local Remote Encapsilation PSec
Netwurk Netwurk f Al urlthm
fost 192.168.1. Tunnel ESP DES-
| 255 255.255.0| 255 I] I] I] -SHA1
Fefresh Disconnect

13
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9 myZyXEL.com Product Registration

myZyXEL.com is ZyXEL'’s online services center where you can register your ZyXEL device.

1 Go to myZyXEL.com using your web
browser.

2 Create a new account (if you don’t have
one already).

Note: You are automatically logged out of
your myZyXEL.com account after five
minutes of inactivity. Simply log back
into your myZyXEL.com account if
this happens to you.

Login /
Welcome to myZyXEL.com

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform
where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

Rermernber Usernarme: |

= Forgot Password? Click here
= If you are not a registered usel

3 After you create an account, you will receive a confirmation e-mail. Click the URL in the e-mail to activate

your account.

From: yzyxel-admin@zyel. com, by
To: Xxen@ayxel.com.bw

Cc!

Subject:  myZyXEL.com Subscription Notice

Sent: Thu 7/15(2004 11:58

Dear Customer,

‘You have registered a new account at myZyXEL com
Here is your login information

Username : zytest
Password : 123456

To activate your account, please click the following URL.

LURL

hitps A, i yzy el comdmyzyxelregister?hidFunction=LOGIN_REG&hidAction=REG_COMFIRMAACCOUNT ID=2095

&SUE_CODE=5830326

MOTE: If no action is taken within 3 days, your account will not be valid
You may register again anytime at myZyXEL com

(httpe: A myZyXEL corm

Eest Regards.
rnyzy ek adming zyxel com. tw
7yXEL Communications Corporation

14
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4 Click Continue to go to the myZyXEL.com
login screen.

5 Log in.

6 Click the link and register your ZyXEL
device.

7 Click Add.

Login /
Update Register Successful
+ Account Activation

Your account had been activated, please dick

continue button to login myZ2yXEL.com

)

Welcome

Welcome /

Wielzome! Cindy Yang

“rou have logged in myZyXEL.com for 1 times.

> Last Wiewed

*IP:

® Viewed Date:

F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

Add

My Praducts / Product Registration

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Marne Serial Number

15
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8 Enter the product serial
number in the Serial Number
field.

9 Your device category and
model number automatically
display in the Category and
Model fields respectively.
Otherwise, select the correct
ones from the drop-down list
boxes.

10Enter the device’s MAC
address in the Authentication
Code field (it may already be
displayed).

11Enter a descriptive name in
the Friendly Name field for
identification purposes.

12Click Register.

13Specify the purchase
information and click
Continue.

14Click Continue again to
complete the process.

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Sarial Mumber: Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

* Categons:
- Select - =

Fleaze zelect wour correct categony and maodel.
* hadel: “fou can find it by your case.

I - Select - = I

* Authentication Code: For hardware products, this isthe physical MAC address.
Forzoftmare products, this iz a generated number that iz dizplayed after vou ing
(Upper Caze)

* Friendly Hame: Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)
underscore character, other character are not allowed.

My Praducts / Product Registration

Product Survey

¥ Purchase datel |
* *You purchased this product fram I---Select--- vl

16
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15After you have
registered your ZyXEL Service Management
device, you can view its
registration details in

the Service =7 0¢F
erial Nurnber:

Management screen. grodugy z;-w;xﬁlj%gzmm

The ZyXEL device is Authentication Code 0DAOCS012345

now registered, but ||

content filtel’ing is not Manage this product's registration by clicking on the appropriate buttans below

aCthated. TO aCt|Vate zy7ocf Rename | | Transfer | | Delete | | Reinstall

content filtering, you

need to access

myZyXEL.com via your =

device. Continue with To enable your service(s), please click "Activate” shown belaw ta enter your license key(s),

the next section. Service Mame Service Activation Status Expiry Date Rema
1 Content Filter Activats

10 External Database Content Filtering

When you register for and enable external database content filtering, your ZyWALL accesses an external
database that has millions of web sites categorized based on content. You can have the ZyWALL block and/or
log access to web sites based on these categories. Register your ZyWALL at myZyXEL.com (see Section 9)
and then do the following to register for external database content filtering.

17
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1 In your ZyXEL device’s web
configurator, click CONTENT
FILTER, Categories and then the

General ~ Categories Customization Cache
Register button.

Auto Category Setup_
Note: You must also use the ™ Enable External Database Content Filtering

s X v Block v Log Matched Web Pages
ZyWALL s web Conﬂgurator " Block ™ Log Unrated Weh Pages

CONTENT FILTER screens to Iv Block [ Log When Content Filter Server Is Unavailable
configure and enable content Content Filter Server Unavailable Timeout
filtering. [10° (130 saconds)

s W D A 2 ST I

Click Register to register for external content filtering. You can use a
trial application or register your iCard’s PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
S

Apply | Reset |

2 The myZyXEL.com login screen opens.

3 Enter the user name and password from your myZyXEL.com account.

ZyXEL

4 Click My Product in the navigation
panel.

5 Click the product name link for your
device to view its registration details
in the Service Management Product Registration My Products / Product Registration
screen.

Welcome | My Account | My Product | Download Center |

Product Registration

“four registered ZyREL products are listed here,

Pleaze dick the product narme to see more details,

Marne Serial Mum
5422928

Add

18
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6 Click Activate for the content filter service to display the next screen.

My Products / Service Activation

Service Management

zy7ocf
Serial Mumber: 422928704

Products: ZyWwalLL 70
Authentication Code: D0ADCS012345

Manage this product's registration by clicking on the appropriate buttons below:

> zy7ocf Rename | | Transfer | | Delete | | Reinstall

To enable vour service(s), pleasze click "Activate" shown below to enter your license key(s),

Service Mame Service Adtivation Statusz Expiry Date Rer
1 Content Filter
7 If you want to use the trial, click Submit under My Produsts 7 Service AcGvaton

Content Filtering Trial. The trial period begins the
date you apply.

You cannot apply for a trial if you've already used a
trial or registered an iCard’s PIN number.

If you purchased an iCard, enter the PIN code exactly
as shown on your iCard in the License Key (PIN code)
field. Select the date when you want your content
filtering to start and click Submit under Registration
Information.

Content Filtering Trial

‘We offer 30-day free trial for content filtering service,

If you would like to have a try, please cick "submit",

Registration Information

1. Enter the License Key (PIN code) exactly as shown in your iCard,

2, Content filtering begins from the activation date,

License Key (PIN code] : ||
Activation Date : |2 =] - [aUG =] - [z004 =]

19
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8 A screen displays showing you the
service is registered. Click My Rrodicts:/ Service Activation
Continue to proceed to the Service

Apply Standard Version Successful

“four E-mail Address : stanley_king@gfortunenet. carn
Effective Periad : 2004/07/31 ~ 2005/07/31
“four Marme @ stanley
our Region ¢ Taiwan

Continue

9 If you are currently using a trial, you can still register the PIN code from an iCard by clicking Upgrade in
the Service Activation field of the Service Management screen.

My Products / Service Activation

Service Management

Product Information

zy7ocf

Serial Mumber: 422928704
Products: ZyWwalLL 70
Authentication Code: D0ADCS012345

Manage Product

Manage this product's registration by clicking on the appropriate buttons below:

» zy7ocf | Rename | [ Transfer | [ Delete | [ Reinstall ]

Applicable Service List

To enable your service(s), please click "Activate" shown below to enter your license key(s),

Service Mame Seryi Sk ion Status Expiry Date Rernark
1  Content Filter Upgrade Installed 2004-09-02 Refrezh
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11 Troubleshooting

Problem Corrective Action

None of the LEDs | Make sure that you have the power cord connected to the ZyWALL and plugged in to an

turn on. appropriate power source. Make sure you have the ZyWALL turned on. Check all cable
connections.

If the LEDs still do not turn on, you may have a hardware problem. In this case, you should
contact your local vendor.

Cannot access Check the cable connection between the ZyWALL and your computer or hub. Refer to
the ZyWALL from | Section 1 for details.
the LAN.

Ping the ZyWALL from a LAN computer. Make sure your computer’s Ethernet card is
installed and functioning properly.

In the computer, click Start, (All) Programs, Accessories and then Command Prompt. In
the Command Prompt window, type "ping" followed by the ZyWALL'’s LAN IP address
(192.168.1.1 is the default) and then press [ENTER]. The ZyWALL should reply. Otherwise,
refer to Section 11.1.

If you've forgotten the ZyWALL'’s password, use the RESET button. Press the button in for
about 10 seconds (or until the PWR LED starts to blink), then release it. It returns the
ZyWALL to the factory defaults (password is 1234, LAN IP address 192.168.1.1 etc.; see
your User’s Guide for details).

If you've forgotten the ZyWALL's LAN or WAN IP address, you can check the IP address in
the SMT via the console port. Connect your computer to the CONSOLE port using a console
cable. Your computer should have a terminal emulation communications program (such as
HyperTerminal) set to VT100 terminal emulation, no parity, 8 data bits, 1 stop bit, no flow
control and 9600 bps port speed.

Cannot access Check the ZyWALL'’s connection to the Ethernet jack with Internet access. Make sure the
the Internet. Internet gateway device (such as a DSL modem) is working properly.

Click WAN in the navigation panel to verify your settings.

Cannot establish | Make sure the ZyWALL and the remote IPSec router use the same VPN settings. Click VPN
a VPN connection |in the navigation panel to configure advanced settings.

Access a web site to check that you have a successful Internet connection.

11.1 Set Up Your Computer’s IP Address

This section shows you how to set up your computer to receive an IP address in Windows 2000, Windows NT
and Windows XP. This is ensures that your computer can communicate with your ZyWALL.
1 In Windows XP, click Start, Control Panel.
In Windows 2000/NT, click Start, Settings, Control Panel.
2 In Windows XP, click Network Connections.

21
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In Windows 2000/NT, click Network and Dial-up Connections.
3 Right-click Local Area Connection and then click Properties.

4 Select Internet Protocol (TCP/IP) (under the General

tab in Windows XP) and click Properties. |
5 The Internet Protocol TCP/IP Properties screen _ . o
. . *f'ou can get |P zettings assigned automatically if your network, supports
opens (the General tab in Windows XP) Select the thiz capability. Othenwise, you need to ask your network. administrator for
. . . h iate |P zettings.
Obtain an IP address automatically and Obtain DNS =R R
server address automatically options. [r: ifbtain an IF addiess automatically )
6 Click OK to close the Internet Protocol (TCP/IP) " Usethe following IP address:
Properties window. IFdz |
7 Click Close (OK in Windows 2000/NT) to close the |

Local Area Connection Properties window. izt gz |
8 Close the Network Connections screen.

[ & Obtain DNS server address automatically

— " Use the following DNS server addresses:-

Adwanced... |
| ok | I Cancel |

11.2 Procedure to View a Product’s Certification(s)
1 Go to www.zyxel.com.

2 Select your product from the drop-down list box on the ZyXEL home page to go to that product's page.
3 Select the certification you wish to view from this page.
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Ubersicht

Die ZyWALL 70 ist eine Load-balancing-, Dual-WAN-Firewall mit VPN, Bandbreitenmanagement, Content
Filtering und vielen anderen Funktionen. Sie kdnnen sie als transparente Firewall verwenden, ohne das
Netzwerk neu zu konfigurieren und die Routingfunktionen des Geréats zu konfigurieren. Die ZyWALL erhéht
die Netzwerksicherheit, indem sie DMZ-Ports fir die Verwendung 6ffentlich zuganglicher Server bietet. In
dieser Anleitung finden Sie eine Beschreibung der Anschliisse und der Konfiguration, die notwendig ist, damit
Sie die ZyWALL in Ihrem Netzwerk verwenden kénnen.

Eine ausfuhrliche Beschreibung aller Funktionen finden Sie im Benutzerhandbuch.

Bitte halten Sie die Daten fur Ihren Internetzugang bereit.

WAN

nte ret

i\;

LAN oy .

e i s i

[!‘ 2% 'c' e

\_.-) \—‘-- Internet “----\-
el

e

Diese Anleitung ist in die folgenden Abschnitte aufgeteilt.

1 AnschlieRen der Hardware

2 Zugriff auf den Web-Konfigurator
3 Bridge Mode

4 Einrichten des Internetzugriffs

5 DNS

6 NAT

1 AnschlieBRen der Hardware

Sie bendtigen folgendes:
ZyWALL

7 Firewall

8 Einstellen der VPN-Regeln

9 myZyXEL.com Produktregistrierung
10Externe Datenbank fiir den Content Filter
11Problembeseitigung

Netzkabel

Ethernetkabel
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DEUTSCH

Wenn Sie das Gerét installieren, missen Sie die Hardwaregerate folgendermal3en anschlief3en.

‘ "II|||||||||||||'|||l|||||||‘
AN WAN-) WAN-2 DMZ 10/100
i T R AT s — e
s o L[ TE3E3C30F T oG <&

1 Verbinden Sie den LAN-Port mit einem Ethernet-Kabel mit dem Computer. Mit Ethernet-Kabeln kénnen
Sie auch o6ffentliche Server (Internet, E-Mail, FTP, usw.) an die DMZ-Ports anschlief3en.

2 Schlielen Sie mit einem anderen Ethernet-Kabel den WAN 1- und/oder WAN 2-Port an die Ethernet-
Buchse mit Internetzugriff an.

& ©
EXTENSION CARD SLOT
0
N @ [
St RATED T0 A3 50VAE Z
e
(4]
L
) 1l
L

3 Schliessen Sie den Netzanschluss des Gerats (an der Riickseite) mit dem mitgelieferten Netzkabel an
eine Netzsteckdose an.

4 Schalten Sie den Ein/Aus-Schalter in die Position On und sehen Sie sich das vordere Bedienfeld an. Die
PWR-LED beginnt zu leuchten. Wahrend des Systemtests blinkt die SYS-LED. Wurde er Test erfolgreich
abgeschlossen, bleibt diese Anzeige an. Die LEDs ACT, CARD, LAN, DMZ und WAN beginnen zu
leuchten und bleiben an, wenn die entsprechenden Verbindungen richtig hergestellt wurden.
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2 Zugriff auf den Web-Konfigurator

In diesem Abschnitt wird beschrieben, wie die WAN 1-Schnittstelle fir den Internetzugriff konfiguriert wird.

1 Starten Sie lhren Internetbrowser. Geben Sie als 2 Klicken Sie auf Login (Einloggen) (das
Adresse 192.168.1.1 (die IP-Standardadresse Standardpasswort 1234 ist bereits vorgegeben).
des ZyWALL) ein.
Wenn das Loginfenster nicht angezeigt wird, lesen ZyWALL 70
Sie in Abschnitt 11.1 nach, wie Sie die IP-Adresse
Ihres Computers einstellen kdnnen.

Enter Password and click Login.

J File Edit Wiew Favorites Tools Help

[ eo 5 QA A @each GFovoris password: = I
|address | http:j192.168.1.1

3 Andern Sie das Passwort, indem Sie ein neues 4 Klicken Sie auf Apply (Ubernehmen), um das
Passwort eingeben und auf Apply Standarddigitalzertifikat der ZyWALL zu
(Ubernehmen) klicken. ersetzen.

Use this screen to change the password.

r— N

Replace Factory Default Certificate

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

Retype to Confirm: T

5 Das Fenster HOME wird angezeigt.

StandardmaRig befindet sich die ZyWALL im Routermodus. Wenn Sie Routingfunktionen wie NAT, DHCP
oder VPN verwenden mochten, gehen Sie weiter zum nachsten Schritt.

Gehen Sie zu Abschnitt 3, wenn Sie die ZyWALL als eine transparente Firewall verwenden mdéchten.
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6 Prifen Sie die
Netzwerkstatus ZyX EL
tabelle. Wenn der
Status von WAN 1 HOME
nicht Down ist und
eine IP-Adresse Gt
angegeben ist, gehen EREEEREESE

Wizards for WAN 1 Quick Setup

Sie zu Abschnitt 5. KA
DM Internet Accass | WP |

Wenn der Status von [EiaEIkIIL

FIREWALL Device Information

WAN 1 Pown ist CONTENT FILTER Systemm Nane:
(oder keine IP- VPN .
CERTIFICATES Firmware Version: V3.64(WH.0)b1 | 12/17:2004
Adresse angegeben AUTHSERIRE Routing Protocol: IP
ist), klicken Sie auf : :
Internet Access ADVANCED Device Mode: Router
(Internetzugriff) und =l P S
STATIC ROUTE . h
konfigurieren Sie mit POLICY ROUTE System Time: 20050111 08:27:37 GMT
Abschnitt 4 WAN 1 BW MGMT Memony: 14358K/19173)
schni ) DNS Sessions: |

REMOTE MGMT

upHP oy

Verwenden Sie das
NETWORK WAN LOGS
Fenster, wenn Sie
WAN 2 konfigurieren
mochten. Sie kdnnen
auch ein Load-
balancing zwischen
den WAN-Ports
konfigurieren.

Network Status
MAINTENANCE

LOGOUT

Status: Ready

3 Bridge Modus

Wenn Sie bei der ZyWALL den Bridge Modus einstellen, funktioniert sie als transparente Firewall. Bei der
ZyWALL wird der Bridge Modus folgendermafien eingestellt:
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1 Klicken Sie in der

Navigationsleiste auf
MAINTENANCE
(Wartung) und dann auf
Device Mode
(Geratemodus).

2 Wahlen Sie Bridge
(Brticke) und
konfigurieren Sie eine
statische) IP-Adressen-
Subnetmaske und eine
Gateway-IP-Adresse fir
die LAN-, WAN-, DMZ-
und WLAN- Schnittstelle

General Password

Tlrgztznd |Device Mode  FAW Upload  Configuration Restart

Device Mode

Router

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

" Router
IP Address

& Bridge
IP Address

(See LAN, WAN and DMZA)

1972,

168 .

der ZyWALL.

3 Klicken Sie auf Apply
(Ubernehmen). Die
ZyWALL wird neu
gestartet.

Gehen Sie weiter zu Abschnitt
5, wenn Sie Server haben,
auf die Sie vom WAN aus

zugreifen mussen.

IP Subnet Mask 255

285

Gateway IP Address 192 .

168 .

4 Einrichten des Internetzugriffs

Geben Sie die Daten fur den Internetzugriff so ein, wie Sie sie erhalten haben.

Wenn lhnen eine IP-Adresse gegeben wurde, wahlen Sie im Listenfeld IP Address Assignment (IP-
Adressenzuweisung) die Option Static (Statisch) und geben Sie dort die Daten ein.

Hinweis: Je nachdem, was Sie im Feld Encapsulation (Verkapselung) wahlen, sieht die
Eingabemaske anders aus. Geben Sie dort die Daten ein, die Sie von lhrem
Internetdienstanbieter oder Netzwerkadministrator erhalten haben.

Wenn Sie die Eingabe beendet haben, klicken Sie auf Finish (fertigstellen).
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» Ethernet Encapsulation

ISP Parameters for Internet Access
Konfigurieren Sie einen Roadrunnerdienst in

You can select ethernet, PPPoE or PPTP according to in
den NETWORK WAN .(Netzwerk_WAN) which the network you are. If you don't know, please ask
Fenstern (auf der Registerkarte WAN 1). your network administrator. The most popular type of

network is ethernet.

Encapsulation IEthernet 'I
WAN IP Address Assignment

IP Address I—_l
Assignment Stalic

My WAN IP
i o .0 .0 .0
My WAN IP
Subnet Mask I g D .8 .0
Gateway IP
S o .0 .0 .0

FirstDNS Server| 0 . 0 . 0 . 0

Second DNS
Server

fo .0 .0 .0

¢ PPP over Ethernet or PPTP Encapsulation

Wabhlen Sie Nailed-Up, wenn die Verbindung dauerhaft aufrecht erhalten werden soll (das kann jedoch sehr
teuer sein, wenn |hr Internetdienstanbieter Ihnen die Benutzungsdauer anstelle eines monatlichen
Pauschalbetrags in Rechnung stellt).

Wenn die Verbindung nicht dauerhaft stehen soll, missen Sie bei Idle Timeout (Leerlaufausschaltzeit) eine
Leerlaufausschaltzeit (in Sekunden) festlegen.
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You can select ethernet, PPPoE or PPTP according to in You can select ethernet, PRPoE or PPTP according to in
which the network you are. If you don't know, please ask which the network you are. If you don't know, please ask
your network administrator. The most popular type of your network administrator. The most popular type of
network is ethernet. network is ethernet.
Encapsulation |FPFF over Ethernet = Encapsulation |PPTP -
Service Name |0 tonal User Name |
dear |( ptional) Doasownti {W
ser Name Retype to |
Password |“°“°“°“°“°‘°“‘ Confirm
Retype to |W ™ Hailed-Up
Confirm Idle Timeout 100 (Seconds)
[~ Mailed-Up
Idle Timeout 100 {Seconds)
MyIPAddress [0 . 0 . 0 . 0
My IP Subnet
IP Address , i o .0 .0 .0
. Dynarnic
Assignment v Server IP | 0 0 0 0
Address
Connection |
ID/Name
IP Address ’——__J
Assignment Cilicne

Die DeMilitarisierte Zone (DMZ) ermdglicht es, dass o6ffentliche Server (Internet, E-Mail, FTP, usw.) nach
aufden hin sichtbar sind aber dennoch uber Firewallschutz vor DoS-Angriffen verfiigen (Denial of Service).

Anders als beim LAN weist die ZyWALL den an den DMZ-Ports angeschlossenen Computern nicht tber
DHCP die TCP/IP-Konfiguration zu. Die Computer werden mit statischen IP-Adressen (in demselben Subnetz
wie die IP-Adressen des DMZ-Ports) und DNS-Serveradressen konfiguriert. Verwenden Sie die DMZ-IP-
Adresse der ZyWALL als Standardgateway.

Wenn sich die ZyWALL im Routingmodus befindet, wird die DMZ folgendermalfien konfiguriert.
Hinweis: Im Bridge Modus muss die DMZ nicht konfiguriert werden. Gehen Sie weiter zu Abschnitt 7.

1 Klicken Sie in der Navigationsleiste auf DMZ.
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2 Geben Sie fiir die DMZ-Schnittstelle eine IP-Adresse und
eine Subnetmaske an.

Wenn Sie in der DMZ private IP-Adressen verwenden,
kénnen Sie die Server mit NAT 6ffentlich zuganglich

DMZ

IP Alias

DMZ TCP/IP

machen (siehe Abschnitt 6). IP Address M. 0 .0 1
IP Subnet Mask |255 . 0 . O 0

Eine éffentliche IP-Adresse muss sich auf einem RIP Direction |Both =]

anderen Subnetz als dem der &ffentlichen IP-Adresse RIP Version  |RIP-1 |

eines WAN-Ports befinden. Wenn Sie das NAT nicht fur Multicast None =]

die o6ffentlichen IP-Adressen aus der DMZ konfigurieren,
leitet die ZyWALL den Datenverkehr ohne NAT zu den
offentlichen IP-Adressen in der DMZ. Diese Funktion
kann fiur die Hostserver bei NAT-feindlichen
Anwendungen sehr nitzlich sein.

™ Allow between DMZ and LAN (vou also nesd to

cregte 3 firewall nulal)

™ Allow between DMZ and WAN

3 Klicken Sie auf Apply (Ubernehmen).

Feset |

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) ist die Ubersetzung einer IP-Adresse eines Netzwerks
in eine andere IP-Adresse eines anderen Netzwerks. Wenn die ZyWALL mehrere 6ffentliche IP-Adressen in
mehrere private IP-Adressen lhres LAN (oder lhrer DMZ) libersetzen soll, verwenden Sie die Fenster NAT
Address Mapping (NAT-Adressmapping).

Das folgende Beispiel zeigt den Zugriff von einem WAN- auf einen HTTP-Server (Internet) in der DMZ. Der
Server hat die private IP-Adresse 10.0.0.20.
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1 Klicken Sie in der Navigationsleiste
auf NAT und dann auf Port
Forwarding (Portweiterleitung).

2 Wahlen Sie das Kontrollfeld Active
(Aktiv).

3 Geben Sie eine Bezeichnung fiir die
Regel ein.

4 Geben Sie die Portnummer ein, die
der Dienst verwendet.

5 Geben Sie die IP-Adresse des
HTTP-Servers ein.

6 Klicken Sie auf Apply
(Ubernehmen).

7 Firewall

~ MAT Overview  Address Mapping | Port Forwarding  Port Triggering
WAN Interface Im
DefaultServer |0 . 0 . 0 . D Go To Pagel 1 |

m Port Translation Server IP Address

n ﬁ%|ﬁ||m. 0.0 .2
H| = Iy In » 0 0 0 ]
/\/\/\/‘\/\/\/\/\/\/\/Wv\

)
ol 0 Jo 0 o 0.0 .0 .0

Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.

Feset |

Sie kénnen die ZyWALL verwenden, ohne die Firewall zu konfigurieren.

Die Firewall die ZyWALL ist so vorkonfiguriert, dass sie Ihr LAN vor Angriffen aus dem Internet schitzt. Bei
der Standardeinstellung kénnen keine Daten in Ihr LAN eindringen, wenn nicht zuvor eine Anfrage aus dem
LAN gestellt wurde. Die ZyWALL lasst den Zugriff vom WAN oder LAN auf die DMZ zu, blockiert aber den

Datenverkehr aus der DMZ zum LAN.

Wenn Sie die ZyWALL im Routermodus verwenden, fahren Sie mit dem nachsten Abschnitt fort. Weiter mit

dem Bridge Modus geht es in Abschnitt 9.
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8 Einstellen der VPN-Regeln

Mit einem VPN-Tunnel (Virtual I__

Private Network) haben Sie ]
eine sichere Verbindung zu I [ ] i Remote |
ro— Iy Z WAL L

anderen Computern oder B i _ IPSec Router |
Netzwerken. = -—@‘ — VPN Tunnel \""""'"‘

| | o I A A
Eine Gateway-Policy L _I t GATEWAY POLicY %

Y S B B ‘

identifiziert an jedem Ende
eines VPN-Tunnels die IPSec-
Router.

In einer Netzwerk-Policy ist
festgelegt, welche Gerate

“Local Network §

H
1
AMRARRAARRAREARRAANAARAAT

NETWORK POLICY

rR——————q

emote Network

[

I
[
I
|
I
[
L

Yuvevuvrvenr

(hinter den IPSec-Routern)
den VPN-Tunnel benutzen dirfen.

Diese Abbildung soll die Hauptfelder in den Assistentenfenstern erldutern.

" Local Network |

I E

Remote

IPSec Router

r-——————u————-—-

Remote Network

Eﬁi‘

[- e . )) VPN Tunnel NI
= w _ *
L?;aA;ﬂdeMark | (‘ H | Remote Network
L _'PAddress  __ | My ZyWALL Remote i o .. IPAddress
Gateway Address

1
I
I
I
I
I
_

1 Klicken Sie im Fenster HOME (Anfang) auf VPN (mdglicherweise miissen Sie die Seite scrollen, um den
Link sichtbar zu machen), um den VPN-Assistenten zu 6ffnen.
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Hinweis: Wenn Sie auf Back (Zurlick) klicken, werden Ihre Einstellungen nicht gespeichert.

2 In diesem Fenster konnen Sie die Gateway-Policy 3 In diesem Fenster kdnnen Sie die Netzwerk-Policy

konfigurieren.

Name : Geben Sie einen Namen ein, um die
Gateway-Policy zu bezeichnen.

Remote Gateway Address (Remote-
Gatewayadresse): Geben Sie die IP-Adresse oder
den Domainnamen des IPSec-Routers ein.

My ZyWALL

{000

R 10 Cat
L6}

:l\ddress |Branch0ﬁice.com

konfigurieren.

Lassen Sie die Markierung im Kontrollfeld Active
(Aktiv).

Name (Name): Geben Sie einen Namen ein, um die
Netzwerk-Policy zu bezeichnen.

Wahlen Sie Single (Eine) und geben eine IP-
Adresse fiir eine einzelne IP-Adresse ein.

Wahlen Sie Range IP (IP-Bereich) und geben Sie
die Anfangs- und End-IP eines bestimmten
Bereichs von IP-Adressen ein.

Wahlen Sie Subnet (Subnetz) und geben Sie eine
IP-Adresse und eine Subnetmaske ein, um die IP-
Adressen eines bestimmten Netzwerk anhand ihrer
Subnetmaske festzulegen.

v Active
Name

HNetwork Policy Setting

Local Network
Starting IP Address

Ending IP Address /
Subnet Mask

" Single © Range IP * Subnet
{192 . 188 . 1 . 0

255 . 285 .

258 .

Remote Network
Starting IP Address

Ending IP Address /
Subnet Mask

" Single © Range IP * Subnet
[10 .0 .0 .0

fe55 . 0 . 0 . 0

Elackl Nextl
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Hinweis: Stellen Sie sicher, dass der Remote-IPSec-Router dieselben Sicherheitseinstellungen
verwendet, die Sie in den zwei folgenden Fenstern festlegen.

Negotiation Mode (Negotiation-Modus): Wahlen Sie Main Mode (Hauptmodus) fiir den
Identitatsschutz. Wahlen Sie Aggressive Mode (Agressiver Modus), wenn mehrere eingehende
Verbindungen von dynamischen IP-Adressen verschiedene Passworter benutzen sollen.

Hinweis: Wenn mehrere SAs (Security Associations) durch ein Sicherheitsgateway verbunden sind,
mussen diese denselben Negotiation-Modus haben.

Encryption Algorithm (Verschlusselungsalgorithmus): Wahlen Sie 3DES oder AES fir eine starkere
(und langsamere) Verschlisselung.

Authentication Algorithm (Authentifizierungsalgorithmus): Wahlen Sie MD5 fiir eine minimale Sicherheit
oder SHA-1 fir eine héhere Sicherheit.

Key Group (Schliisselgruppe): Wahlen Sie DH2 fiir eine héhere Sicherheit.

SA Life Time (SA-Dauer): Legen Sie fest, wie oft die ZyWALL die IKE SA wieder verhandelt (mindestens
180 Sekunden). Eine kurze SA-Dauer erhoht die Sicherheit, bei der Verhandlung wird aber voriibergehend
der VPN-Tunnel getrennt.

Pre-Shared Key (Vorgegebener Schliissel): Geben Sie hier 8 bis 31 ASCII-Zeichen (GroR- und
Kleinschreibung beachten) oder 16 bis 62 Hexadezimalzeichen ("0-9", "A-F") ein. Setzen Sie einem
Hexadezimalschlissel ein "0x” (Null x) voran, wird dieses nicht als Teil des 16 bis 32 Zeichen langen
Schlussels betrachtet.

Encapsulation Mode (Verkapselungsmudus): Tunnel (Tunnel) ist kompatibel mit NAT, Transport
(Transport) nicht.

IPSec Protocol (IPSec-Protokoll): ESP ist kompatibel mit NAT, AH nicht.

Perfect Forward Secrecy (PFS): None (Keine) ermdglicht ein schnelleres Einrichten des IPSec, DH1
und DH2 bieten aber mehr Sicherheit.
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4 In diesem Fenster werden die IKE- 5 In diesem Fenster werden die IPSec-Einstellungen
Tunneleinstellungen (Internet Key Exchange) konfiguriert.
konflgurlert. IPSec Setting (IKE Phase 2)

IKE Tunnel Setting (IKE Phase 1)

{e]
o

L
ol

28800
12345675 |
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6 Prufen Sie Ihre VPN-Einstellungen. Klicken Sie 7 Klicken Sie beim letzten Fenster auf Close
auf Finish (Fertig stellen), um die Einstellungen (SchlieBen), um die Installation mit dem VPN-
zu speichern. Assistenten zu beenden. Fahren Sie mit dem

nachsten Abschnitt fort, um die VPN-Regel zu
aktivieren und eine VPN-Verbindung

Gateway Policy Setting herzustellen.
My ZyWALL 0.0.0.0
Remote Gateway Address BranchOffice.com Congratulations. The YPN wizard configuration is
complete.
Network Policy Setting Check our exciting range of ZyXEL products at
Local Network http:iwww.zyxel.com
Starting IP Address 192.168.1.0
Subnet Mask 255.255.255.0 .
Remote Network Having VPN access problems?
Starting IP Address 10.0.0.0
Subnet Mask 255.0.0.0 1. Verify your settings in this wizard.
2. K your wizard entries are correct, but still cannot
. access the Internet, then check that your ISP
!I')(E e g s e account is active and that the settings you
N tiation Mod Main Mod emered_in the wizard are correct.
il |a_ IO '_3 AL 3. K you still have problems, please contact
Encryptl_on a_l\lgorlthm_ DES customer support.
Authentication Algorithm  MD3
Key Group DH1
SA Life Time 28800{Seconds)
Pre-Shared Key 12345678
Close
IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithm  SHA1

SA Life Time 28800{Seconds)
Perfect Forward Secret

(PES) NONE

Back | Finish

8.1 Benutzen der VPN-Verbindung

Mit VPN-Tunneln kénnen Sie Dateien sicher senden und empfangen sowie einen Remotezugriff auf
Firmennetzwerke, Internetserver und E-Mails zulassen. Die Dienste funktionieren so, als waren Sie an einem
Standort und nicht tGber das Internet miteinander verbunden.
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Zum Beispiel lasst die VPN-Regel “test” einen
sicheren Zugriff auf einen Internetserver in
einem Remote-Firmen-LAN zu. Geben Sie
die IP-Adresse des Servers (in diesem
Beispiell 10.0.0.23) als die URL lhres
Browsers ein. Die ZyWALL baut automatisch
den VPN-Tunnel auf, wenn Sie ihn benutzen
mdchten.

Klicken Sie in der Navigationsleiste auf VPN
und dort auf die Registerkarte SA Monitor.
Dort erscheint eine Liste der
angeschlossenen VPN-Tunnel (der VPN-
Tunnel “test” ist hier oben).

VPN Rules (IKE) VPN Rules (Manual)| SAMonitor | Global Setting

Security Associations Tahle

Local Remote Encansilation IPSec
Network |Network F Algorithm

192.168.1.0 / [10.0.0.0 / ESP DES-
EI test  rcn5 2550255000 TVl pag

Refreshl Disconnect |

9 myZyXEL.com Produktregistrierung

myZyXEL.com ist das Online-Servicecenter vonZyXEL, wo Sie lhr ZyXEL-Produkt registrieren kénnen.

1 Gehen Sie mit lhrem Internetbrowser zu
myZyXEL.com.

2 Eroffnen Sie ein neues Konto (wenn Sie
noch keines besitzen).

Hinweis: Wenn Sie fuinf Minuten lang keine
Eingaben machen, werden Sie
automatisch von lhrem
myZyXEL.com-Konto abgemeldet.
Sie kdnnen sich dann wieder ganz
einfach bei lhrem myZyXEL.com-
Konto anmelden.

Login /

_Welt_:omg to myZyXEL.c9m_

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform

where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

Rermernber Usernarme: |

= Forgot Password? Click here
= If you are not a registered usel
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3 Wenn Sie ein Konto eréffnet haben, erhalten Sie eine E-Mail zur Bestatigung. Klicken Sie auf die in der
E-Mail angegebene URL, um das Konto zu aktivieren.

From: myzyxel-admin@zyxel, com.bw Senk: Thu 7/15/2004 11:53
To: EnR@eyxel.com, e
el

Subject:  my2y®EL.com Subscription Motice

Dear Customer,

You have registered a new account at myZyXEL com.
Here is your login information

Usernarme : zytest
Pasgward : 123466

To activate your account, please click the fallowing URL.

URL
https: e, myzysel cornfmyzyxelregisterthidFunction=L OGIN_REG&hidAction=REG_CONFIRMAACCOUNT_ID=2039

&5UB_CODE=5830326

MNOTE: If no action is taken within 3 days, your account will not be valid.
You may register again anytime at myZy$EL com

https: A myZyXEL com)

Best Regards
myzyxel-admin@zyxel com.tw
ZyXEL Communications Corporation

4 Klicken Sie auf Continue (Weiter), um das

Login /
myZyXEL.com-Anmeldefenster aufzurufen.

Update Register Successful
+ Account Activation
rour account had been activated, please dick

continue button to login myZ2yXEL. com

Caomne)
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5 Melden Sie sich an.

felcome
6 Klicken Sie auf den Link und registrieren
Sie lhr ZyXEL-Produkt. Welcome

Wielzome! Cindy Yang

“rou have logged in myZyXEL.com for 1 times.

> Last Wiewed

*IP:

® Viewed Date:

F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

(e

7 Klicken Sie auf Add
(Hinzuftgen).

My Praducts / Product Registration

Product Registration

Registered Product List

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Marne Serial Number
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8 Geben Sie in das Feld Serial
Number (Seriennummer) die
Seriennummer des Gerats
ein.

9 In den Feldern Category
(Kategorie) und Model
(Modell) erscheinen
automatisch die
Geratekategorie und die
Modellnummen. Wenn nicht,
wahlen Sie die richtigen
Angaben aus den
Listenfeldern aus.

10Geben Sie im Feld
Authentication Code
(Authentifizierungscode) die
MAC-Adresse des Geréats ein
(moglicherweise wird sie dort
schon angezeigt).

11Geben Sie im Feld Friendly
Name (freundicher Name) fir
Identifikationszwecke eine
beschreibende Bezeichnung
ein.

12Klicken Sie auf Register
(Registrieren).

13Geben Sie die Kaufdaten ein
und klicken Sie auf Continue
(Fortfahren).

14Klicken Sie noch einmal auf

Continue (Fortfahren), um
den Vorgang abzuschlieRen.

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Serial Humber:

* Categons:
- Select - =

* Model:

I - Select - = I

* Authentication Code:

* Friendly Hame:

Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

Fleaze zelect wour correct categony and maodel.
“rou can find it by your case.

For hardware products, this isthe physical MAC address.
Forzoftmare products, this iz a generated number that iz dizplayed after vou ing
(Upper Caze)

Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)
underscore character, other character are not allowed.

Product Survey

My Praducts / Product Registration

¥ Purchase datei |
* *You purchased this product fram I---Select--- vl
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15Nachdem Sie lhr Wy Products 7 Service Actvation
ZyXEL-Gerat
registriert haben,
kénnen Sie sich die |
Registrierungsdaten

Service Management

zyFOct
Im FenSter SeW|ce Serial Nurmber: 5422928704
Products: ZyWALL 70
Management Authentication Code: 00A0CS012345

ansehen. |
Das ZyXEL-Gerét ist
nun registriert, jedoch
iSt der Content Fllter zy 70cf Rename | | Transfer | ‘ Delete ‘ | Reinstall
noch nicht aktiviert.
Um den Content Filter |
zu aktivieren, missen
Sie mit lhrem Gerat
auf die Seite
myZyXEL.com

Manage this product's registration by dicking on the appropriate buttons below:

To enable your service(s), please dick "Activate” shown below to enter your license kay(s),

Sarvice Marme Service Activation Status Expiry Data Remark

i Content Filkar Activate

zugreifen. Lesen Sie
im nachsten Abschnitt
weiter.

10 Externe Datenbank fiir den Content Filter

Wenn Sie den Content Filter registrieren und die externe Datenbank fir den Content Filter aktivieren, greift
die ZyWALL auf eine externe Datenbank zu, die Millionen von nach Inhalt sortierten Websites enthalt. Auf der
Grundlage dieser Kategorien kann die ZyWALL den Zugriff blockieren und/oder den Zugriff auf diese
Websites zulassen. Registrieren Sie lhre ZyWALL bei myZyXEL.com (siehe Abschnitt 9) und registrieren Sie
dann folgendermalien die externe Datenbank fir den Content Filter.
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1 Klicken Sie im Web-Konfigurator
des ZyXEL-Gerats auf CONTENT
FILTER (Inhaltsfilter), Categories
(Kategorien) und dann auf die
Taste Register (Registrieren).

Hinweis: Um den Content Filter zu
konfigurieren, verwenden Sie
die Fenster CONTENT
FILTER (Inhaltsfilter) des
ZyWALL-Web-Konfigurators

General

Ena

Click Register to register for external content filtering. You can use a
trial application or register your iCard’s PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
——

ble External Database Content Filtering
v Block v Log Matched Web Pages
" Block ™ Log Unrated Weh Pages
¥ Block ™ Log When Content Filter Server Is Unavailable

Categories Customization Cache

Content Filter Server Unavailable Timeout

|‘I i (130 seconds)

s W D A 2 ST I

Apply | Reset |

2 Das myZyXEL.com-Loginfenster erscheint.
3 Geben Sie den Nutzernamen und das Passwort Ihres myZyXEL.com-Kontos ein.

4 Klicken Siein der Navigationsleiste
auf My Product (Mein Produkt).

5 Klicken Sie auf die Verknupfung
lhres Produktnamens, um die
Registrierungsdaten im Fenster
Service Management (Service-
Management) aufzurufen.

ZyXEL

Welcome | My Account | My Product | Download Center |

Product Registration My Products / Product Registration

Product Registration

Your registerad ZyHEL products ars listad hara,

Please click the product name to see more details,

Marme Setial Number
5422928704

Add
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6 Klicken Sie auf Activate (Aktivieren), um den Content Filter Dienst auf der nachsten Seite aufzurufen.

My Products / Service Activation

Service Management

zyFocf
Serial Mumber: 5422923704

Products: ZpWaALL 70
Authentication Code: 00ADCSO123435

Manage this product's registration by clicking on the appropriate buttans below:

zyFocf Rename | [ Transfer | [ Delete | [ Reinstall

To enable your servicels), please dick "Adivate" shown below to enter your license key(s=),

Service Marme Service detivation Status Expiry Date
1  Content Filter @ = =

7 Wenn Sie einen Testfilter verwenden mochten, klicken
Sie bei Content Filtering Trial (Content Filter
Testversion) auf Submit (Senden). Die Testdauer von Content Filtering Trial
30 Tagen beginnt am Tag der Anmeldung.

My Products / Service Activation

We offer 20-day frae trial for content filtkering sarvice,

If vou would like to have a try, please click "submit",

Sie konnen keine Testversion anfordern, wenn Sie

vorher schon einmal eine Testversion angefordert

hatten oder eine PIN-Nummer einer iCard registriert

haben. Registration Information

Wenn Sie eine iCard erworben haben, geben Sie in 1. Enter the License Key (PIN code) exactly as shown in your iCard,
daS Feld License Key (PlN-COde) den PIN_COde 2. Content filtering begins from the activation date.

genau wie auf der iCard an . Geben Sie das Datum

ein, an dem der Inhaltsfilter beginnen soll und Licanse Key (PIN code) :

klicken Sie bei Registration Information activation Date  [2 5] - [F0e = - [E0e =

(Registrierungsdaten) auf Submit (Senden).

Subm
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8 Eine Meldung teilt Ihnen mit, dass
der Dienst registriert wurde.
Klicken Sie auf Continue
(Fortfahren), um das Fenster
Service Management aufzurufen.

My Products / Service Activation

Apply Standard Version Successful

“our E-rnail Address ¢ stanley_king@gfortunenet. carn
Effective Period ! 200407731 ~ 200570731
tour Mame : stanley

“rour Region Taiwan

O

9 Auch wenn Sie gerade mit einer Testversion arbeiten, kdbnnen Sie den PIN-Code einer iCard registrieren.
Klicken Sie dazu im Feld Service Activation (Dienstaktivierung) des Fensters Service Management auf

Upgrade (Aktualisieren).

My Products / Service Activation

Service Management

zyFocf

Serial Mumber: 54229258704
Froducks: ZywaAlLL 70
Authentication Code: 00ADCS012345

Manage this product's registration by clicking on the appropriate buttons below:

zyFOcf Rename | | Transfer | | Delete | | Reinstall

Service Mame

1  Content Filter

Ta enable your service(s), please click "Activate" shown below to enter yaur license key(s).

Service Activation Status Expiry Date Rermark
Upgrade Installed 2004-09-02 Refresh
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11 Problembeseitigung

Problem

Lésungsmoglichkeit

Es leuchtet keine
der LED-
Anzeigen.

Stellen Sie sicher, dass das Netzkabel richtig an die ZyWALL und an eine Netzsteckdose
angeschlossen wurde. Stellen Sie sicher, dass die ZyWALL eingeschaltet wurde. Uberpriifen
Sie alle Kabelverbindungen.

Wenn die LEDs auch dann nicht leuchten, besteht mdglicherweise ein Hardwareproblem.
In diesem Fall sollten Sie sich an lhren Handler wenden.

Aus dem LAN
kann nicht auf die
ZyWALL
zugegriffen
werden.

Uberpriifen Sie die Kabelverbindung zwischen der ZyWALL und dem Computer oder
Hub. Eine ausfiihrliche Beschreibung finden Sie in Abschnitt 1.

Versuchen Sie die ZyWALL mit einem Ping von einem LAN-Computer aus zu erreichen.
Stellen Sie sicher, dass die Ethernetkarte des Computers installiert ist und einwandfrei
funktioniert.

Klicken Sie im Computer auf Start, (Alle) Programme, Zubeh6r und dann auf
Eingabeaufforderung. Geben Sie im Fenster Eingabeaufforderung "ping" gefolgt von
der LAN-IP-Adresse der ZyWALL (192.168.1.1 ist die Standardadresse) ein und driicken
Sie dann auf [ENTER]. Nun sollte die ZyWALL reagieren. Falls nicht, lesen Sie nach
unter Abschnitt 11.1.

Wenn Sei das ZyWALL-Passwort vergessen haben, driicken Sie die RESET -Taste.
Driicken Sie etwa 10 Sekunden lang auf die Taste (oder so lange, bis die PWR-LED
blinkt). Lassen Sie die Taste dann wieder los. Auf diese Weise werden alle Einstellungen
der ZyWALL auf ihre Standardwerte zurlickgesetzt (Passwort: 1234, LAN-IP-Adresse
192.168.1.1 usw.; Detailinformationen hierzu finden Sie im Benutzerhandbuch).

Wenn Sie die LAN- oder WAN-IP-Adresse der ZyWALL vergessen haben, kdnnen Sie
die IP-Adresse Uber den Konsolenport im SMT einsehen. Schlief3en Sie lhren Computer
mit einem Konsolenkabel an den Anschluss CONSOLE an. Ihr Computer muss Uber ein
Terminalemulationsprogramm (z.B. HyperTerminal) verfligen, das folgendermassen
eingestellt ist: Anschlussemulation VT100, keine Paritat, 8 Datenbits, 1 Stoppbit, keine
Flusskontrolle, Portgeschwindigkeit 9600 bps.

Ein Zugriff auf
das Internet ist
nicht maéglich.

Prifen Sie den Anschluss der ZyWALL an der Ethernet-Buchse mit Internetzugriff.
Stellen Sie sicher, dass das Gerat fur den Internetzugriff (zum Beispiel ein DSL-Modem)
einwandfrei funktioniert.

Klicken Sie in der Navigationsleiste auf WAN und Uberpriifen Sie die Einstellungen.

Es kann keine
VPN-Verbindung
hergestellt
werden.

Stellen Sie sicher, dass die ZyWALL und der Remote-IPSec -Router die gleichen VPN-
Einstellungen verwenden. Klicken Sie in der Navigationsleiste auf VPN , um die
erweiterten Einstellungen zu konfigurieren.

Rufen Sie eine Website auf, um zu Uberpriifen, ob die Internetverbindung hergestellt
werden kann.

45




DEUTSCH

11.1 Einrichten der IP-Adresse des Computers

In diesem Abschnitt wird beschrieben, wie Sie lhren Computer einrichten missen, damit er bei Windows
2000, Windows NT und Windows XP eine |IP-Adresse empfangen kann. Nur auf diese Weise kann |hr

Computer mit der ZyWALL kommunizieren.

1 Klicken Sie bei Windows XP auf Start, Systemsteuerung.
Klicken Sie bei Windows 2000/NT auf Start, Einstellungen, Systemsteuerung.
2 Klicken Sie bei Windows XP auf Netzwerkverbindungen.
Klicken Sie bei Windows 2000/NT auf Netzwerk und DFU-Verbindungen.
3 Klicken Sie mit der rechten Maustaste auf LAN-Verbindung und dann auf Eigenschaften.

4 Wahlen Sie Internetprotokoll (TCP/IP) (bei
Windows XP auf der Registerkarte Allgemein) und
klicken Sie auf Eigenschaften.

5 Das Fenster Eigenschaften von Internetprotokoll
(TCP/IP) erscheint (bei Windows XP auf der
Registerkarte Allgemein).Wahlen Sie IP-Adresse
automatisch beziehen und DNS-Serveradresse
automatisch beziehen.

6 Klicken Sie auf OK, um das Fenster Eigenschaften
von Internetprotokolle (TCP/IP) zu schlielRen.

7 Klicken Sie auf SchlieBen (bei Windows 2000/NT auf
OK), um das Fenster Eigenschaften von LAN-
Verbindung zu schlieRen.

8 SchlielRen Sie das Fenster Netzwerkverbindungen.

Internet Protocol (TCP/IP) Properties

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate [P settings.

|(3" Obtain an IF address automaticall ]
—{" Use the following IP address:

21|

& Obtain DNS server address automatically

— " Use the following DNS server addresses:-

———

Adwanced... |

el

Cancel |

11.2 Schritte zum Ansehen der Produktzertifizierung(en)

1 Besuchen Sie www.zyxel.com.

2 Wahlen Sie auf der ZyXEL-Homepage aus der Liste der Produkte lhr Produkt aus.

Wabhlen Sie auf dieser die Zertifizierung aus, die Sie gerne angezeigt haben mdchten.
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Vista previa

El ZyWALL 70 es un cortafuegos de WAN dual, con balanceo de carga, soporte de VPNs, gestion del ancho
de banda, filtrado de contenidos y muchas otras caracteristicas. Puede usarlo como cortafuegos transparente
sin reconfigurar su red ni configurar las caracteristicas de enrutamiento de ZyWALL. El ZyWALL aumenta la
seguridad de la red ofreciendo puertos DMZ para el uso con servidores publicos de acceso. Esta guia cubre
las conexiones iniciales y configuracion necesaria para comenzar a usar el ZyWALL en su red.

Vea la Guia del usuario para mas informacion sobre todas las caracteristicas.

Puede que necesite su acceso a Internet para mas informacion.

DMZ mmmmmmms = VPN
LAN |y iﬁ iﬁ WAN AN m E; (I

= [ ey . &
-2 —_ Inte et QT) ¢ =
\ L) o .- .
ek Ni— Cct/em et -\E_
5

Esta guia esta dividida en las siguientes secciones.

1 Conexiones del hardware 7 Cortafuegos

2 Acceso al configurador Web 8 Configuracion de reglas VPN

3 Modo puente (bridge) 9 Registro del producto en myZyXEL.com
4 Configuracion del acceso a Internet 10Filtrado de contenidos

5 DNS 11Solucion de problemas

6 NAT

1 Conexiones del hardware

Necesita lo siguiente.

ZyWALL Ordenador Cables Ethernet Cable de alimentacion

o)
\%ﬁ”
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Realice lo siguiente para crear conexiones de hardware para la configuracion inicial.

ALY
ZyXEL

LAnd WAN.1 WAN.2 BMZ 10/100
”H!IIH I TN M S ———— T o
[ S S e o o @ o (5

INTERNI TTY APPLIANCE

O Al

1 Use un cable Ethernet para conectar el puerto LAN a un ordenador. También puede usar cables Ethernet
para conectar servidores publicos (web, correo electrénico, FTP, etc.) a los puertos DMZ.

2 Use otro(s) cable(s) Ethernet para conectar el puerto WAN 1 y/o WAN 2 a un dispositivo Ethernet con
acceso a Internet.

& ©
EXTENSION CARD SLOT
0
N @ [
St RATED T0 A3 50VAE Z
e
(4]
L
) 1l
L

3 Use el cable de alimentacion incluido para conectar el zécalo de alimentacion (en el panel posterior) a una
toma de corriente

4 Pulse el interruptor de alimentacion hasta la posicién de encendido y mire al panel frontal. EI| LED PWR se
encendera. El LED SYS parpadeara mientras realiza la prueba del sistema y luego se quedara fijo si la
prueba ha tenido éxito. Los LEDs ACT, CARD, LAN, DMZ y WAN se encenderan y permaneceran
encendidos si las conexiones correspondientes se han realizado correctamente.
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2 Acceso al configurador Web

Use esta seccion para configurar la interfaz WAN 1 para el acceso a Internet.

1 Abra su explorador de web. Introduzca
192.168.1.1 (la direccién IP predeterminada del
ZyWALL) como direccion.

Si no aparece la pantalla de acceso, vea Seccion ZyWALL 70
11.1 para ajustar la direccion IP de su ordenador.

2 Haga clic en Login (acceso) (la contrasefia
predeterminada 1234 ya esté introducida).

J File  Edit  Wew Faworites Tools  Help

J d=Eack -~ =~ ) ) | ik Search  [Se Favorites

| Address | http:jy192.168.1.1

Enter Password and click Login.

Password: =

3 Cambie la contrasefia de acceso introduciendo

una nueva contrasefia y haciendo clic en Apply
(Aplicar).

4 Haga clic en Apply (Aplicar) para reemplazar el
certificado digital predeterminado de ZyWALL.

Replace Factory Default Certificate
Use this screen to change the password.
The factory default certificate is common to all ZyWALL

models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

r— N

Retype to Confirm: T

5 Aparecera la pantalla HOME (Inicio).

El ZyWALL esta en modo router por defecto. Contintie en el siguiente paso si desea usar caracteristicas
de enrutamiento como NAT, DHCP y VPN.

Vaya a Seccion 3 si prefiere usar el ZyWALL como cortafuegos transparente.
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6 Compruebe la tabla
Network Status ZyX EL
(estado de la red). Si
el estado de WAN 1 HOME
no es Down (Caido) y

hay una direccion IP, |t
vaya a Seccion 5. WIRELESS LAN Wizards for WAN 1 Quick Setup
WAN
. DMZ Intermet Access VPN
Si el estado de la ( |) |

WAN 1 es Down SECURITY
p FIREWALL
(Caido) (0 no hay una SR

Device Information

. .. . System Name:
direccién IP), haga clic g g :
CERTIFICATES Firmware Version: V3.64(WH.0)b1 | 12/17:2004
en Internet Access AT SRR Adiierong i
(acceso a Internet) y Suli e
use Seccion 4 para ADVANCED Device Mode: Router
configurar WAN 1 NAT Firewall: Enabled
9 : gy System Time: 2005.01-11 08:27:37 GMT
U | tall BW MGMT Memory: 14358K/19173
se las pantallas DNS ST [ 50000 | —_
WAN en NETWORK REMOTE MGMT Policy —
(red) si necesita i
configurar WAN 2. LOGS Network Status

También puede
configurar el balanceo
de carga entre los
puertos WAN.

MAINTENANCE

LOGOUT

3 Modo puente (bridge)

Cuando configura el ZyWALL en modo puente, funciona como un cortafuegos transparente. Haga lo siguiente
para configurar el ZyWALL en este modo bridge.
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1 Haga clic en
MAINTENANCE
(Mantenimiento) en el
panel de navegacioén y
luego en Device Mode
(Modo de Dispositivo).

2 Seleccione Bridge
(Puente) y configure una
mascara de subred de
direccion IP (estatica) y
una direccién IP de puerta
de enlace para las
interfaces LAN, WAN,
DMZ y WLAN del
ZyWALL.

3 Haga clic en Apply
(Aplicar). EI ZyWALL se
reiniciara.

Vaya a Seccion 5 si tiene

servidores que necesitan ser
accesibles desde la WAN.

General Password

Time and
Date

|Device Mode  FAW Upload  Configuration

Restart

Device Mode

Router

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

" Router
IP Address

& Bridge
IP Address

IP Subnet Mask
Gateway IP Address 192 .168 . 1 . 3

(See LAN, WAN and DMZA)

1972, 988 . i1 o 3
2555, 255 .55 . 1D

Feset |

4 Configuracién del acceso a Internet

Introduzca la informacion del acceso a Internet exactamente como se le ha dado.

Si se le ha dado una direccién IP para usarla, seleccione Static (Estatica) en el cuadro desplegable IP

Address Assignment (Asignacién de direccion IP) e introduzca la informacion facilitada.

Nota: Los campos varian dependiendo de lo que seleccione en el campo Encapsulation

(Encapsulacién). Rellénelos con la informacion facilitada por el ISP o el administrador de

redes.

Haga clic en Finish (Finalizar) cuando haya terminado.
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» Encapsulacion Ethernet
ISP Parameters for Internet Access
Configure un servicio Correcaminos en las

s You can select ethernet, PPPoE or PPTP according to in
pantallas WAN de NETWORK (Red) (use la ficha which the network you are. If you don't know, please ask

WAN 1). your network administrator. The most popular type of
network is ethernet.

Encapsulation IEthernet 'I
WAN IP Address Assignment

IP Address I—_l
Assignment Stalic

My WAN IP
Address ID i .. B &
My WAN IP
Subnet Mask I g 0 i g
Gateway IP
Address ID b . 4

FirstDNS Server| 0 . 0 . 0 . 0

Second DNS I
Server

=
=
-
=)

¢ Encapsulacion PPP sobre Ethernet o PPTP

Seleccione Nailed-Up (Forzada) cuando desee que su conexion esté arriba todo el tiempo (esto puede
resultar caro si su ISP le cobra por el tiempo de uso de Internet en lugar de una cuota fija mensual).

Para no tener una conexion arriba todo el tiempo, especifique un periodo de tiempo en espera (en segundos)
en ldle Timeout (Temporizador de inactividad).
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ISP Parameters for Internet Access ISP Parameters for Internet Access

You can select ethernet, PPPoE or PPTP according to in
which the network you are. If you don't know, please ask
your network administrator. The most popular type of
network is ethernet.

You can select ethernet, PPPoE or PPTP according to in
which the network you are. If you don't know, please ask
your network administrator. The most popular type of
network is ethernet.

Encapsulation IPPPDverEthernet 'I Encapsulation IPPTP 'l

Service Name IO — User Name I
o (Optional) Password o
ser Name | Hatgpe is |
P assword |’°‘°‘°‘°‘°‘°‘°“ Confirm
Retype to IW ™ Hailed-Up
Confirm Idle Timeout 100 (Seconds)
™ Nailed-Up
Idle Timeout |1DD {Seconds) PPTP Configuration
WAN IP Address Assignment My IP Address I 0.0 .0 .0
My IP Subnet I 0 0 0 0
IP Address - Mask ‘ § g
: ID narmic 'I
Assignment i Server IP I 0 0 0 0
Address g b i
Connection I
ID/Name
WAN IP Address Assignment
IP Address lﬁ
Assignment SIS

La Zona DesMilitarizada (DeMilitarized Zone - DMZ) permite a los servidores publicos (web, correo
electronico, FTP, etc.) estar visibles al mundo exterior teniendo aun proteccion de cortafuegos contra ataques
DoS (Denial of Service - Negacion de Servicio).

A diferencia de LAN, el ZyWALL no asigna la configuracion TCP/IP a través de DHCP a ordenadores
conectados a los puertos DMZ. Configure los ordenadores con direcciones |IP estaticas (en la misma subred
que la direccion IP del puerto DMZ) y direcciones de servidor DNS. Use la direccién IP del ZyWALL como
puerta de enlace predeterminada.

Realice lo siguiente para configurar la DMZ si el ZyWALL esta en modo de enrutamiento.
Nota: No necesita configurar la DMZ con modo puente, vaya a Seccién 7.

1 Haga clic en DMZ en el panel de navegacion.
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2 Especifique una direccion IP y mascara de subred para la

interfaz DMZ.

Si usa direcciones IP privadas en la DMZ, use NAT para

hacer a los servidores accesibles publicamente (ver

DMZ

IP Alias

DMZ TCP/IP

Seccion 6). IP Address M. 0 .0 1
IP Subnet Mask |255 . 0 . O 0

Una direccion IP puablica debe estar en una subred RIP Direction |Both =]

separada de las direcciones IP publicas de los puertos RIP Version  |RIP-1 |

WAN. Si no configura NAT para las direcciones IP Multicast None =]

publicas en la DMZ, el ZyWALL enruta el tréfico a las
direcciones IP publicas de la DMZ sin realizar la NAT. Esto
puede resultar util para albergar servidores para
aplicaciones hostiles NAT.

™ Allow between DMZ and LAN (vou also nesd to

cregte 3 firewall nulal)

™ Allow between DMZ and WAN

3 Haga clic en Apply (Aplicar).

Feset |

6 NAT

NAT (Network Address Translation (Traduccion de Direcciones de Redes) - NAT, RFC 1631) significa la
traduccion de una direccion IP en una red a una direccién IP diferente en otra. Puede usar las pantallas de
NAT Address Mapping (mapeo de direcciones NAT) para que el ZyWALL traduzca multiples direcciones IP
publicas a multiples direcciones IP privadas en su LAN (o DM2Z).

El siguiente ejemplo permite el acceso desde la WAN a un servidor HTTP (web) en la DMZ. El servidor tiene
una direccion IP privada de 10.0.0.20.
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1 Haga clic en NAT en el panel de
navegacion y luego en Port
Forwarding (Reenvio de puerto).

2 Seleccione la casilla de verificacion
Active (Activa).

3 Escriba un nombre para la regla.

4 Escriba el numero que el servicio
usa.

5 Escriba la direccién IP del servidor
HTTP.

6 Haga clic en Apply (Aplicar).

7 Cortafuegos

~ MAT Overview  Address Mapping | Port Forwarding  Port Triggering

Port Forwarding Rules

WAN Interface |WAN1 'I
Default Server | 0 %0 50 w0 Go To Pagel 1 |

|Activel Name | Incoming Port(s) | Port Translation | _ Server IP Address |
- i e e e e
1QJ?4v/\w/”L/“\/“\/A\,fMJV\V/NE/RQ/ﬂmexbﬂ

)
ol 0 Jo 0 o 1. 0

Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.

o. 0

Feset |

Puede usar el ZyWALL sin configurar el cortafuegos.

El cortafuegos del ZyWALL esta preconfigurado para proteger su LAN de ataques desde Internet. Por
defecto, no puede entrar ningun trafico en su LAN a menos que se haya generado una peticion en la LAN
antes. El ZyWALL permite el acceso a la DMZ desde la WAN o LAN, pero bloquea el trafico de la DMZ a la

LAN.

Si usa el ZyWALL en modo enrutador, contintie con la siguiente seccion. Para el modo puente, vaya a

Seccién 9.
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8 Configuracion de reglas VPN

Un tanel VPN (Virtual Private

r--—--—q
Network - Red Privada Virtual) Leoga Natwonk
le ofrece una conexién segura = [ ] i Remote |
a otro ordenador o red. = | MyzyWAL PSecRouter |

| -_L:.c VPN Tunne \""""“
Una politica de puerta de | == _I A H
enlace identifica a los | _I t GaTEway PoOLicy %

[ — £

enrutadores IPSec en ambos
extremos del tunel VPN.

Una politica de red especifica
qué dispositivos (detras de los
enrutadores IPSec) pueden

H
1
AMRARRAARRAREARRAANAARAAT

NETWORK POLICY

T T — — —

lEe mote Network

[

I
[
I
|
I
[
L

Yuvevuvrvenr

usar el tunel VPN.

Esta figura ayuda a explicar los campos principales en las pantallas del asistente.

i— el Networt) lRemote Network

| [ I Remote | ]

| = | ’ IPSec Router | S'l

| H = - J) VPN Tunnel UL —tc)—lj

| - < _ * _____

|_ Lc;lga)&(r;ldemmrk | | Remote Network
P | o[- A R~ Remote i o .. IPAddress

My ZyWALL Gateway Address

1
|
|
|
|
|

.

1 Haga clic en VPN en la pantalla HOME (Inicio) (puede que necesite desplazar arriba para ver el enlace)

para abrir el asistente para VPN.
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Nota: Su configuracién no se grabara cuando haga clic en Back (Atras).

2 Use esta pantalla para configurar la politica de la 3 Use esta pantalla para configurar la politica de la
puerta de enlace. red.

Name (Nombre): Introduzca un nombre para identificar Deje la casilla de verificacion Active (Activa)
la politica de la puerta de enlace. seleccionada.

Remote Gateway Address (Direccion de puerta de Name (Nombre): Introduzca un nombre para
enlace remota): Introduzca la direccién IP o nombre identificar la politica de la red.
del dominio del enrutador IPSec remoto.

Seleccione Single (Una) e introduzca la direccion IP
para una unica direccion IP.

Seleccione Range IP (Rango IP) e introduzca las
direcciones IP inicial y final para un rango especifico
de direcciones IP.

My ZyWALL {000

Seleccione Subnet (Subred) e introduzca la direccién
R t Gat ra .
:l\,d_dressh |BranchOffice.cam IP y la mascara de subred para especificar las

direcciones IP en una red por su mascara de subred.

Hame |Test

Local Network " Single © Range IP * Subnet

Starting IP Address |192 : TBBaw: X x )

Ending IP Address /
e {255 . 255 . 265 . D

Remote Network " Single T Range IP * Subnet
Starting IP Address |10 . 0 . 0 . O

Ending IP Address /
Subnet Mask |255' LECR R

Elackl Nextl
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Nota: Compruebe que el enrutador IPSec usa la misma configuracion de seguridad que la que
configurara en las siguientes dos pantallas.

Negotiation Mode (Modo de negociacion): Seleccione Main Mode (Modo principal) para la protecciéon de
la identidad. Seleccione Aggressive Mode (Modo agresivo) para permitir que mas conexiones entrantes
desde direcciones IP dinamicas usen contrasefias separadas.

Nota: SAs (asociaciones de seguridad) multiples conectadas a través de una puerta de enlace segura
deben tener el mismo modo de negociacion.

Encryption Algorithm (Algoritmo de cifrado): Seleccione 3DES o AES para un cifrado mas fuerte (y mas
lento).

Authentication Algorithm (Algoritmo de autenticacion): Seleccione MD5 para una seguridad minima o
SHA-1 para una mayor seguridad.

Key Group (Grupo de claves): Seleccione DH2 para una mayor seguridad.

SA Life Time (Temporizador de SA): Ajuste la frecuencia con que ZyWALL negocia la IKE SA (minimo 180
segundos). Una vida de SA corta aumenta la seguridad, pero la negociacién desconecta temporalmente el tunel
VPN.

Pre-Shared Key (Clave pre-compartida): Use 8 a 31 caracteres ASCII sensibles a mayusculas o 16 a 62
caracteres hexadecimales ("0-9", "A-F"). Precede una clave hexadecimal con un "0x” (cero x), que no cuenta
como parte del rango de caracteres 16 a 62 para la clave.

Encapsulation Mode (Modo de encapsulacién): Tunnel (Tanel) es compatible con NAT, Transport
(Transporte) no lo es.

IPSec Protocol (Protocolo IPSec): ESP es compatible con NAT, AH no lo es.

Perfect Forward Secrecy (PFS): None (Ninguno) permite una configuracion IPSec mas rapida, pero DH1 y
DH2 son el modo seguro.
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4 Use esta pantalla para establecer la configuraciéon 5 Use esta pantalla para establecer la configuracion
de tunel IKE (Internet Key Exchange - Intercambio IPSec.
de Claves de Internet).

IPSec Setting (IKE Phase 2)

IKE Tunnel Setting (IKE Phase 1)

28800
12345675 |
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6 Compruebe su configuracion VPN. Haga clic en 7 Haga clic en Close (Cerrar) en la pantalla final
Finish (Finalizar) para guardar la configuracion. para completar la configuracidn del asistente para

VPN. Continue con la siguiente seccién para

activar la regla VPN y establecer una conexién

Gateway Policy Setting VPN.
My ZyWALL 0.0.0.0
Remote Gateway Address BranchOffice.com Congratulations. The YPN wizard configuration is
complete.
Network Policy Setting Check our exciting range of ZyXEL products at
Local Network http:iwww.zyxel.com
Starting IP Address 192.168.1.0
Subnet Mask 255.255.255.0 .
Remote Network Having VPN access problems?
Starting IP Address 10.0.0.0
Subnet Mask 255.0.0.0 1. Verify your settings in this wizard.
2. K your wizard entries are correct, but still cannot
. access the Internet, then check that your ISP
!I')(E e g s e account is active and that the settings you
N tiation Mod Main Mod entered in the wizard are correct.
il |a_ IO '_3 AL 3. K you still have problems, please contact
Encryptl_on a_l\lgorlthm_ DES customer support.
Authentication Algorithm  MD3
Key Group DH1
SA Life Time 28800{Seconds)
Pre-Shared Key 12345678
Close
IPSec Setting (IKE Phase 2)
Encapsulation Mode Tunnel Mode
IPSec Protocol ESP
Encryption Algorithm DES
Authentication Algorithm  SHA1
SA Life Time 28800{Seconds)
Perfect Forward Secret
{PFS) NONE

Back | Finish

8.1 Usar la conexion VPN

Use tuneles VPN para enviar y recibir archivos con seguridad y permitir el acceso remoto a redes
corporativas, servidores de web y correo electrénico. Los servicios funcionan igual que si estuviese en la
oficina en lugar de estar conectado a Internet.
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Por ejemplo, la regla VPN “test” (prueba)
permite un acceso seguro a un servidor web
en una LAN corporativa remota. Introduzca la
direccion IP del servidor (10.0.0.23 en este
ejemplo) como URL en su explorador. El
ZyWALL construye automaticamente un tunel
VPN cuando intenta usarlo.

Haga clic en VPN en el panel de navegacién
y luego en la ficha SA Monitor (monitor SA)
para mostrar una lista de los tuneles VPN

conectados (el tunel VPN “test” (prueba) esta

aqui).

VPN Rules (IKE) VPN Rules (Manual)|  SA Monitor | Global Setting

Security Associations Table

Local Remote Encansilation IPSec
Network | Network f Algorithm|

192 168.1.0/ |]f|1|]J]|]|]f ESP DES-
1255.255.255.0 255.0.0.0 -SHA1

Refreshl Disconnect |

9 Registro del producto myZyXEL.com

myZyXEL.com es el centro de servicios en linea de ZyXEL donde podra registrar su dispositivo ZyXEL.

1 Vaya a myZyXEL.com usando su
explorador.

2 Cree una nueva cuenta (si todavia no tiene

una).

Nota: Saldra automaticamente de la cuenta
myZyXEL.com tras cinco minutos de

inactividad. Simplemente vuelva a

entrar en su cuenta myZyXEL.com si

esto ocurre.

Login /
Welcome to myZyXEL.com

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform
where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

Rermernber Usernarme: |

= Forgot Password? Click here
= If you are not a registered usel
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3 Tras crear una cuenta, recibira un correo electrénico de confirmacién. Haga clic en la URL del correo
electronico para activar su cuenta.

From: myzyxel-admin@zyxel, com.bw Senk: Thu 7/15/2004 11:53
To: EnR@eyxel.com, e
el

Subject:  my2y®EL.com Subscription Motice

Dear Customer,

You have registered a new account at myZyXEL com.
Here is your login information

Usernarme : zytest
Pasgward : 123466

To activate your account, please click the fallowing URL.

URL
https: e, myzysel cornfmyzyxelregisterthidFunction=L OGIN_REG&hidAction=REG_CONFIRMAACCOUNT_ID=2039

&5UB_CODE=5830326

MNOTE: If no action is taken within 3 days, your account will not be valid.
You may register again anytime at myZy$EL com

https: A myZyXEL com)

Best Regards
myzyxel-admin@zyxel com.tw
ZyXEL Communications Corporation

4 Haga clic en Continue (Continuar) para ir

Login /
a la pantalla de acceso de myZyXEL.com.

Update Register Successful
+ Account Activation
rour account had been activated, please dick

continue button to login myZ2yXEL. com

Caomne)
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5 Acceda. et
6 Haga clic en el enlace y registre su
dispositivo ZyXEL. L IR S

Wielzome! Cindy Yang

“rou have logged in myZyXEL.com for 1 times.
> Last Wiewed

*IP:

® Viewed Date:
F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

(e

7 Haga clic en Add (Agregar).

My Praducts / Product Registration

Product Registration

Registered Product List

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Marne Serial Number

63



ESPANOL

8 Introduzca el numero de serie
del producto en el campo
Serial Number (Numero de
serie).

9 La categoria del dispositivo y
numero de modelo aparecen
automaticamente en los
campos Category (Categoria)
y Model (Modelo)
respectivamente. En caso
contrario, seleccione los
correctos de los cuadros de
listas desplegables.

10Introduzca la direccion MAC
del dispositivo en el campo
Authentication Code (Cédigo
de autenticacion) (puede que
ya se vea).

11Introduzca un nombre de
descripcién en el campo
Friendly Name (Nombre
amigable) para la
identificacion.

12Haga clic en Registrar.

13Especifique la informacion de
compra y haga clic en
Continuar.

14Haga clic en Continuar de
nuevo para completar el
proceso.

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Sarial Mumber: Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

* Categons:
- Select - =
Fleaze zelect wour correct categony and maodel.
& hadal: “rou can find it by your case.
I--Select = 'I
* Authentication Code: For hardware products, this isthe physical MAC address.
Forzoftmare products, this iz a generated number that iz dizplayed after vou ing
(Upper Caze)
* Friendly Hame: Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)

underscore character, other character are not allowed.

My Praducts / Product Registration

Product Survey

¥ Purchase datei a

* *You purchased this product fram I---Select--- vl
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15Tras haber registrado
el dispositivo ZyXEL,
podra ver los detalles
de su registro en la
pantalla Service
Management
(Administracion del
servicio).
El dispositivo ZyXEL ya
esta registrado, pero la
filtracién de contenidos
no est4 activada. Para
activar la filtracion de
contenidos, debera
acceder a
myZyXEL.com a través
de su dispositivo.
Continte con la
siguiente seccion.

My Products / Service Activation

Service Management

zyFOct

Serial Nurmber: 5422928704
Products: ZyWALL 70
Authentication Code: 00A0CS012345

Manage this product's registration by dicking on the appropriate buttons below:
zy70ct Rename | | Transfer | ‘ Delete ‘ | Reinstall
To enable your service(s), please click "Activate” shown below to enter your license key(s),
Sarvice Marme Service Activation Status Expiry Data
i Content Filkar Activate

Remark

10 Filtrado de contenidos

Cuando registre y active la filtracion de contenidos de la base de datos externa, su ZyWALL accedera a una

base de datos externa que tiene millones de sitios web clasificados segun su contenido. Puede que el
ZyWALL bloquee y/o acceda a los sitios web basandose en estas categorias. Registre su ZyWALL en

myZyXEL.com (ver Seccion 9) y luego realice lo siguiente para registrarse para la filtracion de contenidos de

la base de datos externa.
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1 En el configurador web del
dispositivo ZyXEL, haga clic en el
boton CONTENT FILTER (Filtro de
contenidos), Categories
(Categorias) y luego en Register
(Registrar).

General Categories Customization Cache

_Au E0T)

™ Enable External Database Content Filtering
v Block v Log Matched Web Pages
" Block ™ Log Unrated Weh Pages

Nota: Puede usar las pantallas ¥ Block ™ Log When Content Filter Server Is Unavailable

CONTENT FILTER (F|Itro de Content Filter Server Unavailable Timeout
contenidos) del configurador [10 " reso seconaey

web del ZyWALL para
configurar y activar el filtrado
de contenidos.

s W D A 2 ST I

Click Register to register for external content filtering. You can use a
trial application or register your iCard’s PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
——

Apply | Reset |

2 Se abrira la pantalla de acceso a myZyXEL.com.

3 Introduzca el nombre de usuario y contrasefia de su cuenta myZyXEL.com.

ZyXEL

4 Haga clic en My Product (Mi
producto) en el panel de

navegacion. v
Welcome | My Account | My Product | Download Center |

5§ Haga clic en el enlace del nombre
del producto de su dispositivo para Product Registration N RF S RO EE Rt i
ver sus detalles de registro en la
pantalla Service Management
(Administracion del servicio). [ |

Product Registration

Your registerad ZyHEL products ars listad hara,

Please click the product name to see more details,

Marme Setial Number

5422928704

Add
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6 Haga clic en Activate (Activar) para que el servicio de filtro de contenidos aparezca en la siguiente

pantalla.

My Products / Service Activation
Service Management

zyFocf
Serial Humber: S422922704

Praducks: ZywALL 70
Authentication Code: 00ADCSOL2345

Manage this product's registration by clicking on the appropriate buttans below:

zy7ocf Rename | | Transfer | [ Delete | [ Reinstall

Service Marme

Servicedetivation

1  Content Filter

To enable your servicels), please dick "Activate" shown below to enter your license key(s),

Status Expiry Date

7 Sidesea usar la version de prueba, haga clic en
Submit (Enviar) en Content Filtering Trial (Prueba
de filtrado de contenidos). El periodo de prueba
comienza desde la fecha en que aplique.

No puede aplicar una prueba si ya ha usado un
numero PIN de iCard de prueba o registrado.

Si ha comprado una iCard, introduzca el cédigo PIN
exactamente como aparece en su iCard en el campo
License Key (Clave de licencia) (codigo PIN).
Seleccione la fecha cuando desea que la filtracion de
sus contenidos comience y haga clic en Submit
(Enviar) en Registration Information (Informacién
del registro).

My Products / Service Activation
Content Filtering Trial

We offer 30-day free trial for content filtkering service,

T you would like to have 3 try, please dick "subrmit",

Registration Information

1, Enter the License Key (PIM code) exactly as shown in your iCard,

2, Content filtering begins from the activation date,

License Key [PIN code] @ Il
Activation Date I? vl - IAUG vl - IQDD4 vl

67



ESPANOL

8 Aparecera una pantalla mostrando
que el servicio se ha registrado.
Haga clic en Continue (Continuar) Apply Standard Version Successful
para ir a la pantalla Service i T g : :
Management (Administracion del

My Products / Service Activation

Sel"ViciO). Wour E-rnail Address ¢ stanley_king@afortunenet com
Effective Period ! 200407731 ~ 200570731
tour Mame : stanley
“rour Region Taiwan

O

9 Si actualmente esta usando una prueba, todavia puede registrar el codigo PIN de una iCard haciendo clic
en Upgrade (Actualizar) en el campo Service Activation (Activacion del servicio) en la pantalla
Service Management (Administracion del servicio).

My Products / Service Activation
Service Management

zyFocf
Serial Mumber: 54229258704

Froducks: ZywaAlLL 70
Authentication Code: 00ADCS012345

Manage this product's registration by clicking on the appropriate buttons below:

zyFOcf Rename | | Transfer | | Delete | | Reinstall

Ta enable your service(s), please click "Activate" shown below to enter yaur license key(s).

Sarvice Mame Service Activation Status Expiry Date Rermark
1  Content Filter Upgrade Installed 2004-09-02 Refresh
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11 Solucién de problemas

Problema

Solucion

Ninguno de los

Asegurese de haber conectado el cable de alimentacion al ZyWALL y si lo ha enchufado en

ZyWALL desde la
LAN.

LEDs se una fuente de alimentacion apropiada. Compruebe que el ZyWALL esta encendido.
enciende. Compruebe todas las conexiones de los cables.
Si los LEDs todavia no se encienden, puede que tenga un problema de hardware. En este
caso, deberia contactar con su vendedor local.
No se puede Compruebe la conexién de cables entre el ZyWALL y su ordenador o hub. Consulte Seccion
acceder al 1 para mas detalles.

Realice un ping al ZyWALL desde un ordenador LAN. Compruebe que la tarjeta Ethernet de
su ordenador esté instalada y funcione correctamente.

En el ordenador, haga clic en Inicio, (Todos los) programas, Accesorios y luego en
Simbolo del sistema. En la ventana del Simbolo del sistema, escriba "ping" seguido por la
direccién IP LAN del ZyWALL (192.168.1.1 es la predeterminada) y pulse [ENTRAR]. El
ZyWALL deberia responder. En caso contrario, consulte Seccién 11.1.

Si ha olvidado la contrasefia del ZyWALL, use el boton RESET . Mantenga pulsado el boton
durante unos 10 segundos (o hasta que el LED PWR comience a parpadear), a continuacion
suéltelo. Esto devolvera al ZyWALL la configuracion predeterminada de fabrica (la
contrasefia es 1234, direccion IP LAN 192.168.1.1 etc.; vea la Guia del usuario para mas
detalles).

Si ha olvidado la direccion IP LAN o WAN del ZyWALL puede comprobar la direccion IP en la
SMT a través del puerto consola SMT. Conecte su ordenador al puerto CONSOLE
(Consola) usando un cable de consola. Su ordenador deberia tener un programa de
comunicaciones de emulacion de terminales (como HyperTerminal) ajustado a la emulacion
del terminal VT100, sin paridad, 8 bits de datos, 1 bit de parada, sin flujo de control y una
velocidad de puerto de 9600 bps.

No puedo acceder

Compruebe la conexién del ZyWALL a la clavija Ethernet con acceso a Internet. Compruebe

establecer una
conexiéon VPN

a Internet. si el dispositivo de puerta de enlace de Internet (como un médem DSL) funciona
correctamente.
Haga clic en WAN en el panel de navegacion para verificar su configuracion.

No puedo Compruebe si el ZyWALL y el enrutador IPSec usan la misma configuracion VPN. Haga clic

en VPN en el panel de navegacion para establecer la configuracion avanzada.

Acceda a un sitio web para comprobar si tiene una conexién a Internet correcta.

11.1 Configurar la direccion IP de su ordenador

Esta seccion le explica como configurar su ordenador para recibir una direccion IP en Windows 2000,
Windows NT y Windows XP. Esto asegura que su ordenador pueda conectarse con su ZyWALL.
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1 En Windows XP, haga clic en Inicio, Panel de control.

En Windows 2000/NT, haga clic en Inicio, Configuracion, Panel de control.

2 En Windows XP, haga clic en Conexiones de red.

En Windows 2000/NT, haga clic en Conexiones de red y marcacion.
3 Haga clic con el botdn derecho en Conexién de area local y haga clic en Propiedades.

4 Seleccione Protocolo Internet (TCP/IP) (en la ficha
General en Windows XP) y haga clic en Propiedades.

5 Se abrira la pantalla Propiedades de Protocolo
Internet TCP/IP (la ficha General en Windows XP).
Seleccione las opciones Obtener una direccion IP
automaticamente y Obtener la direcciéon del
servidor DNS automaticamente.

6 Haga clic en Aceptar para cerrar la ventana
Propiedades de Protocolo Internet (TCP/IP).

7 Haga clic en Cerrar (Aceptar en Windows 2000/NT)
para cerrar la ventana Propiedades de conexiéon de
area local.

8 Cierre la pantalla Conexiones de red.

Internet Protocol (TCP/IP) Properties i

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate [P settings.

|(3" Obtain an IF address automaticall ]
—{" Use the following IP address:

21|

—

——

& Obtain DNS server address automatically

— " Use the following DNS server addresses:-

——

———

Adwanced... |

el

Canc:

ell

11.2 Procedimiento para ver la(s) certificacion(es) del producto

1 Vaya a www.zyxel.com.

2 Seleccione su producto de la lista desplegable en la pagina inicial de ZyXEL para ir a la pagina de ese

producto.

3 Seleccione la certificacion que desee visualizar en esta péagina.
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Présentation

Le ZyWALL 70 est un pare-feu double WAN a équilibrage de charge avec VPN, gestion de bande passante,
filtrage de contenu et de nombreuses autres fonctionnalités. Vous pouvez I'utiliser comme un pare-feu
transparent et ne pas reconfigurer votre réseau ni configurer les fonctionnalités de routage du ZyWALL. Le
ZyWALL améliore la sécurité du réseau en offrant des ports DMZ a utiliser avec les serveurs accessibles au
public. Ce guide couvre les connexions initiales et la configuration nécessaire pour commencer a utiliser le

ZyWALL dans votre réseau.

Voir le Guide de I'utilisateur pour plus d'informations sur toutes les fonctionnalités.

Vous aurez peut-étre besoin de vos informations d'accés a Internet.

DMZ
[ ﬂH\.}TLL WAN

mm=mmmme = VPN
LAN o [ ] -

LAN —

e = =
F- = [ _'_;. o ]

€21 —_ Inte rnet =  { =
S - = Y- v ==~
e N— Internet i
5 = ~
Ce guide est divisé en sections comme suit.

1 Connexions matérielles 7 Pare-feu

2 Accéder au Configurateur Web
3 Mode Pont
4 Installation de I'accés a Internet

8 Installation de la régle VPN
9 Enregistrement du produit sur myZyXEL.com
10Filtrage du contenu a partir d'une base données externe

5 DNS 11Dépannage
6 NAT
1 Connexions matérielles
Vous avez besoin des éléments suivants.
ZyWALL Ordinateur Cables Ethernet Cordon

d'alimentation

g
:
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Procédez comme suit pour effectuer les connexions matérielles pour l'installation initiale.

e e e,
s o L |[E3[ETE3CAF | oo oEp

1 Utilisez un cable Ethernet pour connecter le port LAN a un ordinateur. Vous pouvez aussi utiliser les
cables Ethernet pour connecter les serveurs publics (web, e-mail, FTP, etc.) aux ports DMZ.

2 Utilisez un autre (ou d'autres) cable(s) Ethernet pour connecter le port WAN 1 et/ou WAN 2 a une prise
Ethernet avec accés a Internet.

& ©
EXTENSION CARD SLOT
0
N @ [
St RATED T0 A3 50VAE Z
e
(4]
L]
) 1l
L

3 Utilisez le cordon d'alimentation pour connecter la prise d'alimentation.

4 Mettez le commutateur d'alimentation sur la position allumé et regardez le panneau avant. La LED PWR
s'allume. La LED SYS clignote lors du test du systéme et reste ensuite allumée si le test a réussi. Les LED
ACT, CARD, LAN, DMZ, et WAN s'allument et restent allumées si les connexions correspondantes sont
effectuées correctement.
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2 Accéder au Configurateur Web

Utilisez cette section pour configurer I'interface WAN 1 pour I'accés a Internet.

1 Lancez votre navigateur web. Entrez 192.168.1.1 2 Cliquez sur Login (Ouverture de session) (le
(I'adresse IP par défaut du ZyWALL) comme mot de passe par défaut 1234 est déja entré).
adresse.
Si I'écran de connexion n'apparait pas, voyez la ZyWALL 70
Section 11.1 comment définir I'adresse IP de votre
ordinateur.

Enter Password and click Login.

J File Edit Wiew Favorites Tools Help

[ eo 5 QA A @each GFovoris password: = I
|address | http:j192.168.1.1

3 Changez le mot de passe d'ouverture de session 4 Cliquez sur Apply (Appliquer) pour remplacer le
en entrant un nouveau mot de passe et cliquez sur certificat numérique par défaut du ZyWALL.

Apply (Appliquer).

Replace Factory Default Certificate

Use this screen to change the password.

r— N

The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

Retype to Confirm: T

5 L'écran HOME (ACCUEIL) s'ouvre.

Par défaut, le ZyWALL est en mode routeur. Suivez I'étape suivante si vous voulez utiliser les
fonctionnalités de routage telles que NAT, DHCP et VPN.

Allez a la Section 3 si vous préférez utiliser le ZyWALL comme un pare-feu transparent.
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6 Reportez-vous au
tableau d'Network 472, ¢
Status (Etat du
Réseau). Si I'état HOME
WAN 1 n'est pas
Désactivé et qu'il y a [t
une adresse |IP, allez \WIRELESS LAN

a la Section 5. Al
DMZ Internet Access | WP |

Si I'état WAN 1 est SECURITY Device Information

Wizards for WAN 1 Quick Setup

Dé tiveé i FIREWALL

ésactivé (ou s'il n'y CONTENT FILTER Soctam Nems:
a pas d'adresse IP), VPN : :

. 5 CERTIFICATES Firmware Version: V3.64(WH.0)b1 | 12/17:2004
::I!IIt(]el:?lits:tr[.)Aazzst ala AUTHSERIRE Routing Protocol: P
Section 4 pour ADVANCED Device Mode: Router
configurer WAN 1 NAT Firewall: Enahled

. STATIC ROUTE e e
POLICY ROUTE System Time: 20050111 08:27:37 GMT

Utili | , BW MGMT Memory: 14358K/19173

ilisez les écrans it Susitngd |

NETWORK/ WAN si REMOTE MGMT
vous devez configurer [

WAN 2. Vous pouvez e
également configurer
I'équilibrage de charge
entre les ports WAN.

Policy

Network Status
MAINTENANCE

LOGOUT

3 Mode Pont

Quand vous paramétrez le ZyWALL en mode pont, il fonctionne comme un pare-feu transparent. Procédez
comme suit pour paramétrer le ZyWALL en mode pont.
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1 Cliquez sur
MAINTENANCE dans le
panneau de navigation et
ensuite sur le Mode
Périphérique.

2 Sélectionnez Pont et
configurez une
d'adresse IP (statique) de
masque de sous-réseau
et une adresse IP de
passerelle pour les
interfaces LAN, WAN,
DMZ et WLAN du
ZyWALL.

3 Cliquez sur Appliquer. Le
ZyWALL redémarre.

Passez a la Section 5 si vous
avez des serveurs qui doivent
étre accessibles a partir du
WAN.

4 Installation de I'acceés a Internet

Entrez les informations d'acces a Internet exactement telles qu'elles vous ont été fournies.

Si vous avez regu une adresse IP a utiliser, sélectionnez Statique dans la boite de la liste déroulante

General Password

Time and
Date

|Device Mode  FAW Upload  Configuration

Restart

Router

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

" Router
IP Address

& Bridge
IP Address

IP Subnet Mask

Gateway IP Address

(See LAN, WAN and DMZA)

1972, 988 . i1 o 3
2555, 255 .55 . 1D
1972, 388 . 1 o i3

Feset |

d'Attribution d'adresse IP et saisissez les informations fournies.

Remarque: Les champs varient en fonction de ce que vous sélectionnez dans le champ

Encapsulation. Remplissez-les avec les informations fournies par I'|SP ou I'administrateur

réseau.

Cliquez sur Terminer quand vous avez terminé.
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» Encapsulation Ethernet
ISP Parameters for Internet Access

Configurer un service Roadrunner dans les

< " ' You can select ethernet, PPPoE or PPTP according to in
ecrans du NETWORK WAN (utilisez I'onglet which the network you are. If you don't know, please ask
WAN 1). your network administrator. The most popular type of

network is ethernet.

Encapsulation IEthernet 'I
WAN IP Address Assignment

IP Address I—_l
Assignment Stalic

My WAN IP
Address ID i .. B &
My WAN IP
Subnet Mask I g 0 i g
Gateway IP
Address ID b . 4

FirstDNS Server| 0 . 0 . 0 . 0

Second DNS I
Server

=
=
-
=)

¢ PPP over Ethernet ou PPTP Encapsulation

Sélectionnez Nailed-Up quand vous voulez que votre connexion soit toujours active (cela peut étre cher si
votre ISP vous facture pour votre temps d'utilisation a la place d'un abonnement mensuel).

Pour ne pas avoir la connexion constamment active, spécifiez un délai d'inactivité (en secondes) dans Délai
d'inactivité (Idle Timeout).
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ISP Parameters for Internet Access ISP Parameters for Internet Access

FPFF owver Ethemet «

-
—

100
i |

WAN IP Address Assignment

PPTF Configuration

o. o0 .0 .0
o. o0 .0 .0

WAN IP Address Assignment

5 DMZ

La Zone Démilitarisée (DMZ) permet aux serveurs publics (web, e-mail, FTP, etc.) d'étre visible au monde
extérieur et avoir cependant une protection pare-feu contre les attaques DoS (Denial of Service).

Contrairement au LAN, le ZyWALL n'attribue pas de configuration TCP/IP via DHCP aux ordinateurs
connectés aux ports DMZ. Configurez les ordinateurs avec des adresses IP statiques (dans le méme sous-
réseau que les adresses IP des ports DMZ) et les adresses de serveur DNS. Utilisez I'adresse IP DMZ du
ZyWALL comme passerelle par défaut.

Procédez comme suit pour configurer le DMZ si le ZyWALL est en mode routage.
Remarque: Vous n'avez pas besoin de configurer DMZ avec le mode pont, sautez a la Section 7.

1 Cliquez DMZ dans le panneau de navigation.
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2 Spécifiez une adresse IP et un masque de sous-réseau
pour l'interface DMZ.

DMZ IP Alias

Si vous utilisez des adresses IP privées sur le DMZ,

utilisez NAT pour rendre les serveurs accessibles au

DMZ TCP/IP

public (voir la Section 6). IP Address M. 0 .0 .1
IP SubnetMask |255 . 0 . 0 . 0

Une adresse IP publique doit se trouver sur un sous- RIP Direction |Both  ~|

réseau séparé de I'adresse IP publique du port WAN. Si RIP Version  |RIP-1 |

vous ne configurez pas NAT pour les adresses IP Multicast None |

publiques sur le DMZ, le ZyWALL dirige le trafic vers les
adresses IP publiques sur le DMZ sans effectuer de NAT.
Cela peut étre utile pour héberger des serveurs pour des I Allow between DMZ and LAN (rou aiso need o

. . - cregte 3 firewall nulal)
applications non conviviales avec NAT. o

3 Cliquez sur Appliquer.

Feset |

6 NAT

NAT (Network Address Translation - NAT, RFC 1631) permet la conversion d'un adresse IP dans un réseau
en une adresse |IP différente dans un autre. Vous pouvez utiliser les écrans de Mappage d'Adresse NAT pour
que le ZyWALL convertisse plusieurs adresses IP publiques en plusieurs adresses IP privées sur votre LAN
(ou DMZ).

L'exemple suivant permet I'accés depuis le WAN a un serveur HTTP (web) sur le DMZ. Le serveur posséde
une adresse IP privée de 10.0.0.20.
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1 Cliquez sur NAT dans le panneau
de navigation et ensuite sur
Réacheminement de Port. ~ NAT Overview  Address Mapping | Port Forwarding | Port Triggering

2 Sélectionnez la case a cocher '
Active.

Port Forwarding Rules

WAN Interface |WAN 1 'I

3 Tapez un nom pour la régle.

4 Tapez le numéro de port que le Default Server | 0 %0 50 w0 Go To Pagel 1 |

service utilise.
Active] Name | Incoming Port(s) | Port Translation |  Server IP Address

5 Tapez I'adresse IP du serveur ﬂ!—l;l_il_il—
Web | 0 | T o 03 o 3G 20
mTTe. ’%WW\/'\/\I/\/\Q/\D/\D/\D/\
6 Cliquez sur Appliquer. WWWW
ol 0 Jo 0 o 0.0 .0 .0
Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.
=
7 Pare-feu

Vous pouvez utiliser le ZyWALL sans configurer le pare-feu.

Le pare-feu du ZyWALL est préconfiguré pour protéger votre LAN contre les attaques provenant d'Internet.
Par défaut, aucun trafic ne peut pénétrer dans votre LAN a moins qu'une requéte ne soit tout d'abord générée
sur le LAN. Le ZyWALL permet I'accés au DMZ depuis le WAN ou LAN, mais bloque le trafic provenant du
DMZvers le LAN.

Si vous utilisez le ZyWALL en mode routeur, suivez la section suivante. Pour le mode pont, passez a la
Section 9.
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8 Installation de la regle VPN

Un tunnel VPN (Virtual Private

_—_—_—q

Network) vous offre une [~ "Loca Network § Femm Network |

connexion sécurisée a un autre = [ ] i — Remote | L] =
ordinateur ou réseau. e | IPSec Router | = |

I -—L” Rem— venTunnd N %ﬁ,i |

Une stratégie de passerelle | == i A ﬁ S |

identifie les routeurs IPSec aux | | _I $ BATEWAY POLIGY é L 1

e e e e e e e rﬁ-i--------n-nn--n--------i P o s e o e el

extrémités d'un tunnel VPN.

Une stratégie de réseau
spécifie les périphériques
(derriére les routeurs IPSec)
pouvant utiliser le tunnel VPN.

NETWORK POLICY

Yuvevuvrvenr

Cette figure aide a expliquer les champs principaux dans les

écrans de l'assistant.

T Cocat eiwork | MRemote Network
| [ I Remote | i
| == I . IPSec Router | i"l
| H = ) VPN Tunnel U —Qc)—lj
e — [’ ‘ _ * .
L Lc;lga)&(r;ldemmrk | (‘ H | Remote Network
P sl Remote i o .. IPAddress
My YL Gateway Address

1
]
|
|
|
|
1

1 Cliquez sur VPN dans I'écran d'ACCUEIL (vous devrez peut-étre faire défiler vers le haut pour voir les

liens) pour ouvrir I'assistant VPN.
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Remarque: Vos paramétres ne sont pas enregistrés quand vous cliquez sur Retour.

2 Utilisez cet écran pour configurer la stratégie de
passerelle.

Nom : Entrez un nom pour identifier la stratégie de
passerelle.

Adresse de passerelle distante : Entrez I'adresse
IP ou le nom de domaine du routeur IPSec distant.

My ZyWALL {000
Remote Gateway :
Address |Branch0ﬁ|ce.com

3 Utilisez cet écran pour configurer la stratégie de
réseau.

Laissez la case a cocher Active sélectionnée.

Nom : Entrez un nom pour identifier la stratégie de
réseau.

Sélectionnez Unique et entrez une adresse IP pour
une adresse IP unique.

Sélectionnez Plage d'IP et saisissez les adresses IP
de début et de fin pour une plage d'adresses IP
spécifique.

Sélectionnez Sous-réseau et saisissez une adresse
IP et un masque de sous-réseau pour spécifier les
adresses IP sur le réseau par leur masque de sous-
réseau.

|Te st

HNetwork Policy Setting

" Single © Range IP * Subnet

Local Network
Starting IP Address

Ending IP Address /
Subnet Mask

{192 . 188 . 1 . 0

{255 . 255 . 265 . D

Remote Network
Starting IP Address

Ending IP Address /
Subnet Mask

" Single T Range IP * Subnet
[10 .0 .0 .0

fe55 . 0 . 0 . 0

Elackl Nextl
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Remarque: Vérifiez que le routeur IPSec distant utilise les mémes parameétres de sécurité que ceux
que vous configurez dans les deux écrans suivants.

Mode de négociation : Sélectionnez Mode Principal pour la protection d'identité. Sélectionnez le Mode
Agressif pour permettre a plus de connexions entrantes a partir des adresses IP dynamiques d'utiliser
des mots de passe séparés.

Remarque: Plusieurs SAs (associations de sécurité) se connectant via une passerelle de sécurité
doivent avoir le méme mode de négociation.

Algorithme de cryptage : Sélectionnez 3DES ou AES pour bénéficier d'un cryptage plus puissant (et
plus lent).

Algorithme d'authentification : Sélectionnez MD5 pour la sécurité minimale ou SHA-1 pour une sécurité
plus élevée.

Groupe de clés : Sélectionnez DH2 pour avoir une sécurité plus élevée.

Durée de vie SA : Définissez la fréquence a laquelle le ZyWALL renégocie I'lKE SA (minimum 180
secondes). Une durée de vie de SA courte augmente la sécurité, mais la renégociation déconnecte
temporairement le tunnel VPN.

Clé prépartagée : Utilisez 8 a 31 caracteres ASCII sensibles a la casse ou 16 a 62 caractéres
hexadécimaux ("0-9", "A-F"). Faites précéder une clé hexadécimale par un "0x” (zéro x), qui n'est pas
compté comme faisant partie de la plage de 16 a 62 caractéres pour la clé.

Mode d'encapsulation : Tunnel est compatible avec NAT, Transport ne I'est pas.
Protocole IPSec : ESP est compatible avec NAT, AH ne I'est pas.

Confidentialité de transmission parfaite (PFS) : Aucune permet une configuration IPSec plus rapide,
mais DH1 et DH2 sont plus sécurisés.
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4 Utilisez cet écran pour configurer les parametres 5 Utilisez cet écran pour configurer les paramétres
IKE (Internet Key Exchange-Echange de clé IPSec.
Internet).

IPSec Setting (IKE Phase 2)

IKE Tunnel Setting (IKE Phase 1)

28800
12345675 |
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6 Vérifiez vos paramétres VPN. Cliquer sur 7 Cliquez sur Fermer dans I'écran final pour

Terminer pour enregistrer les parameétres. terminer l'installation de I'assistant de VPN.
Suivez la section suivante pour activer la régle
VPN et établir une connexion VPN.

Gateway Policy Setting _ ) .
My ZyWALL 0.0.0.0 Congratulations. The VPN wizard configuration is
Remote Gateway Address BranchOffice.com cumplele) "

: Check our exciting range of ZyXEL products at

Network Policy Setting LS
Local Network

Starting IP Address 192.168.1.0 Having VPN access problems?
Subnet Mask 255.255.255.0
Remote Network 1. Merify your settings in this wizard.
Starting IP Address 10.0.0.0 2. Ifyour wizard entries are correct, but still cannot
Subnet Mask 253.0.0.0 access the Internet, then check that your ISP
account is active and that the settings you

IKE Tunnel Setting (IKE Phase entered in the wizard are correct.

1) 3. [IFyou still have problems, please contact
Negotiation Mode Main Mode customer support.

Encryption Algorithm DES

Authentication Algorithm  MD3

Key Group DH1

SA Life Time 28800{Seconds)

Pre-Shared Key 12345678 M

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IPSec Protocol ESP

Encryption Algorithm DES
Authentication Algorithm  SHA1

SA Life Time 28800{Seconds)
Perfect Forward Secret

{PFS) NONE

Back | Finish

8.1 IUtiliser la Connexion VPN

Utilisez les tunnels VPN pour envoyer et recevoir de maniére sécurisée, et permettre I'accés a distance aux
réseaux d'entreprise, serveurs web et e-mail. Les services fonctionnent comme si vous étiez au bureau au
lieu d'étre connecté a Internet.
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Par exemple, la régle VPN “test” permet un
acceés seécuriseé a un serveur web sur un LAN
d'entreprise distant . Entrez I'adresse IP du
serveur (10.0.0.23 dans cet exemple) comme
votre URL de navigateur. Le ZyWALL
construit automatiquement le tunnel VPN
quand vous tentez de I'utiliser.

Cliquez sur VPN dans le panneau de
navigation et ensuite sur I'onglet du Moniteur
SA pour afficher une liste de tunnel VPN
connectés (le tunnel VPN “test” est la).

VPN Rules (IKE) VPN Rules (Manual)| SAMonitor | Global Setting

Security Associations Tahle

Local Remote Encansilation IPSec
Network |Network F Algorithm

192.168.1.0 / [10.0.0.0 / ESP DES-
EI test  rcn5 2550255000 TVl pag

Refreshl Disconnect |

9 Enregistrement du produit sur myZyXEL.com

myZyXEL.com est le centre de services en ligne de ZyXEL ou vous pouvez enregistrer votre matériel ZyXEL.

1 Allez a myZyXEL.com a l'aide de votre
navigateur web.

2 Créez un nouveau compte (si vous n'en
avez pas déja un).

Remarque: Vous étes automatiquement
déconnecté de votre compte
myZyXEL.com au bout de cinq
minutes d'inactivité. Réouvrez
simplement une session dans votre
compte myZyXEL.com si cela vous
arrive.

Login /
Welcome to myZyXEL.com

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform
where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

Rermernber Usernarme: |

= Forgot Password? Click here
= If you are not a registered usel
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3 Aprés avoir créé un compte, vous recevrez un e-mail de confirmation. Cliquez sur I'URL dans I'e-mail
pour activer votre compte.

From: myzyxel-admin@zyxel, com.bw Senk: Thu 7/15/2004 11:53
To: EnR@eyxel.com, e
el

Subject:  my2y®EL.com Subscription Motice

Dear Customer,

You have registered a new account at myZyXEL com.
Here is your login information

Usernarme : zytest
Pasgward : 123466

To activate your account, please click the fallowing URL.

URL
https: e, myzysel cornfmyzyxelregisterthidFunction=L OGIN_REG&hidAction=REG_CONFIRMAACCOUNT_ID=2039

&5UB_CODE=5830326

MNOTE: If no action is taken within 3 days, your account will not be valid.
You may register again anytime at myZy$EL com

https: A myZyXEL com)

Best Regards
myzyxel-admin@zyxel com.tw
ZyXEL Communications Corporation

4 Cliquez sur Continuer pour aller a I'écran

. Login /
de connexion de myZyXEL.com.

Update Register Successful
+ Account Activation
rour account had been activated, please dick

continue button to login myZ2yXEL. com

Caomne)
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5 Ouvrez une session.

Melcome £

6 Cliquez sur le lien et enregistrez votre
matériel ZyXEL. b2

Wielzome! Cindy Yang

“rou have logged in myZyXEL.com for 1 times.

= Last viewsad

1P

® Viewed Date:
F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

(e

7 Cliquez sur Ajouter.

My Praducts / Product Registration

Product Registration

Registered Product List

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Marne Serial Number
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8 Saisissez le numéro de série
du produit dans le champ du
numéro de série.

9 Votre numéro de catégorie et
de modéle de votre matériel
s'affiche automatiquement
dans les champs Catégorie
et Modéle respectivement.
Sinon, sélectionnez les bons
dans les boites de listes
déroulantes.

10Entrez I'adresse MAC du
matériel dans le champ Code
d'authentification (il est
peut-étre déja affiché).

11Entrez un nom de description
dans le champ Nom
convivial pour les besoins
d'identification.

12Cliquez sur Enregistrer.

13Spécifiez les informations
d'achat et cliquez sur
Continuer.

14Cliquez a nouveau sur
Continuer pour terminer le
processus.

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Sarial Mumber: Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

* Categons:
- Select - =

Fleaze zelect wour correct categony and maodel.
* hadel: “fou can find it by your case.

I - Select - = I

* Authentication Code: For hardware products, this isthe physical MAC address.
Forzoftmare products, this iz a generated number that iz dizplayed after vou ing
(Upper Caze)

* Friendly Hame: Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)
underscore character, other character are not allowed.

My Praducts / Product Registration

Product Survey

¥ Purchase datel a

* *You purchased this product fram I---Select--- vl

88



FRANCAIS

15Aprés avoir enregistré [ my products / service Activation
vote matériel ZyXEL,
vous pouvez visualiser
ses informations |
d'enregistrement dans
llécran de geStion de Serial Mumber: S422928704
sewice zru?:g::tsic:aii?:i:l_:dzo: 00AOCS012345
Le matériel ZyXEL est n
maintenant enregistré,
mais le filtrage de
contenu n'est pas EALieh
activé. Pour activer le
filtrage de contenu, ||
vous devez accéder a
myZyXEL.com via
votre matériel.
Continuer par la

Service Management

zyFOct

Manage this product's registration by dicking on the appropriate buttons below:

Rename | | Transfer | ‘ Delete ‘ | Reinstall

To enable your service(s), please dick "Activate” shown below to enter your license kay(s),

Sarvice Marme Service Activation Status Expiry Data Remark

i Content Filkar Activate

section suivante.

10 Filtrage du contenu a partir d'une base données externe

Quand vous enregistrez et que vous activez un filtrage de contenu a partir d'une base données externe, votre
ZyWALL accéde a une base de données externe ayant des millions de sites web classés par catégories
suivant leur contenu. Le ZyWALL peut bloquer et/ou accéder aux sites web en fonction de ces catégories.
Enregistrez votre ZyWALL a myZyXEL.com (voir la Section 9 et procédez comme suit pour inscrire a un
filtrage de contenu a partir d'une base données externe.
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1 Dans le configurateur web de votre
matériel ZyXEL, cliquez sur FILTRE
DE CONTENU (CONTENT
FILTER), Catégories et ensuite sur
le bouton Enregistrer.

General Categories Customization Cache

™ Enable External Database Content Filtering
v Block v Log Matched Web Pages

Remarque' Vous devez aussi " Block [ Log Unrated Web Pages

utiliser les écrans FILTRE ¥ Block ™ Log When Content Filter Server Is Unavailahle
DE CONTENU (CONTENT Content Filter Server Unavailable Timeout
FILTER) du configurateur 10|10 sesonse

web du ZyWALL pour
configurer et activer le
filtrage de contenu.

s W D A 2 ST I

Click Register to register for external content filtering. You can use a
trial application or register your iCard’s PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
——

Apply | Reset |

2 L'écran de connexion de myZyXEL.com s'ouvre.

3 Entrez le nom d'utilisateur et le mot de passe de votre compte myZyXEL.com.

ZyXEL

4 Cliquez Mon Produit dans le
panneau de navigation.

5 Cliquez sur le lien dU nom dU Welcome | MyAccount | MyProduct | Download Center |
produit pour votre matériel pour
voir ses informations Product Registration My Producks / Product Registration
d'enregistrement dans I'écran de
Gestion de Service.

Product Registration

Your registerad ZyHEL products ars listad hara,

Please click the product name to see more details,

Marme Setial Number

5422928704

Add
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6 Cliquez sur Activer pour le service de filtrage de contenu pour afficher I'écran suivant.

My Products / Service Activation

Service Management

zyFocf

Serial Mumber: 5422923704
Products: ZpWaALL 70
Authentication Code: 00ADCSO123435

Manage this product's registration by clicking on the appropriate buttans below:

zyFocf Rename | [ Transfer | [ Delete | [ Reinstall

To enable your servicels), please dick "Adivate" shown below to enter your license key(s=),

Service Marme Service fekivation
1  Content Filter @

Status Expiry Date

7 Sivous voulez utiliser I'évaluation, cliquez sur

Envoyer sous Evaluation du filtrage de contenu.
La période d'évaluation commence a la date a
laquelle vous vous inscrivez.

Vous ne pouvez pas vous inscrire a une évaluation si
vous avez déja utilisé une évaluation ou enregistré
un numéro PIN d'iCard.

Si vous avez acheté une iCard, entrez le code PIN
exactement comme indiqué sur votre iCard dans le
champ Clé de Licence (code PIN). Sélectionnez la
date quand vous voulez que votre filtrage de contenu
commence et cliquez sur Envoyer sous
Informations d'enregistrement.

My Products / Service Activation
Content Filtering Trial

We offer 20-day frae trial for content filtkering sarvice,

If vou would like to have a try, please click "submit",

Registration Information

1, Enter the License Key (PIN code) exactly as shown in your iCard,

2, Content filtering bagins from the activation date.

License Key (PIN code] @ Il
Activation Date @ I2 vl = IAUG vl 5 |2004 vl

Subm
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8 Un écran apparait vous indiquant
que le service est enregistré.

Cliquez sur Continuer pour aller a Apply Standard Version Successful
I'écran de Gestion de Service. & R iR P A T :

My Products / Service Activation

“our E-rnail Address ¢ stanley_king@gfortunenet. carn
Effective Period ! 200407731 ~ 200570731
tour Mame : stanley

“rour Region Taiwan

O

9 Si vous utilisez actuellement une version d'évaluation, vous pouvez quand méme enregistrer le code PIN a
partir d'une iCard en cliquant sur Mise a niveau dans le champ Activation du Service de I'écran Gestion
du Service.

My Products / Service Activation
Service Management

zyFocf
Serial Mumber: 54229258704

Froducks: ZywaAlLL 70
Authentication Code: 00ADCS012345

Manage this product's registration by clicking on the appropriate buttons below:

zyFOcf Rename | | Transfer | | Delete | | Reinstall

Ta enable your service(s), please click "Activate" shown below to enter yaur license key(s).

Sarvice Mame Service Activation Status Expiry Date Rermark
1  Content Filter Upgrade Installed 2004-09-02 Refresh
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11 Dépannage

probléme

ACTION CORRECTIVE

Aucune LED ne

Vérifiez que votre cordon d'alimentation est connecté au ZyWALL et branché dans une prise

d'accéder au
ZyWALL a partir
du LAN.

s'allume. de courant appropriée. Vérifiez que le ZyWALL est allumé. Vérifiez toutes les connexions
cablées.
Si les LED ne s'allument toujours pas, cela signifie que vous avez peut-étre un probléme
matériel. Dans ce cas-la, vous devez contacter votre revendeur local.

Impossible Vérifiez la connexion céblée entre le ZyWALL et votre ordinateur ou hub. Reportez-vous a la

Section 1pour les détails.

Envoyez un signal Ping au ZyWALL a partir d'un ordinateur du LAN. Vérifiez que la carte
Ethernet de votre ordinateur est installée et fonctionne correctement.

Dans l'ordinateur, cliquez sur Démarrer, (Tous) Programmes, Accessoires et ensuite
sur Invite de Commande. Dans la fenétre Invite de Commande, tapez "ping" suivi de
I'adresse IP LAN du ZyWALL (192.168.1.1 est I'adresse par défaut) et appuyez ensuite
sur [ENTER]. Le ZyWALL devrait répondre. Sinon, reportez-vous a la Section 11.1.

Si vous avez oublié le mot de passe du ZyWALL, utilisez le bouton RESET. Appuyez sur
le bouton pendant environ 10 secondes (jusqu'a ce que la LED PWR commence a
clignoter), puis relachez-le. Cela rétablit le ZyWALL a ses paramétres par défaut d'usine
(le mot de passe est 1234, adresse IP LAN 192.168.1.1 etc.; voir votre Guide de
I'utilisateur pour les détails).

Si vous avez oublié I'adresse IP LAN ou WAN du ZyWALL, vous pouvez vérifier I'adresse
IP dans le SMT via le port de la console. Connectez votre ordinateur au port CONSOLE a
I'aide d'un cable de console. Votre ordinateur doit avoir un programme de communication
d'émulation de terminal (tel qu'HyperTerminal) paramétré sur I'émulation de terminal
VT100, pas de parité, 8 bits de données, 1 bit de stop, pas de contrdle de flux et une
vitesse de port de 9600 bps.

connexion VPN

Impossible Vérifiez la connexion du ZyWALL a la prise Ethernet avec l'accés Internet. Vérifiez que le
d'accéder a périphérique de passerelle Internet (tel qu'un modem DSL) fonctionne correctement.
Internet. Cliquez sur WAN dans le panneau de navigation pour vérifier vos paramétres.
Impossible Vérifiez que le ZyWALL et le routeur IPSec distant utilise les mémes paramétres VPN.
d'établir une Cliquez sur VPN dans le panneau de navigation pour configurer les paramétres avancés.

Accédez a un site web pour vérifier que vous avez une connexion Internet qui fonctionne.

11.1 Paramétrez I'adresse IP de votre ordinateur

Cette section vous indique comment paramétrer votre ordinateur pour recevoir une adresse IP dans Windows
2000, Windows NT et Windows XP. Cela permet a votre ordinateur de communiquer avec votre ZyWALL.

1 Dans Windows XP, cliquez sur Démarrer, Panneau de configuration.
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Dans Windows 2000/NT, cliquez sur Démarrer, Paramétres, Panneau de configuration.

2 Dans Windows XP, cliquez sur Connexion réseau.

Dans Windows 2000/NT, cliquez sur Connexions réseau et accés a distance.

3 Cliquez avec le bouton droit de la souris sur Connexion de réseau local et cliquez sur Propriétés.

4 Sélectionnez Protocole Internet (TCP/IP) (dans
I'onglet Général dans Windows XP) et cliquez sur
Propriétés.

5 L'écran de Propriétés TCP/IP de protocole Internet
s'ouvre (onglet Général dans Windows XP).
Sélectionnez les options Obtenir automatiquement
une adresse IP et Obtenir automatiquement une
adresse de serveur DNS.

6 Cliquez sur OK pour fermer la fenétre de Propriétés
(TCP/IP) de protocole Internet.

7 Cliquez sur Fermer (OK dans Windows 2000/NT) pour
fermer la fenétre de Propriétés de connexion au
réseau local.

8 Fermez I'écran de Connexion réseau.

Internet Protocol (TCP/IP) Properties i

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate [P settings.

l(:' Obtain an |F address automaticalld ]
—{ Use the following IP address:

21|

& Obtain DNS server address automatically

—{ " Usze the tollowing DNS server addresses:-

Adwanced... |

[

Cancel |

11.2 Procédure pour Afficher la (les) certification(s) d'un produit

1 Allez a www.zyxel.com.

2 Sélectionnez votre produit dans la boite de la liste déroulante dans la page d'accueil de ZyXEL pour aller a

la page de ce produit.

3 Sélectionnez la certification que vous désirez consulter dans cette page.
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Cenni generali

ZyWALL 70 & un firewall con funzionalita di Load Balancing, a doppia WAN, dotato di funzioni di VPN,
gestione della larghezza di banda, filtraggio dei contenuti e molto altro. E possibile utilizzarlo come firewall
trasparente ed evitare di riconfigurare la propria rete e di configurare le funzionalita di routing dello ZyWALL.
ZyWALL aumenta la sicurezza della rete offrendo porte DMZ da utilizzare per server accessibili
pubblicamente. La presente guida illustra i collegamenti e la configurazione iniziale necessari per iniziare a
utilizzare lo ZyWALL nella propria rete.

Vedere la Guida dell'utente per maggiori informazioni su tutte le funzioni.

E possibile che occorre reperire le informazioni sul proprio accesso a Internet.

aEEaEEERBS = VPN

WAN LAN (I [i ]

g ;S ==
Inte et == ¢ —_—
\_.-) \—‘-- Internet “----\_-
el

Questa guida € suddivisa nelle seguenti sezioni:

1 Collegamenti hardware 7 Firewall
2 Accesso allo strumento di configurazione 8 Configurazione delle regole di VPN
Web 9 Registrazione del prodotto su myZyXEL.com
3 Modalita Bridge 10Filtraggio dei contenuti mediante database esterno
4 Configurazione dell'accesso a Internet 11Risoluzione dei problemi
5 DNS
6 NAT

1 Collegamenti hardware

E necessario disporre dei seguenti componenti:

ZyWALL Computer Cavi Ethernet Cavo di
alimentazione

-#(TE
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Di seguito sono iIIustrati i collegamenti hardware per l'installazione iniziale.

I f|j||||'|||||||||||‘

| z LA WAN-1 WAN-2 DT 10/100

I|||||||'||||[||||[|||||||| o1 e A0 R | [ T ST e
s o L[ TE3E3C30F T oG <&

1 Utilizzare un cavo Ethernet per collegare la porta LAN a un computer. E possibile utilizzare cavi Ethernet
anche per collegare server pubblici (Web, E-mail, FTP, ecc.) alle porte DMZ.

2 Utilizzare altri cavi Ethernet per collegare la porta WAN 1 e/o WAN 2 a un jack Ethernet con accesso a

Internet.
O O
EXTENSION CARD SLOT
1]
[ f @ "
FUSE RATED: TO SAZSOVAC ~
<
(4]

L]
3 11
-]

3 Utilizzare il cavo di alimentazione fornito a corredo per collegare la presa di alimentazione (situata dietro
all'apparecchio) a una presa elettrica.

4 Posizione l'interruttore di accensione sulla posizione ACCESO e analizzare il pannello frontale. || LED
PWR si accende. Il LED SYS lampeggia mentre viene eseguito il test del sistema e quindi resta acceso in
caso di test riuscito. | LED ACT, CARD, LAN, DMZ e WAN si accendono e restano accesi se i
corrispondenti collegamenti sono stati eseguiti correttamente.
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2 Accesso allo strumento di configurazione Web

Questa sezione spiega come configurare l'interfaccia WAN 1 per 'accesso a Internet.

1 Avviare il browser. Immettere 192.168.1.1 2 Fare clic su Login (accedi)(la password
(I'indirizzo IP predefinito dello ZyWALL) nella predefinita 1234 & gia immessa).
barra dell'indirizzo.
Se non viene visualizzata la schermata di ZyWALL 70
accesso, vedere Sezione 11.1 per impostare
I'indirizzo IP del proprio computer.

Enter Password and click Login.

J File Edit Wiew Favorites Tools Help

[ eo 5 QA A @each GFovoris password: = I
|address | http:j192.168.1.1

3 Cambiare la password di accesso immettendo una 4 Fare clic su Apply (applica) per sostituire il
nuova password e facendo clic su Apply certificato digitale predefinito dello ZyWALL.
(applica).

Replace Factory Default Certificate
Use this screen to change the password.
The factory default certificate is common to all ZyWALL
models. Click Apply to create a certificate using your
ZyWALL's MAC address that will be specific to this device.

r— N

Retype to Confirm: T

5 Si apre la schermata HOME.

Per impostazione predefinita, lo ZyWALL € in modalita router. Continuare dal passo successivo se si
desidera utilizzare funzionalita di routing quali NAT, DHCP e VPN.

Passare a Sezione 3 se si preferisce utilizzare lo ZyWALL come firewall trasparente.
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6 Controllare la tabella
Network Status ZyX EL
(stato della rete). Se
lo stato della WAN 1 & B¥F¥s
not Down (non
disattivata) ed & Gt
presente un indirizzo WIRELESS LAN Wizards for WAN 1 Quick Setup

IP, passare a Sezione [kt
5 P DMZ Internet Access | WM |

SECURITY

FIREWALL
Se lo stato della WAN [

Device Information

N . . System Name:
1 & Down (disattivata) g g .
> CERTIFICATES Firmware Version: V3.64(WH.0)b1 | 12/17:2004
(oppure se n_on -e- RHUEHSELVRR Routing Protocol: IP
presente un indirizzo e Rout
IP), fare clic su S AHLED e g
Internet Access NAT Firewall: Enabled
STATCEEE System Time: 2005.01-11 08:27:37 GMT
(accesso a Internet) ROLIGHETE
. . BW MGMT Memory: 14358K/19173
e utilizzare Sezione 4 . | |
DNS Sessions: |
per configurare la REMOTE MGMT Palicy ————
WAN 1 uPnpP
Uil I e Network Status
izzare le MAINTENANCE
schermate di
NETWORK WAN

LOGOUT

(WAN della rete) se
occorre configurare lo
WAN 2. E anche
possibile configurare il
load balancing
(bilanciamento del
carico) tra le porte
WAN.

Status: Ready

3 Modalita Bridge

Quando si imposta lo ZyWALL in modalita Bridge, esso funziona come un firewall trasparente. La procedura
illustrata di seguito consente di impostare lo ZyWALL in modalita Bridge.
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1 Fare clic su
MAINTENANCE
(manutenzione) nel
pannello di navigazione,
quindi su Device Mode
(modalita dispositivo).

2 Selezionare Bridge e
immettere un indirizzo IP
(statico), una subnet
mask e un indirizzo IP del
gateway per le interfacce
LAN, WAN, DMZ e
WLAN dello ZyWALL.

3 Fare clic su Apply
(applica). Lo ZyWALL si
riavvia.

Passare a Sezione 5 se si
dispone di server che occorre
rendere accessibili dalla
WAN.

General Password

T"B';tznd |Device Mode  FAW Upload  Configuration

Restart

Device Mode

Router

The ZyWALL restarts automatically after you change the device mode and click "Apply”.

" Router
IP Address

& Bridge
IP Address
IP Subnet Mask
Gateway IP Address

(See LAN, WAN and DMZA)

1972, 988 . i1 o 3
2555, 255 .55 . 1D
1972, 388 . 1 o i3

Feset |

4 Configurazione dell'accesso a Internet

Immettere le informazioni e i parametri Internet esattamente come sono stati forniti.

Se é stato fornito un indirizzo IP da utilizzare, selezionare Static (statico) nell'elenco di riepilogo IP Address
Assignment (assegnazione indirizzo IP) e immettere le informazioni fornite.

Nota: | campi variano a seconda di quanto viene selezionato nel campo Encapsulation
(incapsulamento). Compilare i campi con le informazioni fornite dall'lSP o dall'amministratore di

rete.

Fare clic su Finish (fine) una volta terminata la configurazione.
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* Incapsulamento Ethernet

ISP Parameters for Internet Access
Configurare un servizio Roadrunner nelle

. You can select ethernet, PPPoE or PPTP according to in
schgrmate NETWORK WAN (WAN di rete) which the network you are. If you don't know, please ask
(utilizzare la scheda WAN 1). your network administrator. The most popular type of

network is ethernet.

Encapsulation IEthernet 'I
WAN IP Address Assignment

IP Address I—_l
Assignment Stalic

My WAN IP
Address I o f i &
My WAN IP
Subnet Mask I g 0 i g
Gateway IP
Address I 4 D L 4

FirstDNS Server| 0 . 0 . 0 . 0

Second DNS I
Server

=
=
=
=)

* PPP over Ethernet oppure incapsulamento PPTP

Selezionare Nailed-Up (riconnessione) quando si desidera che la connessione sia sempre attiva (questa
opzione potrebbe rivelarsi costosa se il proprio ISP applica una tariffazione a tempo dell'accesso a Internet
piuttosto che un costo mensile fisso).

Per non avere sempre attiva la connessione, specificare il tempo di timeout di inattivita (in secondi) nel campo
Idle Timeout (timeout di inattivita).
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ISP Parameters for Internet Access ISP Parameters for Internet Access

FPFF owver Ethemet «

-
—

100
i |

WAN IP Address Assignment

PPTF Configuration

o. o0 .0 .0
o. o0 .0 .0

WAN IP Address Assignment

5 DMZ

Una zona demilitarizzata (DMZ, DeMilitarized Zone) consente a server pubblici (Web, E-mail, FTP, ecc.) di
essere visibili al mondo esterno e di continuare ad avere una protezione firewall contro attacchi DoS (Denial
of Service).

Differentemente dalla LAN, lo ZyWALL non assegna una configurazione TCP/IP via DHCP ai computer
connessi alle porte DMZ. Configurare i computer con indirizzi IP statici (nella stessa subnet dell'indirizzo IP
della porta DMZ) e con indirizzi dei server DNS. Utilizzare I'indirizzo IP DMZ dello ZyWALL come gateway
predefinito.

La procedura seguente consente di configurare la DMZ se lo ZyWALL & in modalita routing.
Nota: Non &€ necessario configurare la DMZ con la modalita bridge; passare a Sezione 7.

1 Fare clic su DMZ nel pannello di navigazione.
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2 Specificare un indirizzo IP e una subnet mask per
l'interfaccia DMZ.

Se si utilizzano indirizzi IP privati sulla DMZ, utilizzare la
funzione NAT per rendere i server accessibili

DMZ

IP Alias

DMZ TCP/IP

pubblicamente (vedere Sezione 6). IP Address M. 0 .0 1
IP Subnet Mask |255 . 0 . O 0

Un indirizzo IP pubblico deve trovarsi su una subnet RIP Direction |Both =]

separata rispetto all'indirizzo IP pubblico della porta RIP Version  |RIP-1 |

WAN. Se non si configura la funzione NAT per gli Multicast None =]

indirizzi IP pubblici sulla DMZ, lo ZyWALL instrada il
traffico verso gli indirizzi IP pubblici sulla DMZ senza
eseguire il NAT. Questo potrebbe essere utile per
I'hosting di server per eseguire il NAT di applicazioni
non di semplice configurazione.

3 Fare clic su Apply (applica).

™ Allow between DMZ and LAN (vou also nesd to

cregte 3 firewall nulal)

™ Allow between DMZ and WAN

Feset |

6 NAT

Il processo di NAT (Network Address Translation, traslazione degli indirizzi di rete; NAT, RFC 1631) consente
di tradurre un indirizzo IP di una rete in un differente indirizzo IP in un'altra rete. E possibile utilizzare le
schermate NAT Address Mapping (mappatura indirizzi di NAT) per configurare lo ZyWALL per tradurre piu
indirizzo IP pubblici in piu indirizzi IP privati che si trovano sulla propria LAN (o DMZ).

Il seguente esempio consente di abilitare I'accesso dalla WAN a un server HTTP (Web) sulla DMZ. L'indirizzo
IP privato del server € 10.0.0.20.
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1 Fare clic su NAT nel pannello di
navigazione, quindi su Port

Forwarding (inoltro delle porte). ~ NAT Overview  Address Mapping | Port Forwarding | Port Triggering

2 Selc_azmnar_e la casella di controllo Port Forwarding Rules
Active (attiva).

3 Digitare un nome per la regola. A isriac [wan1 =]

4 Digitare il numero di porta utilizzata Default Server | 0 %0 50 w0 Go To Pagel 1 |
dal servizio.

m Port Translation Server IP Address

5 Digitare l'indirizzo IP del server n’—ﬁfhﬁ |—| M .0 .0 .20
6 Fare clic su Apply (applica). WWWW
ol il 0 Jo 0 o 0.0 .0 .0

Note 1: You may also need to create a Firewall rule.
Note 2: Port Translation is optional.

Feset |

7 Firewall

E possibile utilizzare lo ZyWALL senza dover configurare il firewall.

Il firewall dello ZyWALL é preconfigurato per proteggere la LAN da attacchi provenienti da Internet. Per
impostazione predefinita, nessun traffico dati pud entrare nella LAN, a meno che non & stata prima generata
una richiesta proveniente dalla LAN. Lo ZyWALL consente di accedere alla DMZ dalla WAN o dalla LAN, ma
blocca il traffico dalla DMZ alla LAN.

Se si utilizza lo ZyWALL in modalita router, continuare con la prossima sezione. Per la modalita bridge,
passare a Sezione 9.
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8 Configurazione delle regole di VPN

Un tunnel VPN (Virtual Private
Network, rete privata virtuale)
offre una connessione sicura a
un altro computer o rete.

Un criterio di gateway identifica
i router IPSec a entrambe le
estremita di un tunnel VPN.

Un criterio di rete specifica
quali dispositivi (dietro i router
IPSec) possono utilizzare il
tunnel VPN.

RTin— [Remete Networkc |
I I | |
l I!,. = AT \PgeecmROcEiterI \g‘_ .
| -_L:.c _ VPN Tunnel \"""""“ —gf)—,i 1
| <= ) 7Y ﬁ R ==<% 1
| T GaTEwAY POLICY 4 1
J i t
L__-___ ‘-------I“-“-“--------; ____—_ﬂ

NETWORK POLICY

Yuvevuvrvenr

La seguente figura illustra i campi principali nelle schermate della procedura guidata.

i' 7 Local Network | lRemote Network
| - I Remote | -
| = == I _ IPSec Router | =
L e
L Lc;lga)&(r;ldemmrk | (‘ H | Remote Network
P sl Remote i o .. IPAddress
MY SYWALL Gateway Address

=
|
|
|
|
|
.

1 Per aprire la procedura guidata di impostazione della VPN, fare clic su VPN nella schermata HOME
(potrebbe essere necessario scorrere la pagina per vedere il collegamento).
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Nota: Le impostazioni non vengono salvate quando si fa clic su Back (Indietro).

2 Utilizzare questa schermata per configurare il
criterio di gateway.

Name (nome): immettere un nome per identificare il
criterio di gateway.

Remote Gateway Address (indirizzo gateway
remoto): immettere l'indirizzo IP o il nome di
dominio del router IPSec remoto.

My ZyWALL {000
Remote Gat :
Address |Branch0ﬁ|ce.com

3 Utilizzare questa schermata per configurare il
criterio di rete.

Lasciare la casella di controllo Active (attiva)
selezionata.

Name (nome): immettere un nome per identificare il
criterio di rete.

Selezionare Single (singolo) e immettere un
indirizzo IP per un unico indirizzo IP.

Selezionare Range IP (IP della gamma) e immettere
gli indirizzo IP iniziare e finale di una gamma di
indirizzi IP specifica.

Selezionare Subnet e immettere un indirizzo IP e
una subnet mask che specifichino gli indirizzi IP su
una rete mediante la loro subnet mask.

Name

Local Network
Starting IP Address |192 : 1BBia: 1 o A

Ending IP Address /
e {255 . 255 . 265 . D

" Single © Range IP * Subnet

Remote Network " Single T Range IP * Subnet
Starting IP Address |10 . 0 . 0 . O

Ending IP Address /
Subnet Mask |255' LECR R

Elackl Nextl
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Nota: Assicurarsi che il router IPSec remoto utilizzi le stesse impostazioni di sicurezza configurate
nelle prossime due schermate.

Negotiation Mode (modalita di negoziazione): selezionare Main Mode (modalita principale) come
protezione dell'identita. Selezionare Aggressive Mode (modalita aggressiva) per consentire a piu
connessioni in ingresso provenienti da indirizzi IP dinamici di utilizzare password separate.

Nota: Piu SA (Security Association, associazioni di protezione) che si connettono attraverso un
gateway sicuro devono avere la stessa modalita di negoziazione.

Encryption Algorithm (algoritmo di crittografia): selezionare 3DES o AES per una crittografia piu forte
(ma piu lenta).

Authentication Algorithm (algoritmo di autenticazione): selezionare MD5 per una sicurezza minima
oppure SHA-1 per una sicurezza maggiore.

Key Group (gruppo di chiavi): selezionare DH2 per una maggiore sicurezza.

SA Life Time (tempo di vita SA): imposta quanto spesso lo ZyWALL negozia la SA IKE (minimo 180
secondi). Un tempo di vita di SA breve aumenta la sicurezza, ma la negoziazione disconnette
temporaneamente il tunnel VPN.

Pre-Shared Key (chiave pre-condivisa): utilizzare da 8 a 31 caratteri ASCII (con differenziazione tra
maiuscole e minuscole) oppure da 16 a 62 caratteri esadecimali ("0-9", "A-F"). Precedere una chiave
esadecimale con uno "0x” (zero x), il quale non viene conteggiato come parte della gamma di caratteri da
16 a 62 per la chiave.

Encapsulation Mode (modalita di incapsulamento): Tunnel & compatibile con la funzione NAT,
Transport (trasporto) non lo €.

IPSec Protocol (protocollo IPSec): ESP € compatibile con NAT, AH non lo é.

Perfect Forward Secrecy (PFS): None (nessuno) consente una configurazione IPSec piu rapida, ma
DH1 e DH2 sono piu sicuri.
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4 Utilizzare questa schermata per configurare le 5 Utilizzare questa schermata per configurare le
impostazioni del tunnel IKE (Internet Key impostazioni IPSec.
Exchange, scambio chiavi Internet).

IPSec Setting (IKE Phase 2)

IKE Tunnel Setting (IKE Phase 1)

28800
12345675 |
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6 Verificare le impostazioni della VPN. Fare clicsu 7 Fare clic su Close (chiudi) nella schermata finale
Finish (fine) per salvare le impostazioni. per completare l'installazione guidata della VPN.
Continuare con la prossima sezione per attivare la

regola VPN e stabilire una connessione VPN.

Gateway Policy Setting _ ) .
My ZyWALL 0.0.0.0 Congratulations. The VPN wizard configuration is
Remote Gateway Address BranchOffice.com cumplele) "

: Check our exciting range of ZyXEL products at

Network Policy Setting LS
Local Network

Starting IP Address 192.168.1.0 Having VPN access problems?
Subnet Mask 255.255.255.0
Remote Network 1. Merify your settings in this wizard.
Starting IP Address 10.0.0.0 2. Ifyour wizard entries are correct, but still cannot
Subnet Mask 253.0.0.0 access the Internet, then check that your ISP
account is active and that the settings you

IKE Tunnel Setting (IKE Phase entered in the wizard are correct.

1) 3. [IFyou still have problems, please contact
Negotiation Mode Main Mode customer support.

Encryption Algorithm DES

Authentication Algorithm  MD3

Key Group DH1

SA Life Time 28800{Seconds)

Pre-Shared Key 12345678 M

IPSec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IPSec Protocol ESP

Encryption Algorithm DES
Authentication Algorithm  SHA1

SA Life Time 28800{Seconds)
Perfect Forward Secret

{PFS) NONE

Back | Finish

8.1 Uso della connessione VPN

Utilizzare i tunnel VPN per inviare e ricevere in maniera sicura file e per consentire un accesso remoto alle reti
aziendali, server Web ed e-mail. | servizi funzioneranno come se ci si trovasse connessi direttamente
dall'ufficio invece che da Internet.
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Ad esempio, la regola di VPN “test” consente
un accesso sicuro a un server Web che si
trova sulla LAN aziendale remota. Immettere
I'indirizzo IP del server (10.0.0.23 in questo
esempio) come URL nel browser. Lo ZyWALL
crea automaticamente il tunnel VPN quando
si tenta di utilizzarlo.

Fare clic su VPN nel pannello di navigazione
e quindi sulla scheda SA Monitor (monitor
SA) per visualizzare un elenco dei tunnel
VPN connessi (nell'esempio € attivo il tunnel
VPN “test”).

VPN Rules (IKE) VPN Rules (Manual)| SAMonitor | Global Setting

Security Associations Tahle

N A R A

Network |Network af Algorithm
EI [192.168.1.0 / 10.0.0.0/ Tunnel  |FSPDES-
255 755.255.0 255.0.0.0 SHA1

Refreshl Disconnect |

9 Registrazione del prodotto su myZyXEL.com

myZyXEL.com & un centro servizi online di ZyXEL dove I'utente puo registrare il proprio dispositivo ZyXEL.

1 Aprire myZyXEL.com utilizzando il browser.
2 Creare un nuovo account (se non se ne ha

gia uno).

Nota: L'account su myZyXEL.com viene
automaticamente disconnesso dopo
cinque minuti di inattivita. Se cid
accade é sufficiente eseguire
nuovamente l'accesso a
myZyXEL.com.

Login /
Welcome to myZyXEL.com

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform
where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

Rermernber Usernarme: |

= Forgot Password? Click here
= If you are not a registered usel
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3 Dopo aver creato un account, si ricevera una e-mail di conferma. Fare clic sullURL presente nell'e-mail
per attivare I'account.

From: myzyxel-admin@zyxel, com.bw Senk: Thu 7/15/2004 11:53
To: EnR@eyxel.com, e
el

Subject:  my2y®EL.com Subscription Motice

Dear Customer,

You have registered a new account at myZyXEL com.
Here is your login information

Usernarme : zytest
Pasgward : 123466

To activate your account, please click the fallowing URL.

URL
https: e, myzysel cornfmyzyxelregisterthidFunction=L OGIN_REG&hidAction=REG_CONFIRMAACCOUNT_ID=2039

&5UB_CODE=5830326

MNOTE: If no action is taken within 3 days, your account will not be valid.
You may register again anytime at myZy$EL com

https: A myZyXEL com)

Best Regards
myzyxel-admin@zyxel com.tw
ZyXEL Communications Corporation

4 Fare clic su Continue (continua) per
passare alla schermata di accesso di

myZyXEL.com. Update Register Successful

Login /

# Account Activation
rour account had been activated, please dick

continue button to login myZ2yXEL. com

Caomne)
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5 Eseguire I'accesso (login).

6 Fare clic sul link e registrare il dispositivo

Wielzome! Cindy Yang

Welcome /

“rou have logged in myZyXEL.com for 1 times.

> Last Wiewed

*IP:

® Viewed Date:

F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

(e

7 Fare clic su Add (aggiungi).

My Praducts / Product Registration

Product Registration

Registered Product List

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Marne Serial Number
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8 Immettere il numero di serie
del prodotto nel campo Serial
Number (numero di serie).

9 La categoria del dispositivo e il
numero del modello vengono
automaticamente visualizzati
nei campi Category
(categoria) e Model
(modello), rispettivamente. In
caso contrario, selezionare le
voci corrette dagli elenchi di
riepilogo a discesa.

10lmmettere I'indirizzo MAC del
dispositivo nel campo
Authentication Code
(codice di autenticazione)
(potrebbe gia essere
visualizzato).

11Immettere un nome descrittivo
nel campo Friendly Name
(nome descrittivo), a scopo di
identificazione.

12Fare clic su Register
(registra).

13Specificare le informazioni
sull'acquisto e fare clic su
Continue (continua).

14Fare nuovamente clic su
Continue (continua) per
completare il processo.

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Sarial Mumber: Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

* Categons:
- Select - =
Fleaze zelect wour correct categony and maodel.
& hadal: “rou can find it by your case.
I--Select = 'I
* Authentication Code: For hardware products, this isthe physical MAC address.
Forzoftmare products, this iz a generated number that iz dizplayed after vou ing
(Upper Caze)
* Friendly Hame: Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)

underscore character, other character are not allowed.

My Praducts / Product Registration

Product Survey

¥ Purchase datei a

* *You purchased this product fram I---Select--- vl
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15Dopo aver registrato il
dispositivo ZyXEL, &
possibile visualizzare i
relativi dettagli di
registrazione nella
schermata Service
Management
(gestione del
servizio).

Il dispositivo ZyXEL &
ora registrato, ma il
filtraggio dei contenuti
non ¢ attivato. Per
attivare il filtraggio dei
contenuti & necessario
accedere a
myZyXEL.com
utilizzando il
dispositivo stesso.
Continuare con la
prossima sezione.

My Products / Service Activation

Service Management

zyFOct
Serial Nurmber: 5422928704

Products: ZyWALL 70
Authentication Code: 00A0CS012345

Manage this product's registration by dicking on the appropriate buttons below:

zyFOcf Rename | | Transfer | ‘ Delete ‘ | Reinstall

To enable your service(s), please dick "Activate” shown below to enter your license kay(s),

Sarvice Marme Service Activation Status Expiry Data

i Content Filkar Activate

Remark

10 Filtraggio dei contenuti mediante database esterno

Quando si registra e si attiva il filtraggio dei contenuti mediante database esterno, lo ZyWALL accede a un
database esterno contenente milioni di siti Web divisi per categorie sulla base del loro contenuto. E possibile
fare in modo che lo ZyWALL blocchi e/o registri I'accesso ai siti Web basandosi su tali categorie. Registrare lo

ZyWALL su myZyXEL.com (vedere Sezione 9), quindi effettuare la seguente registrazione per attivare il

filtraggio dei contenuti mediante database esterno.
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1 Nello strumento di configurazione
Web dello ZyXEL, fare clic su
CONTENT FILTER (filtraggio
contenuti), Categories
(categorie) e quindi sul pulsante
Register (registra).

General Categories Customization Cache

Al E0T)
™ Enable External Database Content Filtering
v Block v Log Matched Web Pages

. " Block ™ Log Unrated Weh Pages
Nota: Le Scherm_ate CONTENT ¥ Block ™ Log When Content Filter Server Is Unavailable
FILTER (flltragglo Content Filter Server Unavailable Timeout
contenuti) dello strumento di [10 " iesnseoonss)

configurazione Web dello
ZyWALL devono essere
utilizzate anche per
configurare e attivare |l

s W D A 2 ST I

i ) . i Click Register to register for external content filtering. You can use a
flltragglo dei contenuti. trial application or register your iCard's PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
——

Apply | Reset |

2 Si apre la schermata di accesso a myZyXEL.com.
3 Immettere il nome utente e la password dell'account di myZyXEL.com.
4 Fare clic su My Product (il mio

prodotto) nel pannello di
navigazione.

ZyXEL

Welcome | My Account | My Product | Download Center |

5 Fare clic sul link del nome del
prodotto per visualizzare i dettagli Product Registration N RF S RO EE Rt i
di registrazione del dispositivo
nella schermata Service
Management (gestione del [ |
servizio).

Product Registration

Your registerad ZyHEL products ars listad hara,

Please click the product name to see more details,

Marme Setial Number
5422928704

Add
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6 Fare clic su Activate (attiva) per visualizzare la schermata successiva del servizio di filtraggio dei

contenuti.

My Products / Service Activation
Service Management

zyFocf
Serial Humber: S422922704

Praducks: ZywALL 70
Authentication Code: 00ADCSOL2345

Manage this product's registration by clicking on the appropriate buttans below:

zy7ocf Rename | | Transfer | [ Delete | [ Reinstall

Service Marme

1  Content Filter

Servicedetivation

To enable your servicels), please dick "Activate" shown below to enter your license key(s),

Status Expiry Date

7 Se si desidera utilizzare la versione di valutazione,
fare clic su Submit (invia) in Content Filtering Trial
(valutazione filtraggio contenuti). Il periodo di
valutazione inizia dalla data di invio.

Non & possibile avviare una valutazione se si é gia
effettuata la valutazione o si & eseguita la
registrazione di un numero PIN di iCard.

Se si € acquistata una iCard, immettere il codice PIN
visibile sulla iCard senza errori nel campo License
Key (chiave di licenza) (codice PIN). Selezionare la
data in cui si desidera che il filtraggio contenuti inizi
e fare clic su Submit (invia) in Registration
Information (informazioni di registrazione).

My Products / Service Activation
Content Filtering Trial

We offer 30-day free trial for content filtkering service,

T you would like to have 3 try, please dick "subrmit",

Registration Information

1, Enter the License Key (PIM code) exactly as shown in your iCard,

2, Content filtering begins from the activation date,

License Key [PIN code] @ Il
Activation Date I? vl - IAUG vl - IQDD4 vl
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8 Appare una schermata che indica
che il servizio ¢ stato registrato.
Fare clic su Continue (continua)
per procedere alla schermata
Service Management (gestione
del servizio).

My Products / Service Activation

Apply Standard Version Successful

“our E-rnail Address ¢ stanley_king@gfortunenet. carn
Effective Period ! 200407731 ~ 200570731
tour Mame : stanley

“rour Region Taiwan

O

9 Si sta attualmente utilizzando una versione di valutazione, & ancora possibile registrare il codice PIN di
una iCard facendo clic su Upgrade (aggiorna) nel campo Service Activation (attivazione del servizio)
della schermata Service Management (gestione del servizio).

My Products / Service Activation

Service Management

zyFocf

Serial Mumber: 54229258704
Froducks: ZywaAlLL 70
Authentication Code: 00ADCS012345

Manage this product's registration by clicking on the appropriate buttons below:

zyFOcf Rename | | Transfer | | Delete | | Reinstall

Service Mame

1  Content Filter

Ta enable your service(s), please click "Activate" shown below to enter yaur license key(s).

Service Activation Status Expiry Date Rermark
Upgrade Installed 2004-09-02 Refresh
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11 Risoluzione dei problemi

Problema Azione correttiva
Nessuno dei LED | Assicurarsi di aver collegato il cavo di alimentazione allo ZyWALL e a una sorgente di
€ acceso. alimentazione appropriata. Assicurarsi che lo ZyWALL sia acceso. Controllare tutti i
collegamenti dei cavi.
Se i LED continuano a non accendersi, potrebbe esserci un guasto hardware. In questo
caso, € opportuno rivolgersi al rivenditore locale.
Impossibile Controllare il collegamento dei cavi tra lo ZyWALL e il computer o I'hub. Vedere Sezione 1
accedere allo per i dettagli.
ZyWALL dalla Eseguire il ping dello ZyWALL da un computer della LAN., Assicurarsi che la scheda
LAN. Ethernet del computer sia installata e correttamente funzionante.
Nel computer, fare clic su Start, (Tutti i) Programmi, Accessori e quindi Prompt dei
comandi. Nella finestra Prompt dei comandi, digitare "ping" seguito dall'indirizzo IP
LAN dello ZyWALL (192.168.1.1 & l'indirizzo predefinito) e quindi premere [Invio]. Lo
ZyWALL dovrebbe rispondere. In caso contrario, vedere Sezione 11.1.
Se si € dimenticata la password dello ZyWALL, utilizzare il pulsante RESET. Premere il
pulsante per circa 10 secondi (oppure finché il LED PWR non inizia a lampeggiare),
quindi rilasciarlo. Questa operazione riporta lo ZyWALL ai valori predefiniti (la password &
1234, l'indirizzo IP LAN & 192.168.1.1, e cosi via; vedere la Guida dell'utente per i
dettagli).
Se si dimentica l'indirizzo IP della WAN o della LAN dello ZyWALL, & possibile controllare
I'indirizzo IP nello SMT via porta console. Collegare il computer alla porta CONSOLE
utilizzando un cavo console. Il computer dovrebbe disporre di un programma di
comunicazione di emulazione terminale (come ad esempio HyperTerminal); impostare
I'emulazione di terminale VT100, nessuna parita, 8 bit di dati, 1 bit di stop, nessun
controllo di flusso e velocita della porta pari a 9600 bps.
Impossibile Controllare il collegamento dello ZyWALL al jack Ethernet con accesso a Internet.
accedere a Assicurarsi che il dispositivo gateway verso Internet (quale ad esempio un modem DSL)
Internet. funzioni correttamente.
Fare clic su WAN nel pannello di navigazione per verificare le impostazioni.
Impossibile Assicurarsi lo ZyWALL e il router IPSec remoto utilizzi le stesse impostazioni VPN. Fare
stabilire una clic su VPN nel pannello di navigazione per configurare le impostazioni avanzate.
connessione Accedere a un sito Web per verificare che si dispone di una connessione a Internet
VPN valida.

11.1 Impostare l'indirizzo IP del computer

Questa sezione spiega come configurare il computer per ricevere un indirizzo IP in Windows 2000, Windows
NT e Windows XP. In questo modo ci si assicura che il computer possa comunicare con lo ZyWALL.
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1 In Windows XP, fare clic su Start, Pannello di controllo.

In Windows 2000/NT, fare clic su Start, Impostazioni, Pannello di controllo.

2 In Windows XP, fare clic su Connessioni di rete.

In Windows 2000/NT, fare clic su Reti e connessioni remote.

3 Fare clic con il pulsante destro del mouse su Connessione alla rete locale e scegliere Proprieta.

4 Selezionare Protocollo Internet (TCP/IP) (sotto la
scheda Generale in Windows XP) e fare clic su
Proprieta.

5 Si apre la schermata Protocollo Internet TCP/IP -
Proprieta (la scheda Generale in Windows XP).
Selezionare le opzioni Ottieni automaticamente un

indirizzo IP e Ottieni automaticamente l'indirizzo
del server DNS.

6 Fare clic su OK per chiudere la finestra Protocollo
Internet (TCP/IP) - Proprieta.

7 Fare clic su Chiudi (OK in Windows 2000/NT) per
chiudere la finestra Connessione alla rete locale -
Proprieta.

8 Chiudere la schermata Connessioni di rete.

Internet Protocol (TCP/IP) Properties i

General |

*f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate [P settings.

21|

|(3" Obtain an IF address automaticall ]
—{" Use the following IP address:

& Obtain DNS server address automatically

— " Use the following DNS server addresses:-

——

———

Adwanced... |

el

Cancel |

11.2 Procedura per visualizzare le certificazioni di un prodotto

1 Aprire la pagina www.zyxel.com.

2 Selezionare il prodotto dall'elenco di riepilogo a discesa nella Home Page di ZyXEL per passare alla

pagina del prodotto in questione.

3 Selezionare da questa pagina la certificazione che si desidera visualizzare.
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Port Forwarding ( iifiEyE ) -

2 FE Active ( Efl?’:'j N AT NAT Overview  Address Mapping | Port Forwarding | Port Triggering
3 3‘?1 tﬂ;'“ Port Forwarding Rules
4 ﬁ‘ TR E'JEIU}EH}[‘&E,!% o
5 ﬁ’ﬂ HTTP fﬁjqﬁgﬁﬁﬁ IP fbdko
6 - Apply (¥FH])-

7 % ’F}%‘

RN R R ] ZyWALL -

ZyWALL (1981 FARRITIACL » 1) At LN 52 TH*‘F'@‘F AR o R IRZERIR LT LAN -
4 ] E'[Jj F"? |— [F[Egﬁ?fj LAN o ZyWALL %“ o ZFFE- WAN F7 LAN 3V DMZ > [EF{ JEEITE- DMZ %] LAN pofE
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Name ( £78): 'gFéEgEFLE'[pr‘E“ PES €7 o

Remote Gateway Address ( iBi¥ -JFﬁEJiEl""il") fiiy R
IPSec PEFIENEY TP A HE5SAf iﬁg

Gateway Policy Property

Gateway Policy Setting

0.0.0.0 |
BranchOffice.com

) T R

3 LT R g I o R GRE RO -
L Active (PRI 2V IRE]E ?VJL{J‘FL“ °
Name ( E[m) Kb ’EIJ‘F']\EIUFT i]_’.%;

E Single (f1- ) ’;'ﬁ -

IP AhgHiy TP
i]_l—o

#% Range IP (IP Ryl ) ™ ﬁ?"ﬁji IP b
[EH Jﬁlﬁflf[l“?‘ﬁq IP

i g0

VSubnet (*A
E,yl; i

Network Policy Property
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B GfEREg [PSec BRIAMIpVEE » A pl[ﬂ J et Pl P = A -

Negotiation Mode (’i’i#ﬁi Fy Ma1n Mode ( 2 Bzt VIR S T IR 525V Agaressive
Mode (2 PRiz®) [l |- @t &I 1P Ml zs:'wﬁl“ (e -

SR EE = WY 25 SA (b= '[‘?F‘ﬁgﬁ% ) SRRV AR o
Encryption Algorithm ( YFENEE ) © ¥V 3DES f% AES f"?l’ﬁl HlgEh E ( E g ) pupE .
Authentication Algorithm ( EREHFIENE ) © EV MD5 glﬁl“ fif (RpUs 2 1% > SHA-1 fudb = 1:H) ﬂi(ﬁ
Key Group ( £ ) v DH2 f"?l’ﬁlg'ﬁi’@ﬁf pud = 1

SA Life Time (SA IEE'IIH) et ZyWALL EvEres IKE SA pudfisk (f(&dfisk 180 F ) « fiafifiv SA Eﬂip r
s =k Igﬂxyﬂr%“ﬂﬁﬁnf] FIIET VPN SpJigigiast o

Pre-Shared Key ( FF-LHE]EHF) : f07] 8 Z[ 31 (W50~ Fpy ASCIT F 2@y 16 Z[ 62 (& + &6 ("0-
9", ”A-F”) 4R e —I‘i{ —,{\é{lf,éklfﬁj/*q—'{[l_ "Ox" > Fij "Ox" T\ Ep}‘ﬁ:‘iééﬁﬁfj 16 f;” 62 i[ﬁ{j»ﬁ fﬁ‘[ﬁ[lﬂj °

Encapsulation Mode ( FfZEHIZY ) : Tunnel (FHE ) =* NAT ﬁ'ﬁ [ Transport ( @Fﬁ) E
IPSec Protocol (IPSec EF4d)  ESP == NAT Af1 - [fij AH Iy

Perfect Forward Secrecy (PFS) (#“EZTFIJFJ”B"F‘) IV None (=) fi'l'J@ IPSec %Lﬁﬁﬁmﬁ‘y {E' DH1 #
DH2 55

4 r:ﬁtl*}&éf[ﬁ%iﬁwfll?é IKE (ARadee S e 5 [P dag i dh i 1FE [PSec @t -
) SRR - IR

IKE Tunnel Setting {(IKE Phase 1)
Encapsulation Mode & Tunnel © Transport

Negotiation Mode & Main Mode ¢ Aggressive Mode IPSec Protocol * ESP " AH
Encryption Algorithm ' DES ¢ AES ¢ 3DES Encryption Algorithm & DES ¢ AES ¢ 3DES 7 NULL

Authentication Authentication

" SHA1 & MD5 * SHA1 © MD5

Algorithm Algorithm
Key Group & DH1 © DH2 SA Life Time |ZBBDD (Seconds)
SA Life Time IZBBDD (Seconds) Perfect Forward Secret & Mone © DH1 © DHZ

Pre-Shared Key |123458?8 (),

Back |M|
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o

-

Gateway Policy Setting
My ZyWALL
Remote Gateway Address

Network Policy Setting
Local Network
Starting IP Address
Subnet Mask
Remote Network
Starting IP Address
Subnet Mask

IKE Tunnel Setting (IKE Phase
U]
Negotiation Mode
Encryption Algorithm
Authentication Algorithm
Key Group
SA Life Time
Pre-Shared Key

IPSec Setting (IKE Phase 2)
Encapsulation Mode
IPSec Protocol
Encryption Algorithm
Authentication Algorithm
SA Life Time
Perfect Forward Secret
(PFS)

0.0.0.0
BranchOffice.com

192.168.1.0
255.255.255.0

10.0.0.0
255.0.0.0

Main Mode
DES

MD5

DH1
28800{Seconds)
12345678

Tunnel Mode
ESP

DES

SHA1
28800{Seconds)

NONE

Elackl Finish |

8.1 '] VPN sgisse

IR VPN SR 2 B IS AR > e EE

Wt q H‘ trV

7 H- N EEE
FEEvRE o 4

VPN S
Congratulations. The VPN wizard configuration is
complete.

Check our exciting range of ZyXEL products at
http:ivwww.Zy=el.com

JHEIFI1PY Close (%EFJ) %5 VPN
s - éT‘“FuH‘ﬁ E;rn | VPN tﬁE”m

Having VPN access problems?

1. Verify your settings in this wizard.

2. K your wizard entries are correct, but still cannot
access the Internet, then check that your ISP
account is active and that the settings you
entered in the wizard are correct.

3. K you still have problems, please contact
customer support.

Close |

A A

il E R ol (el

&mﬁimﬁw~ﬁvwﬁ@ﬂﬁ@w@ﬁm e ag

B s "test" (JHIEY ) VPN H
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VPN lﬂlﬁﬁf EI grpl @ﬁ o

- gAY Fiy VPN JRE
Monitor (SA EFHE ) & &

PRRERT ("test" VPN BRE[T

)c

[1£5 10.0.0.23)

7 BRG]

ik

£V SA
g0 VPN
g7

SA Monitor

YPN Rules (IKE) YPN Rules (Manual) Glohal Setting

ESP DES-

|192 168.1.0 / 110.0.0.0 /
-SHA1

255.255.255.0 255000,  'unnel
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9 myZyXEL.com E%ﬁpﬁ_

myZyXEL.com kL ZyXEL fiUase FARFSFH - > [T

T AFEHIFE P 0 ZyXEL SEfH -

1 {2 S =] myZyXEL. com -
2 EPEARST (IPNERL TR
BRI S ﬁr‘fﬁ‘“ﬂﬁéﬁ’ g
F#Jrf{f—E/ZyXEL com HJ:VJJI SR
%lgﬂéﬂg‘ *[EPY myZyXEL. com
e

Login /
Welcome to myZyXEL.com

What's myZy XEL.com?

myZyXEL.carm provides an easy-to-use service managerment platform
where you can manage all your ZyXEL product registrations and services using your persanal

Please register your account at ryZyHEL com first,

Username: I
Pazzword: I

-

Rermember Usernarme:

= Forgot Password? Click here
= If you are not a registered usel

3R SR A -

m B FIfY URL » ?sm”u YR

From: myzyxeladmin@zyxel cam.kw
Ta: HXEX@zyxel.com. v

e

Subject:  myZyEL.com Subscripkion Motice

Sent: Thu 7/15(2004 11:58

Dear Customer,

ou have registered a new account at myZy“EL com
Hete is your login information

Usermame : zytest
Pazgward : 123456

To activate your account, please click the following URL.

URL:
https:fwww. myzyxel com/myzyxelregister?hidFunction=L OGIN_REG&hidAction=

REG_CONFIRMEACCOUNT ID=2059

&5UB_CODE=5830326

MNOTE: If no action is taken within 3 days, your account will not be valid
You may register again anytirme at myZy$EL com

hittps A, iy Ty HEL com).

Best Regards.
myzyxel-admin@@zyxel com tw
ZyXEL Communications Corporation
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4 H— ™ Continue (3@ ) Fﬁﬁﬂ

myZyXEL.com §F * # e

R

6 - ;gmf»ﬁ%tm [EPY ZyXEL HERS -

TH~ " Add (FH)

i

Login /

Update_ Register Suc:.:.e.s.s_ful .

+ Account Activation

rour account had been activated, please dick

continue button to login myZ2yXEL. com

e )

Welcome

Welcome /

Wielzome! Cindy Yang

“rou have logged in myZyXEL.com for 1 times.

> Last Wiewed

*IP:

® Viewed Date:

F Wiewed time: (GMT+2:000T aipei

register product

Mote:

Currently, thiz registration website http:foan. myzeel com

supports Vantage CHM 2.0 and ZyXEL products service activation.
For other products support, we will announce soon in our next release.

More

My Praducts / Product Registration

Product Registration

“four registered ZyHEL products are listed here,

Please dick the product nare to see more details,

Add

Marne Serial Number
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8 7+ Serial Number ( Z¥F) fi
iy @ﬁ B

9 & F”%falﬁ'ﬂﬂ* SR F AT
B Category ( JH[J) i
Model ( EI¥E) A1« pH0y=
ﬂ%ﬁ’%@ﬂﬁ?%ﬁﬂﬂw
T A

107 Authentication Code ( B&

Al ) ALl SEEIHY MAC

r‘f‘{ﬂ—- ( ﬂ%l‘i’ H ]:[" hl;lnjégj I‘H
HEYFY) ¢

117 Friendly Name ( Fi:ft'
) WAl s SN
[RE3]IR

128~ ™ Register (I?EF'J ) ©

I3 A R
Continue (3&5@ ) -

14F|#F~ * Continue (%5 )
%’Wiﬁl’[ﬁ**@ﬁ" °

Add New Product

To add a new product, please fill in the following fields.
Friendly Mame iz an alias you give the product to identify it in the product list.

marked by [*) are Required
* Sarial Mumber: Fleaze enterthe 10-digit number of the label on the unit.
(Upper Caze)

* Categons:
- Select - =

Fleaze zelect wour correct categony and maodel.
* hadel: “fou can find it by your case.

I - Select - = I

* Authentication Code: = For hardware products, this iz the physical MAC address.
= Forsofhware products, thiz is a generated number that is dizplayed after you ing
(Upper Caze)

* Friendly Hame: Fleaze give a name easy to remember foryou. Up to 30 characters. It may conta)
underscore character, other character are not allowed.

My Praducts / Product Registration

Product Survey

¥ Purchase datel d

* *You purchased this product fram I---Select--- vl

[ Continuer]
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158% [ IE[ ] 7ZyXEL %El'iﬁj My Products / Service Activation

o [ e I Serv1ce Service Management
Management (AW¥FEr®l |

) AR Y
FJ E}?—L ° zy70ct

P ZyXEL gﬂéa f=EsE Serial Number: 5422928704
11] s IH[ Jéj{_}ﬁ; -JJH" Pﬁ Products: ZywaLL 70

Authentication Code: 00A0CS012345
5'\ F;rﬂ o

FSEI
Manage Product
?fFLJJ <> L;

i E:q: [L
Manage this product's registration by dicking on the appropriate buttons below:
:;:E 175
Fl M) V

myZyXEL . com ° ﬁji’%‘?@*

— Zﬁﬁ]ijﬂ;ﬁ °

+ zy7ocf | Rename | [ Transfer | [ Delete | [ Reinstall ]

Applicable Service List

To enable your service(s), please dick "Activate” shown below to enter your license kay(s),

Sarvice Marme Service Activation Status Expiry Data Remark

i Content Filkar Activate

10 SHESEYRIT )

S R TR VRES o ZyWALL 7% 2V (M m;ﬁ;@rpl YRR R o (ST R
ﬁyw L I,BFH TH[I 5 iﬂ Mic';jﬁﬁf rmﬂf 3 myZEfXEL com R u zﬁyvﬁz—xF é%ff (%%Fﬁlﬁuﬁ? 9)
JRE LS [J‘Er B FERTIHHERRI | -

135



1 7 ZyXEL ZERIPUAHE AT ~%Uf;l U
o #- éFONTENT FILTER ([Jﬂgy‘
S{E‘}'ﬁ) SR Categories ( XHH|

Ji‘?&1 Register (P:EF'J) Het e

General ~ Categories Customization Cache

i_, ﬁk [0ty 2L, /;E = ZyWALL [J/'I ﬁ?ﬁir’ = Enahle External Datahase Content Filtering
e Tai, v Block v Log Matched Web Pages
JE%’FU '\_%ET CONTENT FILTER ( " Block ™ Log Unrated Web Pages

s .
e
R,
o (7
pePnrey]
?ﬂ‘&

=

) ;P P IH IF%“L—” ?T“J ¥ Block ™ Log When Content Filter Server Is Unavailable
° Content Filter Server Unavailable Timeout

|‘I i (130 seconds)

s W D A 2 ST I

Click Register to register for external content filtering. You can use a
trial application or register your iCard’s PIN. You can also view and
update your registration status or view content filtering reports.

Registration Status: UngegisteTes
S

Apply | Reset |

2 myZyXEL. com ﬁ - fﬁffﬁro

3 K myZyXEL. com [[RETPVIHFIE FFEFVHE -
ZyXEL

4 F— T EETAY Hi My Product (
VR GL) -

5 ’4 j\%{%“’ljé”:ﬁ#l [p[ I@;T\:[s: ’ ‘l‘i Welcome | MyAccount | My Product | Download Center |
Service Management ( Eijﬁafﬁfﬂ )
=y P[F[Iﬁﬁlﬁ Uy o Product Registration My Praducts / Product Registration

Product Registration

Your registerad ZyHEL products ars listad hara,

Please click the product name to see more details,

Marme Setial Number
5422928704

Add
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6 - Activate (F¥P]) >

B AR STy

=
i
&

My Products / Service Activation

Service Management

zyFocf

Serial Mumber: 5422923704
Products: ZpWaALL 70
Authentication Code: 00ADCSO123435

b zy7ocf Rename | [ Transfer | [ Delete | [ Reinstall

Service Marme

1 Content Filter

Manage this product's registration by clicking on the appropriate buttans below:

To enable your servicels), please dick "Adivate" shown below to enter your license key(s=),

Service fekivation

Status Expiry Date

7 U R
Trial ()7 ‘iﬁﬁ]?”ﬁ’—
FEIJF (SN H'ﬁ PRASAYE

EXAN

FY Submit (3&H!

p th,

‘[Jﬂiv

DU ST T P R I
fies > 9 T = HIGRE
;

YN (= RERE R iCard
HIE ) (PIN ) fie I
HIVP F‘ ﬁl%ﬂnﬁ”my’[
Information ( F_F'J

1 FI

) TFU Submit (&

) e

rir License Key (&

iCard Ffy
Jﬂilaﬁm Reg1strat1on
L[l )

BIN =B

%H ™ Content Filtering

=

~';‘:ﬁ:f~ﬁ iCard p¥ PIN

N

My Products / Service Activation
Content Filtering Trial

We offer 20-day frae trial for content filtkering sarvice,

If vou would like to have a try, please click "submit",

Registration Information

1, Enter the License Key (PIN code) exactly as shown in your iCard,

2, Content filtering bagins from the activation date.

License Key (PIN code] @ Il
Activation Date @ |2 vl = IAUG vl 5 |2004 vl
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o EF T ST Fl (00| & AR o
8 %Tj E' P' ’ F[J S5 [:I:EFHFE” My Products / Service Activation
— ™ Continue (§§§§?) e

Service Management ( ﬁﬁd ?TZ'E' ) Apply Standard Version Successful

e
“our E-rnail Address ¢ stanley_king@gfortunenet. carn
Effective Period ! 200407731 ~ 200570731
tour Mame : stanley
“rour Region Taiwan

"

9 PP (T R BRSNS o SBLRLT TR iCard 19 PIN > hiERLE- ™ Service Management ( HRFFHE
) #Ei Service Act1vat10n CIRF73EY ) H4° (1Y Upgrade (RIFT) -

‘r.u

My Products / Service Activation

Service Management

Product Information

zyFocf
Serial Mumber: 5422928704

Products: ZywalLL 70
Authentication Code: 00ADCS012345

Manage Product

Manage thiz product's registration by clicking on the appropriate buttons below:

> zy7ocf | Rename | [ Tansfer | [ Delete | [ Reinstall ]

Applicable Service List

Ta enable your service(s), please click "Activate" shown below to enter yaur license key(s).

Service Mame Service Adivation Status Ex=piry D ate Rernark
1  Content Filter Upgrade Installed 2004-09-02 Refresh
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ﬁl ﬁ 1> qvng*'\El E}%
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fA L1

 Up ﬁﬁiu? It - 2B
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'f»' " ZyWALL ﬂ”fﬁ? %lﬁl“ RESET (Ei) 4 - ?%Iﬂ]a[[ﬁiﬁ%:ﬁ 10 7 (e
P%R LED f7 et ) bt U 0L BRI
1234 i) LAN 1P #4145 192.168.1.1 % %F %EJ <<|E|” [FP1) > SVIEFERRYR ) ©

f/w W57 ZyWALL f9 LAN 5 WAN IP b
SMT" fliji
RIS R R

%“ il sf

IP b d-o [P RS Epgase (Console Cable) }i
i s ( R ) -
TR ] [ S ERE 'r#LﬁfU* Iy Mﬁ;ﬁftﬁtﬁ@ 9600 bps °

HEIRHIF Y (Console Port) A
Fﬂ% U CONSOLE ﬁ%ﬁfﬁ‘ L iN]
mﬁ Jh L VT100 ;ﬂffﬂﬁ%ﬁ%

,\\\i’l;tfvﬂﬁ[f}’;ﬁj} 1&%3 ZYWALL kL D i ) o SUApBRafe e i
[E

] I'DSL Eid%k&k ) ﬂlﬁll_gﬁl

= ﬂEI:?:_I ﬁl’; \v Elézl EIIEI

AL (1]

}5& *ﬁiﬁff’?&u WAN » il (Rt o

%}JL

A

SEE VPN PE ZyWALL Hiist w 1 TPSec BEFER (=] [Flfxf~ VEN r%’:”t - MRS FpY VPN o &S
SBL o

%EW% I[ﬁ{‘l ﬁﬁ!ﬂ )fﬁg\l ‘Tlrﬁlg‘}‘l ﬁ,ulﬁﬂg’\ ?IIAA |

11.1 ?ﬁ‘—_’%ﬁ‘ﬁﬁﬂ [P fHH-

+ A BIPYI{P ¥ Windows 2000 ~ Windows NT I Windows XP ! ?i—_%ﬁ}[?}fﬂf [P b dke G f

EEIHAT ZyVALL SERE
1% Windows XP It~ -~ ™ Bilf » Shiefb - *}ngﬁjurF[ .
#t Windows 2000/NT Fl1 > (R4 Bl - REEA LRI -
2 7t Windows XP [l1 > #— *?qﬁ?%‘,ﬁﬁﬁ"o
. Windows 2000/NT fl1 £~ ™ AHEEA USSR -
3 TR - N R ‘Zf‘f%’éi‘%fj?i’ o

4 #3V Internet Protocol (TCP/IP) ( 7t Win XP flifbho— o [f5 35 -

) o AR P
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5 Internet Protocol TCP/IP [Jf]ﬁr',p f BARF (7 Win 20|
XP H 'j jJ‘/\ 'lﬂg_‘::{'*d M‘E‘z‘:&f ) qVE b IP g {ll_ﬂ:l General |
FIBNSVA DNS (T80 2o - R
. R Yqu can get IP settings azzigned automatically if wour network supparts
6 EL’# S 7|j’|'§:—¢_; 5 rﬁ% ﬁfj Internet Prot 0001 (TCP/ IP) ]’7J ‘?1 this capability. Otherwise, you need to ask your network administrator for

the appropriate [P settings.

EJ rj;l‘ °
7 Ey# - F J ( 'j: W1ndows 2000/NT I: ltr'!.r ) Eﬁrjf @btain an [P a.ddress automaticall ]
ﬁ;@; | ﬂ}ﬂ Fi' 1" Uze the following IP address:
S SEL S T |F address: |
8 %%rj/ﬁ;ﬁ%;(glﬁﬁl P ! Subret mask |
Detault gateway: |

& Obtain DNS server address automatically

—{ " Usze the tallowing DNS server addreszes:-

Ereferred DHE sepver |
Altemate DS semver |

Adwanced... |
| ok | I Cancel |

B [ LR
1 Z] http://www.zyxel.com. tw/ %’ﬁf}*f"
2 7 (ORI (ZyXEL) FIEI T £ T R VR i 72 @Ff[} ISHIEE
3 TR SV R PO Y o
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