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Sonic OS 2.x Quick Start Guide

Introduction

This guide walks you through the steps required to configure a typical customer network using the
new SonicOS 2.x Enhanced firmware. If you are familiar with Sonicwall’s existing products and

firmware, this guide will help you make the transition from those products to the next generation of
Sonicwall firmware.

The example network used throughout this guide is illustrated below:

1 /™ Remote User with Global
Router IP: 208.48.32.1 / 29 AT VPNClient
WAN 1 (X1)
@427‘/: Internet 4"’\; N SonicWALL
TZ 170e
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WAN 2 (X2) 192.168.1.1/24
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| . e
208.48.32.2 / 29 SonicWALL LAN =t e
S — PRO 4060 192.168.1.1/ 24
el - o manerisE Default Gateway
10.0.0.1/24 192.168.1.1
192.168.168.168 /
DMZ (X3)
10.0.0.1/24
Default Gateway 10.0.0.1
LAN (XO0) | | |
192.168.168.1/ 24 N UN UM Mail Server &=~ Public WWW Server

192.168.168.168
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Basic WAN & LAN Configuration

Refer to the Sonicwall Quick Start Guide included on the product CD.

Security Zones and Objects

There are several new concepts introduced with SonicOS 2.x Enhanced firmware. In this section,
we’ll discuss the Security Zones and Objects. When configuring the new products, you will need to
define your Security Zones early in the setup process so that your rules, NAT entries, and objects
will be easier to work with.

Security Zones - OQverview

Sonicwall’s fourth generation appliances extend the previous architecture beyond the LAN, WAN,
and DMZ. The new products, when loaded with the Enhanced firmware, have six user-definable
interfaces. The first two interfaces (X0 and X1) are fixed interfaces, permanently bound to the LAN
and WAN zones, respectively. The remaining four interfaces, X2-X5, can be configured and bound
to any Zone.

The multiple interfaces allow the user to segment their network into a more manageable, secure
infrastructure. It also allows the user to have multiple physical segments grouped together.

This concept of multiple segments, or interfaces, logically grouped together is called Security
Zones. The Security Zone permits the user to name the Zone in a user-friendly way and to write
security rules that apply to all the segments in a Zone, without needing to address each physical
interface individually. In our example, we have two interfaces (X1 and X2), used for WAN load-
balancing and failover. If we group the two interfaces in the WAN Zone, we will only need to write
one set of firewall rules that will apply regardless of which interface is active. This greatly
simplifies the firewall rule base. The pre-defined Security Zones are not modifiable and are defined
as follows:

WAN — This Zone can consist of either one or two interfaces. If using the WAN-WAN
capability, you need to add the second Internet interface to the WAN Zone.

LAN — This Zone can consist of one to five interfaces, depending on your network design.
Even though each interface will have a different network subnet attached to it, when
grouped together they can be managed as a single entity.

DMZ — This is the Demilitarized Zone you are probably familiar with from the existing
Sonicwall product line. This Zone is normally used for publicly accessible servers.
This Zone can consist of one to four interfaces, depending on you network design.

VPN -  This predefined Zone is used for simplifying secure, remote connectivity. It is the
only Zone that does not have an assigned physical interface.

NOTE —  Even though you may group interfaces together into one Security Zone, this does not
preclude you from addressing a single interface within the Zone.

B =
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Creating a Custom Zone

There are four fixed Zone types: Trusted, Untrusted, Public and Encrypted. Only the number of
interfaces limits the number of Zone instances for Trusted and Public Zone types. The Untrusted
Zone type (i.e. the WAN) is reserved for the WAN interface(s). The Encrypted Zone type is a
special system Zone comprising all VPN traffic and doesn’t have any associated interface.

To create a custom zone, proceed as follows:

1. Select the Zones option under the Network
button of the GUI.

2. Click the Add button and the Add Zone
pop-up is displayed.

Name your Zone as desired.

4. Select whether the Zone is Trusted or
Public.

5. If Content Filtering is desired, select the
checkbox.

6. If AV enforcement is desired, select the
checkbox.

7. If multiple interfaces are assigned to this
zone, selecting the Allow Interface Trust

Mame: My Custom Zone

Security Type:

™ Enfarce Gontent Filtering Service
I~ Enforce Anti-Virus Service

¥ allow Interface Trust

| Ready

option automatically adds the required access rules to allow hosts on those interfaces to

communicate with one another.

8. Click OK to save your settings. The new custom Zone is displayed in the Zones window.

Network > Zones

Zone Settings

MName Security Type Member Interfaces Interface Trust Content Filtering Anti-¥irus Configure
I LAN Trusted X0 v &
I WA Untrusted K1,42 &0
r DMz Public %3 v e
™ WP Encrypted MiA &€
[T MyCustom Zone  Trusted MIA U &} 5]
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Security Zones - Configuration

The following will guide you through the process of configuring and assigning interfaces to
Security Zones:

1. We start out with the LAN and WAN interfaces as previously defined.

2. Click the configure icon ( ‘?9 ) associated with the X2 interface.
3. Select the ZONE as WAN and the IP

assignment as PPPOE. General
4. Add the User Name and Password HECEice S7. Setlngs
assigned to the PPPoE DSL account. Zone: WAN
Enter a Comment if desired. G
User Mame: Tom
Decide if you want to allow User Password: e
M_an_agement and User Logins on e T—
this interface. Management " HTTP ¥ HTTPS ™ Ping I SWP
7. If the ISP provided you with a Static T M B
IP address Se|eCt ‘SpeCIfy IP ™ Inactivity Discannect (minates): |1
Address’ and enter the assigned = GBI P ASATBS S ATl
Statlc IP " Specify IP Address: 0.0.0.0
8. If you want to set your own DNS & Obtain DN Server Address Autamatisall
servers, as opposed to the DNS CEpeDtcseneeoooo 0

servers automatically provided by pono
the PPPoE connection, click ‘Specify
DNS Servers’ and enter the values.

9. Select the Ethernet tab. Cancs|

NOTE — Even though the Sonicwall auto-negotiates the Ethernet settings, you should make it a
habit to force the settings to match the connected network equipment.

10. Select the “Force’ checkbox and enter the

appropriate values for the DSL modem B
connected to the X2 interface. Ethetriet Settings
11. If required, make the appropriate Char‘lges to Intetface MAC Address: DD:06:81:11:00:72
the MTU and fragment settings based on your @ Auto Negotiate
configuration. For normal installations, ¢ Force | 10 Mops ]| Half Duplex 7]
changes should not be required. Interface MTU: 1500
12 If USing BandW'dth Management enter the | Fragment non-YPH outhound packets larger than this Interface's MTU
available bandwidth for this DSL connection. R Rt

Bandwidth Management

13. Click OK to save your settings. The new
WAN interface is displayed in the settings: ™ Enable Bandwidih Management

Available Interface Bandwidth (Kbps):  (20.000000

SONICWALL™>

14. We will also need a DMZ configured for our
installation. Click the configure icon associated with the X3 interface.
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15. Select the Zone as DMZ.

16. Enter the IP address assigned to the X3 interface. Enter the network mask assigned to the
interface.

17. Enter your comments as applicable.
18. Decide if you want to allow Management and User Logins on this interface.

19. Select the Ethernet tab. As above, make the appropriate entries based on the equipment to be
installed on the DMZ Zone.

20. Click OK to save your settings. The new DMZ interface is displayed in the settings.

Network * Interfaces F

Interface Settings

Name Zone IP Address Subnet Mask IP Assignment Status Comment Configure
X0 LA 192168 168168 255.255.255.0 Static 100 Mbps hal-duplex  Default LAN %:}
i WAN 208.48.32.2 255.255.255.248  Static 100 Mbps full-duplex  Default WAN &":}
w2 WA 0.0.0.0 0.0.0.0 T Nolink Verizon xDEL o0
H3 D 10.0.041 2552562550 Static Mo link WYY Server DMZ &}
4 Lnassigned 0.0.0.0 0.0.00 Tl Mo link @
HA Unassigned 0.00.0 0.0.00 QI Mo link %9

Objects/Groups - Overview

Sonic OS Enhanced introduces the concept of Objects to your security policy. Objects are either
pre-defined or user-defined elements that can be used by themselves or in groups. Objects relate to
network elements (hosts, subnets or ranges), users, and services. Throughout the new Enhanced
firmware, we will need to define objects and groups in order to create the desired security policy.

Example 1 - We want to write firewall rules to allow mail in to and out from our mail server.
Instead of just using the mail server’s IP address, we’ll create an Address Object called ‘Mail
Server’ and write our firewall rules using this object. If we ever change the address of our mail
server, just a simple change of the object will ensure that the address is changed wherever it may be
in use.

Example 2 — We would like to block users from accessing Instant Messengers during work hours.
We know that the IM services need to connect to certain servers and we know what the IP address
ranges are for those servers. The problem is, there are a lot of ranges! The solution: create address
objects for each of the IP ranges. Add those address objects to a group called “Instant Messengers’,
and write a rule that denies all access to the Instant Messenger group. You’ll see later on that this
will result in a single firewall rule, instead of the six or more that would have been required without
groups.

The same concept of creating an IP address object or group also works for Users and Services.

= SONICWALL>
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Obijects and Groups - Configuration

The following will guide you through the process of creating objects and groups. We will use the
Instant Messenger example from above.

Define the Objects:
1. Select the Address Objects option under the

Marme: |“r’ahnc| Ih 1
Network button of the GUI. -
. Type: |R vI
2. Click the Add button under Address ' —
Objects. Starting P Address:  [215 136 227 1
Enter an applicable name for the object. Ending IP Address:  |215.136.227.254
4. Select the object type (Host, Range, or Zone Assignment. VAN =
Network).
|Ready

NOTE — Settings will be slightly different for
other objects. For the Mail Server in the
example, select the Host type. For the
VPN, select the Network type.

Enter the Starting and Ending IP addresses.
Select which Zone the range is located on.

7. Click OK to save your entries. Repeat the steps above for the other Instant Messenger
services, defining all IP addresses and networks. When completed, you will have a list of
Address Objects displayed.

W name Address Detail Configure
I~ vy Server 10.0.0.2/266 2466 256 256 Host DMZ (\f}@
[T Mail Server 1021681684255 255 255 255 Host AN (\f}@
™ Lacal LA 192.168.168.1/255.255.255.0 Metwark LAM 3}@
[T TZ170 Remate LAN 192.168.1.2/266.265 2560 Metwork WP Q\f} i
™ vahoo IM 1 26.136.227.1 - 216.136.227 254 Range WUAR (;\”}ﬁ
™ AOLIM 1 £4.12.26.1 - 64.12.26.254 Range WUAR @}@
™ MM 207 46.110.1 - 207 461101 Range VAN (\f}@
™ MMz F5.54.105 253/265 255 255 255 Host WUAR (\f}@
T MSNIM 3 207.68.171.230/255.255.255.255 Host VUAR 3}@
T aoLM2 205.188.10.1 - 205.188.10.254 Range WUAR ‘5\5};@
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8. Repeat the steps above to define other address objects required for your installation. In the
case of our example, you’ll need to create objects for:

a. Web Server (10.0.0.2/32)

b. Mail Server (192.168.168.4/32)

c. Local Pro 4060 LAN for the VPN (192.168.168.0/24)
d. Remote TZ170 LAN for the VPN (192.168.1.0/24)

Define the Group:
1. Click the Add Group button

under Address Groups. Name: N [Instant Messengers
2. Enter a name for the LA Subngte = "ahoo M 1
' WWARN Subnets AOL M 1
Address Group. DMZ Subnets WS I 1
AllWAN TP I o ol RS M 2
3. Select the IM address LAN Primary IP Ji] MSH Ih 3
- - . LAM Pri Subnet i e o | AOL IM 2
object_s previously defined Gl Fr.';”rj;{y el = |
and click the -> button to gﬁg Primary Subnet
move them into your group. "3 Gubnet -

4. When they are all selected,
click OK to save your
selections.

| Ready

That’s it! Later, we’ll make use of this group in a rule to block 1M access.

Address Groups

wiew Style: ™ Custom Address Objects ¢ System Address Ohbjects ¢ All Address Objects

m & Name Address Detail Configure
[T [El Instant Messengers Group @ ﬁ

¥ ahoo IM 1 216136.227 .1 - 216.136.227 254 Range WA & ﬁ

P oACLIM1 G4.12.26.1-64.12.26.254 Range WARN wﬁ

B MSM I 1 207.46.110.1 - 207.46.110.1 Range WA & ﬁ

P MSM IM 2 f5.54.195.253/256.255.255.255 Host WAAR w @

P MSH M 3 207 68.171.238/255.255.255.255 Host WA w ﬁ

b AOLIM 2 205188101 - 205.188.10.254 Range AR @ @
L Dek:
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Firewall Access Rules

With Sonic OS Enhanced, you will find much more functionality and flexibility when configuring
Firewall Access Rules. However, rule configuration requires advance planning and depends on the
proper configuration of Interfaces, Zones, NAT Policies, Network Address Objects, Service
Objects, and Schedules. Now that we’ve covered Interfaces, Zones, and Address Objects, let’s
compare rule creation on SonicOS Enhanced to Sonicwall 6.x firmware.

“Public LAN Server”

The most common access rule

created in 6.x firmware is the senices AddSenice fles e AADIUS Managemen
“Public LAN Server”. Network Access Rules (By Service)
Specifying a “Public LAN
Server” in 6.x firmware LAN Out Public LAI Server
automatically took care of iice (EXTE) [ 0000
everything for the administrator File Transfer FTF) M@ 0000
behind the scenes — NAT, Send Email (SMTP)  [(1® 0.0.0.0
service (protocol/port) Retrieve Emall (POP3)  [£]® ooon
definition, firewall rule, etc.: Name Service ONS) [H® 0.0.0.0

Wews (NNTE)  [#]® 0000
Referring to the screen shot, if Ping H® 0000
public access to an SMTP server ey Bxchange (KE)  0® 10.50.185.52
was required, you could simply Terminal Services (@ 0.0.00
supply the private IP address of Defali 1

that server next to “Send Email”
in the “Public LAN Server”
field.

Completing the same task with SonicOS Enhanced requires a few more steps. First, we must ensure
that we have a Network Address Object defined that contains the actual IP address of the SMTP
server. From our work in previous sections, we see that the “Mail Server” object does indeed exist.
Next, we must establish a NAT policy for the mail server:

SONICWALL




Mail Server NAT Policy:
To create an Inbound NAT policy for our Mail Server:

0.
10. For Outbound Interface, select ANY.

Select the NAT Policies option
under the Network button of the
GUIL.

Click the ADD button.

For Original Source, select ANY.
Allow E-Mail from anywhere on
the Internet.

For Translated Source, select
Original. We want to leave the
original source IP address alone.

For Original Destination, select
WAN Primary IP. Incoming mail
is being sent to the routable WAN
IP of the Sonicwall.

For Translated Destination, select
the Mail Server address object.
This causes the incoming mail to

Sonic OS 2.x Quick Start Guide

General

Original Source; |Any

Translated Source: |Origina|

Qriginal Destination: |WAN Primary IP

Translated Destination: IMaiI Server

Criginal Service: |SMTF' (Send E-Mail)

Led Ll bef befle] L]

Translated Service: |Origina|

Inbound Interface: FA .

Outhound Interface: lAny 'I

¥ Enahle

Comment

Comment [Mail Server on LAN NAT policy

o | coneer | ren |

be routed to the private IP address (192.168.168.4) defined by the Mail Server address

object.

For Original Service, select SMTP (Send E-Mail). We only want this translation to work for

E-Mail.

For Translated Service, select Original. Our mail server is expecting SMTP on port 25, so
we leave the service as the original, no service translations required.

For Inbound Interface, select X1 (the primary WAN).

11. Click OK to add the NAT policy.
Mail Server Firewall Policy:

This NAT policy will take any TCP packets coming in on the primary WAN interface that are
destined for port 25, and redirect them to the IP address of the Mail Server. This is a great start to
allowing access to our mail server, but we’re not done yet — next we must specify an Access Rule
allowing the traffic to pass through the firewall.

First, we must ensure that we place the access rule correctly in the Zone matrix. The Zone concept
essentially creates a matrix of rulesets, with each ruleset applying to traffic from one zone to
another. Since this rule will apply to traffic coming in from the WAN zone and destined for the
LAN zone, we’ll need to edit the appropriate rules as follows:

B =
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Firewall > Access Rules I Restore Defaults... F

Access Rules

View Strle:  © Matrix O Drop-down Boxes ¢ Option Buttons ¢ &ll Rules

From /To

& Y ®
& W &
& Y &
® & ®

1. Click the intersection of the WAN (on the left) and LAN (on the top) to display any rules
applicable for incoming packets from the WAN to the LAN.

2. Click ADD, to create a new
entry in the WAN > LAN General
ruleset for our Mail Server.

Action: @ allow T Deny ¢ Discard
3. Select the ALLOW radio
button. Senice: [SMTP (Send E-Mail)
4. For Service, select SMTP Rits | Any
(Send E'Mall) We Only Want Destination: |WAN Primary IP
to allow E-Mail in to our mail Users Allowed: | Al
server. Schedule: !Always on
Logging: v
5. For Source, select ANY. Allow
incoming E-Mail from any Gomment

location. Comment [Allow SMTP 1o the VAN IP

NOTE — Unlike the 6.x firmware,
the firewall rule is written

for the routable WAN IP
address, not the private IP

address of the Mail | 0K

Server.

6. For Destination, select WAN Primary IP. All incoming mail is being sent to the IP address
assigned to the WAN interface.

7. For Users Allowed, select all. You should not restrict E-Mail by using User Level
Authentication.

For Schedule, select Always On. We want to always allow incoming E-Mail.
Add your own comments as desired.
10. Click OK to add the new firewall rule.

SONICWALL>
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While there are many other possibilities for creating Access Rules in SonicOS Enhanced, this
“Public LAN Server” example should give you an understanding of where to start. In this section,
we saved a couple fields for future explanation, so let’s talk about them now:

User Level Authentication and Schedules

Back in the “Objects” section we created an Address Object Group called “Instant Messengers”.
Let’s put this group to use in a rule, and combine it with User-Level Authentication (ULA). This
combination will allow us provide IM services on a user-by-user basis. Then we’ll take it one step
further, and use a schedule to apply the rule during certain days and times only.

NOTE — Before creating the rule, you must first ensure that the user and/or group exist. User
level authentication can be accomplished with either the built-in, internal User database
of the Sonicwall, or via a Radius server.

Create User(s) & Group(s):

You can use the following steps to create additional Users and Groups for other purposes, such as
VPN Client access.

Seftings

To create a User and associated Group:

User Settings

1. From the GUI, select the USERS option, Kaie
and then LOCAL USERS. e

Click the ADD USER button. o =

Enter the User’s.Name and Password.
Click OK.

4. Repeat the previous steps to create [ o |
additional users, as required.

5. Select LOCAL GROUPS and then select

Privileges: ™ Bypass filers

™ Limited management capahiliies

Seftings

ADD GROUP. _
Sroup Settings
6. Enter a name for the Group (we called Narne Powes Mers
ours “Allowed IMers”). Fitleges: ™ Bass flers

™ Limited management capabiliies

7. Select the MEMBERS tab.

8. Select the User we previously created and
click the *->" putton to make them a
Member of the group. Repeat for
additional Users, as required.

9. Click OK.
Create Firewall Rule:

To create the Firewall rule to limit Instant Messenger usage to only those in the group:

1. From the GUI, select the FIREWALL option.
2. Click the intersection of the LAN (on the left) and WAN (on the top) to display any rules

applicable for outgoing packets from the LAN to the WAN. /_5
SONICWAL
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3. Click ADD, to create a new
entry in the LAN -> WAN

General

rU|eset fOf our IM users. Action: & Allow T Deny ¢ Discard
4. Select the ALLOW radio
button Service: lAny

Source: |LAN Subnets

5. For Service, select ANY. We
want to block all access to the
IM registration sites.

Destination: |Instant hessengers

Users Allowed: lAIIowed IMers

Schedule: !Always an

6. For Source, select LAN Logging: W
Subnets. This will apply the
rule to all networks in the LAN
Subnets group.

Comment

Comment: |Block ACL, MSHN, and ‘r’ah00|

7. For Destination, select the
custom address object group,

Instant Messengers. You can
add additional IM sites as oK

required.

For Users Allowed, select the custom user group, Allowed IMers.

For Schedule, select Always On. Or, you can select a predefined schedule, such as After
Hours. This limits the user’s access to IM programs to only non-work hours. You can also
create your own schedule, if desired.

10. Add your own comments as desired.
11. Click OK to add the new firewall rule.

Note that in the “Users Allowed” field we’ve placed the “Allowed IMers” user group. This means
that the rule will only apply to users who have first logged in with the appropriate username and
password. To use IM programs, a user would first launch a web browser and point it to the
Sonicwall’s LAN IP address (http://192.168.168.168, or whatever that address may be). After
supplying the username and password, the user will be authenticated and will then have rights to use
this rule — in other words, they can launch those IM clients!

Building VPNs

With Sonic OS Enhanced, you will find all of the VPN capabilities of the previous firmware and
more. Some of the new features are:

* The ability to define both a Primary VPN Gateway and a Secondary VPN Gateway for use
in the event the primary is unavailable.

*  For interoperability, the ability to define whether to use an IP Address, Domain Name, E-
Mail Address, or the Sonicwall Identifier as a means of authenticating IKE negotiations.

* The ability to specify both the local protected network and the remote network, allowing a
level of granularity that wasn’t before available.

SONICWALL
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* The ability to NAT traffic as it enters the VPN Tunnel, or as it exits (inbound or outbound),
and the capability to have firewall rules specified on VPN traffic.

Defining the Security Associations (SA

For the purpose of this example, we will keep the VPN configuration simple. Refer to the network
diagram at the beginning of the document for the specifics. You should have already defined
Address objects for the local network (behind the 4060) and the remote network (behind the

TZ170).
On the Pro 4060, define the SA as follows:
1. From the GUI, select the VPN

/3§ ¥PN Policy - Microsoft Internet Exj

General

Security Policy

option, and then click ADD.

2. For IPSec Keying Mode, select IKE -
using Preshared Secret.

IPSec Primary Gateway Name or Address

IIKE using Preshared Secret

fTo_1z170

jopooo

IPSec Secondary Gateway Name or Address: |D 000

3. For Name, enter an appropriate name

Shared Secret.

|snn|cwa\|

for this VPN SA.

Local IKE 1D {optional)

| SonictALL Identifier = | J0007b2020626

Feer [KE ID {optionaly:

4. For both the IPSec Primary and
Secondary Gateways, enter 0.0.0.0.
The remote TZ170 receives a
dynamic IP address from the ISP, so
an Aggressive Mode IKE is required.

5. For Shared Secret, enter an
appropriate combination of
characters and numbers.

6. For the Local IKE ID, select
Sonicwall Identifier and enter the
serial number of the Pro 4060.

/3 ¥PN Policy - Microsoft Internet Explorer

Metwrark

Local Networks

| SaricwaLL identifier >| [0007b2042818

— o e [ tep |

¥ Choose Iocal network from list

7. For the Remote IKE ID, select
Sonicwall Identifier and enter the
serial number of the TZ170.

8. Select the Network Tab.

9. For the Local Network, choose the
address object previously defined.
For this example, we created an
address object for the LAN subnet
connected to the X0 interface
(192.168.168.0/24). The VPN will
only allow traffic from the X0 IP
Subnet to the remote TZ170.

10. For Destination Networks, select the

" Any address

Destination Networks

" Destination network obtains IP addresses using DHCP through this YPR Tunnel
TZ170 Remote LAN B3|

* Choose destination network from list

¥ P Subret |

" Local network obtains IP addresses using DHGP through this ¥PR Tunnel

™ Use this ¥PN Tunnel as default raute for all Intemet traffic

o 0 oo N e |

previously defined address object for
the network located behind the TZ170 (192.168.1.0/24)

B =
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11.
12.

Select the Proposal tab.

For Exchange, select Aggressive
Mode. Remember, the TZ170
receives a dynamic IP address
from the ISP.

Select the rest of the Phase 1 and
2 proposal settings as required.
Ensure that they match up with
the settings you make on the
TZ170.

13.
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/3 PN Policy - Microsoft Internet Explorer

Proposals

IKE {Phase 1) Proposal

=011 %]

Exchange

DH Group: | Group 2

Encryption |3DES

Authentication:

E

28300

Life Titrie (seconds):

Ipsec (Phase 2) Proposal

Frotocol IESF‘

Encryption |3DES

Authenfication: |SHA1

I~ Enable Perfect Forward Secrecy

14. We will not use any of the oo oo 2]
Advanced Setting for this e e Smconsy E——
example.

15. Click OK.

o< B cunca P s |

For the TZ170, we assume that it is also running the Enhanced software. Define the TZ170 SA as

follows:

1. From the GUI, select the VPN
option, and then click ADD.

2. For IPSec Keying Mode, select
IKE using Preshared Secret.

3. For Name, enter an appropriate
name for this VPN SA.

4. For the IPSec Primary
Gateway, enter 208.48.32.2.
This is the IP address assigned
to the X1 WAN interface of the
Pro4060.

5. For the IPSec Secondary
Gateway, enter 0.0.0.0. The X2
WAN interface of the Pro 4060
receives a dynamic IP via
PPPoE. If it was a static IP, you
could enter its IP as the IPSec
Secondary Gateway.

3 ¥PN Policy - Microsoft Internet Explorer

General

Security Policy

=101

IPSe: Keying Mode: |IKE using Preshared Secret

El

Marne |TO_PRO40E0

IPSec Primary Gateweay Mame or Address: |2I]B 48322

IPSec Secondary Gateway Name or Address: |D ooo

Shared Secret |somcwa|l

Loeal IKE 1D {optional): | SenicwALL dentifier x| j0007b2042818

Peer IKE ID foptional: | SonieWALL dentifier x| 0007 b2020825

o f coea B ep |

6. For Shared Secret, enter the same value as the Pro 4060 Shared Secret.

For the Local IKE ID, select Sonicwall Identifier and enter the serial number of the TZ170.

B =
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10.

11.

12.
13.

14.

15.
16.

17.
18.

For the Remote IKE ID, select
Sonicwall Identifier and enter the
serial number of the Pro 4060.

Select the Network Tab.

For the Local Network, choose
LAN Primary Subnet. This is a
pre-defined address object for the
LAN interface of the TZ170.

For Destination Networks, select
the previously defined address
object for the network located
behind the Pro 4060
(192.168.168.0/24)

Select the Proposal tab.

For Exchange, select Aggressive
Mode. Remember, the TZ170
receives a dynamic IP address
from the ISP.

Select the rest of the Phase 1 and
2 proposal settings as required.
Ensure they match up with the
settings you’ve made on the Pro
4060.

Select the Advanced tab.

Check (turn on) the Enable Keep
Alive option. This will keep the
tunnel active and will renegotiate
the tunnel if the WAN IP of the
TZ170 changes.

Click OK.

You should now be able to
communicate between the two
Sonicwalls via the VPN.

Sonic OS 2.x Quick Start Guide

Metwark

=10l

Local Networks

LAM Primary Subnet j

 Chaose local network fram list
" Lacal network obtains IP addresses using DHCP through this ¥PN Tunnel
" Ary address
Destination Networks
" Use this VPM Tunnel as default route for all Internet traffic
" Destination network obtains IP addresses using DHCP through this WP Tunnel

PROA0G0 Remate LAN |

% Chonse destination netwotk fram list

[ ool | op |

; ¥PN Policy - Microsoft Internet Explorer

Proposals

IKE {(Phase 1) Proposal

Exchange

DH Group |Gr0up 2

Encryption |3DES

Authentication: |SHA1

26500

Life Tirre (seconds):

Ipsec {(Phase 2) Proposal

Protocol | ESP

Encryption IEDES

Authenticatian: |SHA1

™ Enable Perfect Forward Secrecy

DH Group:

Group 2 =
28300

Life Tirre (seconds):

— o< f el - ep |
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WAN-WAN Load Balancing & Fail Over

SonicOS Enhanced provides the capability to connect two WAN links and configure them for Load
Balancing and/or Fail Over. This is the perfect feature for customers who want to back up their T1
lines with DSL or Cable. The dual WAN links can be setup either as Active-Active or Active-
Passive. Depending on your customer’s requirements, you’ll need to determine which set up best
fits their needs.

Active-Active  This provides outbound load balancing between the two WAN links based on one
of the three available algorithms. Inbound load balancing is not directly supported.
However, selected services (E-Mail and VPN) can be configured to failover from
one WAN link to the other. These two scenarios require static IP addresses on both
WAN links.

Link states can be monitored in one of two ways. By default, each WAN link will
be monitored at the physical level. For most applications, customers will also want
to configure Probe Monitoring, which adds monitoring at a logical level using
either TCP connection requests or ICMP. This allows a failure of an upstream
device to be detected.

Active-Passive Only the Primary WAN link is active, unless a link failure is detected. Although
the Secondary link is unused except during a failure of the Primary, greater
redundancy can be achieved for inbound traffic. For example, a third-party
dynamic DNS client could be used to ensure that DNS records always reflect the
currently active WAN link.

WAN Failover

In order to configure the Failover and Load [ Gererel | Ehemet ] rratceol [
Balancing feature, you must first configure the | mterface 'x2* settings
second WAN interface and assign it to the

Zone: WEAN B
WAN Zone. For our example, the Se_conda(y A e
WAN is an xDSL line with a dynamic IP via Jeor Harms p———
PPPoE. You’ll need to configure your SontPaceens e —
Secondary WAN based on the type of S R
connection your customer provides. ' '

Managerment [T HTTP ™ HTTPS T Ping T SHWP
On the Pro 4060, configure the settings as peerteain | HTTE T TS
fOIIOWS I Inactivity Disconnect (minutesy: |1U

& Obtain IP Address Autormatically

" Specify IP Address: IEI.EI.EI i]

' Obtain DNS Server Address Automatically

1. From the GUI, select the NETWORK
button and then WAN Failover & LB.

2. To enable outbound load balancing, s T
click the enable checkbox. With only P
this checkbox enabled, the Sonicwall
only tests the physical link status. Readly

- = SONICWALL>
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3. Customize the probing interval, deactivate, and WAN Failover & Load Balancing
reactivate values as required.

¥ Enable Load Balancing

Prirnary YWAN Interface: I 1

=

NOTE — Be careful with the values you set. Making them

too small may cause the Sonicwall to identify a Secondary WAN nfrface: @
link as down even if connectivity was only briefly | chackinterace evary g seconds
interrupted.

[¥5)

Deactivate Interface after I missed intervals

4. Select the Enable Probe Monitoring, if you want to do | Reattateinteriaceater | successtul intervals

both physical and logical link monitoring. If selected, | ¥ enabieProbe Monitorng | EoRfiGH=S
you will also need to configure the monitoring.

[¥5)

5. Click the configure button.

6. Set up your probe sites, as required, based | Primary WANProbe Settings

IP Address: Fort:
on the customer’s needs.
Probe Target [TcP x| f216.182.1.1 =
7. Click OK. OR =

Probe Settings Logic Optional Probe Target: [TCP =l p16.1s2.1 .2 |53

AND The AND option requires that both the | Secondary WAN Probe Settings
. IP Address: Fort:

Probe Target and the Optional Probe

Probe Target: |Ping cvP) x| | 66.218.71.198 f50

Target are active for the link to be
considered UP. Both the Probe Target OR =

and the Opt'onal Probe Tal‘get must Optional Probe Target |Ping (ICMP) x| [198.133.212.25 jz0
have valid entries.

| Ready

OR  The OR option requires that only one
of the probe targets be active for the
link to be considered UP. The Optional
Probe Target is not required when
using the OR logic.

As you can see, you have the option to probe 1 and/or 2 locations for each WAN link to
determine if the link is functioning. You also have the option to probe using a protocol other
than ICMP (ping).

For the Primary WAN, we are testing via DNS to our ISP’s two DNS Servers. If connectivity is
good to either DNS server, the link is considered UP.

For the Secondary WAN, we are using two public web sites, via ping, for testing the status of
the xDSL link.

SONICWALL>
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WAN Load Balancing

As previously mentioned, the Load Balancing capability can be Active-Passive, or Active-Active.
If you decide to use the Active-Active option, you will select one of the three load balancing

algorithms.

Round Robin  The Sonicwall balances the outgoing ~ @utbeund Load Balancing Method
traffic on a per-destination basis by  Basic ActivelPassive Failover
examining source and destlnat'on IP % Preerpt and failback to Primary WAN when possible
addresses. % Per Connection Round-Rohin

© Zpillover-Based

Spill Over The Sonicwall balances the outgoing
traffic on a spillover basis when a
bandwidth maximum is reached on
the Primary WAN. You must specify
the maximum bandwidth to use on et
the Primary WAN before traffic is sent via the Secondary WAN.

Send traffic to Secondary WAk when bandwidth exceeds ID Khps
© Percentage-Based

Primary WAN Percentage: |1DD

Percentage The Sonicwall balances the outgoing traffic on a percentage basis of the total
bandwidth available on the two WAN links. You must specify the percentage of
bandwidth for the Primary WAN link and the Sonicwall automatically allocates the
remaining percentage to the Secondary link.

1. From the GUI, select the type of Load Balancing that fits your customer’s needs.

2. For other than Round Robin, enter the appropriate bandwidth amount or spillover
percentage.

3. Don’t forget to click the Apply button at the top of the page!

NOTE — Before the load bal ancing is J Edit NAT Policy - Microsoft Internet Explorer
complete, you must create a NAT
rule for the second WAN ]
interface.

Original Source; |LAN Subnets

Translated Source: I)Q IP

4. From the GUI, select the Network
button and then the NAT Policies

Original Destination: IAny

Translated Destination: |Origina|

|
|
7|
7|
|
5

optlon Original Service: |Any

Cllck the ADD button Translated Service: ]Original
L. Inbound Interface: |Any 'I

For Original Source, select LAN o

Subnets. We need to NAT any LAN
traffic outbound through the
Secondary WAN.

7. For Translated Source, select X2 IP.
NAT outbound traffic to the dynamic
PPPoE IP of the Secondary WAN.

8. For Original Destination, select ANY.
Any traffic destined for the Internet.

W Enable

Comment

Comment [NAT Policy for the xDSL wWaAN 2]

SONICWALL>
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9. For Translated Destination, select Original. We want the traffic to still go to its original
destination.

10. For Original Service, select ANY. Leave the service as the original service.

11. For Translated Service, select Original. Again, we want the traffic to go to its original
destination, via its original service (protocol).

12. For Inbound Interface, select ANY or you could select the X0 LAN interface only.

13. For Outbound Interface, select X2. NAT all outbound traffic to the IP of the X2 Secondary
WAN IP.

14. Click OK to add the NAT policy.

With the addition of the new NAT rule, any load balanced traffic going out through the X2
Secondary WAN link is NAT ed to its IP address.

SONICWALL>
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