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In the age of ubiquitous networking
security enhances product value
and corporate brand prestige.

l' In the age of ubiquitous networking, everyone is linked everywhere, all the time. ]

f In a networked society, security threats including forgery, fraud, and data loss are numerous and varied. l

[ Security means limiting access to specific persons, in specific places, at specific times.]
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A key device for establishing corporate brand prestige

ReMarkey™
Secure Authentication Microcomputer

‘ Requiring authentication in order to connect makes it possible to verify the reliability of equipment and component
W Highly confidential data, such as personal information and product parameters, can be stored in encrypted form.
W Anti-tampering functions similar to those used in smart cards can be used to prevent unauthorized deciphering of data.
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*ReMarkey™ is a trademark of Renesas Technology Corp. in Japan.
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IAuthentication System Concept

& The built-in authentication microcomputer stores the matching key data and accurately transmits the authentication results.
# Security is enhanced by encrypting data transfers between the system and individual components.
o Unauthorized access is prevented by the strong anti-tampering function incorporated into the authentication microcomputer.
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I Features

& Uses a secure communications protocol to verify the identity of devices attempting to
establish a connection.

o Strong anti-tampering function prevents unauthorized access to the authentication
microcomputer.

o Fast encryption processing function supports rapid data encryption and decryption.
@ Built-in EEPROM non-volatile memory for storing data and programs.
o Slim security IP core for a compact package.

& A variety of encryption libraries (DES, 3DES, and MISTY public key encryption, “H ”” |“| ||” ”l
etc.)are available.

o Support for the development of necessary software.

I Product Specifications
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. RNG:Random Number Generator
Package WSON-8 (3.00 x 4.06, 0.65 mm pitch) SSU:Synchronous Serial Communication Unit
EEPROM:Electrically Erasable and Programmable Read Only Memory
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The semiconductor devices incorporated into
a product form the core of its security.

Come to Renesas for security solutions.

¥ Implementation of security measures such as Cryptographic intellectual property (IP) by means
of semiconductor chip devices.

& Developed in collaboration with the R&D labs of Hitachi and Mitsubishi Electric, both of which have
an established track record in encryption technology.

¥ Renesas offers security solutions grounded in comprehensive and cutting-edge technological expertise.
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(Block Encryption)
(Stream Encryption)

Hardware

Security Education
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R&D . : .
(Research & Development) Abundant Security IPs Available in Many Formats
Renesas security solutions are developed Renesas security solutions support world class To provide flexible support for a wide range of
jointly with the R&D labs of Hitachi, Ltd., encryption methods developed by the Hitachi user requirements, Renesas develops security
and Mitsubishi Electric Corporation. With and Mitsubishi Electric R&D labs, such as o solutions in a variety of hardware configurations,
a positive emphasis on standardization MISTY and KASUMI, as well as standards including ASIC, SoC, and microcomputer products.
and other key issues, this system supplies used in the United States, such as DES and A line of middleware security products is also
semiconductor security products that are AES. There is also support for network available.
internationally recognized for their excellence. security IPs such as SSL, SSH, and IPsec.
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MISTY is a trademark or registered trademark of Mitsubishi Electric Corporation. Other names of products, companies, and brands are the property of their respective owners.




Renesas Microcomputer
ReMarkey™ Secure Authentication Microcomputer

RenesasTech nOlOgy Corp. Sales Strategic Planning Div.  Nippon Bldg., 2-6-2, Ohte-machi, Chiyoda-ku, Tokyo 100-0004, Japan

Keep safety first in your circuit designs!

1. Renesas Technology Corp. puts the maximum effort into making semiconductor products better and more reliable, but there is always the possibility that trouble
may occur with them. Trouble with semiconductors may lead to personal injury, fire or property damage.
Remember to give due consideration to safety when making your circuit designs, with appropriate measures such as (i) placement of substitutive, auxiliary circuits,
(i) use of nonflammable material or (iii) prevention against any malfunction or mishap.

Notes regarding these materials
. These materials are intended as a reference to assist our customers in the selection of the Renesas Technology Corp. product best suited to the customer's

application; they do not convey any license under any intellectual property rights, or any other rights, belonging to Renesas Technology Corp. or a third party.

2. Renesas Technology Corp. assumes no responsibility for any damage, or infringement of any third-party's rights, originating in the use of any product data,
diagrams, charts, programs, algorithms, or circuit application examples contained in these materials.

3. All information contained in these materials, including product data, diagrams, charts, programs and algorithms represents information on products at the time of
publication of these materials, and are subject to change by Renesas Technology Corp. without notice due to product improvements or other reasons. It is
therefore recommended that customers contact Renesas Technology Corp. or an authorized Renesas Technology Corp. product distributor for the latest product
information before purchasing a product listed herein.

The information described here may contain technical inaccuracies or typographical errors.

Renesas Technology Corp. assumes no responsibility for any damage, liability, or other loss rising from these inaccuracies or errors.

Please also pay attention to information published by Renesas Technology Corp. by various means, including the Renesas Technology Corp. Semiconductor
home page (http://www.renesas.com).

4. When using any or all of the information contained in these materials, including product data, diagrams, charts, programs, and algorithms, please be sure to
evaluate all information as a total system before making a final decision on the applicability of the information and products. Renesas Technology Corp. assumes
no responsibility for any damage, liability or other loss resulting from the information contained herein.

5. Renesas Technology Corp. semiconductors are not designed or manufactured for use in a device or system that is used under circumstances in which human life
is potentially at stake. Please contact Renesas Technology Corp. or an authorized Renesas Technology Corp. product distributor when considering the use of a
product contained herein for any specific purposes, such as apparatus or systems for transportation, vehicular, medical, aerospace, nuclear, or undersea repeater
use.

. The prior written approval of Renesas Technology Corp. is necessary to reprint or reproduce in whole or in part these materials.

. If these products or technologies are subject to the Japanese export control restrictions, they must be exported under a license from the Japanese government and
cannot be imported into a country other than the approved destination.

Any diversion or reexport contrary to the export control laws and regulations of Japan and/or the country of destination is prohibited.

8. Please contact Renesas Technology Corp. for further details on these materials or the products contained therein.

ENESAS

RENESAS SALES OFFICES http://www.renesas.com

Refer to "http://www.renesas.com/en/network" for the latest and detailed information.
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Renesas Technology America, Inc.
450 Holger Way, San Jose, CA 95134-1368, U.S.A
Tel: <1> (408) 382-7500, Fax: <1> (408) 382-7501

Renesas Technology Europe Limited
Dukes Meadow, Millboard Road, Bourne End, Buckinghamshire, SL8 5FH, U.K.
Tel: <44> (1628) 585-100, Fax: <44> (1628) 585-900

Renesas Technology Hong Kong Ltd.
7th Fl., North Tower, World Finance Centre, Harbour City, 1 Canton Road, Tsimshatsui, Kowloon, Hong Kong
Tel: <852> 2265-6688, Fax: <852> 2730-6071

Renesas Technology Taiwan Co., Ltd.
10th FI., N0.99, Fushing North Road, Taipei, Taiwan
Tel: <886> (2) 2715-2888, Fax: <886> (2) 2713-2999

Renesas Technology (Shanghai) Co., Ltd.
Unit 2607 Ruijing Building, N0.205 Maoming Road (S), Shanghai 200020, China
Tel: <86> (21) 6472-1001, Fax: <86> (21) 6415-2952

Renesas Technology Singapore Pte. Ltd.
1 Harbour Front Avenue, #06-10, Keppel Bay Tower, Singapore 098632
Tel: <65> 6213-0200, Fax: <65> 6278-8001

Renesas Technology Korea Co., Ltd.
Kukje Center Bldg. 18th Fl., 191, 2-ka, Hangang-ro, Yongsan-ku, Seoul 140-702, Korea
Tel: <82> 2-796-3115, Fax: <82> 2-796-2145

Renesas Technology Malaysia Sdn. Bhd.
Unit 906, Block B, Menara Amcorp, Amcorp Trade Centre, No.18, Jalan Persiaran Barat, 46050 Petaling Jaya, Selangor Darul Ehsan, Malaysia
Tel: <603> 7955-9390, Fax: <603> 7955-9510
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