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Introduction

Welcome to Moxa NPort 6110 Modbus/TCP to Serial Communication Gateway,
an easy-to-use Ethernet to RS-232/422/485 Modbus Gateway.

This chapter is an introduction to NPort 6110 and includes the following
sections:

Overview

Features

Product Specifications

Package Checklist
Front/Top/Rear/Bottom Panel Views

O 0o ogoodg

Overview

Moxa NPort 6110 Modbus/TCP to Serial Communication Gateway provides
users with many excellent benefits, including:

* Seamless integration of Ethernet and serial Modbus devices
* Powerful operation modes for versatile Modbus applications
*  Windows utility for easy setup and traffic monitoring
Each of these benefits is explained in more detail below.

Seamless integration of Ethernet and serial Modbus devices

Modbus is one of the most popular automation protocols in the world. Modbus
protocol supports traditional RS-232/422/485 devices and newly developed
Ethernet devices. Many industrial devices, such as PLCs, DCSs, HMIs,
instruments, and meters, use Modbus as their communication standard. However,
the Modbus protocols that run over serial and Ethernet are so different that a
communication gateway is needed as a bridge for integration.

NPort 6110 supports one Ethernet and one software selectable RS-232/422/485
1-1



port that can connect to many types of Modbus device. By translating
Modbus/TCP (Ethernet) and Modbus/ASCII/RTU (Serial) protocols, a PLC with
Ethernet can use the RS-232/485 interface to seamlessly communicate with
instruments.

Powerful operation modes for versatile Modbus applications

For Modbus protocol conversions, it is necessary to define a Master and Slave
device, but unlike other Modbus Gateways, NPort 6110 allows users to configure
Master/Slave for both the Ethernet and serial sides.

Extra address mapping and exception parameters are provided to ensure that
most situations can be handled.

Windows utility for easy setup and traffic monitoring

NPort 6110 is powerful yet very easy to use. An intuitive Windows utility
automatically searches for all available NPort 6110 units on the LAN.

Traffic Monitoring within the utility helps you troubleshoot any Modbus
communication problem, such as connection status check, or address translation
error check.

Features

U Integration of Modbus serial and Modbus Ethernet devices

O Supports connecting a Modbus/TCP Master device to up to 31
Modbus/ASCII/RTU slave devices

Supports connecting a Modbus/ASCII/RTU master device to up to 4
Modbus/TCP slave devices

Easy-to-use Windows utility for configuration over Ethernet
10/100M fast Ethernet with automatic IP setting (DHCP)
One software selectable RS-232/485/422 interface

High speed serial interface—up to 230.4 Kbps

O
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Product Specifications

LAN

Ethernet

Protection

Serial

Interface

RS-232 Signals
RS-422 Signals
RS-485 2-wire Signals
Serial Line Protections
RS-485 Data Direction

Serial Communication
Parity

Data Bits

Stop Bit

Flow Control

Speed

Software Features
Internet Protocols
Modbus Protocols

Utilities
Configuration

Power Requirements

Power Input
Power Consumption

10/100 Mbps, RJ45
Built-in 1.5 KV magnetic isolation

RJ-232/422/485 x 1, DB9 (M), software selectable

TxD, RxD, RTS, CTS, DTR, DSR, DCD, GND

Tx+, Tx-, Rx+, Rx-, RTS+, RTS-, CTS+, CTS-, GND

Data+(A), Data~(B), GND
15 KV ESD for all signals

Patented ADDC™
(Automatic Data Direction Control)

Parameters

None, Even, Odd

7,8

1,2

RTS/CTS, XON/XOFF
1200 bps to 230.4 Kbps

DHCP, BootP, TCP, UDP, IP, ICMP, ARP

Modbus/TCP, Modbus/ASCII, Modbus/RTU,
Master/Slave modes supported

Modbus Gateway Configurator for Windows
95/98/Me/NT/2000/XP

Windows utility via Ethernet

9to 30 VDC
300 mA at 12V (max.)

Mechanical Specifications

Material
Gross Weight

Aluminum sheet metal (1 mm)
0.88 kg (1.94 Ib)



Environmental
Operating Temperature 0 to 55°C (32 to 131°F), 5 to 95% RH

Storage Temperature -20 to 85°C (-4 to 185°F), 95% RH
Regulatory Approvals

EMC FCC Class B, CE Class B

Safety CUL, TOV

Package Checklist

NPort 6110 ~ Modbus/TCP to Serial Communication Gateway with 100-240
VAC power adaptor (US, Euro plugs included)

All models include:

® NPort6110

Software and documentation CD-ROM

100-240 VAC power adapter, US plug, 12V, 400 mA
Euro plug included

Optional Accessories:
e DK-35A DIN-Rail Mounting Kit (35 mm)



Front/Top/Rear/Bottom Panel Views
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2
Getting Started

This chapter includes:

O

By |

Power Connection
Serial Installation
Ethernet Installation
Software Installation
Housing

» DIN-Rail

» Wall Mount

Power Connection

Take the following steps to connect NPort 6110’°s power adapter.

1.
2.

Plug the power adapter’s DC plug into NPort 6110’s DC-IN jack.

Plug the power adapter into an electrical outlet.

Note that there is no on/off switch. NPort 6110 automatically turns on when
plugged into the outlet, and the red PWR light on NPort 6110’s top panel will
glow to indicate that it is receiving power.

Serial Installation

NPort 6110 has one male DB9 serial port on the back panel. Depending on your
serial device and serial interfaces, there are two options:

1.

You may use a DB9 to DB9 cable to connect your serial device to NPort
6110. Plug one end of the cable into the port on the back panel of NPort 6110
and plug the other end into your serial device’s serial port.

Refer to Chapter 8 for details of NPort 6110’s DB9 pinouts to make your
own serial interface cable.
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Ethernet Installation

There are two ways to use the 10/100BaseT Ethernet jack located on NPort
6110’s front panel:

1. For most applications using NPort 6110, you will simply plug one end of an
Ethernet cable into NPort 6110°s 100BaseT jack, and plug the other end into
an Ethernet hub/switch connected to your network. In this case, use a regular
straight-through Ethernet cable.

2. When configuring NPort 6110, you may connect NPort 6110 directly to your
computer’s Ethernet connector. To do this you will need to use a cross-over
Ethernet cable.

The amber Link light will flicker when NPort 6110 is properly connected to a
live Ethernet connection.

Software Installation

Follow the instructions given below to install Modbus Gateway Configurator,
the utility that allows you to configure and monitor multiple NPort 6110 units
over the network.

1. Insert the software CD-ROM that came with NPort 6110 into the CD-ROM
drive, and then double click on the Setup.exe icon that installs the NPort
Modbus Gateway Utility.




2. You will be greeted by the Welcome window. Click on Next to continue.

Welcome | x|

‘Welcome to the Modbus Gateway Configurator Setup program.
This program will install Modbus G ateway Corfigurator on your
comouter.

It iz strongly recommended that you exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then close any programs you have
running. Click Nest ta continue with the Setup program.

WARMIMNG: This program iz protected by coppright law and
intemational treaties.

Unauthorized reproduction or distriibution of this program, or any
partion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

sl Sield
< Bacle

Cancel |

3. Enter your Name and Company name in the spaces provided, and then click
on Next to continue.

Uszer Information | x|

Type pour name below. 'Y'ou must alsa type the name of the
company you work far.

Marme: IT\m Stemple

Compangy: IMoHa Technologies

sl Sield

< Back I Hest > I Cancel |

4. When the Choose Destination Location window appears, click on Next to
continue. If you would like to use a Destination Directory different than the
one displayed, first click on Browse... to locate your folder of choice, and
then click on Browse.

2-3



Choose Destination Location

Setup wil install Modbus Gateway Canfigurator in the following
directary.

Taoinstall ta this directary, click Next

Toinstall to a different directory, click Browse and select another
directary.

You can chooze not to install Modbus Gateway Configurator by
clicking Cancel to exit Setup.

" Destination Directory

C:A Aodbus Gateway Configuraton Browse.. |

skl Eeld

< Back e Cancel |

5. If desired, modify the highlighted name in the Program Folders text box (this

is the name that will appear under Start > Programs) and then click on
Next to continue.

Select Program Folder | x|

Setup will add program icons ta the Program Falder listed below.
‘fou may tppe a new folder name, or select one from the existing
Folders list. Click Mest to continue

Program Folders:

Ezisting Folders:

MOxA Utiities
NPort 4511 SDK Utility
NPort Management Suite
PComm Lite 2.5

Startlp

Trend OfficeScan winda

sl Sield

< Back I Hest > I Cancel
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6. Click on Next to start copying the software files.

Start Copying Files | x|

Setup has Ennugh infarmation to start coping the program files:
If you want to review or change any settings, click Back. [f you
are zatisfied with the settings, click Nest to begin copying files.

Current Settings:

Setup Type: j
Complete

T arget Folder
C:%Program Files\MOb\Modbus Gateway Configurater

User Infarmation
Mame: Tim Stemple
Company: Moxa Technologies

o o

< Back

sl Sield

Cancel |

7. Wait patiently while the files are being copied. The procedure should only
take a few seconds.

Decompressing Files In C:\Program Files"MO0=A\odbus
nportE110.chm

8. The NPort Modbus Gateway Utility folder will open showing the Modbus
Gateway Configurator icon.

J File Edit Wiew Go Favortes Help |

J . d | ¥ ) ‘ ”
Back Fnrward Up Cut Copy Paste Undo

JAddresS I@ CWwIND OS5 YStart MenutPrograms M Port Modbus G ateway Utility j
e

NPOI‘t Gateway ..

Modbus

Gateway

Utility
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9. You may also view this program shortcut by clicking on Start - Programs
- NPort Modbus Gateway Utility > Modbus Gateway Configurator, as
shown below.

“windows Update

NPort 4511 SDK. Utility
NPort Modbus Gateway Utility

Programs » Accessories 2
___ (5} PCommLie 25 v
Favorites 2 @ StartUp »
|i‘| Acrobat Reader 5.0
Documents 4
@ Internet Explorer
Settings 3 ﬁ 14S-D0S Prompt
@ Outlook Express
Eind g QJ ‘windows Explarer
Help (5 MOxa Utiities
@ NPort M anagement Suite
Bur... @
7
fm

3
3
Trend OfficeScan Windg L4
3
3

Log OFf Tim_Stemple... A Modbus Gateway Configuratar

Shut Down....
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Housing
DIN-Rail

For many industrial applications, you will find it convenient to use the DIN-Rail
attachments, as shown below.

STEP 1: Use 2 screws per ear to attach DIN-Rail mounts to each of NPort
6110’s two ears.

®
I
ey

oo g

STEP 2: Insert the top of the DIN-Rail | STEP 3: Push the bottom of NPort
into the top slot of the 6110 so that the bottom of the
DIN-Rail mount. DIN-Rail snaps into DIN-Rail
mount’s bottom slot.

T

NOTE: The DIN-Rail mounting kit is an optional accessory.

To remove NPort 6110 from the DIN-Rail, simply reverse Steps 2 and 3 above.
Grasp the bottom of the NPort 6110 unit with both hands, and then use your
fingers to pull down slightly on the bottom slot of the DIN-Rail mounts to
release the bottom of the DIN-Rail from the DIN-Rail mount.



Wall Mount

For many industrial applications, you will find it convenient to mount NPort
6110 on the wall, using two screws, as indicated below.

STEP 1: Screw two screws, separated by 7.8 cm, into the wall. The heads of the
screws should be no greater than 6.5 mm in diameter, and the shafts
should be no greater than 3 mm in diameter. Do not screw the screws
in all the way—Ileave a space of about 2 mm to allow room for sliding
the NPort 6110 unit’s ears between the wall and the screws.

T

|< 7.8cm

%X
|
|
STEP 2: Insert the two screw heads STEP 3: For added stability, tighten

Y

through the large parts of the the two screws.

keyhole shaped apertures, and

then slide NPort 6110

downwards, as indicated.
| o m ||
8 I S
o & &

© 9
Vol Y

To remove NPort Express from the wall mount, simply reverse Steps 2 and 3.
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Typical Modbus Applications

In this chapter, we introduce three typical Modbus applications.

Serial master device talks to serial slave
devices over the Internet

Let traditional Modbus serial devices talk over the Internet...

Many traditional serial Modbus devices can talk over RS-485, but the RS-485
network limits the maximum number of Modbus devices to 32, provided the
transmission distance does not exceed 1.2 km.

By using Modbus Gateway, you can link all Serial Modbus devices over an
Ethernet network. Up to 8 Modbus Gateways can be installed in the same control
network, extending the coverage of a single Modbus network as far as a TCP/IP
network can reach.

NPort 6110 7l Modbus/RTU

Master device

Ethernet

NPort 6110

l=% Modbus/RTU
Slave devices

Flow meter Loop controller PLC
Drives Power measurement DCS




Ethernet master devices talk to multiple
serial slave devices

Connect all Modbus devices over the Ethernet network...

Most host computers and newly developed PLCs support the Ethernet interface
and run Modbus/TCP. NPort 6110 Modbus Gateway is needed to link discrete
Serial Modbus Devices for data collection and control.

Each NPort 6110 supports Modbus/TCP over Ethernet, which allows up to 7
connections. The software configurable serial interface supports either RS-232 or
RS-422/485. In RS-232/422 modes, NPort 6110 can be connected to 1 serial
device. Under RS-485 mode, NPort 6110 supports up to 31 serial devices, which
is the most popular application for factory floor applications.

Host Modbus/TCP
‘\D Computer Master devices

Ethernet
NPort 6110 ‘NPOH 6110
RS-232 RS-485
I I I Modbus/RTU
’ ’ Modbus/ASCII
Slave devices
Flow meters
Drives Loop controller

Power measurement
(up to 31 devices)




Serial master devices talk to multiple
Ethernet slave devices

Link the Serial Master device with Ethernet Slave devices...

Many HMI (Human Machine Interface) systems use a serial interface and are
required to access a discrete DCS (Data Control System). These days however,
more and more DCSs support Ethernet and run under Modbus/TCP slave mode.

In this case, NPort 6110 Modbus Gateway is the ideal solution to link the HMI to
distributed DCSs over an Ethernet network. Up to 4 Modbus/TCP slave devices
are supported by each NPort 6110.

HMI Modbus/RTU
Master devices

NPort 6110
Ethernet

Modbus/TCPSlave devices
(upto 4)







Configuring Modbus

4

Gateway

We discuss the following topics in this chapter:
O Starting Modbus Gateway Configurator
0 Searching for NPort 6110
» Broadcast Search
» Specify by IP Address
U Modify Configuration
Network Settings
Modbus Settings
Advanced Modbus Settings
Modbus Serial Settings

YV V V V V

Password
U Other Functions
» Unlock
» Upgrade Firmware
» Remote Monitoring and Management
» Start Log Monitor



Starting Modbus Gateway Configurator

To start Modbus Gateway Configurator, click on Start > Programs - NPort
Modbus Gateway Utility > Modbus Gateway Configurator.

% ‘Windows Update

E RS N (5 sccessories 4
(53 PCommLite 25 C
i] Favaorites L4 @ Startllp L4
o E} Acrobat Reader 5.0
ﬁ Documents r
@ Internet Explorer
}% Settings v #E M5-DOS Prompt
] Outiook Express
@ Eind 4 &I Windows Explarer
@ Help (53 MO Utiities ’
o @ NPart Management Suite L4
@m Bun... @ Trend DfficeScan Wind5 +
MPart 4511 SDK Utility 4
'§ & Log Off Tim_Stemple... MPort Modbus G y Configurator
.§ Shut Down...
#

The Modbus Gateway Configurator window will open as shown below.

A+ Modbus Gateway Configurator | _ (O] x|
Locate Gateway Configuration  Log Manitor  Firmware  findows  Help

Lle| || u| =|
Model Name | Gateway Mame | IP Address | MALC Address | Metmask I Ethemnet G ate I Firmware Werzi | Operation Mode | Serial Mo 3

| |0l =
2003/03/26 16:5325  |Funtion Meesage S
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Searching for NPort 6110

There are two methods available to search the network for NPort 6110s.
Broadcast Search is used to locate all NPort 6110s connected to the same LAN
as the host, and Search by IP is used to locate a specific NPort 6110,
particularly if it is located outside the LAN and can only be accessed by going
through a router.

Broadcast Search

To use the Broadcast Search function, click on the Broadcast Search icon from
the toolbar, or select Broadcast Search under the Locate Gateway menu.

7% Modbus Gateway Configurator

Locate Gateway Configuration  Log Moniter  Firmware  Windows  Help

@)el wlm| m] =

| Madel Mame I Gateway Name | IP Address | MAL Address | Metmask I

After the search is complete, information related to all NPort 6110s located on
the LAN will be displayed in the Modbus Gateway Configurator window.
2% Mo Auratr = =10l =l

Locate Gatewey  Confignretion LogMonitor Fimwere Windows Help

L8| wm m =
todel Hame | Gateway Mame | IP Address | MALC Addiess | Metmask. I Ethemnet Gate... I Firmware Yersi... | Operation Mode | Serial Mo. H
MPart 6110 Sample_05 192,168 00:30:eB:04. 256,265, 0.0.00 Wi Fiunning 7

Specify by IP Address

To use the Specify by IP Address function, click on the Specify by IP Address
icon from the toolbar, or select Specify by IP Address under the Locate
Gateway menu.

 Modbus Gateway Configurator |_ (O] x|
Locate Gateway Configuration  Log Maritor  Firmware  %findows  Help

LF) w|m| m| 2|

| Model Name | Gatewiay Mame | IP Address | MAC Address | Metmask I Ethernet Gate... I Firmware Yersi.. | Operation Mods | Serial Mo. ﬂ
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When the Search by IP Address window opens, input the IP address of the
NPort 6110 you want to search for, and then click OK.
e ! Ty A =3 x|

IF &ddress 1192 168,210,105

Cancel |

If the search is successful, information related to the NPort 6110 will be
displayed in the Modbus Gateway Configurator window.

A% bod) tor

g (=3

Locate Gateway Confipnration LogMonitor Fimware Windows Help

oo &(m| m =
Madel Mame | Gateway Mame | IP Address | MAC Address | Metmask I Ethernet Gate... I Firmware Yersi.. | Operation Mode | Serial Mo. H
MPart 6110 Sample_05 192,168 00:30:eB:04. 256,265, 0.0.00 Wi Fiunning 7

NOTE If using the Search by IP Address function fails to locate the NPort 6110,
one possible reason is that the IP address you entered to conduct the

search is incorrect. Try retyping the IP address and then redo the
search.

Another possibility is that the NPort 6110 is located on the same LAN as
the host, but on a different subnet. In this case, you can change the IP

address and/or Netmask of the host so that it is on the same subnet as the
NPort 6110.

Modify Configuration

To modify the configuration of an NPort 6110, first click on the row associated
with the NPort 6110 whose configuration you want to modify (to highlight the
row, as shown in the following figure). Next, click on the Modify

Configuration toolbar icon, or select Modify Configuration under the
Configuration menu.
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Locate Gatewey  Confignretion LogMonitor Fimwere Windows Help

Model Mame | Gateway Mame | IP Address | MAC Address | Metmask | Ethemet Gate.. | Firmware Yersi.. | Operation Mode | Serial Mo.

The Configuration window opens to the Network Settings page. Refer to the
following subsections to learn more about how to configure NPort 6110°s
various settings.

Network Settings

The Network Settings page is used to configure Modbus Gateway Name, IP
Address, Netmask, Default Gateway, and IP Configuration. At the top of the
page you may also view the Model Name, MAC Address, and Serial Number
of the NPort 6110. These three parameters are set at the factory and cannot be
modified by the user.

NOTE 7o modify a setting, first checkmark the box to the left of the setting’s
name to activate the setting’s text input box.

Configuration [ %}

Mebwork Settings | Madbus Settings | Advanced Modbus Settings | Modbus Serial Seltingsl Passwordl

Model Mame: Sample_05
MAL Address: 00:90:E8:04:00:07

Sernial Mumber: 7
¥ Modbus Gateway Name ISample_US
W IP Address |192.1 E8.210.105
IV Metmask |256.255.0.0
¥ Default Gateway IU.D.U.D
¥ IP Configuration Im

BootP
DHCP/BoatP

0K I Cancel
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Network Settings

Setting Value Notes
Choose a name that easily
Modbus Gateway Name |4/phanumeric identifies the Gateway’s location,
function, etc.
32-bit number, The IP (Internet Protocol)
IP Address default = address identifies the server on
192.168.127.254 the TCP/IP network.
32-bit number, . .
Netmask default = Identifies the server as belonging
255.255.255.0 to a Class A, B, or C network.
. IP address of the router that
32-bit number, . .
Default Gateway default =0.0.0.0 provides network access outside
o the server’s LAN.
1. Choose Static IP if you are
Choose from Static using a fixed IP address.
IP Configuration IP, DHCP, BootP, or |2. Choose one of the other

DHCP/BootP.

options if the IP address is set
dynamically.

Modbus Settings

The Modbus Settings page is used to set up the Attached Serial Device type,
Initial delay time, and Modbus/TCP Slave device settings.

NOTE 7o modify the settings on this page, first checkmark the Change Modbus

Settings box.

The Modbus/TCP Slave device settings are only active if the attached
serial device is set as one of the two Master types.

Choose the Modbus protocol of the attached serial device to determine the
complementary Modbus protocol for the NPort 6110 Modbus Gateway. Four
different types of serial Modbus device can be used. Since the Modbus protocol
is used on a Master-Slave network, there are two steps to consider before starting
the configuration process. The first step is to determine which devices are
Masters and which are slaves (either Ethernet or Serial device). Next, you need
to determine the Modbus protocol that the serial device uses.
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Configuration

Maodbuz RTL Master

192.168.210001
1921681273
13921681274

1921681275




Modbus Settings

Setting Value Notes
Modbus RTU Slave'
2 |Set the Modbus type of the
Attached Serial Device type Modbus ASCII Slave3 serial device attached to
Modbus RTU Master” |NPort 6110’s serial port.
Modbus ASCII Master”
NPort Modbus Gateway
) provides this setting for
Initial delay time 100 to 3276 ms; those PLCs that need a

default = 100 ms

longer time for their
system to be initialized.

Modbus/TCP Slave device setting

Remote Modbus Slave IP

IP address assigned to
the remote Modbus
slave device.

Valid when the attached
serial device is a Modbus
RTU/ASCII Master.

Set this value to 0 (zero) to

TCP Port No. default = 502 disable the corresponding
Modbus/TCP slave device.
The unique Modbus ID

ID No. Range 1 to 247 number assigned to the
Modbus device.’

Additional Information

1. When the serial Modbus device is running in Modbus/RTU Slave mode, the
NPort Modbus Gateway is ready to connect automatically to Modbus/TCP
Master devices. Up to 7 Modbus/TCP master devices can connect to one
serial Modbus slave device.

2. Modbus ASCII Slave mode works the same as Modbus/RTU slave mode,
except that the data format is Modbus/ASCII.

3. When the serial Modbus device is running in Modbus/RTU Master mode, the
NPort Modbus Gateway is ready to connect automatically to Modbus/TCP
slave devices. You will also need to configure the IP address for up to 4
Modbus/TCP slave devices that can be connected to over the Ethernet

network.
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4. Modbus ASCII Master mode works the same as Modbus/RTU Master mode,
except that the data format is Modbus/ASCII.

5. When the NPort Modbus Gateway receives a command from the serial port,
the ID No. range table is used identify which IP address to connect to (e.g., if
ID No. = 15, then according to the table in the Modbus Settings page shown
above, the command is sent to the device that has IP of 192.168.127.3.

Advanced Modbus Settings

The Advanced Modbus Settings page is used to set up the Auto Slave Unit ID,
Character Timeout, Message Timeout, and Modbus/TCP Exception.

NOTE To modify the settings on this page, you must first checkmark the
Change Modbus Settings box at the top of the Modbus Settings page.

Configuration [ %}

Metwark Sattingsl Modbus Settings  Advanced Modbus Settings | Madbus Serial Seltingsl Passwordl

sutoSlave Uritip [EE =] [T (ID0Ie 1 -2

Replace ID Mo. When the sefting is disabled

Character Timeout 100_ [10- 3000ms]
Message Timeout 1000_ [10 - 3000ms)
Madbus/TCP Exception Yes hi

0K I Cancel
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Advanced Modbus Settings

Setting Value Notes
Select Enable when
Auto Slave Unit ID Enable (Default) multiple Modbus devices
. are accessible at the same
Disable IP address.'
This parameter is active
10 to 3000 ms when the attached serial

Character Timeout

(default = 100 ms)

device is set to
Modbus/RTU .

Message Timeout

10 to 3000 ms
(default = 1000 ms)

Allows you to configure
the message timeout for
communication between
connected Ethernet or
serial Modbus devices.

Modbus/TCP Exception

default = 502

This parameter is active
when the Modbus
Gateway connects a
Modbus/TCP Master with
Modbus serial slave
devices.?

Additional Information

1. Modbus/TCP protocol contains a “Unit ID” field to identify multiple Modbus
slave devices accessible at a single IP address. When the Modbus/TCP
command contains a Unit ID, the Modbus Gateway can pass the Unit ID to
Modbus serial devices. This allows you to link to multiple serial devices with
a Modbus Gateway. Some PLCs assume that each IP connects to only one
device. In these cases, the Unit ID can be set “0,” but you must manually
assign a Unit ID (between 1 and 247) to the connected serial device.
However, each Modbus Gateway can connect to only one serial device.

This setting is valid when [Attached Serial Device type] is set to [Modbus
RTU Slave ] or [Modbus ASCII Slave].

Enable: Uses the Unit ID in the Modbus/TCP packet. This is the default

setting.

Disable: Uses the predefined Unit ID instead of Modbus/TCP’s.
ID: The predefined Unit ID value, ranging from 1 to 247, which is valid
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when Auto Slave Unit ID is “Disabled.”

2. When the Modbus serial protocol is set to Modbus/RTU, each message

packet is determined by a character timeout. An incorrect character timeout
might cause a CRC checksum error. NPort Modbus Gateway allows a
variable character time out setting, ranging from 10 to 3000 ms, when the
attached serial device is set to Modbus/RTU.

. This setting is in effect when the Modbus Gateway connects a Modbus/TCP
Master with Modbus serial slave devices. When the Modbus Gateway can’t
get a response from Modbus serial devices, the Modbus serial protocol will
not respond to the master device. However, the TCP protocol has a longer
waiting time, which could cause a network traffic problem for Modbus/TCP.
For this reason, Modbus Gateway can automatically send a Modbus
Exception Code 16 to the Modbus/TCP master device when there is no
response from the Modbus serial slave devices, making overall network
communication much more efficient.

Yes: default.
No:  No Modbus/TCP exception handling.



Modbus Serial Settings

The Modbus Serial Settings page is used to configure NPort 6110’s DB9 Male
port. You can configure Interface Mode, Baud Rate, Parity, Data Bits, Stop
Bit, Flow Control, and UART FIFO.

NOTE 7o modify the settings on this page, you must first checkmark the
Change Modbus Settings box at the top of the Modbus Settings page.

Mebwark Sattingsl tadbus Settings | Advanced Modbus Settings  Modbus Serial Settings | Passwordl
Part 1
Interface Mode
Baud Rate | 19200 j‘ Flow Contral INone j'
Paity  [Mone =l ussrern [Enade El
DataBits |2 :lv
StopBit ! El

oK I Cancel
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Modbus Serial Settings

Setting Value Notes

RS-232

et Mok Jror et 10 uppors
RS-485

Baud Rate 1200 bps to 230400 bps

Parity IS\Ione, Odd, Even,

pace, Mark

Data Bits 7,8

Stop Bit 1,2

Flow Control E%g%)ﬁégn/Xoff,

UART FIFO Enable, Disable




Password

Use the Password page to set a password, change the password, or erase the
password.

NOTE 7o modify the settings on this page, you must first checkmark the
Change Password box at the top of the Password page.

To erase an existing password, leave both the New Password and
Confirm Password text input boxes blank, and then click OK in the
bottom right corner of the window.

Mebwork Sattingsl tadbus Settings | Advanced Modbus Settings | todbus Serial Settings  Fassword |

Mew Pasword I
Confirm Pazsword I

oK I Cancel
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Other Functions

The Unlock, Start Log Monitor, and Upgrade Firmware functions are
described in this section.

Unlock

The Unlock function is used for NPort 6110 units that are password protected.
To use the function, first click on the NPort 6110 that you wish to unlock to
highlight it, and then click on the Unlock toolbar icon, or select Unlock under the
Configuration menu.

/& Modbus Gateway Configurator |_ (O] x| |

Locate Gateway Configuration  Log Maritor  Firmware  %findows  Help
H

22| g@) 8 &)

IP Address
192,

Firmware Yersi..

Operation Mode | Serial Mo.
i

Hurnning 2

Upgrade Firmware

Use the Upgrade Firmware function to upgrade NPort 6110’s firmware, which
can be downloaded from the Moxa website at www.moxa.com.

To use this function, first click on the NPort 6110 whose firmware you want to
download to highlight it, and then click on the Upgrade Firmware toolbar icon,
or select Upgrade under the Firmware menu.

7% Modbus Gateway Configurator [-[O] ] |

Locate Gateway Configuration  Log Maritor  Firmware  findows  Help
H

212l g2 5l @

Model Name | Gateway Mame | IP Address | MAC Address | Netmask | Ethemnet Gate.. | Firmvare Yersi.. | Operation Mode | Serial Mo.
3 [ 00.0.0.0 W10 RLinning 2
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When the Open window appears, navigate to the folder that contains the NPort
6110 firmware file, and then click on the file name. Make sure the correct

filename appears in the File name box, and then click on the Open button to start
downloading the firmware.

Upgrade Firmware [ x|
Look jn: | 3 NPFim - & e
Server Name:  Sample_08
IP Address 192.168.210.104
File name: — [NPar§110.fm Open |
Files of ype: [~ fm =l Cancel
7

Once the downloading process ends, click on Close to close the Upgrade
Firmware window. The Broadcast Search function will be activated
automatically and search the LAN for all NPort 6110s.
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Remote Monitoring and Management

To troubleshoot and manage Modbus-based device connectivity, information
such as TCP/IP, Modbus protocol type, and Master/Slave type are important.
NPort Modbus Gateway provides a powerful function that allows you to monitor
the operation of each Modbus Gateway on the Internet. The log monitor records
detailed actions, such as operation modes, serial communication parameters, and
TCP/IP connectivity for the NPort Modbus Gateway. These records include
date/time and can be saved as a text file for maintenance or service record.

Start Log Monitor

To start the Log Monitor, first click on the NPort 6110 you wish to monitor to
highlight it, and then click on the Start Log Monitor toolbar icon, or select
Start under the Log Monitor menu.

M Modbus Gateway Configurator [_ O] =]

Locate Gateway Configuration  Log Monitor  Eirmware  Windows  Help

A Log Monitor window specific to the selected NPort 6110 will appear in the
bottom half of the Modbus Gateway Configurator window. Note that you can
open a separate Log Monitor window for other listed NPort 6110s by repeating
this :rocess. .

Llal g2 g =

Model Nome [ GatewayName | IP Address | MAC Address | Nelmask | [ Fimvare ersi.. | Operation Mode [ SeislNo. | 3
NPort 6110 Sample_1 192168... 0090eB04. 29528 0000 Vi Runring 4

NPorB110  Sample 05 192168.. 0090804, 255.2%.. 0.0.00 Vi Runring 7
] e
= & vlol ¥ &
[IP Corfiguation e 2| [eocarmerze 16 o5 1sEn0 61 Rezzz e S
Defoul Giatemay 2003/03/25 15:4351 et o flow conral ret=

et Sera o Devi Mok RTL s SOy 2 £ 45a] Famers 2arver oG 1521832101011

Serial Interface: RS-232 2003/03/25 15:43:51 Remote Server Part No.~ 5021

5 erial Parameterc: 18200 N 81 2003/03/25 15:4351 Connect Socket ID= 141

2003/03/25 16:42:47 Manitor Connect To: Sample_01 031035164351 Ree Sever P Add— 150160127

2003/03/25 15:43:47 Open Porté ret= 01 2003/03/25 16:4351 Remate S erver Port No.= 5021

2003/03/25 16:43:47 St RS Mode ret= 01 2003/03/25 16:4351 Connect Socket ID= 151

2003/03/25 16:43:47 19200 N 81 AS232 Model AR5 1€ 48 1 A S EL 152 R T

2003/03/25 16:43:47 S 2t o fow control ret= 0 2003/03/25 16:43:51 Remote Server Part No.

2003/03/25 16:45:47 Master socket ID= 141 003/ 2514251 oot ket e 61

/0325 154547 NowLisen | 2003/03/25 16 4351 Fremote Server IP Add: = 13216812751

2003/03/25 15:43:47 bind port= 5 2003/03/25 15:4351 Remote Server Port No. 5021

o2 £ 4547 WBBIS TCF o RTUformtconven divr st 2003/03/25 16:4351 Connect Socket ID= 171

2003/03/25 15:43:47 1 2003/03/25 16:43:51 MODBUIS RTL ta TCP fermat convet difver starl
2003/03/25 16:43:47 Ciient Socket connect D= 151 2003/03/25 16:4551 1

2003/03/25 16:43:47 Wailing R5232C response message time autl 2003/03/25 164357 recy time ou: 4

2003/03/25 1:43:47 clert dsconnected ID=151 ‘znna/na/m TEAS5] Feosomenssagkat D= 141

2003/03/25 16:49:51  [Start Monitor Log [Searching: 2
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To start capturing the operation log, press the Start Log Monitor button @
The operation log appears with time stamp stating connection status for

connected Modbus devices. To keep a record of this monitor session, save the
log to a text file. To clear all the records, press the Log Monitor Flush button

&
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5
Troubleshooting

In this chapter, we give answers to some common troubleshooting questions
related to Modbus Gateway applications.

1. ID No. mismatch

ID number mismatch is the most common field installation problem encountered.
First, make sure the ID number of each Modbus device corresponds to the
settings in the automation software on the computer. Pay attention to Modbus
Gateway’s configuration to avoid ID number issues.

1.1 When [Attached Serial Device] is set to [Modbus/RTU Slave] or
[Modbus/ASCII Slave], and the [Auto Slave Unit ID] is disabled, the
Modbus Gateway will use a fixed ID number. Make sure the ID number of
the serial device is identical to the settings in the Modbus Gateway.

1.2 When [Attached Serial Device] is set to [Modbus/RTU Master] or
[Modbus/ASCII Master], the Modbus Gateway replies on [ID No. Range]
to transfer the serial Modbus device command to the IP address of the
correct Modbus/TCP device. The ID number in the Ethernet device and
Modbus/TCP slave device setting table must match.

2. Modbus Address configuration error

Basically, Modbus Gateway will not change the Modus address in the data
packet of the protocol. When your automation software or device reports address
error, check that the address setting on the device is correct.

3. Proper character timeout configuration for Modbus/RTU

A Modbus/RTU device requires character timeout for data packet segmentation.
When a CRC error occurs, you may need to increase the character timeout in
Modbus Gateway.

4. HMI polling time and timeout interval issue

When [Attached Serial Device] is set to [Modbus/RTU Slave] or
[Modbus/ASCII Slave], each Modbus Gateway accepts up to 7 connections from
Modbus/TCP master devices. However, the Ethernet speed is much higher than
the Serial speed. Therefore, proper polling time and timeout interval settings are
required to prevent timeout error. For a particular HMI monitoring system, the
best configuration is: polling time set to 0.5 — 1.0 sec, Timeout interval 3 sec.
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6

Pin Assignments

NPort 6110 supports three serial interfaces: RS-232, RS-422, and 2-wire RS-485.
In this chapter, we give the DB9 Male pinouts for each of these three interfaces.

DB9 Male Pinouts

Pin No.| RS-232 RS-422 RS-485

1 DCD TxD-(A) Data-(A)
2 RxD TxD+(B) | Data+(B)
3 TxD RxD+(B) -—

4 DTR RxD-(A) -—-

5 GND GND GND

6 DSR RTS-(A) -

7 RTS RTS+(B) -

8 CTS CTS+(B) -

9 - CTS-(A) -
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A
Declaration of Conformity

Manufacturer’s Name: Moxa Technologies Co., Ltd.

Manufacturer’s Address: F1.4, No.135, Lane 235, Pao-Chiao Rd., Shing Tien
City, Taipei, Taiwan, R.O.C.

declares that the product:
Product Name: Modbus Gateway
Model Number: NPort 6110

conforms to the following standards:
EMC: FCC Class B

EN55022:1998 class B
EN61000-3-2:1995 class B
EN61000-3-3:1995
EN55082-1:1997
EN61000-4-2:1995

Contact Discharge 4kV, Air Discharge 8kV

EN61000-4-3:1995
EN61000-4-4:1995

AC/DC Power supply 1kV, Data/Signal lines 5kV
EN61000-4-5:1995
AC/DC Line to Line 1kV, AC/DC Line to Earth 2kV

EN61000-4-6:1995
EN61000-4-8:1993

3A/m at 50Hz
EN61000-4-11:1994
Safety UL/CUL, TUV
EN60950






B
Problem Report Form

NPort 6110 Modbus Gateway

Customer name:

Company:
Tel: Fax:
Email: Date:
1. Moxa Product: [ NPort 6110 (1 RS-232/422/485 port)
2. Interface: [ RS-232 OO0 RS-422 [0 RS-485 (2-wire)
3. Attached serial device type:
0 Modbus/ASCII O Master O Slave
0 Modbus/RTU O Master O Slave
4. Serial Number:
5. Firmware Version:
6. Modbus Configurator Version:
7. Problem Description: Please describe the symptoms as clearly as possible,

including all error messages. Be complete, since we may need to follow your
description to reproduce the symptoms.




RETURN PROCEDURE

For product repair, exchange, or refund, the customer must:

L

Provide evidence of original purchase.

Obtain a Product Return Agreement (PRA) from the sales
representative or dealer.

Fill out the Problem Report Form (PRF). Include as much
detail as possible for a shorter product repair time.

Carefully pack the product in an anti-static package, and send
it, pre-paid, to the dealer. The PRA should be visible on the
outside of the package, and include a description of the
problem, along with the return address and telephone number
of a technical contact.
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