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InstaGate 806

InstaGate 305

InstaGate:
The new standard in scalable network security

INSTAGATE™
Features at a glance:

¢ Deep Inspection Firewall Threats evolve quickly. A worm launched at 1:00 can easily have a half-dozen variants at 1:30.
* IPSec VPN Because of this, your security system must evolve and adapt rapidly as well. InstaGate security
e Anti-Virus

gateways are scalable unified threat management (UTM) solutions that combine Anti-Virus,

¢ Intrusion Prevention o ) ) ) )
. Spyware, Spam, Phishing and Intrusion Prevention and more into a high-performance Deep
¢ Anti-Spyware

Packet Inspection (DPI) Firewall and IPSec VPN architecture. Through its sophisticated inspection

e Anti-Spam

e Anti-Phishing capabilities, InstaGate gateways offer unparalleled protection from dynamic, content-based

e Web Filtering threats that elude traditional firewalls. What’s more, eSoft’s patented SoftPak Director security

* High Availability services infrastructure will ensure that the InstaGate is always providing maximum protection with

e WAN Failover
e Network Management

the most up-to-date threat databases available.
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Instantaneous Updates L [ Syem | o spywore | T
Threats do not discriminate. The Fiexyal Monkor Prnt ) Reiresn
e e
most recently launched virus I . o oo BT o
. o rticmnen ———— [ruisco icruiie ey
SC MAGAZINE RATING attacked Global 2000 enterprises the — wen o oo NN O e
Features + Jr ¥k . . . :: 8:»:;;@(;:& O2weats O1 uortn :: g::.g:.oo‘m O2wests O1 uoren
Easeofuse rer——— same way it did the local library and
Performance F g Rk coffee shop. Enterprises generally a2 "
Documentation jallafaliall have the staff and resources to deal [/
Support F XKk Kk . . ] '
Value for money e with these threats... smaller organi- . L
OVERALL RATING zations typically do not. From the — i T e e e e e
. . . . 3 o b 40 1 RO0RES 1O 65300 418D SETNIOT NOPE 0 72090
installation wizards that guide the O —— T
. . e ot et 5 Toee, ot oo ehese o L
user through initial device set-up i Ol OO s i i i 7o e anm v s
. cook . One O Oee T A B me novm cen 4 B 0 s
and VPN setup, to the built-in Hiss w D USRS e PR LR
diagnostics that help ensure that e :’E gz.: § s ’§ = Ez ;:‘.;E
A o every piece of the network is i i S 2 e o a0 T
MAGAZINE I T R TN YD
I T T T SN T
operating as it should, InstaGate R L T e O
RECOMMENDED . _H-_‘- 3PM 3260248 1295432 52610 BIOFES 9453 9050 IN3GN 0 1IEIED
ateways provide thorough, yet cost- = s s, 3T oRTe +omaR R MR o451 SAR 0 M
g
. . . . 12PM 6390 007 1;7!1!&112:3'” 'T;'ﬂ”ﬁﬂ 30732002034 13925079
effective protection with maximal .u_,.m::.,mi..n.:m,,:m,{:uﬁm.,:"mmr..

ease-of-use.




www.esoft.com -

What’s more, InstaGate’s high-performance hardware architecture and large, high-speed
storage systems deliver high throughput, high reliability and exceptional performance,
meeting the needs of the most demanding network environments.

Real-time Threat Protection through SoftPaks and SoftPak Director

A modern security appliance must be the master of many disciplines in order to provide
complete network protection. Through modular SoftPaks, the user can scale the appliance for
services such Anti-Virus, Anti-Spam, Intrusion Prevention and even Web Content Filtering as
the need arises. Then, with eSoft’s distributed SoftPak Director architecture, all eSoft appli-
ances automatically receive real-time software and signature updates. Any time, anywhere in

the world.
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The InstaGate currently supports the following SoftPaks, which may be purchased and enabled

directly though the InstaGate appliance itself!

Gateway Anti-Spyware

i | Gateway Anti-Virus

.pL Intrusion Prevention

s=4| SpamFilter

8| VPN Manager

S| Complete Mail Server

r4| Email Content Filter

Phone: 303-444-1600 295 Interlocken Blvd., #500
Toll-Free: 888-903-7638 Broomfield, CO 80021
Fax: 303-444-1640 www.esoft.com

Desktop Anti-Spyware

E Desktop Anti-Virus
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SiteFilter (Web Filtering)
High Availability
Internet Failover

Smart Reports

U.S. Patent No. 6,961,773 B2



www.esoft.com -

ThreatMonitor - Vital Threat Statistics at Your Fingertips

ThreatMonitor is a graphical management tool designed to help IT managers better understand
the behavior of network traffic, as well as network threat activity.

ThreatMonitor collects, interprets and graphically summarizes critical system and network infor-
mation to help the IT manager make more informed decisions regarding network usage and
security policies. Threat Monitor provides a graphical window into each security subsystem,
including Spyware, Intrusion Prevention, Virus, Spam and system statistics.
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An Architecture Built for High Performance and Low Maintenance

Deep Packet security requires a vast amount of CPU, disk and storage resources. InstaGate’s
high-performance hardware architecture and large, high-speed memory arrays delivers high
throughput, high reliability and exceptional performance, meeting the needs of even the most
demanding network environment. Standard RAID-1 mirroring on the InstaGate 806 adds reliable
data redundency and recovery.

Optional Email and Webmail Servers — the Ultimate Integrated Appliance

In addition to dynamic network security, many of the InstaGate appliances offer extendability
through Email and Webmail servers as well. The result is a true all-in-one appliance for virtually
any small-to-medium size organization.

Phone: 303-444-1600 295 Interlocken Blvd., #500
Toll-Free: 888-903-7638 Broomfield, CO 80021
Fax: 303-444-1640 www.esoft.com
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Hardware
InstaGate 305-25 user

InstaGate 305-unl user upg

InstaGate 404
InstaGate 604
InstaGate 806

Sofware Care - 1 Year
InstaGate 305
InstaGate 404
InstaGate 604
InstaGate 806

305-BASE
305-UPG-UNL
1G-404
1G-604
1G-806

SWC-305-25-1
SWC-404-1
SWC-604-1
SWC-806-1

Hardware Care - 1 Year Extended Warranty

InstaGate 305
InstaGate 404
InstaGate 604
InstaGate 806

HWC-305-1
HWC-404-1
HWC-604-1
HWC-806-1

Please visit esoft.com for additional part numbers

Phone: 303-444-1600 295 Interlocken Blvd., #500

Toll-Free: 888-903-7638 Broomfield, CO 80021
Fax: 303-444-1640 www.esoft.com

Interfaces / Storage
Ethernet Ports
Serial Mgmt Ports
RJ-45 Mgmt Ports
usB
Hard Drive

Security Services
Intrusion Prevention
Gateway Anti-Virus
Gateway Anti-Spyware
Web/URL Filtering
Anti-Spam
Email Content Filtering
Email/Webmail Server

Firewall
Users Supported
Throughput
Connections
Connection Rate
Policies

VPN
Throughput
Tunnels
Encryption Modes
Authentication
Key Management
ESP Tunnel Mode
Digital Cert. Support
PPTP
MS-CHAP v2
VPN Forwarding
IPSec NAT Traversal
L2TP/IPSec
Central VPN Mgmt.

Networking
DHCP
Authentication
NAT Modes

WAN/WAN Failover
High Availability
Transparent Mode
Transparent HTTP
Proxy Server/Cache
DNS Forwarding
PPPoE Client

DDNS

Management and Usability
Management
Logging
Reporting
Setup Wizards

System
LCD Display/Keypad
Dimensions

Weight
Power

UL/CUL, TUV, CE
FCC and VCCI

InstaGate 305

2+3-port LAN Switch
1 (DB-9 RS-232)

InstaGate 404

4 Fast Ethernet

InstaGate 604

4 Gigabit Ethernet
RJ-45

1 Front

1 Front

80 GB SATA

SoftPak
SoftPak
SoftPak
SoftPak
SoftPak
SoftPak
SoftPak

unl

300 Mbps
32,000
16,000/sec
4,000

160 Mbps
400

Yes
No

Yes
Yes
Yes
Yes
No

User, RADIUS

None None
None 1 Rear
None 40 GB IDE
Basic (included) SoftPak
SoftPak SoftPak
No SoftPak
Basic (included) SoftPak
No SoftPak
No SoftPak
No SoftPak
25/unl unl
100 Mbps 150 Mbps
3,000 16,000
2,500/sec 8,000/sec
1,000 2,000
30 Mbps 80 Mbps
25 200
3DES, AES (128,192,256-bit)
MDs, SHA-1
IKE and Manual Key
No Yes
X.509 No
Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes No
Yes (with VPN Manager SoftPak)
Client, Server
User
1:1, 1:Many,

Many:1, any:Many,
PAT

No

No

Yes

No

Yes
Yes
Yes

SoftPak
SoftPak
No

Yes

Yes
Yes
No

1:Many, PAT

SoftPak
SoftPak
No

Yes

Yes
Yes
No

Local CLI, Web GUI (HTTPS, IE 5.0+, NS 4.7+)
Local Log, Syslog

Basic
Yes

No
11.875x7.25x1.75
30x19x4.5cm
5lbs. / 2.3 kg
100-240 VAC
50-60 Hz, .3-.6A
Yes

Class B

Yes

No
9"x6.5"x2"

22x16.51x5.08cm
3.5 lbs. / 1.59 kg
100-240v~1.5A

47--63Hz,
Yes
Class B

ThreatMonitor and Smart Reports

Yes

Yes
17.5"x18"x1.75"

16.5 lbs. / 7.5 kg
100-240V~6.0A
60-50Hz

Yes

Class B

44.45X45.72x4.44Ccm

InstaGate 806
6 Gigabit Ethernet

1 Front

1 Front

Dual 120 GB SATA
w/RAID-I

SoftPak
SoftPak
SoftPak
SoftPak
SoftPak
SoftPak
SoftPak

unl

750 Mbps
100,000
32,000/sec
16,000

400 Mbps
1,200

Yes
No

Yes
Yes
Yes
Yes
No

SoftPak
SoftPak
No

Yes

Yes
Yes
No

Yes

Yes

17.5"x18"x3.5"
44.45%45.72x8.89cm
19 lbs. / 8.63 kg
100-240V~6.0A
60-50Hz

Yes

Class B

© 2006 eSoft Inc. eSoft, ThreatWall, InstaGate, ThreatPak, SoftPak, and SoftPak Director are trademarks and/or servicemarks of
eSoft, Inc. All other trademarks and registered trademarks are the property of their respective owners. U.S. Patent No. 6,961,773 B2.
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