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Overview

Introduction

The HP UPS Management Module enables you to monitor, manage, and control power environments of
up to five devices through the serial connectors located on the front of the management module. Multiple
devices can monitor the UPS over the network connection. The management module can be configured to
send alert traps to HP Systems Insight Manager and other SNMP management programs or used as a
stand-alone management system.

For configuration and status monitoring, the management module includes:

HP UPS Management Module web interface (on page 41)—A graphical interface that is accessed
with a web browser

HP UPS Management Module Service Menu (on page 78)—A text-based menu that is accessed
through telnet or a terminal emulation session

For a detailed list of supported UPSs, see the HP website (http://www.hp.com/go/rackandpower).

Features

Monitors the status of the UPS and performs diagnostics
Manages a graceful shutdown of attached equipment during a utility power failure

Manages independent UPS load segments to provide separate power control of connected
equipment

Prioritizes the timing of equipment shutdown and reboots connected equipment by load segment
Delays restart by load segment after a power outage to sequence the startup of system components
Shuts down and reboots the UPS and attached equipment, based on a user-specified schedule
Sends customized email and broadcast notification messages and SNMP traps

Issues computer commands at power failure

Displays logs for analysis

Supports a redundant UPS configuration

Includes enhanced HP SIM integration

Includes multi-language support

Supports serial- and network-attached server communications

Supports a customizable Events script
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HP UPS Power Protection Agent overview

The HP UPS Power Protection Agent runs on a local or network server and allows the management
module to gracefully shut down the operating system of that server and optionally run a script during
power failure. Install the agent on any machine that is powered by the UPS and any machine that the
management module uses to initiate a command.

NOTE: If you are an existing HP Power Manager user, you must uninstall the HPPM Remote
Agent before installing the UPS Power Protection Agent.

If the UPS Power Protection Agent is not applicable for your load devices, you can use a third-party
SNMP manager to monitor the power protection. For more information, see "SNMP monitoring (on page
1171)."

HP UPS Power Protection Agent requirements

NOTE: For the latest supported operating systems, see the HP website
(http://www.hp.com/go/rackandpower).

Hardware and software |Suggested minimum requirements

Hardware 200-MHz processor
Disk space 10 MB free disk space
System memory 64 MB of RAM

Operating system (32-bit) | Microsoft® Windows® XP Professional with Service Pack 2
Microsoft® Small Business Server 2000 with Service Pack 4

Microsoft® Windows® 2000 Server and Advanced Server with Service Pack 4
Microsoft® Windows® Server 2003 Standard Edition x86 with Service Pack 2
Microsoft® Windows® Server 2003 Enterprise Edition x86 with Service Pack 2

Microsoft® Windows® Small Business Server 2003, Standard and Premium
Editions x86 with Service Pack 2

Red Hat Enterprise Linux 4 for x86 with Update 5

Red Hat Enterprise Base Server/Advanced Platform Linux 5 for x86

SUSE Linux Enterprise Server 9 for x86 with Service Pack 3

SUSE Linux Enterprise Server 10 for x86 with Service Pack 1
Operating system (64-bit) | Microsoft® Windows® Server 2003 for AMD64 and Intel® EM64T with

Service Pack 2

Microsoft® Windows® Server 2003 Enterprise Edition For ltanium®-based
Systems with Service Pack 2

Red Hat 4 for ltanium® with Update 5
Red Hat Enterprise AS/ES Linux 4 for AMD64 and Intel® EM64T with Update 5

Red Hat Enterprise Base Server/Advanced Platform Linux 5 for ltanium®

Red Hat Enterprise Base Server/Advanced Platform Linux 5 for AMD64 and
Intel® EM64T
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Hardware and software |Suggested minimum requirements

SUSE Linux Enterprise Server 9 for AMD64 and Intel® EM64T with Service Pack
3

SUSE Linux Enterprise Server 9 for ltanium® with Service Pack 3

SUSE Linux Enterprise Server 10 for AMD64 and Intel® EM64T with Service
Pack 1

SUSE Linux Enterprise Server 10 for ltanium® with Service Pack 1

HP-UX 11.0 for HP 9000 with patch bundle HPUX_800_11.0_11081152,
PHCO _28112*

HP-UX 11i v1 (11.11) with the following patches for all v1 machines: PHNE
28799, PHNE_29887, PHSS_22535*

Patches for B2000 machines include the v1 patches, plus the following patches:
PHKL_28253, PHSS_28547, PHSS_28548*

HP-UX 171i v2 (11.23) with the latest patch bundle*

* For the latest updates of HP-UX patches, see the HP Patch Firmware Database website
(http://www 1 .itrc.hp.com/service/patch/mainPage.do).

Typical hardware configurations

The management module can be attached in any of the following configurations:

e  Configuration A (on page 10)—UPS connected serially to devices that monitor, manage, and control

the UPS
e  Configuration B (on page 10)—UPS connected to devices that monitor the UPS over the network.

e  Configuration C (on page 11)—UPS connected serially to devices that monitor, manage, and control
the UPS, and connected to devices that monitor the UPS over the network

e  Configuration D (on page 12)—Redundant UPS configuration with serial connections
e  Configuration E (on page 13)—Redundant UPS configuration with network connections
e  Configuration F (on page 14)—Redundant UPS configuration with serial and network connections

e  Configuration G (on page 15)—Redundant UPS configuration with dual subnet
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Configuration A

This figure illustrates a UPS with a management module installed that is serially attached to a server
running the UPS Power Protection Agent. The server is plugged into a load segment of the UPS, and is
able to monitor, manage, and control the UPS.
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Configuration B

This figure illustrates a UPS with a management module installed that is connected to the network. A
server on the same network running the UPS Power Protection Agent monitors the UPS.
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ltem

Description

Server with UPS Power Protection Agent installed

Network

UPS with management module installed

Configuration C

This figure illustrates a UPS with a management module installed that is serially attached to a server

running the UPS Power Protection Agent. The server is plugged into a load segment of the UPS, and is

able to monitor, manage, and control the UPS. The management module is also connected to a network

where another server running the UPS Power Protection Agent monitors the UPS.
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Configuration D

This figure illustrates a redundant configuration with serial connections.
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Configuration E

This figure illustrates a redundant configuration with network connections.
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Contiguration F

This figure illustrates a redundant configuration with serial and network connections.
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Configuration G

This figure illustrates a redundant configuration with dual subnet.
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Web interface requirements

The following table lists the minimum requirements necessary to operate the web interface.

Software Browser
Web browser on a | Microsoft® operating systems
client

e Microsoft® Internet Explorer 6.0 with Service Pack 1
(32-bit only)

e  Microsoft® Internet Explorer 7.0 (32-bit only)
Red Hat Linux operating system (32-bit only)

e Firefox 1.5.x

e SeaMonkey 1.0.1

SUSE Linux operating system (32-bit only)

o Firefox 1.5.x

e Mozilla1.7.8

Overview

15



Software Browser

Monitor resolution | Minimum supported resolution of 1024 x 768, 16-bit
high color (maximize browser window for optimal
display)
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Component identification

Front panel

P/M; AF4OTA

Speares P/N: 434203-001 @

HP{UPS Managemant Modula

il

" Pass-Thru

ltem Description

1 Serial device connectors

2 Environmental connector (for future use)
3 Power LED

4 Error LED

5 Reset button

6 Network connector

7 Config/Pass-Thru connector

Component identification
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Installing the HP UPS Management Module

Required tools

No. 2 Phillips screwdriver

Installing the management module

NOTE: It is not necessary to power down the UPS before installing the management module.

1. Disconnect the communications cable from the option card.

2. Remove the two screws securing the option card or cover plate and slide the card or plate out.

Installing the HP UPS Management Module 18



3. Install the management module along the alignment channels in the option slot.
@"I ~ 0
[Jo
®
4. If the UPS is powered up, you can be sure that the management module is seated properly and
receiving power by verifying that the Power LED is illuminated solid green.
J. 3 4 5 HP|UPS Management Module
| O R
g Qv @!
i
5. Secure the management module using the two screws you removed in step 2.

Installing the HP UPS Management Module
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Checking the Error LED

If the Error LED illuminates red or flashes red, see the "Troubleshooting (on page 87)" section for more
information.

HP UPS Managemant Modula

o R ]

@b O!

g
g
3
5

P/M; AF4OTA

Connecting the network cable

Connect a standard Ethernet cable between the network connector on the management module and a
network jack.

e @ e e e o e |

This connection is used to access the management module remotely through telnet or the web interface.
The management module also uses the network connection to communicate to the configured agents and
to facilitate SNMP-based monitoring.

Installing the HP UPS Management Module 20



Connecting the configuration cable

1. Connect a DB-9 to RJ-45 adapter to a serial connector on the host computer.

2. Connect one end of an RJ-45 cable to the RJ-45 connector on the adapter.

3. Connect the other end of the RJ-45 cable to the Config/Pass-Thru connector on the management
module.

9 II.
s G e o @5 o e

This connection is used to configure and access the management module locally through a terminal
emulation program.

Launching a terminal emulation program

NOTE: HyperTerminal is the serial communication program provided with Microsoft®
Windows® and is used in this section as an example for setting up a terminal emulation
session. If you are using another utility, the steps might be different.

Installing the HP UPS Management Module 21



On the host computer, click Start, and select
Programs>Accessories>Communications>HyperTerminal.

The Connection Description window appears.

Enter a description, select an icon for the connection, and then click OK. The Connect To window
appears.

Select the serial connector on the host computer to which the DB-9 to RJ-45 adapter is attached, and
then click OK. The COM Properties window appears.

Select the following parameter values, and then click OK.
o Bits per second— 115200

o Data bits—8
o Parity—None
o Stop bits—1

o Flow control—None

Contiguring the management module for remote

ACCesSs

1.

Be sure that you have connected the network cable ("Connecting the network cable" on page 20) to
the management module.

Be sure that you have connected the configuration cable ("Connecting the configuration cable" on
page 21) to the management module and the host computer with an open terminal emulation
session.

Press the Reset button on the management module front panel.

HP UPS Management Modula
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On the terminal emulation session screen running on the host computer, the POST executes, and the
following prompt appears:

Press any key in 5 seconds to enter Service menu.

Press a key to enter the HP UPS Management Module Service Menu.
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Use the HP UPS Management Module Service Menu to configure the minimum settings required to
access the management module remotely using telnet or the web interface. You can configure other
settings using this utility in conjunction with a terminal emulation program or a telnet connection.

NOTE: If your network is configured with a BOOTP server, the network settings are
automatically assigned. Verify and note the assigned values.

5. If your network is not configured with a BOOTP server:
a. On the Main menu, enter 1 at the prompt to open Module Configuration submenu.
b. Enter 2 at the prompt to enter the Network Configuration submenu.
c. Enter 1 at the prompt to enter the Network Settings submenu.

6. From this menu, change the mode used to acquire a network IP address to Static IP. You can also
change the IP address, subnet mask, and default gateway of the HP UPS Management Module.

7. Configure web access:

a. On the Network Configuration submenu, enter 3 at the prompt to open the Web Access
submenu.

b. Use the submenu options to select HTTP (default) or HTTPS and configure the associated port. The
default port for HTTP is port 80, and the default port for HTTPS is port 443.

8. Configure telnet access:

a. On the Network Configuration submenu, enter 2 at the prompt to open the Remote Console
submenu.

b. Use the submenu options to configure the telnet port. The default port is port 23.
9.  Entfer 0 at the prompt until you have returned to the Main menu.
10. Enter s at the prompt to save the changes and restart the management module.

11.  Enter 2 at the prompt to close the configuration utility.

Connecting devices

NOTE: The management module ships with one DB-9 to RJ-45 adapter for management
module configuration. Five additional adapters for connecting serial devices are available for
purchase in the adapter kit (part number AF402A).

1. Connect a DB-9 to RJ-45 adapter to a serial connector on the device.
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2. Connect one end of a network cable to the RJ-45 connector on the adapter.

3. Connect the other end of the network cable to a serial device connector on the management module.
Note the connector number on the management module to which the device is connected.

L) U
s G e o @5 o e

4.  Connect the device to a UPS load segment receptacle using the device input power cord or a jumper
cable.
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5.  Press the Reset button on the management module front panel.

HP UPS Management Modula
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Installing the HP UPS Power Protection Agent

Installation overview

Install the UPS Power Protection Agent on any machine that is powered by the UPS and any machine that
the management module uses to initiate a command. There are three installation options:

e  GUl installation—A series of dialog boxes and prompts guide you through the installation process.

®  Non-GUl installation—A series of commands are necessary to complete the installation.

e  Silent installation—A preconfigured initialization file is specified during installation. This file contains

all the information a user is typically prompted to enter.

Silent installation is typically used by system administrators who have many installations that are
configured identically and require minimal user interaction. During a silent installation you will:

o Install an agent through the assisted installation method that is appropriate for the operating
system.

o Configure the agent exactly as the final replicated systems should be configured.

o Use the DevManRA.ini file that is generated in the directory of the application as a template in
the agent silent install process.

o Change any items that should be unique, such as the Management Server IP address, through

the normal operation of the software.

The following table summarizes the available installation options for each operating system.

Operating | GUI Non-GUI Silent Local/remote
system installation | installation | installation | installation
Windows® | Available Available

Linux Available Available

HP-UX Available Available Available

NOTE: If you are an existing HP Power Manager user, you must uninstall the HPPM Remote
Agent before installing the UPS Power Protection Agent.

Installing the agent on Windows operating systems

The UPS Power Protection Agent can be installed using the GUI or silent installation methods on any
supported Windows® operating system.

¥  IMPORTANT: To ensure your system has the minimum requirements needed to run the agent,
see "UPS Power Protection Agent requirements ("HP UPS Power Protection Agent requirements"
on page 8)."
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NOTE: You might need to reboot after installing the agent on Windows®.

Installing the agent using the GUI method

1. Insert the HP Infrastructure Management Pack CD into the CD-ROM drive of the computer. If the
AutoPlay feature is enabled, the installation menu automatically starts. If the AutoPlay feature is
disabled, explore the CD, and double-click AUTORUNL.EXE in the root folder.

If the software has been downloaded from the HP website (hitp://www.hp.com/qo/rackandpower),
follow the instructions to unpack the files, then locate and run SETUP.EXE.

2. Select HP UPS Management Module from the side menu.
3. Select UPS Power Protection Agent.
The Welcome screen appears.

4. Read the introduction, and then click Next.

Welcome to the InstallShield Wizard for HP UPS
Powveer Protection Agent 4.5

The InstallShield® wizard will install HP UPS Power
Protection Agent 4.5 on pour computer. To continue, click
Mt

The License Agreement screen appears.
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5. Read the license agreement, select | accept the terms in the license agreement, and then click Next.

HP UPS Power Protection Agent 4.5 - InstallShield Wizard |
Licensze Agreement ‘ :
Flease read the following license agreement carefully. | it
EWND USER LICEMSE AGREEMENT ﬂ

FLEASE READ THIS EMD UISER LICEMSE AGREEMEMT [“ALGREEMENT"
CAREFULLY. THIS AGREEMEMT 15 & LEGAL AGREEMENT BETWEEM 0L AND
YOUR COMPANY ["LICEMSEE") AMD HEW/LET T-PACKARD COMPANY ["HP"). BY
CLICKING THE "ACCEPT" BUTT OM BELO* OR INSTALLING THE SOFTWARE., (i)
LICEMSEE DOES 50 %/ITH THE INTEMT TO ELECTROMICALLY 'EXECUTE" THIS
SAGREEMENT . AMD (i) LICEMSEE AGREES TO BE BOUMD BY AND COMPLY WITH
THE FOLLOWIMG TERMS AMD COMDITIONS, INCLUDIMG THE "&5-15 WARRANTY
STATEMEMT ", AS WELL &5 ANy TERMS AMD COMDITIONS COMTAINED IM THE
"AMCILLARY. TT FILE WITHIN THIS DOCUMENT.

fid

" | do rot accept the tems of the license agreement

[zt Ehield

< Back | Messt = I Cancel

The Customer Information screen appears.

6.  Enter your customer information, and then click Next.
HP UPS Power Protection Agent 4.5 - InstallShield Wizard x|
Customer Information ‘ :
Fleaze enter your information. h

Pleaze enter your name and the name of the company Far which wou work.

zer Mame:

ILlser

Company Mame:

|HP

[retallSheld

4 Back | et I Cancel

The Choose Destination Location screen appears.
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7. Click Next to install the agent in the default folder that is displayed. To specify a different folder,
click Change, navigate to the appropriate folder, and then click Next.

HP UPS Power Protection Agent 4.5 - InstallShield Wizard

Choose Destination Location

Select folder where setup vall install files.

|ratall=held

The Ready to Install the Program screen appears.

8. Click Install. The wizard installs the software.

HP UPS Power Protection Agent 4.5 - InstallShield Wizard
Ready to Install the Program

The wizard iz ready to begin installation,

o= =]
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9. Click Finish to complete the install wizard and continue with the configuration process.

HP UPS Power Protection Agent 4.5 - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield *Wizard has successfully nstalled HP UPS
Powwer Protection sagent 4.5, Click Finigh to exit the wizard.

< Bach

Cancel |

NOTE: It might take a moment for the configuration screen to appear. If there are open
windows on the desktop, you might need to minimize the windows to view the configuration
screen.

10. Enter the valid host name, IP address, or communications port of the management module in the
Management Server 1 field. This setting ensures that a particular management module executes
commands and operating system shutdowns on the computer running the agent.

If security is not a concern, leave this field blank.

11. To enable a redundant configuration, enter the host name, IP address, or communications port of the
second management module in the Management Server 2 field.

¥  IMPORTANT: If you are configuring redundant management modules, do not select Any Server
in either dropdown box.

Installing the HP UPS Power Protection Agent 30



12.  Click Finish to close the configurator.

HP UPS Power Protection Agent - Configuration EI

O |

nvent

Management Server 1:

kanagement Server 2

Enter the hosthame, |P address or communications port of
the Management Server. Leave blank to albow ary server
ko manage this agent.

5 Bach I Firish I Cancel Help

The service starts automatically. Wait until the system tray icon displays a green check mark Mo
begin using the software.

NOTE: An icon in the Windows® system tray shows the status of the management module. It
might take a few moments for the icon to change. A green check mark = appears if the
management module is communicating with the agent without errors. If the service has
stopped, a blue hexagon icon L] appears. A red icon = appears if the software is not
configured, the UPS is not connected, or the agent and management module are not
communicating. Hover over the icon with the mouse pointer, and a tool tip displays a status
message. For more information about the system tray icon status messages, see "System tray
icon (on page 42)."

NOTE: To reconfigure the agent, see "Reconfiguring the agent on Windows® Operating
Systems ("Reconfiguring the agent on Windows operating systems" on page 32)."

Installing the agent using the silent installation method

Silent installation is typically used by system administrators who have many installations that are
configured identically and require minimal user interaction. During a silent installation you will:

e Install an agent through the assisted installation method that is appropriate for the operating system.

e  Configure the agent exactly as the final replicated systems should be configured.

NOTE: You must configure the IP address of the management module. Create a DevManRA.ini
file for each site. This points each agent to the correct management module and is the more
secure option.

®  Use the DevManRA.ini file that is generated in the directory of the application as a template in the
agent silent install process.
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e  Change any items that should be unique, such as the Management Server IP address, through the
normal operation of the software.

To install the agent using the silent installation method:

1. Create a temporary directory.

2. Copy the following files into the temporary directory you just created:

o DevManRA.ini—During an assisted install, this file is landed in the same folder in which the
agent is installed.
o Setup.exe—This file is included with the installation files on the HP Infrastructure Management

Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

o Setup.iss—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

o SetupRA.exe—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

3. From the directory that contains all four files, run setup.exe /s /f DevManRA.ini to install
silently.

If the .ini file is not located in the same folder as the Setup file, run setup.exe /s /f <paths
DevManRA.ini, where <path> is the DevManRA. ini file location.

The following command line parameters can be specified and are applicable for both interactive and

silent modes.

Parameter Function

/s Performs a silent install.

/x Reboots the computer at completion of setup. This

option is supported only on Windows® and only for
a silent install.

/f DevManRA.ini  |Specifies a configuration .ini file used for clean
installs. When this option is specified, the device
detection and configuration step is omitted.

Reconfiguring the agent on Windows operating
systems

To reconfigure the agent:

e Rightclick the agent system tray icon to display a context menu from which the management service
can be stopped or started. In this menu, you can also:

o Launch a browser session using the Connect option.

o Configure new seftings using the Configure option.

o Change the IP address or serial path that the agent uses for the management module.
o Enable or disable a redundant configuration.

-or-
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e  Select Configure HP UPS Management Module from the HP UPS Management Module option in the
Start Programs menu.

Installing the agent on Linux operating systems

The UPS Power Protection Agent can be installed using an installation script or the silent installation option
on any supported Linux operating system.

¥  IMPORTANT: To ensure your system has the minimum requirements needed to run the agent,
see "UPS Power Protection Agent requirements ("HP UPS Power Protection Agent requirements"
on page 8)."

Installing the agent using the installation script

1. The agent can be installed two ways:

o I installing the software from the HP Infrastructure Management Pack CD, insert the CD into the
CD-ROM drive of the computer. From the console or a terminal window, go to the HP UPS Power
Protection Agent/...Linux/Agent subdirectory. Execute the following installation script:

./SetupRA
o If downloading the software from the HP website (http://www.hp.com/go/rackandpower),

follow the instructions on the website to unpack the files. Locate the Linux agent installation script
(SetupRA). Execute the following script:

. /SetupRA

v root@ EDCi'HDE[Z*.HPPGH:E:FPHII.!'.E(&‘EDH.
Eile Edit View Terminal Go Help
[root@localhost HPPowerProtectionl# ./SetupRal] [+]

L

The script installs the agent and requests information to configure the application. Default values or
valid options are shown in brackets following each prompt.
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The installer launches a separate configuration program.

(v root@localhost~/HPPowerProtection S m [
File Edit View Teminal Go Help

040402 1 of 13 End User License Agreement

Do you accept the terms of the license agreement? [yes/no] yes
Installing HP UPS Power Protectiom Agent

Shutting down UPS Device Manager Service:

done.

Please enter a server to allow comnectioms from.

Enter '*' to allow any server to connect to this agent.

You can enter a hostname or IF address.

To use a serial connection, enter the full path to the serial device.
[*]:

Please enter a second server to allow comnections from.

Enter '#' to allow any server to connect to this agent.

Enter "None' to disallow second connection.

[Mone] :

Starting UPS Device Manager Service:

EXE : DevManRA 14
done .,
[root@localhost HPPowerProtection]# D [»

The script displays: Please enter a server to allow connections from.

2. Enter the IP address of the management module or the path to the serial device. This configuration
ensures that only that particular management module executes commands and operating system
shutdowns on the computer running the agent.

The script displays: Please enter a second server to allow connections from.

3.  Enter the IP address of a second management module or the path to the second serial device for
redundant communication.

i  IMPORTANT: If you are configuring redundant management modules, do not enter an asterisk
to allow any server to connect to the management module.

If you do not want to configure a second connection, enter None.

Installing the agent using the silent installation method

Silent installation is typically used by system administrators who have many installations that are
configured identically and require minimal user interaction. During a silent installation you will:

e Install an agent through the assisted installation method that is appropriate for the operating system.

e  Configure the agent exactly as the final replicated systems should be configured.

NOTE: You must configure the IP address of the management module. Create a DevManRA.ini
file for each site. This points each agent to the correct management module and is the more
secure option.

®  Use the DevManRA.ini file that is generated in the directory of the application as a template in the
agent silent install process.
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e  Change any items that should be unique, such as the Management Server IP address, through the
normal operation of the software.

To install the agent using the silent installation method:

1. Create a temporary directory.

2. Copy the following files into the temporary directory you just created:

(e]

DevManRA.ini—During an assisted install, this file is landed in the same folder in which the
agent is installed.

EULA.txt—This file is included with the installation files on the HP Infrastructure Management Pack
CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

SetupRA—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

Uninstall—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

HPRA-4.5-x.i586.rpm—This file is included with the installation files on the HP Infrastructure
Management Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

3. From the directory that contains all five files, run . /SetupRA -s -f <path> DevManRA.ini to
install silently.

Replace <path> with the DevManRA. ini file location.

The following command line parameters can be specified and are applicable for both interactive and
silent modes.

Parameter Function

-S

Performs a silent install.

-log

Creates an installation log
(/user/local/DevMan/install.log). Default is
disabled for interactive mode and enabled for
silent mode. This option is supported only on Linux.
The installation log is created automatically for
Windows® during silent installations in
\%systemdrive%\setup.log.

-f DevManRA.ini Specifies a configuration .ini file used for clean

installs. When this option is specified, the device
detection and configuration step is omitted.

Installing the agent on SLES 10

1. Install the agent using the Linux installation script ("Installing the agent using the installation script"
on page 33).

-or-

Install the agent using the Linux silent installation method ("Installing the agent using the silent
installation method" on page 34).

2. Do one of the following:
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o Editthe /etc/sysconfig/boot file and chonge RUN_PARALLEL="yes" fo
RUN PARALLEL="no" fo remove parallel script execution.

-or-

o Editthe /etc/init.d/.depend.start file and add DevMan: network at the end of the
file to add parallel information for DevMan.

Installing the agent on an ltanium system

1. Install the ia32* file for your operating system from the supplementary disc.

2. Install the appropriate library files for your operating system from the compact layer in the following
order:

a. Install the glibe* library file.
b. Install the z1ib* library file.
RH4-U3 RH4-U4 RH4-U5 RH5

ia32*  [ia32el-1.3-2.ia64.rpm |ia32el-1.3-2.iaé4.rpm |ia32el-1.3-2.ia64.rpm | ia32el-1.6-
13.el5.ia64.rpm

glibc* | glibc-2.3.4- glibc-2.3.4- glibc-2.3.4- glibc-2.5-12.i686.rpm
2.19.i686.rpm 2.25.i686.rpm 2.36.1686.rpm
zlib* zlib-1.2.1.2- zlib-1.2.1.2- zlib-1.2.1.2- zIib-1.2.3-3.i386.rpm
1.2.i386.rpm 1.2.i386.rpm 1.2.i386.rpm
3. Install the agent using the Linux installation script (“Installing the agent using the installation script"
on page 33).
_Or.

Install the agent using the Linux silent installation method ("Installing the agent using the silent
installation method" on page 34).

Reconfiguring the agent on Linux operating systems

To configure the management module IP address or serial path for Red Hat Linux, run
/etc/rc.d/init.d/DevMan setup.

To configure the management module IP address or serial path for SUSE Linux Enterprise Server, run
/etc/init.d/DevMan setup.

Installing the agent on HP-UX operating systems

The UPS Power Protection Agent can be installed using an installation script, SAM, or silent installation
option on any supported HP-UX operating system.

¥  IMPORTANT: To ensure your system has the minimum requirements needed to run the agent,
see "UPS Power Protection Agent requirements ("HP UPS Power Protection Agent requirements"
on page 8)."
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Installing the agent locally or remotely using the Installation
Script method

1.

The agent can be installed two ways:

o Ifinstalling the software from the HP Infrastructure Management Pack CD, insert the CD into the
CD-ROM drive of the computer. From the console or a terminal window, go to the HP UPS Power
Protection Agent/...HP-UX/Agent subdirectory. Execute the following installation script:
./SetupRA

o If downloading the software from the HP website (http://www.hp.com/go/rackandpower),
follow the instructions on the website to unpack the files. Locate the installation script (SetupRA).
Execute the following script:

./SetupRA

The script installs the agent and requests information to configure the application. Default values or
valid options are shown in brackets following each prompt.

To accept the EULA, enter yes.
The script displays: Please enter a server to allow connections from.

Enter the IP address of the management module or the path to the serial device. This configuration
ensures that only that particular management module executes commands and operating system
shutdowns on the computer running the agent.

The script displays: Please enter a second server to allow connections from.

Enter the IP address of a second management module or the path to the second serial device for
redundant communication.

¥  IMPORTANT: If you are configuring redundant management modules, do not enter an asterisk

to allow any server to connect to the management module.

If you do not want to configure a second connection, enter None.

Installing the agent locally or remotely using the SAM method

1.

W e N OV A WD

—
o

From a remote machine, enter sam at the command line prompt.

Click Software Management.

Click Install Software to Local Host.

Change the Source Depot Path to a fully qualified path and depot name.

Select the agent you are about to install.

Select Actions>Install from the top menu, and then click OK and Done.

Click OK to analyze the depot file.

Click OK to install the depot file.

Click Done to complete the installation and continue with the configuration process.
Enter /sbin/init.d/DevMan setup in the terminal, and press the Enter key.
The installer launches a separate configuration program.

The script installs the agent and requests information to configure the application. Default values or
valid options are shown in brackets following each prompt.
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11.

12.

The script displays: Please enter a server to allow connections from.

Enter the IP address of the management module or the path to the serial device. This configuration
ensures that only that particular management module executes commands and operating system
shutdowns on the computer running the agent.

The script displays: Please enter a second server to allow connections from.

Enter the IP address of a second management module or the path to the second serial device for
redundant communication.

¥  IMPORTANT: If you are configuring redundant management modules, do not enter an asterisk

to allow any server to connect fo the management module.

If you do not want to configure a second connection, enter None.

Installing the agent using the silent installation method

Silent installation is typically used by system administrators who have many installations that are
configured identically and require minimal user interaction. During a silent installation you will:

Install an agent through the assisted installation method that is appropriate for the operating system.

Configure the agent exactly as the final replicated systems should be configured.

NOTE: You must configure the IP address of the management module. Create a DevManRA.ini
file for each site. This points each agent to the correct management module and is the more
secure option.

Use the DevManRA.ini file that is generated in the directory of the application as a template in the
agent silent install process.

Change any items that should be unique, such as the Management Server IP address, through the
normal operation of the software.

To install the agent on a system running HP-UX using the silent installation method:

1.
2.

Create a temporary directory.
Copy the following files into the temporary directory you just created:

o DevManRA.ini—During an assisted install, this file is landed in the same folder in which the
agent is installed.

o EULA—This file is included with the installation files on the HP Infrastructure Management Pack
CD and the software download package on the HP website
(http://www.hp.com/qgo/rackandpower).

o SetupRA—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

o Uninstall—This file is included with the installation files on the HP Infrastructure Management
Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).

o HPRA4.5Buildx.depot—This file is included with the installation files on the HP Infrastructure
Management Pack CD and the software download package on the HP website
(http://www.hp.com/go/rackandpower).
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3. From the directory that contains all five files, run . /SetupRA -s -f DevManRA.ini to install

silently.

If the .ini file is not located in the same folder as the SetuprRA file, run . /SetupRA -s -f
<path> DevManRA.ini, where <path> is the DevManRA. ini file location.

The following command line parameters can be specified and are applicable for both interactive and

silent modes.

Parameter Function

-s Performs a silent install.
-1

Creates an installation log

(opt/DevMan/install.log). Default is disabled for
interactive mode and enabled for silent mode. The
installation log is created automatically for

Windows® during silent installations in
\%systemdrive%\setup.log.

-f DevManRA.ini

Specifies a configuration .ini file used for clean
installs. When this option is specified, the device
detection and configuration step is omitted.

Reconfiguring the agent on HP-UX operating systems

To reconfigure the management module IP address or serial path, run /sbin/init.d/DevMan setup.

Uninstalling components from Windows® systems

1. Click Start>Settings>Control Panel.

2. Open Add/Remove Programs.

3. Select UPS Power Protection Agent, and then click Change/Remove.

The uninstall wizard launches.

Select Remove Choice, and then click Next.

4.  Follow the prompts in the uninstall wizard to uninstall the software.

NOTE: Some files might remain following the uninstallation and can be removed manually.

Uninstalling components from Linux systems

Execute the uninstall script (. /Uninstall).

NOTE: Some files might remain following the uninstallation and can be removed manually.

Uninstalling components from HP-UX systems

Execute the uninstall script (. /Uninstall).

Installing the HP UPS Power Protection Agent 39



NOTE: Some files might remain following the uninstallation and can be removed manually.
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HP UPS Management Module web interface

HP UPS Management Module web interface

overview

The web interface graphically displays various measurements and warning and alarm messages from the
management module. Also, system values and power fail seftings can be configured through the web
inferface and sent to the management module.

NOTE: All status information and configuration parameters included on the HP UPS
Management Module web interface are available using the HP UPS Management Module
Service Menu (on page 78).

Accessing the web interface

You can access the web interface:

Remotely through a Web browser (on page 41)
Locally from the system tray icon (on page 42) in Windows®

Web browser

Use a web browser to access the HP UPS Management Module web interface:

1.

If necessary, configure the management module by:
a. Launching a terminal emulation program (on page 21).
b. Configuring the management module for remote access (on page 22).

Be sure that you have connected the network cable ("Connecting the network cable" on page 20) to
the management module.

Press the Reset button on the management module front panel. The management module discovers
attached UPSs.

Launch a supported browser. The browser window appears.

In the Address field (Microsoft Internet Explorer) or the Location field (Mozilla, Firefox, and
SeaMonkey), enter one of the following:

http://XXX.XXX.XXX.XXX
https:/ /XXX XXX XXX XXX
where xxx.xxx.xxx.xxx is the IP address of the management module. The log in screen appears.

Sign in through the web browser ("Signing in fo the web interface" on page 42).

HP UPS Management Module web interface 41



NOTE: For a complete list of the browser requirements, see "Web interface requirements (on
page 15)."

System tfray icon

To access the web interface through the system tray in Windows®:

1. Rightclick the software system tray icon on a computer with the UPS Power Protection Agent installed
to display a context menu.

2. Click Connect to access the software.

NOTE: If the [ icon appears, the Connect option is unavailable because the service is

unavailable.
Icon Status
= | Software service/daemon is running.

The agent and management module are communicating.

UPS status is normal.

Software service/daemon is not running.

UPS issues a warning alarm.

Software is not configured, the UPS is not connected, or the agent
and management module are not communicating.

il |1 |l

UPS issues a critical alarm.

Signing in to the web interface

1. Enter the user name in the User Name field. The default user name is admin.

2. Enter the password in the Password field. The default password is admin.

NOTE: Passwords are case-sensitive.

Select the appropriate language in the Language dropdown box.

4.  Click Sign In. The HP UPS Management Module web interface appears.
or-
Click Clear to clear the credentials.

For information regarding the interface, see "Navigating the web interface (on page 45)."
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For instructions on changing the password, see "My Account menu (on page 57)."

[i) HP UPS Management Module

UserMame |

Paswoed |

Langae  [Ergish H
=

Fopepiolt A ek Backard e 0 folds ravareed HE o WP P e B WP Loge
I Mg BT E of Meslan Packard,

Admin session logins, logouts, and terminations are recorded in the Event Log menu (on page 54). The
console session timeout length can be modified in the Remote Access tab (on page 63).

The following is a list of recommended password guidelines.
e  Passwords should not be shared with others.
®  Passwords should be limited to one or two people, if shared with others.

e  Passwords should be coordinated to prevent inadvertent logouts, should more than one person know
them.

° Passwords are case-sensitive.

e  Passwords can be between 1 and 15 alphanumeric characters in length.

Browser security alert

Secure browsing requires the use of SSL. SSL is a protocol layer that lies between HTTP and TCP that
provides secure communication between a server and a client and is designed to provide privacy and
message integrity. SSL is commonly used in web-based transactions to authenticate the web server, which
indisputably identifies the server to the browser. SSL also provides an encrypted channel of
communication between the server and the browser. The encrypted channel ensures integrity of the data
between the web server and the browser, so that data can neither be viewed nor modified while in
transit. The management module uses a system generated and unique key.

An integral part of SSL is a security certificate, which identifies the management module. If your browser
displays a security alert when browsing to the management module, it can be for one of several reasons:
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®  The certificate is untrusted, meaning it was signed by a certifying authority that is unknown to your
browser.

e  The certificate has expired or is not yet valid. This condition can occur if you issue your own
certificate and it has expired.

e  The name on the certificate does not match the name of the site in the browser address field.

For more information about security considerations, see "Security considerations overview (on page
110)."

Establishing a secure session for Internet Explorer
The first time you browse to the management module, the Secure Session screen appears. To ensure a
secure connection, verify that you are browsing to the desired management module:
1. Click View Certificate.
2. Verify that the name in the Issued To field is the name of your management module.

3. Perform any other steps necessary to verify the identity of the management module.

/\  CAUTION: If you are not sure this is the desired management module, do not proceed.
Importing a certificate from an unauthorized source relays your login credentials to that
unauthorized source. Exit the certificate window and contact the system administrator.

After verifying the management module, do one of the following:
®  Import the certificate and proceed.

Click View Certificate. The certificate appears.

T a

Click Install Certificate. The Certificate Import wizard runs.
c. Click Next. The Certificate Store screen appears.
d. Select Automatically select the certificate store based on the type of certificate, and click Next.

e. Click Finish. A message appears, asking for verification of the root store.
f. Click Yes.

e  Proceed without importing the certificate by clicking Yes at the Security Alert window. You continue
to receive the Security Alert each time you log in until you import the certificate. Your data is still
encrypted.

e Exit and import the certificate into your browser from a file provided by the administrator.
a. Click No at the Security Alert window.

b. Obtain an exported certificate file from the administrator.

NOTE: If using Internet Explorer, you can manually import the file into the browser by clicking
Tools>Internet Options>Content>Certificates>Import.

Secure session for Mozilla or SeaMonkey

The first time you browse to the management module, the Secure Session screen appears. To ensure a
secure connection, verify that you are browsing to the desired management module:
1. Click Examine Certificate.

2. Verity that the name in the Issued To field is the name or IP address of your management module.
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3. Perform any other steps necessary to verify the identity of the management module.
4.  After verifying the management module, do one of the following:

a. Click either Accept this certificate permanently or Accept this certificate temporarily for this
session.

b. Click OK.

NOTE: If using Mozilla or SeaMonkey, you can manually import the file into the browser by
clicking Edit>Preferences>Privacy & Security>Certificates>Manage
Certificates>Authorities>Import.

Establishing a secure session for Firefox

The first time you browse to the management module, the Secure Session screen appears. To ensure a
secure connection, verify that you are browsing to the desired management module:

1. Click Examine Certificate.

2. Verify that the name in the Issued To field is the name or IP address of your management module.
3. Perform any other steps necessary to verify the identity of the management module.

4.  After verifying the management module, do one of the following:

a. Click either Accept this certificate permanently or Accept this certificate temporarily for this
session.

b. Click OK.

NOTE: If using Firefox, you can manually import the file into the browser by clicking
Edit>Preferences>Advanced>Security>View Certificates>Authorities>Import.

Navigating the web interface

The web interface is divided into three frames:
e  Top frame—Contains a Sign Out hyperlink, Home tab, Logs tab, Setup tab, and Help tab.
o Click the Sign Out hyperlink to log out of the interface.

o Click the Home tab to see the menu options for viewing general status information. For more
information, see "Home tab (on page 46)."

o Click the Logs tab to see the menu options for displaying data logs. For more information, see
"Logs tab (on page 54)."

o Click the Setup tab to see the menu options for configuring the management module and setting
up and modifying user accounts. For more information, see "Setup tab (on page 57)."

o Click the Help tab to access the interface information and help section. For more information, see
"Help tab (on page 75)."
® Left navigation frame—Contains a list of menu options, a list of alarms and warnings, and a legend.

o The options menu is dynamic, and the options listed change depending on the tab selected and
your access rights.

o The list of alarms and warnings displays the individual alarm status for the managed UPS. The
graphical indicator displays the number of active alarms and displays the icon for the most
severe alarm. The date and time of the last update is also indicated.
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o The legend displays the meaning of symbols used in the interface. Expand and collapse the
legend by clicking the arrow in the upper right corner.

®  Main frame—Contains the various interface screens based on the menu option selected in the left

navigation frame.
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Home tab

Menu options listed under the Home tab include:

e  Overview menu (on page 46)

e  Alarms menu (on page 48)

e |dentification menu (on page 49)
e  Parameters menu (on page 51)

e Manual Control menu (on page 53)

Overview menu

Battiery

Q) Fan Tirw Permasniea [ <1
1S Euattery Capaciy 1o %
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[ T T E LRty Pwer

Click Overview in the left navigation frame to display the Overview screen. This screen displays overall

views of the UPS status.

NOTE: Depending on the specific UPS model, this screen will vary.
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The following example is for a single module UPS.
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The following example is for a parallel UPS.
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Battery, Input, and Output information is displayed on the right side of the screen. A status icon indicates
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the current status of each parameter.

Icon Parameter status
Normal

Y Warning

[ ] Critical
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Input, Output, and Load is displayed graphically on the left side of the screen. The color on each meter
represents the current state of the UPS.

Color Status
Green Normal
Yellow Warning
Red Critical

Click Help to view online help.

Alarms menu

Click Alarms in the left navigation frame to display the Alarms screen. This screen displays the alarms for
the UPS. The alarms are listed in alphabetical order. Each entry includes a description and the date and
time at which the alarm most recently occurred.

The following example is for a single module UPS.

Alarms

5
|

[rate | Time H
Agent(=) Mol Conrect sd

Battery Discharged

Battery Disconnecied

Baftery Fadune

Battery Low
Ewpass Plot Avadable
Bypass On Auto

EPO It e

Fari Fadare

Input Out of Range

nternal Fabre

La=s of Redunciant Communication
Loss of Redunclant Power
Miawanl Load Duemped

O Batbery

Croerioad

Shubdcrven Pending

Site Wiring Fault EI

0000000000000 00000
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The following example is for a parallel UPS.
Alarms
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Click the UPS tabs to view detailed information for each of the sub units in the parallel system. The
parallel system can contain up to six sub units.

Alarms
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g
5
I
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Click Refresh to refresh the screen, or click Help to view online help.

|dentification menu

Click Identification in the left navigation frame to display the Identification screen. This screen contains
contact information for the management module and specific device information about the management

module and the UPS.
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The following example is for a single module UPS.

Identification

—

Sysbem Nome
System Cortact
System Cortact Ermad
System Contact Plhone
WAL Address
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The following example is for a parallel UPS.

Identification
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Click the UPS tabs to view detailed information for each of the sub units in the parallel system. The
parallel system can contain up to six sub units.

Identification
Bt v LT L L T M ] P |
Wage! HP RIZD000 95
Pyri Bigmbar ZCI2EPOET 100000
Pratcgl b=
Wi 185
Sevil Rumber B IHPE

Enter the system name and contact information using the System Information tab (on page 61) on the
Network Management screen.

Click Refresh to refresh the screen, or click Help to view online help.

Parameters menu

Click Parameters in the left navigation frame to display the Parameters screen. This screen displays the
available UPS parameter values. A status icon next to each parameter indicates the current state of the
parameter (Normal, Warning, or Critical).

NOTE: Depending on the specific UPS model, this screen will vary.
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The following example is for a single module UPS.

Parameters

Paramaetiar

Severity Parameter
v} High Votage Transter Port 144 Y
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Parameter
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The following example is for a parallel UPS.
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Click the UPS tabs to view detailed information for each of the sub units in the parallel system. The
parallel system can contain up to six sub units.

A
Parameters
LA ves2 | wess | wesd | wess | wese |
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gt Veskage A1 v | o
t b

Click Help to view online help.

Manual Control menu

Click Manual Control in the left navigation frame to display the Manual Control screen. This screen
contains manual commands such as Initiate Battery Test and Restart Management Module.

NOTE: Depending on the specific UPS model, this screen will vary.

Manual Control

pe indlinte Bttery Test
| Resiaet Management Modus

Exocute Command ] Heip. |

The Initiate Battery Test option is not available for all UPSs. To initiate a UPS battery test:

/\  CAUTION: Selecting this option might result in an ungraceful shutdown.

[  IMPORTANT: Do not run a battery test while the UPS is On Battery.

1. Select Initiate Battery Test.

2. Click Execute Command. The results of the test appear on the Parameters screen ("Parameters menu"
on page 51) in the Test Results Summary field, and a log entry is created in the Application Log
("Application Log menu" on page 56).
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To reset the management module:
1. Select Restart Management Module.

2. Click Execute Command.

NOTE: Restarting the management module does not drop the UPS load. The web interface is
not available while the management module restarts.

Click Help to view online help.

Logs tab

Menu options listed under the Logs tab include:
e  Event Log menu (on page 54)
e  Application Log menu (on page 56)

Event Log menu

Click Event Log in the left navigation frame to display the Event Log screen. This screen displays a log of
the events that have occurred on the UPS, such as the UPS switching to battery power.

The following example is for a single module UPS.

Event Log
— Date: Time E
x| Agere(s) Net Cornected 0831 2005 1241209
E Agent(s) Mot Connected 084312005 1241:08
] Agent(s) Not Cornected 083 2008 121559
] Agent(s) Not Cornected 0A31 2006 121559
B Agpant(s]) Mot Connected 063F31 2006 1205:04
| Agent(=) Not Connected 03 2005 1205-04
Ed Agent{=) Hol Connected 31 2008 11:5544
[ 3| Agenb(s) Not Cornected O3 L2005 11:55-44
x| Agere(s) Mot Corhected a3 2005 11:54-24
E Aygent(s) Mot Connected 0813172006 11:54:24
] Agent(s) Hot Connected A3 S0 11:36:54
E Agent(=]) Not Connected 03431 /2006 11:35-54
B Agpent(s] Mot Connected 03731 2006 11:36:24
x| Agent{=) Not Connected DA 005 11:35-24
B Agen(=) Hol Cornected A3 FH008 154
[} Agpent(=) Mot Corqeched 1063 2006 11:3x3
[ 3¢ Agent(s) Not Corected a3 2005 11:33:04
3¢ Ageri(=) Nol Connacted 08131 12006 11:33:04
] Agent(s) Hot Connected A3 £ 11:26:59
] Agent(s) Not Cornected A3 20085 1:26:59
x| Agent=) hot Connected A 2006 11548 Ei

oot oo ]G tventian ] hew—
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The following example is for a parallel UPS.
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4 *
The following information is displayed for each event:

e  Severity—An icon indicating the severity or status of the alarm (Critical, Warning, Normal, or
Unknown)

e  Description—The name of the event
e  Date—The date at which the event occurred

e  Time—The time at which the event occurred

NOTE: When the log reaches the maximum of 500 entries, new entries overwrite the oldest
entries in the log.

On the Event Log screen:

e  Click Download Event Log to export the event log. The File Download screen appears.
o Click Open to view the log in a user-selected application.

o Click Save to save the log file (.csv) to your computer.
e  Click Clear Event Log to clear the log files.

e  Click Help to view online help.
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Application Log menu

Click Application Log in the left navigation frame to display the Application Log screen. This screen
displays a log of all application events that have occurred, such as a user logging in.

Application Log

User Eveznit [hate Time
mckmin [1972 25 234 211) User Logoed in I ranns 130419
achmin [Tednet) Lizar Logged in ranoG 100 Sk 5
ackmin [172.25.234 211) Lizaar Loggead n 1 a0me 12 et iy |
achmin [Tednet] User Logaed Ot 1 renns oE1412
ki [Tednet ] User Loggedin IBE0E  0FI0N
achmin [172.25 234 211 Usar Logged JUSD00E (R0%42
achmin [172 25 234 235) Lizar Logged in a0 006 140022
ackmin [172.25.234 211) Mebwoork “Saflings Chamged 112005 1204:44
nchmin [172.25 234 211) User Logoed In 2005 120554
aclmin [172.25 234 211) Emad Sattings Changsd 11006 122214
achmin [172.25 234 211) Lizar Logged in 1712005 1Z06:24
achin [Teinet] Liger Logaged Out 1712005 121545
ackmin [Teinet] Remats Access Changed 1R00S 11543
mchmin [Tednet] User Logoed in 112005 I B
achmin [172.25 234 211 Remale Access Changed 1712005 120503
acmin [172.25.234 211] Lizar Logged n 1112005 1Z04:45
|Serial) Uger Logaed Ot 44172005 120408
|Seerial] Remate Accass Changed 1112008 12:04:0
[Serisi) Lizer Logged in 17172005 120341
achmin [Teinet] Lizar Logged Out 1712005 120005
sk [Teknet] Liser Logged 1imos  1zoom  [w]

Dow nload Application Log Clear Application Log m

The following information is displayed for each application event:
e  User—The login name of the user who performed the action
e  Event—A description of the application event

e  Date—The date at which the event occurred

e  Time—The time at which the event occurred

NOTE: When the log reaches the maximum of 500 entries, new entries overwrite the oldest
entries in the log.

On the Application Log screen:

e Click Download Application Log to export the application log. The File Download screen appears.
o Click Open to view the log in a user-selected application.

o Click Save to save the log file (.csv) to your computer.
e  Click Clear Application Log to clear the log files.

e  Click Help to view online help.
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Setup tab

Menu options listed under the Setup tab include:
e My Account menu (on page 57)

e  User Accounts menu (on page 58)

e Network menu (on page 59)

e  Network Management menu (on page 60)
e  Event Notifications menu (on page 64)

e  Attached Devices menu (on page 67)

e  Power Fail menu (on page 71)

e  Shutdown Events menu (on page 73)

e  Scheduled Shutdowns menu (on page 74)

My Account menu

Click My Account in the left navigation frame to display the My Account screen. This screen enables you
to change your login password.

My Account
sgnindame  Password  VemyPaswod |
admin BAREE BALEE

[ Sor seriogs ]t chnges ] e

To change your password:
1. Enter the new password in the Password field.
2. Enter the new password again in the Verify Password field.
3. Do one of the following:
o Click Save Settings to save the new password.
o Click Undo Changes to undo the changes.

o Click Help to view online help.
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User Accounts menu

Click User Accounts in the left navigation frame to access the User Accounts screen. This screen enables
administrators to manage user accounts.

User Accounts
| Delete | Sign In Harr Possword | Werity Password
L e I I ~
= I I =
=] I I =
0 I I r
LI I I r
| suvzsctiogs ] Undo Ghanges | Deisteusers ] telp |

On the User Accounts screen:

Click Undo Changes to undo the changes.
Click Help to view online help.

To add a user account:

El

5.

Enter the user's sign-in name in the Sign In Name field.
Enter the user's password in the Password field.
Enter the user's password again in the Verity Password field.

If the new user is authorized to change the management module settings, select the Administrator
checkbox.

Click Save Settings to save the account information.

To modify a user name:

1.

2
3
4.
5

Enter the changed name in the Sign In Name field.

Enter the user's password in the Password field.

Enter the password again in the Verify Password field.

If the user has administrator rights added or removed, select or deselect the Administrator checkbox.

Click Save Settings to save the updated account information.

To modify a user password:

1.
2.

3.
4.

Enter the user's login name in the Sign In Name field.

Change the password:

a. Enter the new password in the Password field.

b. Enter the new password again in the Verify Password field.

If the user has administrator rights added or removed, select or deselect the Administrator checkbox.

Click Save Settings to save the updated account information.

To delete a user account:

1.

Select the Delete checkbox for the user account that is to be removed.
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2.  Click Delete Users to delete the user account. The account is removed and no longer appears on the
User Accounts screen.

Network menu

Click Network in the left navigation frame to access the Network screen. This screen enables
administrators to configure network settings for the management module.

The management module MAC address is displayed on the Network screen for informational purposes.

Metwork
BoctP " Enable (= Disabis
P sddress 2 = =T fi11
[P E—— F TR P
Defauk Gatewary 2 ps e |
Paramator _ Setegivewe
Hetweork Time Protocol (MTP) % Enable " Dizabie
Primary NTP Servar R R A
Secondary NTF Server 2 |5 = R
TR GMT Cifset | & Cerdral Time =
HITP Upciate Frequency rﬂ-— | Defaut = 24 |
"Manual Date and Time
Deate SUDG2006 [ M /DD YYYY or DD FMM I YYYY |
Time: [31828  [HH:w: S
Duaste Forrmat | 0 1 vt vy x|
Darylight Saving Timee
Auomatically sciust for daylght saving time 1 Enable = Disakie
Sarl Waih [pei x| vasek [First | pay [Susday =] Teme (0200 [HH: MM
End Morth [Cctobar =] vk Lot =] pay [Cumdsy =] mune [0200 [1ni: vaag
Time Oifget 1 Hour -
[SoveSetungs ] Gowriosd Coniuraion Fle o hancos ] e |
Other Information
MAC Address ba be ca e ba be

To configure the network settings:

Select a radio button to enable or disable BOOTP. By default, BOOTP is enabled.
Change the IP address of the management module.

Change the network mask of the management module.

Change the default gateway of the management module.

Select a radio button to set the date and time manually or enable NTP.

If you enabled NTP in step 5:

a. Enter the IP address of the primary NTP server.

S S

b. Enter the IP address of the secondary NTP server.
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10.

c. Select the time zone from the dropdown box.

d. Enter the number of hours that should pass between each date and time update.
If you enabled manual date and time in step 5:

a. Enter the date.

b. Enter the time.

c. Select the date format from the dropdown box.

Select the Disable radio button if daylight saving time should not be reflected in the time on the
management module.

.or.

Select the Enable radio button to configure time adjustment for daylight saving time:
a. Enter the month, day, week, and time for which daylight saving time should start.
b. Enter the month, day, week, and time for which daylight saving time should end.

c. Select the amount of time the clock should change for daylight saving time in your region.
Available options are 30 minutes and 1 hour.

Do one of the following:

o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.
o Click Help to view online help.

Click Download Configuration File to save a configuration file you can use to duplicate the settings
for this management module on other management modules in your environment.

NOTE: Before saving the configuration file, configure all the settings available on the web
interface exactly as the duplicated modules should be configured.

a. Click Save on the File Download screen.

b. Use the HP UPS Management Upgrade Utility to upload the configuration file to other
management modules. For more information, see "Using the HP UPS Management Upgrade
Utility (on page 115)."

Network Management menu

Click Network Management in the left navigation frame to access the Network Management screen. This
screen enables administrators to configure network management settings for the management module.

The Network Management screen contains the following:

System Information tab (on page 61)
Trap Receivers tab (on page 62)
SNMP Managers tab (on page 62)
Remote Access tab (on page 63)
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System Information tab

This screen enables administrators to enter contact information for the management module. The

information entered on this screen appears on the Identification screen ("Identification menu" on page
49).

Network Management
System ntormadon
pvmerer —————sewng

System Hame J112
Contact Hame in‘ﬂﬂ
Contact Emal |compaq@ev.net
Contacl Phane l1 Z3456 TES0
Battery installed Date [sz1ez000 [ MM 2 B0 £ 57 ]

R BT T

1. Enter the name of the management module in the System Name field. This name appears throughout
the interface application and is used in SNMP traps. Use a unique name for each management
module.

Enter the name of the contact person in the Contact Name field.
Enter the email address of the contact person in the Contact Email field.
Enter the phone number of the contact person in the Contact Phone field.

Enter the date that the battery was installed.

N U o

Do one of the following:
o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.

o Click Help to view online help.
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Trap Receivers tab

This screen enables administrators to enter information for servers that should receive SNMP traps from
the management module.

Network Management
[ systomintormation JRLTIEIUIM suuP usnsgers | Remote Access

Settimg | Coantrol | IP Addres s ‘Cosmimiumnity

Trap Rabedes 1  Enable (% Dismble o Jo lo o [pubse
Trap Receiver &2 " Enable (¥ Disable o [o o [0 [putae
Lo " Enable ¥ Disabie O [putic
Trmp Racelrac 4 € Enatie (¥ Disabie P o [putsc
RS0 BRCEvar A " Enatle (¥ Disabie fo [o Io [0 [pubic
Trap Receter 85 " Enatle % Disable fo Jo lo [o pubse
ST BECE v Y  Enable (¥ Disabie o lo [ |a [pubic
Trap Raceiser e " Enable (¥ Dismbis o Jo lo o [pubse
Trap Recetrer #9 " Enable (7 Dissbie b P [ P [pubc
Trap Receiver #10 € Enable © Disabi PP I P [uteac

To configure which servers should receive traps:

1.

2
3.
4

Enable SNMP traps for up to 10 servers.

Enter the IP address for up to 10 trap recipients in the IP Address field.
Enter the community string for each trap recipient.

Do one of the following:

o Click Save Settings to save the information.

o Click Undo Changes to undo the changes.

o Click Help to view online help.

Click Send Test Trap to send a test SNMP trap.

SNMP Managers tab

This screen enables administrators to enter information for SNMP managers. SNMP managers are
computers that use the HP Power MIB to request information from the management module.

Network Management
[ Systom formation | Trap Recoivers [T

Marme | Erstile | P Actdress Pizad Coammiinty | it Comamumity Aecess Type

Masgerd 1 [ w5 |5 (fms | o Fobh: Privete] @ro Orw

| Maragne £ 2 | 255 ',_2-:-5 e ] s Ere Orw

(Wowr#3 [ s | 258 | 5 | [oss @ro O

| Marager £ 4 O 258 |28 ws | [ss ®ro Orw

[Macageer 6 [ s B | [ms | [ o T vy
e |
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To configure SNMP managers:

1.
2.

Enable the SNMP manager configuration for up to five servers.
Enter the IP address for each SNMP manager in the IP Address field.

NOTE: SNMP managers cannot communicate with the management module until the IP
address is entered on the SNMP Managers screen.

Enter the Read community string for each SNMP manager.

Enter the Write community string for each SNMP manager.

Configure the access type for each SNMP manager.
RO—Read Only
RW —Read,/Write

Do one of the following:

(e]

(e]

o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.

o Click Help to view online help.

Remote Access tab

This screen enables administrators to enter information for

remote access o the management module.

MNetwork Management

LTI | eote Access
Web Cannection Setling / Control WVahie
Web Access " Dizntia —
HLTE: Pork & Ervabie fs0 [ Detaut = 80 ]
HTTPS Port " Enabis TH] [Detaut = 443 ]
SSL Key I =

=

Teslnet Connaetion | Setting | Cortral | walue
Telnel Access  Disnbie -
Tednet Pust % Enabie [ [ Dot = 23]
Session Management Setting / Cortrol Wabue
Autiomaticaly sign ol uzer afler % Enstde [ Disakle [1o [ MinuEes of Inactivity |
Nummibser of Sign-in retrias allrwed O Enmbia © Drizabis F Lockout Tine |1|;| [ Mirastes |
File: Uplaad | Setting / Control | Vabue
FTP File Lkl Fe e o

1. Configure web access by doing one of the following:

Select Disable to disable web access.

TR T TN

o
o Enable HTTP Port and enter the port number to use HTTP.
o Enable HTTPS Port and enter the port number to use HTTPS.
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o Upload the SSL certificate:
i. Open the SSL certificate file with a text editor.
ii. Select all content.
iii. Copy the selected content.

iv. Paste the copied text to the SSL Key field.

NOTE: If you enable HTTPS, the management module also uses the HTTP port to pass non-
sensitive information. Be sure that both ports are open.

2. Configure telnet access by doing one of the following:

o Select Disable o disable telnet access.

o Enable Telnet Port and enter the port number to use telnet.
3. Configure the session management settings.

a. (optional) Enable automatic signout and enter the number of minutes the management module
should wait before terminating an inactive session.

b. (optional) Enable retries allowed, enter the number of times a user can unsuccessfully log in to
the management module before the account is locked, and enter the number of minutes to wait
between an unsuccessful login and a new login attempt.

4.  Enable FTP file upload to allow firmware and configuration upgrades.
Do one of the following:
o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.

o Click Help to view online help.

Event Notifications menu

Click Event Notifications in the left navigation frame to access the Event Notifications screen. This screen
enables administrators to configure event notification settings for the management module.

The Event Notifications screen contains the following:
e  Events tab (on page 65)

e Email Setup tab (on page 66)

e  SNMP Traps tab (on page 67)
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Events tab

This screen enables administrators to define the event notifications, emails, or SNMP traps the

management module sends for each event.

Event Notifications

To configure the event notifications:
1.

E B BE>BDE > B

o I = |

B =

20 = =

Eweris

BT T

Snctzuea Ptdng
e Virimg Faul
Temgatiure ol 28 Ririgs
RS Sed O Datiery

w fm e R e e e | e | P E i | e e e |

oy

T T

i

O PO RO OO O RO Oy OO R s

Emwwmmmﬂ

For each event description listed, select the Enabled checkbox to indicate that email notifications or
SNMP traps are sent for that event. To enable all events, click the Email checkbox and the SNMP
Trap checkbox at the top of each column.

For each email and SNMP trap enabled, enter the number of minutes that should pass between the
occurrence of an alert condition and the sending of the notification.

NOTE: If the event clears before the delay time has expired, then the event notification is not

sent.

Do one of the following:

o Click Save Settings to save the information.

[e]

o Click Help to view online help.

Click Undo Changes to undo the changes.
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Email Setup tab

This screen enables administrators to configure email event notifications.

Event Motifications
BT crises

Ermail Server Setup Adclress
Emeadl Server Address |

e s | [jpe smarg@rp.con ]

Enabile fueeourt Errvail Address
=

alatalialalalalala

o st vet et —] o chanoes ] o

To configure the email notifications:
1. Enter the mail server IP address in the Email Server Address field.
2. Enter the email address that messages are marked as being sent from in the From Address field.

3. Select the Enable Account checkbox and enter up to 10 email addresses in the Email Address field.
The addresses should correspond to the persons who should receive email notifications of events that
occur.

4. Do one of the following:
o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.
o Click Help to view online help.

5. Click Send Test Email to send a test email.
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SNMP Traps tab

This screen enables administrators to configure SNMP trap event notifications.

Event Notifications

b | cmaisenp JEECTIAT

To configure the SNMP trap notifications:
1.
2,
3.

4.

1P Addres s Community

Trap Receier &1
Trap Receter 22
Trap Receiver 83
Trap Receter 84
Trap Receiver 85
Trap Recsier @6
Trap Receiver 27
Trap Receier 83
Trap Receler 23

Trap Recaier 210

Enable SNMP traps for up to 10 servers.

 Enable % Dissbie
" Enable ¥ Disabis
" Enable % Dissble
" Enabis ¥ Disabis
" Enable (¥ Disabie
T Enable % Bissbie
" Enable ¥ Disabie
" Enable % Dissbie
" Enabie ¥ Disabis

" Enable % Dissble

o

[pub&

[o

[pubic

Epublc

[putic

Epubil:

fﬂubﬁ!

[pubic

[pub&

[pubic

[publc

e. ) 1 ]

Enter the IP address for up to 10 trap recipients in the IP Address field.

Do one of the following:

o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.
o Click Help to view online help.

Click Send Test Trap to send a test SNMP trap.

Attached Devices menu

Click Attached Devices in the left navigation frame to display the Attached Devices screen. This screen

enables administrators fo manage attached devices.

NOTE: Depending on the specific UPS model, this screen will vary.
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Attached Devices

Shutdowwn Tieme Tor Endire PSS 2 Min

Command Estimated Time Required To
Procedurs

Execute Command Shut Down OS5

Cornimand Extimated Tirne Required To Total Time
Procedurs

Execute Command Shut Down 05

.55 |
“ m Shutdown Time for Load 2 0 Min

Command Estimated Time Required To
Procedurs

Exescute: Command | Shut Down 05

=0 Shutdown Time for Load 3 0 Min |
| hocionvoves Yo o] S =

The overall status of the UPS and each load segment is indicated by a colored block in the top left corner
of each section.

e  Green—Normal
e  Yellow—Warning
e  Red—Ciritical

The status of each attached device is indicated by a status symbol in the RU (Redundant UPS) and AS
(Agent Status) columns for each entry. No symbol appears in the RU column if a redundant configuration
is not configured during the agent installation.

Ilcon Status

RU—The agent is communicating with both UPSs and
both UPSs have normal status.

AS—The agent is communicating with the management
module.

v RU—A warning alarm was generated by either UPS.

AS—The agent version is not compatible and should be
upgraded.

[ RU—The agent lost communication to one or both UPSs,

or there is at least one critical alarm generated by one
UPS.

AS—The agent is not communicating with the
management module.
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For more information about the possible redundant configuration status icon combinations, see
"Redundant UPS status (on page 94)."

The attached devices screen enables you to:
e View attached devices and load segment power status
e Control load segments ("Controlling a load segment" on page 69) (turn off, on, or cycle power)

The estimated UPS runtime appears at the top of the screen. The total time required to shut down the
entire UPS is recalculated when attached devices are added, deleted, or modified. This time is determined
by the single largest time necessary to shut down a device attached to the UPS.

To add, delete, or configure attached devices, click Add New Device to display the Add / Edit Attached
Device screen (on page 69).

Controlling a load segment

To cycle the UPS, click Cycle in the Entire UPS section to gracefully shut down and turn on all load
segments.

To control an individual load segment, do one of the following in the section that corresponds to the load
segment you want to control:

e  Click Off to shut down a load segment, which allows for the graceful shutdown of attached devices.
e  Click On to turn on a load segment.

e Click Cycle to gracefully shut down and turn on a load segment.

Add / Edit Attached Device screen

1. Click Add New Device on the Attached Devices screen. The Add Device screen appears.

NOTE: Depending on the specific UPS model, this screen will vary.

Add / Edit Attached Device

UPS Runtime : 40 Min

Device Informiation

Descripticn |
Type Remote sgent 1-|
Load Losad 1 ‘-I

Computer Devies Infarmation

P Address
Managamant Modwle Serial Port

Run Command Procedure { SDScript ) 7

ey

Run Event Frocedurs 7

Estimated Time Required To

Shut Down Operating System 1 [Min wtes)

Exmcute Command |1_ [Min i)
sraoCrorgcs ] veecvovee ] e |
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Enter the device name or description in the Description field.

Select the type of device in the Type dropdown box:

o Remote Agent—Select Remote Agent when attaching a network agent to the UPS.
o Serial Agent—Select Serial Agent when attaching a serial agent to the UPS.

o Storage Device—Select Storage Device when attaching a shared hard disk storage device to a
UPS load segment. Storage devices have the longest runtime so servers accessing this device can
save data before shutting down.

o Other Device—Select Other Device for any unmanaged device, such as a router or hub.
Unmanaged devices are either on or off and are not shut down gracefully.

If output power is supplied by controllable load segments, select the load segment to which the
device is attached in the Load dropdown box. Depending on your UPS model, the number of
available load segments varies.

If the device type is Remote Agent, enter the IP address of the machine that hosts the agent in the IP
Address field.

-or-

If the device type is Serial Agent, select the serial connector on the management module to which the
agent is connected in the Management Module Serial Port dropdown box.

To configure the command procedure SDScript to run at shut down:
a. Select the Run Command Procedure (SDScript)? checkbox.

b. Edit the SDScript file or create a new SDScript file. A sample SDScript file is landed in the root
folder for every agent. The name of the SDScript file must be sDScript . cMD, and this file must
remain in the root folder.

¥  IMPORTANT: SDScript command execution can be a very powerful tool and should be tested
thoroughly before being used for the first time in response to a power event. Not all programs
and applications are suitable to be executed as a process, especially programs that do not
create their own environments. Command execution behavior varies by operating system, and,
in general, commands to be executed should be put into a batch file or shell script depending
on the operating system that will be executing the commands. Using an SDScript gives you
more control over the circumstances in which commands are executed and allows the
commands to run in a copy of the environment.

When selecting commands to be executed in the SDScript file, choose programs and processes
that do not require user input or interaction. Since the commands can be executed at any time,
it is difficult to predict if a user will be available to interact with any programs that are
launched. Verify that specified drive mappings, user specific directories, and programs that
require special rights are accessible by the SDScript file.

Most operating systems have a method for spawning new processes. In Windows operating
systems, commands can be preceded with START, and in most Linux/Unix systems, sh can be
used. When designing your SDScript file, determine which commands require a separate
process and which commands can be run one after another in the same process. Refer to the
documentation that came with your operating system for more information on batch files or
script files.

NOTE: An SDScript cannot be run on a server unless the server has an agent installed. The
SDScript file must reside on the server on which the command will be executed.
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NOTE: The management module shuts down the operating system gracefully. Use the SDScript
file for other tasks, such as backing up files to tape or shutting down a database.

c. Enter the estimated time required to complete the procedure in the Execute Command field.

7. Select the Run Event Procedure checkbox to execute the event handling script on the server on which
the agent is installed and running. While the SDScript executes during a shutdown event, the
EVScript executes during a UPS event. You can modify the script content to enable actions such as
logging events in the system log and sending messages to a recipient.

8.  Enter the estimated time required to shut down the server in the Shut Down Operating System field.
Enter the estimated time required to run shutdown commands in the Execute Command field.
10. Do one of the following:

o Click Save Changes to save the information. The newly added device displays under the specific
load segment. The status icons in front of the device link indicate the redundant configuration
status and the communication status between the agent and the management module.

o Click Undo Changes to undo the changes.
o Click Delete Device to delete the device.

o Click Help to view online help.

Power Fail menu

Click Power Fail in the left navigation frame to display the Power Fail screen. This screen enables
administrators to configure how the management module should shut down attached devices in the event
of a power failure.

NOTE: Depending on the specific UPS model, this screen will vary.

Power Falil

Basic
AttacheciDevices | Stwatdown Settings

Load  Devices Comnseree Batbery Power Maximize Runtime Advanced
R AS Shudown Delay Load Shitdown Time Fun urkl battery Delay
(Minudes) i Atter Delay) Dpbetion ([ Seconds )
1 S & server 5 '5_' 2 Minudes ' C II:I_
device
devicel

2 o 5 0 Wi &= C o I_D
3 o e 0 Minud = r r I—n

EIEITR IR ST

To configure shutdown for the load segments:

1. Configure the Shutdown Settings for each device using one of the three options in the Shutdown
Settings column.

o Conserve Battery Power—Use the Conserve Battery Power option to prioritize load segment
shutdown. Select the radio button in the Shutdown Delay column, and enter the number of
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minutes after power fails that the management module should wait before starting to shut down
the load segment. Enter a shorter delay for load segments that power less critical equipment to
preserve UPS battery power for other load segments. The total time needed to gracefully shut

down the load segment is equal to the shutdown delay plus the number of minutes required to
shut down the operating system.

o Maximize Runtime—Select the radio button in the Run Until Battery Depletion column to

maximize UPS runtime. The management module initiates load segment shutdown at the time the

UPS shuts down.

/\  CAUTION: Selecting this option might result in an ungraceful shutdown. The amount of
remaining runtime cannot be accurately predicted after a low battery warning is issued.

o Advanced—Select the radio button in the Advanced column to configure advanced shutdown
settings. See "Advanced power fail settings (on page 72)" for more information.

Enter the amount of time to wait before restarting the attached device in the Restart Settings column.
This option allows utility power to stabilize and disks in shared storage configurations to spin up
before the server restarts.

3. Do one of the following:

o Click Save Settings to save the information.

o Click Refresh Page to cancel changes and restore the page settings to the last saved
configuration.

o Click Help to view online help.

Advanced power fail settings

1.

Click the Advanced tab on the Power Fail screen to display the advanced settings.

Power Fail

Shutdown Settings

Load Dewces Conserve Battery Power Maximmize Runtimee Do Hot Low Battery
Rl AS Shutdown Delay  Load Shubdorsm Time 1Ruin unitl baltery Shutdown  Delay Dielary
(MEnA=E) [After Dedry) Crespletion [ Seconds | [ Saconds )
1 G @ s & [ 2 Mimdes C e r I':'_ [IJ_
dewiced
dewiced
k3 * |5— 0 Mirnes r - w [D— [u—
3 " '5_ 0 Mirutes C - r ":'_ [n—

R T ST

2. Select one of the three radio buttons in the Shutdown Settings field, and then enter the shutdown

delay, if applicable.

The following matrix describes the possible combinations.

Low Battery—Selected Low Battery—Deselected
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Low Battery—Selected

Low Battery—Deselected

Shutdown Settings

Conserve Battery Power

The management module initiates
system shutdowns after the specified
delay when the UPS begins to
operate on battery power, unless
the UPS issues a low battery alarm
before the shutdowns are initiated.
If a low battery alarm occurs during
the delay countdown, the
management module ignores the
On Battery settings and observes
the Low Battery shutdown delay
setting.

The management module initiates
system shutdowns after the specified
delay when the UPS begins to
operate on battery power. If a low
battery alarm occurs during the
delay countdown, the management
module ignores the low battery
alarm and continues fo observe the
On Battery shutdown delay setting.’

Shutdown Settings

Maximize Runtime

The management module initiates
system shutdowns when the UPS
runtime reaches zero, unless the
UPS issues a low battery alarm
before the shutdowns are initiated.
If a low battery alarm occurs during
the runtime countdown, the
management module ignores the
runtime remaining and observes the
Low Battery shutdown delay setting.

The management module initiates
system shutdowns when the UPS
runtime reaches zero. If a low
battery alarm occurs during the
runtime countdown, the management
module ignores the low battery
alarm and continues to observe the
runtime countdown.’

Shutdown Settings
Do Not Shutdown

The management module initiates
system shutdowns when the UPS
issues a low battery alarm. The
management module observes the
Low Battery shutdown delay setting.

The management module does not
initiate any type of system shutdown.
Power is maintained until the battery
is depleted.?

! Selecting this option might result in an ungraceful shutdown. The amount of remaining runtime cannot be accurately
predicted after a low battery warning is issued.

2 Running batteries to depletion can cause an ungraceful shutdown if a second power failure occurs before the
batteries have fully charged.

4.  Enter the amount of time to wait before restarting the attached device in the Restart Settings column.
This option allows utility power to stabilize and disks in shared storage configurations to spin up
before the server restarts.

5. Do one of the following:
o Click Save Settings to save the information.

o Click Refresh Page to cancel changes and restore the page settings to the last saved
configuration.

o Click Help to view online help.

Shutdown Events menu

Click Shutdown Events in the left navigation frame to display the Shutdown Events screen. In addition to
the typical events (such as power fail events) causing shutdowns, this screen enables administrators to
configure other events to trigger a shutdown.

When a shutdown event occurs, the management module gracefully shuts down all attached devices and
UPS load segments.

To specify an event for shutdown:
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1. Select Shutdown? for the event you want to configure.

2.  Enfer the number of minutes to wait between the time the event occurs and the time the device shuts
down in the Delay (Minutes) field.

3. Do one of the following:
o Click Save Settings to save the information.
o Click Undo Changes to undo the changes.

o Click Help to view online help.

NOTE: Depending on the specific UPS model, this screen will vary.

Shutdown Events

Delay (Mowtes) |

Battery Discharged r T
Battery Faiure I T
Bypass On Auto r In—
Bypass Mot dvaiable r I"_
Fan Falure | I':'—
put Out of Range r I,:,—
internal Falure r TR
Overiaad ™ '
Site Viiring Fauk r

u F

Temperature Qut of Range
| ceve sotngs  RENENIRNEN NN

NOTE: If the event clears before the delay time has expired, the shutdown is not executed.

Scheduled Shutdowns menu

Click Scheduled Shutdowns in the left navigation frame to display the Scheduled Shutdowns screen. This
screen enables administrators to view a summary of the set times at which the entire UPS shuts down and
restarts.

To delete a scheduled shutdown:
1. Select the checkbox in the Delete column for the shutdown event you want to delete.
2.  Click Delete Selection(s).

To add or edit a scheduled shutdown, click Add New Scheduled Shutdown. The Add / Edit Scheduled
Shutdowns screen ("Add/Edit Scheduled Shutdowns screen" on page 75) appears.

Scheduled Shutdowns

T — Sdom o e
oSt a1 ot Sttt | b
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Add/Edit Scheduled Shutdowns screen

1. In the Frequency field, select one of the following:

o One Time—Schedules a single shutdown and restart

Add/Edit Scheduled Shutdowns

el & oneTme © Daly © Vesidy

Shutdown [ Date § Timee )

[ert o ot EE [z =] [e=]fam=]

Festart ( Date / Time )

o120 25 I O 8 (3 | |
[ Sov sctiog= ] o changos ] o

o Daily—Schedules a daily shutdown and restart

Add/Edit Scheduled Shutdowns

T |
Freauency " One Tine = Doy © Weoy

| Snadcorwn ( Deate / Time ) [iz=] [0 =] =]

.Mm(mrTm] |m':'“?':.|i |1 :J'm,.‘..ll-‘“:.l
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o Weekly—Schedules a weekly shutdown and restart

Add/Edit Scheduled Shutdowns
Parameter Value
Frecquency  one Time © Daty 7 Weekly
Shutdawn ( Dabe § Trme ) [Smany =] w [122] oo x][am =]
Restart ( Date / Time ) Mondsy ¥| st [1 =] [00 =][am =]

o seingr ] indochnges ] o

2. Enter the shutdown date (if applicable) and time in the Shutdown field.
3.  Enter the restart date and time in the Restart field.

4.  Click Save Settings to save the information.

Help tab

Menu options listed under the Help tab include:
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e  About menu (on page 76)
e  Contents menu (on page 77)

¢ Info & Updates menu (on page 77)

About menu

Click About in the left navigation frame to display the About screen. This screen displays the hardware
version, the firmware version, and the MAC address for the management module, as well as a link to the
HP website.

About

About HP UPS Management Module
# HP UFS Wanagement Module Firmware Version B.10.7
[ﬂ] HF UFS Management Module Hardware Version 1.00.A

inwvent MAC Address 00 112233 4412

& Copyrighit 2003-2007 Hewlett-Packand Development Company, LP,

http:lferww . hp.com
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Contents menu

Click Contents in the left navigation frame to display the Contents screen. This screen provides a list of the

links to help topics.
Contents

B Home Tab
Owerview
ALarms
idenkifuation
Paramelers
Wanual Control
E Logs Tab
Eveent Lo
Apphcaton Log
B setup Tab
My Account
User Accounts:
Nestweork
B Network Mamagemsent
System information
Trag Receivers
SHMP Managers
Remobe ACoess
B Event Hotifications
Events
Emad Setup
SHIP Traps
Attached Devices
B rower Fail
Power Fad Basic
Power Fad Advanced
Shuidown Events
Schedulad Shisidow ns

Info & Updates menu

Click Info & Updates in the left navigation frame to open the HP website.
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HP UPS Management Module Service Menu

HP UPS Management Module Service Menu
overview

The HP UPS Management Module Service Menu provides an alternative, limited inferface to the
management module when the web interface is disabled or not preferred. The menu structure textually
displays various measurements and warning and alarm messages from the management module. Also,
system values and power fail settings can be configured through the Service Menu and sent to the
management module.

NOTE: All status information and configuration parameters included in the HP UPS
Management Module Service Menu are available using the HP UPS Management Module web
interface (on page 41).

Accessing the Service Menu

You can access the Service Menu:
e  Remotely through a telnet session (on page 78)

e  locally through a terminal emulation session (on page 79) using an available serial port

Telnet session

Use a telnet session to access the HP UPS Management Module Service Menu:
1. If necessary, configure the management module:
a. Launch a terminal emulation program ("Launching a terminal emulation program" on page 21).

b. Configure the management module remote access settings ("Configuring the management
module for remote access" on page 22).

2. Be sure that you have connected the network cable ("Connecting the network cable" on page 20) to
the management module.

3. Launch telnet by entering the following command at a DOS prompt or the command line:
Telnet XXX.XXX.XXX.XXX
where xxx.xxx.xxx.xxx is the IP address of the management module.

4. At the prompt, enter the user name and password. The default user name is admin, and the default
password is admin.

For more information about the Service Menu, see "Service Menu (on page 80)."
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Terminal emulation session

Use a terminal emulation program to access the HP UPS Management Module Service Menu:

1. Be sure that you have connected the configuration cable ("Connecting the configuration cable" on
page 21) to the management module and the host computer.

2. Launch a terminal emulation program, such as HyperTerminal ("Launching a terminal emulation
program" on page 21).

3. On the session screen, the POST executes, and then a prompt appears. Press any key within 5
seconds to enter the HP UPS Management Module Service Menu.

For more information about the POST, see "POST (on page 79)."

For more information about the Service Menu, see "Service Menu (on page 80)."

POST

When the card is powered up or reset, the bootloader will perform a POST and output the following text:

RAM test: PASS
DMA memory-to-memory test: PASS
IRQ test: PASS
Ethernet loopback test: PASS
Serial loopback test: PASS

HP UPS Management Module
NETWORK INTERFACE PARAMETERS:
IP address: 173.173.173.150
Subnet mask: 255.255.0.0
Default gateway: 169.254.1.254
HARDWARE PARAMETERS:
Module Serial number: CN85SK000M
MAC address: 00:13:21:C6:1C:BC
Copyright (C) 2006 Hewlett-Packard Development Company, L.P.

Press any key in 5 seconds to enter the Service menu.

If any error is defected in the boot process, the Error LED illuminates or flashes (on page 89).

Navigating the menus

Atter you have successfully initiated a terminal emulation or telnet session, the HP UPS Management
Module Service Menu appears.

e  Open a submenu by entering the corresponding option number at the prompt.
e  To enter or change configuration information, follow the onscreen prompts.
e  Entfer 0 at the submenu prompt to go to the previous menu.

.or.

Enter 0 at the Main menu prompt to exit the utility.
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®  Press the Enter key to refresh the screen.

e The management module resets automatically to allow configuration changes to take effect.

Service Menu

This menu only appears when accessing the management module using a terminal emulation program.

Option number

Submenu

Description

1

Module Configuration

Opens the HP UPS Management Module
Configuration Utility (on page 80)

2 UPS Pass-through Bypasses the management module and allows
direct communication with the UPS
3 Exit Exits the Service menu and resets the

management module

HP UPS Management Module Contiguration Utility

Option number Submenu Description

1 UPS Monitor Displays UPS status information

2 Network Configuration Enables network configuration for the
management module

3 System Configuration Enables you to set the date, time, and daylight
saving time parameters

4 User Accounts Enables you select an entry to set up and

configure user accounts

Save New Changes and
Restart

Saves changes and resets the management
module

Restore Configuration to
Manufacturer Settings

Restores parameters to default seftings

UPS Monitor submenu

Option number Submenu Description
1 UPS Alarms Displays active UPS alarms

UPS Meters Displays UPS input and output parameter data
3 Battery Displays battery data, battery status, and the

Battery submenu

Power Protection

Displays the Power Protection submenu

Previous Menu

Returns to the previous menu
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Battery submenu

Option number

Submenu

Description

1

Battery Installed Date

Enables you to enter the date the UPS battery
was installed

Run Battery Test

Runs a UPS battery test

Previous Menu

Returns to the previous menu

Power Protection submenu

Option number Submenu Description

1 Power Overview Displays general power status

2 Shutdown Settings (for Enables you to configure the shutdown settings

Protected Devices)

3 Shutdown Events Settings Enables you to configure events for which the
UPS should shut down

4 Scheduled Shutdowns Enables you to view a list of configured
scheduled shutdowns, add a new scheduled
shutdown, or delete a scheduled shutdown

5 Load Control Enables you to select an entry to cycle the UPS
or to turn on, turn off, or cycle individual UPS
load segments

6 Device Identification Enables you to enter a device name and
contact information for the UPS

0 Previous Menu Returns to the previous menu

Network Configuration submenu

Option number Submenu Description
1 Network Settings Enables you to enter or change network
properties for the management module
2 Remote Console Enables you to enter or change parameters for
telnet access
3 Web Access Enables you to enter or change parameters for
web interface access
File Transfer (FTP) Enables or disables the FTP service
SNMP Enables you to configure SNMP managers
and SNMP traps
6 Emails Enables you to configure a mail server and
email event notifications
7 Session Settings Enables you to configure timeouts and refries
for remote sessions
0 Previous Menu Returns to the previous menu
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Network Settings submenu

Option number

Submenu

Description

1

Static IP Address

Enables you to set the management module IP
address

2 Static Subnet Mask Enables you to set the management module
subnet mask

3 Static Default Gateway Enables you to set the management module
default gateway

4 Toggle Boot Mode Enables you to toggle the boot mode between

BootP and Static IP

Ping Utility

Pings the management module

Previous Menu

Returns to the previous menu

Remote Console submenu

Option number

Submenu

Description

1

Protocol Selection

Enables you to select telnet

Telnet Configuration

Enables you to configure the port for telnet

Previous Menu

Returns to the previous menu

Web Access submenu

Option number

Submenu

Description

1

Protocol Selection

Enables you to select HTTP or HTTPS

2 HTTP/HTTPS Configuration Enables you to configure the port for HTTP or
HTTPS
0 Previous Menu Returns to the previous menu

SNMP submenu

Option number

Submenu

Description

1

SNMP Managers (NMS)

Enables you to select an entry to configure the
SNMP managers (computers that use the HP
Power MIB to request information from the
management module)

2 SNMP Traps Enables you to select an entry to configure the
SNMP traps receiver
0 Previous Menu Returns to the previous menu

SNMP Managers (NMS) submenu

Option number

Submenu

Description

1

IP Address

Enables you to enter or change the IP address
of the SNMP manager
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Option number

Submenu

Description

2 Read Community String Enables you to enter or change the Read
community string of the SNMP manager

3 Write Community String Enables you to entfer or change the Write
community string of the SNMP manager

4 Access Privileges Enables you to enter or change access
privileges of the SNMP manager

5 Enable/Disable SNMP Enables you to enable or disable the SNMP

Manager manager
0 Previous Menu Returns to the previous menu

SNMP Traps submenu

Option number

Submenu

Description

1

Trap Receiver IP Address

Enables you to enter or change the IP address
of a server that should receive SNMP traps

2 Trap Community String Enables you to enter or change the community
strings of a server that should receive SNMP
traps

Enable/Disable Trap Enables or disables an SNMP traps receiver

0 Previous Menu Returns to the previous menu

Emails submenu

Option number

Submenu

Description

1

Change SMTP Settings

Enables you to enter or change SMTP settings
in the SMTP Settings submenu (on page 83)

2 Edit An Entry Enables you to edit an email recipient entry on
the Email Recipient submenu (on page 84)
0 Previous Menu Returns to the previous menu

SMTP Settings submenu

Option number

Submenu

Description

1

SMTP Server

Enables you to entfer or change the mail server
IP address

2 Sender Email Enables you to enter or change the email
address that messages are marked as being
sent from

0 Previous Menu Returns to the previous menu
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Email Recipient submenu

Option number

Submenu

Description

1

Receiver Email

Enables you to enter or change an email
address that should receive email alert
notifications

2 Enable/Disable Email Enables or disables the receiver of email alert
Generation notifications
0 Previous Menu Returns to the previous menu

Session Settings submenu

Option number Submenu Description
1 Session Inactivity Timeout Enables you to enter the number of minutes the
management module should wait before
terminating an inactive session
2 Login Retries Enables you to enter the number of times a
user can unsuccessfully log in to the module
before the account is locked
3 Lock-out Period (After x Enables you to enter the number of minutes to
Retries) wait between an unsuccessful login and a new
login attempt
4 Reset Login Retry Count For All | Enables you to reset all locked out sessions
Users
0 Previous Menu Returns to the previous menu

System Configuration submenu

Option number

Submenu

Description

1

Date/Time Configuration

Enables you to configure the date and time

0

Previous Menu

Returns to the previous menu

Date/Time Configuration submenu

Option number

Submenu

Description

1

Network Time Protocol

Enables you to configure the date and time
using NTP

2 Manual Date/Time Enables you to configure the date and time
manually

3 Daylight Saving Changes Enables you to configure daylight saving time
parameters

0 Previous Menu Returns to the previous menu
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Network Time Protocol submenu

Option number

Submenu

Description

1

Primary NTP Server

Enables you to enter or change the IP address
of the primary NTP server

2 Secondary NTP Server Enables you to enter or change the IP address
of the secondary NTP server
3 GMT Offset (time zone) Enables you to select the time zone from the
table provided
4 Update Frequency (1-8760 | Enables you to enter the number of hours that
hours) should pass between each date and time
update
5 NTP Client Enables you to enable or disable the NTP
client
Accept Changes Enables you to save all changes

Previous Menu

Returns to the previous menu

Manual Date/Time submenu

Option number

Submenu

Description

1

Change Date

Enables you to enter or change the date
manually

2 Change Time Enables you to enter or change the time
manually
0 Previous Menu Returns to the previous menu

Daylight Saving Changes submenu

Option number Submenu Description
1 Enable/Disable Daylight Enables you to enable or disable daylight
Saving Time saving time
2 Change Time Offset Enables you to configure the amount of time
the clock should change for daylight saving
time in your region
3 Change Daylight Saving Time |Enables you to configure the day and time that
Start daylight saving should start
4 Change Daylight Saving Time |Enables you to configure the day and time that
End daylight saving should end
0 Previous Menu Returns to the previous menu

User Accounts submenu

Option number

Submenu

Description

1

Change User Name

Enables you to change a user login name

2

Change Password

Enables you to change a user login password
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Option number

Submenu

Description

3 Administrator Privilege Enables you to designate a user as an
administrator
0 Previous Menu Returns to the previous menu
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Troubleshooting

ASCII character sequence Esc+Shift+9 directs all
serial communication to the iLO port for the HP

ProlLiant DL380 G4

Action: Disable iLO.

Agent does not install on RH ltanium

Action:
1. Install the 1232~ file for your operating system from the supplementary disc.

2. Install the appropriate library files for your operating system from the compact layer in the following
order:

a. Install the glibe library file.
b. Install the z1ib* library file.

RH4-U3 RH4-U4 RH4-U5 RH5

ia32*  [ia32el-1.3-2.ia64.rpm |ia32el-1.3-2.iaé4.rpm |ia32el-1.3-2.ia64.rpm | ia32el-1.6-
13.el5.ia64.rpm

glibc*  |glibc2.3.4- glibc-2.3.4- glibc-2.3.4- glibc-2.5-12.i686.rpm
2.19.i686.rpm 2.25.i686.rpm 2.36.i686.rpm
zlib* zlib-1.2.1.2- zlib-1.2.1.2- zlib-1.2.1.2- zlib-1.2.3-3.i386.rpm
1.2.i386.rpm 1.2.i386.rpm 1.2.i386.rpm
3. Install the agent using the Linux installation script ("Installing the agent using the installation script"
on page 33).
-Or-

Install the agent using the Linux silent installation method ("Installing the agent using the silent
installation method" on page 34).

Attached device communication errors appear

Action: Use the device IP address, not the host name, when attaching devices.

Attached device did not shut down gracefully

Action: Be sure the shutdown settings do not exceed the UPS runtime.
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Battery Test did not run

Possible Cause: The UPS is On Battery.

Action: The UPS must be in a certain state before the battery test runs. For more information, refer to the
section, "Parameters menu option ("Parameters menu" on page 51)."

Browser does not display the web intertace for an
installed management module

Action:

1. Be sure that the IP address and port number are correct. The default port number for non-secure
browser connection is port 80. The default port number for secure SSL browser connection is 443.

2. Be sure that the web interface (HTTP/HTTPS) is enabled on the management module.

Browser incorrectly displays English or Japanese
characters

Possible Cause: Another user with different language settings logs in to the web interface.

Action: Log out of the web interface, close the browser window, and then sign in to the web interface
again.
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Certificate error

Possible Cause: Internet Explorer 7 does not recognize the SSL certificate.

2 Certificate Ervon: Navigatisn Dock ed - Windows Dnbemet Esplorer

E.TE:|
G+ [ sz iz zsony s [l oo Ak

B et Dror; Havgstion otked | |

i = - o = beoe = i Tk - *

- |
@ There iz a prablem with this wabsite's sacurity cartificata,
The secunty certificate presemted by this website was not issued by a trusted certificate
auth
The security certificate presented by thes website was Bsued for a different wibsite's address
Securty certificate problems may indicate an wmpt o fo=0l youa o INTErcEpt any data wou
send o the serves
we recommend that wou close this webpage and do not continee to this website,
& Clci here to close this webpage.
B Continue to this website (not recommended )
= More imformation
S E
oo | e Intermet [Rwew =

Action:

e Install an SSL certificate that Internet Explorer recognizes.

-Or-

e  Click Continue to this website (not recommended) to ignore the security warning.

Email notifications are not received from an HP-UX
server

Action: Add the IP address of the email server to the host file of the computer running the UPS Power
Protection Agent.

Error LED illuminates or flashes

Action: Press the Reset button on the management module front panel. If the problem persists, contact an
authorized service provider.

The following table lists the error conditions associated with the management module LED.
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Test LED flash error code Description

1 Permanently on DRAM failure

2 2 flashes DMA Mem to Mem error
3 3 flashes IRQ error

4 4 flashes Ethernet error

5 5 flashes Serial loop back error

6 6 flashes RTC error

Event notification messages do not appear on
console screen

Action: If you are using SLES 9, upgrade the KDE or use a different desktop, such as GNOME.

Event notifications are not being sent

Action: While email and SNMP trap notifications must be set up on their respective screens, notifications
must also be enabled per event on the Event Notifications screen ("Event Notifications menu" on page

64).

FTP error messages appear when connecting
through Linux

Symptom: When connecting to FTP through Linux, error messages about bad commands appear.

Action: The user can log in although the error messages appear.

Flash update fails over a serial connection

Action: Disable any serial port being configured during the flash update, such as iLO, or use an FTP
connection.

HP SIM lists a discovered UPS as Unmanaged in the
System Type column

Action:
1.  Delete the discovered UPS from HP SIM.

2. Using the management module web interface, add the HP SIM server as a Manager on the SNMP
Managers tab (on page 62).

3.  Rediscover the UPS in HP SIM.
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HPFlash does not install image.bin on a Pentium Il

Symptom: The image.bin file is not installed on a Pentium Ill during a serial upgrade.
Possible Cause: The minimum hardware requirement for HPFlash is Pentium 4.

Action: Be sure that the hardware meets the minimum HPFlash requirements.

Initiate Battery Test Command Has Been Sent
message not displayed

Action: View the results of the battery test on the Application Log screen ("Application Log menu" on page
56).

Input frequency shows zero

Symptom: During a battery test the input frequency shows zero, but the input frequency shows a regular
line voltage.

Possible Cause: When executing a battery test, the parameters might show incorrect information.

Action: Verify the parameters after the battery test is complete.

InstallShield error code -6001 appears during setup
Symptom: During installation or upgrade, the following error message appears:

InstaliShield Wizard x|

Setup has experienced an error.

Fleaze do the: following:
- Cloze any running prograrns
- Empky povr termporary folder
- Check your Interet connection [Intermet-bazed Setupsz)

Then ty to wa the Setup again.

Erar code: -B00

Possible Cause: A previous installation of any product using InstallShield might have corrupted some of
the InstallShield runtime files.

Action: InstallShield installers copy DLL files to a local folder on your machine at C:\Program
Files\Common Files\InstallShield\Professional\RunTime\0701. Delete or rename the 0701 folder and
retry the installation. The installer recreates the 0701 folder and includes the necessary setup files.

For more information, search the InstallShield knowledge base (http://www.installshield.com/kb).

Troubleshooting 91


http://www.installshield.com/kb

Invalid IP address

Action: Verify that the IP address entered is valid.

Links in traps and emails do not work correctly for
Linux

Action: Update the /etc/hosts file with the correct IP address.

Llinux agent does not execute on Red Hat 5

Symptom: The following error appears when attempting to execute the ./SetupRA agent:

bash: ./SetupRA: /bin/sh: bad interpreter: Permission denied

Action: Enter SH in front of the command. For example: SH ./SetupRra.

Low battery warning is displayed

Action: Plug the UPS into an AC grounded outlet for at least 24 hours to charge the batteries, and then
test the batteries. Replace the batteries if necessary.

Manual Load Dumped alarm not working

Symptom: For the R3000 XR, turning off the UPS from the front panel does not result in a "Manual Load
Dumped" alarm.

Possible Cause: The "Manual Load Dumped" alarm is not supported on this model.

Action: No action is required.

Messages from the Messenger Service are not
displayed in Japanese

Possible Cause: The Messenger Service is working as designed.

Action: No action is required.

Network attached UPS not discovered

Action:
1. Be sure the network cable is properly connected.

2. Verity the password that is configured in the network option card installed in the UPS. The default
password is admin. The password is case sensitive.

3. Verify that the IP address entered is the same as the IP address configured in the card.
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4. Verify that the network settings are correct.

No power

Action: Verify that the UPS is connected to a working outlet and that the UPS is powered up.

Non-admin users cannot log in through telnet

Possible Cause: A user account was added, but the password was not set.

Action: An administrator must edit the user account to set a password.

On battery alarm

Action: The UPS continues to run on battery power until the battery is completely discharged (or until utility
power is restored), unless the shutdown parameters specify to turn off both the system and the UPS.

On boost alarm

Possible Cause: The input voltage is too low for the UPS. The UPS boosts the voltage up to acceptable
limits.

Action: For information on Boost mode, refer to the UPS documentation.

On buck alarm

Possible Cause: The input voltage is too high for the UPS. The UPS bucks the voltage down to acceptable
limits.

Action: For information on Buck mode, refer to the UPS documentation.

Operating system firewall prevents management
module functionality

Symptom: The management module does not connect with the agent or browser.

Action: Follow the instructions in the operating system documentation to disable the firewall or to keep the
firewall enabled with port 3573 open.

Overload alarm

Possible Cause: The device load has exceeded the UPS power rating.

Action: Verify all equipment is drawing within the rated requirements. If necessary, reduce the equipment
connected to the UPS. The UPS might need to be reset.
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Receiving a security error

Symptom: Security error: Domain Name mismatch message when trying to browse with SSL.
Possible Cause: The IP address or server name has changed.

Action: Stop the service, delete the certificate file, and restart the service.

Redundant status error displays on the Attached
Devices screen for a nonredundant contfiguration

Possible Cause: The HP UPS Power Protection Agent was incorrectly configured.

Action: Reconfigure the agent.

1. Open the agent configurcﬂion program for your operating system.
o Windows ("Reconfiguring the agent on Windows operating systems" on page 32)
o Linux ("Reconfiguring the agent on Linux operating systems" on page 36)
o HP-UX ("Reconfiguring the agent on HP-UX operating systems" on page 39)

2. Verify that the correct IP address, host name, communications port, or serial path is entered for the
management server that should communicate with the agent. To allow any management server to
connect to the agent, select Any Server from the dropdown box in Windows, or enter an asterisk (*)
where prompted for Linux or HP-UX.

3. For a nonredundant configuration, be sure that no second management server is specified for
communication with the agent.

4.  Close the configuration program and check the Attach Devices screen (" Attached Devices menu" on
page 67) to verify that the redundant UPS (RU) column is grayed out.

Redundant UPS status

The following table describes the possible combinations for the redundant UPS status icons found on the
Attached Devices screen ("Attached Devices menu" on page 67).

Events Agent status Management Management
Server 1 status Server 2 status
RU AS RU AS

Both UPSs are on utility power

Management Server 1 UPS is on 4 W

battery power and redundant power is

lost

Management Server 1 UPS has shut [ ] [ ]
down and redundant communication is

|ost

Management Server 1 UPS has lost [ ] [ ] [ ] [ ]

communication and redundant
communication is lost
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Events Agent status Management Management
Server 1 status Server 2 status

Two UPSs are on battery power and 4 W W

redundant power is lost

Two UPSs have shut down

Both UPSs have lost communication [ ] [ ] [ ] [ ] [

SLES 10 agent does not autostart after power tail or

reboot

Action: Follow the instructions for installing the agent on SLES 10 (on page 35).

Servers running Windows® Server 2003 do not

restart

Symptom: Servers running Windows® Server 2003 do not restart upon power restoration following a

power fail shutdown.

Possible Cause: This is a known Windows® Server 2003 behavior on some servers.

Action: Refer to the Microsoft® Knowledge Base article 819760.

Shutdowns not functioning when Any Server is

configured in a redundant configuration

Action: Reconfigure the management server information on the agent.

1. Open the agent configuration program for your operating system.

o Windows ("Reconfiguring the agent on Windows operating systems" on page 32)

o Linux ("Reconfiguring the agent on Linux operating systems" on page 36)

o HP-UX ("Reconfiguring the agent on HP-UX operating systems" on page 39)

Enter the correct IP address, host name, communications port, or serial path for the first management
server that should communicate with the agent. Do not select Any Server from the dropdown box in
Windows or enter an asterisk (*) where prompted for Linux or HP-UX.

Enter the correct IP address, host name, communications port, or serial path for the second
management server that should communicate with the agent. Do not select Any Server from the
dropdown box in Windows or enter an asterisk (*) where prompted for Linux or HP-UX.

Close the configuration program.

Silent install did not execute successtully

Action:
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e Verify the command line parameters are correct.
®  Verity the configuration .ini file is valid.
e  Verify the Setup.iss destination path is correct.

e  Refer to the InstallShield Knowledge Base article 101901 for the setup.log result code.

Task Bar menu does not clear

Symptom: The task bar menu does not clear when clicking off the menu onto the Windows® desktop.
Possible Cause: This is a known Windows® behavior.

Action: Start another application or open a new window, and the issue disappears.

UPS Power Protection Agent does not display a
shutdown warning message in SLES operating
systems

Action: The shutdown executes correctly although a countdown does not appear.

Unable to discover a UPS

Action:
e Verify that the UPS is connected to the correct communications port (COM1, COM2, and so on).

e Verify that no other software or processes are accessing the communications port to which the UPS is
attached.

e  Verify that you are using the communications cable that came with the UPS.

e  Verify that resources for the selected communications port (such as I/O port or IRQ) are not shared
with other devices.

e  Try a different communications port.

Unable to edit devices using telnet

Action: To edit a device using felnet, you must delete the device and then recreate the device. Devices can
be edited using the HP UPS Management Module web interface.

Unable to locate the .INl files for a silent install

Possible Cause: The DevManBE.ini file is automatically created in the top-level program directory.
Action:

®  For Windows®, if installed to the default location, the file is located at /Program Files/HP/UPS
Power Protection Agent.
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e  For Linux, the file can be found at /usr/local/DevMan.

e For HP-UX, the file can be found at /opt /DevMan.

Unable to obtain a valid network address error
message displays

Possible Cause:

e The management module is unable to connect to the BOOTP server.

e  The MAC address for the management module is not in the BOOTP server.
e  Aduplicate IP address on the network is detected.

Action:
1. Be sure that a BOOTP server is on the network.
2. Be sure that the MAC address for the management module is in the BOOTP server.

3. Be sure that the IP address is valid and not in use by another device on the network.

Unable to reboot the machine

Possible Cause: The system hangs when the InstallShield wizard for the UPS Power Protection Agent is left
open and minimized during the attempted reboot.

Action: Manually power off the machine.

Unable to set event delays using telnet

Action: Event delays must be set using the HP UPS Management Module web interface.

Unable to start the HP UPS Power Protection Agent
for Linux

Symptom: You cannot start the service for Linux, or the error message Segmentation fault
/usr/local/DevMan displays.

Possible Cause:

e  The server name and IP address are incorrect.

e  Files are missing.

Action:

e  Update the server name and IP address on /etc/hosts.

e Install the file compat-libstdc++7.3-2.96.128.i386.rpm, which is required by the HP UPS Power
Protection Agent Linux package (HPRA-4.5-x.i586.rpm).
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Unexpected problems occur with the web interface
and Service menu

Possible Cause: The management module was removed from one UPS and then installed in a different

UPS.

Action: Reconfigure the management module for the current UPS.

Utility alarm

Possible Cause: The utility input voltage is repeatedly outside the UPS operating range.
Action:
1. Check the management module log files to obtain specific error information.

2. Check the input voltage and reconfigure the UPS. For more information about configuring the UPS,
see the UPS documentation.

-Or-
Contact a qualified electrician to verify that the utility power is suitable for the UPS.

3. Rediscover the UPS so that the management module reads the new nominal voltage and shows the
correct limits on the graphs.

When resetting or powering on the management
module, the browser does not display the web
interface

Action: Allow 15 to 30 seconds for the management module to boot.
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Technical support

Before you contact HP

Be sure to have the following information available before you call HP:

Technical support registration number (if applicable)
Product serial number

Product model name and number

Product identification number

Applicable error messages

Add-on boards or hardware

Third-party hardware or software

Operating system type and revision level

HP contact information

For the name of the nearest HP authorized reseller:

In the United States, see the HP US service locator webpage (http://www.hp.com/service locator).

In other locations, see the Contact HP worldwide (in English) webpage
(http://welcome.hp.com/country/us/en/wwcontact.html).

For HP technical support:

In the United States, for contact options see the Contact HP United States webpage
(http://welcome.hp.com/country/us/en/contact us.html). To contact HP by phone:

o Call 1-800-HP-INVENT (1-800-474-6836). This service is available 24 hours a day, 7 days a
week. For continuous quality improvement, calls may be recorded or monitored.

o If you have purchased a Care Pack (service upgrade), call 1-800-633-3600. For more
information about Care Packs, refer to the HP website (http://www.hp.com).

In other locations, see the Contact HP worldwide (in English) webpage
(http://welcome.hp.com/country/us/en/wwcontact.html).
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Regulatory compliance notices

Regulatory compliance identification numbers

For the purpose of regulatory compliance certifications and identification, this product has been assigned
a unique regulatory model number. The regulatory model number can be found on the product nameplate
label, along with all required approval markings and information. When requesting compliance
information for this product, always refer to this regulatory model number. The regulatory model number is
not the marketing name or model number of the product.

Federal Communications Commission notice

Part 15 of the Federal Communications Commission (FCC) Rules and Regulations has established Radio
Frequency (RF) emission limits to provide an interference-free radio frequency spectrum. Many electronic
devices, including computers, generate RF energy incidental to their intended function and are, therefore,
covered by these rules. These rules place computers and related peripheral devices into two classes, A
and B, depending upon their intended installation. Class A devices are those that may reasonably be
expected to be installed in a business or commercial environment. Class B devices are those that may
reasonably be expected to be installed in a residential environment (for example, personal computers).
The FCC requires devices in both classes to bear a label indicating the interference potential of the device
as well as additional operating instructions for the user.

FCC rating label

The FCC rating label on the device shows the classification (A or B) of the equipment. Class B devices
have an FCC logo or ID on the label. Class A devices do not have an FCC logo or ID on the label. After
you determine the class of the device, refer to the corresponding statement.

Class A equipment

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference, in which case the user will be required to correct
the interference at personal expense.

Class B equipment

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency
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energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged fo try to correct the
interference by one or more of the following measures:

e  Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit that is different from that to which the receiver is
connected.

e  Consult the dealer or an experienced radio or television technician for help.

Declaration of conformity for products marked with
the FCC logo, United States only

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

For questions regarding this product, contact us by mail or telephone:

e Hewlett-Packard Company
P. O. Box 692000, Mail Stop 530113
Houston, Texas 77269-2000

e  1-800-HP-INVENT (1-800-474-6836). (For continuous quality improvement, calls may be recorded

or monitored.)
For questions regarding this FCC declaration, contact us by mail or telephone:

e Hewlett-Packard Company
P. O. Box 692000, Mail Stop 510101
Houston, Texas 77269-2000

e 1-281-514-3333

To identify this product, refer to the part, series, or model number found on the product.

Modifications

The FCC requires the user to be notified that any changes or modifications made to this device that are
not expressly approved by Hewlett-Packard Company may void the user’s authority to operate the
equipment.

Canadian notice (Avis Canadien)

Class A equipment

This Class A digital apparatus meets all requirements of the Canadian Interference-Causing Equipment
Regulations.

Regulatory compliance notices 101



Cet appareil numérique de la classe A respecte toutes les exigences du Réglement sur le matériel
brouilleur du Canada.

Class B equipment

This Class B digital apparatus meets all requirements of the Canadian Interference-Causing Equipment
Regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du Réglement sur le matériel
brouilleur du Canada.

European Union regulatory notice

This product complies with the following EU Directives:
e low Voltage Directive 2006/95/EC
e  EMC Directive 2004/108/EC

Compliance with these directives implies conformity to applicable harmonized European standards
(European Norms) which are listed on the EU Declaration of Conformity issued by Hewlett-Packard for this
product or product family.

This compliance is indicated by the following conformity marking placed on the product:

C€

This marking is valid for non-Telecom products and EU harmonized Telecom products (e.g. Bluetooth).

CE(xxxx-)®

This marking is valid for EU non-harmonized Telecom products.
*Notified body number (used only if applicable—refer to the product label)
Hewlett-Packard GmbH, HQ-TRE, Herrenberger Strasse 140, 71034 Boeblingen, Germany

This symbol on the product or on its packaging indicates that this product must not be disposed
of with your other household waste. Instead, it is your responsibility to dispose of your waste
equipment by handing it over fo a designated collection point for the recycling of waste

mmmmm  clectrical and electronic equipment. The separate collection and recycling of your waste
equipment at the time of disposal will help to conserve natural resources and ensure that it is
recycled in a manner that protects human health and the environment. For more information
about where you can drop off your waste equipment for recycling, please contact your local
city office, your household waste disposal service or the shop where you purchased the
product.
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Japanese notice
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Alert messages

UPS alarms

This management module enables you to send an email notification or SNMP trap to specified recipients
if a certain alert situation prevails.

The following table lists all message texts and a description of each alarm.

Alarm text

Description

Battery Discharged

e The battery is not fully charged.
e The battery has been discharged to its maximum discharged state.

e The UPS was on battery for long enough to exhaust the battery capacity
and has shut down.

Batteries Disconnected

The UPS detects that at least one of the batteries is not connected. Backup
power is either gone or considerably reduced.

Battery Failure

e The battery contactor/breaker is open.

e The battery voltage has exceeded a predetermined limit. Operating with
this alarm set can cause permanent battery or system damage.

e A battery problem has been detected.
e A battery test has been executed, and the battery failed the test.

e The charger circuit has detected possible bad batteries or an open
circuit in connections to the batteries.

Battery Low

The battery voltage level has dropped below the predetermined "low battery
warning" level.

Bypass Failure

The bypass input voltage is not available for transfer. This condition might
be caused by over or under voltage, over or under frequency, out of phase
lock, or other reasons.

Bypass ON Auto

The UPS is on bypass, and the critical load does not have power protection.

Bypass ON Manual

A user has flipped a switch (for example, Maintenance Bypass) that
bypasses the UPS.

Check Breaker

e The inverter output contactor/breaker is open.

o The rectifier/charger input breaker is open.

Electronics Module
Failure

For an "n+1" parallel system, one of the power modules has failed.

EPO Initiated

The UPS has shut down because of the activation of the remote EPO signal.
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Alarm text

Description

Input Out of Range e Input (Utility) fault: Measured input voltage has exceeded the upper
voltage limit specification for normal operation.

e Input (Utility) fault: Measured input voltage is less than the lower voltage
limit specification for normal operation.

e Input (Utility) fault: Measured input frequency is outside the upper or
lower frequency limit specification for normal operation.

o Rectifier fault: Measured rectifier input current exceeds the upper current
limit specification for normal operation.

e The utility input power is not within predetermined limits. This is possibly
caused by over voltage, under voltage, over frequency, under
frequency, or over current.

e The utility input is not present, and detected voltage is zero.

Internal Failure ® An attempt to automatically recalibrate the UPS has failed.

e Charger fault: The battery charger has failed.

e DC Link fault: Measured DC link voltage has exceeded the upper
voltage limit specification for normal operation.

e At least one fan in the UPS has failed.

e At least one fuse in the UPS has failed and must be replaced.

e Inverter fault: Measured inverter output voltage has exceeded the upper
voltage limit specification for normal operation.

e Inverter fault: Measured inverter output voltage is less than the lower
voltage limit specification for normal operation.

e The inverter module has failed its power up self-test or its continuous self-
test.

e Inverter fault: The inverter has failed.

e The inverter output has failed and cannot support the load. The reasons
for this alarm are, for example, inverter over or under voltage, over or
under frequency, distorted waveform, and output out-of window.

e Inverter fault: The measured inverter output current exceeds the upper
current limit specification for normal operation.

e The inverter output voltage sensor has not been calibrated.

e For a parallel system, this module has detected that the sync bus is not
active.

e A test of the device EEPROM has detected a checksum failure. The
device either has not been programmed or contains suspicious data.

e Atest of the device ROM has detected a checksum or CRC error. The
device's operating code is suspicious and should be replaced or
reflashed.

® In a multirmodule system or internally to a UPS with multiple controllers,

the firmware versions in place are not compatible with each other.

Loss of Redundant
Communication

The agent lost communication to one of the redundant UPSs. This alarm
appears on the management module that is still in communication with the
agent. If both management modules lose communication with the agent, this
alarm does not appear.

Loss of Redundant Power

One of the redundant UPSs is off or on battery power.
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Alarm text

Description

Manual Load Dumped

The load power is off. This alarm is used to record the date and time of an
EPO event.

On Battery The UPS is using the battery to power the load.

On Boost The UPS detected a low input condition and is increasing input voltage to a
nominal level.

On Buck The UPS detected a high input condition and is reducing input voltage to a

nominal level.

Output Out of Range

e Measured output voltage has exceeded the upper voltage limit
specification for normal operation.

e Measured output voltage is less than the lower voltage limit specification
for normal operation.

e Measured output frequency is outside the upper or lower frequency limit
specification for normal operation.

Overload

e Overload alarms are sent based on the individual UPS model overload
protection specifications that are available in the UPS documentation.

e The load on the UPS output phase exceeds its rated current or power by
more than a small margin over 100%. The inverter can only sustain this
overload for a short time without shutting down because of overheating.

Remote Agent Not
Connected

A Remote Agent is not communicating with the management module to
which it is associated.

Shutdown Imminent

The UPS has entered a state where it might abruptly shut down without
further notice. It might continue to operate indefinitely, even with this alarm
being issued.

Shutdown Pending

A condition in the UPS will lead to the loss of power to the loads in less than
the Low Battery Time, unless the condition is cleared or removed.

Site Wiring Fault

There is a fault in the input wiring, other than Phase Rotation (for example,
Ground/Neutral reversed).

Temperature Out of
Range

® An ambient temperature probe has detected that the temperature is
above its upper limit.

e A heatsink at an unspecified location in the UPS has failed.

e An input or output transformer used by the UPS has exceeded its upper
temperature limit.

UPS Not Connected

The management module is unable to communicate with the UPS.

UPS Started On Battery

The UPS has been started on battery when AC input power is not present.
This alarm is used to record the date and time of this event.
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Systems Insight Manager integration

Systems Insight Manager overview

Use HP Systems Insight Manager to:

e  Discover management modules. As part of the discovery process, HP SIM can detect an installed
management module. The web interface for the discovered module can be launched from the HP
SIM All Systems page.
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®  Receive SNMP traps from the management module. The module can send event-based traps to HP
SIM that include a URL in the trap. This functionality enables administrators to easily launch the web
interface of the module in context. For example, if the management module detects an alarm
condition, the module can send a trap to HP SIM with an attached hyperlink that routes users directly
to the Overview screen for the attached UPS.

e  Conveniently launch the management module web interface from within HP SIM.

o All Systems page—All discovered management modules appear on the All Systems page. Click
the link in the System Name column to launch a browser session.

o Eventbased trap—A URL is included in each trap to link directly from HP SIM to the Overview
screen for the specific device for which the trap was sent.
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Discovering the management module

HP SIM automatically detects management modules as part of the device discovery process. If detected, a
hyperlink is included on the HP SIM All Systems page for the UPS on which the management module is
installed. The management module should be installed and running before attempting discovery through

HP SIM.

If the defaults are not used, a new entry can be made to the additionalwsdisc.props file, located in the
CONFIG directory in the HP SIM install directory, to allow HP SIM to correctly discover and identify the
management module. For more information on editing the additionalwsdisc.props file, see the
additionalwsdisc.ixt file located in the same directory.

Example: ADDITIONALWSDISC.PROPS file with management module entry

# NOTE: See "additionalWsDisc README.txt" for a description of entries in
# this file and how to add or remove additional web server ports used for

# discovery and identification.

# ____________________________________________________
# The following are actual web server ports enabled by default.

# To remove them from the discovery process, comment out the line with a
l#l

# or remove it. You will need to restart the HP SIM service for
# the changes to take effect. In addition you will need to run the Device

# Identification task to find any new ports that were defined.

411=Director Agent, ,true,false, ,http
3201=Compaq TaskSmart, ,true,false, ,https
8008=Default Home Page, ,true,false, ,bhttp
1311=Server Administrator, ,true,false, ,https

1234=HP Management Module, ,true,false, ,https

The last entry allows HP SIM to detect a management module running on port 1234 and using HTTPS
(Secure Socket Layer protocol).

HP SIM services must be restarted to apply the change.

Contiguring HP SIM to receive traps

Before HP SIM can receive traps, the correct MIB file (cpgpower.mib) must be compiled into HP SIM. To
download the HP Power MIB, visit the HP website (http://www.hp.com/qo/rackandpower).
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To register the MIB:
1. Copy the MIB to the HP\Systems Insight Manager\mibs folder.

2. From the HP\Systems Insight Manager\mibs folder, run mcompile cpgpower.mib from the
command line to compile the new MIB. A new file named cpgpower.cfg is created.

3. Register the new MIB by entering mxmib -a cpgpower.cfg from the HP\Systems Insight
Manager\mibs command line.

4. Enter HP\Systems Insight Manager\mibs>mxmib at the command line and verify that the
new MIB is listed.

NOTE: For more information on uploading and registering a MIB in HP SIM, refer to the HP
Systems Insight Manager Technical Reference Guide located on the HP Management CD.

Contfiguring the management module to send traps

to HP SIM

1. Add the HP SIM server as an SNMP trap recipient on the SNMP Traps tab (on page 67).

2. Configure the management module to send alert notifications to HP SIM on the Events tab (on page
65).
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Security considerations

Security considerations overview

The management module implements strict security for two important reasons:

e  The module manages devices that have the potential to perform operations that are sensitive and
destructive.

e  The management module has browser accessibility.

To better ensure the security of the management module and the devices it manages, consider the
following topics in accordance with your organization's security policies and the environment in which the
module will operate.

e  Remote access to the management module requires a user account. Logging in requires the use of a
user name and password, which should be kept properly secured.

e  Each account can be given different access levels, providing different capabilities. Ensure that the
appropriate access level is granted to users.

®  Browsing fo the management module can be done using SSL, which encrypts the data between the
browser and management module. The module is supported by a 128-bit encryption level. SSL also
provides authentication of the management module by means of its digital certificate. Securely
importing this certificate must be done to ensure the identification of the management module.

®  Use a custom SSL certificate that is certified by a third-party SSL authority.
e  Use non-standard ports for the management module web interface.
e Disable telnet if remote configuration is not used.

e Disable the web interface if the web interface is not preferred.
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Optional power monitoring using SNMP

SNMP monitoring

Battery status, power status, events, and traps can be monitored using third-party SNMP managers.

SNMP monitoring supports the RFC-1628 MIB and the HP Power MIB (CPQPOWER.MIB).

Using the SNMP submenu (on page 82):

1. Configure the third-party SNMP manager to monitor the HP UPS Management Module.

2. In the third-party SNMP manager, configure the HP UPS Management Module information to be
monitor by the SNMP manager.

The HP Power MIB (CPQPOWER.MIB) can be downloaded from the HP website
(http://www.hp.com/go/rackandpower).
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Updating the firmware

Updating the firmware overview

To update the management module firmware from an application, download the HP UPS Management
Upgrade Utility on the HP website (http://www.hp.com/go/rackandpower), and follow the attached
instructions.

If the firmware is corrupted and updates using the HP UPS Management Upgrade Utility are prevented,
you can update the firmware using the bootloader. This process is only available when the application is
damaged.

To update the firmware from the bootloader:

1. Be sure that you have connected the configuration cable ("Connecting the configuration cable" on
page 21) to the management module and the host computer.

2. Launch a terminal emulation program, such as HyperTerminal ("Launching a terminal emulation
program" on page 21). The following menu appears:

RAM test: PASS
Boot Loader version 1.6.1

1) Serial Upgrade
2) TFTP Upgrade
3) Exit

Enter Option:

3. Follow the on-screen instructions.

Updating the firmware 112


http://www.hp.com/go/rackandpower

Redundant configuration

Contiguring the software for redundancy

1.

Install the UPS Power Protection Agent on a machine that is power protected by two UPSs. Each UPS
must have a management module installed.

Configure the redundant management server information on the agent.

a. Open the agent configuration program for your operating system.
— Windows ("Reconfiguring the agent on Windows operating systems" on page 32)
— Linux ("Reconfiguring the agent on Linux operating systems" on page 36)
— HP-UX ("Reconfiguring the agent on HP-UX operating systems" on page 39)

b. Enter the correct IP address, host name, communications port, or serial path for the first
management server that should communicate with the agent. Do not select Any Server from the
dropdown box in Windows or enter an asterisk (*) where prompted for Linux or HP-UX.

c. Enter the correct IP address, host name, communications port, or serial path for the second
management server that should communicate with the agent. Do not select Any Server from the
dropdown box in Windows or enter an asterisk (*) where prompted for Linux or HP-UX.

d. Close the configuration program.

Configure the agent information on both management servers using the management module web
interface.

a. Access the web interface through a web browser (on page 4 1) or the system tray icon (on page
42) in Windows.

b. Log in to the web interface ("Signing in to the web interface" on page 42). The web interface
appears.

c. Click the Setup tab in the top frame of the web interface.
d. Click Attached Devices in the left navigation frame. The Attached Devices screen appears.

e. If the agent is already attached, click the hyperlink for the agent. The Add / Edit Attached Device
screen appears.

.Or.
If the agent is not already attached, click Add New Device. The Add / Edit Attached Device
screen appears.

f. If the agent has already been added, verity that the IP address or communications port for the
machine that hosts the agent is entered correctly in the Computer Device Information area.
.Or.
If the agent has not been added, configure the agent settings. Be sure that the IP address or
communications port for the machine that hosts the agent is entered correctly in the Computer
Device Information area. For more information about adding agents, see "Add / Edit Attached
Device screen (on page 69)."
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g. Click Save Changes to return to the Attached Devices screen.

h. Repeat steps e through g to configure the agent information on the second management server.

4. Verity that the agent is communicating with both UPSs on the Attached Devices screen ("Attached
Devices menu" on page 67).
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Mass configuration

Using the HP UPS Management Upgrade Utility

Use the HP UPS Management Upgrade Utility to configure multiple management modules to have
identical settings using an uploadable configuration file. Configure a management module with the
desired settings and download the file necessary for mass configuration using the Network screen
("Network menu" on page 59).

Download the HP UPS Management Upgrade Utility on the HP website
(http://www.hp.com/go/rackandpower), and follow the attached instructions.
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Acronyms and abbreviations

ASCI|

American Standard Code for Information Interchange

DMA

direct memory access

DRAM

dynamic random access memory

EEPROM

electrical erasable programmable read only memory

EPO

emergency power off

FTP

file transfer protocol

HTTP

hypertext transfer protocol

HTTPS

hypertext transfer protocol secure sockets

/O
input/output

iLO
Integrated Lights-Out

IP

Internet Protocol

IRQ

interrupt request
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M|

media independent inferface

NTP

network time protocol

POST
Power-On Self Test

RAM

random access memory

SIM
Systems Insight Manager

SMTP

Simple Mail Transfer Protocol

SNMP

Simple Network Management Protocol

SSL

Secure Sockets Layer

TCP

Transmission Control Protocol

TFTP

Trivial File Transfer Protocol

UPS

uninterruptible power system

Acronyms and abbreviations
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About menu 76

accessing software, browser 41
accessing software, system tray icon 42
adding an attached device 69
adding new users 58

adding scheduled shutdowns 75
advanced power fail settings 72
agent installation 26

agent, installation overview 26
agent, overview 8

alarm conditions 104

Alarms menu 48

alerts, event notification 64
alerts, viewing 48

Application Log menu 56
Attached Devices menu 67

batteries, testing 53

Battery submenu 81

baud rate 21

browser requirements 15
browser security alert 43
browser, launching 41
browser, troubleshooting 88
BSMI notice 103

C

cabling 20, 21

Canadian notice 101

class A equipment 100

class B equipment 100
components 17

components, reconfiguring 32, 36, 39
components, uninstalling 39
configuration file 59
configuration utility screen 80
configuration, duplicating 59
configuration, hardware 9
configuration, mixed 11
configuration, network 10

configuration, redundant 12, 13, 14, 15,94, 113

configuration, serial 10
configuring multiple units 115
configuring remote access 22
connecting devices 23
connectors, illustrated 17
contact information 61, 99
Contents menu 77

controlling a load segment 69

D

date and time 59, 85

Date/Time Configuration submenu 84
Daylight Saving Changes submenu 85
daylight saving time, setting up 59, 85
Declaration of Conformity 101

deleting a user account 58

device numbers 49

devices, connecting 23

discovering the management module 108
duplicating the configuration 59, 115

editing an attached device 69
editing scheduled shutdowns 75
email notifications, setting up 66
Email Setup tab 66

Emails submenu 83

European Union notice 102

Event log menu 54

Event Notifications menu 64

event notifications, defining 65
event notifications, troubleshooting 90
Events tab 65

executing battery test command 53
exporting an application log 56
exporting an event log 54

F

FCC rating label 100

features 7, 17

Federal Communications Commission (FCC)
notice 100, 101

Index

118



firmware, updating 112
firmware, version 49, 76
front panel components 17

G
GUlI installation, agent 27

H

hardware installation 18
hardware supported 9
hardware version 49, 76
help contents 77

Help tab 75

Home tab 46

HP Systems Insight Manager, overview 107

HP-UX, installing the agent 36
HP-UX, reconfiguring components 39
HP-UX, uninstalling components 39

Identification menu 49

Info & Updates menu 77
installation overview 26
installation script, HP-UX agent 37
installation script, Linux agent 33
installing hardware 18

installing the agent 26

installing the unit 18

introduction 7

IP address, viewing 49

IP addresses, setting up 59

J

Japanese notice 103

L

LED, internal health 20

LEDs, location 17

LEDs, troubleshooting 87

Linux, installing the agent 33

Linux, reconfiguring components 36
Linux, uninstalling components 39
load segments, controlling 8, 69
log file 54, 56

logging in, through a browser 42
logs tab 54

M

MAC address, viewing 49, 59, 76
mail server, setting up 66
management module components 17
management module, discovering 108
Manual Control menu 53

Manual Date/Time submenu 85
mixed configuration 11
modifications, FCC notice 101
modifying a user account 58

monitor resolution 15

My Account menu 57

N

navigating 45

navigating the Service Menu 79
network cable, connecting 20
Network Configuration submenu 81
Network Management menu 60
Network menu 59

Network Settings submenu 82

network settings, configuring through a browser 59,

60
Network Time Protocol submenu 85
NTP parameters, configuring 59, 85

(0

Overview menu 46

overview, agent 8

overview, agent installation 26
overview, product 7

overview, Service Menu 78
overview, web interface 41

P

Parameters menu 51

password, changing through a browser 57, 58
POST (Power-On Self Test) 79

Power Fail menu 71

power fail settings, advanced 72

Power Protection submenu 81

problem diagnosis 87

product overview 7

R

reconfiguring components, HP-UX agent 39
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