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Introduction

Congratulations on purchasing Planet 54M Wireless VPN Firewall Router — VRT-401G. It is a
cost-effective VPN Firewall Router that enables multiple users to access the resource through
VPN tunnel. Simply configure your Internet connection settings in the 54M Wireless VPN Firewall
Router and plug your PC to the LAN port and you're ready to share files and access the Internet.
The VRT-401G is embedded with an IEEE 802.11g/b access point that allows you to build up a
wireless LAN. The 54M Wireless VPN Firewall Router provides a total solution for the Small and
Medium-sized Business (SMB) and the Small Office/Home Office (SOHO) markets, giving you an
instant network today, and the flexibility to handle tomorrow's expansion and speed.

Features

Compliant with 802.11g / 802.11b standard
AP / AP Client / WDS / Bridge modes supported

Supports 64/128-bit WEP, WPA, WPA2 Encryption to protect the wireless data
transmissions

IPSec VPN gateway (ESP, IKE)

Provides 3DES / AES encryption and MD5 and SHA1 authentication algorithms
PPTP and L2TP server / client support

VPN Pass Through (IPSec/PPTP/L2TP)

QoS support

DHCP/PPPOE/PPTP/L2TP/Fixed IP/Wireless allocation

MACI/IP filter access control, URL blocking

SPI firewall + DoS prevention protection

Supports Virtual and DMZ function

Supports UPnP function

Supports DDNS function

Supports DHCP Server for easy setup

Easy to use Web-based GUI for configuration and remote management purposes

Status monitoring includes: Active DHCP Client, Security Log and Device/Connection
Status

Equipped with four LAN ports (10/200M) and one WAN port (10/100M), Auto-MDI/MDI-X
supported

Minimum Requirements

One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)
Network Interface Card (NIC) for each Personal Computer (PC)

PCs with a Web-Browser (Internet Explorer 4.0 or higher, or Netscape Navigator 4.7 or
higher)

Package Content

54M Wireless VPN Firewall Router unit x 1
Quick Installation Guide x 1

User Manual CD x 1

Power Adapter x 1

Accessories




Get to know the Wireless VPN Firewall Router

Back Panel
The diagram (fig1.0) below shows the VRT-401G’s back panel. The router’'s back panel is divided
into three sections, LAN, WAN and Reset:
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: i s e

RESET
WAN

Figure 1.0

1) Local Area Network (LAN)
The VRT-401G's 4 LAN ports are where you connect your LAN’s PCs, printer servers, hubs

and switches etc.

2) Wide Area Network (WAN)
The WAN port is the segment connected to your xDSL or Cable modem and is linked to the
Internet.

3) Reset
The Reset button allows you to do one of two things.

1) If problems occur with your router, press the router’s reset button with a pencil tip (for
less than 4 seconds) and the router will re-boot itself, keeping your original
configurations.

2) |If problems persist or you experience extreme problems or you forgot your password,
press the reset button for longer than 4 seconds and the router will reset itself to the
factory default settings (warning: your original configurations will be replaced with
the factory default settings)

Front Panel

On the router’s front panel there are LED lights that inform you of the router’s current status.
Below is an explanation of each LED and its description.

Ow 54Mbps Wireless VPN Firewall Router - HN ——
VRT-401G PWE WLAN 1z 3 s e
Figure 1.1
LED Light Status Description
PWR ON Router’s power supply is on
WAN  10/100M ON WAN port 100Mbps is connected
OFF WAN port 10Mbps is connected
WAN LNK/ACT ON WAN is connected
OFF No WAN connection
Flashing WAN port has Activity (ACT), data being sent




LAN  10/100M ON
(Port 1-4) OFF
LAN  LNK/ACT ON
(Port 1-4) OFF
Flashing
WLAN ON
OFF
Flashing

LAN port 100Mbps is connected
LAN port 10Mbps is connected

LAN is connected
No LAN connection
LAN port has Activity (ACT), data being sent

Wireless LAN has been activated
Wireless LAN is disabled
Wireless LAN has Activity (ACT) data being sent

Setup Diagram

Figure 1.2 below shows a typical setup for a Local Area Network (LAN).
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Figure 1.2

Getting started

This is a step-by-step instruction on how to start using the router and get connected to the

Internet.

1) Setup your network as shown in the setup diagram above (fig 1.2).

2) You then need to set your LAN PC clients so that it can obtain an IP address automatically.
All LAN clients require an IP address. Just like an address, it allows LAN clients to find one
another. (If you have already configured your PC to obtain an IP automatically then proceed

to step 3, page 13)




Configure your PC to obtain an IP address automatically

By default the VRT-401G’s DHCP is on, this means that you can obtain an IP address
automatically once you've configured your PC to obtain an IP address automatically. This
section will show you how to configure your PC’s so that it can obtain an IP address
automatically for either Windows 95/98/Me, 2000 or NT operating systems. For other
operating systems (Macintosh, Sun, etc.), follow the manufacturer’s instructions. The
following is a step-by-step illustration on how to configure your PC to obtain an IP address
automatically for 2a) Windows 95/98/Me, 2b) Windows XP, 2c) Windows 2000 and 2d)
Windows NT.

2a) Windows 95/98/Me

1:

Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

: Double-click Network icon. The Network window will appear.

: Check your list of Network Components. If TCP/IP is not installed, click the Add button to

install it now. If TCP/IP is installed, go to step 6.

: In the Network Component Type dialog box, select Protocol and click Add button.

: In the Select Network Protocol dialog box, select Microsoft and TCP/IP and then click the

OK button to start installing the TCP/IP protocol. You may need your Windows CD to
complete the installation.

. After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from the list of

Network Components and then click the Properties button.

: Check each of the tabs and verify the following settings:

e Bindings: Check Client for Microsoft Networks and File and printer sharing for
Microsoft Networks.

e Gateway: All fields are blank.

e DNS Configuration: Select Disable DNS.

e WINS Configuration: Select Disable WINS Resolution.

e |P Address: Select Obtain IP address automatically.




TCPAIP Properties EH

Bindngs |  Advanced | Ne®iDS |
DS Configuration ] Gateway ] WINS Configuration  |P Address

An |P addresz can be automatically assigned to this computer.
If your netwaork, does nob automatically azsign IP addresszes, azk
wour network. adminiztrator for an address, and then tope it in
the space below.

0+ iObtain an IP address automatically

" Specify an IP address:

8: Reboot the PC. Your PC will now obtain an IP address automatically you're your
Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3

2b) Windows XP

1: Click the Start button and select Settings, then click Network Connections. The Network
Connections window will appear.

2: Double-click Local Area Connection icon. The Local Area Connection window will appear.

3: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.

4: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address

automatically and Obtain DNS server address automatically as shown on the following
screen.




Internet Protocol (TCP/IP) Properties

General | Alterate Configuration

YW'ou can get IP settings: azsighed automatically if pour netwark, supparts
thiz capability. Othenvize, you need to ask your network, administrator for
the appropriate IP zettings.

(%) Obtain an IP address automaticallp
() Use the following IP address:

(#)0btain DMS server address automaticall

(") Use the fallowing DMS server addresses:

[ aK H Cancel ]

5: Click OK to confirm the setting. Your PC will now obtain an IP address automatically from
your Broadband Router’'s DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.
2c) Windows 2000

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network and Dial-up Connections icon. In the Network and Dial-up
Connection window, double-click Local Area Connection icon. The Local Area Connection
window will appear.

3: In the Local Area Connection window, click the Properties button.

4: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.

5: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address
automatically and Obtain DNS server address automatically as shown on the following
screen.

10



Internet Protocol {TCP/IP) Properties il S

General

You can get IP zettings assigned automatically if your netwark supparts
thiz capabiliby. Otherwize, you need to ask wour network. administrator for
the appropriate [P zettings.

£ [btain an IP address automatically

—{ Lsze the following IP address;
|F address: I

Subnet mask: I

[refault gatewan: I

& Obtain DMS server address automatically

—i Usze the following DMS server addreszes:

Freferred RS semver: I

Alternate DMS semver I

Advanced... |
ak I Cancel |

6: Click OK to confirm the setting. Your PC will now obtain an IP address automatically from
your Broadband Router’'s DHCP server.

Note: Please make sure that the Broadband router’s DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.
2d) Windows NT

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network icon. The Network window will appear. Select the Protocol tab from
the Network window.

3: Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is not installed,
click the Add button to install it now. If TCP/IP is installed, go to step 5.

4: In the Select Network Protocol window, select the TCP/IP Protocol and click the Ok button
to start installing the TCP/IP protocol. You may need your Windows CD to complete the
installation.

5: After you install TCP/IP, go back to the Network window. Select TCP/IP from the list of
Network Protocols and then click the Properties button.

11



6: Check each of the tabs and verify the following settings:

IP Address: Select Obtain an IP address from a DHCP server.
DNS: Let all fields are blank.

WINS: Let all fields are blank.

Routing: Let all fields are blank.

Microsoft TCP/IP Properties HE

IP Addiess | DNS | WINS Address | Routing|

An IP addrezs can be automatically azzigned to thiz network. card
by a DHCP server. If your network, does not have a DHCP zerver,
azk, pour network, administrator for an addrezs, and then tepe it in
the zpace below.

Adapter:

1] Realtek ATLE139/81 0 Family PCl Fazt Ethernet Adapter

& Obtain an IP address from a DHCP server
— € Specify an IP address

|Eisddress: |

Staret i Eek |

[Mefatlt Eatewan |

Advanced... |
(] I Cancel | i |

7: Click OK to confirm the setting. Your PC will now obtain an IP address automatically from
your Broadband Router’s DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.

3) Once you have configured your PCs to obtain an IP address automatically, the router's
DHCP server will automatically give your LAN clients an IP address. By default the VRT-
401G’s DHCP server is enabled so that you can obtain an IP address automatically. To see if
you have obtained an IP address, see Appendix A.

Note: Please make sure that the VRT-401G’'s DHCP server is the only DHCP server
available on your LAN. If there is another DHCP on your network, then you’ll need to switch
one of the DHCP servers off. (To disable the VRT-401G’s DHCP server see chapter 2 LAN
Port)

12



4)

5)

6)

Once your PC has obtained an IP address from your router, enter the default IP address
192.168.0.1 (VRT-401G’s IP address) into your PC’s web browser and press <enter>

The login screen below will appear. Enter the “User Name” and “Password” and then click
<OK> to login.

Note: By default the user name is “admin” and the password is “admin”. For security
reasons it is recommended that you change the password as soon as possible (in
General setup/system/password, see chapter 2)

Connect to 192.168.0.1

Defaulk: admin/admin

Lset narne: | L ¥ v |

Password: |

[ 1Remember my passward

[ ok ] [ Cancel

The HOME page screen below will appear. The Home Page is divided into four sections,
Quick Setup Wizard, General Setup, Status Information and Tools.

Quick Setup Wizard (Chapter 1)
If you only want to start using the VRT-401G as an Internet Access device then you ONLY
need to configure the screens in the Quick Setup Wizard section.

General Setup (Chapter 2)

If you want to use more advanced features that the VRT-401G has to offer, then you’'ll need
to configure the Quick Setup Wizard and the General Setup section. Alternatively, you can
just configure the General Setup section, since the General Setup/WAN and the Quick Setup
Wizard contain the same configurations.

Status Information (Chapter 3)
The Status Information section is for you to monitor the router’s current status information
only.

Tools (Chapter 4)
If you want to Reset the router (because of problems) or save your configurations or upgrade
the firmware then the Tools section is the place to do this.

13



p | Status | T

Internet Broadband Router

Quick Setup Wizard
The Quick Selup Wizard provides only the necessary confguaralions 1o
comniect your Broadbard router 10 your Inteenel Serace Prowder (13P)
through an extemal cable or a DSL modsm

Ganeral Setup

Tht Broadband reatir suppans advanded funcEions like Vinual Sareer,
Access Conbrol, Hacker Aflack Detechon and DML Ye highly
recommand you keap the defaull Setlings

Status Infarmatien

The Broadbard routers stalus information provides the follewng
infarration abowt your Broadband router: Hardwans/Firmwan worsion,
Senal Number, and 115 cumenl operaling #labus

Tools

Bepadkand rouler Tooks - Tools inchede Corfigueation 1ools, Frmmwan
upgrade and Reset. Configuration tools allow you to Blackup, Restone, or
Restore 1o Factory Defaull Se1ing for your Broadband muter. The
Fimewane upgrade tool allows you 1o upgrade your Broadband muter's
firrwrare. The RESET (ool allows you Lo résel your Broadband router

Menu

Description

Quick Setup Wizard (Chapter 1) Select your Internet connection type and then

input the configurations needed to connect to
your Internet Service Provider (ISP).

General Setup (Chapter 2) This section contains configurations for the VRT-

401G’s advance functions such as: Address
Mapping, Virtual Server, Access Control, Hacker
Attack Prevention, DMZ, Special applications
and other functions to meet your LAN
requirements.

Status Information (Chapter 3) In this section you can see the VRT-401G's

Tools (Chapter 4)

Logout

system information, Internet Connection, Device
Status, System Log, Security Log and DHCP
client information.

This section contains the VRT-401G’s Tools -
Tools include Configuration tools, Firmware
upgrade and Reset.

Configuration tools allow you to Backup
(save), Restore, or Restore to Factory Default
setting for your VRT-401G.

The Firmware upgrade tool allows you to
upgrade your VRT-401G's firmware.

The RESET tool allows you to reset your VRT-
401G.

Selecting logout will return you to the LOGIN
page

14



7) Click on Quick Setup Wizard (see chapter 1) to start configuring settings required by
your ISP so that you can start accessing the Internet. The other sections (General
Setup, Status Information and Tools) do not need to be configured unless you wish to
implement/monitor more advance features/information.

Select the section (Quick Setup Wizard, General Setup, Status Information and Tools) you wish
to configure and proceed to the corresponding chapter. Use the selections on the web

management’s top right hand page (see below) to navigate around the web-based management
User Interface.

HOME | General Setup | Status | Tool

15



Chapter 1

Quick Setup

The Quick Setup section is designed to get you using the VRT-401G as quickly as possible. In
the Quick Setup you are required to fill in only the information necessary to access the Internet.
Once you click on the Quick Setup Wizard in the HOME page, you should see the screen below.

Step 1) Time Zone

The Time Zone allows your router to be configured base on its time settings, this will affect
functions such as Log entries and Firewall settings.

(JPLANET

Bt il Cornins.

Internet Broadband Router

1.Time Zone

+ 1. Tims Fone Sot 1the fimve 2one of the Broadband router, This information is used Tor kg antries and fevwall Se8tings
® 7. Brosdband Type
& 1 IF Address Info

(GMAT)Gresewich Mean Tima: Dublin, Edinburgh, Lisbon, London |

Time Server Address : JRlEECEl R

IEnable Furction
Timas From To
e
Parameter Description
Set Time Zone Select the time zone of the country you are currently in.

The router will set its time based on your selection.

Time Server Address You can manually assign time server address if the
default time server does not work.

Enable Daylight Savings The router can also take Daylight savings into account. If
you wish to use this function, you must checki/tick the
enable box to enable your daylight saving configuration
(below).

Start Daylight Savings Time Select the period in which you wish to start daylight
Savings Time

End Daylight Savings Time Select the period in which you wish to end daylight
Savings Time

Click on NEXT to proceed to the next page (step 2) Broadband Type.

16



Step 2) Broadband Type

In this section you have to select one of four types of connections that you will be using to
connect your VRT-401G’s WAN port to your ISP (see screen below).

Note: Different ISP’s require different methods of connecting to the Internet, please check with
your ISP as to the type of connection it requires.

(PPLANET

Internet Broadband Router

2. Broadband Type
& 1. Time 2 Specify The WAN connaction typs rsquined by your Intémat Sarace Prowider, Specify a Cablo modem, FixadIP sDSL, PPPOE ulkEL
= e or PPTP sD5L connaesion
< 2. Broadband Type

® 3. 1P Address Info 2 Cable Modem
A connaction thraugh & cable modem requires minimal configurstion. YWhen you 221 up an accourd weth your Cable peowder, the Cable
provider and your Broadband souter will sutomatically &stablish a connnction, o you probably do not naad 10 enlér anything mone

O Fixed-IP xDSL

Somi iDSL Inamel Serdce Providers may assign a Fived IP Addrass for your Broadband rawtor, I you hive hoan provided with this
information, chesee thie opbion ard enter the sesigned IP Address, Subnat Maek, Galeway IP Address and DNS 1P Addreze for your
Braadband routar

O PPPoE xDSL
i you connect ta this Inbemat using an vDSL Madem and your ESP has peowidad you with & Passward and a Senice Name, than your
ISF uses FFPOE to eetablish & comnection. You must choose (ks oplien and enter the required infomation

T PPTP xDEL

H you connect to the Intemat uzing an xD5L Medem and your ISP hae provided you weth 3 Paseword, Local IP Address, Remote IP
Addras and a Connaction 1D, then your ISP uses PPTP to establish a connbction You nust chooss 1his aption and enler the
requied infoemation

T L2TF xD3SL

Layer Two Twanebag Prolecol 18 & comman conseclion melthod wsed in xDSL conmechons.

O Telstra Blag Pond
H your Inlernel sarace 18 gromded By Telsbra Eig Pond in Ausbraba, you voll peed bo esdar your informalan belew, This sdsomahion 13
provided by Toistea BigPand

Menu Description

1.1 Cable Modem Your ISP will automatically give you an IP address

1.2 Fixed-IP xDSL Your ISP has given you an IP address already

1.3 PPPoE Your ISP requires you to use a Point-to-Point Protocol over

Ethernet (PPPOE) connection.

1.4 PPTP Your ISP requires you to use a Point-to-Point Tunneling Protocol
(PPTP) connection.

15L2TP Your ISP requires you to use a Layer Two Tunneling Protocol
(L2TP) connection.

1.6 Telstra Big Pond This Protocol only used for Australia’s ISP connection.

Click on one of the WAN type and then proceed to the manual’s relevant sub-section (1.1, 1.2,
1.3,1.4,1.5 or 1.6). Click on Back to return to the previous screen.

17



1.1 Cable Modem

Choose Cable Modem if your ISP will automatically give you an IP address. Some ISP’s may also
require that you fill in additional information such as Host Name and MAC address (see screen
below).

Note: The Host Name and MAC address section is optional and you can skip this section if your
ISP does not require these settings for you to connect to the Internet.

() PLANET

E— Internet Broadband Router

3.IP Address Info 7

« 1. Time fone

« Z. Broadband Type Cable Modem

< 3. I Address Info

Host Hanie

MAC Addigss : | DOD0000C0000

Clong Mat Addrass

TIL: (@ ([hsskied O Enabled

( Back ) ( OK )

Parameters Description

Host Name If your ISP requires a Host Name, type in the host name
provided by your ISP, otherwise leave it blank if your ISP does
not require a Host Name.

MAC Address Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC's MAC
address that your ISP had originally connected your Internet
connection to. Type in this MAC address in this section or use
the “Clone MAC Address” button to replace the WAN MAC
address with the MAC address of that PC (you have to be using
that PC for the Clone MAC Address button to work). To find out
the PC's MAC address see Appendix A. (see Glossary for an
explanation on MAC address)

TTL This is optional. Some ISP will check the TTL response to build
up the connection. When you select Enabled, VRT-401G will
respond the TTL time plus 1.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Cable Modem connection. You can start using the router now,
if you wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.2 Fixed-IP xDSL

Select Fixed-IP xDSL if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section.
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'_)P“NET HOME | Genaral Satup | Status | T

— Internet Broadband Router

3. IP Address Info ¢

« 1. Time Fone ~

Fixed-IP xDSL

Enter the IP Addepss, Sulbnel Mask, Gateway IP Address and DNE 1P Addeess prosided 10 you By your 129 in the
« 1 I Address Info approgriate fields

+ 2. Broadband Type

IF address assigned by your Service Provider : BReRizob R c)

TEE.35.1.1

Service Provider Galeway Address : eS8 ek
I ] ©0rstied OB

(B ) (oK )

Parameters Description
IP This is the IP address that your ISP has given you.
Subnet Mask Enter the Subnet Mask provided by your ISP
(e.g. 255.255.255.0)
DNS This is the ISP’s DNS server IP address
Gateway IP This is the ISP’s IP address gateway
TTL This is optional. Some ISP will check the TTL response to build

up the connection. When you select Enabled, VRT-401G will
respond the TTL time plus 1.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Fixed-IP x DSL connection. You can start using the router
now, if you wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.3 PPPoE

Select PPPoE if your ISP requires the PPPoE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.




(P PLANET

Internet Broadband Router

1IP Address Info 9

o 1. Time £ane

PPPoE
S b Entar the Liser Mame and Passward regquirad by your 5P in the appropriate fislde I your ISP has provided you with a
o 3. IF Addross Inla “Serce Mame® enter it in the Senice Name field, othersise, leae i blank

Use PFPoE Authenlication

hser Mame ;30299199

Pasmword : ssssssss

Servics Hamae
MTU: |13 51 2emMTU Valyeon1493)
Comnection Type 1 | Certinuous bt
Il Timme : {11000 minutes)

TIL: (EDisabled 2 Enabled

(Back Y (_OK )

Parameter Description

User Name Enter the User Name provided by your ISP for the PPPoE
connection

Password Enter the Password provided by your ISP for the PPPoE

Service Name

MTU

Connection Type

Idle Time

connection

This is optional. Enter the Service name should your ISP
requires it, otherwise leave it blank.

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you to not
wish to set a maximum packet size.

If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto-reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect
to the ISP when someone want to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
WAN connection will not disconnect due to the idle timeout. If the
WAN line breaks down and latter links again, the router will not
auto-connect to the ISP.

You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) during this specified period, the router will automatically
disconnect the connection with your ISP.
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TTL

Note: This “idle timeout” function may not work due to abnormal
activities of some network application software, computer virus
or hacker attacks from the Internet. For example, some software
sends network packets to the Internet in the background, even
when you are not using the Internet. So please turn off your
computer when you are not using it. This function also may not
work with some ISP. So please make sure this function can work
properly when you use this function in the first time, especially
your ISP charge you by time used.

This is optional. Some ISP will check the TTL response to build up
the connection. When you select Enabled, VRT-401G will
respond the TTL time plus 1

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPPoOE connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

# 1. Time £one

« I. Broadband Type
« 3. IF Address Info

Internet Broadband Router

3. IP Address Info ¢

Puint-te-Paint Turnelng Protecol i2 3 comemaon connection melkod used in xDSL conneclions

» WAN Infeiface Seftings

= Obtain an IP addiess sutomatically =

2 Usa tha followdng P addrees -

Subnet Mask :

= PETP Semings

0.00.0

Connection 1D : {Ciptional
1360 [B12=MTL Valun<=1492)
[UFEFELLLISREY [ |Enable flor BEZEQ network m ISRAEL use enly)
Connactlon Type : QE=TRTTETS bt
Idie Time Out : (1- 1000 minubes)

CEa CowD
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Parameter

Description

Obtain an IP address
automatically

MAC Address

Use the following IP address

IP Address

Subnet Mask

Gateway

User ID

Password

PPTP Gateway

Connection ID

MTU

BEZEQ-ISRAEL

Connection Type

The ISP requires you to obtain an IP address by DHCP
before connecting to the PPTP server.

Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC's MAC
address that your ISP had originally connected your Internet
connection to. Type in this MAC address in this section or use
the "Clone MAC Address" button to replace the WAN MAC
address with the MAC address of that PC (you have to be using
that PC for the Clone MAC Address button to work). To find out
the PC's MAC address see Appendix A. (see Glossary for an
explanation on MAC address)

The ISP gives you a static IP to be used to connect to the PPTP
server.

This is the IP address that your ISP has given you to establish a
PPTP connection.

Enter the Subnet Mask provided by your ISP
(e.g. 255.255.255.0)

Enter the IP address of the ISP Gateway

Enter the User Name provided by your ISP for the PPTP
connection. Sometimes called a Connection ID

Enter the Password provided by your ISP for the PPTP
connection

If your LAN has a PPTP gateway, then enter that PPTP gateway
IP address here. If you do not have a PPTP gateway then enter
the ISP’s Gateway IP address above

This is the ID given by ISP. This is optional.

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you to not
wish to set a maximum packet size.

Select this item if you are using the service provided by BEZEQ
in Israel.

If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto-reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect
to the ISP when someone want to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
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WAN connection will not disconnect due to the idle timeout. If the
WAN line breaks down and latter links again, the router will not
auto-connect to the ISP.

Idle Time You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) throughout this specified period, then the router will
automatically disconnect the connection with your ISP.

Note: This “idle timeout” function may not work due to abnormal
activities of some network application software, computer virus
or hacker attacks from the Internet. For example, some software
sends network packets to the Internet in the background, even
when you are not using the Internet. So please turn off your
computer when you are not using it. This function also may not
work with some ISP. So please make sure this function can work
properly when you use this function in the first time, especially
your ISP charge you by time used.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPTP connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 2, 3, 4.

15L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

() PLANET e T

—— Internet Broadband Router

3. IP Address Info 4

+ 1. Time denu

LZTP

e Layar T Tunnaling Protocol is & common connaction method ueed in xD5L connections

« 3. | Address Inle

& WAHN Interlace Seblings
& Obtaln an IP address antomatically :

O U the fellowing P addrass @

Subnet Mk ;

s LETP Seflings

L2TP Gateway :
1352 E122=MTL Walus<=1492)
Conmectlon Typo : eSS TTTITES W
(1- 1000 rminates)

( Back ) ( OK )
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Parameter

Description

Obtain an IP address
automatically

MAC Address

Use the following IP address

IP Address

Subnet Mask

Gateway

User ID

Password

L2TP Gateway

MTU

Connection Type

The ISP requires you to obtain an IP address by DHCP
before connecting to the L2TP server.

Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC's MAC
address that your ISP had originally connected your Internet
connection to. Type in this MAC address in this section or use
the "Clone MAC Address" button to replace the WAN MAC
address with the MAC address of that PC (you have to be using
that PC for the Clone MAC Address button to work). To find out
the PC's MAC address see Appendix A. (see Glossary for an
explanation on MAC address)

The ISP gives you a static IP to be used to connect to the L2TP
server.

This is the IP address that your ISP has given you to establish a
L2TP connection.

Enter the Subnet Mask provided by your ISP
(e.g. 255.255.255.0)

Enter the IP address of the ISP Gateway

Enter the User Name provided by your ISP for the L2TP
connection. Sometimes called a Connection ID

Enter the Password provided by your ISP for the L2TP
connection

If your LAN has a L2TP gateway, then enter that L2TP gateway
IP address here. If you do not have a L2TP gateway then enter
the ISP’s Gateway IP address above

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you do not
wish to set a maximum packet size.

If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto-reconnect to the ISP.

If you select “Connect On Demand”, the router will auto-connect
to the ISP when someone want to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “ldle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
WAN connection will not be disconnected due to the idle timeout.
If the WAN line breaks down and latter links again, the router will
not auto-connect to the ISP.
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Idle Time Out The WAN "idle timeout" auto-disconnect function may not work
due to abnormal activities of some network application software,
computer virus or hacker attacks from the Internet. For example,
some software sends network packets to the Internet in the
background, even when you are not using the Internet. This
function also may not work with some ISP. So please make sure
this function can work properly when you use this function in the
first time, especially your ISP charge you by time used. Due to
the many uncontrollable issues, we do not guarantee the WAN
"idle timeout" auto-disconnect function will always work. In order
to prevent from extra fee charged by ISP, please TURN OFF
THE ROUTER WHEN YOU FINISHED USING THE INTERNET.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the L2TP connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 2, 3, 4.

1.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to connect you to the
Internet. Your ISP should provide all the information required in this section. Telstra Big Pond
protocol is used by the ISP in Australia.

(P PLANET

Internet Broadband Router

3. IP Address Info ¢

¢ 1. Time fane

‘J o ST Telstra Big Pond [Australia ©nly)

- ‘_ Ype i your Intemet sernce is peovided by Telsira Bag Pond in Australia, you will need to enter your information below, This
# 1. IP Address Info régemation is peovidod by Toistra BaaPond

[ ] User decide login server manually

[ Login Servar:
(Back )y (oK )

Parameter Description
User Name Enter the User Name provided by your ISP for the Telstra Big

Pond connection.
Password Enter the Password provided by your ISP for the Telstra Big

Pond connection.
User decide login server Select if you want to assign the IP of Telstra Big Pond’s login
manually server manually.
Login Server The IP of the Login Server.
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Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Telstra Big Pond connection. You can start using the router
now, if you wish to use some of the advance features supported by this router see chapter 2, 3, 4.
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Chapter 2

General Settings

Once you click on the General Setup button at the Home Page, you should see the screen below.

If you have already configured the Quick Setup Wizard you do NOT need to configure anything
thing in the General Setup screen for you to start using the Internet.

The General Setup contains advanced features that allow you to configure the router to meet
your network’s needs such as: Wireless, Address Mapping, Virtual Server, Access Control,
Hacker Attack Prevention, Special Applications, DMZ and other functions.

u)l-"ll‘-NlE'l' HOME | Ganseral Setup | Status | To

Btk 1 L Comsanadas

Internet Broadband Router

General Satup
® Systam
Tha Breadband mutér suppots advancad unctions like Yalual Samér, Accass Conbral. Hacker Aftack Datection and
* WAN DMz
Wi highly recommand you keap thi defaul saftings
* LAN qhly you kaop i
* Wireless
* QoS
*NAT

* Firewall
VPN

Below is a general description of what advance functions are available for this broadband router.

Menu Description

2.1 System This section allows you to set the VRT-401G’s system Time
Zone, Password and Remote Management Administrator.

2.2 WAN This section allows you to select the connection method in order
to establish a connection with your ISP (same as the Quick
Setup Wizard section)

2.3 LAN You can specify the LAN segment’s IP address, Subnet Mask,
enable/disable DHCP and select an IP range for your LAN

2.4 Wireless You can setup the wireless LAN’s SSID, WEP key, MAC filtering.

2.5 QoS You can setup the QoS bandwidth control policy.

2.6 NAT You can configure the Address Mapping, Virtual Server and

Special Applications functions in this section. This allows you to
specify what user/packet can pass your router's NAT.

2.7 Firewall The Firewall section allows you to configure Access Control,
Hacker Prevention and DMZ.

2.8 VPN The VPN section allows you to configure VPN Server.
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Select one of the above five General Setup selections and proceed to the manual’s relevant sub-
section

2.1 System

The system screen allows you to specify a time zone, to change the system password and to
specify a remote management user for the VRT-401G

Internet Broadband Router

System Settings

Thiz page mcludes the bassc conhiguration toole for the Broadband roulers remete management access funclion

® Wireless

® 005
®MAT
# Firawall
LT

Parameters Description

System Settings
2.1.1 Time Zone Select the time zone of the country you are currently in.
The router will set its time based on your selection.

2.1.2 Password Settings Allows you to select a password in order to access the
web-based management website.

2.1.3 Remote Management You can specify a Host IP address that can perform
remote management functions.

Select one of the above three system settings selections and proceed to the manual’'s relevant
sub-section

2.1.1 Time Zone
The Time Zone allows your router to refer or base its time on the settings, which will affect
functions such as Log entries and Firewall settings.
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ME | Gerseval Setup | Status | To
Internet Broadband Router

1.Time Zone
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(GMTYGreamwich Mean Time: Dublin, Edinburgh, Lishon, Londan | %

* WAN Time Server Sddress - IRkrE e ERE

& LAN

» Wiralass [ Enatide Function

Tirrsers From To

QoS

*MNAT ( Hext )
Parameter Description
Set Time Zone Select the time zone of the country you are currently in.

The router will set its time based on your selection.

Time Server Address The router default the “Time Server Address” is
“192.43.244.18"
Enable Daylight Savings The router can also take Daylight savings into account. If

you wish to use this function, you must check/tick the
enable box to enable your daylight saving configuration
(below).

Start Daylight Savings Time Select the period in which you wish to start daylight
Savings Time

End Daylight Savings Time Select the period in which you wish to end daylight
Savings Time

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.1.2 Password Settings

You can change the password required to log into the VRT-401G's system web-based
management. By default, the password is admin. So please assign a password to the
Administrator as soon as possible, and store it in a safe place. Passwords can contain 0 to 12
alphanumeric characters, and are case sensitive.
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Internet Broadband Router

Password Settings 2

You c&n change the paesweed required 12 log into the broadband roulers syelem web-based managemunt. By detsul, the
password is admin. 50 please assign a pastward to the Adminisiralor 35 $00n as possible, and store i1 in @ 53% place
Faegweeda can conlain O to 30 slphanumenc charsciare, and &M CRER SEREANE

®WAN

& LAN

Carrent Passwound :
. Mew Passwond :
& Wireless

& 0oS Confipmed Passwond :

& MNAT

( Apply ) ( Cancal )

& Firewall

Parameters Description

Current Password Enter your current password for the remote management
administrator to login to your VRT-401G.
Note: By default the password is admin

New Password Enter your new password
Confirmed Password Enter your new password again for verification purposes
Note: If you forget your password, you'll have to reset the router

to the factory default with the reset button (see router’s back
panel)

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.1.3 Remote Management

The remote management function allows you to designate a host in the Internet the ability to
configure the VRT-401G from a remote site. Enter the designated host IP Address in the Host IP
Address field.

Internet Broadband Roufer

Remote Management ¢

Thir remmole managemsen fursction dlows you 1o desgnate a hest in the Intemet 1o have mansgementiconfiguralion SoC0ss
to the Benadband rowter fom a remaote site. Ender the designated host [P Address in the Host IP Address fisld

owAN | temaderem ] pon | Enabies

®LAN Ll

o Wireless

e Qo5 (_ Apply j [ Cancel }

Parameters Description
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Host Address This is the IP address of the host in the Internet that will have
management/configuration access to the VRT-401G from a remote site.
This means if you are at home and your home IP address has been
designated the Remote Management host IP address for this router
(located in your company office), then you are able to configure this
router from your home. If the Host Address is left 0.0.0.0 this means
anyone can access the router's web-based configuration from a remote
location, providing they know the password.

Click the Enabled box to enable the Remote Management function.

Note: When you want to access the web-based management from a
remote site, you must enter the router’'s WAN IP address (e.g. 10.0.0.1)
into your web-browser followed by port number 8080, e.g.
http://10.0.0.1:8080. You'll also need to know the password set in the
Password Setting screen in order to access the router's web-based

management.
Port The port number of remote management web interface.
Enabled Select “Enabled” to enable the remote management function.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.2 WAN

Use the WAN Settings screen if you have already configured the Quick Setup Wizard section and
you would like to change your Internet connection type. The WAN Settings screen allows to
specify the type of WAN port connect you want to establish with your ISP. The WAN settings offer
the following selections for the router's WAN port, Dynamic IP, Static IP Address, PPPOE,
PPTP, L2TP, Telstra Big Pond, DNS and DDNS.

MIE | Gansral Setup | Status |

(JPLANET

Internet Broadband Router

WAHN Settings

# System
' WAN

The Bresdband roules can be connected bo your Semce Pronder through the followang methods

) Dynamic i Obtaing an P Address autematicslly fiom your Serce Provdse

Llees a Static IP Address. Your Serdce Provider gves a Stalic IP

@ Stk IF Addres Address lo access Inlemel semces

FRP over Ethernel & 2 common connection method weed in xD3L

O PPPat conneciions
- Poird-bo-Pord Tusmeleg Protocel i 8 comman conneclion mathod
o PFPTP
wiied in xDEL connections
*LAN £ LETR Layer Two Tunngling Protecdl i & common conngclion method used
* Wireless - in ¥[5L connsctions
»* QoS 0 Telstra Big Pond Tedstra Big Pond is a Imemet senice is provided in Australia

= NAT
* Firewall

More Confguration
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Parameters Description

2.2.1 Dynamic IP address Your ISP will automatically give you an IP address

2.2.2 Static IP address Your ISP has given you an IP address already

2.2.3 PPPoOE Your ISP requires PPPOE connection.

2.2.4 PPTP Your ISP requires you to use a Point-to-Point Tunneling
Protocol (PPTP) connection.

225L2TP Your ISP requires L2TP connection.

2.2.6 Telstra Big Pond Your ISP requires Telstra Big Pond connection.

2.2.7 DNS You can specify a DNS server that you wish to use

2.2.8 DDNS You can specify a DDNS server that you wish to use and

configure the user name and password provided by you
DDNS service provider.

Once you have made a selection, click <More Configuration> at the bottom of the screen, and
proceed to the manual’s relevant sub-section
2.2.1 Dynamic IP

Choose the Dynamic IP selection if your ISP will automatically give you an IP address. Some
ISP’s may also require you to fill in additional information such as Host Name, Domain Name and
MAC address (see chapter 1 “Cable Modem” for more detail)

2.2.2 Static IP Address

Select Static IP address if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section. (See chapter 1 “Fixed IP” for more
detail)

2.2.3 PPPoE (PPP over Ethernet)

Select PPPoE if your ISP requires the PPPoE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 1 “PPPoE” for more detail)

2.2.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 1 “PPTP” for more detail)
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225L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 1 “L2TP” for more detail)
2.2.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to connect you to the
Internet. Your ISP should provide all the information required in this section. Telstra Big Pond
protocol is used by the ISP in Australia. (See chapter 1 “Telstra Big Pond” for more detail)

2.2.7 DNS

A Domain Name System (DNS) server is like an index of IP addresses and Web addresses. If
you type a Web address into your browser, such as www.router.com, a DNS server will find that
name in its index and the matching IP address. Most ISPs provide a DNS server for speed and
convenience. If your Service Provider connects you to the Internet with dynamic IP settings, it is
likely that the DNS server IP address is provided automatically. However, if there is a DNS server
that you would rather use, you need to specify the IP address of that DNS server here.

(JPLANET

Internet Broadband Router

DHNS 4

= System A Domain Name System (DNS) server i3 Bop an index of IP Addresses and Web Addresses. Hyou type 2 Web addrass

< WWAN imla your browsar, such a3 wwaw brosdbandrouiar com, & DNS sarer vl ind thal name in its index &nd find the malckng 1P
addeess, Mot I5Ps prowde 3 DNE server for speed and comnionce, Since your Serece Prowder may connect you 1o the
Imteenat through dynamic IP seftings, it is Bkely that ihe DMS seremr IP Addenss is alen peowided dynamically, However,
Ibveeree i @ DS server That you would rather uge, you méed Do specily the IP Address of that DINS seover. The primiary DNS
will her used for domain namp acoess firsst, in case the pimary DMS access flunes, the secondary DRS waill be used

Hag your Inlermel semce primder green you @ ONS address?

Demain Hame Sereer {DHS) Address :
Secomdlary BNS Sddvess (oplisnalj =

[ Apply 3} [ Cancel 7}

s

Parameters Description

Domain Name Server (DNS) Server This is the ISP’'s DNS server IP address that
they gave you; or you can specify your own
preferred DNS server IP address

Secondary DNS Address (optional) This is optional. You can enter another DNS
server’s IP address as a backup. The secondary
DNS will be used should the above DNS fail.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.2.8 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an
account, password and your static domain name from the DDNS service providers. This router
supports DynDNS, TZO and other common DDNS service providers.

(JPLANET

Infernet Broadband Router

DDNS 4

Suziam
® Syslem DDNE allows users 10 map the $1a6e domain name 12 & dynamic IP address, You must gat a socount, paseword and your
SWAN stalic doman name from (ke DOMS serdce prosidars. Our presucts hve DONS suppor for wwes dyndne, ceg and

WA, 120, GO Niw,

Dymamic NS : ] =G

[ Providur:]
[ Domain Wame |
# Wireless
& QoS
o NAT ( Apply Y ([ cancel )
Parameters Default Description
Enable/Disable Disable Enable/Disable the DDNS function of this router
Provider Select a DDNS service provider
Domain name Your static domain name that use DDNS
Account/E-mail The account that your DDNS service provider

assigned to you

Password/Key The password you set for the DDNS service
account above

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.3 LAN

The LAN Port screen below allows you to specify a private IP address for your router’s LAN ports
as well as a subnet mask for your LAN segment.
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[

LAN Settings 2

Internet Broadband Router

=
- -.-_fEIEITI ¥ou can enable the Brosdband routers DHCP server to dynamically allocate |P Addresses 10 your LAN client PCe. The
* YWAN brocedband muter must have an 1P Addniss for the Local A Network

« LAN

# Wireless LANIF
& ZoS

* AT

® Firewall

* VPN

DHCP Server

IP Address : J§l=eR]=:NiR]
I Subnat Magk @ fe-cie- R R

B0Z.1d Spanning Tree : JRUEETZIEURE
DHEP Sanver - JEELIE RS

BIET RISl | 192, 1E53,0.100
[nd IP - JRErR =Nl il
| Domain Name : [
( Aeply ) ( Cancel ) =
Parameters Default Description
LAN IP
IP address 192.168.0.1 This is the router's LAN port IP address (Your

IP Subnet Mask 255.255.255.0

802.1d Spanning Tree Disabled

DHCP Server Enabled

Lease Time

IP Address Pool

LAN clients default gateway IP address)
Specify a Subnet Mask for your LAN segment

If 802.1d Spanning Tree function is enabled, this
router will use the spanning tree protocol to
prevent from network loop happened in the LAN
ports.

You can enable or disable the DHCP server. By
enabling the DHCP server the router will
automatically give your LAN clients an IP
address. If the DHCP is not enabled then you'll
have to manually set your LAN client's IP
addresses; make sure the LAN Client is in the
same subnet as VRT-401G, if you want the
router to be your LAN client’s default gateway.

The DHCP when enabled will temporarily give
your LAN clients an IP address. In the Lease
Time setting you can specify the time period that
the DHCP lends an IP address to your LAN
clients. The DHCP will change your LAN client's
IP address when this time threshold period is
reached.

You can select a particular IP address range for
your DHCP server to issue IP addresses to your
LAN Clients.
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Note: By default the IP range is from: Start IP
192.168.0.100 to End IP 192.168.0.200. If you
want your PC to have a static/fixed IP address
then you'll have to choose an IP address outside
this IP address Pool.

Domain Name You can specify a Domain Name for your LAN

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.4 Wireless

Wireless Access Point builds a wireless LAN and can let all PCs equipped with IEEE 802.11b or
801.11g wireless network adaptor connect to your Intranet. It supports WEP and WPA2
encryption to enhance the security of your wireless network.

(JPLANET

Internet Broadband Router

Wireless Seitings

# Syslem
= The gateway can be quickly configured as 3 wirlass access point for roaming chients by seiting the access identfiar
= WAN and charmel number. 1 3o suppens dats encryption snd client Shering

*LAN
< Wiral

Enahla or disable Wirsless module function - & Frebls () Digahla

* QoS
*#NAT
# Firawall
* VPN

Parameters Default Description

Enable or disable Enable You can select to enable or disable the wireless
Wireless module access point module of this router.
function

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.4.1 Basic Settings

You can set parameters that are used for the wireless stations to connect to this router. The
parameters include Mode, ESSID, Channel Number and Associated Client.
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AP Mode setting Page:

p | Stalus
Internet Broadband Roufer

Wireless Setting

L Ei'_\l'ﬂEl‘l'l This page allows you lo debre ESSI0, and Chaneel for the wareless connéchion. Thess parameters e used bor the weeless
® WAN slations to connect 10 th Access Point
WA

® AN
W
24 GHz (B4G) =
defaul

1 =

Show Active Chanls

T .

7
Internet Broadband Router

Wireless Setting

Thiek page alkowes you Lo defing ES2ID, and Channed for the weeless connection, These parametens ank used i the weeeless
stations 1o connecd to the Access Point

& WAN

& LAMN

« Wirele m Statneid Hog w
¥ B

=

annooannonog Clanis MAC

® Firewall
* VPN

( Apply ) [ Cancel )
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Station-Infrastructure mode setting page:

—H— Internef Broadband Router

Wireless Setting

® System This page slows you o define E55I0, and Channal for ihe wirdless connection. These paramaters s weed for the winless
slations fo connect 10 the Access Poinl
*WAN

*LAN

< Wire Statiar-nfrasnaches L

Hand : BEELCLH|-LA R

dfeuk
O00NOGHANNNN [ Chana WA ]
» MAT
* Firewall
& VPN (Apply )} ([ Cancwl )

AP Bridge-Point to Point mode setting page:

() PLANET

—H— Internef Broadband Router

Wireless Setting

Ld 5'_1' stem Thiz page sllewe you o defme ESSID, and Channal far ke wirelase conneclion. These paramelers a8 ueed for the wiralass
® WAN stations fo comnect 10 the Access Poinl

AN

Wi AR Bridge-Paint ta Foin -

2.4 GHE (BeG) »
11 =

MALC Address 1 : QRITNTHESTTTTT

»MNAT
# Firewall
* VPN

l Sl Sadurity

(Apply ) (Cancel )
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AP Bridge-Point to Multi-Point mode setting page:

Internet Broadband Router

Wireless Setting

# System This page allows you 10 defime ESSID, and Chamnel for the windess conmection These parameders arg used for the windess
& VAN stations bo connect 10 the Access Poind

*LAN

« Wireless AR Bridge=Faim i Mult-Fainl =

T AGHT (B G)
M =
Q3000000000

MAC Address 7 - PTG
* Firewal

* VPN MAC Address 3 : QIESITTTHEG]
BUAC Address 4 - QST
MAC Address 5 : IS

BAC Address 6 - TR HTITTTEI

Sel Bacurfy

(_Apply ) Cancel )

AP Bridge-WDS mode setting page:

| Ganseal Setup | Status

Internet Broadband Router

Wireless Setting

This pagt allows you 16 defing ESSID, and Channal for 1he winsless conneclion Thiso paramilars aen wsed for 1he winsdess
VATA stations fo connect ta 1he Access Point

* WAN

*LAN

+ Wirel AP Bridge-wIis v

4 GHE [Be ) |»
dednuit

Channel Rumbar : [REREEY

associated Clients : |l [

OO0nn0ooannn
aann0ocannn
pRutiil eI}
pRutiii eI
O000000a0nD

QO000000a000

501 Socurity

W
[
"

CHeay ) (" Ganeal )
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Parameters Default

Description

Mode

Band

ESSID default
Channel Number 11

Associated Clients

WLAN MAC

Clone MAC

MAC address

Set Security

It allows you to set the AP to AP, Station, Bridge
or WDS mode.

It allows you to set the AP fix at 802.11b or
802.11g mode. You also can select B+G mode
to allow the AP select 802.11b and 802.11g
connection automatically.

This is the name of the wireless LAN. All the
devices in the same wireless LAN should have
the same ESSID.

The channel used by the wireless LAN. All
devices in the same wireless LAN should use
the same channel.

Click “Show Active Clients” button, then an
“Active Wireless Client Table” will pop up. You
can see the status of all active wireless stations
that are connecting to the access point.

This is the MAC address used by the Wireless
interface of this AP when it is in the station
modes.

Click the “Clone MAC” button will copy the MAC
address of your PC, that you are using to
configure the AP, to the WLAN MAC.

If you want to bridge more than one networks
together with wireless LAN, you have to set this
access point to “AP Bridge-Point to Point mode”,
“AP Bridge-Point to Multi-Point mode” or “AP
Bridge-WDS mode”. You have to enter the MAC
addresses of other access points that join the
bridging work.

Click the “Set Security” button, then a “WDS
Security Settings” will pop up. You can set the
security parameters used to bridge access
points together here when your AP is in AP
Bridge modes. You can refer to section 4.3
“Security Settings” for how to set the parameters.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.4.2 Advanced Settings

You can set advanced wireless LAN parameters of this router. The parameters include
Authentication Type, Fragment Threshold, RTS Threshold, Beacon Interval, Preamble Type ......
You should not change these parameters unless you know what effect the changes will have on
this router.

(P PLANET HOME | Genrl Sep | Stes | T

et o | Danpasama

Internet Broadband Roufer

Advanced Settings

* Syslem Thess setlings are only for mone fechnically advanced weers who hawe a sufficient knowledge aboan wirsless LAN. Thess
Setlings showld not be changed unless you know what effect the changes will bive on your Broadband nouter

Authentication Type : SRS TR T IS T L R ET T
Fragment Threshold : JEES (255-2345)

RTS Threshald : JFEETY) D-2347)

Heacon Intenval : @§lLI] 201024 ma)
Aulg

TR T & Long Presmble ) Shon Preamble

# Firewall
*\WVPM

LIV R S LR ) Enabled O Digabled

! Enabled ) Disabled

B 11g Protection : [RCed TS RRLCH elEH T

[ Apply Y [ Cancel )

Parameters Description

Authentication Type There are two authentication types: "Open System" and
"Shared Key". When you select "Open System", wireless
stations can associate with this wireless router without
WEP encryption. When you select "Shared Key", you
should also setup WEP key in the "Encryption” page and
wireless stations should use WEP encryption in the
authentication phase to associate with this wireless router.
If you select "Auto", the wireless client can associate with
this wireless router by using any one of these two
authentication types.

Fragment Threshold "Fragment Threshold" specifies the maximum size of
packet during the fragmentation of data to be transmitted.
If you set this value too low, it will result in bad
performance.

RTS Threshold When the packet size is smaller the RTS threshold, the
wireless router will not use the RTS/CTS mechanism to
send this packet.

Beacon Interval The interval of time that this wireless router broadcast a
beacon. Beacon is used to synchronize the wireless
network.
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Data Rate

Preamble Type

Broadcast ESSID

IAPP

802.11g Protection

The “Data Rate” is the rate this access point uses to
transmit data packets. The access point will use the
highest possible selected transmission rate to transmit
the data packets.

The “Long Preamble” can provide better wireless LAN
compatibility while the “Short Preamble” can provide
better wireless LAN performance.

If you enable “Broadcast ESSID”, every wireless station
located within the coverage of this access point can
discover this access point easily. If you are building a
public wireless network, enabling this feature is
recommended. Disabling “Broadcast ESSID” can provide
better security.

If you enable “IAPP”, it will allow wireless station roaming
between IAPP enabled access points within the same
wireless LAN.

This is also called CTS Protection. It is recommended to
enable the protection mechanism. This mechanism can
decrease the rate of data collision between 802.11b and
802.11g wireless stations. When the protection mode is
enabled, the throughput of the AP will be a little lower due
to many of frame traffic should be transmitted.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router.

2.4.3 Security

This Access Point provides complete wireless LAN security functions, include WEP, IEEE
802.11x, IEEE 802.11x with WEP, WPA with pre-shared key and WPA with RADIUS. With these
security functions, you can prevent your wireless LAN from illegal access. Please make sure your
wireless stations use the same security function.

2.4.3.1 WEP only

When you select 64-bit or128-bit WEP key, you have to enter WEP keys to encrypt data. You can
generate the key by yourself and enter it. You can enter four WEP keys and select one of them
as default key. Then the router can receive any packets encrypted by one of the four keys

42



Internet Broadband Router

Security

# System This page dlows you selup The windess soconty. Tum on WEP or WA by using Encryplion Keys could prevent any
unathonzed access to your wirsless nabwork

WWEF -

B4bn
M {10 characipe) w

Default Tx Key :

® Firewall
* VPN

I

Enengptian Kay 4
[ Fmable 867 1 Sohentdcation

( Appy ) [ Cancel )

Parameters Default Description

Key Length 64-bit You can select the WEP key length for
encryption, 64-bit or 128-bit. Larger WEP key
length will provide higher level of security, but
the throughput will be lower.

Key Format You may select to choose ASCIlI Characters
(alphanumeric format) or Hexadecimal Digits (in
the "A-F", "a-f* and "0-9" range) to be the WEP
Key.

For example:
ASCII Characters: guest
Hexadecimal Digits: 12345abcde

Default Key Select one of the four keys to encrypt your data.
Only the key you select it in the "Default key" will
take effect.

Key 1 - Key 4 The WEP keys are used to encrypt data

transmitted in the wireless network. Fill the text
box by following the rules below.

64-bit WEP: input 10-digit Hex values (in the "A-
F", "a-f* and "0-9" range) or 5-digit ASCII
character as the encryption keys.

128-bit WEP: input 26-digit Hex values (in the
"A-F", "a-f* and "0-9" range) or 13-digit ASCII
characters as the encryption keys.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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2.4.3.2.802.1x only

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this
Access Point before accessing the wireless LAN. The authentication is processed by a RADIUS
server. This mode only authenticates user by IEEE 802.1x, but it does not encryption the data
during communication.

() PLANET

i Internet Broadband Router

Security

* System This pagn allows you Selug 1he windless sacury, Tum an WEP or WPA by using Encryption Fiys could prewint any
* WWAN unathonzed acceEe 1o your wirslese natwork

Encryplion : Disabile "
= Emable 2021 Suthentication
RADIUS Server IF address :

RADIUS Server Part : SEEIF

RADIUS Sonvar Password :

®MNAT

® Firawall I Apply ) [ Cancel 1}

Parameters Default Description

RADIUS Server IP address The IP address of external RADIUS server.
RADIUS Server Port The service port of the external RADIUS server.
RADIUS Server Password The password used by external RADIUS server.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.4.3.3 802.1x WEP Static key

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this
Access Point before accessing the wireless LAN. The authentication is processed by a RADIUS
server. This mode also uses WEP to encrypt the data during communication.
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Internet Broadband Router

Security

L ] E'}'EIE'I‘I‘I Thrs page allows you setup the wereless secunly. Tun on WEP o WA by usang Encrypleon Keys could prevent any
- WAN undibsnized SLe065 B0 pour winliss nitwork
W/

»LAN
< Wir T | e 4
m Hia (10 charachrs) »

* VPN

|| Enable 802.1x Authemication

RADIUS Sarvar [I* addrass
HADIUS Servar Paswerd :

( Apply ) ([ Cancal )

For the WEP settings, please refer to section 2.4.3.1 “WEP only”. For the 802.1x settings, please
refer to section 2.4.3.2 “802.1x only”.

2.4.3.4 WPA Pre-shared key

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a pre-shared key
to authenticate wireless stations and encrypt data during communication. It uses TKIP or CCMP
(AES) to change the encryption key frequently. So the encryption key is not easy to be broken by
hackers. This can improve security very much.

(P PLANET

Internet Broadband Router

Security

® System This page allows you setup the wireless security, Tum on WEF or WPA by using Encryplion Keys could prevent any
* WAN undnthonzed access 1o your winsless nebwork

WA Unicast Cipher Suine : ORI S IE Y rw T Rdrw E TPE

Prosharod Koy Formal ; BESCEERUTER] -

Pre-shared Key :

(_Appty 3 ([ Cancel 1)

Parameters Default Description

WPA(TKIP) TKIP can change the encryption key frequently
to enhance the wireless LAN security.
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WPA2(AES) This use CCMP protocol to change encryption
key frequently. AES can provide high level
encryption to enhance the wireless LAN security.

WPA2 Mixed This will use TKIP or AES based on the other
communication peer automatically.

Pre-shared Key Format You may select to select Passphrase
(alphanumeric format) or Hexadecimal Digits (in
the “A-F", “a-f" and “0-9” range) to be the Pre-
shared Key. For example:

Passphrase: iamguest
Hexadecimal Digits: 12345abcde

Pre-shared Key The Pre-shared key is used to authenticate and
encrypt data transmitted in the wireless network.
Fill the text box by following the rules below.
Hex WEP: input 64-digit Hex values (in the “A-F”,
“a-f” and “0-9” range) or at least 8 character pass
phrase as the pre-shared keys.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.4.3.5 WPA Radius

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use an external
RADIUS server to authenticate wireless stations and provide the session key to encrypt data
during communication. It uses TKIP or CCMP (AES) to change the encryption key frequently.
This can improve security very much.

)

Internet Broadband Router

Security

& Sysiem This page alkows you sebup the wireless securily. Tum on WEP or WPA by wsing Encryplion Keys could prevent any
- wnauthorized aocess to your wieslees retwork
= WAN
®LAN
WA OWPAIES) PRz s

® QoS5

e

* Firewall ( Apply Y ([ Cancel )
Parameters Default Description
WPA(TKIP) TKIP can change the encryption key frequently

to enhance the wireless LAN security.
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WPA2(AES) This use CCMP protocol to change encryption
key frequently. AES can provide high level
encryption to enhance the wireless LAN security.

WPA2 Mixed This will use TKIP or AES based on the other
communication peer automatically.

RADIUS Server IP address The IP address of external RADIUS server.

RADIUS Server Port The service port of the external RADIUS server.

RADIUS Server Password The password used by external RADIUS server.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.4.4 Access Control

This wireless router provides MAC Address Control, which prevents the unauthorized MAC
Addresses from accessing your wireless network.

Internet Broadband Roufer

MAC Address Filtering

» S'{.‘Stt‘lr‘ﬂ For sacuey reason, the Access Point features MAC Addrese Fitenng that only alews suthonzed MAC Addressss
® WAN FEEocialing 10 the Avcess Port

» MAC Address Filtering Table
1 allows to entry 20 sets sddrese only

Do | wacaide | Comnen[Suke

Faget
& Firewall [ Enable Wireless Accass Control
VPN = BAL Address: Commant: [m' (m]
[ Amply ) ([ Cancel )
Parameters Description
Enable wireless access control Enable wireless access control
Add MAC address into the list Fill in the "MAC Address" and "Comment" of the

wireless station to be added and then click "Add".
Then this wireless station will be added into the
"Current Access Control List" below. If you find
any issues before adding it and want to retype
again. Just click "Clear" and both "MAC
Address" and "Comment" fields will be cleared.
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Remove MAC address from the list If you want to remove some MAC address from
the "Current Access Control List ", select the
MAC addresses you want to remove in the list
and then click "Delete Selected". If you want
remove all MAC addresses from the table, just
click "Delete All" button. Click "Reset" will clear
your current selections.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.5 QoS

The QoS can let you classify Internet application traffic by source/destination IP address and port
number. You can assign priority for each type of application and reserve bandwidth for it. The
packets of applications with higher priority will always go first. Lower priority applications will get
bandwidth after higher priority applications get enough bandwidth. This can let you have a better
experience in using critical real time services like Internet phone, video conference ...etc. All the
applications not specified by you are classified as rule name “Others”. The rule with smaller
priority number has higher priority; the rule with larger priority number has lower priority. You can
adjust the priority of the rules by moving them up or down.

Note: If the total assigned bandwidth of higher priority applications is larger than the
maximum bandwidth provided by the WAN port, the other applications will not get any
bandwidth.

i:} PLANET

e Hi— Internet Broadband Router

QoS

® System Cuslty of Sanice [Q05) refers o tha capabildy of 5 neteork to provade betlar serace to salected metwerk traffic, Tha primary
WA goal of G i% 1o prowide prionly including dedicabed bandwidih, contrelled piter and Bfency (requingd by Some ngsktime and

» WAN riaraciive traffic), and improved loss characienstics, Also important is making sure that provwding prorty for one or more

AR Hows does not make other fiows Bl

® LAN

* Wiraless

< 00S [l Enable o5

* MNAT Cumramt Go% Tabla:

Downlaad

VPN
* m lh'ml!p] [ Mowe Down | I_Rn:p:]

[ Apply ) [ Cancel )

Parameters Description

Enable/Disable QoS You can check “Enable QoS” to enable QoS
function for the WAN port. You also can uncheck
“Enable QoS” to disable QoS function for the
WAN port.
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Add a QoS rule into the table Click “Add” then you will enter a form of the QoS
rule. Click “Apply” after filling out the form and
the rule will be added into the table.

Remove QoS rules from the table If you want to remove some QoS rules from the
table, select the QoS rules you want to remove
in the table and then click "Delete Selected". If
you want remove all QoS rules from the table,
just click "Delete All" button. Click "Reset" will
clear your current selections.

Edit a QoS rule Select the rule you want to edit and click “Edit”,
then you will enter the detail form of the QoS
rule. Click “Apply” after editing the form and the
rule will be saved.

Adjust QoS rule priority You can select the rule and click “Move Up” to
make its priority higher. You also can select the
rule and click “Move Down” to make its priority
lower.

Edit QoS Rule:

You can assign packet classification criteria by its local IP range, remote IP range, traffic type,
protocol, local port range and remote port range parameters. The parameters that you leave as
blank will be ignored. The priority of this rule will be applied to packets that match classification
criteria of this rule. You can limit bandwidth consumed by packets that match this rule or
guarantee bandwidth required by packets that match this rule.

(P PLANET

Internet Broadband Router

(]

oS5

® System This page allows usars to add'modify the 0o nile’s settings

& WAN

oA | Fule Name ]

Q0%

® NAT [ Local IP Addross |

o Firewall

L prowco: JEEENE
.'-:m] Flp:m_

Parameters Description
Rule Name The name of this rule.
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Bandwidth

Local IP Address

Local Port Range

Remote IP Address

Remote Port Range

Traffic Type

Protocol
Save

Reset

You can assign the download or upload bandwidth by the unit of Kbps
(1024 bit per second). You can limit the maximum bandwidth consumed
by this rule by selecting “Maximum”. You also can reserve enough
bandwidth for this rule by selecting “Guarantee”.

Enter the local IP address range of the packets that this rule will apply to.
If you assign 192.168.2.3 — 192.168.2.5, it means 3 IP addresses:
192.168.2.3, 192.168.2.4 and 192.168.2.5

Enter the local port range of the packets that this rule will apply to. You
can assign a single port number here or assign a range of port numbers
by assigning the first port number and the last port number of the range.
The two numbers are separated by a dash “-*“, for example “101-150"
means from port number 100 to port number 150 — the range of 50 port
numbers.

Enter the remote IP address range of the packets that this rule will apply
to. If you assign 192.168.2.3 — 192.168.2.5, it means 3 IP addresses:
192.168.2.3, 192.168.2.4 and 192.168.2.5

Enter the remote port range of the packets that this rule will apply to. You
can assign a single port number here or assign a range of port numbers
by assigning the first port number and the last port number of the range.
The two numbers are separated by a dash “-“, for example “101-150"
means from port number 100 to port number 150 — the range of 50 port
numbers.

Select the traffic type of the packets that this rule will apply to. We list
some popular applications here to ease the configuration. You also can
get the same result by using other parameters, for example source or
destination port number, if you are familiar with the application protocol.
Select the protocol type of the packets that this rule will apply to.

Save and exit the form.

Clear the content of this form.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.6 NAT

Network Address Translation (NAT) allows multiple users at your local site to access the Internet
through a single Public IP Address or multiple Public IP Addresses. NAT provides Firewall
protection from hacker attacks and has the flexibility to allow you to map Private IP Addresses to
Public IP Addresses for key services such as Websites and FTP.
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Parameter

Description

2.6.1 Port Forwarding

2.6.2 Virtual Server

2.6.3 Special Applications

2.6.4 UPnP Setting

2.6.5 ALG Setting

2.6.6 Static Routing

You can have different services (e.g. email, FTP, Web
etc.) going to different service servers/clients in your
LAN. The Port Forwarding allows you to re-direct a
particular range of service port numbers (from the
Internet/WAN Ports) to a particular LAN IP address.

You can have different services (e.g. email, FTP, Web
etc.) going to different service servers/clients in your
LAN. The Virtual Server allows you to re-direct a
particular service port number (from the Internet/WAN
Port) to a particular LAN IP address and its service port
number.

Some applications require multiple connections, such as
Internet games, video conferencing, Internet telephony
and others. In this section you can configure the router
to support these types of applications.

It allows to Enable or Disable UPnP feature here. After
you enable the UPnP feature, all client systems that
support UPnP, like Windows XP, can discover this router
automatically and access the Internet through this router
without any configuration. The NAT Traversal function
provided by UPnP can let applications that support
UPnP smoothly connect to Internet sites without any
incompatibility problem due to the NAPT port translation.

You can select special applications that need
“Application Layer Gateway” to support here.

You can disable NAT function and setup the routing
rules manually.

Click on one of the three NAT selections and proceed to the manual's relevant sub-section.
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2.6.1 Port Forwarding

The Port Forwarding allows you to re-direct a particular range of service port numbers (from the
Internet/WAN Ports) to a particular LAN IP address. It helps you to host some servers behind the
router NAT firewall.

Internet Broadband Router

Port Forwarding 2
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oveN o[~ P~~~y | ponRarge | CommenJsun
[ Apply ) [ Cancel }
Parameter Description
Enable Port Forwarding Enable Port Forwarding
Private IP This is the private IP of the server behind the
NAT firewall.

Note: You need to give your LAN PC clients a
fixed/static IP address for Port Forwarding to
work properly.

Type This is the protocol type to be forwarded. You
can choose to forward “TCP” or “UDP” packets
only or select “both” to forward both “TCP” and
“UDP” packets.

Port Range The range of ports to be forward to the private IP.

Comment The description of this setting.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
2.6.2 Virtual Server

Use the Virtual Server function when you want different servers/clients in your LAN to handle
different service/Internet application type (e.g. Email, FTP, Web server etc.) from the Internet.
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Computers use numbers called port numbers to recognize a particular service/lnternet application
type. The Virtual Server allows you to re-direct a particular service port number (from the
Internet/WAN Port) to a particular LAN private IP address and its service port number. (See
Glossary for an explanation on Port number)

AE | Gareral Satup
Internet Broadband Router

Virtual Server g

You can configuns the Broadband ruter a5 & Vidual Sarser 50 1hat remabs usees AC0RsSing Semicns such as 1he VWb or
FTF at your local sile ws Pulbhic IF Addresses can be automaticaly redireciad fo locsl eervere configured with Privste IP
Addrerees, bn ol words, depending on the mequeested senice (TCRUDE) porl numiber, the Bresdband router redincts he
exiamsl sarics Mguest to the sppeaprate intemal ssemr (located st ona of your LAN'S Pirsts P Addmas)

7 Cmabba Virtual Servar

[ Frer— Jonorepon] e | puicron ] ommon |
Baoth

'l"u'F';-J" : Conrent Wirtual Server Table:

0.~ Prvat 1T private Port | Type | Public Port | Comment _[Satec
| Resst
L Apply ) [ Cancel )
Parameters Description
Enable Virtual Server Enable Virtual Server.
Private IP This is the LAN client/host IP address that the Public Port

number packet will be sent to.
Note: You need to give your LAN PC clients a fixed/static IP
address for Virtual Server to work properly.

Private Port This is the port number (of the above Private IP host) that the
below Public Port number will be changed to when the packet
enters your LAN (to the LAN Server/Client IP)

Type Select the port number protocol type (TCP, UDP or both). If you
are unsure, then leave it to the default both protocols.

Public Port Enter the service (service/lnternet application) port number from
the Internet that will be re-directed to the above Private IP
address host in your LAN
Note: Virtual Server function will have priority over the DMZ
function if there is a conflict between the Virtual Server and the

DMZ settings.
Comment The description of this setting.
Add Virtual Server Fill in the "Private IP", "Private Port", "Type", “Public Port” and

"Comment" of the setting to be added and then click "Add", the
Virtual Server setting will be added into the "Current Virtual
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Server Table" below. If you find any typo before adding it and
want to change the setting, just click "Clear" and retype it again..

Remove Virtual Server If you want to remove some Virtual Server settings from the
"Current Virtual Server Table", select the Virtual Server settings
you want to remove in the table and then click "Delete Selected".
If you want remove all Virtual Server settings from the table, just
click "Delete All" button. Click "Reset" will clear your current
selections.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

Example: Virtual Server

The diagram below demonstrates one of the ways you can use the Virtual Server function. Use
the Virtual Server when you want the web server located in your private LAN to be accessible to
Internet users. The configuration below means that any request coming form the Internet to
access your web server will be translated to your LAN’s web server (192.168.2.2). Note: For the
virtual server to work properly Internet/remote users must know your global IP address. (For
websites you will need to have a fixed/static global/public IP address)

Configuration ﬂ

Private IP: 192.168.2.2
Private Port: 80

Type: TCP

Public Port: 80

> @ [T Y

Rosnl 12 VDG = T VAN

ADSL or
Cable Modem
T Internet
LAN ‘j Request
Website
sServer =
192.168.2.2
Internet
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2.6.3 Special Applications

Some applications require multiple connections, such as Internet games, video conferencing,
Internet telephony and others. In this section you can configure the router to support multiple
connections for these types of applications.

Internet Broadband Router

Special Applications 4

Sorne apphcations requine mulliple conneclions, Suth 2% Momed gaming, wdeo corfgrencing, Intemel telephony and

otkers, These applications cannot work when Metwork Addess Tranelation (WAT) is enabled. if you need 1o run applications
\hest reequire multiple connections, specly the port normally associsted with &n applicatmon in he “Trigger Pon® feld select
1he protocol type as TGP or UDP, thon entar the public poris associabed with the nigger port to open them for inbound
Iraffic

Mabe: The range of tha Trgaer Part is 1 15 B5535

[ Enabla Triggar Man

Triggar Fublic ~
- Bath Bath =
Popular Applications : selec ong W Add

® Firewvall

* VPN [naa] |Reset

Currant Trigger-fom Table:

Triggar
Type vl

Resgst

Parameters Description

Enable Trigger Port Enable the Special Application function.

Trigger Port This is the out going (Outbound) range of port numbers for this
particular application

Trigger Type Select whether the outbound port protocol is “TCP”, “UDP” or
both.

Public Port Enter the In-coming (Inbound) port or port range for this type of

application (e.g. 2300-2400, 47624)

Note: Individual port numbers are separated by a comma
(e.g. 47624, 5775, 6541 etc.). To input a port range use a “dash”
to separate the two port number range (e.g. 2300-2400)

Public Type Select the Inbound port protocol type: “TCP”, “UDP” or both
Comment The description of this setting.
Popular applications This section lists the more popular applications that require

multiple connections. Select an application from the Popular
Applications selection. Once you have selected an application,
select a location (1-10) in the Copy to selection box and then
click the Copy to button. This will automatically list the Public
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Ports required for this popular application in the location (1-10)
you'd specified.

Add Special Application Fill in the "Trigger Port", "Trigger Type”, “Public Port”, "Public
Type", "Public Port" and "Comment" of the setting to be added
and then click "Add". Then this Special Application setting will be
added into the "Current Trigger-Port Table" below. If you find any
typo before adding it and want to retype again, just click "Clear"
and the fields will be cleared.

If you want to add a popular application, select one “Popular
Application” and then click “Add”.

Remove Special Application If you want to remove some Special Application settings from the
"Current Trigger-Port Table", select the Special Application
settings you want to remove in the table and then click "Delete
Selected". If you want remove all Special Application settings
from the table, just click "Delete All" button. Click "Reset" will
clear your current selections.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

Example: Special Applications

If you need to run applications that require multiple connections, then specify the port (outbound)
normally associated with that application in the "Trigger Port" field. Then select the protocol type
(TCP or UDP) and enter the public ports associated with the trigger port to open them up for
inbound traffic.

Example:

ID | Trigger Port | Trigger Type Public Port Public Type Comment

1 28800 UDP 2300-2400, 47624 TCP MSN Game Zone
2 6112 UDP 6112 UDP Battle.net

In the example above, when a user trigger’s port 28800 (outbound) for MSN Game Zone then the
router will allow incoming packets for ports 2300-2400 and 47624 to be directed to that user.
Note: Only one LAN client can use a particular special application at a time.

2.6.4 UPnP Settings

With UPnP, all PCs in you Intranet will discover this router automatically. So you do not have to
do any configuration for your PC and can access the Internet through this router easily.

56



Internet Broadband Router

UPnP

URAP i more than just @ siemple gatension of the Plug 30d Play perpheeal model. I is desigeed 10 Suppon 2o
configuration, Tevsible” netweeking, and sulomatic Secovery for 3 braadth of dewce categones fom a wede range of
windoes

With LPnP, a dewsce can dynamically jom 8 metwerk, oblain an 1P sddrese, comvey ite capabdiies, and keam about the
préesence and capabiktees of other dewces-3l stomatically, tuly enabling 2ero configueation networks, Devces can
subsequantly comeunicats with ssck other dirsctly; tharaby furthar anabling pear 10 peer netwerking

m (JEMABLE ('DISABLE

([ Apply ) [ Cancel )

Parameters Default Description

UPNP Feature Disable You can Enable or Disable UPnP feature here.
After you enable the UPnP feature, all client
systems that support UPnP, like Windows XP,
can discover this router automatically and
access the Internet through this router without
any configuration. The NAT Traversal function
provided by UPnP can let applications that
support UPnP smoothly connect to Internet sites
without any incompatibility problem due to the
NAPT port translation.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.6.5 ALG Settings

You can select applications that need “Application Layer Gateway” to support.
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Application Layer Gateway ¢

Beliow are applicatioees kit resed nouter's spescial Ssupporl to make them work undes the MAT. Yo can select spphcations
that you are using

T I T

=] Amanda Support for Amanda backup tool peolecal
= Egg Suppod for eggdrop bed meteorks.
= FTR Suppad for FTP.
=1 HE23 Support for H3Z3metmoetes
[ Alizwes DCC bo wonk though MAT and connection
= L tracking. I - " o
- Suppod for Microsofl Streaming Media Senices
& U2 prodocol
= Chaadoed Support for Quake B Azena connaction tracking and nat
= Talk Aligwrs natiiter to frack talk conneclions
= TFIF Support for TFTP.
=l Saarcraf Suppar for Stamcraf/Estle. nel gama protocol.
=] MEH Suppord for MM fle leanfer.
Parameters Default Description
Enable You can select to enable “Application Layer

Gateway”, then the router will let that application
correctly pass though the NAT gateway.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.6.6 Static Routing

This router provides Static Routing function when NAT is disabled. With Static Routing, the router
can forward packets according to your routing rules. The IP sharing function will not work any
more in Static Routing mode.

Note: The DMZ function of firewall will not work if static routing is enabled.
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® Firewall
= VPN

Static Routing 7

Internet Broadband Router

Wou can enable Statec Routing 1o leen off MAT function of this nouter and ket this reuter foreaed patiels by your routing

palicy

[ Enakle Static Reuting

Add | | Resi |

Current Siatic Rouling Table:

LAN

- Hap
Subnet Mask =
m M m Lount

Heasl

[ Apply ) [ Cancel )

Parameter

Description

Enable Static Routing

Destination LAN IP
Subnet Mask

Default Gateway

Hop Count

Interface

Add a Rule

Remove a Rule

Static Routing function is default disabled. You have to
enable the Static Routing function before your routing
rules take effect.

The network address of destination LAN.
The subnet mask of destination LAN.

The next stop gateway of the path toward the destination
LAN. This is the IP of the neighbor router that this router
should communicate with on the path to the destination
LAN.

The number of hops (routers) to pass through to reach
the destination LAN.

The interface that go to the next hop (router).

Fill in the "Destination LAN IP", "Subnet Mask”, “Default
Gateway”, "Hop Count" and "Interface" of the rule to be
added and then click "Add". Then this rule of Static
Routing will be added into the "Static Routing Table"
below. If you find any typo before adding it and want to
retype again, just click "Reset" and the fields will be
cleared.

If you want to remove some routing rules from the "Static
Routing Table", select the rules you want to remove in
the table and then click "Delete Selected". If you want
remove all rules from the table, just click "Delete All"
button. Click "Reset" will clear your current selections.
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Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

2.7 Firewall

The VRT-401G provides extensive firewall protection by restricting connection parameters, thus
limiting the risk of hacker attack, and defending against a wide array of common Internet attacks.
However, for applications that require unrestricted access to the Internet, you can configure a
specific client/server as a Demilitarized Zone (DMZ).

Note: To enable the Firewall settings select Enable and click Apply

Internet Broadband Router

Security Settings (Firewall)

® System
13 The Broddband roulés peimdos éxtirdane friwdall peolection by redincting connocion paramitens, thus hmibng ke nik of
& VAR hacker attack, and defending against a wide asray of commaon attacks. However, for applications that reguire uressiricied

access 1o the Wemel, you can conbgure & speclc cherlisener a3 & Dermiblanzed Lone (DD

Enabla or disahle Firewall modue function © ) Enahle (O Disakls
(Aeely )
Parameters Description
2.7.1 Access Control Access Control allows you to specify which hosts users can or

cannot have access to certain Internet applications

2.7.2 URL Blocking URL Blocking allows you to specify which URLs can not be
accessed by users.

2.7.3 DoS The VRT-401G's firewall can block common hacker attacks and
can log the attack activities.

2.7.4 DMz The DMZ function allows you to re-direct all packets going to
your WAN port IP address to a particular IP address in your LAN.

Click on one of the firewall selections and proceed to the manual’s relevant sub-section

2.7.1 Access Control

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet
websites, email, FTP etc.), then this is the place to set that configuration. Access Control allows
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users to define the traffic type permitted in your LAN. You can control which PC client can have
access to these services.

Internet Broadband Router

Access Control 2

Acceds Conbral sllows uaers 1o dehne the balhs 1ype parmibed or nol perrnidbed m pour LAN. You can canlred which PC
chard pses what Serdcns in which thoy Can have accoss 10 These SoMces

¥ Boih of MALC fiRenng and IF fitenng s#e ensbled simulanaously, the MAL filanng 1abde will be checkad first and 1ken IP
filering Lable

[ Emable MAC Flhedng & Dany O Allow

Client PC MAC Address m
Audd Heasl

MAL Fllaring Takls:

I e N
Rt J

[ Enable IF Fllierdng Table jup to 30 computers) = Dany O Allow

Cliwnt PC | Cliont PC
on| I Address

Add PC a

Parameters Description

Deny If select “Deny” then all PCs will be allowed to access
Internet accept for the PCs in the list below.

Allow If select “Allow” then all PCs will be denied to access
Internet accept for the PCs in the list below.

Filter client PC by MAC address Check “Enable MAC Filtering” to enable MAC Filtering.

Add PC Fill in “Client PC MAC Address” and “Comment” of the
PC that is allowed to access the Internet, and then click
“Add”. If you find any typo before adding it and want to
retype again, just click "Reset" and the fields will be
cleared.

Remove PC If you want to remove some PC from the "MAC Filtering
Table", select the PC you want to remove in the table
and then click "Delete Selected". If you want remove all
PCs from the table, just click "Delete All" button. If you
want to clear the selection and re-select again, just click

“Reset”.
Filter client PCs by IP Fill “IP Filtering Table” to filter PC clients by IP.
Add PC You can click Add PC to add an access control rule for

users by IP addresses.

Remove PC If you want to remove some PC from the "IP Filtering
Table", select the PC you want to remove in the table
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and then click "Delete Selected". If you want remove all
PCs from the table, just click "Delete All" button.

You can now configure other advance sections or start using the router (with the advance settings
in place)

it PC Dascription :

Client FC II* fddress :

Cliemt PC Service :

Internet Broadband Router

Access Control Add PC

Thiz page slews users io define garacs limdabion of chant P ncluding IF address and ssrace Type

WA HTTP. TCP Pt B, 3126, 8000, BOED, ECE1 ]
E-mail Sending SMTP, TGP Pod 25 H
Mews Forume MHTR, TCP Port 112 ]
E-mail Rucesing PORS, TCP Port 110 0
Secure HTTP HTTRS, TCP Port 443 [
Fib: Transfor FTP, TGP Part 21 ]
MEM Messenge TGP Port 1653 0
Telrsd Senvice TCF Porn 22 L]
Al AL Irstant Messenges, TCP Por 5150 0
Meihieating HAZY, TCP Port 389 522 1803, 1720,1701 L]
DNE UDP Port 53 ]
SHMP VDP Pom 161, 162 O
VEN.PPTR TGP Port 1723 L]
VENLITR LD Por 1701 H
TCR All TCP Pt ]
Lop All DR Port -
Protecal 2 Bicsh
Part Ihn’l ]
Add PC
Parameters Description

Client PC Description

Client PC IP Addresses

Client PC Service

The description for this client PC rule.

Enter the IP address range that you wish to apply this
Access Control rule. This is the user's IP address(es)
that you wish to setup an Access Control rule.

Note: You need to give your LAN PC clients a
fixed/static IP address for the Access Control rule to
work properly.

You can block the clients from accessing some Internet
services by checking the services you want to block.
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Protocol This allows you to select UDP, TCP or both protocol
types you want to block.

Port Range It can be assigned up to five port ranges. The router will
block clients from accessing Internet services that use
these ports.

Apply Changes Click “Apply Changes” to save the setting.

Reset Click “Reset” to clear all fields.

Click <Apply Changes> at the bottom of the screen to save the above configurations. You can
now configure other advance sections or start using the router (with the advance settings in place)

Example: Access Control
In the example below, LAN client A can only access websites that use Port 80. However, LAN
client B is able to access websites and any other service that uses ports between 80 and 999.

Rosnl 12 VDG

Configuration Configuration ﬂ
IP: 192.168.2.2 IP: 192.168.2.3

Port: 80-80 Port: 80-999

e &
> 0] L] b

ADSL or
Cable Modem

Website
2.7.2 URL Blocking Server

e

(==
192.168.2.2 192.168.2.3
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You can block access to some Web sites from particular PCs by entering a full URL address or
just keyword of the Web site.

(P PLANET

URL Blocking 2

& Syslem
the Wb sie

1 Enabla URL Blacking

| URL! Koyword|
[Add] [Raset]

Cumrent URL Flacking Table:

Internet Broadband Router

You can block access to canain YWeb sies fmm a particular FC by enbening eghar a fil LRL addess or just a keyword of

(o] koot Saea |

[ Apply ) ([ Cancel )

Parameters

Description

Enable URL Blocking

Add URL Keyword

Remove URL Keyword

Enable/disable URL Blocking

Fill in “URL/Keyword” and then click “Add”. You can
enter the full URL address or the keyword of the web site
you want to block. If you find any typo before adding it
and want to retype again, just click "Reset" and the field
will be cleared.

If you want to remove some URL keyword from the
"Current URL Blocking Table", select the URL keyword
you want to remove in the table and then click "Delete
Selected". If you want remove all URL keyword from the
table, just click "Delete All" button. If you want to clear
the selection and re-select again, just click “Reset”.

You can now configure other advance sections or start using the router (with the advance settings

in place)

2.7.3 DoS (Denial of Service)

The VRT-401G's firewall can block common hacker attacks, including Denial of Service, Ping of
Death, Port Scan and Sync Flood. If Internet attacks occur the router can log the events.
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Denial of Service ¢

The Broadhand muter's frewall can block common hacker atiacks, inchsding DoS, Diccand Ping from WM and Port Scan

Denial of Service Fealure

Poit Scan ]

Aavance Seiinge |

(Apply ) (_Gancel )

Parameters Description

Denial of Service Feature

Ping of Death Protections from Ping of Death attack

Discard Ping From WAN The router's WAN port will not respond to any
Ping requests

Port Scan Protection the router from Port Scan.

Sync Flood Protection the router from Sync Flood attack.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

Note: You can press Advance Settings to configure more detail settings per each DoS feature if
necessary.

Internet Broadband Router

Denial of Service 9

The Broadband router's firewall can block common hatker attacks, inchading DoS, Discard Ping friom WAN and Port Scan
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Part Scan : =] HNMAP FIN J URG § PSH

] Wik Iree

(=] Anather Xmas iree
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2.7.4 DMZ

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from
behind the NAT firewall, then you can open the client up to unrestricted two-way Internet access
by defining a DMZ Host. The DMZ function allows you to re-direct all packets going to your WAN
port IP address to a particular IP address in your LAN. The difference between the virtual server
and the DMZ function is that the virtual server re-directs a particular service/Internet application
(e.g. FTP, websites) to a particular LAN client/server, whereas DMZ re-directs all packets
(regardless of services) going to your WAN IP address to a particular LAN client/server.

Internet Broadband Router

DMZ(Demilitarized Zone) 2

If you hawe a local chont PG that cannot un an Intemat application properly from behind 1he NAT ferwall, then you can open
the chanl up o wareabncled hwi-eay Inlemel sccess by dehning & Yidual DME Hael

L Emahble DMZ

Public IP Address Cliamt PCIF Address

(=) Drgnamic 1P| Session 1 =
1 Seatic IP

|ﬂ] "esat

Currant DMT Table:

m Fublic IF fuddress Client PC IP Address m
Rl

[ Apply ) [ Cancel )

Parameters Description

Enable DMZ Enable/disable DMZ

Note: If there is a conflict between the Virtual Server and the
DMZ setting, then Virtual Server function will have priority over
the DMZ function.

Public IP Address The IP address of the WAN port or any other Public IP
addresses given to you by your ISP

Client PC IP Address Input the IP address of a particular host in your LAN that will
receive all the packets originally going to the WAN port/Public 1P
address above

Note: You need to give your LAN PC clients a fixed/static IP
address for DMZ to work properly.

You can now configure other advance sections or start using the router (with the advance settings
in place
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2.8 VPN

Virtual Private Network (VPN) provides a secure, private communication tunnel between two or
more devices across the Internet. These VPN devices can be either a computer running VPN
software or a special device like a VPN enabled router. It allows your home computer to be
connected to your office network or can allow two home computers in different locations to
connect to each over the Internet.

Note: To enable the VPN settings select Enable and click Apply

(P PLANET

Internet Broadband Router

VPN [Virtual Private Network)

The Bresdband router peovdes The Broadbard rowter provides PN sarece 1het makes uee of intemed to transfer data,
whily maintaining Secunty and privicy

Enaids or dizable VPN module fanction : =2 Enable ) Dissbile

Parameters Description

2.8.1 IPSec Server IPSec Server allows you to set up a server that enables secure
data transfer between two devices or private networks.

2.8.2 L2TP Server L2TP Server allows you to set up a server that allows users
connect with L2TP over IPSec protocol.

2.8.3 PPTP Server PPTP Server allows you to set up a server that allows users
connect with PPTP protocol.

Click on one of the VPN selections and proceed to the manual’s relevant sub-section

2.8.1 IPSec Server

IPsec (IP Security Protocol) is an extended IP protocol which enables secure data transfer. It
provides services similar to SSL/TLS, however, these services are provided on a network layer.
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Parameters Description
Enable IPSEC VPN Enable the IPSec VPN Server.
Enable NAT Traversal Enable the NAT Traversal function allows the clients

behind NAT to connect to this VPN server.

Generate RSA Key Automatically generate the RSA Public Key.
Show RSA Public Key Click this button to show the RSA Public Key.
RSA Kay
OsAGE Ei.:::\nn:..: B SLRK EdOSF F R 2gipotep et T KO kA QLG 25 T o 2SRy IS LIS 2RO T S8 KL e mipy T fOVWE pmis T AV vV V2o vV DVRERITUR vl IOVMOD XS SygkHE R TuRUL oW BD ViZava=
|
Lal (]
Current VPN Connection Table This table shows the current tunnel settings and the
status of each tunnel. The maximum number of tunnel is
10.
WAN IP Shows the current WAN [P that this VPN Server listened
on.
Edit a VPN Connection Select the connection you want to edit and click “Edit”,

then you will enter the detail form of the Tunnel Setting.
Click “Apply Changes” after editing the form and the
tunnel setting will be saved.
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Click <Apply Changes> at the bottom of the screen to save the above configurations. You can
now configure other advance sections or start using the router (with the advance settings in place)

Edit Connection

VPN Setup

[¥] Enable Tunnel 1
Connaction Mama:
Lecal Site:
Local IPNebwark
Local Subnet Mask
Remaote She:
Remaote VPH Gateway
Remote IPeteork

Ramois Subned Mask

Koay Managamant:

Connsction Type

Local Remote 1Dz
Local ID Typa

Local I
Ramoie IO Typs
Hamaoia D
Auth Methed:
FreShared Key

Romoie REA Key
Slatus
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Sukmel Address &
192.163.0.1
255 255 255 1)

Subned Address t

0000

ooon

BKE O Manual

Rigpondier | Coemect |

Disconnect

I e

[iscennected

[ Anply Changes ] _F-'rr.nIJ | Fafosh ] Back |

Parameters

Description

Enable Tunnel #

Connection Name

Local Site

Remote Site

Network Management

Advanced

Check this check box to enable this tunnel setting.
The name of this connection.

Note: The “Connection Name” can’'t be the same with
other “Connection Name”.

You can choose which type of the local site is. It can be
a single site or a subnet.

You can choose which type of the remote site is. It can
be a single site, a subnet, any address, NAT Traversal
any address, or L2TP Client. When you choose single
site or subnet, you must specify the remote IP Address.

Choose the key exchange method. It can be IKE or
Manual setting.

Press this button for the advanced setting of IKE.
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Connection Type

Local/Remote ID

Auth Method

When select the Initiator, the tunnel will automatically
connect at the boot time. When select the Responder,
the tunnel will connect only when you pressed the
“Connect” button.

Specify the ID of local site and remote site. It can be IP
address, Domain Name, or E-Mail address.
the

Choose PSK or RSA and fill

authentication.

the key for

Click <Apply Changes> at the bottom of the screen to save the above configurations. You can
now configure other advance sections or start using the router (with the advance settings in place)

W heep: 1 92,1 68,0.1 - VPH Advanced Setting - Microsoft Imernet Explorer

Adavnced VPN Setting

Fhase 1 13ARWMFP SAk
Exchange Type
Encryption
Hash
Dufie Heliman
Ky Life Tene (geca)

Phase 3 (IPSEC SA)
Acire Probocol
Encapsulation
Encryption
Aaiherticanon
FFS

ey Life Tene (secs)

Ok GCancol |

Main Mode o

MES &
MO v
DH2{rodpl1 4]
E--L 1]

ESP

Tunnel mode
EE ¥
HMAC MDE W
On %

P LI

EEX

] Doce D et

Advanced VPN Setting

Parameters Description

Encryption Choose the encryption type with the remote peer. It can
be 3DES or AES128.
Note: If you choose the wrong method, the connection
may not be established.

Hash/Authentication Choose the hash method with the remote peer. It can be

MDS5 or SHAL.

Note: If you choose the wrong method, the connection
may not be established.
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Diffie Hellman You can choose which Diffie Hellman protocol you want
to use at the Phase 1.

Key Life Time Enter the life time for the key. After this time, the key will
expire.
PFS If you turn on this option, the keys that protect data

transmission are not used to derive additional keys. Also,
seeds used to create data transmission keys are not
reused.

Click <OK> at the bottom of the screen to save the above configurations.

2.8.2 L2TP Server

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol
(PPTP). By enable this server, we can enable the operation of a virtual private network (VPN)
over the Internet.

Internet Broadband Router

LZTP Settings

Wau can enabile the Broadband router's LITP saner to provids Remate-Ascoss VPN saracs

LZTP Server

L] Enable LZTF Server

Server 1" Address :
Client IP Poal : =
UTLETETH (S PAP OICHAP (COMS-CHAP
PS5

VPN Usars

WO R W B s k=

a

CApaly ) (G )




L2TP Settings

Parameters Description

Enable L2TP Server By enable this server, we can enable the operation of a
virtual private network (VPN) over the Internet.

Server IP Address Specify the IP Address that the L2TP clients talked with.
Note: The Server IP Address can be different to LAN IP
or WAN IP.

Client IP Pool Specify the IP Address for L2TP clients to use.

Authentication You can use PAP, CHAP, or MSCHAP for authentication.

VPN Users You can input up to ten usernames and passwords for

the L2TP/PPTP clients here.

Click <Apply> at the bottom of the screen to save the above configurations.

Note: L2TP client IP address must be public IP.

2.8.3 PPTP Server

PPTP is a protocol from Microsoft that is used to create a virtual private network (VPN) over the
Internet. It uses Microsoft's Point-to-Point Encryption (MPPE), which is based on RSA's RC4.
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PPTP Settings

Parameters Description

Enable PPTP Server By enable this server, we can enable the operation of a
virtual private network (VPN) over the Internet.

Server IP Address Specify the IP Address that the PPTP clients talked with.
Note: The Server IP Address can be different to LAN IP
or WAN IP.

Client IP Pool Specify the IP Address for PPTP clients to use.

Authentication You can use PAP, CHAP, or MSCHAP for authentication.

Encryption When you choose MSCHAP for Authentication, you can
use MPPE (Microsoft's Point-to-Point Encryption) to
encryption the PPTP connection.

VPN Users You can input up to ten usernames and passwords for

the L2TP/PPTP clients here.

Click <Apply> at the bottom of the screen to save the above configurations.




Chapter 3

Status

The Status section allows you to monitor the current status of your router. You can use the Status
page to monitor: the connection status of the VRT-401G's WAN/LAN interfaces, the current
firmware and hardware version numbers, any illegal attempts to access your network, and
information on all DHCP client PCs currently connected to your network.

') HME:I ME | General Setup | Status |

Lho b Internet Broadband Router

Status and Information ¢

< Status

k Yeou can uge the Salue page 1o marbor the connachon stafus for ke Broadband rowters; WANLAN interisces, Srmmvare

and hardwarg vorsion numbers, any illegal atempls 10 access your nebwork, and infzemation an all DHCP client PCs
currantly connsciad 10 your metvesk

Syatem
Madel  Wintloss Router
Ui dirme Dfay Ok 18mc3Eg
Handwane YWerson  Hev A
Current Time Boot Code Varsion 1.0

Furdima Code Warson 1.

Parameters Description
3.1 Status and Information Shows the router’s system information
3.2 Internet Connection View the VRT-401Gs current Internet connection status and

other related information

3.3 Device Status View the VRT-401G’s current setting status
3.4 System Log View the VRT-401G’s system log
3.5 Security Log View any attempts that have been made to illegally gain access

to your network.

3.6 Active DHCP Client View your LAN client's information that is currently linked to the
VRT-401G's DHCP server

3.7 Statistics Shows the statistics

Select one of the above five Status selections and proceed to the manual’s relevant sub-section

3.1 Status and Information

The Status and Information section allows you to view the router’s system information
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WIE | General Setup | Stabus |

Internet Broadband Router

Status and Information ¢

Yeou can uge the Salue page 1o marbor the connachon stafus for ke Broadband rowters; WANLAN interisces, Srmmvare
and hardwarg vorsion numbers, any illegal atempls 10 access your nebwork, and infzemation an all DHCP client PCs
currantly connsciad 10 your metvesk

Syatem
Madel  Wintloss Router
Ui dirme Dfay Ok 18mc3Eg
Handwane YWerson  Hev A
Current Time Boot Code Varsion 1.0

Furdima Code Warson 1.

Parameters Description

Information You can see the router’s system information such as the router’s:
LAN MAC Address, WAN MAC Address, Hardware version,
Serial Number, Boot code Version, Runtime code Version

3.2 Internet Connection

View the VRT-401G'’s current Internet connection status and other related information

Internet Broadband Router

Internet Connection ¢

« Status
v Wit the cumen inlemel conrsection $alus and relaled information
[
[
b Ariadn 1P Pratacsl » WAL REELLEH]
* 152160 5. 90
1
255, 25535510

Dafauli Gatevway : [RErSE b
BUAC Address ; 1 DRI B a1

Currant Time 1685511
121 5 10:1:-4 Secondary DNS :
Parameters Description
Internet Connection This page displays whether the WAN port is connected to a

Cable/DSL connection. It also displays the router's WAN port
information, such as WAN IP address, Subnet Mask, and ISP
Gateway as well as the Primary DNS and Secondary DNS
being used.

75



3.3 Device Status

View the VRT-401G’s current configuration settings. The Device Status displays the settings
you've configured in the Quick Setup Wizard/General Setup section.

Internet Broadband Router

Device Status 49

Wiew the Clmend Setting £1alus of thit device,

Made AF
ESSI0 defiaull
Chanmel Humber 1
Sacurity Dhaaide
Currant Time Assoclated Cllents ]
: BssI0 00D 7054 Tk
1P Address 1921801
Subnet Mask 265,265, 365 1
DHEP Server Enabld
MAC Address DD 2054 7bidd
Parameters Description
Device Status This page shows the VRT-401G’s current device settings. This

page displays the VRT-401G LAN port's current LAN IP
Address and Subnet Mask. It also shows whether the DHCP
Server function is enabled or disabled.

3.4 System Log

View the operation log of the system.
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System Log ¢

Wit tho sy$lem operation information. You can oo the Systern stan up tme, connection procss. e, henk

Dec 16 OS:37:20 ip=ec merup: ...0pensvan IFsec stopped s
e 16 OP:3T:33 1 ||.-|r-:_.-rl.u|: i ELIFS ipacch on ethl 192, 16868, 99.98/255,.255,.255.0 broaden
Dec 16 05:37:35 ipsec_ plutorun: Startiog Fluvto subayscem. ..
Do 16 OB:37:368 ipase setup: .. .0penavan IPasec atacted
Deg 1€ ORi37id0 pluca[i117]: Feareing Plutoe (Opensvan Version 1.0.1)
Dep 18 QOS:37: pluea[1117] ineluding X.509 parch with traffic selectors (Versiom
bes 14 O8:3 plutaf1117]: ineluding MAT=Teavecsal patch (Yecsion 0.68) [disabled]
Dec 16 03:3 pluca[1117]: 1ke alg regiscer enc|): Aotivacing OAKLEY AFES CBC: Ok c
Do 16 O%:37:36 pluetalillT]: Chamging to diceceary */eted ipacre.dfcacerea’ w
Current Time - >

l:-..'rm |Claar | | Refesh |

Parameters Description

System Log This page shows the current system log of the VRT-401G. It

displays any event occurred after system start up.

At the bottom of the page, the system log can be saved <Save>
to a local file for further processing or the system log can be
cleared <Clear> or it can be refreshed <Refresh> to get the
most updated situation. When the system is powered down, the
system log will disappear if not saved to a local file.

3.5 Security Log

View any attempts that have been made to illegally gain access to your network.

A | Garseral Satup
Internet Broadband Router

Security Log 2

‘Wiew any attampis that hawe bean made to illegally gain acoess to your redeork

(2000=01=01 DD:00:23]: ALACLL JCLatic IP
(2000-01-01 O 2 [SHTP] : copmnect oo TimeServer 192.43.244.10 ...
(2005=1Z=16 OF: 2 [SNTP) : conneck SwpCceas”

(2005-12-006 O2:37:08): [INTP]: sec time= co 2005-13-16 02:27:01

[2005=12=16 OF:37:02): [FIREWALL]: WAN TP is 132.1&3.9%0.%8 setting fizcwall...
Current Time
Sie Clear Refresh
Parameters Description
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Security Log This page shows the current security log of the VRT-401G. It
displays any illegal attempts to access your network.
At the bottom of the page, the security log can be saved <Save>
to a local file for further processing or the security log can be
cleared <Clear> or it can be refreshed <Refresh> to get the
most updated situation. When the system is powered down, the
security log will disappear if not saved to a local file.

3.6 Active DHCP Client

View your LAN client's information that is currently linked to the VRT-401G's DHCP server

) HMET AE | Garseal Setuf

— Internet Broadband Router

Active DHCP Client q

This takde shows The assigned IP addmss, MAC addrss and time expired for sach DHCP keasod chant

P Address MAC Addiess Time Expinedfs)

1582.168.00100 00 e 00 i 52 fonaver
19216300101 00 0 5595579 2d fonaver
Hrfmr.h_
Currant Tima :
Parameters Description
Active DHCP Client This page shows all DHCP clients (LAN PCs) currently

connected to your network. The “Active DHCP Client Table”
displays the IP address and the MAC address and Time Expired
of each LAN Client. Use the Refresh button to get the most
updated situation

3.7 Statistics
View the statistics of packets sent and received on WAN, LAN and Wireless LAN.
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Statistics 1

Thig page shows (e packed counlers for irarsmission and recoplion mgaeding 1o networks

Sant Packets e
Wireless LAN
Recenved Facketa 22183
Sant Pachets XE
Recetved Fachets 360
Sant Fackets a0
Currant Tima wpﬂk”’ I511
Rafresh ]
Parameters Description
Statistics Shows the counters of packets sent and received on WAN, LAN

and Wireless LAN.
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Chapter 4

Tool

This page includes the basic configuration tools, such as Configuration Tools (save or restore
configuration settings), Firmware Upgrade (upgrade system firmware) and Reset.

HOME | Genaral Seiup | Status | Tools

p— Internet Broadband Router

Tools Settinga

The Teole Seftings seclion mclodes the basec configurabion boole, such 33 Save, Restore Configurstion Sethinge, and
Upgrade Systen Fimwang

Parameters Description

4.1 Configuration Tools You can save the router's current configuration, restore the
router’'s saved configuration files and restore the router’s factory
default settings

4.2 Firmware Upgrade This page allows you to upgrade the router’s firmware

4.3 Reset You can reset the router’s system should any problem exist

Select one of the above three Tools Settings selection and proceed to the manual’s relevant
sub-section

4.1 Configuration Tools

The Configuration Tools screen allows you to save (Backup) the router’s current configuration
setting. Saving the configuration settings provides an added protection and convenience should
problems occur with the router and you have to reset to factory default. When you save the
configuration setting (Backup) you can re-load the saved configuration into the router through the
Restore selection. If extreme problems occur you can use the Restore to Factory Defaults
selection, this will set all configurations to its original default settings (e.g. when you first
purchased the router).
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Internet Broadband Router

Configuration Tools 4

Ukse \hee "Hackup® lool 1o s the Broadband roulers curent corfigurations 1o & Be named "config.bn®. You can then use
1kt "Riasfane”™ 100l B0 eestoen tho saved configuration bo the Beoadband roator. Albematmely, you can use tho "Riestons 1o
Faclery Detaul® lool 1o force the Brosdband roules bo padesm Syabem Resel and restomn the angnal laclesy setlings

Backup Setlings [ Davm

Resiore Ssflings
A :I.Jplnad]
1.1IIIHII!1 . Festors 1o Factory Defaull | Resot
Parameters Description
Configuration Tools Use the "Backup" tool to save the VRT-401G current

configuration to a file named "config.bin" on your PC. You can
then use the "Restore" tool to restore the saved configuration to
the VRT-401G. Alternatively, you can use the "Restore to
Factory Defaults" tool to force the VRT-401G to perform a
power reset and restore the original factory settings.

4.2 Firmware Upgrade

This page allows you to upgrade the router’s firmware

() PLANET e

— Internet Broadband Router

Firmware Upgrade 2

This tood allows you 1o upgrade the Beoadband outer's system fnmwars
Enler 1k path and name of the upgrade Sle and [Ben chek the APPLY bulfon bebow. 'You will be prompled Lo confirm e
upgrade

Tha systam will sutamatically rabsst the rautar after you finished tha lrewars upqrads procees, If you dan’
complete the firmware upgrade process in the “next™ step, you have ta reboot the router.

Current Time
L ipaeu] -
Parameters Description
Firmware Upgrade This tool allows you to upgrade the VRT-401G’s system firmware.

To upgrade the firmware of your device, you need to download
the firmware file to your local hard disk, and enter that file name
and path in the appropriate field on this page. You can also use
the Browse button to find the firmware file on your PC.
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Once you've selected the new firmware file, click <Apply> at the bottom of the screen to start the
upgrade process. (You may have to wait a few minutes for the upgrade to complete). Once the
upgrade is complete you can start using the router.

4.3 Reset

You can reset the router’'s system should any problem exist. The reset function essentially re-
boots your router’s system

Internet Broadband Router

Reset ¢

Ins thie gvwienl theat the System Stops respondieng corectly or SLops functioning, you Can perdom & Fesed, Your setlings wil
reod b changed. To performn the resat, click on the APPLY bufion below. You will be asked 1o confim your decizion, The
st will be complete when the LED Powses light stops Blinking

Current Thme

( Apply ) [ Cancel )

Parameters Description

Reset In the event that the system stops responding correctly or in
some way stops functioning, you can perform a reset. Your
settings will not be changed. To perform the reset, click on the
<APPLY> button, you will be asked to confirm your decision. The
reset will be complete when the power light stops blinking. Once
the reset process is complete you may start using the router
again.
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Appendix A

How to Manually find your PC’s IP and MAC address

1) In Window’s open the Command Prompt program

ommand Prompk

Microzoft Windows 28088 [Uerszion 5.80.219%]
{C» Copyright 1985-1999 Microsoft Corp.

Gl

2) Type Ipconfig /all and <enter>

Command Prompt

Microzoft Windows 2000 [Uersion 5.H0.219%1
(C» Copyright 1985-1979? Microsoft Corp.

C:sipconfig ~all
Windows 2888 IP Configuration

Host MName . . . . .
Primary DNS Suffix
Hode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

pete

Broadcast
Mo
Mo

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description . . . . .
Adapter

Physical Address.

DHCF Enabled. . .

Autoconfiguration

IP Address. . . -

Subnet Mask . . .

Default Gateway

DHCF Server . .

DHS Servers . .

Realtek RTL8137<{A> PCI Fast Ethernet
BA-58-FC-FE-B2-DB

es
Yes

192.168.1.77

255 .255.255.8

192 _168_1 254

192.168.1.1

192.168.1.1

139 _175_.55_244

Lease Obtained. Sunday. December B9, 2881 9:18:45 PM

Lease Expires . Friday, December 14, 28081 9:18:45 PM

e Your PC’s IP address is the one entitled IP address (192.168.1.77)
e The router’s IP address is the one entitled Default Gateway (192.168.1.254)
e Your PC’'s MAC Address is the one entitled Physical Address (00-50-FC-FE-02-DB)
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Glossary

Default Gateway (Router): Every non-router IP device needs to configure a default gateway'’s IP
address. When the device sends out an IP packet, if the destination is not on the same network,
the device has to send the packet to its default gateway, which will then send it out towards the
destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives every computer
on your home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows Internet servers to
have a domain name (such as www.Broadbandrouter.com) and one or more IP addresses (such
as 192.34.45.8). A DNS server keeps a database of Internet servers and their respective domain
names and IP addresses, so that when a domain name is requested (as in typing
"Broadbandrouter.com" into your Internet browser), the user is sent to the proper IP address. The
DNS server IP address used by the computers on your home network is the location of the DNS
server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your existing phone
lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by special cables
and hubs, and move data around at up to 10/100 million bits per second (Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for a pre-
configured amount of time, the connection will automatically be disconnected.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address consists
of a series of four numbers separated by periods, that identifies a single, unique Internet
computer host in an IP network. Example: 192.168.2.1. It consists of 2 portions: the IP network
address, and the host identifier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded decimal
numbers separated by “.”: aaa.aaa.aaa.aaa, where each “aaa” can be anything from 000 to 255,
or as four cascaded binary numbers separated by “.”: bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb,
where each “b” can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutive leading 1's followed
by consecutive trailing 0's, such as 11111111.11111111.11111111.00000000. Therefore
sometimes a network mask can also be described simply as “x” number of leading 1's.

When both are represented side by side in their binary forms, all bits in the IP address that
correspond to 1's in the network mask become part of the IP network address, and the remaining
bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.1112121211.11110000.00000000

It means the device’s network address is

11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111. This is a convenient and efficient method for routers
to route IP packets to their destination.

ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP address for
the Internet router located at the ISP's office.
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ISP: Internet Service Provider. An ISP is a business that provides connectivity to the Internet for
individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected together in a
relatively small area (such as a house or an office). Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware address
of a device connected to a network. The MAC address is a unique identifier for a device with an
Ethernet interface. It is comprised of two parts: 3 bytes of data that corresponds to the
Manufacturer ID (unique for each manufacturer), plus 3 bytes that are often used as the product'’s
serial number.

NAT: Network Address Translation. This process allows all of the computers on your home
network to use one IP address. Using the broadband router’'s NAT capability, you can access the
Internet from any computer on your home network without having to purchase more IP addresses
from your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network
application/protocol over another. Below is a list of common applications and protocol/port
numbers:

Application  |Protocol |Port Number

Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161
SNMP Trap |UDP 162
HTTP TCP 80
PPTP TCP 1723

PC Anywhere  TCP 5631
PC Anywhere UDP 5632

PPPoE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a secure data
transmission method originally created for dial-up connections; PPPoE is for Ethernet
connections. PPPoE relies on two widely accepted standards, Ethernet and the Point-to-Point
Protocol. It is a communications protocol for transmitting information over Ethernet between
different manufacturers

Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so that
when they interface with each other based on such a protocol, the interpretation of their behavior
is well defined and can be made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different
networks based on network layer address information such as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCP/IP information provided by your
ISP, is a set of four numbers (e.g. 255.255.255.0) configured like an IP address. It is used to
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create IP address numbers used only within a particular network (as opposed to valid IP address
numbers recognized by the Internet, which must be assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable Datagram
Protocol (UDP). TCP/IP is the standard protocol for data transmission over the Internet. Both TCP
and UDP are transport layer protocol. TCP performs proper error detection and error recovery,
and thus is reliable. UDP on the other hand is not reliable. They both run on top of the IP (Internet
Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in geographically
separate areas (e.g. different buildings, cities, countries). The Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical
user interface that is based on the web browser. This means the user can use the familiar
Netscape or Microsoft Internet Explorer to Control/configure or monitor the device being managed.
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