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Dominion KX Il Overview

Dominion KX Il Overview

Dominion KX II is an enterprise-class, secure, digital KVM (Keyboard,
Video, Mouse) switch that provides BIOS-level (and up) access, and
control of up to 64 servers from anywhere in the world via Web browser.
At the rack, Dominion KX II provides BIOS-level control of up to 64
servers and other IT devices from a single keyboard, monitor, and
mouse. The integrated remote access capabilities of the Dominion KX II
provide the same levels of control of your servers via Web browser.

Dominion KX II is easily installed using standard UTP (Cat 5/5¢/6)
cabling. Its advanced features include virtual media, 128-bit encryption,
dual power supplies, remote power control, dual Ethernet, LDAP,
RADIUS, Active Directory, Syslog integration, and Web management.
These features enable you to deliver higher uptime, better productivity,
and bulletproof security - at any time from anywhere.

Dominion KX II products can operate as standalone appliances and do
not rely on a central management device. For larger data centers and
enterprises, numerous Dominion KX II units (along with Dominion SX
units for remote serial console access and Dominion KSX for
remote/branch office management) can be integrated into a single logical
solution using Raritan's CommandCenter Secure Gateway (CC-5G)
management appliance.
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Figure 1: Dominion KX II Configuration
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Chapter 1: Introduction

Virtual Media

All Dominion KX II models support virtual media. The benefits of virtual
media - mounting of remote drives/media on the target server to support
software installation, and diagnostics - are now available in all of the
Dominion KX II models.

Each Dominion KX II comes equipped with virtual media to enable
remote management tasks using the widest variety of CD, DVD, USB,
internal and remote drives and images. Unlike other solutions, the
Dominion KX II supports virtual media access of hard drives and
remotely mounted images for added flexibility and productivity.

Virtual media sessions are secured using 128-bit AES or RC4 encryption.

The new D2CIM-VUSB CIM (computer interface module) supports
virtual media sessions to target servers supporting the USB 2.0 interface.
This new CIM also supports Absolute Mouse Synchronization as well as
remote firmware update.

Product Photos

==Raritan.
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Product Features

Figure 4: Dominion KX II CIMs: D2CIM-
VUSB (left); D2CIM-PWR (right)

Product Features

Hardware

Integrated KVM-over-IP remote access
1U or 2U (KX2-464) rack-mountable; brackets included

Dual power supplies with failover; auto-switching power supply
with power failure warning

16, 32, or 64 (on KX2-464) server ports

Multiple user capacity (1/2/4 remote users; 1 local user)
UTP (Cat5/5e/6) server cabling

Dual Ethernet ports (10/100/1000 LAN) with failover
Field upgradeable

Local user port for in-rack access

= PS/2 keyboard/mouse ports

==Raritan.
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*  One front and three back panel USB 2.0 ports for supported USB
devices

* Fully concurrent with remote user access

* Local Graphical User Interface (GUI) for administration
e Centralized access security
e Integrated power control

e LED indicators for dual power status, network activity, and remote
user status

e Hardware reset button

Software

e Virtual media with D2CIM-VUSB CIM

e Absolute Mouse Synchronization with D2CIM-VUSB CIM
e Plug-and-Play

e Web-based access and management

e Intuitive Graphical User Interface (GUI)

e 128-bit encryption of complete KVM signal, including video and
virtual media

e LDAP, Active Directory, RADIUS, or internal authentication and
authorization

e DHCP or fixed IP addressing
e SNMP and Syslog management
e Power control associated directly with servers to prevent mistakes

¢ Integration with Raritan's CommandCenter Secure Gateway (CC-
SG) management appliance

e CC Unmanage feature to remove device from CC-5G control

=&=Raritan. 5
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Terminology

Terminology

This manual uses the following terminology for the components of a
typical Dominion KX II configuration:

— o — PP Local Atcess
Console

KVM (Keyboard, Video, Mouse)
-------------------- UTP Cable [Cat5/5a/6)

Remole PC

Target
-.6 Vindouws 1040 Sorvers

- Strips

Figure 5: Terminology and Topology

Remote PC
(client)

Local Access
Console
(client)

CIMs
(Computer Interface
Modules)

Target Servers

Power Strips

Networked computers used to access and control target
servers connected to the Dominion KX II. Refer to
Supported Operating Systems (Clients) (on page 10) for a
list of the Operating Systems supported by Dominion KX
II remotely.

An optional user console (consisting of a keyboard,
mouse, and multi-sync VGA monitor) attached directly to
Dominion KX II to control target servers locally (directly
at the rack, not through the network).

Dongles that connect to each target server and Raritan
power strip. Available for all of the supported Operating
Systems. Refer to Supported CIMs for information about
the CIMs supported by Dominion KX II.

Servers with video cards and user interfaces (e.g.,
Windows, Linux, Solaris, etc.) accessed remotely via
Dominion KX II. Refer to Supported Operating Systems
and CIMs (Target Servers) for a list of the supported
Operating Systems and CIMs.

Raritan power strips accessed remotely via the Dominion
KX L
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Package Contents

Each Dominion KX II ships as a fully-configured stand-alone product in
a standard 1U (2U for KX2-464) 19" rackmount chassis. Each Dominion
KX I unit ships with the following contents:

(1) Dominion KX II Unit

(1) Dominion KX II Quick Installation and Setup
Guide

(1) Raritan User Manuals CD-ROM

(1) Rackmount Kit

(2) AC Power Cords

(1) Cat5 Network Cable

1) Cat5 Network Crossover Cable

(1) Set of 4 Rubber Feet (for desktop use)
1) Application Note

(1) Warranty Card

User Guide

The Dominion KX II User Guide provides the information to install, set
up and configure, access target servers and power strips, use virtual
media, manage users and security, and maintain and diagnose the
Dominion KX IL

This user guide is specific to Dominion KX II (version 2.0); for
information pertaining to version 1.4, refer to the Dominion KX 1.4 User
Guide.

=&=Raritan. .
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User Guide

Organization of Information

The user guide is organized as follows:

Chapter 1, Introduction. Overview, features, terminology, and
package contents

Chapter 2, Getting Started. Login information; default IP Address;
supported operating systems, browsers, and CIMs

Chapter 3, Installation and Configuration. Target server
configuration; firewall settings; physical device connections; initial
KX II unit configuration; remote authentication; and users, groups,
and access permissions

Chapter 4, Connecting to the Dominion KX II. User interfaces;
starting the KX II Remote Console; Dominion KX II Favorites

Chapter 5, Accessing Target Servers. Access, control, and switching
between target servers

Chapter 6, Virtual KVM Client. Target server control, mouse pointer
synchronization, keyboard macros, and video settings

Chapter 7, Virtual Media. Virtual media configuration and access

Chapter 8, User Management. User and group management,
passwords, group-based IP access control, and authentication
settings

Chapter 9, Device Management. Network settings, date/time, event
management, power supply setup, port configuration, and power
control

Chapter 10, Security Settings. Security settings and IP access control

Chapter 11, Maintenance. Audit log; device information; backup and
restore; firmware and CIM upgrades; and reboot

Chapter 12, Diagnostics. Network interface, network statistics, ping
host, trace route to host, and KX diagnostics

Chapter 13, KX II Local Console. Starting the KX II Local Console,
accessing target servers, and local port administration

Chapter 14, CC Unmanage. Removing the KX II from CC-SG control

Appendix A, Specifications. Physical specifications; ports used;
target server connection distance and video resolution; and network
speed settings

Appendix B, Updating the LDAP Schema. Update LDAP schema

(for experienced users)

Appendix C, Informational Notes. Important notes on Dominion KX
II usage

== Raritan.
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e Appendix D, FAQs. General questions, remote access, universal
virtual media, Ethernet and IP networking, servers, installation, local
port, power control, scalability, Computer Interface Modules (CIMs),
security, manageability, miscellaneous, and troubleshooting

Related Documentation

For more information about the Raritan Multi-Platform Client (MPC),
refer to the Raritan Multi-Platform Client (MPC) and Raritan Remote
Client (RRC) User Guide.

For more information about the entire Raritan product line, refer to the
Raritan User Manuals & Quick Setup Guides CD ROM or Raritan's Web
site http://www.raritan.com/support/productdocumentation

=&=Raritan. 9
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In This Chapter

Login INformation..........ccoveiiiiiiiiinccccccccc e 10
Default IP AddIess ........ccovvvviiiiiiiiiiiiiii s 10
Supported Operating Systems (CLients) ..........ccoceueieieiiiiciciiciccce 10
Supported BrOWSETS ..ot 11
Supported Operating Systems and CIMs (Target Servers).............c.......... 12
D2CIM-USB G2 NOLE ....vvviiritinteierciicncn s 13

Login Information

e The default Dominion KX II login user name is admin and the
default password is raritan. This user has administrative privileges.

e Passwords are case sensitive and must be entered in the exact case
combination in which they were created. For example, the default
password raritan must be entered entirely in lowercase letters.

e  The first time you start the Dominion KX II you are required to
change the default password.

Tip: For backup and business continuity purposes, it is strongly recommended
that you create a backup administrator user name and password and keep that
information in a secure location.

Default IP Address

Dominion KX II ships with the default IP address of 192.168.0.192.

Supported Operating Systems (Clients)

The following operating systems are supported on the Dominion KX II
Remote Console, Virtual KVM Client™, and Multi-Platform Client

(MPC):

Client OS Virtual Media (VM) Support on
Client

Windows XP Yes

Windows 2000 SP4 Yes

Windows Vista Yes

=&=Raritan. 10
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Red Hat Linux 9.0 Yes; Locally held ISO image, Remote File
Server mounting directly from KX

Red Hat Enterprise Yes; Locally held ISO image, Remote File

Workstation 3.0 and 4.0 Server mounting directly from KX

SUSE Linux Professional 9.2 Yes; Locally held ISO image, Remote File

and 10 Server mounting directly from KX

Fedora™ Core 5 and above Yes; Locally held ISO image, Remote File
Server mounting directly from KX

Mac No

Solaris No

Supported Browsers

Dominion KX II supports the following browsers:

e Internet Explorer 6 and 7
e Firefox 1.5 and 2.0

e Mozillal.7

e Safari2.0

=&=Raritan. 11
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Supported Operating Systems and CIMs (Target Servers)

In addition to the new Dominion KX II D2CIMs, most Paragon® and
Dominion KX I CIMs are supported. The following table displays the
supported target server operating systems, CIMs, virtual media, and
mouse modes:

Note: D2CIM-VUSB is not supported on Sun (Solaris) targets.

Supported CIMs

Target Server

Dominion KX |
P CIM 1
raragon ClVIs DCIMs

12

D2CIMs
Windows XP
P2CIM-PS2
Windows 2000 DCIM-PS2
P2CIM-AUSB
Windows 2000 Server DCIM-USB D2CIM-VUSB v 4
UKVMPD
Windows 2003 Server DCIM-USB G2
UUSBPD
Windows Vista
Red Hat Linux 9.0 P2CIM-PS2
DCIM-PS2 D2CIM-VUSB
P2CIM-AUSB ludine R
Red Hat B ‘ DCIM-USB (excluding .ed v
ed Hat Enterprise UKVMPD Hat Enterprise
Workstation 3.0 and DCIM-USB G2 Workstation 3.0)
4.0 UUSBPD
) P2CIM-PS2
SUSE Linux DCIM-PS2
Professional 9.2 and | P2CIM-AUSB
10 DCIM-USB D2CIM-VUSB v
UKVMPD
DCIM-USB G2
UUSBPD
P2CIM-PS2
DCIM-PS2
P2CIM-AUSB
Fedora Core 3 DCIM-USB D2CIM-VUSB | v
and above UKVMPD
DCIM-USB G2
UUSBPD

Z=Raritan.
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P2CIM-AUSB DCIM-USB
Mac OS D2CIM-VUSB
UUSBPD DCIM-USB G2
All Solaris OSs P2CIM-SUN DCIM-SUN
supported in DCIM-SUSB
Dominion KX I P2CIM-SUSB DCIM-USB G2
P2CIM-PS2 DCIM-USB
IBM AIX P2CIM-AUSB DCIM-USB G2
UUSBPD DCIM-PS2
P2CIM-PS2 DCIM-USB
HP UX P2CIM-AUSB DCIM-USB G2
UUSBPD DCIM-PS2
Remote Power Strips D2CIM-PWR
Serial Devices P2CIM-SER
Legend:

e VM: Virtual Media (D2CIM-VUSB only)

e AM: Absolute Mouse Synchronization (D2CIM-VUSB only)
e IM: Intelligent Mouse Mode

e SM: Standard Mouse Mode

e V:Supported

Note: The DCIM-USB G2 provides a small slide switch on the back of the CIM.
Move the switch to P for PC-based USB target servers; move the switch to S for
Sun USB target servers.

A new switch position takes effect only after the CIM is power-cycled. To power-
cycle the CIM, remove the USB connector from the target server and plug it
back in a few seconds later.

D2CIM-USB G2 Note

== Raritan.
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Chapter 3 Installation and Configuration

In This Chapter

OVRIVIEW ..ottt 14
Step 1: Configure Target SETVETS ......c.cccoceiirrrrerereeieicceeccerreseeee e 15
Step 2 (Optional): Configure Keyboard Language............cccoooerueueininnnnnnen. 27
Step 3: Configure Network Firewall Settings ..o 28
Step 4: Connect the Equipment...........cccccccoiviivinnniiiiiiiinneees 29
Step 5: Dominion KX II Initial Configuration .............cccccccceceiieinrninnunnnee 31
Remote Authentication..........ccovviviiniiiiiinices 36
Users, Groups, and Access Permissions...........ccocovvvivinininiiniiiininininnnnns 38

Overview
This section provides a brief overview of the installation process. Each
step is further detailed in the remaining sections of this chapter.
» To install and configure Dominion KX I1:
1. Configure the target servers.
2. (Optional) Configure the keyboard language.
3. Configure the network firewall settings.
4. Connect the equipment.
5. Configure the Dominion KX II unit.
=V o
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Step 1: Configure Target Servers

Target servers are the computers that will be accessed and controlled via
the Dominion KX II. Before installing Dominion KX II, configure all
target servers to ensure optimum performance. This configuration
applies only to target servers, not to the client workstations (remote PCs)
used to access Dominion KX II remotely. Refer to Chapter 1:
Introduction, Terminology (see "Terminology" on page 6) for additional
information.

» To configure the target servers:
e  Check the video resolution.

e  Check the desktop background.

e Adjust the mouse settings.

e Perform OS-specific mouse and video configuration.

Supported Video Resolutions

Ensure that each target server's video resolution and refresh rate are
supported by Dominion KX II and that the signal is non-interlaced.

Video resolution and cable length are important factors in the ability to
obtain mouse synchronization. Refer to Target Server Connection
Distance and Video Resolution (on page 195) for more information.
Dominion KX II supports these resolutions:

640x350 @70 Hz 720x400 @85 Hz 1024x768 @90 Hz
640x350 @85 Hz 800x600 @56 Hz 1024x768 @100 Hz
640x400 @56 Hz 800x600 @60 Hz 1152x864 @60 Hz
640x400 @84 Hz 800x600 @70 Hz 1152x864 @70 Hz
640x400 @85 Hz 800x600 @72 Hz 1152x864 @75 Hz
640x480 @60 Hz 800x600 @75 Hz 1152x864 @85 Hz
640x480 @66.6 Hz  800x600 @85 Hz 1152x870 @75.1 Hz
640x480 @72 Hz 800x600 @90 Hz 1152x900 @66 Hz
640x480 @75 Hz 800x600 @100 Hz 1152x900 @76 Hz
640x480 @85 Hz 832x624 @75.1 Hz 1280x960 @60 Hz
640x480 @90 Hz 1024x768 @60 Hz 1280x960 @85 Hz
640x480 @100 Hz 1024x768 @70 Hz 1280x1024 @60 Hz
== Raritan. 15
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640x480 @120 Hz 1024x768 @72 Hz 1280x1024 @75 Hz
720x400 @70 Hz 1024x768 @75 Hz 1280x1024 @85 Hz
720x400 @84 Hz 1024x768 @85 Hz 1600x1200 @60 Hz

Note: Composite Sync and Sync-on-Green video require an additional adapter.

Desktop Background

For optimal bandwidth efficiency and video performance, target servers
running graphical user interfaces such as Windows, Linux, X-Windows,
Solaris, and KDE require configuration. The desktop background need
not be completely solid; but desktop backgrounds featuring photos or
complex gradients might degrade performance.

Mouse Settings
The Dominion KX II operates in several mouse modes:

e Absolute Mouse Synchronization (see "Absolute" on page 83)
(D2CIM-VUSB only)

o Intelligent Mouse Mode (see "Intelligent” on page 83) (do not use an
animated mouse)

e Standard Mouse Mode (see "Standard" on page 83)

For both the Standard and Intelligent mouse modes, mouse parameters
must be set to specific values, which are described later in this manual.
Mouse parameters do not have to be altered for Absolute Mouse
Synchronization; D2CIM-VUSB is required for this mode. Mouse
configurations will vary on different target operating systems; consult
your OS documentation for additional detail.

Intelligent mouse mode generally works well on most Windows
platforms. Intelligent mouse mode may produce unpredictable results
when active desktop is set on the target. For additional information on
Intelligent Mouse mode, refer to the Raritan Multi-Platform Client
(MPC) and Raritan Remote Client (RRC) User Guide (Appendix B:
Conditions for Intelligent Mouse Synchronization) available on Raritan's
Website http://www .raritan.com/support/productdocumentation, or on
the Raritan User Manuals & Quick Setup Guides CD ROM included with
your Dominion KX II shipment.

Operating System Mouse and Video Settings

This section provides video mode and mouse information specific to the
Operating System in use on the target server.

== Raritan.

When you're ready to take control®



Chapter 3: Installation and Configuration

Windows XP / Windows 2003 Settings

» To configure target servers running Microsoft Windows
XP/2003:

1. Configure the mouse settings:
a. Select Start > Control Panel > Mouse.
b. Open the Pointer Options tab. In the Motion group:

= Set the mouse motion speed setting exactly to the middle
speed.

* Disable the Enhanced pointer precision option.
= Click OK.
2. Disable transition effects:
a. Select the Display option from Control Panel.
b. Open the Appearance tab.
c. Click the Effects button.

d. Clear the Use the following transition effect for menus and
tooltips option.

e. Click OK.

f. Close the Control Panel.

Note: For target servers running Windows 2000 or XP, you may wish to create
a user name that will be used only for remote connections through Dominion
KX II. This will enable you to keep the target server’s slow mouse pointer
motion/acceleration settings exclusive to the Dominion KX II connection.

Windows XP and 2000 login screens revert to pre-set mouse parameters that
differ from those suggested for optimal Dominion KX II performance. As a
result, mouse synchronization may not be optimal for these screens.
WARNING! Proceed only if you are comfortable adjusting the registry on
Windows target servers. You can obtain better Dominion KX 1I mouse
synchronization at login screens by using the Windows registry editor to change
the following settings (HKEY_CURRENT_USER\ Control Panel\ Mouse):
MouseSpeed = 0; MouseThreshold 1= 0; MouseThreshold 2 = 0.

=&=Raritan. 17
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Windows 2000 Settings

>

To configure target servers running Microsoft Windows
2000:

Configure the mouse settings:
a. Select Start > Control Panel > Mouse.
b. Open the Motion tab.

= Set the acceleration to None.

= Set the mouse motion speed setting exactly to the middle
speed.

= Click OK.
Disable transition effects:
a. Select the Display option from Control Panel.
b. Open the Effects tab.

c. Clear the Use the following transition effect for menus and
tooltips option.

d. Click OK.

e. Close the Control Panel.

Windows Vista

>

18

To configure target servers running Microsoft Windows
Vista:

Configure the mouse settings:
a. Select Start > Settings > Control Panel > Mouse.
b. Open the Pointer Options tab. In the Motion group:

= Set the mouse motion speed setting exactly to the middle
speed.

* Disable the Enhanced pointer precision option.
= Click OK.

Disable animation and fade effects:

a. Select the System option from Control Panel.

b. Select Advanced system settings. The System Properties dialog
opens.

== Raritan.
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c.  Open the Advanced tab.

d. Click the Settings button in the Performance group. The
Performance Options dialog opens.

e. Under Custom options, clear the following checkboxes:

Animation options:
Animate controls and elements inside windows

Animate windows when minimizing and
maximizing

Fade options:
Fade or slide menus into view
Fade or slide ToolTips into view
Fade out menu items after clicking
f. Click OK.

g. Close the Control Panel.

Linux Settings (Red Hat 9)

Note: The following settings are optimized for standard mouse mode only.

» To configure target servers running Linux (graphical
user interface):

1. Configure the mouse settings:

a. Select Main Menu > Preferences > Mouse. The Mouse
Preferences dialog opens.

b. Open the Motion tab.

c.  Within the Speed group, set the Acceleration slider to the exact
center.

d. Within the Speed group, set the Sensitivity towards low.
e. Within the Drag & Drop group, set the Threshold towards small.

f.  Close the Mouse Preferences dialog.

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

2. Configure the screen resolution:

=&=Raritan. 19

When you're ready to take control®



Step 1: Configure Target Servers

Select Main Menu > System Settings > Display. The Display
Settings dialog opens.

From the Display tab, select a Resolution supported by
Dominion KX II.

From the Advanced tab, verify that the Refresh Rate is
supported by Dominion KX II.

Note: Once connected to the target server, in many Linux graphical
environments, the <CTRL> <ALT> <+> command will change the video
resolution, scrolling through all available resolutions that remain enabled in the
XF86Config file.

» To configure target servers running Linux (command
line):

1. Set the mouse acceleration to exactly 1 and set the threshold to
exactly 1. Enter this command: xset mouse 1 1. This should be set for
execution upon login.

2. Ensure that each target server running Linux is using a resolution
supported by Dominion KX II at a standard VESA resolution and
refresh rate.

3. Each Linux target server should also be set so the blanking times are
within +/- 40% of VESA standard values:

20

Go to the Xfree86 Configuration file XF86Config

Using a text editor, disable all non-Dominion KX II supported
resolutions

Disable the virtual desktop feature (not supported by Dominion
KX 1I)

Check blanking times (+/- 40% of VESA standard)

Restart computer

== Raritan.
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Note: If you change video resolution, you must logout of the target server and
log back in for the video settings to take effect.

Note for Red Hat 9 Target Servers

If you are running Red Hat 9 on the target server using a USB CIM, and
are experiencing problems with the keyboard and/or mouse, there is an
additional configuration setting you can try.

Tip: You might have to perform these steps even after a fresh OS installation.

» To configure Red Hat 9 servers using USB CIMSs:

1. Locate the configuration file (usually /etc/modules.conf) in your
system.

2. Using the editor of your choice, make sure that the alias usb-
controller line in the modules.conf file is as follows:

alias usb-controller usb-uhci

Note: If there is another line using usb-uhci in the /etc/modules.conf
file, it needs to be removed or commented out.

3. Save the file.

4. Reboot the system in order for the changes to take effect.

Linux Settings (Red Hat 4)

Note: The following settings are optimized for standard mouse mode only.

» To configure target servers running Linux (graphical
user interface):

1. Configure the mouse settings:

a. Select Main Menu > Preferences > Mouse. The Mouse
Preferences dialog opens.

b. Open the Motion tab.

c.  Within the Speed group, set the Acceleration slider to the exact
center.

d. Within the Speed group, set the Sensitivity towards low.
e. Within the Drag & Drop group, set the Threshold towards small.

f. Close the Mouse Preferences dialog.

=&=Raritan. 1
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22

Note: If these steps do not work, issue the xset mouse 1 1 command
as described in the Linux command line instructions.

Configure the screen resolution:

a. Select Main Menu > System Settings > Display. The Display
Settings dialog opens.

b. From the Settings tab, select a Resolution supported by
Dominion KX II.

c. Click OK.

Note: If you change video resolution, you must logout of the target server and
log back in for the video settings to take effect.

SUSE Linux 10.1 Settings

Note: Do not attempt to synchronize the mouse at the SUSE login prompt. You
must be connected to the target server to synchronize the mouse cursors.

>

L

SN

To configure the mouse settings:

Select Desktop > Control Center. The Desktop Preferences dialog
opens.

Select Mouse. The Mouse Preferences dialog opens.
Open the Motion tab.

Within the Speed group, set the Acceleration slider to the exact
center position.

Within the Speed group, set the Sensitivity slider to low.
Within the Drag & Drop group, set the Threshold slider to small.
Click Close.

To configure the video:

From Desktop Preferences, select Graphics Card and Monitor. The
Card and Monitor Properties dialog opens.

Verify that a Resolution and Refresh Rate is in use that is supported
by Dominion KX II. Please refer to Supported Video Resolutions for
more information.

Note: If you change video resolution, you must logout of the target server and
log back in for the video settings to take effect.

== Raritan.
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Make Linux Settings Permanent

Note: These steps may vary slightly depending on the specific version of Linux
in use.

» To make your settings permanent in Linux (prompt):

1. Select Main Menu > Preferences > More Preferences > Sessions. The
Sessions dialog opens.

2. Open the Session Options tab.

3. Check the Prompt on logout checkbox and click OK. This option
prompts you to save your current session when you logout.

4. Upon logging out, check the Save current setup option from the
dialog presented.

5. Click OK.

Tip: If you do not want to be prompted upon logout, follow these procedures
instead.

» To make your settings permanent in Linux (no prompt):

Select Main Menu > Preferences > More Preferences > Sessions. The
Session dialog opens.

2. Open the Session Options tab.
3. Clear the Prompt on logout checkbox.

4. Check the Automatically save changes to the session checkbox and
click OK. This option automatically saves your current session when
you logout.

Sun Solaris Settings

» To configure target servers running Sun Solaris:

1. Set the mouse acceleration value to exactly 1 and the threshold to
exactly 1. This can be performed:

=&=Raritan. o3
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* From the graphical user interface:

Mouse motion

Acceleration

Slowr | i Fast
Threshold

Small § | | Large

Figure 6: Solaris Mouse Configuration
*  With the command line:
xset mouse a t

“"_ 1

(where “a” is the acceleration and “t” is the threshold.)

2. All target servers must be configured to one of the display
resolutions supported by Dominion KX II. The most popular
supported resolutions for Sun machines are:

Display Vertical Refresh Rate
Resolution

1600 x 1200 75 Hz 4:3
1280 x 1024 60,75,85 Hz 5:4
1152 x 864 75 Hz 4:3
1024 x 768 60,70,75,85 Hz 4:3
800 x 600 56,60,72,75,85 Hz 4:3
720 x 400 85 Hz 9:5
640 x 480 60,72,75,85 Hz 4:3

3. Target servers running the Solaris operating system must output
VGA video (H-and-V sync, not composite sync).

» To change your Sun video card output from composite
sync to the non-default VGA output:

1. Issue the Stop+A command to drop to bootprom mode.
2. Issue the following command to change the output resolution:
setenv output-device screen:r1024x768x70

3. Issue the “boot” command to reboot the server.

24 Z=Raritan.
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You can also contact your Raritan representative to purchase a video

output adapter:
If you Have: Use this Video Output Adapter:
Sun 13W3 with composite sync APSSUN II Guardian converter
output
Sun HD15 with composite sync 1396C converter to convert from HD15 to 13W3 and an
output APSSUN II Guardian converter to support composite

sync

Sun HD15 with separate sync output ~ APKMSUN Guardian converter

Note: Some of the standard Sun background screens may not center precisely on
certain Sun servers, with dark borders. Use another background or place a light
colored icon in the upper left hand corner.

Mouse Settings

» To configure the mouse settings (Sun Solaris 10.1):
Select Launcher. Application Manager - Desktop Controls opens.

2. Select Mouse Style Manager. The Style Manager - Mouse dialog
opens.

3. Set the Acceleration slider to 1.0.
4. Set the Threshold slider to 1.0.

5. Click OK.

Accessing the Command Line

1. Right click.

2. Select Tools > Terminal. A terminal window opens. (It is best to be at
the root to issue commands.)

Video Settings (POST)

Sun systems have two different resolution settings: a POST resolution
and a GUI resolution. Please Note that 1024x768x75 is used as an
example here; substitute the resolution and refresh rate you are using.
Run these commands from the command line.

» To check current POST resolution:

Run the following command as root: # eeprom output-device

=&=Raritan. o5
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» To change POST resolution:
1. # eeprom output-device=screen:r1024x768x75
2. Logout or restart computer.

Video Settings (GUI)

The GUI resolution can be checked and set using different commands
depending on the video card in use. Please Note that 1024x768x75 is
used as an example here; substitute the resolution and refresh rate you
are using. Run these commands from the command line.

The following table is organized by card:

To Check Resolution: To Change Resolution:

32-bit  # /usr/sbin/pgxconfig -prconf 1. # /usr/sbin/pgxconfig -res 1024x768x75
2. Logout or restart computer.

64-bit # usr/sbin/mé4config -prconf 1. # /usr/sbin/m64config -res 1024x768x75
2. Logout or restart computer.

32-bit # /usr/sbin/fbconfig -prconf 1. # /usr/sbin/fbconfig -res 1024x768x75

and . 2. Logout or restart computer.

64-bit

IBM AIX 5.3 Settings

Follow these steps in this section to configure target servers running IBM
AIX5.3.

» To configure the mouse:

1. Go to Launcher.

2. Select Style Manager.

3. Click Mouse. The Style Manager - Mouse dialog opens.

4. Use the sliders to set the Mouse acceleration to 1.0 and Threshold to
1.0.

5. Click OK.

» To configure the video:
From the Launcher, select Application Manager.

2. Select System_Admin.

6 =&=Raritan.
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3. Select Smit > Devices > Graphic Displays > Select the Display
Resolution and Refresh Rate.

4. Select the video card in use.
5. Click List. A list of display modes is presented.

6. Select a resolution and refresh rate supported by the Dominion KX
II. Please refer to Supported Video Resolutions for more information.

Note: If you change video resolution, you must logout of the target server and
log back in for the video settings to take effect.

Make UNIX Settings Permanent

Note: These steps may vary slightly depending on the type of UNIX (e.g.,
Solaris, IBM AIX) and the specific version in use.

1. Select Style Manager > Startup. The Style Manager - Startup dialog
opens.

2. Select the Logout Confirmation Dialog option of On. This option
prompts you to save your current session when you logout.

Apple Macintosh Settings

For target servers running an Apple Macintosh operating system, the
preferred method is to use the D2CIM-VUSB and Absolute Mouse
Synchronization.

Note: Enable the Absolute mouse scaling for MAC server option in the Port (see
"Note for D2CIM-VUSB CIM Usage” on page 145) page.

Step 2 (Optional): Configure Keyboard Language

Note: This step is not required if you are using the US/International language
keyboard.

If you are using a non-US language, the keyboard has to be configured
for the appropriate language. In addition, the keyboard language for the
client machine and the target servers has to match.

Please consult the documentation for your operating system for
additional information about changing the keyboard layout.

=&=Raritan. 57

When you're ready to take control®



Step 3: Configure Network Firewall Settings

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and would like the
keyboard layout changed to another language.

» To change the keyboard layout code (DCIM-SUSB only):
1. Open a Text Editor window on the Sun workstation.

2. Check that the NUM LOCK key is active and press the left CTRL key
and the DEL key on your keyboard. The Caps Lock LED starts to
blink, indicating that the CIM is in Layout Code Change mode.

The text window displays: Raritan Computer, Inc. Current keyboard
layout code = 22h (US5 UNIX).

3. Type the layout code desired (for example, 31 for the Japanese
keyboard).

4. Press Enter.

5. Shut down the unit and power ON once again. The DCIM-SUSB
performs a reset (power cycle).

6. Using MPC, type something to verify that the characters are correct.

Step 3: Configure Network Firewall Settings

To access Dominion KX II through a network firewall, your firewall
must allow communication on TCP Port 5000 or another port that you
designate. Refer to Network Settings (on page 122) for additional
information about designating another discovery port.

To take advantage of the Dominion The firewall must allow
KX 1I: inbound communication on:

Web-access capabilities Port 443 - standard TCP port for
HTTPS communication

Automatic redirection of HTTP requests to Port 80 - standard TCP port for HTTP
HTTPS communication

(i.e., so users can type the more common

“http://xoxxxx.xxx.xxx” instead of

“https://xxx.xxX.xxX.XxX"")

o8 =&=Raritan.
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Step 4: Connect the Equipment

Connect the Dominion KX II to the power supply, network, local PC, and
target servers. The numbers in the diagram correspond to the sections
describing the connection.

o

- O ==

Figure 7: Dominion KX II Connections

1. AC Power

» To connect the power supply:

1. Attach the included AC power cord to the Dominion KX II and plug
into an AC power outlet.

2. For dual power failover protection, attach the second included AC
power cord and plug it into a different power source than the first
power cord.

Note: If you only attach one power cord, the power LED on the Dominion KX 11
front panel will display red because the system is set to automatically detect both
sources. Refer to the Power Supply Setup Page (on page 136) for information
about turning off automatic detection for the power source not in use.

=&=Raritan. 9
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2. Network Ports

Dominion KX II provides two Ethernet ports for failover purposes (not
for load-balancing). By default, only LANT1 is active and the automatic
failover is disabled. When enabled, if the Dominion KX II internal
network interface or the network switch to which it is connected
becomes unavailable, LAN2 will be enabled using the same IP address.

» To connect the network:

1. Connect a standard Ethernet cable (included) from the network port
labeled LANT1 to an Ethernet switch, hub, or router.

2. To make use of the optional Dominion KX II Ethernet failover
capabilities:

* Connect a standard Ethernet cable from the network port labeled
LAN?2 to an Ethernet switch, hub, or router.

= Enable Automatic Failover on the Network Configuration screen
(refer to Network Settings, LAN Interface Settings (see "LAN
Interface Settings" on page 125) for more information).

Use both network ports only if you want to use one as a failover port.

3. Local Access Port (local PC)

For convenient access to target servers while at the rack, use the
Dominion KX II Local Access port. While the local port is required for
installation and setup, it is optional for subsequent use. The local port
provides the KX II Local Console graphical user interface for
administration and target server access.

» To connect the local port:

Attach a multi-sync VGA monitor, mouse, and keyboard to the
respective Local User ports (using either a PS/2 or USB keyboard and
mouse).

0 =&=Raritan.
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4. Target Server Ports

Dominion KX II uses standard UTP cabling (Cat5/5e/6) to connect to each
target server. Refer to Appendix A: Specifications (see "Specifications" on
page 190) for additional information.

» To connect a target server to the Dominion KX I1:

1. Use the appropriate Computer Interface Module (CIM). Refer to
Supported CIMs for more information about the CIMs to use with
each operating system.

2. Attach the HD15 video connector of your CIM to the video port of
your target server. Ensure that your target server's video has already
been configured to a supported resolution and refresh rate. For Sun
servers, also ensure that your target server's video card has been set
to output standard VGA (H-and-V sync) and not composite sync.

3. Attach the keyboard/mouse connector of your CIM to the
corresponding ports on your target server. Using a standard straight-
through UTP (Cat5/5e/6) cable, connect the CIM to an available
server port on the back of your Dominion KX II unit.

Note: The DCIM-USB G2 provides a small slide switch on the back of the CIM.
Move the switch to P for PC-based USB target servers; move the switch to S for
Sun USB target servers.

A new switch position takes effect only after the CIM is power-cycled. To
power-cycle the CIM, remove the USB connector from the target server
and plug it back in a few seconds later.

Step 5: Dominion KX Il Initial Configuration

The first time you power up the Dominion KX II unit, there is some
initial configuration that you need to perform through the KX II Local
Console:

Change the default password.
Assign the IP Address.

Name the target servers.

Specify power supply auto-detection.

=&=Raritan. a1
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Changing the Default Password

The Dominion KX II ships with a default password. The first time you
start the Dominion KX II you are required to change that password.

» To change the default password:

1. Power ON the Dominion KX II using the power switch(es) at the
back of the unit. Please wait for the Dominion KX II unit to boot. (A
beep signals that the boot is complete.)

2.  Once the unit has booted, the KX II Local Console is visible on the
monitor attached to the Dominion KX II local port. Type the default
username (admin) and password (raritan) and click Login. The
Change Password screen is displayed.

3. Type your old password (raritan) in the Old Password field.

4. Type anew password in the New Password field; retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and the special characters identified in the table following
these steps.

5. Click Apply.

6. You will receive confirmation that the password was successfully
changed. Click OK. The Port Access page is displayed.

Note: The default password can also be changed from the Raritan Multi-
Platform Client (MPC). For more information, refer to the Raritan Multi-
Platform Client (MPC) and Raritan Remote Client (RRC) User Guide.

Valid Special Characters

Character Description Character Description

! Exclamation point : Colon

" Double quote ; Semi-colon

# Pound sign = Equal sign

$ Dollar sign > Greater than sign

% Percent sign ? Question mark

& Ampersand @ At sign

' Single quote [ Left bracket

( Left parenthesis \ Backward slash
- =&=Raritan.
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Right parenthesis ]
Asterisk A
Plus sign _
Comma ’
Dash {
Period |
Forward slash }
Less than sign ~

Right bracket
Caret
Underscore
Grave accent
Left brace
Pipe sign
Right brace
Tilde

Assigning an IP Address

These procedures describe how to assign an IP Address using the
Network Settings page. For complete information about all of the fields
and the operation of this page, refer to Network Settings (on page 122).

1.

Part Access | User Management

| Homme > Device Senings > Network Semngs

'Etcunh'- Maintsnance | UFIUMINF.I-I

Device Name *

D arminianix

IF auts configuration

DHCP w I

Prefemed host name (DHCP only)
IP sddress

Subnet mask

Gataway [P addresy

Primary DNS server IP address

Sacondary DNS sarver P address

ﬂ fReset w detauits ﬂl

Discovery Port *

5000

Bandwidth Limit

N Lirnit - I
LAN interface Settings

Note: For reliable network communication,
configure the Dominion KX Il and LAN Switch to the
same LAN Interface Speed and Duplex. For
exampie, configure both the Dominion KX if and
LAN switch to Autodetect (recommended) or set
both to a fixed speediduplex such as 100Mbps/Full.

Current LAN interface parameters:
autoregenaticn on, 100 Mbps full duplex, bnk ok

LAN interface Speed & Duplex

AL detect L[

D Enable futomatec Fasdover

Fing Interval (seconds) *

Timesut {secends) *

,_
Set Sysbem RLJ

Figure 8: Network Settings
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From the KX II Local Console, select Device Settings > Network
Settings. The Network Settings page opens.
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2. Specify a meaningful Device Name for your Dominion KX II unit; up
to 16 alphanumeric characters, special characters (see "Valid Special
Characters" on page 32), and no spaces.

3. Select the IP auto configuration from the drop-down list:

* None (Static IP). This option requires that you manually specify
the network parameters. This is the recommended option
because the Dominion KX I is an infrastructure device and its IP
Address should not change.

= DHCP. With this option, network parameters are assigned by the
DHCP server.

4. If you specify an IP configuration of None, type the TCP/IP
parameters for your Dominion KX II unit: IP address, Subnet mask,
Gateway IP address, Primary DNS server IP address, and (optional)
Secondary DNS server IP address.

5. When finished, click OK.

Your Dominion KX II unit is now network accessible.

Note: In some environments, the LAN Interface Speed & Duplex setting default
of Autodetect (auto-negotiation) does not properly set the network parameters,
resulting in network issues. In these instances, setting the Dominion KX II
LAN Interface Speed & Duplex field to 100 Mbps/Full Duplex (or whatever
option is appropriate to your network) addresses the issue. Refer to the
Network Settings (on page 122) page for more information.

Naming Target Servers

» To name the target servers:

1. Connect all of the target servers if you have not already done so (as
described in Step 3: Connect the Equipment, Target Server Ports (see
"4. Target Server Ports" on page 31)).
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Using the KX II Local Console, select Device Settings > Port
Configuration. The Port Configuration page opens:

R |
ot
m Maintanance | Disgnostics Pert

Legaut

Port Nama Part Typa
DominionEX3 Fortl Not Available
Cominion-KX2_Fortd Not Available
Cominion-KX2_Porn3 Not Available
Dominion-XX2 Portd Mot Available
RiesifC DCH
Dominion-£X2_Forts Not Available
Dominion-KX2_PortT Not Available
Cominion-E£X2_Portd Not Available
Local Pert VM )
Cominion-£X2_Fortl0 Not &vailable
Cominion-KX2_Portl l. Not iueullnbll-

Cominion-KX2_PotlZ
Crominion£X2_Portl3
Gominion-Kx2_Portld

Cromimion£X2_Pastls

PowerStrip

Figure 9: Port Configuration

3.

Click on the Port Name of the target server you want to rename. The
Port Page (see "Associate Target Servers to Outlets (Port Page)" on
page 143) opens.

Assign a name to identify the server connected to that port. The
name can be up to 32 characters; alphanumeric and special
characters (see "Valid Special Characters" on page 32) are allowed.

Click OK.

Specifying Power Supply Auto-detection

The Dominion KX II provides dual power supplies, and can
automatically detect and provide notification regarding the status of
these power supplies. Proper configuration ensures that the Dominion
KX1I sends the appropriate notifications should a power supply fail. The
Power Supply Setup page is configured to automatically detect both
power supplies; use this page to disable automatic detection of the
power supply not in use.

» To disable power supply auto-detection for the power

Z=Raritan.
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supply not in use:

Using the KX II Local Console, select Device Settings > Power Supply
Setup. The Power Supply Setup page opens.

Clear auto-detection for the power supply that you are not using.
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Remote Authentication

For more information, refer to Power Supply Setup Page (on page 136).

Note to CC-SG Users

If you are using Dominion KX II in a CC-SG configuration, perform the
installation steps as outlined above, and when finished, consult the
CommandCenter Secure Gateway User Guide, Administrator Guide, or
Deployment Guide to proceed (all found on Raritan's Website under
Support: http://www.raritan.com/support/productdocumentation).

Note: The remainder of this user guide applies primarily to deploying Dominion
KX II unit(s) without the integration functionality of CC-SG.

Remote Authentication

36

Note to CC-SG Users

When the Dominion KX II is controlled by CommandCenter Secure
Gateway, CC-5G authenticates users and groups, except for local users
(requiring local port access). When CC-SG is controlling the Dominion
KX1I, local port users will be authenticated against the local user
database or the Remote Authentication server (LDAP or RADIUS)
configured on the Dominion KX II; they will not be authenticated against
the CC-5G user database.

For additional information about CC-SG authentication, refer to the
CommandCenter Secure Gateway User Guide, Administrator Guide, or
Deployment Guide at:

http://www .raritan.com/support/productdocumentation.

Supported Protocols

In order to simplify management of usernames and passwords, the
Dominion KX II provides the capability to forward authentication
requests to an external authentication server. Two external
authentication protocols are supported: LDAP and RADIUS.

Note on Microsoft Active Directory

Microsoft Active Directory uses the LDAP protocol natively, and can
function as an LDAP server and authentication source for Dominion KX
II. If it has the IAS (Internet Authorization Server) component, a
Microsoft Active Directory server can also serve as a RADIUS
authentication source.

== Raritan.

When you're ready to take control®



Chapter 3: Installation and Configuration

Authentication vs. Authorization

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user's group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

When Dominion KX II is configured for remote authentication, the
external authentication server is used primarily for the purposes of
authentication, not authorization.

The flow diagram illustrates this process:

PSS 0TS
dotermired by

el USel gRoup:

Irtmrral bockup of
(12 g e T

Permssaons.
dalermnined by Yaw

ibennal user group

Panmissions delerminesd
by intemal user group
“urikneran”

Logir denied

Figure 10: Authentication/Authorization Flow Diagram
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Users, Groups, and Access Permissions

Note the importance of the group to which a given user belongs, as well
as the need to configure the group named, “Unknown”. If the external
authentication server returns a group name that is not recognized by the
Dominion KX I, that user's permissions are determined by the
permanent group named “Unknown”.

Refer to Implementing LDAP Remote Authentication (on page 115) and
Implementing RADIUS Remote Authentication (on page 118) to
determine how to configure your authentication server to return user
group information to the Dominion KX II as part of its reply to an
authentication query.

Users, Groups, and Access Permissions

38

The Dominion KX II stores an internal list of all user and group names to
determine access authorization and permissions. This information is
stored internally in an encrypted format. There are several forms of
authentication and this one is known as “local authentication”. All users
have to be authenticated; if Dominion KX II is configured for LDAP or
RADIUS, that authentication is processed first, followed by local
authentication.

Users

User names and passwords are required to gain access to the Dominion
KX II unit. This information is used to authenticate users attempting to
access your Dominion KX II unit. Refer to User Management for more
information about adding and editing users.

Groups

Every Dominion KX II unit is delivered with three default user groups;
these groups cannot be deleted:

Admin Users that are a member of this group have full
administrative privileges. The original, factory-default
user is a member of this group and has the complete
set of system privileges.

Unknown This is the default group for users who are
authenticated externally using LDAP or RADIUS. If the
external LDAP or RADIUS server does not identify a

valid user group, the Unknown group is used.

== Raritan.
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Individual An individual group is essentially a “group” of one.
Group That is, the specific user is in its own group, not
affiliated with other real groups. Individual groups can
be identified by the “@” in the Group Name. The
individual group allows a user account to have the
same rights as a group.

In addition to the system-supplied default groups, you can create groups
and specify the appropriate permissions to suit your needs. Refer to User
Management for more information about creating and editing user
groups.

Relationship between Users and Groups

Users belong to a group and groups have privileges. Organizing the
various users of your Dominion KX II into groups saves time by
allowing you to manage permissions for all users in a group at once,
instead of managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this
case, you can classify the user as “Individual.”

Upon successful authentication, the device uses Group information to
determine the user's permissions - which server ports are accessible,
whether rebooting the unit is allowed, and other features.

39
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User Interfaces

Z=Raritan.

There are several user interfaces in the Dominion KX II providing you
with easy access any time, anywhere. These include the KX II Local
Console, the KX II Remote Console, and the Multi-Platform Client
(MPC). The following table identifies these interfaces and their use for
target server access and administration locally and remotely:

Local Remote

Access Admi Access Admi

User Interface n n
KX I Local Console v v

KX II Remote Console v v
Virtual KVM Client

Multi-Platform Client v v
(MPCQ)

40
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KX Il Local Console: KX Il Devices

When you are located at the server rack, Dominion KX II provides
standard KVM switching and administration via the KX II Local
Console. The KX II Local Console provides a direct KVM (analog)
connection to your connected servers; the performance is exactly as if
you were directly connected to the server's keyboard, mouse, and video
ports.

There are many similarities among the KX II Local Console and the KX II
Remote Console graphical user interfaces, and where there are
differences, they are noted in the user manual. The KX II Local Console
and the KX II Remote Console user interfaces are almost identical; the
following options are available in the KX II Local Console, but not the
KX II Remote Console:

e Local Port Settings (see "Local Port Settings (KX II Local Console
Only)" on page 182)

e Factory Reset (see "Factory Reset (KX II Local Console Only)" on
page 185)

=&=Raritan. a1
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Dominion KX Il Remote Console: Dominion KX Il Devices

Dominion KX Il Remote Console: Dominion KX Il Devices

42

The Dominion KX II Remote Console is a browser-based graphical user
interface that allows you to access target servers connected to the
Dominion KX II and to remotely administer the Dominion KX II.

The Dominion KX II Remote Console provides a digital connection to
your connected target servers. Whenever you access a target server using
the Dominion KX II Remote Console, a Virtual KVM Client window is
opened. One Virtual KVM Client is opened for each target server,

permitting simultaneous access when supported by the specific
Dominion KX II unit (for example, KX2-116 supports only one remote
session).

There are many similarities among the Dominion KX II Local Console
and the Dominion KX II Remote Console graphical user interfaces, and
where there are differences, they are noted in the user manual. The
following options are available in the Dominion KX II Remote Console,
but not the Dominion KX II Local Console:

Virtual Media (on page 87)

Favorites (see "Managing Favorites" on page 49)
Backup/Restore (see "Backup and Restore" on page 160)
Firmware Upgrade (on page 163)

Upgrade Report (on page 165)

KX Diagnostics (on page 173)

== Raritan.
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Multi-Platform Client (MPC): KX | and Dominion KX Il Devices

The Raritan Multi-Platform Client (MPC) is a graphical interface that
allows you to remotely access the target devices connected to Dominion
units. MPC can be installed for standalone use or accessed through a
Web browser.

After installing the Dominion KX II, either download a standalone
version of Raritan MPC and establish an initial network connection, or
launch the application directly.

Note: MPC supports both KX I and Dominion KX II devices; use MPC if you
would like to access servers connected to both KX I and Dominion KX II devices
with one user interface.

» To launch MPC directly:

1. To launch MPC from a client running any browser, type http://IP-
ADDRESS/mpc into the address line, where IP-ADDRESS is the IP
address of your Raritan device. MPC will launch in a new window
that does not contain a menu bar, tool bar, scroll bar, or address bar.
Work in this window and toggle to other open windows using the
ALT+TAB command.

2. When MPC launches, a device tree of all automatically detected
Raritan devices found on your subnet is displayed on the left side of
the screen. If you do not find your Dominion KX II unit listed by
name, create an icon manually by selecting Connection > New
Profile. The Add Connection window opens.

3. Type a device Description, specify a Connection Type, add the
Dominion unit's IP Address, and click OK. These specifications can
be edited later.

4. In the Navigator panel on the left of the screen, double-click on the
icon that corresponds to your Dominion KX II unit.

Refer to the Raritan Multi-Platform Client (MPC) and Raritan Remote
Client (RRC) User Guide, available on Raritan's Website

http://www .raritan.com/support/productdocumentation, or on the
Raritan User Manuals & Quick Setup Guides CD ROM included with
your Dominion shipment for complete information on installing and
operating MPC.

=&=Raritan. 43
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Raritan Remote Client (RRC): KX | Devices Only

Raritan Remote Client (RRC) is a graphical user interface providing
remote access to the target devices.

Note: RRC cannot be used with the Dominion KX II; use MPC instead.

Language Support

The Dominion KX II provides keyboard support for the following
languages: US English, UK English, Traditional Chinese, Simplified
Chinese, Japanese, Korean, French, and German.

Note: You can use the keyboard for Chinese, Japanese, and Korean for display
only; local language input is not supported at this time for Dominion KX II
Local Console functions.

For more information about non-US keyboards, please refer to Appendix
C: Informational Notes (see "Informational Notes" on page 205).

Java Runtime Environment (JRE)

44

Important: It is recommended that you disable Java caching and clear
the Java cache. Please refer to your Java documentation or the Raritan
Multi-Platform Client (MPC) and Raritan Remote Client (RRC) User
Guide for more information.

The Dominion KX II Remote Console and MPC require the JRE to
function. The Dominion KX II Remote Console checks the Java version; if
the version is incorrect or outdated, you will be prompted to download a
compatible version.

Raritan recommends using Java Runtime Environment (JRE) version 1.5
for optimum performance, but the Dominion KX II Remote Console and
MPC will function with JRE version 1.4.2_05 or greater (with the
exception of JRE 1.5.0_02). JRE 1.6 is also supported, but has not been
fully tested.

Note: In order for multi-language keyboards to work in the Dominion KX II
Remote Console (Virtual KVM Client) please install the multi-language version
of Java Runtime Environment (JRE).

== Raritan.
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Launching the Dominion KX Il

Important: Regardless of the browser used, you must allow pop-ups
from the Dominion device's IP address to launch the Dominion KX II
Remote Console.

Welcome to the Dominion-KX2

e

Username: |

Password: I

Figure 11: Dominion KX II Remote Console Login Page

Note: Depending on your browser and security settings, you may see various

security and certificate warnings. It is necessary to accept these warnings to
launch the Dominion KX 1I Remote Console.

You can reduce the number of warning messages in subsequent logins by
checking the following options in these security and certificate warning
messages:

o In the future, do not show this warning

o Always trust content from this publisher

>
1.

Z=Raritan.
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To launch the Dominion KX Il Remote Console:

Log on to any workstation with network connectivity to your
Dominion KX II unit and Java Runtime Environment v1.4.2_2 or
higher installed (JRE is available at http://java.sun.com/).

Launch a supported Web browser (see "Supported Browsers" on
page 11) such as Internet Explorer (IE) or Firefox.

Type the following URL: http://IP-ADDRESS, where IP-ADDRESS is
the IP Address that you assigned to your Dominion KX II unit. You
can also use https, the DNS name of the Dominion KX II assigned by
the administrator (provided that a DNS server has been configured),
or just simply type the IP Address in the browser (Dominion KX II
always redirects the IP Address from HTTP to HTTPS.) The Login
page opens:

45
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4. Type your Username and Password. If this is the first time logging
in, log in with the factory default username and password (admin
and raritan (all lower case)); you will be prompted to change the
default password. Refer to Changing the Default Password (on page
32) for more information.

5. Click Login.

Dominion KX Il Console Layout

Both the Dominion KX II Remote Console and the Dominion KX II Local
Console interfaces provide an HTML (Web-like) interface for
configuration and administration, as well as target server list and
selection. The options are organized into various tabs.

After successful login, the Port Access page opens listing all ports along
with their status and availability. You can sort by Port Number, Port
Name, Status (Up and Down), and Availability (Idle, Connected, Busy,
Unavailable, and Connecting) by clicking on the column heading.

Dominion KX Il Console Navigation

The Dominion KX II Console interfaces (both local and remote) provide
many methods for navigation and making your selections.

» To select an option (use any of the following):

e Click on a tab; a page of available options is opened.

e Hover over a tab and select the appropriate option from the menu.
e Click the option directly from the menu hierarchy displayed

(“breadcrumbs”).

Rings > Event Maragaman . Dadinatiars Logmt

Event Management - Destinations

Mate: SNMP traps Wil oly be gensrated if the "SNP Logging Ensbled™ sptian i chacked, Similarly. Sysiog events will only be gensratad if the "Bnabie

Syslog Forwarding” option (s checked. THess eprions can be found o the "Event Wanagement - SEIUNgs" page on the Device SeCtngs mem
+ Categary B P wyuieg Ausia Lag
Desicas Operafon = W =
| Syeten St 3 = 5
Syten ShAown = = =
Porever Smby Slntus rangnd ¥ = W
Pirssarzirlp Dol Stafus Cron gad c = =
Htuor § Paranets Changed ird = =
Port Taiuz Changed 23 = =
Hetvror t Famum =
Etrmmed Ficrenr o] = ¥
T r— = P =
Foclo yfisset F = W
Bagin CC Conmrol i [~ F
Enct £ Control ~ ~ =
L o e e R s ot

Figure 12: Sample Menu Hierarchy (breadcrumbs)
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Chapter 4: Connecting to the Dominion KX 1l

» To scroll through pages longer than the screen.:
e Use Page Up and Page Down keys on your keyboard, or
e  Use the scroll bar on the right

For more information about navigation and selection in the Raritan
Multi-Platform Client (MPC), refer to the Raritan Multi-Platform Client
(MPC) and Raritan Remote Client (RRC) User Guide.

Logging Out

» To quit the Dominion KX Il Console:

Click Logout in the upper right-hand corner of the page.

Note: Logging out also closes any open Virtual KVM Client sessions.

Dominion KX Il Console Menu Tree

The following diagram represents all of the menu options available in
both the Dominion KX II Remote and Dominion KX II Local Console
interfaces. Variations between the Dominion KX II Local Console and the
Dominion KX II Remote Console are identified.

H”” TTT

Dewice
Sutings

fmlnm | ‘

‘Senmy‘ |ua|bemnne |Dhﬂnin-u‘
1 L

TLTTTT
"-‘3“"“-’ Lbsar Lisi Htcek

 — I

Adil Nerw Lisar

DateiTime

Legand:

Upgrade:
Repart

Figure 13: KX 1I Console Menu Tree (Local and Remote)
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In addition to being identified in the menu tree above, menu option
variations between the Dominion KX II Local Console and the Dominion
KX II Remote Console are identified in the following table:

Remote
Console

Virtual Media

File Server Setup

Backup/Restore

Firmware Upgrade

KX Diagnostics

Manage Favorites

Favorites List

Discover Devices - Local
Subnet

NIEN N I N N NN

Discover Devices - KX Subnet

\

Add New Device to Favorites

Help - User Guide

Local Port Settings

Factory Reset

Z=Raritan.
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Managing Favorites

A Favorites feature is provided so you can organize and quickly access
the devices you use frequently. The Favorite Devices section is located in
the lower left side (sidebar) of the Port Access page and provides the
ability to:

e Create and manage a list of favorite devices

e Quickly access frequently used devices

e List your Favorites either by name or IP Address

e Discover Dominion KX II devices on its subnet (before and after
login)

e Retrieve discovered Dominion KX II devices from the connected KX
device (after login)

Note: This feature is available only on the Dominion KX II Remote Console (not
the Dominion KX II Local Console).

Fort Access

Cliek en the Individual port pams 1o Se2 aliowabie operations.
0 of 4 Remote KWW channels are currently in wse.
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Figure 14: Port Access
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Managing Favorites

» To access a favorite Dominion KX Il device:

Click the device name for that device (listed beneath Favorite
Devices). A new browser opens to that device.

» To toggle the Favorite Devices list display between
name and IP Address:

To display Favorites by IP Address: To display Favorites by name:

Click the Display by IP button. Click the Display by Name button.
Favorite Devices currently Favorite Devices currently displayed
displayed by name; Click Display by IP Address; Click Display by Name
by IP to toggle. to toggle.

Favorite Devices: Favorite Devices:
b 2.0 192168 55948
| DisplayByiP | | Display By Hame |

Manage Favorites Menu

The Manage Favorites menu provides these options: Favorites List,
Discover Devices - Local Subnet, Discover Devices - KX Subnet, and Add
New Device to Favorites.

» To open the Manage Favorites menu:

Click the Manage button. The Manage Favorites page opens.

Use: To:

Favorites List Manage your list of favorite devices.
Discover Devices - Local Discover the devices on the local subnet.
Subnet

Discover Devices - KX Subnet Discover the devices on the KX device
subnet.

Add New Device to Favorites Add, edit, and delete devices from your
list of Favorites.

50 == Raritan.
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Favorites List

From the Favorites List page, you can add, edit, and delete devices from
your list of Favorites.

» To open the Favorites List page:

Select Manage > Favorites List. The Favorites List page opens:

Virtual Media m Device Settings | Security

Hemme ¥ Maaige Fivaiites » Favorbe List

Favorite List i

I Busskers KX B 192168 55,250

[ Dhomiricn KX B 19216559150

I Prazarnas X 1 192 168 .50 48

[ga | [(Edn ][ Delete ]

R et o

Figure 15: Favorites List

» To add a Favorite:

Click the Add button. The Add New Favorite (on page 56) page
opens.

» To delete a Favorite:

Important: Please exercise caution in the removal of favorites; you are
not prompted to confirm their deletion.

1. Check the checkbox next to the appropriate Dominion KX II device.

2. Click the Delete button. The favorite is removed from your list of
favorites.

> To edit a Favorite:

From the Favorites List page, check the checkbox next to the
appropriate Dominion KX II device.

51
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2. Click the Edit button. The Edit page opens:

Port Access | Wirtual Media | User Management | Device Settings | Security | Maint

Home > Manage Fawsiter * Editd Dalube Favodites » Editing: 192.186.39,150

AN Tields are regursd
Demcription

[persinion 11

IP Adibress
[rz1eas0050
Port

T
[55]) [Gameet ]

N B
Figure 16: Edit (Favorite Information)

3. Update the fields as necessary:

Description. Type something meaningful.

IP Address. Type the IP Address of the Dominion KX II unit.

Port. Change the discovery Port (if necessary).
4. Click OK.

==Raritan.
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Discover Devices - Local Subnet

This option discovers the devices on your local subnet (that is, the subnet
where the Dominion KX II Remote Console is running); access these
devices directly from this page, or add them to your list of favorites.

Porl Accrss | Wirtual Media | User Managerment | Device Setlings | Security | Maim*

Hama * Masage Favsitid » Dipeswar Davicad - Local Subnal
7 Use Default Port 5600
Disicower on Port:
i
[T Anmettes_KX116 192168.59.1 3
T Anoettes_Hx432 19216859227
T ASTOHNI-418 1921685918
T buntyks 192 168.59.17
[T Davelcz 192165959206
[T Dominion X 192 168,59 240
[T Dominisri 192 168.59.224
[T Dominionk 192 168.59.225
T Dominkborix 19216858 237
[T DominkorkX 192 168,59 27
[T Dominiors 192 16859 244
[T Dominionk 192.169.59.249
[T Dominkoricx 192 165 59 262
[T Dominior 192 16859253
kx4 192 168.59.233
I 1682 169.59.185
oz 192 163,55 207
T shivas k20 192.163.59.208
. A,
[ setectan ][ Desetecran |
[ Add ][ Retresh |
Copyright @ 2007 Raritan Compaber ind,

B T T R TP,

Figure 17: Discover Devices - Local Subnet
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» To discover devices on the local subnet:

Select Favorites > Discover Devices - Local Subnet. The Discover
Devices - Local Subnet page opens.

2. Select the appropriate discovery port (refer to Network
Miscellaneous Settings (on page 124) for information about the
discovery port):

e To use the default discovery port, check the Use Default Port 5000
option.
e To use a different discovery port:
a. Clear the Use Default Port 5000 option.
b. Type the port number into the Discover on Port field.
c. Click Save.

1. Click Refresh. The list of devices on the local subnet is refreshed.

» To add devices to your Favorites List:
Check the checkbox next to the device name/IP Address.
2. Click Add.

Tip: Use the Select All and Deselect All buttons to quickly select all (or deselect
all) devices in the remote console subnet.

» To access a discovered device:

Click the device name or IP Address for that device. A new browser
opens to that device.

54 =&=Raritan.
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Discover Devices - KX Subnet

This option discovers the devices on the KX device subnet (that is, the

subnet of the Dominion KX II device IP address itself); access these
devices directly from this page, or add them to your list of favorites.

This feature allows multiple Dominion KX II units to interoperate and

scale automatically. The Dominion KX II Remote Console automatically
discovers the Dominion KX II units in the subnet of the Dominion KX II.

Paort Accese

Heme = Manage Favedibes » Digcower Davices - B Subnat

Discover Devices - KX Subnet

C ASTDHN-41E 192168 59218

C CiominioniC: 192168 59.75

C Dorminianis 192,166 59.97

-

C k(2 162 168 59 207
p .
| SelestAl ||  Deselecian |

[ Ada || Retresn |

{
kx2wrcd 182166 59185 i

o i, _ry i e,
- e R ~aali "

.

Figure 18: Discover Devices - KX Subnet

» To discover devices on the KX device subnet:

1. Select Favorites > Discover Devices - KX Subnet. The Discover
Devices - KX Subnet page opens.

2. Click Refresh. The list of devices on the local subnet is refreshed.

» To add devices to your Favorites List:

Check the checkbox next to the device name/IP Address.
2. Click Add.

When you're ready to take control®
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Tip: Use the Select All and Deselect All buttons to quickly select all (or deselect

all) devices in the Dominion KX II device subnet.

» To access a discovered device:

Click the device name or IP Address for that device. A new browser

opens to that device.

Add New Favorite

» To add a device to your favorites list:

1.

Select Manage Favorites > Add New Device to Favorites. The Add
New Favorite page opens:

Port Access | Virtual Media | User Management | Device Settings

Hama » Manage Favontes > Add Hiw Favonta

Al fieldy ane required

Description

IP Adddi & 55 J

T — i

Part

Add News Favorite i

Lo o, R ,___‘Ar-l______ e o A

Figure 19: Add New Favorite

2.

3
4.
5

56

Type a meaningful Description.
Type the IP Address for the device.
Change the discovery Port (if necessary).

Click OK. This device is added to your list of favorites.

Z=Raritan.
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Port Access Page
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After successfully logging into the Dominion KX II Remote Console, the
Port Access page opens. This page lists all of the Dominion KX II ports,
the connected target servers, and their status and availability. The Port
Access page provides access to the target servers connected to the
Dominion KX II. Target servers are servers that you want to control
through the Dominion KX II unit; they are connected to the Dominion
KX1I ports at the back of the unit.

Note: For each connection to a target server, a new Virtual KVM Client window
is opened.

» To use the Port Access page:

1. From the Dominion KX II Remote Console, click the Port Access tab
to open it. The Port Access page opens:

Fort Access

Click on Ehe Individual port pams 1o Se8 aliowabie oparations.
0 of 4 Remote KWW channels are currently in use.
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Figure 20: Port Access
Port Access

The target servers are initially sorted by Port Number; you can
change the display to sort on any of the columns.
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= Port Number. Numbered from 1 to the total number of ports
available for the Dominion KX II unit. Please Note that ports
connected to power strips will not be among those listed,
resulting in gaps in the Port Number sequence.

= Port Name. The name of the Dominion KX II port; initially set to
Dominion-KX2-Port#, but you can change the name to
something more descriptive. When you click on a Port Name
link, the Port Action Menu is opened.

= Status. The Status is either up or down.

= Availability. The Availability can be Idle, Connected, Busy, or
Unavailable.

2. Click the Port Name of the target server you want to access. The Port
Action Menu is displayed. Refer to Port Action Menu (on page 60)
for more information about the menu options available.

3. Select the desired menu option from the Port Action Menu.

» To change the display sort order:

Click the column heading you want to sort on. The list of target
servers is sorted by that column.

Connecting to a Target Server

» To connect to a target server:

From the KX II Remote Console, click the Port Access tab to open it.
The Port Access page opens.

2. Click the Port Name of the target you want to access. The Port
Action Menu is displayed:

m Virtual Media | User Management |Df.-|l|=r.— Sr.-ﬂ-nn-l! Security | Mainienance | Disgnoatica

Home » Ford Asces

|
Fort Access ]

Click en the individual port name o see¢ allowable operations.
1 of 4 Remote KV channels currently in use,

i

1 — —_ Demiemeuc2 Preti up i
2 ‘}_Sww::h From Dominion-KX2_Por... | e

_3 ‘.Qﬂn_e_:..t 5] ]
7 Power Off |7 e
5 Pawer Cycle " = .
0 Dorsmonioc2_Pors P |
L4 Dominmon-kO02_PodT AT

W R o PP - - s PR ... P

Figure 21: Port Action Menu
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Port Action Menu

3. Select Connect. A Virtual KVM Client (on page 64) window opens to

the target server connected to that port.

Port Action Menu

60

When you click on a Port Name in the Port Access list, the Port
Action menu is displayed. Please note that only options available for
the selected port are listed in the Port Action menu:

* Connect. Creates a new connection to the target server. For the
KX II Remote Console, a new Virtual KVM Client (on page 64)
window is opened. For the KX II Local Console, the display
switches to the target server and switches away from the local
user interface. On the local port, the KX II Local Console
interface must be visible in order to perform the switch.

Note: This option is not available from the KX II Remote Console for
an available port if all connections are busy.

= Switch From. Switches from an existing connection to the
selected port (target server). This menu item is available for
every opened connection (up to a maximum of four for units
with 4 remote users; maximum of two for units with 2 remote
users; maximum of 1 for units with 1 remote user); this option is
visible only when one or more Virtual KVM Clients are opened.

Note: This menu item is not available on the KX II Local Console.

* Disconnect. Disconnects this port and closes the Virtual KVM
Client window for this target server. This menu item is available
only when the port status is up and connected, or up and busy.

Note: This menu item is not available on the KX II Local Console; the
only way to disconnect from the switched target in the Local Console
is to use the hotkey (see "Hotkeys" on page 181).

* Power On. Powers on the target server through the associated
outlet. This option is visible only when there is one or more
power associations to this target, when the target is off (port
status is down), and when user has permission to operate this
service.

= Power Off. Powers off the target server through the associated
outlets. This option is visible only when there is one or more
power associations to this target, when the target power is on

(port status is up), and when user has permission to operate this
service.

== Raritan.
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= Power Cycle. Power cycles the target server through the
associated outlets. This option is visible only when there is a
power association (one or more) to this target and when the user
has permission to operate this service.

2. Select the desired menu option for that port to execute it.

Switching between Target Servers

With the Dominion KX 1II, you can access several target servers.
Dominion KX II provides the ability to switch from one target server to
another.

Note: This feature is available in the Dominion KX 1I Remote Console only.

» To switch between target servers:

1.

While already using a target server, access the Dominion KX II Port
Access page.

Click the Port Name of the target you want to access now. The Port
Action Menu is displayed.

Select the Switch From option from the Port Action Menu. The
Virtual KVM Client (on page 64) window switches to the new target
server you selected.

Disconnecting Target Servers

Note: This item is not available on the KX II Local Console; the only way to
disconnect from the switched target in the Local Console is to use the hotkey
(see "Hotkeys” on page 181).

» To disconnect a target server:

1.

Click the Port Name of the target you want to disconnect. The Port
Action Menu is displayed.

Select the Disconnect option from the Port Action Menu. The Virtual
KVM Client (on page 64) window closes the target window.

Tip: You can also close the Virtual KVM Client window by selecting
Connection > Exit from the Virtual KVM menu.

== Raritan.
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Power Controlling a Target Server

Power Controlling a Target Server

62

Note: These features are available only when you have made power associations.
Refer to power control for more information.

Power Cycle a Target Server

> To power cycle a target server:

From the KX II Remote Console, click the Port Access tab to open it.
The Port Access page opens.

2. Click the Port Name of the appropriate target server. The Port Action
Menu is displayed.

Hema » Pord Accus

Port Access 1'

Click on the individual port name o see allowable operations.,
2 of 4 Remote KVM channels currently in use,

i Dormirion kX2 _Pordi

2 Dumireon-HX2 Pod2 dovwm 3

3 : Disconnect B %

4 Pawer Off e 1

5 ( Fower Cycle w k|

& Derminion-H2_Ports dowm {

T Deommirion-kD02_Pord7 dowty

9 Dormireon-KX2_Portd o

10 _I:\-of.:r\-on-l‘;.n?_P\:-ﬂllh i i
R = B e - = D=

Figure 22: Port Action Menu (power options)

3. Select Power Cycle. A message is displayed confirming the action
taken.

Power On a Target Server

» To power ON a target server:

From the KX II Remote Console, click the Port Access tab to open it.
The Port Access page opens.

2. Click the Port Name of the appropriate target server. The Port Action
Menu is displayed.

3. Select Power On.

Z=Raritan.
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Power Off a Target Server

» To power OFF a target server:

1. From the KXII Remote Console, click the Port Access tab to open it.
The Port Access page opens.

2. Click the Port Name of the appropriate target server. The Port Action
Menu is displayed.

3. Select Power Off.

=&=Raritan. 63

When you're ready to take control®



Chapter 6 Virtual KVM Client

In This Chapter
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Chapter 6: Virtual KVM Client

Overview

Whenever you access a target server using the KX II Remote Console, a
Virtual KVM Client window is opened. There is one Virtual KVM Client
for each target server connected to; these windows can be accessed via
the Windows Taskbar.

Virtual KVM Client windows can be minimized, maximized, and moved
around your computer desktop.

Note: Refreshing your HIML browser will close the Virtual KVM Client
connection, so please exercise caution.

£ reewtuakmen -1

Conneckon  Keyeoard  Midea  Mouse ViualMedis  Tess  View  Help

Consslo( Deskiop sz Is 1,280x1,024 i

Figure 23: Virtual KVM Client Window

The features available in the Virtual KVM Client are accessible through
the menu and toolbar.

Feature Description

Menu Bar Drop-down menus of commands and settings.

Toolbar Shortcut buttons to frequently used features and
commands.

Target Server Video Target device display.

Window
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Options

Status Bar Real-time information on connection parameters, target
server window size, concurrent connections, Caps Lock

indicator, and Num Lock indicator.

Note to CC-SG Users

If you are using Dominion KX II in a CC-SG configuration, do not use
the CC-SG proxy mode if you are planning to use the Multi-Platform
Client (MPC).

Options
Menu Tree
The following diagram represents all of the menu options available in
the Virtual KVM Client.
Wirtual KM
Client
I
Cannestion Keybaard Videa Mouse Wirtual Media Toalks Wiew Haolp:
T 1| T 1 I 1 1 1
Froperties ot presiuch SEanzs | | Gonnect Drive Optices View Tookar | | “Viewsa bt
Cliert
I I I I | I
v Mo | [wdsosemas| | T Cﬁ:ﬁéu Seaing
I PR S— I I — 1
Exit j UserCreated || Caleate Color Abscso Torget Scrwen
|
= ] I
Video Settings Indulligar
— s
Standard Legend:
| —— I
: Opdonal :
—
Figure 24: Virtual KVM Client Menu Tree
Toolbar
Button Description
o= Properties
it Video settings
Q Calibrate color
oG Synchronize client and target server mouse cursors
— -
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Refresh screen

Auto-sense video

LU

Send Ctrl+Alt+Delete

o
mn
i

Toggles single/double mouse modes

Full screen

W X =

Resize video to fit screen

Mouse Pointer Synchronization

Z=Raritan.

When remotely viewing a target server that uses a mouse, you will see
two mouse pointers: one belonging to your remote client workstation
and the other belonging to the target server. When the mouse pointer lies
within the Virtual KVM Client target server window, mouse movements
and clicks are directly transmitted to the connected target server. While
in motion, the client mouse pointer slightly leads the target mouse
pointer due to mouse acceleration settings.

{Port Doménlon-EX2  Port 1) Viebwal KV Client

Connaction  Keyboard  Video Mouse  Tools  View  Help

EPGQw ¢ et

T sty C orvgat ee

Fie Edt Vew Foorbes Tooks Hep

HEE S O et SR 9 4510

Address oS vy Comorer

‘g . & =
-.. 3% Py l.nﬂl:nﬁi'fjn

My Computer tac)

A -] [+ ] TR
Setmbmn SR

Figure 25: Dual Mouse Cursors

On fast LAN connections, you may want to disable the Virtual KVM
Client mouse pointer and view only the target server's pointer. You can
toggle between these two modes (single mouse and dual mouse). Refer
to Mouse Menu (on page 81) for additional information about the
available mouse modes.

67
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Mouse Pointer Synchronization

Mouse Synchronization Tips

Be sure to follow these steps when obtaining mouse synchronization:

1.

6.

Verify that the selected video resolution and refresh rate is among
those supported by the Dominion KX II. The Virtual KVM Client
Connection Info dialog displays the actual values that the KX II is
seeing. Please refer to Supported Video Resolutions for more
information about the video resolutions that are supported.

Verify that the cable length is within the specified limits for the
selected video resolution. Please refer to Target Server Connection
Distance and Video Resolution (on page 195) for more information.

Verify that the mouse and video have been properly configured
during the installation process. Please refer to Chapter 3:
Installation and Configuration (see "Installation and Configuration”
on page 14) for complete instructions.

Force an auto-sense by clicking the Virtual KVM Client auto-sense
button.

If that does not improve the mouse synchronization (for Linux,
UNIX, and Solaris target servers):

a. Open a terminal window.
b. Enter the xset mouse 1 1 command.

c. Close the terminal window.

Click the Virtual KVM Client mouse synchronization @ button.

Additional Notes for Intelligent Mouse Mode

68

Be sure that there are no icons or applications in the upper left
section of the screen since that is where the synchronization routine
takes place.

Do not use an animated mouse.

Disable active desktop on target servers.

== Raritan.
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Connection Menu

Properties Dialog

The Dominion KX II dynamic video compression algorithms maintain
KVM console usability under varying bandwidth constraints. Dominion
KX II units optimize KVM output not only for LAN use, but also for
WAN and dialup use. These units can also control color depth and limit
video output, offering an optimal balance between video quality and
system responsiveness for any bandwidth.

@= |Connection |Manually adjust bandwidth-related options (connection speed, color
Properties depth, etc.).

The parameters in the Properties Dialog can be optimized to suit your
needs for different operating environments.

» To set the connection properties:

1. Select Connection > Properties. The Properties Dialog opens.

x

Connection Speed

Color Depth [15-bit RGB Color x|

Smoothing il [ b Low
ok | cancel | sopy |

Figure 26: Properties Dialog

2. Select the Connection Speed from the drop-down list. Dominion KX
II can automatically detect available bandwidth and not limit
bandwidth use; but you can also adjust this usage according to
bandwidth limitations.

Auto

1G Ethernet

100 Mb Ethernet

10 Mb Ethernet

1.5 Mb (MAX DSL/T1)
1 Mb (Fast DSL/T1)
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512 Kb (Medium DSL/T1)
384 Kb (Slow DSL/T1)
256 Kb (Cable)

128 Kb (Dual ISDN)

56 Kb (ISP Modem)

33 Kb (Fast Modem)

24 Kb (Slow Modem)

Please note that these settings are an optimization for specific
conditions rather than an exact speed. The client and server always
attempt to deliver video as quickly as possible on the network
regardless of the current network speed and encoding setting. But
the system will be most responsive when the settings match the real
world environment.

Select the Color Depth from the drop-down list. Dominion KX II can
dynamically adapt the color depth transmitted to remote users in
order to maximize usability in all bandwidths.

15-bit RGB Color
8-bit RGB Color
4-bit Color

4-bit Gray

3-bit Gray

2-bit Gray

Black and White

Important: For most administrative tasks (server monitoring,
reconfiguring, etc.), the full 24-bit or 32-bit color spectrum made
available by most modern video graphics cards is not necessary.
Attempting to transmit such high color depths, wastes network
bandwidth.

Use the slider to select the desired level of Smoothing (15-bit color
mode only). The level of smoothing determines how aggressively to
blend screen regions with small color variation into a single smooth
color. Smoothing improves the appearance of target video by
reducing displayed video noise.

Click OK to set these properties.
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When you're ready to take control®



Chapter 6: Virtual KVM Client

» To cancel without saving changes:
Click Cancel.

Connection Info

» To obtain information about your Virtual KVVM Client
connection:

Select Connection > Connection Info. The Connection Info window

opens:

£ Connection Info x|
e Description Data

1 Device Mame Kx2device

2 IF Address 192168.59.97
| Port 443

4 Data InfSecond 53 KB

5 Data Oub'Second a0 Brs

(7 FPS 9

7 Connect Time 0o:01:54

8 Horizontal Resolution 720

L Werical Resolution 400

10  Refreshrale TOHz

11 Protocol Version 01.18

[Copyto Clipboard | Close |

Figure 27: Connection Info
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The following information is displayed about the current connection:

Device Name. The name of the Dominion KX II device.
IP Address. The IP Address of the Dominion KX II device.

Port. The KVM Communication TCP/IP Port used to access the
target device.

Data In/Second. Data rate in.

Data Out/Second. Data rate out.

Connect Time. The duration of the connect time.

FPS. The frames per second transmitted for video.
Horizontal Resolution. The screen resolution horizontally.
Vertical Resolution. The screen resolution vertically.
Refresh Rate. How often the screen is refreshed.

Protocol Version. RFB Protocol version.

To copy this information.

Click Copy to Clipboard. The information is available to be pasted
into the program of your choice.

Exit

» To close the Virtual KVM Client (the target you are

currently accessing):

Select Connection > Exit.

== Raritan.
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Keyboard Menu

Send Ctrl+Alt+Delete

Due to its frequent use, a Ctrl+Alt+Delete macro has been pre-
programmed into the Virtual KVM Client.

This key sequence is sent to the target server to which you are currently
connected. In contrast, if you were to physically press the
Ctrl+Alt+Delete keys while using the Virtual KVM Client, the command
would first be intercepted by your own PC due to the structure of the
operating system, instead of sending the key sequence to the target
server as intended.

o Send Ctrl+Alt+Delete | Sends a Ctrl+Alt+Delete key sequence to the target server

» To send a Ctrl+Alt+Delete key sequence to the target
server:

e Select Keyboard > Send Ctrl+Alt+Delete, or
e (Click the Send Ctrl+Alt+Delete button from toolbar

Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the
target server, are sent to and interpreted only by the target server.
Otherwise, they might be interpreted by the computer on which the
Virtual KVM Client is running (your client PC).

Macros are stored on the client PC and are PC-specific; therefore, if you
use another PC you will not see your macros. In addition, if another
person uses your PC and logs in under a different name, that user will
see your macros since they are computer-wide. Keyboard macros created
in the Virtual KVM Client are available in MPC and vice versa.

=&=Raritan. 3

When you're ready to take control®



Keyboard Menu

Creating a Keyboard Macro

» To create a keyboard macro (add a macro):

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window
opens:

Eeyhoard Macros I .EI

Select a macro friem the above list

Figure 28: Keyboard Macros
2. Click Add. The Add Keyboard Macro window opens:

Add Eeybosrd Macrs >

x]

Feyboard Maond Mams

Keys 1o Prass

Keys o Release

Waro Seguence

)l Kerys =

e ] -
Right Tl ﬂ
Lol Alt

Righl A

Lefi Shifl

Righl Sret ..'—I

[

Clpar [

o | comem |

Figure 29: Add Keyboard Macro

3. Type aname in the Keyboard Macro Name field. This is the name
that will display on the Virtual KVM Client menu bar after the
macro is created. In this example, type Minimize All Windows.

4. Inthe Keys to Press drop-down list:

a. Scroll through and select each key for which you would like to
emulate a key press (in the order in which they are to be
pressed).

Z=Raritan.
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b. Click the Press Key button after each selection. As each key is
selected, it displays in the Keys to Release field.

In this example, select two keys: the Windows key and the letter D
key.

In the Keys to Release field:

a. Select each key for which you would like to emulate a key
release (in the order in which they are to be released).

b. Click Release Key after each selection.
In this example, both keys pressed must also be released.

Review the Macro Sequence - which has been automatically
generated using the Keys to Press and Keys to Release selections.
Verify that the Macro Sequence is the exact key sequence you want.
(To remove a step in the sequence, select it and click Remove.)

Heyboard Macnd Mame |l-||n|maei'.'l'-'|'-rd-.rm

Keys to Prass

All Fays TI

Kays o Release Waro Seguence

L

PRESS D
RELEACE Lodt'Windows Ky
- RELEASE D

oy M m

=l
Press Key ] - I

Ramwal_"_J:J

camel | cwear |

ox |

Figure 30: Keyboard Macro Example

=
=

Tip: Use the * and v keys to reorder the key sequence.

Click OK from the Add Keyboard Macro window to save the macro.

Click Close from the Keyboard Macros window. The keyboard
macro created is now listed as an option from Keyboard menu:

i TestPC - ¥Yirtual K¥YM Client

Connection  Keyboard | Video  Mouse

!| g_[ Send Ctrl+Alt+Delete

kevhoard Macros..

Minimize All Wwindows

Figure 31: New Macro in Keyboard Menu
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» To cancel without saving changes:

Click Cancel.

» To clear all fields and start over:

Click the Clear button.

Running a Keyboard Macro

Once you have created a keyboard macro, execute it by clicking on its
name in the Keyboard menu.

» To execute a macro (using this example):

Select Keyboard > Minimize All Windows.

An alternative method is to select the macro from the Keyboard Macros
window.

» To execute a macro.

Select Keyboard > Keyboard Macros. The Keyboard Macros window
opens.

2. Select the macro from among those listed.

3. Click Run Macro.

Modifying a Keyboard Macro

» To modify a macro:

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window
opens.

Select the macro from among those listed.

Click Modify. The Add/Edit Macro window opens.
Make your changes.

Click OK.

U N

Removing a Keyboard Macro

Please exercise caution in the removal of macros; you are not prompted
to confirm their deletion.

== Raritan.
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» To remove a macro:

1. Select Keyboard > Keyboard Macros. The Keyboard Macros window
opens.

2. Select the macro from among those listed.

3. Click Remove. The macro is deleted.

Video Menu

Video settings can be refreshed automatically in several ways:

e The Refresh Screen option forces a refresh of the video screen

e The Auto-sense Video Settings option automatically detects the
target server's video settings

e The Calibrate Color option calibrates the video to enhance the colors
being displayed

In addition, you can manually adjust the settings using the Video
Settings option.

Refresh Screen

The Refresh Screen option forces a refresh of the video screen. The entire
video screen is redrawn.

g Refresh Screen button

» To refresh the video settings:
e Select Video > Refresh Screen, or

e C(Click the Refresh Screen button from toolbar

Auto-sense Video Settings

The Auto-sense Video Settings option forces a re-sensing of the video
settings (resolution, refresh rate) and redraws the video screen.

@ Auto-Sense Video Settings button

» To automatically detect the video settings:
e Select Video > Auto-sense Video Settings, or

e Click the Auto-Sense Video Settings button from toolbar

A message is displayed that auto adjustment is in progress.

=&=Raritan. -
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Calibrate Color

Use the Calibrate Color command to optimize the color levels (hue,
brightness, saturation) of the transmitted video images. The Dominion
KX I color settings are on a target server-basis.

G Calibrate Color Adjusts color settings to optimize the video display.

Note: The Calibrate Color option applies to the current connection only.

» To calibrate the color:

Open a remote KVM connection to any target server running a
graphical user interface.

2. Select Video > Calibrate Color (or click the Calibrate Color button).
The target device screen updates its color calibration.

Video Settings

Use the Video Settings option to manually adjust the video settings.

Video Settings Opens Video Settings for manual adjustment of video parameters.

== Raritan.
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» To change the video settings:

1. Select Video > Video Settings. The Video Settings window opens
displaying the current settings:

videosettings ____________ x|
Moice Fiter 4| | v 2
BrightnessRed 4 [ »| 41
Brightness Green 4] [ | 46

Brightness Blue 4 i Bl 58
ContrastRed <] [ | 223
Contrast Green 4 [ »] 214
ConfrastBlue < [ " ¥| 208
Clock 4] [ ¥ 1344

Phase 4] | k| 13
Horizontal Offtset 4] | ¥ 281
Vertical Offset [ 28

[ {furto Color Calibration|

* Bast possible video mode
" Quick sense video mode

Oldl Cancell Aop |

Figure 32: Video Settings

2. Use the sliders to adjust the settings to achieve the desired results (as
you adjust the settings the effects are immediately visible):

* Noise Filter. Dominion KX II can filter out the electrical
interference of video output from graphics cards. This feature
optimizes picture quality and reduces bandwidth. Higher
settings transmit variant pixels only if a large color variation
exists in comparison to the neighboring pixels. However, setting
the threshold too high can result in the unintentional filtering of
desired screen changes.

Lower settings transmit most pixel changes. Setting this
threshold too low can result in higher bandwidth use.

= Brightness: Use this setting to adjust the brightness of the target
server display.
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= Red. Controls the brightness of the red signal.
= Green. Controls the brightness of the green signal.
* Blue. Controls the brightness of the blue signal.
* Color Contrast Settings: Controls the contrast adjustment.
= Contrast Red. Controls the red signal.
= Contrast Green. Controls the green signal.
* Contrast Blue. Controls the blue signal.

= If the video image looks extremely blurry or unfocused, the
settings for clock and phase can be adjusted until a better image
appears on the active target server.

Warning: Please exercise caution when changing the Clock and
Phase settings; doing so may result in lost or distorted video and you
may not be able to return to the previous state. Contact Raritan
Technical Support before making any changes.

* Clock. Controls how quickly video pixels are displayed
across the video screen. Changes made to clock settings
cause the video image to stretch or shrink horizontally; odd
number settings are recommended. Under most
circumstances this setting should not be changed because
the auto-detect is usually quite accurate.

* Phase. Phase values range from 0 to 31 and will wrap around.
Stop at the phase value that produces the best video image
for the active target server.

= Offset: Controls the on-screen positioning:

= Horizontal Offset. Controls the horizontal positioning of the
target server display on your monitor.

* Vertical Offset. Controls the vertical positioning of the target
server display on your monitor.

= Auto Color Calibration. Check this option if you would like
automatic color calibration.

* Video Sensing: Select the video sensing mode:

80 =&=Raritan.
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= Best possible video mode: Dominion KX II will perform the
full Auto Sense process when switching targets or target
resolutions. Selecting this option calibrates the video for the
best image quality.

*  Quick sense video mode: With this option, the Dominion KX
II will use a quick video Auto Sense in order to show the
target's video sooner. This option is especially useful for
entering a target server's BIOS configuration right after a
reboot.

3. Click Apply. The Video Settings are changed.

Note: Some Sun background screens, such as screens with very dark borders,
may not center precisely on certain Sun servers. Use a different background or
place a lighter colored icon in the upper left corner of the screen.

» To cancel with saving your changes:
Click Cancel.

Mouse Menu

When controlling a target server, the KX II Remote Console displays two
mouse cursors: one belonging to your client workstation and the other
belonging to the target server. You can operate in either single mouse
mode or dual mouse mode. When in dual mouse mode and properly
configured, these two mouse cursors will align. If you experience
difficulty with mouse synchronization, refer to Configure Target Servers
(see "Step 1: Configure Target Servers" on page 15).

When there are two mouse cursors, the Dominion KX II offers several
mouse modes:

e Absolute (Mouse Synchronization)
e Intelligent (Mouse Mode)
e Standard (Mouse Mode)

Synchronize Mouse

In dual mouse mode, the Synchronize Mouse option forces realignment
of the target server mouse pointer with Virtual KVM Client mouse
pointer.

@ Synchronize Mouse

=&=Raritan. a1

When you're ready to take control®



Mouse Menu

» To synchronize the mouse:
e Select Mouse > Synchronize Mouse, or

e  Click the Synchronize Mouse button from the toolbar

Single Mouse Cursor

Single Mouse Cursor enters single mouse mode, in which only the target
server mouse cursor is shown; the local PC mouse pointer no longer
appears on-screen. While in single mouse mode, the Synchronize Mouse
option is not available (there is no need to synchronize a single mouse
cursor).

M Single Mouse Cursor

» To enter single mouse mode:
e  Select Mouse > Single Mouse Cursor, or

e (lick the Single/Double Mouse Cursor button from the toolbar

» To exit single mouse mode:

When entering single mouse mode, the following message is
displayed. Click OK.

‘ol are about 1o enlér Single Mouse Curser, While you are in this mode,
this software will hivve exclusive control over the mouse and keyboard.
To exit Single Mouse Cursor you must press:

AN+F10

o] conce |

Figure 33: Single Mouse Cursor Message

2. Press Alt+F10 from your keyboard to exit single mouse mode.
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Standard

This is the standard mouse synchronization algorithm using relative
mouse positions. Standard mouse mode requires that acceleration is
disabled and other mouse parameters are set correctly in order for the
client and server mouse to stay synchronized. Standard mouse mode is
the default.

> To enter standard mouse mode:

Select Mouse > Standard

Intelligent

In Intelligent mouse mode, the Dominion KX II can detect the target
mouse settings and synchronize the mouse pointers accordingly,
allowing mouse acceleration on the target. In this mode, the mouse
cursor does a “dance” in the top left corner of the screen and calculates
the acceleration. For this mode to work properly, certain conditions must
be met.

For additional information on Intelligent Mouse mode, refer to the
Raritan Multi-Platform Client User Guide (Appendix B: Conditions for
Intelligent Mouse Synchronization) available on Raritan's Website
http://www .raritan.com/support/productdocumentation, or on the
Raritan User Manuals & Quick Setup Guides CD ROM included with
your Dominion KX II shipment.

» To enter intelligent mouse mode:

Select Mouse > Intelligent

Absolute

Note: Absolute Mouse Synchronization is available for use with the Virtual
Media-enabled USB CIM (D2CIM-VUSB) only.

In this mode, absolute coordinates are used to keep the client and target
pointers in sync, even when the target mouse is set to a different
acceleration or speed. This mode is supported on servers with USB ports;
the mouse moves to the exact location on the target server.

» To enter absolute mouse mode:

Select Mouse > Absolute

=&=Raritan. a3
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Virtual Media

Refer to the chapter on Virtual Media (on page 87) for complete
information about setting up and using virtual media.

Tools Menu

84

Options

From the Tools menu, you can specify certain options for use with the
Virtual KVM Client: synchronize mouse when in dual mouse mode,
enable logging, keyboard type, and the exit target screen resolution
mode hotkey.

» To set the tools options:

1. Select Tools > Options. The Options window opens:

options R x|
™ [Enable Lagging!
Keyboard Type: |usnntemational =]
Exit Target Screen Resolution Mode - Holkey: !¢1rlwrtu 'l
Exit Single Cursor Made - Hotkey: mﬂ

ok| cancel |

Figure 34: (Tools) Options

2. Check the Enable Logging checkbox only if directed to by Technical
Support. This option creates a log file in your home directory.

3. Select the Keyboard Type from the drop-down list (if necessary). The
options include:

US/International
French (France)
German (Germany)
Japanese

United Kingdom

Korean (Korea)

Z=Raritan.
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4. Exit Target Screen Resolution Mode - Hotkey. When you enter target
screen resolution mode, the display of the target server becomes full
screen and acquires the same resolution as the target server. This is
the hotkey used for exiting this mode; select from the drop-down
list.

5. Exit Single Cursor Mode - Hotkey. When you enter single cursor
mode, only the target server mouse cursor is visible. This is the
hotkey used to exit single cursor mode and bring back the client
mouse cursor; select from the drop-down list.

6. Click OK.

View Menu

View Toolbar

You can use the Virtual KVM client with or without the toolbar display.

» To toggle the display of the toolbar (on and off):

Select View > View Toolbar.

Scaling

Scaling your target window allows you to view the entire contents of the
target server window. This feature increases or reduces the size of the
target video to fit the Virtual KVM Client window size, and maintains
the aspect ratio so that you see the entire target server desktop without
using the scroll bar.

» To toggle scaling (on and off):

Select View > Scaling.

Target Screen Resolution

When you enter target screen resolution mode, the display of the target
server becomes full screen and acquires the same resolution as the target
server. The hotkey used for exiting this mode is specified in the Options
dialog (default is Ctrl+Alt+M).

» To enter target screen resolution:

Select View > Target Screen Resolution.

=&=Raritan. -
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» To exit target screen resolution mode:

Press the hotkey configured in the Tools Options dialog. The default
is Ctrl+Alt+M.

Note to CC-SG Users: Target Screen Resolution is disabled; full screen mode is
available only when the Dominion KX II device is not under CC-SG
management.

Help Menu
About Raritan Virtual KVM Client
This menu option provides version information about the Virtual KVM
Client should you require assistance from Raritan technical support.
» To obtain version information:
Select Help > About Raritan Virtual KVM Client.
=V= o
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Virtual media extends KVM capabilities by enabling target servers to
remotely access media from the client PC and network file servers. With
this feature, media mounted on the client PC and network file servers is
essentially mounted virtually by the target server. The target server can
then read from and write to that media as if it were physically connected
to the target server itself. Virtual media can include internal and USB-
mounted CD and DVD drives, USB mass storage devices, PC hard
drives, and ISO images (disk images).

Virtual media provides the ability to perform additional tasks remotely,
such as:

e transferring files

e running diagnostics

e installing or patching applications

e complete installation of the operating system

This expanded KVM control eliminates most trips to the data center,
saving time and money, thereby making virtual media very powerful.

== Raritan.
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Figure 35: Virtual Media Connection
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Prerequisites for Using Virtual Media

90

The following conditions must be met in order to use virtual media:

Dominion KX 11

For users requiring access to virtual media, KX permissions must be
set to allow access to the relevant ports, as well as virtual media
access (VM Access port permission) for those ports. Port permissions
are set at the group-level; please refer to Setting Port Permissions
(on page 106) for more information.

(Optional) If you want to use PC-Share, VM Share Mode (see
"Encryption & Share" on page 151) must also be enabled in the
Security Settings page.

Client PC

Certain virtual media options require administrative privileges on
the client PC (e.g., drive redirection of complete drives).

Note: If you are using Microsoft Vista, turn User Account Control
off: Control Panel > User Accounts > User Account Control > turn off.

If you would prefer not to change Vista account permissions, run
Internet Explorer as an administrator. To do this, click on the Start
Menu, locate IE, right click it and select Run as Administrator.

USB 2.0 ports are both faster and preferred.

Target Server

Target servers must support USB connected drives.

Target servers running Windows 2000 must have all of the recent
patches installed.

== Raritan.
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Using Virtual Media

With the Dominion KX II virtual media feature, you can mount up to
two drives (of different types). These drives are accessible for the
duration of the KVM session.

For example, you can mount a specific CD-ROM, use it, and then
disconnect it when you are done. The CD-ROM virtual media “channel”
will remain open, however, so that you can virtually mount another CD-
ROM. These virtual media “channels” remain open until the KVM
session is closed.

» To use virtual media:

1. Connect/attach the media to the client or network file server that you
want to access from the target server. This need not be the first step,
but it must be done prior to attempting to access this media.

2. Verify that the appropriate prerequisites (see "Prerequisites for
Using Virtual Media" on page 90)are met.

3. (File server ISO images only) If you plan to access file server ISO
images, identify those file servers and images through the Dominion
KX II Remote Console File Server Setup page (see "File Server Setup
(File Server ISO Images Only)" on page 96).

4. Open a KVM session (see "Opening a KVM Session" on page 92)
with the appropriate target server.

5. Connect to the virtual media.

For: Select this VM option:

Local drives Connect Drive (see "Local Drives" on
page 93)

Local CD/DVD drives Connect CD-ROM/ISO Image (see "CD-
ROM/DVD-ROM/ISO Images" on page
94)

ISO Images Connect CD-ROM/ISO Image

File Server ISO Images Connect CD-ROM/ISO Image

6. Upon completion of your tasks, disconnect the virtual media (see
"Disconnecting Virtual Media" on page 95).

=&=Raritan. o1
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Opening a KVM Session

» To open a KVM session:

Open the Port Access page from the Dominion KX II Remote
Console.

Home * Fort Asdess

Port Access

Click on the individual port nama to see allowable operations.
@ of 4 Remote KV channels currentiy in use,

& Parl Number

1

2 Dramirion:kx2_Port? [

3 Dromarinn-Hx2_Portd o

4 Dominion-Kx2_Portd o

5 D2 _Perts [F-] 3

] Dromarion-Hx2_Ports o ‘
b ® iy |, s Rt B8 e, i e, e e M i AR ne Iy

Figure 36: Open KVM Session
2. Connect to the target server from the Port Access page:
a. Click the Port Name for the appropriate server.
b. Select the Connect option from the Port Action Menu.

The target server opens in a Virtual KVM Client (on page 64) window.

92 =&=Raritan.
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Connecting to Virtual Media

== Raritan.

Local Drives

This option mounts an entire drive; the entire disk drive is mounted
virtually onto the target server. Use this option for hard drives and
external drives only; it does not include network drives, CD-ROM, or
DVD-ROM drives. This is the only option for which Read-Write is
available.

Note: Target servers running certain version of the Windows operating system
may not accept new mass storage connections after an NTFS-formatted
partition (e.g., the local C drive) has been redirected to them. If this occurs, close
the Dominion KX II Remote Console and reconnect before redirecting another
virtual media device. If other users are connected to the same target server, they
must also close their connections to the target server.

» To access a drive on the client computer:

1. From the Virtual KVM Client, select Virtual Media > Connect Drive.
The Map Virtual Media Drive dialog opens:

Map Virtual Media Drive: TestPC x|

Select a local drive for mounting oito the target server.

Connect I Cancel I

Figure 37: Map Virtual Media Drive
2. Select the drive from the Local Drive drop-down list.

3. If you want read and write capabilities, check the Read-Write option
checkbox. This option is disabled for non-removable drives. Please
refer to the conditions when read-write is not available (on page 94)
for more information. When checked, you will be able to read or
write the connected USB disk.

WARNING: Enabling Read-Write access can be dangerous!
Simultaneous access to the same drive from more than one entity can
result in data corruption. If you do not require write access, leave
this option unchecked.

93
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4. Click Connect. The media will be mounted on the target server
virtually. You can access the media just like any other drive

Conditions when Read-Write is not Available

Virtual media read-write is not available in the following situations:
e For all hard drives.

e  When the drive is write-protected.

e When the user does not have read-write permission:

= Port Permission Access is set to None or View

= Port Permission VM Access is set to Read-Only or Deny

CD-ROM/DVD-ROM/ISO Images
This option mounts CD-ROM, DVD-ROM, and ISO images.

» To access a CD-ROM, DVD-ROM, or ISO image:

From the Virtual KVM Client, select Virtual Media > Connect CD-
ROM/ISO Image. The Map Virtual Media CD/ISO Image dialog
opens:

*Map Wirtual Media CDTS0 Inadge: Lbmachine ! ZI
Select a CODVD drive or an 150 image to mount onto the L get sarver.

 [Coeal CO7 5 v

| ico-ROM) |

B0 mage:
Image Path:

| i

" Remote Senver 130 Image
Hostnanme: Insage:
Filg Sarver Usemarmea: Fiile: Sarver Passward:

I [

Connecl M

Figure 38: Map Virtual Media CD/ISO Image
2. For internal and external CD-ROM or DVD-ROM drives:
a. Select the Local CD/DVD Drive option.

Z=Raritan.

When you're ready to take control®



Chapter 7: Virtual Media

b. Select the drive from the Local CD/DVD Drive drop-down list.
All available internal and external CD and DVD drive names
will be populated in the drop-down list.

c. Click Connect.
3. For ISO images:

a. Select the ISO Image option. Use this option when you want to
access a disk image of a CD, DVD, or hard drive. ISO format is
the only format supported.

b. Click the Browse button.

c. Navigate to the path containing the disk image you want to use
and click Open. The path is populated in the Image Path field.

d. Click Connect.
4. For remote ISO images on a file server:
a. Select the Remote Server ISO Image option.

b. Select Hostname and Image from the drop-down lists. The file
servers and image paths available are those that you configured
using the File Server Setup page. Only items you configured
using the Dominion KX II File Server Setup page will be in the
drop-down list.

c. File Server Username. Username required for access to the file
server.

d. File Server Password. Password required for access to the file
server (field is masked as you type).

e. Click Connect.

The media will be mounted on the target server virtually. You can access
the media just like any other drive.

Disconnecting Virtual Media

» To disconnect the Virtual Media drives:
e For local drives, select Virtual Media > Disconnect Drive

e For CD-ROM, DVD-ROM, and ISO images, select Virtual Media >
Disconnect CD-ROM/ISO Image

Note: In addition to disconnecting the virtual media using the Disconnect
option, simply closing the KVM connection closes the Virtual Media as well.
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File Server Setup (File Server ISO Images Only)

96

Note: This feature is only required when using virtual media to access file server
ISO images.

Use the Dominion KX II Remote Console File Server Setup page to
designate the files server(s) and image paths that you want to access
using Dominion KX II Virtual Media. File server ISO image(s) specified
here will become available for selection in the Remote Server ISO Image
Hostname and Image drop-down lists (in the Map Virtual Media
CD/ISO Image dialog (see "CD-ROM/DVD-ROM/ISO Images" on page
94)).

» To designate file server ISO images for virtual media
access:

1. Select Virtual Media from the Dominion KX II Remote Console. The
File Server Setup page opens:

'rﬁ'?ﬂ User Management | Device Setlings | Security | Mainlenancs I:Iilnnu:li:-

Port Accens | Ml

Homa » Fila Sarme Setup . Legoul
File Server Setup
Seleclad Hoet Hame APAddrons Image Path
= EECEEE [emagesidisict ko #
r I I
r I [ i
r [ I
r | | <
r I I
r | |
r I I
r [ I
r I I
- ﬁ@ e T ot e I e ke A

Figure 39: File Server Setup

2. Input information about the file server ISO images that you want to
access:

=  Host Name/IP Address. Host name or IP Address of the file
server.

= Image Path. Full path name of the location of the ISO image.

Z=Raritan.
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3. Check the Selected checkbox for all media that you want accessible
as virtual media.

4. Click Save. All media specified here will now be available for
selection in the Map Virtual Media CD/ISO Image dialog.

» To cancel without saving:

Click Cancel.
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User Management Menu

The User Management menu is organized as follows: User List, Add
New User, User Group List, Add New User Group, Change Password,
and Authentication Settings.

Use: To:

User List Display an alphabetical list of all users; add,
modify, or delete users.

Add New User Add new users; modify user information.

User Group List Display an alphabetical list of all user groups; add,

modify, or delete user groups.

Add New User Group Add new user groups; modify user group

information.
Change Password Change password for a specific user.
Authentication Configure the type of authentication used for
Settings access to the Dominion KX II.
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User List

Z=Raritan.

The User List page displays a list of all users including their Username,
Full Name, and User Group. The list can be sorted on any of the columns
by clicking on the column name. From the User List page, you can also
add, modify, or delete users.

» To view the list of users:

Select User Management > User List. The User List page opens:

g

Port Access | Virual Media
Home » Upes Managemant » U Legout

User List

A Username Full Reme User Group
Lot g A Addein
I marketing A Consumen Beareting
O insder Jon Tacster Etester
L.
Add | | Detete

s e ke bl et B st i e by e, i g s g 4

Figure 40: User List

» To add a new user:

Click the Add button. The User page opens. For complete
information about the User page, refer to Add New User (on page
100).

» To modify an existing user:
Locate the user from among those listed.

2. Click on the Username. The User page opens. For complete
information editing the user, refer to Modify Existing User (on page
101).

» To delete a user:

Select the user from among those listed by checking the checkbox to
the left of the Username.

2. Click Delete.

3. You are prompted to confirm the deletion. Click OK.

99
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Add New User
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It is a good idea to define user groups before creating Dominion KX II
users, because when you add a user, you must assign that user to an
existing user group. From the User page, you can add new users, modify
user information, and reactivate users that have been deactivated.

Note: A username can be deactivated (Active checkbox is cleared) when the
number of failed login attempts has exceeded the maximum login attempts set in
the Security Settings screen. Refer to Security Settings (on page 147) for more
information.

> To add a new user:
1. Open the User page using one of these methods:

= Select User Management > Add New User, or

* Click the Add button from the User List page

Port Accose

Hema = Lgat Managamant > Uper

ser ___________| ]

Ut mame © !
|

Fusll Hane i
‘ {
Password *

|

Confirm Password ° {

User Group '

[~ et |
[ Active
oK | [ Cancel
ek e *x_x.-..x.nl"““ A AR m e et

Figure 41: User Page
2. Type a unique name in the Username field (up to 16 characters).

3. Type the person's full name in the Full Name field (up to 64
characters).

4. Type a password in the Password field; retype the password in the
Confirm Password field (up to 64 characters).
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5. Select the group from the User Group drop-down list. The list
contains all groups you have created in addition to the system-
supplied default groups (<Unknown> (default setting), Admin,
Individual Group). If you do not want to associate this user with an
existing User Group, select Individual Group from the drop-down
list.

For more information about permissions for an Individual Group,
refer to Set Permissions for Individual Group (on page 110).

6. To activate this user, check the Active checkbox. The default is
activated (enabled).

7. Click OK.

Modify Existing User

» To modify an existing user:

From the User page, change the appropriate fields. (Refer to Add
New User (on page 100) for information about how to get access the
User page.)

2. Click OK.
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User groups are used with local and remote authentication (via RADIUS
or LDAP). It is a good idea to define user groups before creating
individual users, because when you add a user, you must assign that
user to an existing user group.

The User Group List page displays a list of all user groups, which can be
sorted in ascending or descending order by clicking on the Group Name
column heading. From the User Group List page, you can also add,
modify, or delete user groups.

» To list the user groups:

Select User Management > User Group List. The User Group List

page opens:
Pert Accens | VirtustWooks |BRBMBRRGRIRRR Device Setimps | Securty | Mamenance | megnosics
Home » Usad Mansgemant » Graupd Lupm.‘
Uzer Group List ;
=L inknorwme
I Enarionting
r itestig
i
add | [ Delete j
B T LR T A R i T ~"""‘~,_~.\_..-

Figure 42: User Group List

» To add a new user group:

Click the Add button. The Group page opens. For complete
information about the Group page, refer to Add New User Group (on
page 103).

» To modify an existing user group:
Locate the user group from among those listed.

2. Click on the Group Name. The Group page opens. For complete
information editing the group, refer to Modify Existing User Group
(on page 109).
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» To delete a user group:

Important: Before deleting a group, ensure that no users are assigned
to it, or those users will also be deleted.

Tip: To determine the users belonging to a particular group, sort the User List
by User Group.

1. Select a group from among those listed by checking the checkbox to
the left of the Group Name.

2. Click Delete.
3. You are prompted to confirm the deletion. Click OK.

Add New User Group

» To add a new user group:
1. Open the Group page using one of these methods:

= Select User Management > Add New User Group, or
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= Click the Add button from the User Group List page
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Figure 43: Group Page
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The Group page is organized into the following categories: Group,
Permissions, Port Permissions, and IP ACL.

2. Type a descriptive name for the new user group into the Group
Name field.

3. Set the Permissions for the group. Check the boxes before the
permissions you want to assign to all of the users belonging to this
group. Refer to Setting Permissions (on page 105) for more
information.

4. Set the Port Permissions. Specify the server ports that can be
accessed by users belonging to this group (and the type of access).
Refer to Setting Port Permissions (on page 106) for more
information.

5. Set the IP ACL (see "Group-based IP ACL (Access Control List)" on
page 106) (optional). This feature limits access to the Dominion KX II
device by specifying IP addresses; it applies only to users belonging
to a specific group, unlike the IP Access Control (on page 153) list
feature which applies to all access attempts to the device (and takes

priority).
6. Click OK.

Note: Several administrative functions are available within MPC and from the
Dominion KX II Local Console; these functions are available only to members of
the default ADMIN group.

Setting Permissions

Important: Checking the “User Management” checkbox allows the
members of the group to change the permissions of all users, including
their own. Carefully consider granting these permissions.

Permission Description

Device Settings Network settings, date/time settings, port configuration
(Channel names, power associations), event management

(SNMP, Syslog), virtual media file server setup

Diagnostics Network interface status, network statistics, ping host,
trace route to host, KX diagnostics

Maintenance Backup and restore database, firmware upgrade, factory
reset, reboot

PC-Share Simultaneous access to the same target by multiple users
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Permission Description

Security SSL certificate, security settings (VM Share, PC-Share), IP
ACL

User User and group management, remote authentication

Management (LDAP/RADIUS), login settings

Setting Port Permissions

For each server port, you can specify the type of access, the type of access
to the virtual media, and the power control. Please note that the default
setting for all permissions is disabled.

Access VM Access Power Control
Option  Description Option Description ~ Option  Description
None*  Denied access Deny* Virtual Deny*  Denied
completely media access
permission completely
is denied
altogether
for the port
View View the Read- Virtual Access  Complete
video (butnot Only media access
interact with) access is
the connected limited to
target server read access
only
Control Control the Read- Complete
connected Write access (read,
target server write) to
virtual
media
* Default setting

Tip: Use the checkboxes to quickly set all the permissions the same for every
port.

Group-based IP ACL (Access Control List)

Important: Please exercise caution when using group-based IP access
control. It is possible to be locked out of your Dominion KX II if your
IP Address is within a range that has been denied access.

Z=Raritan.
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This feature limits access to the Dominion KX II device by users in the
selected group to specific IP addresses. This feature applies only to users
belonging to a specific group, unlike the IP Access Control List feature
which applies to all access attempts to the device, is processed first, and
takes priority. Refer to IP Access Control (on page 153) for more
information.

Important: IP Address 127.0.0.1 is used by the Dominion KX II Local
Port. When creating an Access Control List, if 127.0.0.1 is within the
range of IP Addresses that are blocked, then you will not have access
to the Dominion KX II local port.

Use the IP ACL section of the Group page to add, insert, replace, and
delete IP access control rules on a group-level basis.

IP ACL

Rule = Starting IF Enling W Action
i [ [ e =]

.:'l.||pa,-|'|r|- [ il'l-'.-_-l:l‘ FL;IJ..;- | -[;q--lrhr-_- |
| ] ] ]

Figure 44: Group-based IP Access Control List

» To add (append) rules:

1. Type the starting IP Address in the Starting IP field.
2. Type the ending IP Address in the Ending IP field.
3. Select the Action from the available options:

= Accept. IP Addresses specifying accept are allowed access to the
Dominion KX II device.

= Drop. IP Addresses specifying drop are denied access to the
Dominion KX II device.

4. Click Append. The rule is added to the bottom of the rules list.

5. Repeat steps 1 through 4 for each rule you want to enter.

» Toinsert a rule:

1. Type a Rule #. A Rule # is required when using the Insert command.
2. Populate the Starting IP and Ending IP fields.

3. Select the Action from the drop-down list.

4. Click Insert. If the Rule # you just typed equals an existing Rule #, the

new rule is placed ahead of the exiting rule and all rules are moved
down in the list.
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2.
3.

To replace a rule:

Specify the Rule # you want to replace.
Populate the Starting IP and Ending IP fields.
Select the Action from the drop-down list.

Click Replace. Your new rule replaces the original rule with the same
Rule #.

To delete a rule:
Specify the Rule # you want to delete.
Click Delete.

You are prompted to confirm the deletion. Click OK.

Important: ACL rules are evaluated in the order in which they are
listed. For instance, in the example shown here, if the two ACL rules
were reversed, Dominion would accept no communication at all.

IP ACL

Buibe = Starting P Enudlineg IF Action

1 182166501 19216855255 ACCEPT

2 0.000 255 255 255 255 DROP

I I I [acceer =]
Appaid J L Irvseit ] | Paplace ] l [ie et |

Figure 45: IP ACL Example

Tip: The rule numbers allow you to have more control over the order in which
the rules are created.

Z=Raritan.
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Modify Existing User Group

Note: All permissions are enabled (and cannot be changed) for the Admin group.

» To modify an existing user group:

1. From the Group page, change the appropriate fields and set the

appropriate permissions.

Pert Aceess | Wirlual Media Umer

Device Settings | Security | Maintenance | Disgrostics

| Home » Usss Mansgemeat > Seaup Logeit
Gaoup Hane
@mackelivg
r Daowice Settings
r Disgnostics
r Mlainilevane s
r PC-Shaie
- Sociminy
iz Vst Management
Poai Aeiean VM Accean Pavwed oy ol
Dosanion kX2 _Peati bone: =] Doyt bl ey |
Domanion-Kx?_Peat? Bone ¥ Doyt P! Doy =
Domnion kX2 _Peatd bone: =) el F-| Dery =]
Dosanion-Kxz_Poitd Hone | Doyt =] Dery =]
Domnion-KX?_Poats rone | Dyt =] Dery =]
Domanion-KX?_Poaté bone: =] (] E Doy x|
Dominion-KE?_Poat] bons ¥ | Dyt i Doy =]
Domanion KX2_Peats Mone: ) Dyt P} Doy E|
Domanion-KX?_Poaty Hone =] Dy =] Dery =]
DomanionKx? Portis  [Hone =] Dy  E Coryr
Domanion KX?_Poatil Bone ¥ Doyt F-| Doy =]
Domanion KXz _Portiz  [None =] oyt | Doy x|
DominionHxz_Port1s  [Mene =] Dyt =] Dery =]
DominionKxz_Portid  [Pene =] Dyt =] Dery =]
Bosnion-Kx2_Poatis  |Mone =] Doyt =] Dery =]
Domanion-KX2_Poatis  [Mone = [ = |
[ 564 AT bo Mo [ Siet A8 WM Acoass o Darvy [ 54 AT Parwesr b Daery
[ 58 A b View [ Set AN VM Aceass fi Rend-Cniy
FSHHDOCWH FM”WMHWMM rﬁuumloﬁ\ccns
Fule Starting IF Envdling IP Action
| [ [ [accerT =]
|_ Appand J hvsen || Faplaca || Dielete J
i
Capyright @ 2007 Rartan Compuler inC.
Figure 46: Modify Group
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Set the Permissions for the group. Check the boxes before the
permissions you want to assign to all of the users belonging to this
group. Refer to Setting Permissions (on page 105) for more
information.

Set the Port Permissions. Specify the server ports that can be
accessed by users belonging to this group (and the type of access).
Refer to Setting Port Permissions (on page 106) for more
information.

Set the IP ACL (optional). This feature limits access to the Dominion
KX I device by specifying IP addresses. Refer to Group-based IP
Access Control List (see "Group-based IP ACL (Access Control List)"
on page 106) for more information.

Click OK.

Set Permissions for Individual Group

» To set permissions for an individual user group:

1.

Locate the user from among the groups listed. Individual groups can
be identified by the @ in the Group Name.

Click on the Group Name. The Group page opens.
Select the appropriate permissions.

Click OK.

== Raritan.
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Change Password

» To change your password:

1. Select User Management > Change Password. The Change Password
page opens:

Port Access ser Managemen | Security

Hama > Ugar Managamant > Chinga Pasmsid

Change Password

Ol Passwiord

Hew Password

I

Condirm Hew Pasaword

[ox] [ cancel

BT P Y e e r—---"‘--L__..w-‘w-—~-._."\.._a\..L -

B T

Figure 47: Change Password
2. Type your current password in the Old Password field.

3. Type anew password in the New Password field; retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and special characters (see "Valid Special Characters" on
page 32).

4. Click OK.

5. You will receive confirmation that the password was successfully
changed. Click OK.

Note: If strong passwords are in use, this page displays information about the
format required for the passwords. For more information about passwords and
strong passwords, refer to Security Settings - Strong Passwords (see
"Strong Passwords” on page 149).
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Authentication Settings

From the Authentication Settings page you can configure the type of
authentication used for access to your Dominion KX II. Refer to
Authentication vs. Authorization for more information about how
authentication and authorization operate and differ.

Note: Even if you select remote authentication (LDAP or RADIUS), local
authentication is still used.

» To configure authentication:

1. Select User Management > Authentication Settings. The
Authentication Settings page opens:

112 =&=Raritan.
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R ——

| Dewice Settings

Hema * Lar Managesant > Axthantication Sabtings

Autlemtication Settings

i Local Adhentication
¢~ LDAP

Paiinaaiy LOAP S ved

Secondary LDAF Server

Secret Plaase

Confirm Secret Pha ase

?
]
|
== |

Certilicate File

li Bigwrie I

[HI of Adimindets ative Leos

Baer Search DI
Type of External LIKF Serven
Active D et ory Dodnsin

{ RADMS

Py RADUS Sopvei
I

Shail & SeLiet

Authentication Port

Acounting Pon
T P S R

Figure 48: Authentication Settings

2. Select the option for the authentication protocol you want to use
(Local Authentication, LDAP, or RADIUS). Selecting the LDAP
option enables the remaining LDAP fields; selecting the RADIUS
option enables the remaining RADIUS fields.

3. If you selected Local Authentication, proceed to step 6.

4. If you selected LDAP, read the section entitled Implementing LDAP
Remote Authentication (on page 115) for information about
completing the fields in the LDAP section of the Authentication
Settings page.
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5. If you selected RADIUS, read the section entitled Implementing
RADIUS Remote Authentication (on page 118) for information
about completing the fields in the RADIUS section of the
Authentication Settings page.

6. When finished, click OK to save.

» To cancel without saving changes:

Click Cancel.

» To return to factory defaults:

Click the Reset to Defaults button.

114 =&=Raritan.
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Implementing LDAP Remote Authentication

Lightweight Directory Access Protocol (LDAP) is a networking protocol
for querying and modifying directory services running over TCP/IP. A
client starts an LDAP session by connecting to an LDAP server (the
default TCP port is 389). The client then sends operation requests to the
server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an LDAP
authentication server.

» To use the LDAP authentication protocol, input the
following information.

& Lbap

Prinvary LDAP Server

[

Secondary LDAP Server

I

Seciel Phiase

I

Confirm Secret Phrase

I

[~ Enable Sacure LDAP

Port
359

Secune LDAP Port

Certificate File

I

M1 of Administr ative User

I

Ueer Search DI

Type of External LDAP Server
| Generic LDAP server x|

Active Directory Domain

Figure 49: Authentication Settings (LDAP)

1. Type the IP Address or DNS name of your LDAP remote
authentication server in the Primary LDAP Server field. When the
Enable Secure LDAP option is checked, the DNS name must be used.
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10.

11.

(Optional) Type the IP Address or DNS name of your backup LDAP
server in the Secondary LDAP Server field. When the Enable Secure
LDAP option is checked, the DNS name must be used. Please note
that the remaining fields share the same settings with the Primary
LDAP Server field.

Type the server secret (password) required to authenticate against
your remote authentication server in the Secret Phrase field and
again in the Confirm Secret Phrase field.

Check the Enable Secure LDAP checkbox if you would like to use
SSL; the Secure LDAP Port field is enabled. Secure Sockets Layer
(SSL) is a cryptographic protocol which allows Dominion KX II to
communicate securely with the LDAP server.

The default Port is 389. Either use the standard LDAP TCP port or
specify another port.

The default Secure LDAP Port is 636. Either use the default port or
specify another port. This field is enabled when the Enable Secure
LDAP box is checked.

Certificate File. Consult your authentication server administrator to
get the CA certificate file in Base64 encoded X-509 format for the
LDAP server. Use the Browse button to navigate to the certificate
file. This field is enabled when the Enable Secure LDAP option is
checked.

DN of administrative User. Distinguished Name of administrative
user; consult your authentication server administrator for the
appropriate values to type into this field. An example DN of
administrative User value might be:
“cn=Administrator,cn=Users,dc=testradius,dc=com”.

User Search DN. This describes the name you want to bind against
the LDAP, and where in the database to begin searching for the
specified Base DN. An example Base Search value might be:
“cn=Users,dc=raritan,dc=com”. Consult your authentication server
administrator for the appropriate values to enter into these fields.

Type of external LDAP server. Select from among the options
available:

=  Generic LDAP Server.

= Microsoft Active Directory. Active Directory is an
implementation of LDAP directory services by Microsoft for use
in Windows environments.

Active Directory Domain. Type the name of the Active Directory
Domain.

== Raritan.

When you're ready to take control®



Chapter 8: User Management

Returning User Group Information from Active Directory
Server

The Dominion KX II supports user authentication to Active Directory
(AD) without requiring that users be defined locally on the Dominion
KX I This allows Active Directory user accounts and passwords to be
maintained exclusively on the AD server. Authorization and AD user
privileges are controlled and administered through the standard
Dominion KX II policies and user group privileges (that are applied
locally to AD user groups).

Note: If you are an existing Raritan, Inc. customer, and have already configured
the Active Directory server by changing the AD schema, Dominion KX II still
supports this configuration, and you do not need to perform the following
operations. Please refer to Appendix B: Updating the LDAP Schema (see
"Updating the LDAP Schema” on page 197) for information about updating the
AD LDAP schema.

» To enable your AD server on the Dominion KX I1:

Using Dominion KX II, create special groups and assign proper
permissions and privileges to these groups. For example, create
groups such as: KVM_Admin, KVM_Operator.

2. On your Active Directory server, create new groups with the same
group names as in the previous step.

3. Onyour AD server, assign the Dominion KX II users to the groups
created in step 2.

4. From the Dominion KX II, enable and configure your AD server
properly. Please refer to Implementing LDAP Remote
Authentication (on page 115).

Important Notes:

e Group Name is case sensitive.

e The Dominion KX II provides the following default groups which
can not been changed or deleted: Admin and <Unknown>. Please
verify that your Active Directory server does not use the same group
names.

e If the group information returned from the Active Directory server
does not match a Dominion KX II group configuration, the
Dominion KX II automatically assigns the group of <Unknown> to
users who authenticate successfully.
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Implementing RADIUS Remote Authentication

Remote Authentication Dial-in User Service (RADIUS) is an AAA
(authentication, authorization, and accounting) protocol for network
access applications.

» To use the RADIUS authentication protocol:

@ RADIS

Primary Radius Server

Shared Secret

Authentication Port
1812

|

Accoumnting Port
B3

|

Timeaut {in seconds)

|

Retries

ﬁ‘

Secondary Radius Server

Shared Secret

Avfthentication Podt
1812

|

Accouniting Port
1813

|

Timeout {in seconds)

:

Retries

:

Glabal Authentication Type
PAPF W

Figure 50: Authentication Settings (RADIUS)

1. Type the IP Address of your primary and (optional) secondary
remote authentication servers in the Primary Radius Server and
Secondary Radius Server fields, respectively.

2. Type the server secret used for authentication (in the Shared Secret

fields). The shared secret is a character string that must be known by
both the Dominion KX II and the RADIUS server to allow them to
communicate securely. It is essentially a password.

Z=Raritan.
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3. Authentication Port. The default authentication port is 1812; change
as required.

4. Accounting Port. The default accounting port is 1813; change as
required.

5. Timeout (in seconds). The default timeout is 1 second; change as
required. The timeout is the length of time the Dominion KX II waits
for a response from the RADIUS server before sending another
authentication request.

6. Retries. The default number of retries is 3; change as required. This is
the number of times the Dominion KX II will send an authentication
request to the RADIUS server.

7. Global Authentication Type. Select from among the options in the
drop-down list:

= PAP. With PAP, passwords are sent as plain text. PAP is not
interactive; the username and password are sent as one data
package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

* CHAP. With CHAP authentication can be requested by the
server at any time. CHAP provides more security than PAP.

Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the Dominion KX II
device determines the permissions for a given user based on the
permissions of the user's group.

Your remote RADIUS server can provide these user group names by
returning an attribute, implemented as a RADIUS FILTER-ID. The
FILTER-ID should be formatted as follows:

Raritan:G{GROUP_NAME}

where GROUP_NAME is a string, denoting the name of the group to
which the user belongs.

=&=Raritan. 119

When you're ready to take control®



Authentication Settings

120

RADIUS Communication Exchange Specifications

The Dominion KX II unit sends the following RADIUS attributes to your

RADIUS server:

Attribute

Login

Access-Request (1)

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-IP-Address (4)

The IP Address for the Dominion KX II unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-1D (44)

Session ID for accounting.

User-Password(2):

The encrypted password.

Accounting-Request(4)

Acct-Status (40)

Start(1) - Starts the accounting.

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-Port (5)

Always 0.

NAS-IP-Address (4)

The IP Address for the Dominion KX II unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-1D (44)

Session ID for accounting.

Accounting-Request(4)

Acct-Status (40)

Stop(2) - Stops the accounting

NAS-Port-Type (61)

VIRTUAL (5) for network connections.

NAS-Port (5)

Always 0.

NAS-IP-Address (4)

The IP Address for the Dominion KX II unit.

User-Name (1)

The user name entered at the login screen.

Acct-Session-1D (44)

Session ID for accounting.
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Device Management Menu

The Device Settings menu is organized as follows: Network, Date/Time,
Event Management (Settings and Destinations), Power Supply Setup,
Port Configuration, and Local Port Settings (Dominion KX II Local
Console only).

Use: To:

Network Customize the network configuration for the
Dominion KX II.

Date/Time Set date, time, time zone, and Network Time
Protocol (NTP).

Event Management -  Configure SNMP and Syslog.

Settings

Event Management -  Select which system events to track and where to

Destinations send this information.

Power Supply Setup  Configure auto-detection of the Dominion KX II
power supplies.

Port Configuration Configure KVM ports, power CIMs, and outlets.

Local Port Settings Configure local port; Dominion KX II Local Console
only.
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Network Settings

Use the Network Settings page to customize the network configuration
(e.g., IP Address, discovery port, and LAN interface parameters) for your
Dominion KX II unit.

Important: Dominion KX II must be rebooted for new network settings
to take effect. Before changing the network configuration, ensure that
there are no other active user connections to the device; all connections
will be dropped when the Dominion KX II unit reboots.

Basically, there are two ways to setup your IP Configuration:

e None. This option is the recommended option (Static IP). Since the
Dominion KX Il is part of your network infrastructure, you most
likely do not want its IP Address to change frequently. This option
allows you to set the network parameters.

e DHCP. The IP Address is automatically assigned by a DHCP server.

» To change the network configuration:

Select Device Settings > Network. The Network Settings page opens.

Port Actens | Virtual Medis | User Mansgement |8

-:rhml‘ » f.-u-n-l 'Své-.-i:.'\ Habeik Saings
Nelwork Basic Seltings Melwodk Miscellaneous Sctiings
Dzt Ml * Discoweny Poat * '
o
WP s x e aalfigain ationm Barvibsiily Lingit
DHCP = Molia =

Prederred host name {DHCP onlyh

LAN Imerface Seltings

Mre! For radialie ire DRl CORTRIUTMCA NG, CoRIIN & e

Doriedorr KX I serd LAN Switcht (o tre same LAN brferface

Subivet miank Speod and Diplex. For ecwnpie, corigure bobh the Drominion
5 255 2L KX I awrd LAN Switeli fo AnTodetect frecotmnended) o sol

Bodft 1o o Eced S peed dirplir Sirclt a8 TINMBDS. Frall

Cumnert LAN interface parameters:

e oragatadinn on, 100 Mo, bl duplsx, Ink ok

P widrens

desteway I adidvens

Primnany DIES aeiver I addiess LAH bteeface Speed & Duplex
15218 Mgdetect %
Sacotvlary IS server I address [~ Enabls Sutomatic Fadover

Pimgy Inderwal {seconmds) *
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| SetsystemacL |
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Figure 51: Network Settings
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2. Update the Network Basic Settings. Refer to Network Basic Settings
(on page 123) for more information about each of the fields.

3. Update the Network Miscellaneous Settings. Refer to Network
Miscellaneous Settings (on page 124) for more information about
each of the fields.

4. Update the LAN Interface Settings. Refer to LAN Interface Settings
(on page 125) for more information about each of the fields.

5. Click OK to set these configurations. If your changes require
rebooting the device, a reboot message appears.

» To cancel without saving changes:
Click Cancel.

» To reset to factory defaults:

Click Reset to Defaults.

Network Basic Settings

Neiwork Basic Settings

Device Hame *
CrorminbonkCy
1P st condigue stion
Maone =
Prefered host name (DHCP only)

IP adidrass

152.163.59.97

Subnet mashk

255.255.255.0

Gateway IP address
1592.168.59.126

Primary DHS server IP addiess

Secondany DNS server IP adidi ess

pesemny S wore

Figure 52: Network Settings (Network Basic Settings)
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e Device Name. Type a unique name for the device (up to 16
characters; spaces are not allowed). Name your device so you can
easily identify it. The default name for a Dominion KX II unit is:
“DominionKX”. Remote users will also see this name. However, if an
MPC user has created a Connection Profile for this device, that user
will see the Description field from the Profile instead.

e [P auto configuration. Select from among the options available in the
drop-down list:

= None. Use this option if you do not want an auto IP
configuration and prefer to set the IP Address yourself (static
IP). This is the default and recommended option.

If this option is selected for the IP auto configuration, the following
Network Basic Settings fields are enabled, allowing you to manually
set the IP configuration.

= JP Address. The default IP Address is 192.168.0.192.
=  Subnet Mask. The default subnet mask is 255.255.255.0.

= Gateway IP Address. The IP Address for the gateway (if one
is used).

* Primary DNS Server IP Address. The primary Domain Name
Server used to translate names into IP Addresses.

* Secondary DNS Server IP Address. The secondary Domain
Name Server used to translate names into [P Addresses (if
one is used).

* DHCP. Dynamic Host Configuration Protocol is used by
networked computers (clients) to obtain unique IP addresses and
other parameters from a DHCP server.

= If DHCP is used, enter the Preferred host name (DHCP only).
Up to 63 characters.

Network Miscellaneous Settings

Metwork Miscellaneous Settings

Discowery Poit *
5000

Bandwidth Limit
INn Limit - I

Figure 53: Network Settings (Network Miscellaneous Settings)
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e Discovery Port. Dominion KX II discovery occurs over a single,
configurable TCP Port. The default is Port 5000, but you can
configure it to use any TCP port except 80 and 443. To access the
Dominion KX II unit from beyond a firewall, your firewall settings
must enable two-way communication through the default port 5000
or a non-default port configured here. For more information, refer to
Configure Network Firewall Settings (see "Change the Keyboard
Layout Code (Sun Targets)" on page 28).

e Bandwidth Limit. The default is no limit. Select from among the
options in the drop-down list to set a maximum amount of
bandwidth that can be consumed by this Dominion KX II unit (for all
sessions). The options include: No Limit, 100 Megabit, 10 Megabit, 5
Megabit, 2 Megabit, 512 Kilobit, 256 Kilobit, and 128 Kilobit.

Note: Lower bandwidth may result in slower performance.

LAN Interface Settings

LAN Interface Settings

Note: Foi rediable metwork connmurication, configure e
Drorrmirniony KX I ared LAN Switch fo fre saire LAN Miterface
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KX N amd LAN Switch to Altodelect (recormimeirded) or sl
bath to a fced spead'duplexs such as T00MDps Full,

Current LAN ivterfsce paranvetens:
atfonegotistion on, 100 Mops, full duplkes, ink ok

LAN Iimeérface Speed & Duplex
10 MbpeHall 'I

[T Enabie Automatic Falover

Ping Interwval iséconds) *
Timeout (seconds) "

e

l Set System ACL |

Figure 54: Network Settings (LAN Interface Settings)

e The current parameter settings are identified in the Current LAN
interface parameters field.

e LAN Interface Speed & Duplex. Select from among the speed and
duplex combinations available.

Autodetect Default option
10 Mbps/Half

10 Mbps/Full

100 Mbps/Half
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100 Mbps/Full
1000 Mbps/Full ~ Gigabit

* Half-duplex provides for communication in both directions, but
only one direction at a time (not simultaneously).

* Full-duplex allows communication in both directions
simultaneously.

Note: Occasionally there are problems running at 10 Mbps in either
half or full duplex. If you are experiencing problems, please try
another speed and duplex.

Please refer to Network Speed Settings (on page 195) for more
information.

e Enable Automatic Failover. Check this checkbox to allow Dominion
KX I to automatically recover its network connection using a second
network port if the active network port fails. When this option is
enabled, the following two fields are used:

* Ping Interval (seconds). Ping interval determines how often
Dominion KX II checks the status of the network connection
(setting this too low may cause excess network traffic). The
default Ping Interval is 30 seconds.

= Timeout (seconds). Timeout determines how long a network port
must be “dead” before the switch is made. Both network ports
must be connected to the network and this option must be
checked for Automatic Failover to function. The default Timeout
is 60 seconds.

Note: The default Ping Interval and Timeout generate a condition
that when the KX device tries to switch over, remote sessions will be
dropped and must be re-established. Reducing these intervals to
much lower values will allow remote sessions to stay connected, but
will result in increased network traffic.
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e Set System ACL. Click this button to set a global-level Access
Control List for your Dominion KX II by ensuring that your device
does not respond to packets being sent from disallowed IP
addresses. The IP Access Control (on page 153) page opens.

Note: These ACL values are global, affecting the Dominion KX II unit as a
whole. You can also create ACLs on a group-level basis. For example, you can
createan  “Outsourced Vendors” user group that is permitted to access
Dominion KX II only from a given IP address range (refer to Group-based IP
ACL (see "Group-based IP ACL (Access Control List)” on page 106) for more
information on how to create group-specific Access Control Lists).
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Date/Time Settings

Use the Date/Time Settings page to specify the date and time for the
Dominion KX II. There are two ways to do this:

e Manually set the date and time, or

¢  Synchronize with a Network Time Protocol (NTP) Server.

» To set the date and time:

Select Device Settings > Date/Time. The Date/Time Settings page
opens:

Port Access | Virtual Media e Settings| sccuriy | i

Hamae » Davics Settings » DateTime Setlings

DatelTime Settings

Tiwe Fone

[ (T +00) England, inebared, Portugal =]

fa  User Specified Tinme

i
Date (Month, Day, Vear)

Tinwe {Hour, Minude

~  Smchronize with HTP Server

Primany Time sérver

Secondary Tinme sernner ‘

[

Thes NTP Sarver configuration iz obdsined sulomatically. For propsr
function, pleass make sure thal the DHCP server used by thes device {
prowides comect fime sarver information

I | Reset To Defaulis | Cancel
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it Y -..,_«..-\"" et _h‘v.‘p e

Figure 55: Date/Time Settings
2. Select your time zone from the Time Zone drop-down list.
3. Select the method you would like to use to set the date and time:

= User Specified Time. Select this option to input the date and time
manually.

= Synchronize with NTP Server. Select this option to synchronize
the date and time with the Network Time Protocol (NTP) Server.
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4. For the User Specified Time option, enter the date and time as
follows:

a. Select the Month from the drop-down list.

b. Type the Day of the Month.

c. Type the Year in yyyy format.

d. Enter the Time in hh:mm format (using a 24-hour clock).
5. For the Synchronize with NTP Server option:

a. Enter the IP address of the Primary Time server.

b. (Optional) Enter the IP address of the Secondary Time server.
6. Click OK.

Event Management

The Dominion KX II Event Management feature provides a set of screens
for enabling and disabling the distribution of system events to SNMP
Managers, Syslog, and the audit log. These events are categorized, and
for each event you can determine whether you want the event sent to
one or several destinations.
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Event Management - Settings

SNMP Configuration

Simple Network Management Protocol (SNMP) is a protocol governing
network management and the monitoring of network devices and their
functions. Dominion KX II offers SNMP Agent support through Event
Management. Refer to SNMP Agent Configuration (on page 133) and
SNMP Trap Configuration (on page 133) for more information about
SNMP Agents and Traps.

» To configure SNMP (enable SNMP logging).

1. Select Device Settings > Event Management - Settings. The Event
Management - Settings page opens:
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Figure 56: Event Management - Settings
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Check the Enable SNMP Logging option; this enables the remaining
SNMP fields.

In the Name, Contact, and Location fields, type the SNMP Agent's
(this Dominion unit's) name as it appears in the Dominion KX II
Console interface, a contact name related to this unit, and where the
Dominion unit is physically located, respectively.

Type the Agent Community String (the Dominion unit's string). An
SNMP community is the group that devices and management
stations running SNMP belong to; it helps define where information
is sent. The community name is used to identify the group; an SNMP
device or agent may belong to more than one SNMP community.

Specify whether the community is Read-Only or Read-Write using
the Type drop-down list.

Configure up to five SNMP managers by specifying their Destination
IP, Port #, and Community.

Click on the Click here to view the Dominion-KX2 SNMP MIB link to
access the SNMP Management Information Base.

Click OK.

Syslog Configuration

Sysl og Configuration

-

Enable Syslog Forwarding

IP Address

Figure 57: Syslog Configuration

>
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To configure the Syslog (enable Syslog forwarding):

Check the Enable Syslog Forwarding option to log the device's
messages to a remote Syslog server.

Type the IP Address of your Syslog server in the IP Address field.
Click OK.

To cancel without saving changes:

Click Cancel.

7o reset to factory defaults:

Click the Reset To Defaults button.
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Event Management - Destinations

System events, if enabled, can generate SNMP notification events (traps),
or can be logged to Syslog or Audit Log. Use the Event Management -
Destinations page to select which system events to track and where to
send this information.

Note: SNMP traps will only be generated if the SNMP Logging Enabled option
is checked; Syslog events will only be generated if the Enable Syslog Forwarding
option is checked. Both of these options are in the Event Management - Settings

page.

» To select events and their destinations:

Select Device Settings > Event Management - Destinations. The Event
Management - Destinations page opens:

Mams » Dawice Sothags » Bvant Managemast - DasSnations

Event Management - Destinations

- Category
Dervice Operation

Note: SMIIP traps will only be generated If the "SNP Logging Enabled” option is checked, Simitarly, Sysiog events will only be gencrated if the “Enable
Syslog Porwarding” aption is checked, These options can be found on the "Event Manigement - Settings” page on the Device Settings ment.
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Figure 58: Event Management - Destinations

System events are categorized by Device Operation, Device
Management, Security, User Activity, and User Group
Administration.
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2. Check the checkboxes for those Event line items you want to enable
or disable, and where you want to send the information.

Tip: Enable or disable entire Categories by checking or clearing the
Category line checkboxes, respectively.

3. Click OK.

» To cancel without saving changes:

Click Cancel.

» To reset to factory defaults:

Click the Reset To Defaults button.

SNMP Agent Configuration

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and return this data to the SNMP
managers. Use the Event Logging page to configure the SNMP
connection between the Dominion KX II (SNMP Agent) and an SNMP

manager.

SNMP Trap Configuration

SNMP provides the ability to send traps, or notifications, to advise an
administrator when one or more conditions have been met. The
following table lists the Dominion KX II SNMP traps:

Trap Name Description

cimConnected A CIM is plugged into to the Dominion KX II
port.
cimDisconnected A CIM is either unplugged from the Dominion

KX 1I port or powered-off.

cimUpdateCompleted CIM firmware update process completed.
cimUpdateStarted CIM firmware update process started.
configBackup The device configuration has been backed up.
configRestore The device configuration has been restored.
deviceUpdateFailed Device update has failed.

deviceUpgradeCompleted =~ The Dominion KX II has completed update via an
RFP file.
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Trap Name Description

deviceUpgradeStarted The Dominion KX II has begun update via an RFP
file.
ethernetFailover An Ethernet failover was detected and restored on

a new Ethernet interface.

factoryReset The device has been reset to factory defaults.

firmwareFileDiscarded Firmware file was discarded.

firmwareUpdateFailed Firmware update failed.

firmwareValidationFailed Firmware validation failed.

groupAdded A group has been added to the Dominion KX II
system.

groupDeleted A group has been deleted from the system.

groupModified A group has been modified.

ipConflictDetected An IP Address conflict was detected.

ipConflictResolved An IP Address conflict was resolved.

networkFailure An Ethernet interface of the product can no longer

communicate over the network.

networkParameterChanged A change has been made to the network
parameters.

passwordSettingsChanged  Strong password settings have changed.

portConnect A previously authenticated user has begun a
KVM session.

portConnectionDenied A connection to the target port was denied.

portDisconnect A user engaging in a KVM session closes the

session properly.

portStatusChange The port has become unavailable.

powerNotification The power outlet status notification: 1=Active,
O=Inactive.

powerQutletNotification Power strip device outlet status notification.

rebootCompleted The KX has completed its reboot.

rebootStarted The KX has begun to reboot, either through
cycling power to the system or by a warm reboot
from the OS.

securityViolation Security violation.

=V o
134 == Raritan.

When you're ready to take control®



Chapter 9: Device Management

Trap Name Description

startCCManagement The device has been put under CommandCenter
Management.
stopCCManagement The device has been removed from

CommandCenter Management.
userAdded A user has been added to the system.

userAuthenticationFailure A user attempted to log in without a correct
username and/or password.

userConnectionLost A user with an active session has experienced an
abnormal session termination.

userDeleted A user account has been deleted.

userLogin A user has successfully logged into the Dominion
KX I and has been authenticated.

userLogout A user has successfully logged out of the
Dominion KX II properly.

userModified A user account has been modified.

userPasswordChanged This event is triggered if the password of any user

of the device is modified.

userSessionTimeout A user with an active session has experienced a
session termination due to timeout.

vmlmageConnected User attempted to mount either a device or image
on the target using Virtual Media. For every
attempt on device/image mapping (mounting)
this event is generated.

vmImageDisconnected User attempted to unmount a device or image on
the target using Virtual Media.
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Power Supply Setup Page

The Dominion KX II provides dual power supplies, and can
automatically detect and provide notification regarding the status of
these power supplies. Use the Power Supply Setup page to specify
whether you are using one or both of the power supplies. Proper
configuration ensures that the Dominion KX II sends the appropriate
notifications should a power supply fail. For example, if power supply
number one fails, the power LED at the front of the unit will turn red.

» To enable automatic detection for the power supplies
in use:

1. Select Device Settings > Power Supply Setup. The Power Supply
Setup page opens:
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Fle Edt View Fovortes Took Help
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Figure 59: Power Supply Setup

2. If you are plugging power input into power supply number one
(left-most power supply at the back of the unit), then check the
Powerlnl Auto Detect option.

3. If you are plugging power input into power supply number two
(right-most power supply at the back of the unit), then check the
PowerIn2 Auto Detect option.

4. Click OK.
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Note: If either of these checkboxes is checked and power input is not actually
connected, the power LED at the front of the unit displays red.

> To turn off the automatic detection:

Clear the checkbox for the appropriate power supply.

» To reset to factory defaults:

Click the Reset To Defaults button.

» To cancel without saving changes:

Click the Cancel button.

Note: Dominion KX 1I does NOT report power supply status to
CommandCenter. Dominion I (generation 1), however, does report power
supply status to CommandCenter.
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Port Configuration Page
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The Port Configuration page displays a list of the Dominion KX II ports.
Ports connected to target servers or power strips are displayed in blue
and can be edited. For ports with no CIM connected or with a blank CIM
name, a default port name of Dominion-KX2_Port# is assigned, where
Port# is the number of the Dominion KX II physical port.

» To change a port configuration:

1. Select Device Settings > Port Configuration. The Port Configuration
Page opens:
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Figure 60: Port Configuration

This page is initially displayed in port number order, but can be
sorted on any of the fields by clicking on the column heading.

= Port Number. Numbered from 1 to the total number of ports
available for the Dominion KX II unit.

= Port Name. The name assigned to the port. A port name
displayed in black indicates that you cannot change the name
and that the port cannot be edited; port names displayed in blue
can be edited.
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Note: Do not use apostrophes for the Port (CIM) Name.

* Port Type. The type of CIM connected to the port:

Port Type Description

DCIM Dominion CIM

Not Available No CIM connected

PCIM Paragon CIM

PowerStrip Power CIM

VM Virtual Media CIM (D2CIM-VUSB)
2. Click the Port Name for the port you want to edit.

= For KVM ports, the Port page (see "Associate Target Servers to
Outlets (Port Page)" on page 143) is opened. From this page, you
can name the ports and create power associations.

= For power strips, the Port page for power strips (see "Name the
Power Strip (Port Page for Power Strips)" on page 141) is
opened. From this page, you can name the power strips and
their outlets. name the power strips and their outlets.
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Connect the Power Strip

The numbers in this diagram correspond to the steps listed below.
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Figure 61: Power Strip Connections

» To connect the power strip:

1.

Connect the male RJ-45 of the D2CIM-PWR to the female RJ-45
connector on the power strip.

Connect the female RJ-45 connector of the D2CIM-PWR to any of the
available female system port connectors on the Dominion KX II
using a straight through Cat 5 cable.

Attach an AC power cord to the target server and an available power
strip outlet.

Connect the power strip to an AC power source.

Power ON the Dominion KX II unit.
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Name the Power Strip (Port Page for Power Strips)

This Port page opens when you select a port from the Port Configuration
(see "Port Configuration Page" on page 138) page that is connected to a
Raritan remote power strip. The Type and the Name fields are pre-
populated; please note that the (CIM) Type cannot be changed. The
following information is displayed for each outlet in the power strip:
outlet Number, Name, and Port Association.

Use this page to name the power strip and its outlets; all names can be
up to 32 alphanumeric characters and can include special characters (see
"Valid Special Characters” on page 32).

Port Access | Virtusl Media | User Management m )
LR § '_ i

Home » Device Settings » Fort Configuration > Port
Tz
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Homber  Name Port Asaociation ¢
1 [FestPect) TestPC i
2 foutiet 2 A
3 fousier 3
4 fontset 4
5 fouties 5
. foutet & 1
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i [C-«ﬂcl 8
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Figure 62: Port Page (power strips)
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Note: When a power strip is associated to a target server (port), the outlet name
is replaced by the target server name (even if you assigned another name to the
outlet).

» To name the power strip (and outlets):

Note: CommandCenter Service Gateway does not recognize power strip names
containing spaces.

1. Change the Name of the power strip to something you will
remember.

2. Change the (Outlet) Name if desired. (Outlet names default to Outlet
#.)

3. Click OK.

» To cancel without saving changes:

Click the Cancel button.
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Associate Target Servers to Outlets (Port Page)

This Port page opens when you select a port from the Port Configuration
(see "Port Configuration Page" on page 138) page that is connected to a
target server. From this page, you can make power associations, change
the Port Name to something more descriptive, and update target server
settings if you are using the D2CIM-VUSB CIM (see "Note for D2CIM-
VUSB CIM Usage" on page 145). The (CIM) Type and the (Port) Name
fields are pre-populated; please note that the CIM type cannot be
changed.

A server can have up to four power plugs and you can associate a
different power strip with each. From this page, you can define those
associations so that you can power on, power off, and power cycle the
server from the Port Access page.

To use this feature, you will need:

e Raritan remote power strip(s)

e Power CIMs (D2CIM-PWR)

R

Port Access | Wirtusl Media | User Management | Biswie ﬂ_,.,;‘_::f-'j:_'l Security | Mair
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Figure 63: Port Page (KVM ports)
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» To make power associations (associate power strip

outlets to target servers):

Note: When a power strip is associated to a target server (port), the outlet name
is replaced by the target server name (even if you assigned another name to the

outlet).

1. Select the power strip from the Power Strip Name drop-down list.

2. For that power strip, select the outlet from the Outlet Name drop-
down list.

3. Repeat steps 1 and 2 for all desired power associations.

4. Click OK. A confirmation message is displayed.

» To change the port name:
Type something descriptive in the Name field. For example, the
name of the target server would be a likely candidate. The name can
be up to 32 alphanumeric characters and can include special
characters (see "Valid Special Characters” on page 32).

2. Click OK.

» To cancel without saving changes:
Click the Cancel button.

» To remove a power strip association:
Select the appropriate power strip from the Power Strip Name drop-
down list.

2. For that power strip, select the appropriate outlet from the Outlet
Name drop-down list.

3. From the Outlet Name drop-down list, select None.

4. Click OK. That power strip/outlet association is removed. A

confirmation message is displayed.
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Note for D2CIM-VUSB CIM Usage

If you are using the D2CIM-VUSB, there are additional settings on the
Port page to improve performance.
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Flgure 64: Port Page (Target Server Settings for D2CIM-VUSB)

If you are experiencing synchronization issues and are using the D2CIM-
VUSB CIM for a Mac target server, check the Absolute mouse scaling for
MAC server option.

Certain BIOS do not support USB high-speed capabilities and the
attempt to auto-negotiate does not work. If you are experiencing BIOS
problems with the target server, check the Use Full Speed for Virtual
Media CIM option.

Note: For SUSE 9.2 target servers, please enable (check) the Use Full Speed for
Virtual Media CIM option for those target server ports. SUSE 9.2 does not work
with the Virtual Media CIM when high speed is negotiated.
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In This Chapter
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Security Settings Menu

The Security menu is organized as follows: Security Settings and IP
Access Control.

Use: To:

Security Settings ~ Configure security settings for login limitations, strong
passwords, user blocking, and encryption & share.

IP Access Control = Control access to your Dominion KX II unit. By setting a
global access control list, you are by ensuring that your
device does not respond to packets being sent from
disallowed IP addresses.
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Security Settings
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From the Security Settings page, you can specify login limitations, user
blocking, password rules, and encryption and share.

Raritan SSL certificates are used for public and private key exchanges,
and provide an additional level of security. Raritan web server
certificates are self-signed; Java applet certificates are signed by a
VeriSign certificate. Encryption guarantees that your information is safe
from eavesdropping and these certificates ensure that you can trust that
the entity is Raritan, Inc.

» To configure the security settings:

1. Select Security > Security Settings. The Security Settings page opens.
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Figure 65: Security Settings

The fields are organized into the following groups: Login
Limitations, Strong Passwords, User Blocking, and Encryption &
Share.
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Update the Login Limitations (on page 148) settings as appropriate.
Update the Strong Passwords (on page 149) settings as appropriate.
Update the User Blocking (on page 150) settings as appropriate.

Update the Encryption & Share (on page 151) settings as
appropriate.

Click OK when you are done.

To close the page without saving any changes:
Click Cancel.

» To reset back to defaults:

Click Reset to Defaults.

Login Limitations

Using Login Limitations you can specify restrictions for single login,
password aging, and the logging out of idle users.

Enable Single Login Limitation. When checked, only one login per
username is allowed at any time. When cleared, a given
username/password combination can be connected into the device
from several client workstations simultaneously.

Enable Password Aging. When checked, all users are required to
change their passwords periodically, based on the number of days
specified in Password Aging Interval field.

* Password Aging Interval (days). This field is enabled and
required when the Enable Password Aging checkbox is checked.
Enter the number of days after which a password change is
required. The default is 60 days.

Log Out Idle Users. Check the checkbox to automatically disconnect
a user session after a certain amount of inactive time has passed.
Type the amount of time in the After field. If there is no activity from
the keyboard or mouse, all KVM sessions and all KVM resources are
logged out. If a Virtual Media session is in progress, however, the
session does not timeout.

» After (minutes). The amount of time (in minutes) after which an
idle user will be logged out. This field is enabled when the Log
Out Idle Users option is checked.
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Strong Passwords

Strong passwords provide more secure local authentication for the
system. Using Strong Passwords, you can specify criteria defining the
format of valid Dominion KX II local passwords such as minimum and
maximum length, required characters, and password history retention.

Strong passwords

™ Enable strong passwords

Minimum length of atrong passwond
Maximum length of strong password

F‘ Enifonce at beast o lower case cliar actén

[F Enforce at beast one upper case character

= Erlonce at beast orve mumvenic clanacter

[F Enforce at least one printable special character

Hismlier of restricted passwords based on histony

e

Figure 66: Security Settings (Strong Passwords)

e Enable strong passwords. Strong passwords require user-created
passwords to have a minimum of 8 characters with at least one
alphabetical character and one non-alphabetical character
(punctuation character or number). In addition, the first four
characters of the password and the username cannot match.

When checked, strong password rules are enforced. Users with
passwords not meeting strong password criteria will automatically
be required to change their password on their next login. When
cleared, only the standard format validation is enforced. When
checked, the following fields are enabled and required:

*  Minimum length of strong password. Passwords must be at least
8 characters long. The default is 8, but it can be up to 63.

*  Maximum length of strong password. The default is 16, but can
be up to 64 characters long.

=  Enforce at least one lower case character. When checked, at least
one lower case character is required in the password.

* Enforce at least one upper case character. When checked, at least
one upper case character is required in the password.

= Enforce at least one numeric character. When checked, at least
one numeric character is required in the password.
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Enforce at least one printable special character. When checked, at
least one special character (printable) is required in the
password.

Number of restricted passwords based on history. This field
represents the password history depth; that is, the number of

prior passwords that cannot be repeated. The range is 1-12; the
default is 5.

User Blocking

The User Blocking options specify the criteria in which users are blocked
from accessing the system after the specified number of unsuccessful
login attempts. The three options are mutually exclusive:

Disabled. The default option; users are not blocked regardless of the
number of times they fail authentication.

Timer Lockout. Users are denied access to the system for the
specified amount of time after exceeding the specified number of

unsuccessful login attempts. When selected, the following fields are
enabled:

Attempts. The number of unsuccessful login attempts after which
the user will be locked out. The valid range is 1 - 10; the default
is 3 attempts.

Lockout Time. The amount of time for which the user will be

locked out. The valid range is 1 - 1440 minutes; the default is 5
minutes.

== Raritan.
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e Deactivate User-ID. When selected, this option specifies that the user
will be locked out of the system after the number of failed login
attempts specified in the Failed Attempts field:

* Failed Attempts. The number of unsuccessful login attempts after
which the user's User-ID will be deactivated. This field is
enabled when the Deactivate User-ID option is selected. The
valid range is 1 - 10.

User Blocking

= Disabled
¢~ Timer Lockout

Attempis

Lockout Time

:

fe Deactivate User-ID

Failed Attempls
3

Figure 67: Security Settings (User Blocking)

When a user-ID is deactivated after the specified number of failed
attempts, the administrator must change the user password and activate
the user account by checking the Active checkbox in the User (see "Add
New User" on page 100) page.

Encryption & Share

Using the Encryption & Share settings you can specify the type of
encryption used, PC and VM share modes, and the type of reset
performed when the Dominion KX II reset button is pressed.

Encryption & Share

Encryption Mode
|£u.tu -

W Aeply Encryption Mode fo kv and Virtual badia

PC Share Mode
IPr'rvda "I

- ¥M Share Mode

Local Device Reset Mode
IEnu:le Local Factory Reset ﬂ

Figure 68: Security Settings (Encryption & Share)
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e Encryption Mode. Select one of the options from the drop-down list.
When an encryption mode is selected, a warning is displayed that if
your browser does not support the selected mode, you will not be
able to connected to the Dominion KX II:

Encryplion & Share

When the Encryption Mode is specified please ensure that
your browser supports this encryption mode: otherwise you
will ot be able to correct fo the Dormindon KX L

Encryption Mode
- -

I Apply Encryplion Mode to KW and Vidusl Madis

PC Share Mode
|Pri-.rate -

[T M Share Mode

Local Device Reset Mods
| Ervaibie Local Factory Reset =]

Figure 69: Security Settings (Encryption Mode Warning Message)

= Auto. This is the recommended option; the Dominion KX II auto-
negotiates to the highest level of encryption possible.

= RC4. Secures user names, passwords and KVM data, including
video transmissions using the RSA RC4 encryption method. This
is a 128-bit Secure Sockets Layer (SSL) protocol which provides a
private communications channel between the Dominion KX II
unit and the Remote PC during initial connection authentication.

= AES-128. The Advanced Encryption Standard (AES) is a National
Institute of Standards and Technology specification for the
encryption of electronic data; 128 is the key length. When AES-
128 is specified, please be certain that your browser supports it,
otherwise you will not be able to connect. Please refer to
Checking Your Browser for AES Encryption (on page 153) for
more information.

e Apply Encryption Mode to KVM and Virtual Media. When checked,
this option applies the selected encryption mode to both KVM and
virtual media. After authentication, KVM and virtual media data is
also transferred with 128-bit encryption.

e PC Share Mode. Determines global concurrent remote KVM access,

enabling up to eight remote users to simultaneously log on to one
Dominion KX II and concurrently view and control the same target
server through the device. Click on the drop-down list to select one
of the following options:

= Private: No PC share; this is the default mode. Each target server
can be accessed exclusively by only one user at a time.

Z=Raritan.
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= PC-Share: Target servers can be accessed by up to eight users
(administrator or non-administrator) at one time. Each remote
user has equal keyboard and mouse control, however, please
note that uneven control will occur if one user does not stop
typing or moving the mouse.

e VM Share Mode. This option is enabled only when PC-Share Mode
is enabled. When checked, this option permits the sharing of virtual
media among multiple users, that is, several users can access the
same virtual media session. The default is disabled.

e Local Device Reset Mode. This option specifies which actions are
taken when the hardware reset button (at the back of the unit) is
depressed. For more information, refer to Reset Button (on page
177). Select one of the following options:

= Enable Local Factory Reset (Default). Returns the Dominion KX II
unit to the factory defaults.

* Enable Local Admin Password Reset. Resets the local
administrator password only. The password is reset to raritan.

= Disable All Local Resets. No reset action is taken.

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser
manufacturer, or navigate to the following web site using the browser
with the encryption method you want to check:
https://www.fortify.net/sslcheck.html. This web site detects your
browser's encryption method and displays a report.

IP Access Control

Using IP Access Control, you can control access to your Dominion KX II
unit. By setting a global Access Control List (ACL) you are by ensuring
that your device does not respond to packets being sent from disallowed
IP addresses. The IP Access Control is global, affecting the KX unit as a
whole, but you can also control access to your unit at the group level.
Refer to group-based IP Access Control (see "Group-based IP ACL
(Access Control List)" on page 106) for more information about group-
level control.

Important: IP Address 127.0.0.1 is used by the Dominion KX II local
port. When creating an IP Access Control list, if 127.0.0.1 is within the
range of IP Addresses that are blocked, you will not have access to the
Dominion KX II local port.
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» To use IP Access Control:
1. Open the IP Access Control page using one of these methods:
= Select Security > IP Access Control, or

*  Click the Set System ACL button from the Network Settings (on
page 122) page

The IP Access Control page opens:

Fort Access | Virtual Media | User Management | Device Settings | Security | Mainten

Hema > Sacuity » 1P Acess Contrel i
I Access Controd )
[~ Emable P Access Control
Dhefanlt policy
AL FT =
Rube & IF Mask Follcy
| | [T e
Appand | | lrvsert Peplace I | [t e |
Apply [ | Reset To Defaults I l Cancel
= — _-.—o—"“" Tl eae R e P "

Figure 70: IP Access Control

2. Check the Enable IP Access Control checkbox to enable IP access
control and the remaining fields on the page.

3. Select the Default Policy. This is the action taken for IP addresses
that are not within the ranges you specify.

= Accept. IP Addresses are allowed access to the Dominion KX II
device.

= Drop. IP Addresses are denied access to the Dominion KX II
device.

To add (append) rules:
Type the IP Address and subnet mask in the IP/Mask field.

Select the Policy from the drop-down list.

e A 4

Click Append. The rule is added to the bottom of the rules list.

Z=Raritan.
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4. Repeat steps 1 through 3 for each rule you want to enter.

To insert a rule:
Type a Rule #. A Rule # is required when using the Insert command.
Type the IP Address and subnet mask in the IP/Mask field.

Select the Policy from the drop-down list.

Ll 4

Click Insert. If the Rule # you just typed equals an existing Rule #, the
new rule is placed ahead of the exiting rule and all rules are moved
down in the list.

To replace a rule:
Specify the Rule # you want to replace.
Type the IP Address and subnet mask in the IP/Mask field.

Select the Policy from the drop-down list.

Ll 4

Click Replace. Your new rule replaces the original rule with the same
Rule #.

To delete a rule:

>
1. Specify the Rule # you want to delete.
2. Click Delete.

3.

You are prompted to confirm the deletion. Click OK.

Tip: The rule numbers allow you to have more control over the order in which
the rules are created.
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Maintenance Menu

The Maintenance menu includes these options: Audit Log, Device
Information, Backup/Restore, CIM Firmware Upgrade, Firmware
Upgrade, Factory Reset (Dominion KX II Local Console only), Upgrade
Report, and Reboot.

Maintenance Features (Local/Remote Console)

Use: To: Local Remote
Audit Log View Dominion Dominion KX II v v
events sorted by date and time.
Device Information | View information about the v v
Dominion Dominion KX II and its
CIMs.
Backup/Restore Backup and restore the Dominion v

KX II configuration.

CIM Firmware

Upgrade your CIMs using the v v

Upgrade firmware versions stored in the
Dominion Dominion KX II
memory.
Firmware Upgrade | Upgrade your Dominion v

Dominion KX II firmware.

Factory Reset

Perform a factory reset.

== Raritan.
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Upgrade Report View information about the latest | ¥’ v
upgrade performed.

Reboot Reboot the Dominion Dominion v v
KX II unit.

Audit Log

A log is created of Dominion KX II system events.

» To view the audit log for your Dominion KX Il unit:

Select Maintenance > Audit Log. The Audit Log page opens:

Port Azcens M &8 | Miagnantics

Herme * Maintssancs » Auds Lag Legaul

Audit Log

[ Hewes | [ coser ]
ORAE2007 (28020 System Shutdawn: Device reset performed by wser ‘sdman’ from host | 52.168 29 5F

| oonsmo070e3527 oM conrectsd T with Pt Dirrinicn-H2_Pori 16" and bavial rurmbar GHFFFFODAT connected i port 16.
O2ASR007 083526 M Uipdate Compisted M Lpiale Comgpletpd

| NS0T 083324 OM Desconneched M with name Tiominkon-32_Port 167 and serial rumber GHFFFFO0MY disconnected from port 16,
OAS00T 053323 CM Lipdabe Sarted T il aried

| OZNSR007 083235 Device Updale Started Dwvice update to version "T20000-521 ¥ by wser 'sdman’ from host *1 52,168 53,57 started
ORAS00T (82528 ActessLogn Lkser sk’ from host 1 00168 20 55 legged i

i 02N AR007 162008 OM Conndctsd O ity Nttt "Doeranion-F082_Port 167 i 287 Pamist ONFFFFO0MT COnnicbind 1o port 16
02132007 18: 2809 Power Supply Siatus Changed  Porwes suppiy oulied 1 stabus ‘0N

| 02007 162008 O Desconnsctsd CIM wlhh N Thorfaracn#002_Part 167 and Sarial rurmber GNFFFFO0MDY disconnached tnom porl 16,
02NAR0OOT 1B 2808 Systermn Slarup Devace staried

| ORNAR0OT 1B 2008 OM Connected M with name Tiominkon-KX2_Port187 and serial rumber GHFFFFO0MT connected o port 16
DA V0T 152007 O Conrmcied M with e PCRE and sevial rurmbeer ‘5051 313641 3000303555 connacted ba por 12

| 02AAR007 182607 OM Connected 1M with nasme Tiominkon-HX2_Port1” and serial rumber "4T4E0000500H 33CASDFT connected 10 port 1
O W07 174 Access Logout ke ‘s’ fron beoeet *1 90168 22 90 logged out

i DA IR007 174734 Comniction Loat SN OF Lead BaTE 1o CONMMBCton with chant '192.168.50 93" urkrdied iiason
022007 17.47-34  Port Dlsconnected Forl Tominion-FX2_Fort1” desconnected by user “sdmin’

| 0an3m007 17:6597 Sassion Teout Sk 2 ol Liser 'SOiry krorm ot 192 168 58 90° timed out
OZAAR00T 171250 Port Connected ol Tominion-#X2_Por 1" conmected by user ‘sdmi’

| o2nameor1712m AccessiLogn Lkseer *schmin’ Brom bt *1 52168 53 5 legged in

& o o A 3 e

e e

e e o el . e

Figure 71: Audit Log
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The Audit Log page displays events by date and time (most recent
events listed first). The Audit Log provides the following information:

e Date. The date and time that the event occurred; 24-hour clock.
e Event. The event name as listed in the Event Management page.

e Description. Detailed description of the event.

» To save the Audit Log:

Note: Saving the Audit Log is available only on the Dominion KX II Remote
Console, not on the Local Console.

1. Click the Save to File button. A Save File dialog opens.

2. Select the desired file name and location and click Save. The audit
log is saved locally on your client machine with the name and
location specified.

» To page through the Audit Log:
Use the [Older] and [Newer] links.
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Device Information

The Device Information page provides detailed information about your
Dominion KX II device and the CIMs in use. This information is helpful
should you need to contact Raritan Technical Support.

» To view information about your Dominion KX Il and
CIMs:

Select Maintenance > Device Information. The Device Information
page opens:

P-I:'r!.lul:l:!'ll- 'llr!ulFM:Hll] User Management | Device Eemﬂn!: Sﬂ:mﬂr_ I n ___; ﬂm'}'l'llt'l

Wam * Waistanancs » [avice lfarmation Lagout

Modeal: DHXZ-41E
Had ibwiai & Pawiiion: 4
Fit mveva & Veor alon: 20025418
Sorial lurnba: HHCEE000NE
| MAC Address: 000 Ol ek 007 536
N F

CIM Intormation

& Parl Hame Type Firrware Wersion Serial Bumber

| 1 DioemsndonHkK 2 Port! WM IA35 HWTEE0TT1

L2 Diowminion#Cx2_Porld Pl ik GHFFFFFFFFFFFFT 565 !
8 Dominion- 1002 _Poril ParvsiSirg Doe PO BADDDSS

L )

Figure 72: Device Information

The following information is provided about the Dominion KX II: Model,
Hardware Revision, Firmware Version, Serial Number, and MAC
Address.

The following information is provided about the CIMs in use: Port
(number), Name, Type (of CIM: DCIM, PCIM, Power Strip, or VM),
Firmware Version, and Serial Number.
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From the Backup/Restore page, you can backup and restore the settings
and configuration for your Dominion KX II. In addition to using backup
and restore for business continuity purposes, you can use this feature as
a time-saving mechanism. For instance, you can quickly provide access
to your team from another Dominion KX II, by backing up the user
configuration settings from the Dominion KX II in use and restoring
those configurations to the new Dominion KX II. You can also setup one
Dominion KX II and copy its configuration to multiple Dominion KX II
devices.

» To access the Backup/Restore page:

Select Maintenance > Backup/Restore. The Backup/Restore page
opens:

m Virtual Media | Uzer Management | Device Settings Mainl

Homa > Maintenancs > Badop § Refdors

Hackup [ Restore

‘i
o Full RBestore .‘-
Protected Restore
¢ Custom Restore
[~ User and Group Restore
L]

r Dewice Seftings Rastons

Restore File
| Browse...
[ Restore | [ Bachup | [ cancer |
R e T e i T T

Figure 73: Backup/Restore

Note: Backups are always complete system backups. Restores can be complete or
partial depending on your selection.

» To backup your Dominion KX I1:
1. Click Backup. A File Download dialog opens.
2. Click Save. A Save As dialog opens.
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3. Select the location, specify a file name, and click Save. A Download
Complete dialog opens.

4. Click Close. The backup file is saved locally on your client machine
with the name and location specified.

» To restore your Dominion KX I1:

WARNING: Please exercise caution when restoring your Dominion
KX1I to an earlier version. Usernames and password in place at the
time of the backup will be restored. If you do not remember the old
administrative usernames and passwords, you will be locked out of
the Dominion KX II.

In addition, if you used a different IP Address at the time of the

backup, that IP Address will be restored as well. If the configuration
uses DHCP, you may want to perform this operation only when you
have access to the local port to check the IP address after the update.

1. Select the type of restore you want to run:

* Full Restore. A complete restore of the entire system; generally
used for traditional backup and restore purposes.

* Protected Restore. Everything is restored except device-specific
information such as serial number, MAC Address, IP Address,
name, port names, etc. With this option, you can setup one
Dominion KX II and copy the configuration to multiple
Dominion KX II devices.

= Custom Restore. With this option, you can select User and Group
Restore, Device Settings Restore, or both. Check the appropriate
checkboxes:

= User and Group Restore. This option includes only user and
group information. Use this option to quickly setup users on
a different Dominion KX II.

= Device Settings Restore. This option includes only device
settings. Use this option to quickly copy the device
information.

2. Click the Browse button. A Choose file dialog opens.

3. Navigate to and select the appropriate backup file and click Open.
The file selected is listed in the Restore File field.

4. Click Restore. The configuration (based on the type of restore
selected) is restored.

== Raritan.
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Use this procedure to upgrade CIMs using the firmware versions stored
in the memory of your Dominion KX II unit. In general, all CIMs are
upgraded when you upgrade the device firmware using the Firmware
Upgrade (on page 163) page. Use the CIM Upgrade page to upgrade new
CIMs.

Note: Only D2CIM-VUSB and D2CIM-PWR can be upgraded from this page.

» To upgrade CIMs using the Dominion KX Il memory:

1. Select Maintenance > CIM Firmware Upgrade. The CIM Upgrade
from KX Flash page opens:

Pert Access | Virtual Media | User Mansgement | Device Settings | Security

Home » Mainbenates > CIM Firmsarn Upgrade Lage

DominionkX Cifs:

[ Setectan | [ Desetectam |

Currernt CIM Version Upgrede CIM Wersion
r 12 DomininekiE_Podl2  PowerStip  O0E2 o2
r i1-1 Domaneon-+O02_Potle WM DAaZ4 2834
Upgn adke Cancel i
o maa _....-a.‘_._ﬁ__t_\“‘r.n-l\‘_‘ _“r-“ B L T _\_.J_.f =

Figure 74: CIM Upgrade from KX Flash

2. The Port (number), Name, Type, Current CIM Version, and Upgrade
CIM Version are displayed for easy identification of the CIMs.

3. Check the Selected checkbox for each CIM you want to upgrade.

Tip: Use the Select All and Deselect All buttons to quickly select all
(or deselect all) of the CIMs.

4. Click the Upgrade button. You are prompted to confirm the
upgrade.

5. Click OK to continue the upgrade. Progress bars are displayed
during the upgrade. Upgrading takes approximately 2 minutes (or
less) per CIM.

» To exit without upgrading:
Click the Cancel button.
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Firmware Upgrade

Z=Raritan.

Use the Firmware Upgrade page to upgrade the firmware for your
Dominion KX II unit and all attached CIMs. This page is available in the
Dominion KX II Remote Console only.

Important: Do not turn off your Dominion KX II unit or disconnect
CIMs while the upgrade is in progress - doing so will likely result in
damage to the unit or CIMs.

» To upgrade your Dominion KX Il unit:

1. Locate the appropriate Raritan firmware distribution file (*.RFP),
found on the Raritan Firmware Upgrades Web page:
http://www raritan.com/support/firmwareupgrades and download
the file.

2. Unzip the file. Please read all instructions included in the firmware
ZIP files carefully before upgrading.

Note: Copy the firmware update file to a local PC before uploading.
Do not load the file from a network drive.

3. Select Maintenance > Firmware Upgrade. The Firmware Upgrade
page opens:

Port Access | Virtual Media | User Management | Device Settings | Security |

Heme > Maintenanoe > Finmveare Upgrade ‘
Firmware Upgrade

Fitmwar« File

I Browss. . I

- Reviaw CIM Wersion Information

et -y W At

I Updaadl ]l Cancel |

T Iy P g T L]
Figure 75: Firmware Upgrade

4. Click the Browse button to navigate to the directory where you
unzipped the upgrade file.

5. Check the Review CIM Version Information? checkbox if you would
like information displayed about the versions of the CIMs in use.
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6. Click Upload from the Firmware Upgrade page. Information about
the upgrade and version numbers is displayed for your confirmation
(if you opted to review CIM information, that information is
displayed as well):

ort Accaus | itos o] s anagement | Device Sestings | Securvy [N Dgrovtcs

Home » Msinbinance > Fisnats Upgiade Lagouth
Firmware Upgrade
Cainn o vl Siong 20005 5541
Mlarw winnion: 20005 5554

This: rreary ko e miradas. Pisass oo NOT power off B Sevics wirds Tha
updata it N progras! Alér & puccess bl updabe the dérvice will be rées
doraticaly

Current CIM Version Upgrade CIM Version
1 Domiricn-FOCE_Portl M 2436 a8
B Dupmarior- N2 _Port® Poweriire wer s
T Lt et s e TR et

Figure 76: Firmware Upgrade Review

Note: At this point, connected users are logged out, and new login
attempts are blocked.

7. Click Upgrade. Please wait for the upgrade to complete. Status
information and progress bars are displayed during the upgrade.
Upon completion of the upgrade, the unit reboots (1 beep sounds to
signal the reboot).

Firmware Upgrade in Progress...

Uparade successful.

The Device DominionKX has been updated with new
firmware version 2.0.0.2.5240.

Device will reboot now and thiz will take approximately 5
minutes. Please close the hrowser for approximately 5
minutes before logging in again.

Progress: Upgrade Finished

h J
Figure 77: Firmware Upgrade Successful

8. As prompted, close the browser and wait approximately 5 minutes
before logging in to the Dominion KX II again.
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For information about upgrading the device firmware using the Multi-
Platform Client, refer to the Raritan Multi-Platform Client (MPC) and
Raritan Remote Client (RRC) User Guide.

Upgrade Report

Dominion KX II provides information about upgrades performed on the
Dominion KX II unit and attached CIMS.

» To view the upgrade report:

Select Maintenance > Upgrade Report. The Upgrade Report page
opens:

Porl Accens | Vriual Media | User Management | Dewice Setlings

Hema » Mainiehinse * Upguade Reped Lage

Lt U adde:
Full Firmtravars Ligrads

Fasult:

O Firmrware Upgrade successtul
Firmvear e Version:
20055554

DomintemtX Cilis:

S B e i b,

i Pert Type Reaull Current Version
1 VMG SLCCESS A
] PirwarCd SUCCESS QE3
e e AR Jres o e e, st o e

Figure 78: Upgrade Report

Information is provided about the last Dominion KX II upgrade that was
run, the final status of that upgrade, and the firmware version.
Information is also provided about the CIMs:

e Port. The port where the CIM is connected.
e Type. The type of CIM.
e Result. The result of the upgrade (success or fail).

e  Current Version. The CIM firmware version.

Reboot

Z=Raritan.

The Reboot page provides a safe and controlled way to reboot your
Dominion KX II unit; this is the recommended method for rebooting.

Important: All KVM connections will be closed and all users will be
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logged off.

» To reboot your Dominion KX II:

1. Select Maintenance > Reboot. The Reboot page opens:

Port Access | Wirtual Media | User Managemenid | Dewice Sellings | Security | INRintes

Heme * Maintenance * Rebool

s

This: mary ados up 10 tevn minudes,

S s e e e, '._‘w_,..-.n....n-il'l-‘ s e o A e i,

Figure 79: Reboot

2. Click the Reboot button. You are prompted to confirm the action:

Hama > Miinbihanes > Rabast

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

Mgy by e poon

(7 (]

This may take up 1o two minutes

R AR e b, R AN e

Figure 80: Reboot Confirmation

3. Click Yes to proceed with the reboot.

» To exit without rebooting:
Click No.
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Diagnostics Menu

The Diagnostics pages are used for troubleshooting and are intended
primarily for the administrator of the Dominion KX II device. All of the
Diagnostics pages (except KX Diagnostics) run standard networking
commands; the information displayed is the output of those commands.

The following Diagnostics menu options help you debug and configure
the network settings:

e Network Interface

e Network Statistics

e Ping Host

e Trace Route to Host

The KX Diagnostics option is intended for use in conjunction with
Raritan Technical Support.

Use: To:

Network Interface Obtain the status of network interface.

Network Statistics Obtain statistics about the network.

Ping Host Determine whether a particular host is reachable across
an IP network.

Trace Route to Host ~ Determine the route taken all the way to the selected
host.

KX Diagnostics Use when directed by Raritan Technical Support
(Remote Console only).
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The Dominion KX II provides information about the status of your
network interface.

» To view information about your network interface:

Select Diagnostics > Network Interface. The Network Interface page
opens:

Port Access | Virtual Pole:lu_ Umer Manegemernl | bewice Seflanga 1 Securiy | Maintenante | Diagnostics

Homme > Diaghedtica = Wabeb Inlafses

Redul

Limk seare (sthl): suremsgeziacion omn, LOO Hbpa, full duplex, link ok
1: ethi: <BROABCAST HOLTICAST> aew LEQD gdisc noop gqlem L1000
limkfechar O00: 00:00: 00: 0008 brd #48: fd- fd: dd: Fd- ¢4

2: lo: <LOOPBACK,UP» stu 14436 gdipc noqueus

link/lcopback O0:00;00:00:00;00 brd 00: 00:00:00:00: 00

imet 127.0.0.179 scope host lo

F: wthl: “BEROADCAST . MULTICAST,.ROTRAILERS.UP* mtu 1500 qdiss plifo_fast qlam 1000
limk/echer 00:0d: 50:00: 330 el brd fd: 8 £l o dd

imec 13Z. 168.59.97724 brd L9Z.L68. 5P, . 255 seops global schl

e R N Y T T YT ™ i e B i T PP i
Figure 81: Network Interface
The following information is displayed:

e Whether the Ethernet interface is up or down.
e Whether the gateway is ping-able or not.
e The LAN port that is currently active.

» To refresh this information.

Click the Refresh button.

==Raritan.

When you're ready to take control®



Chapter 12: Diagnostics

Network Statistics Page

==Raritan.

The Dominion KX II provides statistics about your network interface.

» To view statistics about your network interface:
Select Diagnostics > Network Statistics. The Network Statistics page
opens.

2. Select the appropriate option from the Options drop-down list:

= Statistics. Produces a page similar to the one displayed here:

Port Access | Wirlual Media | User Management | Device Settings | Security

MWeme » Diagnostios » Nabeso i Statiics

P

Dioins:

Refiesh |

Rexilt

Ip:

8902 total packets received
0 forvardaed

0 imceming packetsz digcarded
B80Z incoming packers deliversd
8522 reqUestE FenT out

Tomp:

& ICHF sessages received

0 ippoe ICHP seffage failed.
ICHP inpur histogras:

0 ICHF massages sant

0 ICHF sessages failed

ICHP cutpus hiftogtan:

Teap:

& active commsctions opanings
242 passive connection opendngs
0 failed connection attempts
1E sonnecEicn Fedetd receivad
1 eopmsctions eitablished
T942 seguents recelved

B304 segmeants send ouat

0 Fegments® retrangsited

0 bad Sefmened recaivad,

0 Fasets Sanc

Udp:

£33 packetr receivgd
¥ e epen A% e

o o i .
e

Figure 82: Network Statistics (statistics)
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= Interfaces. Produces a page similar to the one displayed here:

[Port Access | Virtual Media | Uner Mansgement | Device Seffings | Security | Maintenance | Disgnostics

Heme * Diagaortics > Hatwok Statissi

Network Stalistics

Dptions:

=irierfaces "I

Rzl

Kernel Interface table

Ifaze ATV Mae KX-O0F PX-ERR RX-DRP RX-OVRE TH-0K TX-ERR TH-DRP TX-OVER Flg
athl 1500 0 13828 0 O 0 8680 O O O BMERU

le 16436 0 1% 0 0 O 196 0 Q0 0 LRU

ey o SR, o o e S, _H-u**v—"‘"w#“a-..-. sty gha -1.-!'*“'"""“"""'"'4-“--'"&‘.,

Figure 83: Network Statistics (interfaces)

* Route. Produces a page similar to the one displayed here:

Port Access User Management | Device Settings | Security | Main.

Home = Diagnostics > Nebwod Statisics

Nelwork Statistics

Crptions:
T -

Resul
Fernel IPF routing table
Deastination Cateway Cenmask Flags N2S Window irtt Iface

192.1658.59.0 * 255,255, 255.0 0 0 0 0 ethl
default 132 168.59 126 0.0.0.0 UG 0 0 0 ethl

Lo, p it s o, apintes el L, by A T P o g s,

Figure 84: Network Statistics (route)

3. Click the Refresh button.

The relevant information is displayed in the Result field.

==Raritan.
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Ping Host Page

Ping is a network tool used to test whether a particular host or IP
Address is reachable across an IP network. Using the Ping Host page,
you can determine if a target server or another Dominion KX II unit is
accessible.

» To ping the host:
1. Select Diagnostics > Ping Host. The Ping Host page opens:

Home * Diagnostics > Ping Heost

Hostname or IP Addiress:
fre2.188 5997

i

Result

192, L68.559.597 is alival

e T T S et et 0, e, i, B, B, (NN,

g,

Figure 85: Ping Host

2. Type either the hostname or IP Address into the Hostname or IP
Address field.

W

Click Ping. The results of the ping are displayed in the Result field.
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Trace Route to Host Page
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Trace route is a network tool used to determine the route taken all the
way to the provided hostname or IP Address.

» To trace the route to the host:

1. Select Diagnostics > Trace Route to Host. The Trace Route to Host
page opens:

| Port Accens | Virtual Media | User Mansgement | Deviee Settings

Homa * Diaghedtics > Trace Rosts 19 Hogt

Trace Route lo Host

Hostname o 1P Address:
| [EFEEEEY

Maxirmumn Hoges:
IE -'1

Trace Rowte

Resul

Traceroute Ftarted waic for Iming....
1 192 168 .59 97 (192 168 £9_97) 0 438 mns 0. 434 ms 0268 ms

i i, W e bt ey et LT

Figure 86: Trace Route to Host

2. Type either the Hostname or IP Address into the Hostname or IP
Address field.

3. Select the Maximum Hops from the drop-down list (5 or 10).

4. Click the Trace Route button. The trace route command is executed
for the given hostname or IP Address and the maximum hops. The
output of trace route is displayed in the Result field.

Z=Raritan.

When you're ready to take control®



Chapter 12: Diagnostics

KX Diagnostics

Z=Raritan.

Note: This page is for use by Raritan Field Engineers or when you are directed
by Raritan Technical Support.

KX Diagnostics downloads the diagnostics information from Dominion
KX I to the client machine. Three operations can be performed on this

page:
e Command Line Interface. Enable or disable the Command Line
Interface functionality. With this feature, a Raritan Technical Support

engineer can open a standard SSH client, connect to the unit, and
remotely execute diagnostic functions.

e Diagnostics Scripts. Execute a special script provided by Raritan
Technical Support during a critical error debugging session. The
script is uploaded to the unit and executed. Once this script has been
executed, you can download the diagnostics messages through the
Save to File button.

¢ KX Diagnostic Log. Download the snapshot of diagnostics messages
from the Dominion KX II unit to the client. This encrypted file is then
sent to Raritan Technical Support; only Raritan can interpret this file.

Note: This page is accessible only by users with administrative privileges.

» To run the Dominion KX Il System diagnostics:

1. Select Diagnostics > KX Diagnostics. The KX Diagnostics page opens.

[Port Accens | Vet e User Mansgement] Devie Setings | Secursy|

Hema * Disgaoties > X Diggnastics

HX Diagnostics

[ Enabie Command Line inberface for B0 Disgrostics

{
l
2 |

Diagnostics Scripts:
Seript File:

| Browss...

'
KX Diagnostic Log: }
g

[ Sawe To File

B bt g b e g kil S e s i 3, wni
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Figure 87: KX Diagnostics

2. To enable the Command Line Interface for use by Raritan Technical
Support:

Note: UDP Port 21 is required for this feature.

a. Check the Enable Command Line Interface for KX Diagnostics
checkbox.

b. Click OK.

c.  UDP port 21 must be opened and made available to Raritan
Technical Support.

d. Raritan Technical Support will also need to know the
administrative password for the Dominion KX II.

e. Once Raritan Technical Support has completed their testing,
return UDP port 21 to its original state.

3. To execute a diagnostics script file emailed to you from Raritan
Technical Support:

a. Retrieve the diagnostics file supplied by Raritan and unzip as
necessary.

b. Use the Browse button. A Choose file dialog opens.
c. Navigate to and select this diagnostics file.

d. Click Open. The file is displayed in the Script File field:

Diagnostics Scripts:

Seript File:
IC:'I.D::u:uments and Setting:  Browse.. |
| Fun Script | | Cancel |

Figure 88: Diagnostics Scripts
e. Click Run Script.
f.  Sent this file to Raritan Technical Support using step 4.

4. To create a diagnostics file to send to Raritan Technical Support:

174 =&=Raritan.
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a. Click the Save to File button. The File Download dialog opens:

File Download - Security YW arning . ﬁ"

Do you want to zave thiz hle?

Hame:  diagnostics_save
Type: Uinknown Fils Type, 64.3 KB
Froen:  192.168.59.150

swe | [ ]

mmmhIMoﬂrﬂuﬁtﬂuﬂurm .
pobentially ham your computer. If you do not trust the source, do not

Figure 89: File Download
b. Click Save. The Save As dialog opens.
c. Navigate to the desired directory and click Save.

d. Email this file as directed by Raritan Technical Support.
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In This Chapter
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KX Il Local Console

Dominion KX II provides at-the-rack access and administration via its
local port, which features a browser-based graphical user interface for
quick, convenient switching between servers. The Dominion KX II Local
Console provides a direct analog connection to your connected servers;
the performance is as if you were directly connected to the server's
keyboard, mouse, and video ports. The KX II Local Console provides the
same administrative functionality as the Dominion KX II Remote
Console.

The Dominion KX II Local Console supports the following language
keyboards: US English, UK English, German, French, Japanese, Korean,
Simplified Chinese, and Traditional Chinese.

Note: Keyboard use for Chinese, Japanese, and Korean is for display only; local
language input is not supported at this time for KX II Local Console functions.

Sacurity | Maintenancs | Dlagnaatics

Home = Device Senings = Network Semngs

Gateway IP address

Primary DHS server P address

Metwork Basic Sattings Network Miscellaneous Ssttings
Device Nams * Discovery Port
Damrasain 5000
541
P auto configurmtion Bandwidth Limit
Dl w o Lim ¥
+ Preferred host name (DHOP only)
R asbivion Mote: For reliable network communication,
[ configure the Dominion KX If and LAN Switch to the
same LAN interface Speed and Duplex. For
Subnat mask example, configure both the Dominion KX if amd

LAN Switch to Autodetect (recommended) or set
both ta a fixed speediduplex such as 100MbpsFull.

Current LAN imterface parameters:
SOREgEBANan or. 100 Mbp2. full duples

LAM Intarfaca Spaad & Duplax

Autodetect -
Enabte Autormanc Fade

Secondary NS server IF stdress m] ver

Ping Intarval (secends) *

Timeout (seconds) *

et System ACL

1[ Resat to defaults ﬂl
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Figure 90: Dominion KX II Local Console
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Physical Connections

The physical connections for the local ports can be found on the back
panel of the Dominion KX II:

Figure 91: Local User Panel on Dominion KX 11

Monitor: Attach a standard multi-sync VGA monitor to the HD15
(female) video port.

Keyboard: Attach either a standard PS/2 keyboard to the Mini-DIN6
(female) keyboard port, or a standard USB keyboard to one of the USB
Type A (female) ports.

Mouse: Attach either a standard PS/2 mouse to the Mini-DING6 (female)
mouse port or a standard USB mouse to one of the USB Type A (female)
ports.

Reset Button

At the back of the Dominion KX II unit, there is a Reset button. It is
recessed to prevent accidental presses (you will need a pointed object to
use this button).

Reset Button

Figure 92: Reset Button (back of unit)
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The actions that are performed when the reset button is pressed are
defined in the graphical user interface. Refer to Security Settings,
Encryption & Share (see "Encryption & Share" on page 151) for more
information.

Note: It is recommended that you save the audit log prior to performing a
factory reset. The audit log is deleted when a factory reset is performed and the
reset event is not logged in the audit log. For more information about saving the
audit log, please refer to Audit Log (on page 157).

> To reset the unit:
1. Power off the Dominion KX II unit.
2. Use a pointed object to press and hold the reset button.

3.  While continuing to hold the reset button, power the Dominion KX II
unit back on.

4. Continue holding the reset button for 5-10 seconds. Once the unit
has been reset; two short beeps signal completion.

Starting the KX

178

Il Local Console

Simultaneous Users

The Dominion KX II Local Console provides an independent access path
to the connected target servers. Using the Local Console does not
prevent other users from simultaneously connecting over the network.
And even when remote users are connected to Dominion KX II, you can
still simultaneously access your servers from the rack via the Local
Console.

== Raritan.
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Security and Authentication

In order to use the Dominion KX II Local Console, you must first
authenticate with a valid username and password. Dominion KX II
provides a fully-integrated authentication and security scheme, whether
your access is via the network or the local port. In either case, Dominion
KX I allows access only to those servers to which a user has access
permissions (refer to User Management (on page 98) for additional
information on specifying server access and security settings).

If your Dominion KX II has been configured for external authentication
services (LDAP, RADIUS, or Active Directory), authentication attempts
at the Local Console also are authenticated against the external
authentication service.

Note: You can also specify no authentication for local console access; this option
is recommended only for secure environments.

» To use the KX Il Local Console:

1. You need a keyboard, mouse, and video display connected to the
local ports at the back of the Dominion KX II unit. Refer to Physical
Connections (on page 177) for more information about the local port
connections.

2. Start the Dominion KX II unit; the KX II Local Console interface
displays.

KX Il Local Console Interface

The KX II Local Console interface is almost identical to the KX II Remote
Console interface. Where there are differences, they are noted in the user
manual. Refer to User Interfaces, KX II Console (see "KX II Local
Console: KX II Devices" on page 41), and KX IT Console Menu Tree (see
"Dominion KX II Console Menu Tree" on page 47) for additional
information.

Available Resolutions

The KX II Local Console provides the following resolutions to support
various monitors:

e 800x600
e 1024x768
e 1280x1024

Each of these resolutions supports a refresh rate of 60Hz and 75Hz.
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Accessing Target Servers

Server Display

After you login to the KX II Local Console, the Port Access page opens.
This page lists all of the Dominion KX II ports, the connected target
servers, and their status and availability.

Usar Mansgemant | Device Sattings | Ceswrity | Maintenancs

Hams = Pon Actes Logeul

1748 Port Access

Click an the individual port name to see allowable operations.
1 of 4 Remete KVM channels currently in use.

pTIght & 2007 RarRan Compuler b

Figure 93: Local Console Port Access

The target servers are initially sorted by Port Number; you can change
the display to sort on any of the columns.

e Port Number. Numbered from 1 to the total number of ports
available for the Dominion KX II unit. Please note that ports
connected to power strips will not be among those listed, resulting in
gaps in the Port Number sequence.

e Port Name. The name of the Dominion KX II port; initially set to
Dominion-KX2-Port#, but you can change the name to something
more descriptive. When you click on the Port Name link, an Action
Menu is opened. Refer to the Port Action Menu (on page 60) for
more information about the menu options available.

Note: Do not use apostrophes for the Port (CIM) Name.

180 =&=Raritan.
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e  Status. The Status is either up or down.

e Availability. Valid Values per include Idle, Connected, Busy, or
Unavailable.

» To change the sort order:

Click the column heading you want to sort on. The list of target
servers is sorted by that column.

Hotkeys

Because the Dominion KX II Local Console interface is completely
replaced by the interface for the target server you are accessing, a hotkey
is utilized so you can switch between these interfaces.

The Local Port hotkey allows you to rapidly access the KX II Local
Console user interface when a target server is currently being viewed.
The default is to press the Scroll Lock key twice in rapid succession, but
you can designate any key combination (available in the Local Port
Settings page) as the hotkey. Refer to Local Port Settings (see "Local Port
Settings (KX II Local Console Only)" on page 182) for more information.

Accessing a Target Server

» To access a target server:

1. Click the Port Name of the target you want to access. The Port
Action Menu is displayed.

2. Select Connect from the Port Action Menu (on page 60). The video
display switches to the target server interface.

Returning to the KX Il Local Console Interface

Important: The KX II Local Console default hotkey is to press the
Scroll Lock key twice rapidly. This key combination can be changed in
the Local Port Settings (see "Local Port Settings (KX II Local Console
Only)" on page 182) page.

» Toreturn to the KX Il Local Console from the target
server:

Press the hotkey (default is Scroll Lock) twice rapidly. The video
display switches from the target server interface to the Dominion KX
IT Local Console interface.
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Local Port Administration

The Dominion KX II can be managed by either the KX II Local Console
or the KX II Remote Console. Please note that the KX II Local Console
also provides access to these administrative functions:

e Local Port Settings
e Factory Reset

Note: Only users with administrative privileges can access these functions.

Local Port Settings (KX Il Local Console Only)

From the Local Port Settings page, you can customize many settings for
the KX II Local Console including keyboard, local port hotkey, video
switching delay, power save mode, local user interface resolution

settings, and local user authentication.

Note: This feature is available only on the Dominion KX II Local Console.

» To configure the local port settings.

1. Select Device Settings > Local Port Settings. The Local Port Settings

page opens:

=ERarifan. (T enmser]

Security | Mainterance | Disgnestics

Home > Device Sefing: > Local Por Seling

Note: Any changes to the Local Port
Settings will restart the browser.
U weybosr Type
us b
rranonkx Local Port Metiey
i [Doutie Click Sercl Lock -
Videa Switching Delay (in secs)
2

[ Fower SaveMode

Pewer Sawe Mode Timesut [in minutes)

fie sadustion

e v |
Rafresh Rats (Hz)
===

- Liscal User

Cennected Users:
ac al Consede

@ |locslLDAPRADIUS
~y Mome

[ "o CC managed made on local port

0% Raset tadesmuits | Camcni |

spyright & 2007 Rarfen Compuier inc

Figure 94: Local Port Settings
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2. Select the appropriate Keyboard Type from among the options in the
drop-down list:

= US

= US/International

= UK

=  French

=  German

= JIS (Japanese Industry Standard)
* Simplified Chinese

= Traditional Chinese

= Dubeolsik Hangul (Korean)

3. Select the Local Port Hotkey. The Local Port Hotkey is used to return
to the KX II Local Console interface when a target server interface is
being viewed. The default is Double Click Scroll Lock, but you can
select any key combination from the drop-down list:

Take this Action:

Double Click Scroll Lock Press Scroll Lock key twice quickly
Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly

Double Click Left Shift key Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly

4. Set the Video Switching Delay from 0 - 5 seconds, if necessary.
Generally 0 is used unless more time is needed (certain monitors
require more time to switch the video).

5. If you would like to use the power save feature:
a. Check the Power Save Mode checkbox.

b. Set the amount of time (in minutes) in which Power Save Mode
will be initiated.

6. Select the Resolution for the KX II Local Console from the drop-

down list:
= 800x600
= 1024x768
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7.

8.

9.

10.

= 1280x1024

Select the Refresh Rate from the drop-down list:
* 60Hz

= 75Hz

Select the type of Local User Authentication:

= Local/LDAP/RADIUS. This is the recommended option; for more
information about authentication, refer to Remote
Authentication (on page 36) and Authentication vs.
Authorization (on page 37).

= None. There is no authentication for local console access. This
option is recommended for secure environments only.

Check the Ignore CC managed mode on local port checkbox if you
would like local user access to the Dominion KX II even when the
device is under CC-SG management.

Note: If you clear this checkbox but then want local port access, you
will have to remove the device from under CC-5G management
(from within CC-5G) and then you will be able to check this
checkbox.

Click OK.

To close the page without saving any changes:
Click Cancel.

To reset back to defaults:

Click Reset to Defaults.

== Raritan.
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Factory Reset (KX Il Local Console Only)

Note: This feature is available only on the Dominion KX II Local Console.

The Dominion KX II offers several types of reset modes from the Local
Console user interface.

Note: It is recommended that you save the audit log prior to performing a
factory reset. The audit log is deleted when a factory reset is performed and the
reset event is not logged in the audit log. For more information about saving the
audit log, please refer to Audit Log (on page 157).

» To perform a factory reset:

1. Select Maintenance > Factory Reset. The Factory Reset page opens:

T — -
==Raritan. Device settings
S PRI LU s

HI:lr'I'I‘I = Mainfenance > Factory Resst

Time & Session:

March 02, 2007 14:26:13 Factory Raset

User: admin Full Factory Reset
State active l:-} .
Tour IP: Local Console

Last Logan: Mar 02, 2007 14:12|

oot
Device Information: '—I

Device Name DaminbonkX
IP Address: 192.168.59.97
Firmware 20025282
Powerinl: an

Powerin: aff

l:l Network Farameters Resst

Port States: apynght © 2007 Rartan Computer Ing
e e A r\_ ol S ___...-I\ P TN, -

Figure 95: Factory Reset (Local Console Only)
2. Select the appropriate reset option.

e Full Factory Reset: Removes the entire configuration and resets the
unit completely to the factory defaults. Please note that any
management associations with CommandCenter will be broken.
Because of the complete nature of this reset, you will be prompted to
confirm the factory reset.

e Network Parameter Reset: Resets the network parameters (from

Device Settings > Network Settings) of the unit back to the default
values:

IP auto configuration

IP Address
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Subnet Mask
Gateway IP address
Primary DNS server IP address

Secondary DNS server IP
address

Discovery Port

Bandwidth Limit

LAN Interface Speed & Duplex
Enable Automatic Failover
Ping Interval (seconds)
Timeout (Seconds)

You will be prompted to confirm this action because all network
settings will be permanently lost.

Click Reset to continue. You will be prompted to confirm the factory
reset.

Click the Really Reset button to proceed. Upon completion, the
Dominion KX II unit is automatically restarted.

== Raritan.
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In This Chapter

OVRIVIEW ..ottt 187
Removing Dominion KX II from CC-SG Management.............ccccccveuuence 188

Overview

Z=Raritan.

When a Dominion KX II device is under CommandCenter Secure
Gateway control and you attempt to access the device directly using the
Dominion KX II Remote Console, the following message is displayed
(after entry of a valid username and password):

Managed by Command Cenler Secure Galewsy

This device is being managed by
Command Center Secure Gateway (CC-5G)

192.168.61.129

Direct Login is disabled at this tine!

. S
Figure 96: Device Managed by CC-SG Message
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Removing Dominion KX Il from CC-SG Management

Unless the Dominion KX II is released from CC-SG control, you cannot
access the device directly. If, however, the Dominion KX II does not
receive heartbeat messages from CommandCenter (e.g.,
CommandCenter is not on the network), you can release the Dominion
KX I from CC-SG control in order to access the device. This is
accomplished by using the CC Unmanage feature.

Note: Maintenance permission is required to use this feature.

When no heartbeat messages are received, the following message is
displayed when attempting to access the device directly:

Managed by Command Center Secure Gateway 192.165.60.23

This device is being managed by Command Center Secure
Gateway

192.168.60.23

Do you want to remove it from Command Center Management?

" "
Figure 97: Remove from CC-SG Management

» To remove the device from CC-SG management (to use
CC Unmanage):

1. Click the Yes button. You are prompted to confirm the action:

Managed by Command Center Secure Gateway 192.165.60.23

Confirming remove of this devicé};om Command Center
(192.163.60.23) Management.

Do you really want to remove this device from Command Center
Management?

| Really Unmanage | | Cancel
L A
Figure 98: Confirm CC Unmanage

Z=Raritan.
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2. Click the Really Unmanage button. A message is displayed
confirming that the device is no longer under CC management:

The device is no longer in CC Manage Mode or
the CC heartbeat returned meanwhile and you will be logged out
immediately.

AN o
Figure 99: Device Removed from CC Management

3. Click OK. The Dominion KX II login page opens.
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Environmental Requirements

Temperature 0°C-407C (32°F- 104°F)

Humidity 20% - 85% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;

30 minutes for each axis (X, Y, Z)

Shock N/A

Temperature 0°C-50TC (32°F-122°F)

Humidity 10% - 90% RH

Altitude N/A

Vibration 5-55-5 HZ, 0.38mm, 1 minutes per cycle;

30 minutes for each axis (X, Y, Z)

Shock N/A
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Physical Specifications

DKX2-116

DKX2-132

DKX2-216

DKX2-232

DKX2-416

DKX2-432

Line Item
Description

Weight

Product
Dimensions
(WxDxH)

16-Port
Dominion
KX II with 1-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

8.65 lbs;
3.9kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

32-Port
Dominion
KX II with 1-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

9.0 Ibs;
4.1kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

16-Port
Dominion
KX II with 2-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

8.65 1bs;
39kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

32-Port
Dominion
KX II with 2-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

9.0 Ibs;
41kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

16-Port
Dominion
KX II with 4-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

9.04 Ibs;
41kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

32-Port
Dominion
KX II with 4-
user
Network
Access and
Local Port;
Virtual
Media, Dual
Power

9.48 Ibs;
43 kg

1.75" x 17.3"
x11.4"
44mm x
439mm x
290mm

Shipping
Weight

Shipping
Dimensions
(WxDxH)

UPC Code

Power

14.85 lbs;
6.7 kg

22" x16.6" x
6.5"

559mm x
422mm x
165mm

14.9 lbs;
6.8 kg

22" x16.6" x
6.5"

559mm x
422mm x
165mm

14.49 Ibs;
6.6 kg

22" x16.6" x
6.5"

559mm x
422mm X
165mm

14.9 lbs;
6.8 kg

22" x16.6" x
6.5"

559mm x
422mm X
165mm

14.94 Ibs;
6.8 kg

22" x 16.6" x
6.5"

559mm x
422mm x
165mm

15.38 Ibs;
7.0kg

22" x 16.6" x
6.5"

559mm x
422mm X
165mm

785813624055 785813624079 785813624086 785813625021 785813625359 785813625380

Dual Power
100/240 V
50/60 Hz
0.6A

25.4 Watts

Z=Raritan.
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Dual Power
100/240 V
50/60 Hz
0.6A

26 Watts

Dual Power
100/240 V
50/60 Hz
0.6A

26.3 Watts

Dual Power
100/240 V
50/60 Hz
0.6A

27 Watts

Dual Power
100/240 V
50/60 Hz
1A

62 Watts
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Dual Power
100/240 V
50/60 Hz
1A

64 Watts



Environmental Requirements

Electrical Specifications

Parameter Value

Input
Nominal Frequencies 50/60 Hz
Nominal Voltage Range 100/240 VAC
Maximum Current AC RMS 0.6A max.
AC Operating Range 100 to 240 VAC (+-10%), 47 to 63 Hz
Output
+5 VDC, +12VDC N/A
-5VDC, -12VDC N/A
Maximum DC Power Output N/A
Maximum AC Power N/A
Consumption
Maximum Heat Dissipation N/A
Volt-Ampere Rating N/A

Computer Interface Modules (CIMs)

Part Number D2CIM-VUSB DCIM-PS2

Line Item Description Dominion KX II Dominion KX 1 &
Computer II Computer
Interface Module  Interface Module
[USB Port with [PS/2 Port]
Virtual Media]

Product Weight 0.21bs 0.21bs

Product Dimensions  1.3"x3.0"x 0.6" 1.3"x3.0"x 0.6"

(WxDxH)

Shipping Weight 0.2 Ibs 0.2 Ibs

Shipping Dimensions 7.2" x 9" x 0.6" 72"x9"x0.6"

(WxDxH)

UPC Code 785813332004 785813338532

192

DCIM-USB

Dominion KX 1 &

II Computer

Interface Module

[USB Port]

0.2 1bs
1.3"x3.0"x 0.6"

0.2 1bs
72" x9"x0.6"

785813338518

Z=Raritan.

DCIM-SUSB

Dominion KX 1 &
II Computer

Interface Module
[USB Port for Sun]

0.2 1bs
1.3"x3.0"x 0.6"

0.2 1bs
7.2"x9"x0.6"

785813338556
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D2CIM-VUSB -

Part Number DCIM-SUN D2CIM-PWR D2CIM-VUSB-
32PAC
Line Item Description Dominion KXI&  Dominion KX I Bulk pack of 32
I Computer Computer D2CIM-VUSB

Interface Module Interface Module
[Sun Port, HD15 for Remote Power

Video] strips
Product Weight 0.21bs 0.21bs 6.41b
Product Dimensions  1.3"x 3.0" x 0.6" 1.3"x3.0"x 0.6" (1.3"x 3.0" x
(WxDxH) 0.6")*32
Shipping Weight 0.2 Ibs 0.2 Ibs 8.011b
Shipping Dimensions 7.2" x 9" x 0.6" 72"x9"x0.6" 21.65"x12.20"x4.33
(WxDxH) "
UPC Code 785813338549 785813332011 785813332028

64PAC

Bulk pack of 64
D2CIM-VUSB

12.8 Ib

(1.3"x 3.0" x
0.6")*64

18.13 Ib
22.64"x9.45"x12.99

"

785813332035

Remote Connection

Network:  10BASE-T, 100BASE-T, and 1000BASE-T (Gigabit) Ethernet

Protocols:  TCP/IP, UDP, SNTP, HTTP, HTTPS, RADIUS, LDAP

KVM Properties

Keyboard: PS/2 or USB
Mouse: PS/2 or USB

Video: VGA

Z=Raritan.
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TCP and UDP Ports Used

TCP and UDP Ports Used

194

HTTP, Port 80 - All requests received by Dominion KX II via HTTP
(port 80) are automatically forwarded to HTTPS for complete
security. Dominion KX II responds to Port 80 for user convenience,
relieving users from having to explicitly type “https://” in the URL
field to access Dominion KX II, but while still preserving complete
security.

HTTPS, Port 443 - This port is used for a single purpose only: to send
the Dominion KX II Web-accessible clients (KX II Console, MPC) to
the user. No other communication occurs on this port. If you do not
wish to use the Dominion KX II Web-access capabilities and instead
prefer to use the installed client software provided on the CD-ROM,
you can prevent access to Port 443 via your firewall and Dominion
KX1I can still function.

Dominion KX II (Raritan KVM-over-IP) Protocol, Configurable Port
5000 - With the exception of the ports above, all communication to
Dominion KX II occurs over a single, configurable TCP Port. By
default, this is set to Port 5000, but you may configure it to use any
TCP port of your choice (except 80 and 443). For details on how to
configure this setting, refer to Network Settings (on page 122).

SNTP (Time Server) on Configurable UDP Port 123 (optional) -
Dominion KX II offers the optional capability to synchronize its
internal clock to a central time server. This function requires the use
of UDP Port 123 (the standard for SNTP), but can also be configured
to use any port of your designation.

LDAP on Configurable Ports 389 and 636 (optional) - If Dominion
KX I'is configured to remotely authenticate user logins via the
LDAP protocol, ports 389 and 636 will be used, but the system can
also be configured to use any port of your designation.

RADIUS on Configurable Port 1812 (optional) - If Dominion KX II is
configured to remotely authenticate user logins via the RADIUS
protocol, either port 1812 or 1813 will be used, but the system can
also be configured to use any port of your designation.

RADIUS Accounting on Configurable Port 1813 - If Dominion KX II
is configured to remotely authenticate user logins via the RADIUS
protocol, and also employs RADIUS accounting for event logging,
port 1813 or an additional port of your designation will be used to
transfer log notifications.

SYSLOG on Configurable UDP Port 514 - If Dominion KX II is

configured to send messages to a Syslog server, then the indicated
port(s) will be used for communication - uses UDP Port 514.

== Raritan.
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e SNMP Default UDP Ports (optional) - Port 161 is used for
inbound/outbound read/write SNMP access and port 162 is used for
outbound traffic for SNMP traps.

e UDP Port 21 - Port 21 is used for the Dominion KX II command line
interface (when you are working with Raritan Technical Support).

Target Server Connection Distance and Video Resolution

The maximum supported distance is a function of many factors
including the type/quality of Cat 5 cable, server type and manufacturer,
video driver and monitor, environmental conditions, and user
expectations. The following table summarizes the maximum target

server distance for various video resolutions and refresh rates:

Video Resolution Refresh Rate Eﬂii:;r:ggn
1600x1200 60 50 ft (15 m)

1280x1024 60 100 ft (30 m)
1024x768 60 150 ft (45 m)

The use of Paragon CIMs will not increase the distance between the
Dominion KX II and the target server.

Due to the multiplicity of server manufacturers and types, OS versions, video
drivers, etc. and the subjective nature of video quality, Raritan cannot guarantee
performance across all distances in all environments.

Refer to the Supported Video Resolutions for the video resolutions
supported by Dominion KX II.

Network Speed Settings

DominioN KX Il NETWORK SPEED SETTING

AUTO 1000/FuLL 100/FuLL 100/HALF 10/FuLL 10fHALF

highest
available
speed

1000/FuLL 1000Full

G 1000Full

100MHalf

no no
A communication | communication

100/FuLL 100/Ful
no na

100/HALF
OREL OREL communication communication
no no no
10/FurL communication | communication | communication ]
10/HALF 10Malf no n o no 10Half
communication | communication | communication

10Halt

no na
communication communication

no no
communication communication

100Malf

NETWORK SwiTCH PORT SETTING
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Network Speed Settings

Legend:

Does not function, as expected

Supported

Functions; not recommended

NOT supported by Ethernet specification; product will communicate, but
collisions will occur

Per Ethernet specification, these should be “no communication”, however, note
that the Dominion KX II behavior deviates from expected behavior

Note: For reliable network communication, configure the Dominion KX 1I and
the LAN switch to the same LAN Interface Speed and Duplex. For example,
configure both the KX I and LAN Switch to Autodetect (recommended) or set
both to a fixed speed/duplex such as 100Mbps/Full.

196 =&=Raritan.
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Appendix B Updating the LDAP Schema

Note: The procedures in this chapter should be attempted only by experienced
users.

In This Chapter

Returning User Group Information ...........ccoeeeeiiniiice, 197
Setting the Registry to Permit Write Operations to the Schema.............. 198
Creating a New Atribute ... 198
Adding Attributes to the Class .........ccovvvueieceieininrrrreeceeccceeeene 199
Updating the Schema Cache ..o 201
Editing rciusergroup Attributes for User Members............cccccovuvururnnnnne. 201

Returning User Group Information

Use the information in this chapter to return User Group information
(and assist with authorization) once authentication is successful.

From LDAP

When an LDAP authentication is successful, Dominion KX II determines
the permissions for a given user based on the permissions of the user's
group. Your remote LDAP server can provide these user group names
by returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP server. Consult your
authentication server administrator to enable this attribute.

In addition, the standard LDAP memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory
administrator.

Returning user group information from Microsoft's Active Directory for
Windows 2000 Server requires updating the LDAP schema. Refer to your
Microsoft documentation for more detail.

1. Install the schema plug-in for Active Directory - refer to Microsoft
Active Directory documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.

=&=Raritan. 197
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Setting the Registry to Permit Write Operations to the Schema

Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a
registry entry that permits schema updates.

1. Right-click the Active Directory Schema root node in the left pane of

the window, and then click Operations Master. The Change Schema
Master dialog opens:

Change Schema Master e

The schema master manages modifications to the zchema. Only ane
zerver in the enterprize performs thiz role,

Current zchema maszster [online]:

rci-gef4j2nzmet. mype. mpdomain. com

Totranzfer the schema master role to the targeted
domain controller below, click Change.

rci-gcfd|2nzmat. mypc. mydamain. com

Cloze

Figure 100: Change Schema Master

2. (Optional) Check the checkbox before The Schema may be modified
on this Domain Controller.

3. Click OK.

Creating a New Attribute

To create new attributes for the rciusergroup class:

1. Click the + symbol before Active Directory Schema in the left pane of
the window.

2. Right-click Attributes in the left pane.

108 =&=Raritan.
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3. Click New, and then select Attribute. When the warning message
appears, click Continue and the Create New Attribute window
opens.

Create MNew Attribute d s

‘ Create a Mew Attribute Object

~ Identification
Comman Mame: Irciusergruup
LD&F Display M ame: Irciusergrnup

Unique <500 Object [D; [1.36.1.4.1.1374250

Dezcription; IHaritan's LOAR attribute

— Syntax and FBange

Syntasx: Il:ase Inzenzitive String j
M inimurm: |1
b amirnunn; IE*H

[T Mulivalued ok I Cancel

Figure 101: Create New Attribute

4. Type rciusergroup in the Common Name field.
Type rciusergroup in the LDAP Display Name field.
Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

® N o O

Click on the Syntax drop-down arrow and select Case Insensitive
String from the list.

9. Type 1in the Minimum field.
10. Type 24 in the Maximum field.

11. Click OK to create the new attribute.

Adding Attributes to the Class

1. Click Classes in the left pane of the window.
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Adding Attributes to the Class

2. Scroll to the user class in the right pane, and right-click on it.

i Consolel - [Console Root'Active Directory Schema [ra-gefj2nzmztmyn {0l =|
) File  Action  Wiew Favorites  window  Help _ =1 x|
= |EE @2RE £
L,:l Corscle Roct Hlarme I Type I Stabis I Desclﬂ
B3 Active Directory Sthema | B3 serviceConnectonPoint Struckural Aitive Servi
ED Claszes B3 servicelnstarce Struckural Ackive Servi
=] Attrioutes B2 sirrpleSe curiby dbdect Aulizry Auckive The ¢
B site Struckural Ackive Site
W3 siteLink Struckural Ackive Site-1
W sikeLinkBridge Skeuckural Puckive Sika-l
B sitesContainer Shructural Arckive Sites
W3 storage Structural Active Shore
B2 o bnet Shruckural Sikive Subn
B2 cubngt Container Skruckural Auckive Subn
B aubschema Struckural Ackive Subs
B3 op abstract Ackive Top
B2 rustecDomain Shruckural Ackive Trusk
B2 byl ibeary Shruckural Brkive Type
.G Mews \Wirdaow From Here
B2 vobime Sckive
4] e Refresh |
| Properties |
Help

Figure 102: Adding the Attributes

3. Select Properties from the menu. The user Properties window
appears.

4. Click on the Attributes tab to open it.

werbroperties = S x|
Genneal| Relationshio Assbutes | Secsiy | 2 IPnri
— select Sohema Object - Ilx
H Sedech & sohrmy obpect
aduc i ode
feciiePah A e ]
peand0bimctt e
cacty Cancel I
peosylGenes stionE nabled
peonglfeling
pubdc K eyPiolcy
puapeatadS asch
Optiorat curtf pedHitonlength
S eione E PR v
admirount Frarricve peedPropertes
badP assword Time _I qualtyOfService
badPdCourt quenier
codel nge
contoooediaghts bl
BCSPwd quenPalcyQteect —
el ondClass S0 ;l nangelovesr
+ LI
reassengoupl
DNA0 =l

S O I

Figure 103: Adding the Attributes to the Class
5. Click Add.

6. Select rciusergroup from the Select Schema Object list.

7. Click OK from the Select Schema Object dialog.
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8. Click OK from the user Properties dialog.

Updating the Schema Cache

1.

Right-click Active Directory Schema in the left pane of the window
and select Reload the Schema from the shortcut menu.

Minimize the Active Directory Schema MMC (Microsoft
Management Console) console.

Editing rciusergroup Attributes for User Members

To run Active Directory script on Windows 2003 server, please use the
script provided by Microsoft (available on the Windows 2003 server
installation CD). These scripts are loaded onto your system with a
Microsoft Windows 2003 installation. ADSI (Active Directory Service
Interface) acts as a low-level editor for Active Directory, allowing you to
perform common administrative tasks such as adding, deleting, and
moving objects with a directory service.

To edit the individual user attributes within the group rciusergroup:

1.
2
3.
4

. DSt Edit T =0 =]
i Pl Adon Wew  Wndow  Heb [SILTE)

From the installation CD, select Support > Tools.
Double-click SUPTOOLS.MSI to install the support tools.
Go to the directory where the support tools were installed.

Run adsiedit.msc. The ADSI Edit window opens.

o ansieer Hame {om: [ Detimaided Hame
- Doman [rd-gf d|2nemet, msc. i § | Domein [ro-pd4i2namet mype. .. domanDid
- Cofination [rergeMrametom |8 Cofigoretion [roegef4izrema.,. configurston

W

] Schera [ra-ge4Enzmes. mepe m: L’m[mrﬂcﬂ‘ﬂ'ﬂmt-mﬂ--- dHD

a1 i 3 | i ]

Figure 104: ADSI Edit

Z=Raritan.

When you're ready to take control®

201



Editing rciusergroup Attributes for User Members

202

5. Open the Domain.

6.

In the left pane of the window, select the CN=Users folder.

<2 npsT Edit =0 =l

i Fhe Adion Wes  Wndow  Heb | =izl

s m@xgpRe
& AnsLECE Hanz | Oz | Detirguished Hams

£ F Doman [ro-gof aj2ne et mapc. i { I H=hedmiistr shor user CH=fwmiristr sbor, M=Lsers,DC=myoc, DC=nydoman,C

B Cl=mppe L =midoman, X | (e H=cer: Fublishers group CH=Cert Fublishers, Thi=tsers, CC=mypr,CC=mydomein

E-1ud mi=Euln ZH=Crefidnire e CH=Drefdmins, CU=Leers, DC=mypc, DO =mydomein, [C:

AL Ch-Compikers EeHLralipdateProsy areup CH=Crlnd akeFravcr, (=Users, 0 C=mype, CC=nydome

¥ out=Doman Controbers Gy por i Adnine group CH=Comain Admirs, Th=Users,BC=nyp,CC=mpdomein

fﬁ ;:E;:nmtypﬁl :.:f;]CN:Dm@Cunnubers grap CH=Cwomein Compubers, CH=Users, DC=mype, DC=mydor

1 I CI'I:NTEGQ.RM l.::.‘]CN:me Controlers Broup CH=Coomain Controlers, CN=Users, DC=mype, DC=mydor

L3 =Frogram Diata _.s_'lcrl:meh Guests mroup CH=Comein Guests, Chi=lssrs, Do =g, Do =mydomesin

n u i=Sysken f‘]CN:Dmm Uzers group CH=Coneln Users, CH=Lssrs, e =y, Do=mydoman, L

3‘; = ﬁICM-Erurpme.Qdm L= -3 Rl rpetes A i, =l ser 5, D= rmypie, D =i

-E Corviouration [ick percreniat, i | =ICH=Grous Polcy Creater Gy, group CH=Group Poloy Crentor Comers, CHe=Lissrs D= time L

IR R Y0 R —— e ST user CH=G0est, Chls Liss, I8 =ty D =nipdomein, D =oom

A H=HelseracemE o =T CRl=HelnSer vire st roup, CH=Lise s, D C=rrrne, D C=rmudae

CEHC Nt user CHldirbiet Tl I5er5, CCm My i, COC m Mt i, D o

SR h=r 5 and 185 Sereses group CH=RAS and 185 Servers, Tislsers, D Camups, CC=nuc

ZEHC NG hama g greup ChHl=Geh e i, CN=Lizar s, [C = pe, D =niyconar

CBCh=SUPFOAT_3EES95a0 user CH=SFRORT 3655800 =l trers D0 =mqie, D =fied

ZACHaTelnetierts group CH=TelnetChents, CHsLsers, DC=rypc D =mydomain, £

T |

Figure 105: ADSI Edit (CN=Users)

7. Locate the user name whose properties you want to adjust in the
right pane. Right-click on the user name and select Properties.

8. Click on the Attribute Editor tab if it is not already open.
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9. Select rciusergroup from the Attributes list.

CN=~Administrator Properties ed |

Atribute Editor | Secuty |

¥ Show mandatory attributes
¥ Show optional attributes

[T Show orly attributes that have walues

Attrbutes:
Attribute | Syntax | YWalue :I
prowpdddresses nicode String - <Mot Setx
pevdlastSet Large Integerd...  123295235243088608
quenPalictBL <Mat Sets

=]
reqiztereddddress <Mot Set:
replPropertytetalata Octet Shing (07 000 0=00 000 Ox0

repllpT ol atet ector Octet Sking <Mot Set:

repsFrom Octet Sking <Mot Set:

repzl o Cctet Sting <Mat Set» I
revizion |nteger <Mot Set:

rid [nteger <Mot Set:

roormMumber lnicode Sting— <Mot Set

sibAccountt ame Ihicode Str'inn:l Adrinigtrator _Ij
A 3

Edit |

ak. I Cancel | a1 |

Figure 106: Administrator Properties (attribute editor)
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Editing rciusergroup Attributes for User Members

10. Click Edit. The String Attribute Editor dialog opens:

=10] x|
=3 Bk Ation  Yew  Window  Hep 131 ]
- mm x= i
% A0S EdE Alhikede Ecilor l Sacurty |

Fi-2 Domein [r-gef4iznzmet,
3 @ ch.-;-; Df:._n@nr[: W Sho masdatan alrkutes

[ ch-Bukn ' Show gptions atiibuces

) Ch-Camouters

[M=Users DC=mypc, OC=mydoman L
Ch=Users, DC=mype DC=mydomain
Lzt Dz =myp o D=y daman,0C:

o I Show ank alioutes thal have xausz = Users, D =myvoe, D =mdome
T omain - -

=0 cu=Foreigniecurity Afrbules: Chi=Lisers, D =rmype DiC=idomaln
e crmLosandroond o hwie e T e T ) =1 | persChi=Uszes, DO =riype, DC=mydor

v, CN=Llser s, Doy, DO=mycion
M=Lizsts, Do =mypc, D= mydomain
=Usr 5, Do —rmvrpa, DO=mydomezin,
s Ch=Lksrs, D =myrc, O C=mydonm
Conzrs, CHl=Users, DC=mypc, [
OiC=irype Dr=mydomain DiC=can
W M=Usee s, Do =rmypc, DC=mpedar
DC=mype, BC=mydomen, Dr=con

RN TN (R Pry) String Attribute Editor
= (2 Ch=Progrem Dta
B Ch=Gystem

E ch=lkers Waluz:

x|
Atinbuie: rougengroup

2] Canfig_rzhon [ra-geF4iznal m

-3 Schems [rci-achznzmet.m
e | can |

TR TREDer T 5T, rers CN=ssts, Do =rupe, DC=myc
rd Inkag=r Nt Sete CM=Users,DC=mype, I =medamair
recmiurber Uricods Sting <Mat Sats J N !
sriMf-\n:nunlName Uricods Sti Admiciziia ol - #5a, CRl=Lsers, DE=nuypc, DE=ryd
4 rﬂ ] =Lz, D =rmrype, D C=rrrydom ain,C

Edt
ok | con | s |
4 ST | +

Figure 107: User Properties

11. Type the user group (created in Dominion Dominion KX II) in the
Edit Attribute field.

String Attribute Editor x|

Attribute; roiuzergroup

"W ale:
[ ]

Clear | ] I Cancel

Figure 108: Edit Attribute (adding user to KX II group)

12. Click OK.
13. Click OK.
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Appendix C Informational Notes

In This Chapter

OVRIVIEW ..ottt 205
NON-US Keyb0oards.........ccceueueuiiiiirinrereieicceeeeenereseeeeeeeeeeneeseseenns 205
Macintosh Keyboard ..o, 208
Mouse Pointer Synchronization (Fedora)..........c.cccoeeeeiieieeieiniicccicnnen, 208
Resolving Fedora Core FOCUS..........ccoviiiiiiiiiiiiiiiniicccccccecceen 209
SUSE/VESA Video Modes .........coviiiirriiiiiieecccn e 209
CIMS it 210
Virtual Media ..o 210
CC-SGiiiiicc e 211

Overview

This chapter includes important notes on Dominion KX II usage. Future
updates will be documented and available online through the Help -
User Guide link in the KX II Remote Console interface.

Non-US Keyboards

-

== Raritan.

French Keyboard

Caret Symbol (Linux Clients only)

The Virtual KVM Client and the Multi-Platform Client (MPC) do not
process the key combination of Alt Gr + 9 as the caret symbol (*) when
using French keyboards with Linux clients.

» To obtain the caret symbol:

From a French keyboard, press the * key (to the right of the P key), then
immediately press the spacebar.

Alternatively, create a macro consisting of the following commands:
1. Press Right Alt

2. Press9

3. Release 9

4. Release Right Alt
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Note: These procedures do not apply to the circumflex accent (above vowels). In
all cases, the " key (to the right of the P key) works on French keyboards to create
the circumflex accent when used in combination with another character.

Accent Symbol (Windows XP Clients only)

From the Virtual KVM Client and the Multi-Platform Client, the key
combination of Alt Gr + 7 results in the accented character displaying
twice when using French keyboards with Windows XP clients.

Note: This does not occur with Linux clients.

Numeric Keypad

From the Virtual KVM Client and the Multi-Platform Client, the numeric
keypad symbols display as follows when using a French keyboard:

Numeric Keypad Symbol Displays As

/ ;

7

Tilde Symbol

From the Virtual KVM Client and the Multi-Platform Client, the key
combination of Alt Gr + 2 does not produce the tilde (~) symbol when
using a French keyboard.

» To obtain the tilde symbol:

Create a macro consisting of the following commands:
1. Press Right Alt

2. Press2

3. Release 2

4. Release Right Alt

== Raritan.
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Java Runtime Environment (JRE)

Because of a limitation in the Java Runtime Environment (JRE), Fedora,
Linux, and Solaris clients receive an invalid response from Alt Gr on UK
English and US International language keyboards. Fedora, Linux, and
Solaris do not pick up events for the Alt Gr key combination for Java
1.4.2 or 1.5. Java 1.6 appears to improve on this, although the keyPressed
and keyReleased events for Alt Gr still identify it as an “unknown key
code”.

Also, a key pressed in combination with Alt Gr (such as on the UK
keyboard Alt Gr-4), which is the Euro symbol), will only generate a
keyTyped followed by a keyReleased event for that value, without a
keyPressed event. Java 1.6 improves upon this by filling in the
keyPressed event as well.

Keyboard Language Preference (Fedora Linux Clients)

There are several methods that can be used to set the keyboard language
preference on Fedora Linux clients. The following method must be used
in order for the keys to be mapped correctly from the Virtual KVM
Client and the Multi-Platform Client (MPC).

» To set the keyboard language:

1. From the toolbar, select System > Preferences > Keyboard.
2. Open the Layouts tab.

3. Add or select the appropriate language.

4. Click Close.

Note: Other methods will not necessarily yield correct results.
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Macintosh Keyboard

Macintosh Keyboard

When a Macintosh is used as the client, the following keys on the Mac
keyboard are not captured by the Java Runtime Environment (JRE):

e F9

e F10

e Fl1

e Fl14

e F15

e Volume Up

¢ Volume Down
e Mute

e Eject

As a result, the Virtual KVM Client and the Multi-Platform Client (MPC)
are unable to process these keys from a Mac client's keyboard.

Mouse Pointer Synchronization (Fedora)

When connected in dual mouse mode to a target server running Fedora,
the target and local mouse pointers may lose synchronization after some
time.

» To re-synchronize the mouse cursors:

Use the Synchronize Mouse option from the Virtual KVM Client.

The following table summarizes the Dominion KX II mouse modes, and
whether or not these modes remain synchronized when accessing target
servers running Fedora:

Mouse Mode Fedora Core 5 Fedora Core 6
Absolute Mouse Synchronization No No
Intelligent Mouse Mode No Yes
Standard Mouse Mode Yes No
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Resolving Fedora Core Focus

Using the Multi-Platform Client (MPC), occasionally there is an inability
to log into a Dominion KX II device or to access target servers (Windows,
SUSE, etc.). In addition, the Ctrl+Alt+M key combination may not bring
up the Keyboard Shortcut menu. This situation occurs with the following
client configuration: Fedora Core 6 and Firefox 1.5 or 2.0.

Through testing, it has been determined that installation of libXp
resolves window focusing issues with Fedora Core 6. Raritan has tested
with libXp-1.0.0.8.i1386.rpm; this resolved all of the keyboard focus and
popup-menu problems.

Note: libXp is also required for the SeaMonkey (formerly Mozilla) browser to
work with the Java plugin.

SUSE/VESA Video Modes

The SuSE X.org configuration tool SaX2 generates video modes using
modeline entries in the X.org configuration file. These video modes do
not correspond exactly with VESA video mode timing (even when a
VESA monitor is selected). Dominion KX II, on the other hand, relies on
exact VESA mode timing for proper synchronization. This disparity can
result in black borders, missing sections of the picture, and noise.

» To configure the SUSE video display:

1. The generated configuration file /etc/X11/xorg.conf includes a
“Monitor” section with an option named UseModes. For example:
UseModes "Modes[0]"

2. Either comment out this line (using #) or delete it completely.

3. Restart the X server.

With this change, the internal video mode timing from the X server will
be used and will correspond exactly with the VESA video mode timing,
resulting in the proper video display on the Dominion KX II.
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ClIMs

ClIMs

Windows 3-Button Mouse on Linux Targets

When using a 3-button mouse on a Windows client connecting to a
Linux target, the left mouse button may get mapped to the center button
of the Windows client 3-button mouse.

Virtual Media

210

Dell OpTiplex and Dimension Computers

From certain Dell Optiplex and Dimension computers, it may not be
possible to boot a target server from a redirected drive/ISO image, or to
access the target server BIOS when a virtual media session is active
(unless the Use Full Speed for Virtual Media CIM option is enabled from
the Port page).

Virtual Media not Refreshed after Files Added

After a virtual media drive has been mounted, if you add a file(s) to that
drive, those files may not be immediately visible on the target server.
Disconnect and then reconnect the virtual media connection.

Target BIOS Boot Time with Virtual Media

The BIOS for certain targets may take longer to boot if media is mounted
virtually at the target.

» To shorten the boot time:

Close the Virtual KVM Client to completely release the virtual media
drives.

2. Restart the target.

== Raritan.
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CC-SG

Virtual KVVM Client Version not Known from CC-SG Proxy
Mode

When the Virtual KVM Client is launched from CommandCenter Secure
Gateway (CC-5G) in proxy mode, the Virtual KVM Client version is
unknown. In the About Raritan Virtual KVM Client dialog, the version is
displayed as “Version Unknown”.

Proxy Mode and MPC

If you are using Dominion KX II in a CC-5G configuration, do not use
the CC-SG proxy mode if you are planning to use the Multi-Platform
Client (MPC).
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General Questions

Question

What is Dominion KX
I1?

Answer

Dominion KX II is a second generation digital KVM (Keyboard, Video
Mouse) switch that enables IT administrators to access and control 16,
32, or 64* servers over the network with BIOS-level functionality.
Dominion KX II is completely hardware and OS-independent; users
can troubleshoot and reconfigure servers even when servers are down.

At the rack, Dominion KX II provides the same functionality,
convenience, space savings, and cost savings as traditional analog KVM
switches. However, Dominion KX II also integrates the industry's
highest-performing KVM-over-IP technology, allowing multiple
administrators to access server KVM consoles from any networked
workstation.

How does Dominion KX
II differ from remote
control software?

When using Dominion KX II remotely, at first glance, the interface may
seem similar to remote control software such as pcAnywhere,
Windows Terminal Services / Remote Desktop, VNC, etc. However,
because Dominion KX II is not a software but a hardware solution, it's
much more powerful:

OS- and hardware-independent - Dominion KX II can be used to
manage servers running many popular operating systems, including
Intel, Sun, PowerPC running Windows, Linux, Solaris, etc.

State-independent / Agentless - Dominion KX II does not require the
managed server OS to be up and running, nor does it require any
special software to be installed on the managed server.

Out-of-Band - Even if the managed server's own network connection is
unavailable, it can still be managed through Dominion KX IL

BIOS-level access - Even if the server is hung at boot up, requires
booting to safe mode, or requires system BIOS parameters to be altered,
Dominion KX II still works flawlessly to enable these configurations to
be made.

How do the new
features of the Dominion
KX II compare to the KX
I?

Dominion KX II has many new and exciting features, including virtual
media, dual power, dual gigabit Ethernet, common Web-based user
interfaces, next generation local port, etc.
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General Questions

Question

How do I migrate from
the Dominion KX I to

Answer

In general, KX I customers can continue to use their existing switches
for many years. As their data centers expand, customers can purchase

Dominion KX II? and use the new KX II models. Raritan's centralized management
appliance, CommandCenter Secure Gateway, and the Multi-Platform
Client (MPC) both support KX I and KX II switches seamlessly.

Will my existing KX 1 Yes, existing KX I CIMs will work with the Dominion KX II switch. In

CIMs work with the addition, select Paragon CIMs will work with the KX II. This provides

Dominion KX II switch?

an easy migration to KX II from Paragon I customers who wish to
switch to KVM-over-IP.

Can the Dominion KX II
be rack mounted?

Yes. The Dominion KX II ships standard with 19" rack mount brackets.
It can also be reverse rack mounted so the server ports face forward.

How large is the
Dominion KX II?

Dominion KX II is only 1U high (except KX2-464, which is 2U), fits in a
standard 19" rack mount, and is only 11.4" (29 cm) deep.
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Remote Access

Question

How many users can
remotely access servers
on each Dominion KX
11?

Answer

Dominion KX II models offer remote connections for up to eight users
per channel for simultaneous access and control of a unique target
server. For one-channel devices like the DKX2-116, up to eight remote
users can access and control a single target server. For two-channel
devices, like the DKX2-216, up to eight users can access and control the
server on channel one and up to another eight users on channel two.
For four-channel devices, up to eight users per channel, for a total of 32
(8 x 4) users, can access and control four servers in a similar fashion.

Can two people look at
the same server at the
same time?

Yes, actually up to eight people can access and control any single server
at the same time.

Can two people access
the same server, one
remotely and one from
the local port?

Yes, the local port is completely independent of the remote “ports.” The
local port can access the same server using the PC-Share feature.

In order to access
Dominion KX II from a
client, what hardware,
software or network
configuration is
required?

Because Dominion KX II is completely Web-accessible, it doesn't
require installation of proprietary software on clients used for access.
(An optional installed client is available on Raritan.com for the
purposes of accessing Dominion KX II via modem).

Dominion KX II can be accessed through major Web browsers
including: Internet Explorer, Mozilla and Firefox. Dominion KX II can
now be accessed on Windows, Linux, Sun Solaris and Macintosh
desktops, via Raritan's Java-based Multi-Platform Client (MPC) and the
new Virtual KVM Client.

Dominion KX II administrators can also perform remote management
(set passwords and security, rename servers, change IP address, etc.)
using a convenient browser-based interface.
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Remote Access

Question Answer

What is the file size of The Virtual KVM Client applet used to access Dominion KX II is
the applet that is used to | approximately 500KB in size. The following chart describes the time
access Dominion KX II? | required to retrieve Dominion KX II's applet at different network
How long does it take to | speeds:

trieve?
reteve 100Mbps Theoretical 100Mbit | 0.05
network speed second
s
60Mbps Likely practical 0.08
100Mbit network second
speed s
10Mbps Theoretical 10Mbit 4
network speed second
s
6Mbps Likely practical .8
10Mbit network second
speed s
512Kbps Cable modem 8
download speed second
(typical) s

How do I access servers | Dominion KX II offers a dedicated modem port for attaching an
connected to Dominion | external modem. With an externally-connected modem, servers can still
KX I if the network ever | be remotely accessed in the event of a network emergency.

becomes unavailable? Furthermore, Dominion KX II's local ports always allow access to
servers from the rack, regardless of the network condition.

Do you have a non- Yes. Both the Virtual KVM Client and the Multi-Platform Client (MPC),
Windows client? allow non-Windows users to connect to target servers through the
Dominion KX I and KX II switches. MPC can be run via Web browsers
and standalone. Please refer to the Virtual KVM Client (on page 64)
and the MPC/RRC User Guide for more information.
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Question

My modem connection
dropped and I got the
error message “There
was an unexpected
communications error -
connection terminated.”
What should I do?

Appendix D: FAQs

Answer

This might have happened based on the frequency with which the user
tried to connect via modem. Reboot the KX unit and modem, and for
future connections, wait at least two (2) minutes between attempts.

Sometimes during a
Virtual KVM Client
session, the Alt key
appears to get stuck.
What should I do?

This usually occurs in situations when the Alt key is held and not
released. For instance, continuing to press the Alt key while pressing
the space bar might cause the focus to change from the target server to
the client PC.

The local operating system then interprets this key combination and
consequently triggers the action for this key combination in the active
window (the client PC).

Universal Virtual Media

Question

What Dominion KX II
models support virtual
media?

Answer

All Dominion KX II models support virtual media. It is available
standalone and through CommandCenter Secure Gateway, a
centralized management appliance.

What types of virtual
media does the

Dominion KX II supports the following types of media: internal and
USB-connected CD/DVD drives, USB mass storage devices, PC hard

Dominion KX II drives, and remote drives.
support?
What is required for The new D2CIM-VUSB CIM is required for virtual media. It supports

virtual media?

virtual media sessions to target servers supporting the USB 2.0
interface. Available in economical 32 and 64 quantity CIM packages,
this new CIM supports Absolute Mouse Synchronization as well as
remote firmware update.

Is virtual media secure?

Yes. Virtual media sessions are secured using 128-bit AES or RC4
encryption.
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Ethernet and IP Networking

Ethernet and IP Networking

Question

Does the Dominion KX
II offer dual gigabit
Ethernet ports to
provide redundant fail-
over, or load balancing?

Answer

Yes. Dominion KX II features dual gigabit Ethernet ports to provide
redundant failover capabilities. Should the primary Ethernet port (or
the switch/router to which it is connected) fail, Dominion KX II will
failover to the secondary network port with the same IP address -
ensuring that server operations are not disrupted. Note that automatic
failover must be enabled by the administrator.
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Question

How much bandwidth
does Dominion KX II
require?

Appendix D: FAQs

Answer

Dominion KX II offers next generation KVM-over-IP technology - the
very best video compression available. Raritan has received numerous
technical awards confirming its high video quality transmissions and
the low bandwidth utilization.

Raritan pioneered the KVM-over-IP functionality that allows users to
tailor their video parameters to conserve network bandwidth. For
instance, when connecting to Dominion KX II through a dial-up
modem connection, video transmissions can be scaled to grayscale -
allowing users to be fully productive while ensuring high performance.

With that in mind, the following data refers to Dominion KX II at its
default video settings - again, these settings can be tailored to a specific
environment. They can be increased to provide even higher quality
video (color depth), or decreased to optimize for low-speed
connections.

As a general rule, a conservative estimate for bandwidth utilization (at
Dominion KX II's default settings) is approximately 0.5Mbit/second per
active KVM user (connected to and using a server), with very
occasional spikes up to 2MBit/second. This is a very conservative
estimate because bandwidth utilization will typically be even lower.

Bandwidth required by each video transmission depends on what task
is being performed on the managed server. The more the screen
changes, the more bandwidth is utilized. The table below summarizes
some use cases and the required bandwidth utilization at Dominion KX
II's default settings on a 10Mbit/s network:

Idle Windows Desktop 0 Mbps
Move Cursor Around Desktop 0.18Mbps
Move Static 400x600 Window/Dialog | 0.35Mbps
Box

Navigate Start Menu 0.49Mbps
Scroll an Entire Page of Text 1.23Mbps
Run 3D Maze Screensaver 1.55Mbps
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Ethernet and IP Networking

Question

What is the slowest
connection (lowest
bandwidth) over which
Dominion KX IT can
operate?

Answer

33Kbps or above is recommended for acceptable KX performance over
a modem connection.

What is the speed of
Dominion KX II's
Ethernet interfaces?

Dominion KX II supports Gigabit as well as 10/100 Ethernet. KX II
supports two 10/100/1000 speed Ethernet interfaces, with configurable
speed and duplex settings (either auto-detected or manually set).

Can I access Dominion
KX 1II over a wireless

Yes. Dominion KX II not only uses standard Ethernet, but also very
conservative bandwidth with very high quality video. Thus, if a

connection? wireless client has network connectivity to a Dominion KX I, servers
can be configured and managed at BIOS-level wirelessly.

Can Dominion KX I be | Whether via a fast corporate LAN, the less predictable WAN (Internet),

used over the WAN cable modem or dial-up modem, Dominion KX II's KVM-over-IP

(Internet), or just over technology can accommodate the connection.

the corporate LAN?

Can I use Dominion KX

Yes. Dominion KX II uses standard Internet Protocol (IP) technologies

II with a VPN? from Layer 1 through Layer 4. Traffic can be easily tunneled through
standard VPNs.
How many TCP ports Only one. Dominion KX II protects network security by only requiring

must be open on my
firewall in order to
enable network access to

access to a single TCP port to operate. This port is completely
configurable for additional security.

Note that, of course, to use Dominion KX II's optional Web browser

Dominion KX II? Are .

these ports capability, the standard HTTPS port 443 must also be open.
configurable?

Does Dominion KX II No. Dominion KX Il is a completely self-sufficient appliance. After

require an external
authentication server to
operate?

assigning an IP address to a Dominion KX 1II, it is ready to use - with
Web browser and authentication capabilities completely built-in.

If an external authentication server (such as LDAP, Active Directory,
RADIUES, etc.) is used, Dominion KX II allows this as well, and will
even failover to its own internal authentication should the external
authentication server become unavailable. In this way, Dominion KX
II's design philosophy is optimized to provide ease of installation,
complete independence from any external server, and maximum
flexibility.
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Question Answer

Can Dominion KX I be | Dominion KX II may work with remote access products like CITRIX if

used with CITRIX? configured appropriately, but Raritan cannot guarantee it will work
with acceptable performance. Products like CITRIX utilize video
redirection technologies similar in concept to digital KVM switches so
that two KVM-over-IP technologies are being used simultaneously.

Can the Dominion KX II | DHCP addressing can be used, however, Raritan recommends fixed

use DHCP? addressing since the Dominion KX Il is an infrastructure device and

can be accessed and administered more effectively with a fixed IP
address.

I'm having problems
connecting to the
Dominion KX II over my
IP network. What could
be the problem?

The Dominion KX II relies on your LAN/WAN network. Some possible
problems include:

Ethernet auto negotiation. On some networks, 10/100 auto negotiation
does not work properly and the KX II unit must be set to 100MB/full
duplex or the appropriate choice for its network.

Duplicate IP Address. If the IP Address of the KX II is the same as
another device, network connectivity may be inconsistent.

Port 5000 conflicts. If another device is using port 5000, the KX II
default port must be changed (or the other device must be changed).

When changing the IP Address of a KX 11, or swapping in a new KX1I,
sufficient time must be allowed for its IP and MAC addresses to be
known throughout the Layer 2 and Layer 3 networks.
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Servers

Servers

Question

Does Dominion KX II
depend on a Windows
server to operate?

Answer

Absolutely not. Because users depend on the KVM infrastructure to
always be available in any scenario whatsoever (as they will likely need
to use the KVM infrastructure to fix problems), Dominion KX II is
designed to be completely independent from any external server.

For example, should the data center come under attack from a
malicious Windows worm or virus, administrators will need to use the
KVM solution to resolve the situation. Therefore, it is imperative that
the KVM solution, in turn, must not rely on these same Windows
servers (or any server, for that matter) to be operational in order for the
KVM solution to function.

To this end, Dominion KX II is completely independent. Even if a user
chooses to configure the Dominion KX II to authenticate against an
Active Directory server - if that Active Directory server becomes
unavailable, Dominion KX II's own authentication will be activated and
fully functional.

Do I need to install a
Web server such as
Microsoft Internet
Information Services
(IIS) in order to use
Dominion KX II's Web
browser capability?

No. Dominion KX I is a completely self-sufficient appliance. After
assigning an IP address to Dominion KX II, it's ready to use - with Web
browser and authentication capabilities completely built-in.

What software do I have
to install in order to
access Dominion KX II
from a particular
workstation?

None. Dominion KX II can be accessed completely via a Web browser
(although an optional installed client is provided on Raritan's Web site
Raritan.com for the purpose of accessing Dominion KX II via modem).
A Java-based client is now available for non-Windows users.

What should I do to
prepare a server for
connection to Dominion
KX 1I?

Simply set the mouse parameters in order to provide users with the
best mouse synchronization during remote connections, as well as
turning off the power management features that effect screen display.
However, if the new D2CIM-VUSB adapter is used (supporting
Absolute Mouse Synchronization™), then manually setting the mouse
parameters isn't necessary.
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Question
What comes in the The following is included: (a) Dominion KX II unit; (b) Quick Setup
Dominion KX II box? Guide; (c) standard 19" rack mount brackets; (d) User manual CD-

ROM; (e) Network cable; (f) Crossover cable; (g) Localized AC Line
Cord; (h) Warranty certificate and other documentation.
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Installation

Question

Besides the unit itself,
what do I need to order
from Raritan to install

Answer

Each server that connects to Dominion KX II requires a Dominion or
Paragon Computer Interface Module (CIM), an adapter that connects
directly to the keyboard, video, and mouse ports of the server.

Dominion KX II?
What kind of Cat5 Dominion KX II can use any standard UTP (unshielded twisted pair)
cabling should be used cabling, whether Cat5, Catbe, or Cat6. Often in our manuals and

in my installation?

marketing literature, Raritan will simply say “Cat5” cabling for short.
In actuality, any brand UTP cable will suffice for Dominion KX II.

What types of servers
can be connected to
Dominion KX II?

Dominion KX II is completely vendor independent. Any server with
standard-compliant keyboard, video, and mouse ports can be
connected.

How do I connect
servers to Dominion KX
II?

Servers that connect to the Dominion KX II require a Dominion or
Paragon CIM, which connects directly to the keyboard, video, and
mouse ports of the server. Then, connect each CIM to Dominion KX II
using standard UTP (twisted pair) cable such as Cat5, Cat5e, or Caté.

How far can my servers
be from Dominion KX
I1?

In general servers can be up to 150 feet (45 m) away from Dominion KX
II depending on the type of server. (Please refer to the Raritan Web site
or Target Server Connection Distance (see "Target Server Connection
Distance and Video Resolution" on page 195) for more information.)
For the new D2CIM-VUSB CIM that supports virtual media and
Absolute Mouse Synchronization, a 100 (30 m) foot range is
recommended.

Some operating systems
lock up when 1
disconnect a keyboard
or mouse during
operation. What
prevents servers
connected to Dominion
KX I from locking up
when I switch away
from them?

Each Dominion computer interface module (DCIM) dongle acts as a
virtual keyboard and mouse to the server to which it is connected. This
technology is called KME (keyboard/mouse emulation). Raritan's KME
technology is data center grade, battle-tested, and far more reliable than
that found in lower-end KVM switches: it incorporates more than 15
years of experience and has been deployed to millions of servers
worldwide.

Are there any agents
that must be installed on
servers connected to
Dominion KX II?

Servers connected to Dominion KX II do not require any software
agents to be installed, because Dominion KX II connects directly via
hardware to servers' keyboard, video, and mouse ports.
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Question

How many servers can
be connected to each
Dominion KX II unit?

Appendix D: FAQs

Answer

Dominion KX II models range from 16 or 32 server ports in a 1U chassis
to 64 server ports in a 2U chassis. This is the industry's highest digital
KVM switch port density.

What happens if I
disconnect a server from
Dominion KX IT and
reconnect it to another
Dominion KX II unit, or
connect it to a different
port on the same
Dominion KX II unit?

Dominion KX II will automatically update the server port names when
servers are moved from port to port. Furthermore, this automatic
update does not just affect the local access port, but propagates to all
remote clients and the optional CommandCenter Secure Gateway
management appliance.

How do I connect a
serially controlled (RS-
232) device to Dominion
KX I, such as a Cisco
router/switch or a
headless Sun server?

If there are only a few serially-controlled devices, they may be
connected to a Dominion KX II using Raritan's new P2CIM-SER serial
converter.

However, if there are four or more serially-controlled devices, we
recommend the use of Raritan's Dominion SX line of secure console
servers. For multiple serial devices, Dominion SX offers more serial
functionality at a better price point than Dominion KX II. This SX is
easy to use, configure and manage, and can be completely integrated
with a Dominion Series deployment. In particular, many UNIX and
networking administrators appreciate the ability to directly SSH to a
Dominion SX unit.
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Local Port

Local Port

Question

Can I access my servers
directly from the rack?

Answer

Yes. At the rack, Dominion KX II functions just like a traditional KVM
switch - allowing control of up to 64 servers using a single keyboard,
monitor, and mouse.

When I am using the
local port, do I prevent
other users from
accessing servers

No. The Dominion KX II local port has a completely independent
access path to the servers. This means a user can access servers locally
at the rack - without compromising the number of users that access the
rack remotely at the same time.

remotely?

Can I use a USB Yes. Dominion KX II offers both PS/2 and USB keyboard and mouse
keyboard or mouse at ports on the local port. Note that the USB ports are USB v1.1, and

the local port? support keyboards and mice only - not USB devices such as scanners or

printers.

Is there an On-Screen
Display (OSD) for local,
at-the-rack access?

Yes, but Dominion KX II's at-the-rack access goes way beyond
conventional OSDs. Featuring the industry's first browser-based
interface for at-the-rack access, KX II's local port uses the same interface
for local and remote access. Moreover, most administrative functions
are available at-the-rack.

How do I select between
servers while using the
local port?

The local port displays the connected servers using the same user
interface as the remote client. Connect to a server with a simple click of
the mouse.

How do I ensure that
only authorized users
can access servers from
the local port?

Users attempting to use the local port must pass the same level of
authentication as those accessing remotely. This means that:

If the Dominion KX II is configured to interact with an external
RADIUS, LDAP or Active Directory server, users attempting to access
the local port will authenticate against the same server.

If the external authentication servers are unavailable, Dominion KX II
fails-over to its own internal authentication database.

Dominion KX II has its own standalone authentication, enabling
instant, out-of-the-box installation.
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Question

If T use the local port to
change the name of a
connected server, does
this change propagate to
remote access clients as
well? Does it propagate
to the optional
CommandCenter
appliance?

Appendix D: FAQs

Answer

Yes. The local port presentation is identical and completely in sync with
remote access clients, as well as Raritan's optional CommandCenter
Secure Gateway management appliance. To be clear, if the name of a
server via the Dominion KX II on-screen display is changed, this
updates all remote clients and external management servers in real-
time.

If I use Dominion KX II's
remote administration
tools to change the name
of a connected server,
does that change
propagate to the local
port OSD as well?

Yes. If the name of a server is changed remotely, or via Raritan's
optional CommandCenter Secure Gateway management appliance, this
update immediately affects Dominion KX II's on-screen display.

Sometimes I see
“shadows” on the local
port user interface. Why
does that occur?

This shadow/ghosting effect may occur with LCD monitors that have
been on for long periods. The LCD properties and the electrical/static
charge can produce these effects when the screen is on for a long time.
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Power Control

Power Control

Question

Does Dominion KX II
have a dual power
option?

Answer

All Dominion KX II models come equipped with dual AC inputs and
power supplies with automatic fail-over. Should one of the power
inputs or power supplies fail, then the KX II will automatically switch
to the other.

Does the power supply
used by Dominion KX II
automatically detect
voltage settings?

Yes. Dominion KX II's power supply can be used in AC voltage ranges
from 100-240 volts, at 50-60 Hz.

If a power supply or
input fails, will I be
notified?

The KX II front panel LED will notify the user of a power failure. An
entry will also be sent to the Audit Log and displayed on the KX II
Remote Client User Interface. If configured by the administrator, then
SNMP or Syslog events will be generated.

What type of power
control capabilities does
Dominion KX II offer?

Raritan's Remote Power Control power strips can be connected to the
Dominion KX II to provide power control of the target servers. After a
simple one-time configuration step, just right click on the server name
to power on, off, or recycle a hung server. Note that a hard reboot
provides the physical equivalent of unplugging the server from the AC
power line, and reinserting the plug.

Does Dominion KX II
support servers with
multiple power
supplies? What if each
power supply is
connected to a different
power strip?

Yes. Dominion KX II can be easily configured to support multiple
power supplies connected to multiple power strips. Up to eight (8)
power strips can be connected to a KX II device. Four power supplies
can be connected per target server to multiple power strips.

Does remote power
control require any
special server

Some servers ship with default BIOS settings such that the server does
not automatically restart after losing and regaining power. See the
server user manual for more information.

configuration?

What type of power To take advantage of Dominion KX II's integrated power control user

strips does Dominion interface, and more importantly, integrated security, use Raritan's

KX I support? Remote Power Control (RPC) power strips. RPCs come in many outlet,
connector, and amp variations. The D2CIM-PWR must be purchased to
connect the RPC to the KX II.
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Appendix D: FAQs

Scalability

Question

How do I connect
multiple Dominion KX
II devices together into
one solution?

Answer

Multiple Dominion KX II units do not need to be physically connected
together. Instead, each Dominion KX II unit connects to the network,
and they automatically work together as a single solution if deployed
with Raritan's optional CommandCenter Secure Gateway (CC-SG)
management appliance. CC-SG acts as a single access point for remote
access and management. CC-SG offers a significant set of convenient
tools, such as consolidated configuration, consolidated firmware
update, and a single authentication and authorization database.

In addition, CC-SG enables sophisticated server sorting, permissions,
and access. If deployment of Raritan's CC-SG management appliance
isn't an option, multiple Dominion KX II units still interoperate and
scale automatically: The KX II's remote user interface and the Multi-
Platform Client will automatically discover Dominion KX II units. Non-
discovered Dominion KX II units can be accessed via a user-created
profile.

Can I connect an
existing analog KVM
switch to Dominion KX
11?

Yes. Analog KVM switches can be connected to one of Dominion KX
II's server ports. Simply use a PS/2 Computer Interface Module (CIM),
and attach it to the user ports of the existing analog KVM switch. Please
Note that analog KVM switches vary in their specifications and Raritan
cannot guarantee the interoperability of any particular third-party
analog KVM switch. Contact Raritan technical support for further
information. Raritan's Paragon and Paragon II analog switches are IP-
enabled by the IP-Reach family of remote access products.

== Raritan.

When you're ready to take control®

229




Computer Interface Modules (CIMs)

Computer Interface Modules (CIMs)

Question

Can I use Computer
Interface Modules
(CIMs) from Raritan's
analog matrix KVM
switch, Paragon, with
Dominion KX II?

Answer

Yes. Certain Paragon computer interface modules (CIMs) may work
with Dominion KX II (please check the Raritan Dominion KX II release
notes on the web site for the latest list of certified CIMs).

However, because Paragon CIMs cost more than Dominion KX II CIMs
(as they incorporate technology for video transmission of up to 1000
feet [300 meters]), it is not generally advisable to purchase Paragon
CIMs for use with Dominion KX II. Also note that when connected to
Dominion KX II, Paragon CIMs transmit video at a distance of up to
150 feet, the same as Dominion KX II CIMs - not at 1000 feet [300
meters], as they do when connected to Paragon.

Can I use Dominion KX
II Computer Interface

No. Dominion KX II computer interface modules (CIMs) transmit video
at ranges of 50 to 150 feet (15 - 45 m) and thus do not work with

Modules (CIMs) with Paragon, which requires CIMs that transmit video at a range of 1000
Raritan's analog matrix | feet (300 meters). To ensure that all Raritan's customers experience the
KVM switch, Paragon? very best quality video available in the industry - a consistent Raritan
characteristic - Dominion Series CIMs do not interoperate with
Paragon.
&
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Appendix D: FAQs

Security

Question

What kind of encryption
does Dominion KX II

use?

Answer

Dominion KX II uses industry-standard (and extremely secure) 128-bit
RC4 or AES encryption, both in its SSL communications as well as its
own data stream. Literally no data is transmitted between remote
clients and Dominion KX II that is not completely secured by
encryption.

Does Dominion KX II

The Dominion KX II utilizes the Advanced Encryption Standard (AES)

support AES encryption | encryption for added security.

as recommended by the . ) ) .

US Government's NIST AES is a US government approved cryptographic algorithm that is

and FIPs standards? recommended by the National Institute of Standards and Technology
' (NIST) in the FIPS Standard 197.

Does Dominion KX II Unlike competing solutions, which only encrypt keyboard and mouse

allow encryption of
video data? Or does it
only encrypt keyboard
and mouse data?

data, Dominion KX II does not compromise security - it allows
encryption of keyboard, mouse and video data.

How does Dominion KX
II integrate with external
authentication servers
such as Active Directory,
RADIUS, or LDAP?

Through a very simple configuration, Dominion KX II can be set to
forward all authentication requests to an external server such as LDAP,
Active Directory, or RADIUS. For each authenticated user, Dominion
KX I receives from the authentication server the user group to which
that user belongs. Dominion KX II then determines the user's access
permissions depending on the user group to which he or she belongs.

How are usernames and
passwords stored?

Should Dominion KX II's internal authentication capabilities be used,
all sensitive information such as usernames and passwords are stored
in an encrypted format. Literally no one, including Raritan technical
support or Product Engineering departments, can retrieve those
usernames and passwords.

Does Dominion KX II Yes. The Dominion KX II has administrator-configurable, strong

support strong password checking to ensure that user-created passwords meet

password? corporate and/or government standards and are resistant to brute force
hacking.
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Security

Question

If the Dominion KX II
Encryption Mode is set
to Auto, what level of
encryption is achieved?

Answer

The encryption level that is auto-negotiated is dependent on the
browser in use:

Browser Encryption Level
Internet Explorer 6 RC4
Internet Explorer 7 AES-128

Firefox 1.5 RC4
Firefox 2.0 RC4
Mozilla 1.7 RC4
Safari 2.0.4 AES-128
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Appendix D: FAQs

Manageability

Question

Can Dominion KX II be
remotely managed and
configured via Web
browser?

Answer

Yes. Dominion KX II can be completely configured remotely via Web
browser. Note that this does require that the workstation have an
appropriate Java Runtime Environment (JRE) version installed.

Besides the initial setting of Dominion KX II's IP address, everything
about the solution can be completely set up over the network. (In fact,
using a crossover Ethernet cable and Dominion KX II's default IP
address, you can even configure the initial settings via Web browser.)

Can I backup and Yes. Dominion KX II's device and user configurations can be
restore Dominion KX II's | completely backed up for later restoration in the event of a catastrophe.
configuration? . . .
Dominion KX II's backup and restore functionality can be used
remotely over the network, or through a Web browser.
What auditing or For complete accountability, Dominion KX II logs all major user events

logging does Dominion
KX I offer?

with a date and time stamp. For instance, reported events include (but
are not limited to): user login, user logout, user access of a particular
server, unsuccessful login, configuration changes, etc.

Can Dominion KX II Yes. In addition to Dominion KX II's own internal logging capabilities,
integrate with Syslog? Dominion KX II can send all logged events to a centralized Syslog
server.

Can Dominion KX II Yes. In addition to Dominion KX II's own internal logging capabilities,
integrate with SNMP? Dominion KX II can send SNMP tracks to SNMP management systems
like HP Openview and Raritan's CC-NOC.

Can Dominion KX II's Yes. Dominion KX II supports the industry-standard NTP protocol for

internal clock be
synchronized with a
timeserver?

synchronization with either a corporate timeserver, or with any public
timeserver (assuming that outbound NTP requests are allowed through
the corporate firewall).
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Miscellaneous

Miscellaneous

Answer

Question

What is Dominion KX 192.168.0.192

II's default IP address?

What is Dominion KX The KX II's default username and password are admin/raritan [all

II's default username
and password?

lower case]. However, for the highest level of security, the KX II forces
the administrator to change the Dominion KX II default administrative
username and password when the unit is first booted up.

I changed and
subsequently forgot
Dominion KX II's
administrative
password; can you
retrieve it for me?

KX II contains a hardware reset button that can be used to factory reset
the device, which will reset the administrative password on the device.
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Troubleshooting

Question

I am logged into the
Dominion KX II using
Firefox, and I opened
another Firefox browser.
I am automatically
logged into the same
Dominion KX II with the
second Firefox browser.
Is this right?

Answer

Yes, this is correct behavior and is the direct result of how browsers
and cookies function.

I am logged into the
Dominion KX II using
Firefox and I attempt to
log into another
Dominion KX II using
another Firefox browser
session from the same
client. I am logged out of
both KX IIs; is this
correct behavior?

Yes, to access two different Dominion KX II devices, either close the
first session, or use another client PC.

When I'm running a
KVM session using
Firefox as my browser,
and certain dialogs are
opened in the Virtual
KVM Client (e.g.,
Connection Properties,
Video Settings), it seems
to block the Firefox
browser (even other
Firefox sessions). What
can I do?

This is normal behavior; with Firefox, all sessions are associated. Once
you close the Virtual KVM Client dialog, Firefox will no longer be
blocked.
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» U.S./Canada/l atin America

Monday - Friday

8am.-8pm. ET

Phone: 800 724-8090 or 732-764-8886

For CommandCenter NOC: Press 6, then Press 1

For CommandCenter Secure Gateway: Press 6, then Press 2
Fax: 732 764-8887

Email for CommandCenter NOC: tech-ccnoc@raritan.com
Email for all other products: tech@raritan.com

» Europe

Monday - Friday

8:30 a.m. - 5 p.m. GMT+1 CET
Phone: +31-10-2844040

Email: tech.europe@raritan.com

> Japan

Monday - Friday

9:30 a.m. - 5:30 p.m. local time
Phone: +81-3-3523-5994

Email: support.japan@raritan.com

» United Kingdom

Monday - Friday
8:30 a.m. to 5 p.m. GMT+1 CET
Phone +44 20 7614 77 00

> Taiwan

Monday - Friday

9 a.m. - 6 p.m. GMT -5 Standard -4 Daylight
Phone: +886-2-8919-1333

Email: tech.rap@raritan.com

» Sydney, Australia

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +61-2-9029-2558

» Germany

Monday - Friday
8:30 a.m. - 5 p.m. GMT+1 CET
Phone: +49-20 17 47 98 0

> France

Monday - Friday
8:30 a.m. - 5 p.m. GMT+1 CET
Phone: +33 1 47 56 20 39

» Guangzhou

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +86-20-8755-5561

» Shanghai

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +86-21-5425-2499

» Beijing
Monday - Friday

9 a.m. - 6 p.m. local time
Phone: +86-10-88091890

> India

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +91-124-410-7881

» Korea

Monday - Friday
9 a.m. - 6 p.m. local time
Phone: +82-2-5578730
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