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Introduction

This document explains how to configure the Cisco 7920 Wireless IP Phone (Cisco 7920) in common
network scenarios. It starts with the most basic configuration required to implement a Cisco 7920. It goes or
to explain the next level of complexity, which is the use of VLANs. The final level of complexity is the use of
Cisco Secure Access Control Server (ACS) for security. The goal of this document is to provide the reader
with a single document that covers the basic tasks required to implement a Cisco 7920 in a lab environment
so that the user can use these skills to implement a Cisco 7920 in a live environment. The reason that this
document is targeted at a lab environment is that it is impossible to cover, in a single document, all of the
possible permutations of equipment and features that are available to implement a Cisco 7920 in a live
environment.

The Cisco 7920 is the first Cisco product to combine Voice over IP (VolP) technology, Wireless LAN
(WLAN) technology, Quality of Service (QoS), and Access/Authentication/Authorization (AAA) security. In



order to successfully implement and support the Cisco 7920, system administrators must become familiar w
all of these technology areas.

This document was created primarily for readers who have limited experience with one or more of the
products and technologies required to install and configure a Cisco 7920 IP Phone. It will also benefit readel
that have a great deal of experience in some of the areas but not others.

QoS is not covered in this document, because it is not required that you implement QoS to bring a Cisco 79.
online to place calls. The QoS (Quality of Service) Technical Support page contains links to several very go
documents about the implementation of QoS in VoIP environments.

This document also provides some troubleshooting guidelines. It is not intended to be a complete manual to
install, configure, or troubleshoot the Cisco 7920 or any of the other components that are used in this
document. The related documents that contain more detailed instructions are referenced in the subsequent
sections, as appropriate.

WLAN infrastructure devices such as the Cisco Aironet 350 Series Access Point (AP) or the Cisco Aironet
1200 Series AP treat the Cisco 7920 the same as any other wireless 802.11b client. Cisco CallManager tree
the Cisco 7920 like any other Cisco 7960 IP Phone. You can use the knowledge and skills that you already
have in these areas when you install, configure, and troubleshoot a Cisco 7920.

Prerequisites

Requirements

This document assumes that you have an operational Cisco CallManager 3.2 or later, a Catalyst switch that
supports 802.1Q VLANS, and a Cisco Secure ACS (if you are going to do Light Extensible Authentication
Protocol [LEAPY]). It is also assumed that you have some experience with these products.

Though it is not required, it is helpful to confirm with a PC or another wireless data client that your wireless
configuration can connect over the Cisco Aironet AP to an IP device on the other side of the AP.

Components Used
The information in this document is based on these software and hardware versions:

 Cisco 7920 Wireless IP Phone

 Cisco 7960 IP Phone

« Cisco CallManager 3.3(3)

 Catalyst 2924 XL version 12.0(5)WC5ba
 Cisco 2651 Router version 12.2(15)T
 Cisco 1200 Series AP version 12.2(13)JA4
 Cisco Secure ACS Release 3.2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Related Products

You can substitute any Catalyst Switch that supports 802.1Q trunking. If it is based on Cisco IOS® Software
(similar to a 2900 XL), then the configuration examples in this document should work. If it is based on
Catalyst OS, then you have to convert the examples as required.



You can substitute any Aironet Wireless device that supports 802.11b clients. The Cisco Aironet 1200 AP
examples provide some guidelines for how you should configure your Aironet device.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Background Theory

The Cisco 7920 is supported by Cisco CallManager 3.2 and later. It is configured as a Cisco 7960 IP Phone
Cisco CallManager; however, it has its own image file. Wireless devices, such as the Cisco Aironet 1200 AF
treat the Cisco 7920 like a typical wireless client.

If you are not already familiar with Wireless Security issues and best practices, refer to Wireless LAN
Security White Paper before you proceed with a live installation of a Cisco 7920.

You should be familiar with the basic administrative and user tasks for the Cisco 7920. The Cisco 7920
documentation is available in the Products and Services area of Cisco.com.

If you have not already configured the Cisco 7920 or any other Cisco IP Phone on your Cisco CallManager
server, see the Appendix: Configuring the Cisco 7920 with CallManager section of this document before yol
begin. Add the additional IP phone at this time as well: it is required to perform VolIP test calls to and from
the Cisco 7920.

Tip: When you use the USB cable that is provided with the Cisco 7920 to configure it with the Cisco 7920
PC-based Configuration Utility, the Cisco 7920 appears as a network device on the PC. Any time that the
Cisco 7920 is connected to the PC through the USB cable, you can see that this connection exists. On the F
choose Start > Settings > Networking and Dial Up Connections. One of the connections is the Cisco 7920.
Do not make any changes to it. It is only used by the Cisco 7920 Configuration Utility through the USB port.
When you disconnect the Cisco 7920 from the PC, this interface disappears from your Networking and Dial
Up Connections until the next time that you connect it. Issue the ipconfig /all command (from a command
prompt on your PC) to view the IP settings used by the Cisco 7920 USB connection.

If you are not already familiar with the text editing mode for the Cisco 7920, consider these points:

* The asterisk (*) toggles between lower and upper case characters.

« The hash (#) allows you to enter Special Characters. Press the Back key to exit Special Character
mode.

 Press the Clear key to delete the previous character.

« The large buttons with white arrows move the cursor left and right.

« To enter a character, press the number button with the character that you want to use. Keep pressin
the button until the character shows up.

For example, to enter the letter z press the 9 key four times. To enter the letter Z, press the
asterisk first then press the 9 key four times.

Once the character that you want is displayed, wait for a few seconds. The cursor will move to the
right of the last character that you entered. To enter a number keep pressing the button until the
number appears.



Network Diagram

This document uses this network setup:
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Using Open Authentication and Static WEP Keys

If you want to learn more about Wireless Security before you start this section, refer to these documents:

» Cisco Aironet Wireless LAN Security Overview
 Security Setup for the Cisco Aironet 350
» Wireless Virtual LAN Deployment Guide

This example is based on the use of open authentication and 128-bit static Wired Equivalent Privacy (WEP
encryption keys.

n Caution: It is not recommended to use Shared Key authentication because it is very easy to
compromise.

This task guides you through a very basic Cisco 7920 and Cisco Aironet 1200 AP configuration. This
configuration allows the Cisco 7920 to authenticate and associate with the 1200 AP. When you are done, th
Cisco 7920 should be able to register with the Cisco CallManager server.

Note: When you are using open authentication, the Cisco Aironet 1200 AP will authenticate all devices that
send it authentication requests. However, only devices with the correct WEP encryption keys will be able to
associate with the 1200 AP and to send traffic over it successfully.

Configuring the Cisco 7920

This subtask assumes that you have already installed the Cisco 7920 Configuration Ultility that came with
your Cisco 7920. If you have not yet installed this utility, stop and do so now. The instructions for the
installation are included with your Cisco 7920.



Step—by-Step Instructions

The instructions in this section guide you through the minimum configuration steps that are required to enab
a Cisco 7920 with a static WEP key.

1. Turn on the Cisco 7920.

2.Choose Menu > Phone Settings > USB Enable / Disable [Enable] to enable the Cisco 7920 USB
port.

3. Connect the Cisco 7920 to the USB cable. (The USB cable should already be connected to the PC.)

4. Start the Cisco 7920 Configuration Utility on the PC.

Note: If you use Cisco Wireless IP Phone 7920 Firmware Release 2.0, use Cisco 7920 Configuratior
Utility 2.0. If you use an earlier firmware version on the phones, then you must use an earlier version
of the Configuration Utility. Cisco 7920 Configuration Utility 2.0 can be download from Cisco 7920
Wireless Phone Software Downloadsgstered customers ojly

5.Log in to the Cisco 7920.

The default User Name is Admin. The default Password is cisco. Click OK.

> Cisco 7920 Configuration Uty -l =10] x|

Fle Edt View Connection Window Mo

DeE Y Dk P

* Current Phone Settings Window - Tl ' =181 x|
Phone Model Nusmber : Ic"“"m Configusation Utity Version : Ilmm
Phone MAC Address |
System Pasameters E (1 ]
I™ DHCP Chent
1P Address :
Subnet Mask
Primary TFTP Serv User Name Adnmen hd
Password : ,""’—
Network Settings
SSID1: I 'I
SSID2: | | oK | Cancel | —_|
SSID3: I
sm4: |
Authentication Type :

O Connectin... Local Tene : 0S/Z8/2003  14:40:55 4
6. When this popup window appears, click OK:

Cisco 7920 Configuration U _n x|

@ On-Line Mode

7.Choose Edit > Settings Wizard.




Cisco 7920 Configuration Utity J

Edt Wew Connection Window Mep
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Authentication Type: Open

Phone MAC Address; | 0:0059:d331:4F

- System P

¥ DHCP Chent

IP Address : | 10 .2 .7 . 24 Primary Gateway : | o . .7 72
Subnet Mask : | 255 255 . 255 . 0 PrimaryDNSServer: | 10 . 21 . 7 . 76
Primary TFTPServer: | 10 . 21 . 7 . 75 SeconduyDNSServer: | 0 . 0 . 0 0
~ Network Settings

SSID1: | kormelue Transmat Power : |0 =W ]
SSID2: Data Rate : l.-'-.uxomauc ;I
SSID3:

swa: |

@ Ondine

Local Tiene : 05/28/2003 14:42:13

™

8. When this popup window appears, click Cancel:

X
Please select the type of settings you would like to perform :
(¢ System Parameters
" RF Network
" Network Secunty
(" Phone Settings
(" Phone Lock Password
[ Nea> | Cancel |

9. Click Import to obtain the current settings on the Cisco 7920.



Cisco 7920 Configuration Utilty =101 x|

Fle Edt View Connection Window Help
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|
|
I

»
)

9
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Secondary DNS Server :

~TFTP Option
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10.When this popup window appears, click OK.

Cisco 7920 Configuration U

@ Import settings is finished.

11.Click the System Parameters tab.

The System Parameters configuration screen appears. In this case, the Cisco 7920 is using Dynami
Host Configuration Protocol (DHCP) to obtain its IP parameters, including the TFTP address (Cisco
CallManager server).



Cisco 7920 Configuration Utilty =101 x|

Fle Edt View Connection Window Help

DeHE B Téa|?

Phone Preference Window - C:\Program Flles\Cisco\C 7920 ConfigurationUtility'\Untitied 15t

WPmmlmelﬂmwlw&wlﬁmuﬁPumq
[V DHCP Chent
- Static IP Settings
IP Address : |10 2 7 24
Subnet Mask - Ii2ss 255 0255 . 0
Prmary TFTP Server : |10 21 7 75
Prmary Gateway - |l 10 21 7 2
Primary DNS Server - | 10 21 7 7%
Secondary DNSServer: | 0 0 0 0
~TFTP Option
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12.Make any changes that your phone requires.
13.Click the RF Network tab.

The RF Network configuration screen appears.

Cisco 7920 Configuration Utility =10l x|

Fle Edt Wew Connection Window Help

DEE I BRY S|P

Phone Preference Window - C:\Program Files\Cisco\C 7920 ConfigurationUtiity\Untitied 1 5.tt *

SystemParameters RF Network INOMSOMyl Phone Settings | Phone Lock Password |
Transmat Power : IIOnW 'I DataRate : IAuton.ui:: 'I
~SSID Setup
SSID1: |kommakur [specity =]
SSID2: I INone ;I
sSID3: | [None =
SSID4: I INom :]
Import I Export I ChmgoPMnoI Close I

@ Onire Local Time : 05/28/2003 14:44:15 4

14.Enter the Primary Service Set Identifier (SSID) for the Cisco Aironet 1200 AP. (You will be
configuring this value in the 1200 AP in the next subtask.) Leave the Transmit Power and the Data
Rate set to their default values.

15.Click the Network Security tab.



The Network Security configuration screen appears. This is the screen where you enter the
Authentication Type and the static WEP keys. The 128-hit WEP keys are created using 26
hexadecimal digits (1-9, A-F).

> Phone Preference Window - C:\Program Files\Cisco\C7920 ConfigurationUtility\Untities =10J x|
System Parameters | RF Network Network Secunity IPMM Selt.i.ngs| Phone Lock Password

Authentication Type
&+ Open
" SharedKey
(" LEAP

User Name : l 1SC

Password : I """""
Encryption
& WEPKey 1 I .......................... I_MB‘“ =
 WEPKey2: l I}\'one :]
 WEPKey3: | [None =]
" WEPKey4: l I}{one :]

Import | | Export I Change Phone I Close I

Note: The static WEP keys must be the same on the Cisco 7920 and on the wireless infrastructure
devices in your network (in this case, the Cisco Aironet 1200 AP). You might want to keep a copy of
them in a document in a secure location; once they are entered into a device, you can not determine
what the key is from the device itself. If you do not have a record of them, you will have to create ney
keys when you add a new device or reconfigure an existing device.

Note: The Cisco 7920 supports up to four static WEP keys. Only one static WEP key is required.

n Caution: Client devices that do not use Extensible Authentication Protocol (EAP) must contain

the Access Point s transmit key in the same key slot in the client devices WEP key lists. However,
the key does not need to be selected as the transmit key in the client s WEP key list. If the transmit
keys are in different slots, then your Cisco 7920 will not be able to communicate with the Cisco
Aironet 1200 AP.

16. Enter at least one WEP key (in this case, 1234567890abcdef0987654321).

Note: This sample configuration only uses one WEP key. Your live network may require more.
17.Click the Phone Settings tab.
18.The Phone Settings configuration screen appears. Configure the Cisco Discovery Protocol (CDP)
parameters as shown in the next image. Enter the messages as appropriate.



Cisco 7920 Configuration Utilty alﬂlll

Flo EGt View Conectkn Window Hep
DEHE B Té P

Phone Preference Window - C:\Program Flles\Cisco\C 7920 Configuratio

System Parametess | RF Network | Network Secusity Phone Settings | Phone Lock Password |

Greeting Message: [ Lab 7920

Welcome Message - | Lab 7920{
Ring Tone

Default Ring Tone in phone - |

Ring List Filename (* ) and Path: |

Ring Tone Name - |

Ll

CDP Setup
¥ Cisco Discovery Protocol
CDP Time To Live (Seconds) : [ 120
CDP Transmat Interval (Seconds) : | 60

i~ New Firmware Image
[~ Upload New Firmware Image
Firmware Imoge Filename and Path: | ||

Import Export I Chmgo?honol Closge I

@ ontie Local Ties : 05/26/2003 14:45:13 VA

Note: The Phone Lock Password tab is not covered in this document. Refer to the Cisco 7920
Administrator Guide for more information on this tab.

19.Click Export and the next popup window appears. It is not required that you save the settings to a
local file; but, if you would like to do so, click OK and then continue with the rest of this procedure.

Cisco 7920 Configuration Utility : 5]
& Before exporting settings to phone, please save settings to the configuration file,

Continue ?

| OK I Cancel

Note: The static WEP keys are not saved in the configuration file. If you reset a phone to the factory
defaults, you can not just download the configuration to completely reconfigure it. You will still have
to re—enter the static WEP keys.

20.When this popup window appears, click OK:

Cisco 7920 Configuration ";». ‘ 5]

@ Upload succeeded !

21.Choose Connection > Logout.




&* Cisco 7920 Configuration Utility
File Edit View | Connection Window Help

D M| ¢ toan

Upload Firmware Image
Reset To Factory Default

22.When this popup window appears, click Yes:

[ oo wmndon———————TeTPY

Are you sure you want to log out?

23.When this popup window appears, click OK:

Cisco 7920 Configuration UE x|

Q} On-Line Mode

24.Choose File > Exit. The next popup window appears. If you want to save the Log History, click Yes
and save it to disk. Otherwise, click No.

Cisco 7920 Configuration Utility x|

/‘/!5 Do you wank to save the Log History ?

e ] % | co |

25. Right—click the USB icon on the taskbar.

LB OSEaE®RM  tiem

26.Select Cisco 7920 USB and click Stop.



27.

28.

29.

e Unplug or Eject Hardware : 21x|

Select the device you want to unplug or eject, and then click Stop. When
Windows notifies you that it is safe to do so unplug the device from your
computer.

Hardware devices:

Cisco 7920 USBE at USB Device

Properties | Stop |

I Display device components

[ Show Unplug/Eject icon on the taskbar Close I

When this popup window appears, click OK:

< Stop a Hardware device ﬂﬁl

Confirm devices to be stopped, Choose OK to continue.

Windows will attempt to stop the following devices. After the devices are
stopped they may be removed safely.

B8 Cisco 7920 USB

| oK I Cancel |

When this popup window appears, click OK:

Safe To Remove Hardware

-
@ The 'Cisco 7920 USB' device can now be safely removed from the system.

OK I

Choose Menu > Phone Settings > USB Enable / Disable [Disable] to disable the Cisco 7920 USB

port.



Verifying
There are no steps to verify this part of the configuration. It can be verified at the end of the next subtasks.
Troubleshooting

All of the troubleshooting guidelines can be found in the Troubleshooting Guidelines section at the end of thi
document.

Configuring the Cisco Aironet 1200 AP

The instructions in this section describe the minimum configuration steps to enable a Cisco Aironet 1200 AF
with static WEP keys. This will allow the Cisco 7920 to access the LAN and to register with a Cisco
CallManager server.

Step-by-Step Instructions

Tip: Right—click the Back button on your browser to quickly return to a previous page in the Cisco Aironet
1200 AP management pages.

File Edit View Favortes History Groups Options Tools Tabs Help ” Links %jats E_g’] Bist
! v @ 5 = ﬂL 4‘ w : \( " l o

B < ® BEp 2% 2 &&= i

Address F_ Cisco 105 Senes AP - Security

el LCiscol0S Series AP - Association
J—J*ULHN—‘ Cisco 10S Series AP - A)

s ] B Cisco CallManager 3.... I W Cisco Wireless [P F

HUHHITHE T
(T

Close Window Ut
Cisco SysTems

Cisco 1200 Access Point

1. Load the Cisco Aironet 1200 AP administration page into your browser with the address
http://1200ap—-ip—address .
2. Use the left navigation bar to configure the Access Point.

a.Choose Security > SSID Manager.
b. On the SSID Properties page, select <NEW> in the Current SSID List and enter the SSID in
the SSID field.

For the purpose of the configuration, the SSID is kormakur. It should be the same one that
you previously entered in the Cisco 7920.



RADIO1-802 11A

SECURITY
Agmin Access

, SSOManages
Encryption Manager SSID:  [omakur
Server Manager
Lotal RADIUS Server VLAR: |¢ NONE > °| Define VIANS
Advanced Sec

Delete-Rodiod | Delete-all |

3. To edit the SSID, select the required one from the Current SSID List and edit it.

Because the configuration requires the use of Open Authentication, check Open Authentication in
the Authentication Settings area (it is checked by default, if you have not changed it).

Authentication Settings
Methods Accepted:
V' Open Authentication: [< NO ADDITION> -
[ Shared Authentication: | <NO ADDITION> B
I Network EAP: [<NOADDITION> =

4. Click Apply—All to apply the SSID and the Authentication settings for all of the Radio interfaces; or
click Apply—Radio0 to apply the settings only to RadioO.

General Settings
EAP Client {optional):
Usamame: [— Password: I—
Association Limit (optional: [ o288

I~ Enable Proxy Mobile IP

Apply-Radiod | Apply-all | Concel |

5. When this popup warning appears, click OK:

9 WaRNING:
” Thz settings shown on this page will be updated.
Click '0K’ to continue, o ik

[ ok | cancal |

6. Choose Security > Encryption Manager to configure the WEP keys.

a.In the Encryption Modes area, click the WEP Encryption radio button, and select
Mandatory.

b. Click the Encryption Key 1 radio button to set it as the Transmit Key, and enter the same
WEP key that you entered in the Cisco 7920 (in this case, 1234567890abcdef0987654321).



Note: The WEP key input appears as asterisks. This is normal behavior.

For more information on the configuration of WEP keys, refer to Configuring WEP and WEP
Features.

c. Leave the Key Size set to the default value (128 bit).

d. Click Apply—RadioO or Apply—All (as appropriate) to save the settings.

RALNOO 8021 98
Hoatname ap ap uptare i 7 days, 2 hours, 59 minstes
ocomc s momr0 ]
Encrypinom Modes
© Mose
& e 1 ,3
Couco Compbant TIOP Fastares. 1 Enusie M0 7 Bratin Pue Packnt Hirpng
€ Cptwe EAE
EnCrypon Keys.
1o arvserst Moy Errypton Ky (Hhessdocenad) ey Siee
Encryption ey £ . s [@og
Emcryption Key 2 [ T EELE
Encryptnm Key T c ) e (EE
Encryption Key & c T ETE |
Gl Y gt
T aadc ant Wary Pt aon Wtwreet  Denatie Rotston
€ Gratie Ratuton wen intenvat [OISABLED  (10-10000000 ec)
WA G o Ny Uymdate: I Enatie Gooup Koy Lpduse On Mermberstp Termnamon
™ Erable Geoup Koy Update On Memter's Capandty Change
[_AopirRedod | Appvas | Concel |
7.When this popup warning appears, click OK:
shown
G
[ ok ]| cance

Verifying

This section helps you to verify the association of the Cisco 7920 with the Cisco Aironet 1200 AP and with
the CallManager.

1. If you entered all of the settings correctly, the Cisco 7920 should have associated and authenticated
with the Cisco Aironet 1200 AP.

This appears on the Association page.

Note: You may have to refresh the page.

Hostname ap ap wptime is 2 days, 3 hours, 19 misutes

Cherts 0 Repeaters 0
View: P Ciert ¥ Repester Avey |

RadoB02.118
SSID koemak :

Device Type Name P Address MAC Address State Parem VLAN

wonrn 0002 200e 4247 Associated sl none




2.1f the Cisco CallManager configuration is correct, the Cisco 7920 should have registered with the
CallManager server. You should now be able to place calls between the Cisco 7920 and your other |
Phone.

wstem Route Plan Service Feature Device ser Apphcation

Cisco Sysrems

Cisco ' CallManager Administration
For Cisco IP Telephony Solutions

- - Add a new phone

Phone Conﬂgurahon Subscribe/Unsubscribe Services
Rependency Records

Back to Find/List Phones

IDirectory Numbers ' phone: SEPODOD288E4387 (Auto 5058)

Base Phone Registration: Registered with Cisco CallManager CCM1
1P Address: 10.21.7.20

ez Line 1 - 5058 (no - .

™% partition) Status: Ready

*1hs Line 2 - Add new DN Q’pyl Update I Delete I Reset Phone I

*h3 Line 3 - Add new DN (SSSSSEESES
Device Information

*Ih3 Line 4 - add new DN
MAC Address* [oooD288E 4387

*1h3 Line 5 - Add new DN

Description |Au1o 5058

OTNE e £ - Add new DN

Troubleshooting

All of the troubleshooting guidelines can be found in the Troubleshooting Guidelines section at the end of th
document.

Using Open Authentication, Static WEP Keys, and VLANs

This task adds support for VLANS, to build on the previous task. The implementation of VLANS requires
configuration changes on the Cisco 7920 and on the Cisco Aironet 1200 AP. The 1200 AP can be configure
with different SSIDs for each VLAN. For example, you can use VLAN1 as the SSID for VLAN1 and

VLAN2 as the SSID for VLAN2. The Cisco 7920 uses its SSID to determine which VLAN that it should
use. If you want the Cisco 7920 to use VLAN2 then you would configure its SSID to VLANZ2.

In this example, VLANL1 is the default VLAN. The Cisco 7920 will be configured to use VLANZ2, and then
VLANZ2 will be added to the Cisco Aironet 1200 AP.

Configuring the Cisco 7920

Note: This task uses the same WEP key that was used in the first task. Therefore, it does not include the
instructions to establish the WEP key on the Cisco 7920.

This task assumes that you are using DHCP to obtain the correct IP address and default gateway for the Ci
7920. You must also configure your DHCP server with a scope for the new VLAN. Refer to Using One
DHCP Server for Voice and Data Networks for more information on DHCP. If you use a static IP address an
default gateway address, then you must change the current IP address on the System Parameters tab in the
Cisco 7920 Configuration Utility to a legitimate address on the new subnet, before you export the new
configuration to the Cisco 7920. Change the IP address between Steps 11 and 12 in the next procedure.

Step—by-Step Instructions

The instructions in this section guide you through the minimum steps that are required to configure the Cisce
IP Phone 7920 to use VLANZ2 s SSID.



1. Turn on the Cisco 7920.

2.Choose Menu > Phone Settings > USB Enable / Disable [Enable] to enable the Cisco 7920 USB
port.

3. Connect the Cisco 7920 to the USB cable. (The USB cable should already be connected to the PC.)
4. Start the Cisco 7920 Configuration Utility.

5.Log in to the Cisco 7920.

The default User Name is Admin. The default Password is cisco. Click OK.

» Cisco 7920 Configuration Uttty

: =10] x|
DEE B Dk o P
* Current Phone Settings Window e =101 x|
Phone Model Number : Imm Configusstion Utity Version : |1mmz4
Phone MAC Address I
[ System Parameters o (=] o |
| ™ DHCP Clisnt
| IP Address :
| Subnet Mask:
| Pg TFTP Serv UserName : Admen e
) Pum .....
[~ Network Settings -
| SSID1: I ’I
sz | [k | Cancel | 2
SSID3: I
| ssm4: |
Authentication Type
O Comecten... Local Tene : 05{28/200G 14:40:55 4

6. When this popup window appears, click OK:

Cisco 7920 Configuration UEHEFSP-d!

@ On-Line Mode

7.Choose Edit > Settings Wizard.
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¥ DHCP Chent
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~ Network Settings

SSID1: | kormelue Transmat Power : |0 =W ]
SSID2: Data Rate : l.-'-.uxomauc ;I
SSID3:

swa: |

@ Ondine

Local Tiene : 05/28/2003 14:42:13

™

8. When this popup window appears, click Cancel:

X
Please select the type of settings you would like to perform :
(¢ System Parameters
" RF Network
" Network Secunty
(" Phone Settings
(" Phone Lock Password
[ Nea> | Cancel |

9. Click Import to obtain the current settings on the Cisco 7920.



Cisco 7920 Configuration Utilty .-.lﬂlll

Fle Edt Yiew Connection Window Help
DEE S BRY el P

Phone Preference Window - C:\Program Files\Cisco\C7920 ConfigurationUtility\Untitied 1St

System Paramaters lRFNMl Network Secunity | Phone Settings | Phone Lock Password |

[V DHCP Chent
~Static IP Settings
IP Addsess : |
Subnet Mask : | 255 . 255 255 . 0
Primasy TFTP Server: | 172 1 1 51
Primary Gataway : | 172 1 1 254
Primary DNS Server : | 172 1 1 251
Secondary DNS Server: | 1 251

172 1 1 1

-~ TFTP Option
 Use Static
= Use DHCP

T

@ Ontne Local T : 05/26/2003  14:43:04
10.When this popup window appears, click OK:

BN

Cisco 7920 Configuration UEEFSP|

@ Import settings is finished.

11.Click the RF Network tab.

The RF Network configuration screen appears. Change the SSID 1 value to VLAN2.



» Phone Preference Window - C:\Program Files\Cisco\C7920 Configuratio

System Parameters RF Network | Network Secusity | Phone Settings | Phone Lock Password |

Transmst Power : |30 oW 'I Data Rate : |Aulomaht 'I

SSID Setup
SSID1: Ivumz [specsy |
ssip2: | [None =
ssi3: | [None =
ssiD4: | [None =]

Import | Export | Chmgo?homl Close I

12.Click Export and the next popup window appears. It is not required that you save the settings to a
local file; but, if you would like to do so, click OK and then continue with the rest of this procedure.

Cisco 7920 Configuration Utility ] x|

Before exporting settings to phone, please save settings to the configuration file,

Continue ?

| QK I Cancel

Note: The static WEP keys are not saved in the configuration file. If you reset a phone to the factory
defaults, you can not just download the configuration to completely reconfigure it. You will still have
to re—enter the static WEP keys.

13.When this popup appears, click OK:

Cisco 7920 Configuration U x|

@ Upload succeeded !

14.Choose Connection > Logout.

&¥ Cisco 7920 Configuration Utility
File Edit View | Connection Window Help
D& M| loan

Upload Firmware Image
Reset To Factory Default

15. When this popup window appears, click Yes:




ol

Are you sure you want to log out?

[ ]

16.When this popup window appears, click OK:
cisco 7520 Configuration UGN

@ On-Line Mode

17.Choose File > Exit. The next popup window appears. If you want to save the Log History, click Yes
and save it to disk. Otherwise, click No.

Cisco 7920 Configuration Utility x|

r/!} Do you wank to save the Log History ?

[ves | ™ | comel |

18.Right—click the USB icon on the taskbar.

LB OSEEE®RM  Liem

19. Select Cisco 7920 USB and click Stop.



< Unplug or Eject Hardware -A; 2 x|

Select the device you want to unplug or eject, and then click Stop. When
Windows notifies you that it is safe to do so unplug the device from your
computer.

Hardware devices:

Cisco 7920 USBE at USB Device

Properties | Stop |

™ Display device components

[ Show Unplug/Eject icon on the taskbar Close I

20.When this popup window appears, click OK:

< Stop a Hardware device » 2| x|

Confirm devices to be stopped, Choose OK to continue.

Windows will attempt to stop the following devices. After the devices are
stopped they may be removed safely.

B8 Cisco 7920 USB

| oK I Cancel |

21.When this popup window appears, click OK:

Safe To Remove Hardware g x|
@ The 'Cisco 7920 USB' device can now be safely removed from the system.

OK I

22.Choose Menu > Phone Settings > USB Enable / Disable [Disable] to disable the Cisco 7920 USB
port.

Note: If you have not yet configured VLAN on the Cisco Aironet 1200 AP, the Cisco 7920 will show
the error message No AP Found. This is the expected behavior.



Verifying
There are no steps to verify this part of the configuration. It can be verified at the end of the next subtask.

Troubleshooting

All of the troubleshooting guidelines can be found in the Troubleshooting Guidelines section at the end of thi
document.

Configuring the Cisco Aironet 1200 AP with a VLAN

The instructions in this section guide you through the minimum configuration steps to enable VLANs on an
Cisco Aironet 1200 AP. There are two subtasks that must be preformed. The first is to create the VLANSs. Tt
second is to create the additional SSIDs and assign them to the VLANS. In this task, you will create VLAN1
and VLANZ2.

Step-by-Step Instructions for Configuring VLAN 1 (default)

The steps in this section describe the process to configure VLAN1 (the default VLAN) on the Cisco Aironet
1200 AP.

1. Load the Cisco Aironet 1200 AP administration page into your browser with the address
http://1200ap—-ip—address .
2. Before you configure the VLANS, create SSIDs for the VLANS.

In this case, assume that the SSID for VLAN1 and for VLANZ2 are created as VLAN1 and
VLANZ2. See the previous procedure to create the SSIDs.

a.Choose Services > VLAN.

b. To create the default VLAN, select <NEW> and set the VLAN ID field to 1.

c. Check the Native VLAN and the appropriate Radio check boxes, and select VLANL1 on the
SSID drop—down list.

d. Click Apply to save the settings.

Hostname ap ap uptime is 2 days, 5 howr s, 2 mistes

Globial VLAN Properties
Current Native VLAN:  None

VLANS

Currant VLAN List Create VLAN

VLAN IDx l! (1-808%)

P Netwve vLAN
&j ™ Enatée Public Secure Packet Forwarding
F Raso0-802.118
SSI: |VLANT & Dedne SSID
™ Rado1.802.11A
SSI: | CNONE > = Dedne SEID
Levt|_Concal |

3. When this popup warning appears, click OK:



/y WARNING:
. YLANs will be enabled.
S51Ds which are not mapped to a YLAN will now be disabled.

4. When this popup warning appears, click OK:

i) WaRNING:
~ Thz settings shown on this page will be updated.
Click '0K’ to continue.

| oK I Cancel

5. Configure the WEP Key for the VLANL.

a.Choose Security > Encryption Manager.

b. Select the VLAN ID 1 on the Set Encryption Mode and Keys for VLAN drop—down list.

c. In the Encryption Modes area, click the WEP Encryption radio button, and select
Mandatory.

d. Click the Encryption Key 1 radio button to set it as the Transmit Key, and enter the same
WEP key that you previously entered in the Cisco 7920 (in this case,
1234567890abcdef0987654321).

Note: The WEP key input appears as asterisks. This is normal behavior.

For more information on the configuration of WEP keys, refer to Configuring WEP and WEP
Features.

e. Click Apply to save the settings.

-» 0 WPERTE 15 7 days, S owrs, 20 s
St L ncryptan Mode and Ky for VAN i3 Dune ViaNS
SLOWaTY
Arren ALcess
_SSD Msnager
Evcrypon Manager e
mlrgz
Local RACIUS Server = we .' y 'l
ADvarc ed oy .
Cisoo Comptant TP Fesres ™ Esable MC ™ Enaie Par Paceet Kepng
© Cphar RS a
Encryptom Ky
Tranasmdt Koy Frcryption Key (Hexadec sms) Wary S
Encryption Key 1. " f—— ELZE |
Encryption Key 7. r | || b 3
Encryption Ky - [ ELD 3
Encrypton Ney & - I ll b 3
Ghbhal Py aperies
e 2t My Foranen Wt eevod & Duavie Rrtasor
© Enatie Rotadon wih inenar E"ENI\.LC‘ 1019000000 sec)
WO Group Ky Uipdae: ™ Enutie Orocup Kary Upcie On Memberstis Terminaten
™ Enatée Oroun Ky Useate On Memders Casaboty Chsege

6. When the next popup warning appears, click OK:
Note: This section assumes that you are only using open authentication at this time.

Also, do not select the EAP option.



i) WaRNING:
» Thz settings shown on this page wil be updated.
Click 'OK’ to continue. ' ’ :

| oK I Cancel

The VLAN1 is not used for the remainder of this document. This subtask is provided here as a
reminder that you must associate an SSID with the default VLAN, if you are using VLANs on the
Cisco Aironet 1200 AP. This is also the native 802.1Q VLAN for the 1200 AP.

Step—-by-Step Instructions for Configuring VLAN2
The steps in this section describe the process to configure VLAN2.

1. Load the Cisco Aironet 1200 AP administration page into your browser with the address
http://1200ap-ip—address .

a.Choose Services > VLAN.
b. Select <NEW> and set the VLAN ID field to 2.

c. Check the appropriate Radio check box, and select VLANZ2 on the SSID drop—down list.
d. Click Apply to save the settings.

ap uptime is 2 days, 6 hour s, 9 erenutes

SEFRVICES

TenetSsH Assignad VI ANs
JHotEandey

coP Curvont VLAN List Create VLAN
DONS

|| Fétees
HTTP VLAN 1

ProgMcER P wanm (-400%)

Qo8

ShNF ™ Mative VLAN
NTP

:— Delote I ™ Enabile Public Secure Packet Forwarding

- S P Rao0-802.118
- e : .

I Rado1.802.11A

SSI: | CNONE > | Qene SO

2. When this popup warning appears, click OK:

i) WaRNING:
» Thz settings shown on this page wil be updated.
Click 'OK’ to continue. ' ’ :

| oK I Cancel

3. Configure the WEP Key for the VLANZ.

a.Choose Security > Encryption Manager.

b. Select the VLAN ID 2 on the Set Encryption Mode and Keys for VLAN drop—down list.

c. In the Encryption Modes area, click the WEP Encryption radio button, and select
Mandatory.

d. Click the Encryption Key 1 radio button to set it as the Transmit Key, and enter the same

WEP key that you previously entered in the Cisco 7920 (in this case,
1234567890abcdef0987654321).



Note: The WEP key input appears as asterisks. This is normal behavior.

For more information on the configuration of WEP keys, refer to Configuring WEP and WEP
Features.

n Caution: Enhanced Media Interface Connector (MIC) verification for WEP and the

Temporal Key Integrity Protocol (TKIP) feature are not supported on the initial version of the
Cisco 7920. If you configure either or both of these options, the Cisco 7920 will not be able tc
communicate with the Cisco Aironet 1200 AP.

to save the settings.

gt is 2 days, 6 howr s, 10 siestes
fascume Bco e 3331 2 5 i S S S e S S R R R R
Set Encryptaom Mode arnd Keys for VLAN. BE | Dutine LAty
I‘ Y I
Cises Compbant TIP Fesbaes. [ Enatée MC ™ Enutte Per Packet Ky
[WerTzota |
Encrypien Keys
1t awesere ey Emcoyptam Key (Hexatecenat ey Sare
Emcryptien Koy 1: @ [ ErE
Emcryption Kay > - T ELE
Sty r  — LT
Encrypton Ny & - — TR
Chtad P cpmertaes
Broasdcast hey Rt stion bnervat & Disatée Romaten
€ Exatée Rottion wn intervat [DEAELED (1018000800 560)
WA Growp ey Upsate: ™ Enatie Group Koy Lpaate On Mermbarsho Temmwnaton
™ Esable Group Key Update On Members Capabity Changs
4. When this popup warning appears, click OK:
S9N WaRNING:
» Thz settings shown on this page will be updated.

Click '0K’ to continue.

[ ok | concel |

Note: Select Open Authentication while you are configuring the SSID for VLANZ2. This section
assumes that you are only using open authentication at this time.

Verifying

If all of the settings are entered correctly, the Cisco 7920 should have authenticated and associated with the
Cisco Aironet 1200 AP.



W upterm i 2 days, 6 hosrs, 51 minutes

Repeaters 0

Name P Address MAC Address State Parent VLAN

w182 000a 200s 4207 Assocales EC S VLAN

The Cisco 7920 should have registered with the Cisco CallManager server.

Note: The IP address of the phone is now 10.21.8.22. This is from the IP subnet 10.21.8.0 that is assigned t
VLANZ2. In the previous configuration, before the VLAN was created, it was using IP address 10.21.7.20.

Route Plar ervice Feature

Cisce Sysrews

Cisco/CallManager Administration
For Cisco IP Telephony Solutions

Add a new phone

Phone Configuration Subscribe/Unsubscribe Services

a nda caorgs
Back to Find/List Phones

[Directory Numbers | Phone: SEP0D00D288E4387 (Auto 5058)

Registration: Registered with Cisco CallManager CCM1
Bose_ iz IP Address:10.21.8.22
emz Line 1 - 5058 (no

™ partition) Status: Ready
*™ |ine 2 - Add new DN Oapyl Update ] Delete | RasetPhomJ

*7% Uine 3- Add new oy PHONG Configuration (Model = Giseo 7960) |

Device Information
MAC Address* [p00D288E 4387

*Ins Line 4 - Add new DN

*1h3 Line 5 - Add new DN
Description o 5058
NS Jine & - Add new DN P IAL“

You should be able to place calls between the Cisco 7920 and your other IP Phone.

Troubleshooting

All of the troubleshooting guidelines can be found in the Troubleshooting Guidelines section at the end of th
document.

Configuring 802.1Q Trunking on the Catalyst 2924 XL

This subtask provides the partial configurations required to establish trunk ports on a Catalyst 2924 XL. The
same commands are supported on the Cisco Catalyst 3524 PWR XL Switch.

If you would like to review the concepts related to the establishment of trunk ports on a Catalyst 2924 XL,
refer to Configuring VLANS.

The Catalyst 2924 XL uses VLANL, by default, as the native VLAN for untagged 802.1Q frames. The Cisco
Aironet 1200 AP is also using VLANL1 as the native VLAN for untagged 802.1Q frames.

The Cisco Aironet 1200 AP communicates with other wireless infrastructure devices, such as bridges and
repeaters, over the native VLAN. Refer to the Wireless Virtual LAN Deployment Guide for the Cisco Aironet
1200 Series, for more information on this subject. In addition, the Cisco Aironet 1200 AP sends all Remote
Authentication Dial-In User Service (RADIUS) AAA traffic over the native VLAN.



If you are using a different Catalyst switch, refer to VLANs (Virtual LANS) & VTP (VLAN Trunking
Protocol) Technical Support for general information on VLANs and Trunking. Refer to the Cisco Product
Support page Catalyst LAN & ATM Switches for configuration information for your switch.

This partial configuration establishes an 802.1Q trunk between the Catalyst 2924 XL and the inter-VLAN
router:

interface FastEthernet2/1
description inter—vlan router
switchport trunk encapsulation dotlq
switchport mode trunk

spanning-tree portfast
!

This partial configuration establishes an 802.1Q trunk between the Catalyst 2924 XL and the Cisco Aironet
1200 AP:

interface FastEthernet2/3
description AP1200 Port

switchport trunk encapsulation dotlq
switchport mode trunk

spanning-tree portfast
!

This partial configuration establishes an 802.1Q trunk between the Catalyst 2924 XL and the Cisco 7960 IP
Phone:

|

interface FastEthernet2/2
description Fred's 7960

switchport trunk encapsulation dotlq
switchport mode trunk

switchport voice vlan 2
spanning-tree portfast

end
!

Verifying

Issue the show interface fastethernet 2/1 switchport command to verify that the inter—VLAN router port is
configured correctly. In the next sample output, you can see these settings:

e The port is in Trunk mode.
« The Trunking Encapsulation is dotl1q.
* The Native Mode VLAN is 1.

2924XL# show interface fastethernet 2/1 switchport

Name: Fa2/1

Switchport: Enabled

Administrative mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: Disabled

Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANs Enabled: ALL

Trunking VLANSs Active: 1-10



Pruning VLANs Enabled: 2-1001

Priority for untagged frames: 0
Override vlan tag priority: FALSE
Voice VLAN: none

Appliance trust: none

Issue the show interface fastethernet 2/3 switchport command to verify that the Cisco Aironet 1200 AP port
is configured correctly. In the next sample output, you can see these settings:

e The port is in Trunk mode.
« The Trunking Encapsulation is dotl1q.
* The Native Mode VLAN is 1.

2924XL# show interface fastethernet 2/3 switchport

Name: Fa2/3

Switchport: Enabled

Administrative mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: Disabled

Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANSs Enabled: ALL

Trunking VLANSs Active: 1-10

Pruning VLANs Enabled: 2-1001

Priority for untagged frames: 0
Override vlan tag priority: FALSE
Voice VLAN: none

Appliance trust: none

Issue the show interface fastethernet 2/2 switchport command to verify that the Cisco 7960 IP Phone port is
configured correctly. In the next sample output, you can see these settings:

e The port is in Trunk mode.

* The Trunking Encapsulation is dotl1q.
* The Native Mode VLAN is 1.

* The Voice VLAN is VLANZ.

2924XL# show interface fastethernet 2/2 switchport

Name: Fa2/2Switchport: Enabled
Administrative mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: Disabled

Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANSs Enabled: ALL

Trunking VLANSs Active: 1-10

Pruning VLANs Enabled: 2-1001

Priority for untagged frames: 0
Override vlan tag priority: FALSE
Voice VLAN: 2

Appliance trust: none



Troubleshooting

There are no troubleshooting steps for this task.

Configuring the Inter—-VLAN Router

This subtask provides the partial configuration required for any Cisco 10S Software—based router that
supports 802.1Q trunking over a Fast Ethernet port. If you would like to review the concepts involved in
configuring inter—VLAN routing, refer to Routing Between VLANs Overview. General information on
VLANSs and Trunking can be found on the VLANSs (Virtual LANS) & VTP (VLAN Trunking Protocol)
Technical Support page.

This partial configuration establishes an 802.1Q trunk between the Catalyst 2924 XL and the inter-VLAN
router:

|

ip dhcp smart-relay

|

interface FastEthernet0/0

description Native VLAN Trunk to Cat2924XL
ip address 10.21.7.72 255.255.255.0

ip helper-address 10.21.15.10

ip dhcp relay information trusted speed auto
|

interface FastEthernet0/0.1

description VLAN2 Trunk to Cat2924XL
encapsulation dot1Q 2

ip address 10.21.8.72 255.255.255.0

ip helper-address 10.21.15.10

ip dhcp relay information trusted

|

1

interface FastEthernet0/0.8

description VLAN9 Trunk to Cat2924XL
encapsulation dot1Q 9

ip address 10.21.15.72 255.255.255.0
ip helper-address 10.21.15.10

ip dhcp relay information trusted
!

Verifying

Issue the show vlan 1 command to verify that the native (VLANL1) inter—-VLAN router port is configured
correctly. In this sample output, you can see that traffic is passing in both directions over this trunk:

Router# show vian 1
Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation)
VvLAN Trunk Interface: FastEthernet0/0

This is configured as native Vlan for the following interface(s):
FastEthernet0/0

Protocols Configured: Address: Received: Transmitted:
IP 10.21.7.72 6315069 5625671

Issue the show vlan 2 command to verify that the VLANZ2 inter—VLAN router port is configured correctly. In
this sample output, you can see that traffic is passing in both directions over this trunk:



Router# show vlan 2
Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)
VvLAN Trunk Interface: FastEthernet0/0.1

This is configured as native Vlan for the following interface(s):
FastEthernet0/0.1

Protocols Configured: Address: Received: Transmitted:
IP 10.21.8.72 9586246 10279750

Issue the show vlan 9 command to verify that the VLAN9 inter—VLAN router port is configured correctly. In
this sample output, you can see that traffic is passing in both directions over this trunk:

Router# show vlan 9
Virtual LAN ID: 9 (IEEE 802.1Q Encapsulation)
VvLAN Trunk Interface: FastEthernet0/0.8

This is configured as native Vlan for the following interface(s):
FastEthernet0/0.8

Protocols Configured: Address: Received: Transmitted:
IP 10.21.15.72 2796006 4281048

Troubleshooting

There are no troubleshooting steps for this task.

Using Cisco LEAP

Light Extensible Authentication Protocol (LEAP) removes the requirement to configure static WEP keys on
the Cisco Aironet 1200 AP and the Cisco 7920. The LEAP server (Cisco Secure ACS, in this case) is
responsible for providing the WEP keys to the wireless clients through the 1200 AP.

A complete explanation of this process is beyond the scope of this document. Refer to Wireless LAN Securi
White Paper for further information.

Note: That document also contains some instructions to configure the Cisco Aironet 1200 AP and the Cisco
Secure ACS. Use the instructions in this section instead, because they were written specifically for this
document.

Configuring the Cisco 7920

The instructions in this section guide you through the minimum steps that are required to configure the Cisc
IP Phone 7920 to use LEAP authentication.

1. Turn on the Cisco 7920.

2.Choose Menu > Phone Settings > USB Enable / Disable [Enable] to enable the Cisco 7920 USB
port.

3. Connect the Cisco 7920 to the USB cable. (The USB cable should already be connected to the PC.)

4, Start the Cisco 7920 Configuration Utility.

5.Log in to the Cisco 7920.

The default User Name is Admin. The default Password is cisco. Click OK.



* Cisco 7920 Configuration Utity

=10] x|
* Current Phone Settings Window - =iy = (=] B3
Phions Model Nusmber : |°w°m° Configuration Utility Version : |lD6M4
Phone MAC Address : I
sprentaecs (TN +101:]
™ DHCP Client
1P Address :
Subnet Mask
P TFTP Serv User Name : Admen hd
| Pae g I
- Network Settings
SSID1: I "I
si2: | [ox ] Cancel | ]
SSID3: I
sm4: |
Auvthentication Type :
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Local Tene : 05/28/2003  14:40:55
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6. When this popup window appears, click OK:

Cisco 7920 Configuration UEEFSNP’S

@ On-Line Mode

7.Choose Edit > Settings Wizard.

Cisco 7920 Configuration Utility

=10/
Fle | Ed View Connection Window Hebp

2 o
Paste

Rlc

T

7920 H jon: | 1060024
0 i P | Cuibh Configurstion Utility Version : |
Phone MAC Address: | 0-009: 33140

- System P

¥ DHCP Chent

IP Address : | 10 .2 .7 . 24 Primary Gatewsy : | o .2 .7 12
Subnet Mask : | 255 . 255 . 255 . 0 Primary DNS Server : | wo . 7 7%
Prmary TFTPServer: | 10 . 21 . 7 . 75 SecondaryDNSServer: | 0 . 0 0 0
~ Netwotk Settings

SSID1: | kommakuc Transmit Power : |20 =W ]
SSID2: Data Rate : I.-'-.utomauc ;I
SSID3:

swa: |

Authentication Type :  Open

@ Onine

Local Tiene : 05/28/2003 14:42:13

™

8. When this popup window appears, click Cancel:




y

Please select the type of settings you would like to perform :
(¢ System Parametars
" RF Network
(" Network Secusity
(" Phone Settings
(" Phone Lock Password

| Next > I Cancel I

9. Click Import to obtain the current settings on the Cisco 7920.

Cisco 7920 Configuration Utility ‘19]5’

Fle Edt Vew Connection Window Help
Ded sBY T o P
Phone Preference Window - C:\Program Files\Cisco\C7920 ConfigurationUtility\Untitied 1 S.txt =10I %)

System Pasamaters |RF Network | Network Secunty | Phone Settings | Phone Lock Password |

[V DHCP Chent
~Static IP Settings
1P Addsess : |
Subnet Mask : |
Primacy TFTP Server : |
Primary Gataway : | 172

|

|

t
"
o

»
b

Primary DNS Server :
Secondary DNS Server

192 162

~TFTP Option
 Use Static
¢ Use DHCP

@ Oontre Local Teme : 05/26/2003 14:43:04

™

10.When this popup window appears, click OK:

Cisco 7920 Configuration UEliEy

@ Import settings is finished.

11.Click the Network Security tab.

The network Security configuration page appears.

a.Click the LEAP radio button.
b. Enter a User Name (in this case, fred) and a Password.



Note: If you want the user to manually enter a LEAP password, then this must be set directly
on the Cisco 7920. Step 21 at the end of this subtask explains how to setup the Cisco 7920 t
prompt for LEAP passwords. You do not need to enter a password in the Password field

before you export this configuration.
c. Set the all of the WEP keys to None.

Note: If you use LEAP authentication and you enable broadcast key rotation on the Cisco

> Phone Preference Window - C:\Program Files\Cisco\C7920 ConfigurationUt Untitle

Aironet 1200 AP, you can enable WEP without entering WEP keys on the client device.

=101.x

System Parameters | RF Netwotk Network Security l Phone Settings | Phone Lock Password |

Authentication Type
" Open

" SharedKey

v LEAP

User Name : Ifmi

Password : I

Encryption

= WEPKey1: [None

" WEPKey2: [Nene

 WEPKey3: [Neone

Led L Lef Ll

" WEPKey4: INom

Import | Export ' Change Phone I

Close |

12.Click Export and the next popup window appears. It is not required that you save the settings to a
local file; but, if you would like to do so, click OK and then continue with the rest of this procedure.

Cisco 7920 Configuration Utility

Continue ?

| QK I Cancel

Before exporting settings to phone, please save settings to the configuration file,

Note: The previous Note (that the saved configuration file does not include the WEP keys) does not
apply here, because this configuration does not use static WEP keys. Therefore, this configuration c:
be successfully loaded back into the Cisco 7920 after it has been reset to the factory defaults.

13.When this popup window appears, click OK:

':Q) Upload succeeded !

14.Select Connection > Logout.




&* Cisco 7920 Configuration Utility
File Edit View | Connection Window Help

D M| ¢ toan

Upload Firmware Image
Reset To Factory Default

15.When this popup window appears, click Yes:

[ oo wmndon———————TeTPY

Are you sure you want to log out?

16.When this popup window appears, click OK:

Cisco 7920 Configuration UE x|

Q} On-Line Mode

17.Choose File > Exit. The next popup window appears. If you want to save the Log History, click Yes
and save it to disk. Otherwise, click No.

Cisco 7920 Configuration Utility x|

/‘/!5 Do you wank to save the Log History ?

e ] % | co |

18.Right—click the USB icon on the task bar.

LB OSEaE®RM  tiem

19. Select Cisco 7920 USB and click Stop.



e Unplug or Eject Hardware ¢ 21x|

Select the device you want to unplug or eject, and then click Stop. When
Windows notifies you that it is safe to do so unplug the device from your
computer.

Hardware devices:

Cisco 7920 USBE at USB Device

Properties | Stop |

™ Display device components

[ Show Unplug/Eject icon on the taskbar Close I

20.When this popup window appears, click OK:

< Stop a Hardware device : 21X

Confirm devices to be stopped, Choose OK to continue.

Windows will attempt to stop the following devices. After the devices are
stopped they may be removed safely.

B8 Cisco 7920 USB

| oK I Cancel |

21.When this popup window appears, click OK:

Safe To Remove Hardware x|

@ The 'Cisco 7920 USB' device can now be safely removed from the system.

OK I

22.Choose Menu > Phone Settings > USB Enable / Disable [Disable] to disable the Cisco 7920 USB
port.

Note: The Cisco 7920 will not be able to authenticate or associate with the Cisco Aironet 1200 AP,
nor will it be able to register with the Cisco CallManager server, until you complete the next two
subtasks.



23.1f you want the Cisco 7920 to prompt the user for a LEAP password instead of use the password
stored the Cisco 7920 s configuration, continue with this step. Otherwise, proceed to the next sectior
of this document.

¢ On the Cisco 7920, choose Menu > Network Config > 802.11b configuration > LEAP >
prompt Mode > On.

This forces the user to manually enter a password, the next time that the phone needs to
authenticate.

Configuring the Cisco Aironet 1200 AP for LEAP

Note: In this subtask, the menu choices to configure LEAP on the Cisco Aironet 1200 AP are labeled EAP,
not LEAP. The configuration that results will support LEAP authentication for the Cisco 7920.

1. Load the Cisco Aironet 1200 AP administration page into your browser with the address
http://1200ap-ip—address .
2. Click Security > Server Managetr.

The Server Manager page appears.

a. Select RADIUS on the Current Server List.

b. Select <NEW> to add the server.

c. In the Server field, enter the IP address of the Cisco Secure ACS (in this case, 10.21.15.10).
d. Enter the Shared Secret key (in this case, 1A2B3C4D5E6F7G8H).

Note: This will be the same key that you use in the Cisco Secure ACS subtask later in this
document.
ly to save the settings.

ap uptane is 2 days, 17 howr s, 727 mawtes

Hoshame o IP Adress)

RADILS 3
Server: [ro2138%0 Hasharme o IP Adgiess)
Shared Secret ;——
Delete | Aughectic stion Port |cptiens): -65536)
Accounng Part (optonalc 065536

3. When this popup warning appears, click OK:

) WaRNING:
’ Thz settings shown on this page wil be updated.
Click '0K’ ta continue. :

| oK I Cancel

4. Configure the EAP Authentication, which is available on the same page.

a.In the Default Server Priorities area, under EAP Authentication, set the Priority 1 drop—down
list to the IP address of the RADIUS server (in this case, the IP address of the Cisco ACS is



10.21.15.10).
b. Click Apply to save the settings.

5. When this popup warning appears, click OK:

6. Choose Security > Encryption Manager.
The Encryption Manager page appears.

a.Select the VLAN ID 2 on the Set Encryption Mode and Keys for VLAN drop—down list.

b.In the Encryption Modes area, click the WEP Encryption radio button, and select
Mandatory.

c. Remove all of the Encryption Keys, if there are any listed.

d. In the Global Properties area, under Broadcast Key Rotation Interval, click the Enable
Rotation with Interval radio button and set its value to 300 (seconds).

e.Click Apply to save the settings.
- W g B 2 deys, 10 s, O e |




n Caution: Do not enable MIC or TKIP. They are not supported in this release of the Cisco

7920. If you enable either or both of these features, the Cisco 7920 is not able to communicate with
the Cisco Aironet 1200 AP.
7.When this popup warning appears, click OK:

) WARNING:
* Thz settings shown on this page wil be updated.
Click '0K' to continue.

[ ok | concel |

8. Choose Security > SSID Manager.

a.Select the SSID for VLANZ2 in the Current SSID List (in this case, VLAN2).
b. Check the Network EAP check box.

Do not check Open Authentication or Shared Authentication.

ap uprtine 1 2 days, 7 hours, § setes

™ Opan Auterscaton |« N0 ADOMION> £
™ Snaved Aumenncatos [<n0 ADOMONS E|
P Noswark EAP [<noAsOmoN > 3

9. On the same page, click Apply—Radio0 or Apply—All, as appropriate.

General Settings
EAP Chient (optional):
Usermname I— Password l—
Association Limit (optional): I (1-255)

™ Enable Proxy Mobile I

Apply-Fadiod | Apply-all | Cancel |

10.When this popup warning appears, click OK:

i) WaRNING:
» Thz settings shown on this page wil be updated.
Click 'OK’ to continue. ' ’ :

[ ok | concel |

11.Choose Association and verify the association of the Cisco 7920 on the AP.

It should show EAP-Associated.



Hostname ap ap uptime Is 2 days, 17 how's, 11 mimses

Chants 0 Repeaters 0

View: ¥ Clunt I Regeaner Apply |
Fadisti2.110
S0 VLAN2
Device Type Name ¥ Addess HMAC Ak ess State Parent VLAN
DN eN 000g 2850 4387 EAP-Associated sef VLAN

Configuring the Cisco Secure Server for LEAP

This subtask guides you through a basic Cisco Secure ACS configuration. It will support LEAP on a Cisco
7920, for the user that you assigned to the Cisco 7920 in a previous section of this document. A complete

explanation of this process is beyond the scope of this document. However, the online help provided with th
Cisco Secure ACS is very comprehensive.

Step—-by-Step Instructions

The instructions in this section guide you through the minimum steps that are required to configure LEAP
authentication parameters on the Cisco Secure ACS.

1.Log in to the Cisco Secure ACS.
2. Click the Network Configuration button to navigate to the Network Configuration page.

Metwork
Configuration

You will see a page with these areas:




“@qQ AAA Clients 2|
AAA Client |AAA ClientIP| Authenticate
Hostname Address Using
RADIUS (Cisco
AP12004  |10.21.7.89 Aironet)

Add Entry | Searchl

%Q AAA Servers 2]
AAA Server |AAA Server IP | AAA Server
Name Address Type
DeepThought [10.21.15.10 Cls‘i;(sjfswe

AddEntry | Search |

Proxy Distribution Tabhle

i

’Character String ‘AAA Servers ’Strip ’Account

{(Default)

‘DeepThought ‘No ‘ Local

Add Entry | Sort Entries |

Note: This server was originally installed to be used as an Aironet RADIUS Server for a different
Cisco Aironet 1200 AP Client. These steps explain how to add another Aironet RADIUS AAA client:

a.Click Add Entry on the AAA Clients menu.

b. Enter the name of the Cisco Aironet 1200 AP (in this case, AP1200-51d4be).
c. Enter the IP Address (in this case, 10.21.7.21).
d. Enter the Shared Secret key (in this case, 1A2B3C4D5E6F7G8H).

n Caution: This must be the same key that you entered for the Cisco Aironet 1200 AP

Shared Secret key in the earlier subtask.
e. Select the other options as appropriate.

The online help files for Cisco Secure ACS provide explanations of the additional fields. In
this case, the other options have not been enabled.

f. Click Submit + Restart.




Add AAA Client

AL Clent

| AP1200-51ddbe

Hostname

s A4 Client P [10-21-7-21 =]
Address |
Key [142B3C4D5EBF7GEH
%‘s‘ﬁﬂ:gemate [RADIUS (Cisco Aronet) 7]

Single Connect TACACS+ A4 A Client
(Record stop in accounting on failure).

Log Update/Watchdog Packets from this
A8 A Clent

Log RADIUS Tunneling Packets from this
Add Clent

-

-

Submit + Restart | Cancell

| Submit I

The new client appears on the menu.

“@q AAA Clients d
AAA Client AAA Client IP Authenticate
Hostname Address Using
RADIUS (Cisco
AP1200-51d4be  |10.21.7.21 Aironet)
RADIUS (Cisco
AP1200A 10.21.7.89 Aironet)

3. Click the User Setup button to navigate to the User Setup page.

4

User
Setup

a.Enter the same user name that you assigned to the Cisco 7920 in the Configuring the Cisco
7920 section of this document, and click Add/Edit.



User: |fred

Find | [ Add/Edit |

List users beginning with

letter/number:
LECDEFGHIUJELHN

List A1l Users

b. Enter the user s Real Name and a Description.

User: fred (New User)

[T Account Disabled

Supplementary User Info i‘

Real Name |Fred Sharpstone

Description |7920 User

c. Scroll down to the User Setup area.

d. Select the Password Authentication database that you will be using (in this case, the local
Cisco Secure ACS Database).

e.Enter and confirm the Password that you assigned to this user s Cisco 7920 in Configuring
the Cisco 7920 section of this document.



User Setup ﬁ

Password Authentication:
| CiscoSecure Database j
CiscoSecure PAP (Also used for CHAP/MMS-

CHAP/ARAP, f the Separate field 15 not
checked.)

Password [

Confirm

Password

7 Separate (CHAPMMS-CHAP/ARAP)
Password |

Conﬁrml

Password

I

When a token server is used for
authentication, supplying a separate CHAP
password for a token card user allows CHAP
authentication. This 15 especially useful when
token caching is enabled.

Group to which the user 1s assigned:
IDefault Group |

f. Click the Submit button at the bottom of the page.
4. Click the System Configuration button to navigate to the System Configuration page.

% System
- Configuration
a.Click Logging.

Service Control

Logging
Date Format Control

Local Password Management

CiscoSecure Database Replication

ACS Backup
ACS Restore

ACS Service Management

ACS Certificate Setup
Global Authentication Setup

CECHROTOOE

? Back to Help




b. Click CSV Failed Attempts.

Logging Configuration

’Use ’ Local Logging Configuration
[ x |CSV Failed Atternpts

’ x ICSV Passed Authentications

| x |CSV RADIUS Accounting

| x |CSV TACACS+ Accounting

| x |CSV TACACS+ Administration
[ x |CSV VoIP Accounting

c. Check the Log to CSV Failed Attempts report check box.

CSV Failed Attempts File Configuration

‘ Enable Logging jﬂ
[ W Log to CSV Failed Attempts report

d. Accept the defaults for the column values, and click Submit.
e.Click CSV Passed Authentications.

Logging Configuration

[Use [ Local Logging Configuration
| x |CSV Failed Attempts

’ X ICS‘J Passed Authentications

| x |CSV RADIUS Accounting

| x |CSV TACACS+ Accounting

| x |CSV TACACS+ Administration
| % |CSV VoIP Accounting

f. Check the Log to CSV Passed Authentications report check box.

CSV Passed Authentications File
Configuration

Enable Logging 3‘

W Log to CSV Passed Authentications
report

g. Accept the defaults for the column values, and click Submit.
h. Click CSV RADIUS Accounting.



Logging Configuration

’Use ‘ Local Logging Configuration
’ x |CSV Failed Atternpts

’ X ICSV Passed Authentications

| x |CSV RADIUS Accounting

| x |CSV TACACS+ Accounting

| X |CSV TACACS+ Administration
| X |CSV VoIP Accounting

. Check the Log to CSV RADIUS Accounting report check box.

CSV RADIUS Accounting File
Configuration

Enable Logging ﬁ

W Log to CSV RADIUS Accounting
report

j. Accept the defaults for the column values, and click Submit.
5. When you are done, the Logging Configuration area should like this:

Logging Configuration

[Use [ Local Logging Configuration

’ v |CS‘.Jr Faled Attempts

’ v |CSV Passed Authentications

| v |CSV RADIUS Accounting

[ x [CSV TACACS+ Accounting

| x [CSV TACACS+ Administration

| X |CSV VoIP Accounting

This completes the configuration steps required to enable the Cisco 7920 to do LEAP authentication

Verifying

If the Cisco 7920 is already powered on, power cycle it. If it is off, turn it on now. Watch the messages as it
boots up and authenticates and associates.

Note: The first time that you power it on after you set up LEAP, the Cisco 7920 will occasionally fail to
register with the Cisco CallManager server. If it does, power cycle it again.

1. Click the Reports and Activities button to navigate to the Reports and Activities page.

8 Reportsand
% | Activity

2. If the Cisco 7920 successfully authenticated and associated, click Passed Authentications.



Note: If it failed to authenticate and associate with the Cisco Aironet 1200 AP, see the
Troubleshooting Guidelines section of this document.

Reports

[B) TACACS+ Accounting
B TACACS+ Administration
RADIUS Accounting

B VoIP Accounting

Passed Authentications
Failed Attempts

m Logeed-in Users

D( Disabled Accounts

@3 ACS Backup And Restore
@3 Database Replication

% Administration Audit

D:j User Password Changes
B ACS Service Monitoring

The Select a Passed Authentication Log File page appears.
3. Click the Passed Authentications active.csv file.

Select a Passed
Authentication Log File

Passed Authentications active.csv

The Passed Authentication active.csv page appears.
4.You should see an entry for the Cisco 7920, which shows that it authenticated when it started up.

Passed Authentications active.csv

: Message- | User- |Group- INAS- | NAS-TP-

Date ¥ | Time Type |Name Name Ll il Port | Address

0612412003 [10:27.00 (Puthen e o [Default |00 10504351437 10.21.7.21
OK Group

Troubleshooting

See the LEAP Authentication Fails section in the Troubleshooting Guidelines section of this document.

Troubleshooting Guidelines

The most common Cisco 7920 configuration issues are covered in these troubleshooting tasks:

« Cisco 7920 Exhibits Problems After Configuration Changes



 Cisco 7920 Error Message — Association Failed, No AP Found

 Cisco 7920 Error Message — No Service IP Config Failed

 Cisco 7920 Error Message — Registration Rejected

 Cisco 7920 Error Message — Connecting to Cisco CallManager 0-5 (cannot connect, registration
fails)

 Cisco 7920 Configuration Utility Can Not Connect to Cisco 7920 — Connection Busy

* LEAP Authentication Fails

Cisco 7920 Exhibits Problems After Configuration Changes

The Cisco 7920 will occasionally exhibit problems after you have changed its configuration with the Cisco
7920 Configuration Utility. These problems include but are not limited to the appearance of the No AP
Found message and the No Service — IP Config Failed message.

These problems can occur while the Cisco 7920 is still connected to the PC that is running the Cisco 7920
Configuration Utility. They can also occur after you have logged out of the Cisco 7920 Configuration Utility,
stopped the Cisco 7920 USB port on the PC, and disabled the USB port on the Cisco 7920.

If this situation occurs and you are logged into the Cisco 7920 with the Cisco 7920 Configuration Utility:

1. Log out of the phone.
2. Stop the 7920 USB port on the PC.
3. Disable the USB port on the Cisco 7920.

If the problem persists, then power cycle the Cisco 7920.

If the problem persists after you power cycle the Cisco 7920, refer to the additional troubleshooting tasks in
this section.

Cisco 7920 Error Message — Association Failed, No AP Found

If the Cisco 7920 displays the No AP Found message and you know that your Cisco Aironet 1200 AP is
operational, then the most common error is that the SSID on the Cisco 7920 is not correct.

Note: If you are using VLANS, the SSIDs on the Cisco Aironet 1200 AP are VLAN-specific. Therefore, you
must compare the SSID for the correct VLAN on the 1200 AP to the SSID on the Cisco 7920. Set the first
SSID entry on the Cisco 7920 to the VLAN SSID that you configured on the 1200 AP for the VLAN that you
want to use.

1. On the Cisco 7920, choose Menu > Network Config > 802.11b Configuration > Wireless Settings
> SSID > SSID1 > Specify.

2. Compare the SSID on the Cisco 7920 with the SSID that you entered in the Cisco Aironet 1200 AP.
they are different, change the SSID on the Cisco 7920 or on the 1200 AP. If you need to verify the
SSID that you are using on the 1200 AP, select one of these option:

¢ Verify the SSID on the Cisco Aironet 1200 AP without VLANSs (see Step 2 of Configuring
the Cisco Aironet 1200 AP).

¢ Verify the SSID on the Cisco Aironet 1200 AP with VLANS (see Step 1 of Step—by-Step
Instructions for Configuring VLAN2).

If you want to change the SSID on the Cisco 7920, do so directly on the Cisco 7920 itself or from the Cisco
7920 Configuration Utility. To change the SSID on the phone directly, use the next procedure.



Note: If you need help with the the text entry feature on the Cisco 7920, see the Background Theory section
of this document.

1. Choose Edit Menu > Network Config > 802.11b Configuration > Wireless Settings > SSID >
SSID1 > Specify .

When you are done, click OK.
2. Turn the Cisco 7920 off and back on again.
3. Refresh the Cisco Aironet 1200 AP Home page.
4, The Cisco 7920 should associate and authenticate with the Cisco Aironet 1200 AP.

If you are still having problems, then choose Setup > Address Filters to view the configuration.

a.Make certain that you have not setup a MAC address filter that blocks the Cisco 7920 s
MAC address.

b. If you have a wireless data client available, test it to see if it can associate and authenticate
with the Cisco Aironet 1200 AP.

If it can, then compare the settings on it with the Cisco 7920. The Cisco 7920 must be able tc
associate and authenticate with the 1200 AP, to register with the Cisco CallManager server.

Cisco 7920 Error Message — No Service IP Config Failed

If the Cisco 7920 is setup to obtain its IP parameters from a DHCP server and it is not able connect to the
DHCP server or the DHCP server is not able to provide an IP address to the Cisco 7920 then the No
Service IP Config Failed error message appears. A DHCP server problem or misconfigured WEP
Encryption Keys cause this problem.

DHCP

Troubleshooting DHCP problems is beyond the scope of this document. Refer to Solving DHCP and TFTP
Problems with Windows 2000 and CallManager IP Phones.

As an alternative you can use static IP parameters to eliminate the DHCP server from the configuration, so
that you can continue to troubleshoot the Cisco 7920 s registration process. See the Configuring the Cisco
7920 section of this document to configure a static IP address. Select an IP address from the appropriate
subnet that is not already in use on the network. Turn the Cisco 7920 off and back on again, after you have
configured the static IP address.

Incorrect WEP Keys
Incorrect WEP keys cause the Cisco 7920 to send IP packets that are not decrypted properly by the Cisco
Aironet 1200 AP. This problem has the same symptoms as a loss of IP connectivity. Verify that the Cisco
7920 and the 1200 AP have the same WEP keys configured.
« See Step 15 in Configuring the Cisco 7920 for information on Cisco 7920 Network Security..
« See Step 6 in Configuring the Cisco Aironet 1200 AP for information on Cisco Aironet 1200 AP
Radio Data Encryption.

If the Cisco 7920 registers with the Cisco CallManager server, you have successfully completed this task.



Cisco 7920 Error Message — Registration Rejected

This message means that the Cisco CallManager server with which the Cisco 7920 attempted to register do
not have an entry for the phone, and Auto—Registration is not enabled. Refer to Troubleshooting Cisco IP
Phone (7910, 7940, 7960, 12SP, and VIP30) Registration Problems with Cisco CallManager 3.x for further
information.

When the Cisco 7920 has successfully registered with the CallManager server, you have completed this tas

Cisco 7920 Error Message — Connecting to CallManager 0-5

This message means that the Cisco 7920 is not able to contact a CallManager server. The phone will try to
contact Cisco CallManager servers until it successfully contacts a server or until it is turned off.

There are two common causes for this problem: incorrect WEP keys and IP routing problems.
Incorrect WEP Keys

Incorrect WEP keys will cause the Cisco 7920 to send IP packets that are not decrypted properly by the Cis
Aironet 1200 AP. This problem has the same symptoms as a loss of IP connectivity. Verify that the Cisco
7920 and the Cisco Aironet 1200 AP have the same WEP keys configured.

« See Step 15 in Configuring the Cisco 7920 for information on Cisco 7920 Network Security.
« See Step 6 in Configuring the Cisco Aironet 1200 AP for information on Cisco Aironet 1200 AP
Radio Data Encryption.

IP Routing Problems

DHCP IP Parameters Troubleshooting DHCP problems is beyond the scope of this document. Refer to
Solving DHCP and TFTP Problems with Windows 2000 and CallManager IP Phones for more information.

As an alternative, you can use static IP parameters to eliminate the DHCP server from the configuration, so
that you can continue to troubleshoot the Cisco 7920 s registration process. See the Configuring the Cisco
7920 section of this document to configure a static IP address. Select an IP address from the appropriate
subnet that is not already in use on the network. Turn the Cisco 7920 off and back on again, after you have
configured the static IP address.

Static IP Parameters Verify that the static IP parameters on the Cisco 7920 have been entered correctly.
Choose Menu > Network Config > Current Config to do this on the Cisco 7920 itself. You can also use the
Cisco 7920 Configuration Utility to verify these settings.

Cisco 7920 Configuration Utility Can Not Connect to 7920 — Connection
Busy

If the Cisco 7920 is communicating with another device (for example, it is attempting to register with a
CallManager) and you try to connect to it with the Cisco 7920 Configuration Utility to import or export a
configuration, then you will occasionally encounter this error message. If the Cisco 7920 can successfully
register with the CallManager server, then wait for it to complete the registration process step before you us
the Cisco 7920 Configuration Utility.

If the Cisco 7920 can not register with the CallManager server and it continues to retry the registration proce
and you can not access the Cisco 7920 from the Configuration Utility, then you need to stop the Cisco 7920
from being able to authenticate and associate with the Cisco Aironet 1200 AP.



* The easiest way to do this is to power off the Cisco Aironet 1200 AP.
« Another way is to change the SSID on the phone directly:

Choose Edit Menu > Network Config > 802.11b Configuration > Wireless Settings > SSID >
SSID1 > Specify. When you are done, click OK.

Note: If you need help with the text entry feature on the Cisco 7920, see the Background Theory section of
this document.

LEAP Authentication Fails
Check for Radius Error Messages on the Cisco Secure Server
These steps describe how to troubleshoot the Check for Radius error messages:

1.Log in to the Cisco Secure ACS.
2. Click the Reports and Activities button to navigate to the Reports and Activities page.

@ Reportsand
Activity

Note: You must configure Failed Attempts Logging on the Cisco Secure ACS, before you can use th
log to troubleshoot the authentication problem (see Step 4 in Configuring the Cisco Secure Server fc
LEAP).

3. Click Failed Attempts.

Reports

By TACACS+ Accounting
B TACACS+ Administration
[ RADIUS Accounting

B VoIP Accounting

[B) Passed Authentications
Failed Attempts

m Logeed-in Users

E:'( Disabled Accounts

EQ ACS Backup And Restore
Q_j Database Replication

3B Administration Audit

D:j User Password Changes
B ACS Service Monitoring

The Select a Failed Attempts file page appears.
4. Click Failed Attempts active.csv.

Select a Failed Attempts file

Faled Attempts active.csv




The Failed Attempts active.csv page appears.
5. The Authen-Failure—-Code (Authentication) error messages are usually easy to understand.

In this example, the Cisco 7920 tried to authenticate before the user name fred was entered into the
user database on the Cisco Secure ACS. You might also get this message if the Cisco 7920 is
configured with an incorrect user name.

Another common error message is CS MSCHAP password invalid, which indicated that the
user entered the wrong password.

Failed Attempts active.csv

Authen- Author-

Date¥ | Time DAgsssge- User Growp:| ;. 1 |Faflwre: Failure:
—— e Type Name Name ————— ~——— —. .

Author- NAS- NAS-IP-
Data Port Address

Code Code
o S us
06/24/2003 |10:11:20 Auben e g 00405943514 > V57 37 1021721
falled unkaown
- . ~n [Authen - e =4 2¢|CS user . -
1241204 iy 4 ; 2
0642442003 10:11:29 failed fred 004059d43514f nown 37 10.21.7.21

Check for IP Configuration Problems

Incorrect IP Address on the Cisco Aironet 1200 AP for the Cisco Secure ACS Verify that the Cisco
Aironet 1200 AP configuration has the correct IP address for the Cisco Secure ACS. Log in to the Cisco
Aironet 1200 AP, and choose Setup > Security > Authentication Server to verify the IP address
configuration.

IP Connectivity Problem Verify that the Cisco Secure ACS can ping the Cisco Aironet 1200 AP. If it can

not, then you will need to resolve any IP connectivity issues before LEAP will work. Look for default
gateway issues on the Cisco Aironet 1200 AP. Log in to the 1200 AP, and choose Setup > Express Setup tc
verify the current IP configuration. On the Cisco Secure ACS, issue the ipconfig /all command from a
command prompt.

Native VLAN Problem The Cisco Aironet 1200 AP sends all authentication traffic on the native VLAN.
Verify that the 1200 AP is using the correct native VLAN to send traffic to the Cisco Secure ACS. Log in to
the Cisco Aironet 1200 AP, and choose Setup > VLAN. Issue the show interface fastethernet 2/3
switchport to verify that the 1200 AP port is configured for the correct native VLAN.

2924XL# show interface fastethernet 2/3 switchport

Name: Fa2/3

Switchport: Enabled

Administrative mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: Disabled

Access Mode VLAN: 0 ((Inactive))
Trunking Native Mode VLAN: 1 (default)
Trunking VLANSs Enabled: ALL

Trunking VLANSs Active: 1-10

Pruning VLANs Enabled: 2-1001

Priority for untagged frames: 0

Override vlan tag priority: FALSE

Voice VLAN: none

Appliance trust: none

Inter—-VLAN Routing Problem If the Cisco Secure ACS is on a different VLAN, then you must have



inter—VLAN routing configured. See the Configuring 802.1Q Trunking on the Catalyst 2924 XL section of
this document.

General Troubleshooting Hints

All devices must have IP connectivity.

The Cisco Aironet 1200 AP must have the IP address of the Cisco Secure ACS configured.

The Cisco Secure ACS must have a Aironet RADIUS Client Entry for the Cisco Aironet 1200 AP,
with the correct IP address.

The Cisco Aironet 1200 AP and the Cisco Secure ACS Aironet RADIUS Client Entry must have the
same RADIUS Shared Secret key.

The user name and password assigned to the Cisco 7920 must be entered into the database that th
Cisco Secure ACS is using.

The Cisco Aironet 1200 AP must be sending and receiving Aironet RADIUS traffic through the
native VLAN of the trunk to which the 1200 AP is connected.

If the Cisco Aironet 1200 AP is configured with VLANS, then the first SSID with which the Cisco
7920 finds a match on the 1200 AP will be used to indicate the VLAN over which the Cisco 7920
should communicate. For instance, if the Cisco 7920 has SSID1=Larry, SSID2=Curly, and
SSID3=Moe, and the Cisco Aironet 1200 AP has SSIDs George on VLAN1, Paul on VLANZ2, and
Curly on VLANS, then the 7920 will connect through VLAN3.

This version of the Cisco 7920 does not support TKIP or MIC. Verify that you have not enabled
either of these features.

Verify that you do not have protocol filters on the Cisco Aironet 1200 AP (or access control lists
[ACLs] in other devices) that are blocking the VolP signaling traffic or the VoIP voice traffic.

If you are able to place calls to and from the Cisco 7920, and you are experiencing problems with
voice quality, you can determine if the Cisco Aironet 1200 AP is part of the problem. Disconnect its
Ethernet cable and connect a wired IP Phone, such as a Cisco 7960 IP Phone, to the same cable. Y
may need to make some modifications on the Catalyst switch port, such as establishing a Voice or
Auxiliary VLAN, to allow the phone to connect properly. If the wired IP Phone also experiences poor
voice quality, then you have VoIP QoS problems in you network that need to be resolved before the
Cisco 7920 can be implemented. If the wired IP Phone does not experience poor voice quality, then
you need to determine if your Cisco Aironet 1200 AP is over—subscribed. Another possible problem
could be RF interference.

Wireless clients that use LEAP and Broadcast Key Rotation, and that are associated to an access p
with VLANSs disabled, will lose connectivity with the access point after the second key rotation. The
workaround is to enable VLANS, but this will prevent the use of Proxy Mobile IP on that device. For
more information, refer to Field Notice: LEAP and Broadcast Key Rotation Requires VLAN Config
on AP1200.

Appendix: Configuring the Cisco 7920 with CallManager

The Cisco 7920 files are available at Cisco 7920 Wireless Phone Software Dowmégatised customers oily

1.

2.

3.

Copy the Cisco 7920 phone image to the TFTP directory on the Cisco CallManager server (for
example, C:\Program Files\Cisco\TFTPPath\).

Copy the OS7920.txt file in the same directory. Verify that the contents of this file is a single line
with the file name of the image that the Cisco 7920 will load. For instance:

cmterm_7920.3.2-01-01
Add the Cisco 7920 to the Cisco CallManager as a Cisco 7960 IP Phone.

Note: You do not need to specify the image to load.
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