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Chapter 1 - Introduction

About the IntraPort 2/2+ VPN Access
Server

Congratulations on your purchase of the IntraPort 2 or IntraPort 2+
VPN Access Server. These VPN Access Servers provide secure
I nternet-based remote access and site-to-site connections.

The IntraPort 2 will support up to 16 simultaneous LAN-to-LAN
connections and up to 64 simultaneous remote client connections. The
IntraPort 2+ will support up to 32 simultaneous LAN-to-LAN connec-
tions and up to 500 simultaneous remote client connections.

A Note About Remote Client Connections

In order to create atunnel to anetwork over the Internet, remote users
must run VPN Client software on a Windows95/98 PC, Windows NT
PC, Mac OS, Linux, or Solaris computer which is connected to the
Internet via PPP or Ethernet.

The IntraPort VPN Clients are applications which set up the remote
access VPN tunnelsto the IntraPort 2/2+ VPN Access Server and make
sure that appropriate data gets sent.

The clients work in conjunction with your communications software.
Connections can be made to the Internet via PPP software or over a
local intranet viayour workstation's LAN adapter. Together, these
pieces provide cost-effective on-demand connections to your corpo-
rate network.

IntraPort 2/2+ VPN Access Server Installa-
tion Overview

This manual will help you install either the IntraPort 2 or the IntraPort

2+ VPN Access Server on your Local Area Network. For an overview

on ingtalling and running the VPN Client software at remote user loca-

tions, refer to the VPN Client Reference Guide. For the most up-to-date
information available on Compatible Systems products, please visit the

Technical Support section of our Web site at:
http://ww.compatible.com.
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In short, the installation steps are:

1. Install theIntraPort 2 or IntraPort 2+ hardware on your Ethernet
LAN and connect one or both of the 10/100 twisted-pair Ethernet
interfaces to a Fast Ethernet or Ethernet hub.

2. Select the management tool you wish to use with the server. If you
want to use the CompatiView management software, you must
install the software on a Windows PC computer which is connected
to your network.

3. Configurethe IntraPort 2/2+ LAN and tunnel parameters using the
management tool you have chosen.

4. Install and Configurethe VPN Client software for remote users.

The manual is divided into several sections that should provide you
with al the information you will need to use the IntraPort 2/2+ on
your network.

Getting Started

This part of the manual describes the contents of the IntraPort 2/2+
package and outlines the preparation and equipment you will need to
install the device.

Network Installation

This part of the manual includes step-by-step instructions on how to
physicaly install the server and connect it to your local Ethernet.
Instructions are included for twisted-pair Ethernet environments.

CompatiView Software Installation

This part of the manual describes how to install CompatiView,
Compatible Systems GUI (Graphical User Interface) management
software which is included with your server.

Command Line Preparation

This part of the manual provides basic instructions for using command
line management and text-based configuration.

Basic Configuration Guide

This part of the manual contains aminimal list of parameters that must
be entered into a server for proper operation using CompatiView,
Compatible Systems management software, and text-based configura-
tion.
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Alternate Protocols and Security Parameters

Thispart of the manual lists configuration parametersthat must be setin
order to use the IntraPort 2/2+ VPN Access Server with protocols other
than TCP/IP, and when using additional security parameters such as
SecurlD and RADIUS.

Appendices

Additional information that might be of interest to you, such as tech-
nical specifications, default settings, and how to download current soft-
ware from Compatible Systems' website, can be found at the end of this
guide.
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Chapter 2 - Getting Started

A Few Notes

Please Read the Manuals

The manuals included with your IntraPort 2/2+ VPN Access Server
contain very important information about the product and Virtual
Private Networking in general. Please read this manual thoroughly, and
refer to the management reference guides asrequired. I1t'sworth the few
minutesit will take.

Also, please fill out the warranty registration card and return it to us
today. Thiswill help us keep you informed of updates to the IntraPort
2/2+ VPN Access Server and future products available from
Compatible Systems. You can also register on the web at
http://www.compatible.com. If you'd like to be notified via e-mail
about new products and receive important news from Compatible
Systems, please join our e-mail list on the web.

Warranty and Service

The IntraPort 2/2+ VPN Access Servers are covered by the Compatible
Systems Integrated Support Package, which includes alifetime
comprehensive warranty, a twenty-four hour advanced replacement
program, unlimited phone support and software upgrades for the life of
the product.

Compatible Systems maintains copies of current software updates on
the Internet. You may download product software from these sources at
any time. For more information on downloading current product soft-
ware, see Appendix E of this manual.

Getting Help with the IntraPort 2/2+ VPN Access Server

If you have a question about the IntraPort 2/2+ VPN Access Server and
can't find the answer in one of the manuals included with the product,
please visit the technical support section of our Web site
(http://www.compatible.com). This site includes extensive technical
resources which may answer many of your questions. Y ou can also
request technical support by filling out a brief form. Technical support
requests received viathe Web form will receive expedited treatment.

Y ou may also call Compatible Systems Corporation or send support
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questions viae-mail to support@compatible.com. Compatible Systems
phone number is listed on the front of this guide. We will be happy to
help you.

What You Will Need To Get Started

Before installing the IntraPort 2/2+ VPN Access Server, please check
thelist below to make sure that you have received all of the items that
are supplied with the server package.

You should also make sure you have any additional items that are
necessary to connect the server to your network.

Supplied with the IntraPort 2/2+ VPN Access Server
Please check your shipping package for the following items:
* IntraPort 2/2+ unit
e Wall-mount power supply
*  OneDB-25 maeto DB-25 female console cable
e CD-ROM including:
CompatiView software
Operating software

VPN Client software (Windows and Mac OS versions)

HTML version of product documentation (which can be
viewed with your favorite web browser)

v Vv v Ww

e CompatiView Management Software Reference Guide

e Text-Based Configuration and Command Line Management
Reference Guide

e VPN Client Reference Guide
e Warranty Registration card

Needed for Installation

Before connecting the IntraPort 2/2+ VPN Access Server to your
network, you need to make sure that you have the necessary equip-
ment for connecting to alocal Ethernet and/or for remote users to
connect to the Internet.
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Ethernet Connection Requirements

The server’s Ethernet interfaces directly support full or half duplex
100BaseTx or 10BaseT twisted-pair Ethernet. To connect the server’s
Ethernet interfaces to twisted-pair Ethernet cabling, you will need an
unshielded twisted-pair station cable that is connected to a
10BaseT-compatible twisted-pair hub (for atransmit speed of 10
Mbps) or a 100Mbps Fast Ethernet hub (at either transmit speed) for
each interface you plan to connect.

+¢ Note: Ethernet cables and cable connectors are not supplied with the
IntraPort 2/2+ product. Please contact your reseller or your Com-

patible Systems representative for information on obtaining the
correct Ethernet cabling supplies.

VPN Client Software Requirements

In order to run the VPN Client software, your remote users will require
one of the following:

» A Windows PC with a 486 or later processor and either the
Windows95/98 or Windows NT operating system

» A Macintosh or compatible computer with a PowerPC CPU,
Mac OS 7.6 or later and Open Transport 1.1.1 or later.

e Linux kernel 2.0.36 (Intel) and Perl 5.004_04 or higher.
e A Sparc™ machine running a 32 bit Solaris OS.

In addition, remote users must have a PPP-based dial-up connection to

an Internet Service Provider or be connected to an Ethernet which is
linked to the Internet.
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Figure 1. IntraPort 2/2+ VPN Access Server Back Panel

This section of the manual describes how to connect the IntraPort 2/2+
VPN Access Server to your Ethernet network. In summary, the stepsfor
installation are:

1. Make surethe server is powered down and not connected to any
power source.

2. Connect the server to the Ethernet network(s).

3. Connect a management console to the server (optional).

4. Pluginthe power cable and power up the server.

Placing the Server

The IntraPort 2/2+ VPN Access Servers are meant to be | eft stand-alone
on adesktop or equipment table.

+» Note: When stacking other equipment on the IntraPort 2/2+, do not
exceed 25 pounds of evenly distributed weight on top of the device.
Additional weight may bend the case.

Connecting the Server to the Ethernet

Because Ethernet 1 is |PSec-only (meaning it will only handle IPSec
packets and will drop all other traffic), you need to pay specia attention
to your Ethernet connection setup.

Ethernet 1 should only be used if you are planning to set the IntraPort
2/2+ to operate in parallel with your existing firewall. Thisisthe recom-
mended setup. In this scenario, Ethernet 1 should be connected to the
same Ethernet segment as your Internet gateway router while Ethernet O
will serve asan IP, IPX and AppleTalk router port for your internal
networks.
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The other option isto set up the server behind your Internet access
router/firewall using Ethernet 0 only. In this scenario, Ethernet 1 is not
used and should not be plugged in to anything. You will also haveto set up
your firewall to allow IPSec traffic through (see the section on setting up
an |P Gateway for Ethernet 0 in Chapter 6 for more information).

The 10/100 Ethernet interfaces directly support full or half duplex
100BaseTx or 10BaseT twisted-pair Ethernet. To connect one of the
server's Ethernet interfaces to twisted-pair Ethernet cabling, you will need
an unshielded twisted-pair station cable that is connected to a
10BaseT-compatible twisted-pair hub (for atransmit speed of 10 Mbps) or
a 100Mbps Fast Ethernet hub (for atransmit speed of 100 Mbps).

+¢+ Note: Ethernet cables and cable connectors are not supplied with the
IntraPort 2/2+. Category 5 cabling is required for 100 BaseT opera-
tion. Please contact your reseller or your Compatible Systems sales
representative for information on obtaining the correct Ethernet
cabling supplies.

If your twisted-pair hub is already in place, you can connect the server to

an active network without interrupting network activity. The server must

be powered off.

Simply plug an unshielded twisted-pair cable (that is already connected

to your 10BaseT-compatible or 100BaseT x-compatible twisted-pair

hub) into the RJ-45 Ethernet connector on the back of the unit.

Connecting a Management Console

If you wish to connect an out-of-band management console, use the
supplied cable and connect to the Consol e interface on the back of the
IntraPort 2/2+. You can use adumb terminal or acomputer equipped with
VT100 terminal emulation.

The default settings for the Console interface are VT 100 terminal emula-
tion, 9600 bps, 8 hits, no parity, 1 stop bit, and no Flow Control.

Powering Up the Server

Power up the server. At power-up, the server will take approximately one
minute to become visible to CompatiView.

+» Note: If you want to use Telnet as a management tool, you must first
configure an |P address into the server with either an out-of-band
console, CompatiView or areconfigured IP host or workstation on the
same Ethernet segment as the server. See Chapter 5 - Command Line
Management.
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Chapter 4 - CompatiView
Software Installation

All of the products in the Compatible Systems networking family,
including al IntraPort servers, RISC Router and MicroRouter models,
can be managed from a single management platform called
CompatiView. CompatiView isincluded on the CD-ROM which was
shipped with your IntraPort 2/2+ VPN Access Server. If your IntraPort
2/2+ is running software version 5.0 or later, then you must use
CompatiView version 5.3 or later. Earlier versions of CompatiView
will not be able to log into the server.

+» Note: An older version of CompatiView for Mac OSis also included

on the CD-ROM shipped with your server. The Mac OSversion can
be used with other Compatible products such as MicroRouters and
RISC Routers; however, it is not compatible with the IntraPort
2/2+ VPN Access Server software. You must use CompatiView for
Windows, versions 5.0 or later, to manage your server with Com-
patiView. PC emulator software such as SoftWindows may be used
for this purpose, if your Macintosh supportsit.

++ Note: Once you have installed CompatiView, you can find more

information on how to use it in the CompatiView Management
Software Reference Guide which was included with your server.

CompatiView for Windows

CompatiView for Windows allows you to manage the server from an
IBM-compatible PC running Windows95/98 or Windows NT. The PC
can either be configured as an IPX client on a Novell NetWare internet,
or asan |P WinSock client on an IP internet.

System Requirements

In order to successfully run CompatiView for Windows, you need:

IBM PC or compatible w/ 486 or later processor

Microsoft Windows95/98 or Windows NT (version 3.51 or later)
installed

V GA or better monitor

IP- A WinSock-compatible transport stack

- and/or -

IPX - A Netware or Microsoft Client installation



+» Note: To choose the active transport protocol on a Windows machine
which has both IPX and IP installed, select “ Options” fromthe
Database menu and click the General tab. Then select the appro-
priate radio button under “ Transport.”

Installation and Operation

The Windows version of the CompatiView program can be found
in the Network Management/Compati View/Windows directory on
the CD-ROM that was included with your IntraPort 2/2+ VPN
Access Server.

Run the auto-installation program (CV5x file) by double-clicking on it.
Theinstallation program will ask you to select (or create) adirectory in
which it should locate CompatiView and its associated files and data-
base subdirectory.

Oncetheinstallation is complete, double click on the CompatiView
icon to open the program. For further information on using
CompatiView, see the CompatiView Management Software Reference
Guide included with your server.

++ Note: For an up-to-date description of the changes (if any) made to
Windows system files by the installation program, see the
README.TXT file located in the CompatiView installation direc-
tory.

Transport Protocols and CompatiView

CompatiView will be able to use the transport protocol (IP or IPX) you
have selected to access Compatible Systems products anywhere on your
internetwork. Depending on your security setup, you may also be able
to use the IP transport option to manage devices across the Internet.

The IP protocol does not provide a method for CompatiView to auto-
matically discover the IntraPort 2/2+ VPN Access Server. To initially
contact the server over | P using CompatiView, you must first enter a
valid IP address into the server. You can do this either on a console
directly connected to the server or by setting aworkstation’s | P address
t0 198.41.12.2 with a Class C subnet mask (255.255.255.0) so that it
can communicate over Ethernet with 198.41.12.1 (the shipping default
of Ethernet 0). After setting the server’s | P address, be sure to change
the workstation’'s configuration back to its original settings.

The IPX protocol does allow CompatiView to automatically discover
the server. Compatible Systems devices are configured to autoseed the
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two most common IPX frame types upon startup (802.2 and 802.3
(raw)). If CompatiView has the IPX/SPX protocol selected asits trans-
port, it will be necessary to either powerup the server before powering
up the workstation, or reboot the workstation after the server has
completed its boot sequence. This process will ensure that the worksta-

tion and the server have the proper IPX network bindings for communi-
cation.

For more information on using CompatiView management software to
configure your server, see Chapter 6 - Basic Configuration Guide.
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Chapter 5 - Command Line
Management

The command line interface allows you to configure and monitor the
server in-band via Telnet or out-of-band with aterminal connected to
the server’s Console interface.

+¢+ Note: Proper syntax is vital to effective operation of command line
management. Case is not significant — you may enter commandsin
upper case, lower case, or a combination of the two.

Out-of-Band Command Line Management

You can use command line management and text-based configuration
out-of-band as a permanent management method, or only temporarily in
order to set the server’s | P parameters to allow in-band Telnet access.

In order to access the command line out-of-band, do the following:

1. Setaterminal or a PC equipped with VT100 terminal emulation to
abaud rate of 9600, 8 hits, no parity, 1 stop bit and no Flow Con-
trol.

2. Connect it to the server’s Consol e interface using the cable which
was supplied with the IntraPort 2/2+.

Press the <Return> key one or two times.

4. Enter the default password letmein at the password prompt. The
command line interface prompt will appear on the screen.

If you plan to use out-of-band access for ongoing management of your
server, you can find further information on configuring your server in
Chapter 6 - Basic Configuration using Command Line. Otherwise, see
the section later in this chapter on Setting Up Telnet Operation for
information on setting the server to allow Telnet access from hosts on
its network.



Temporarily Reconfiguring a Host for Command Line
Management

You can temporarily reconfigure an IP host in order to set the server’s
| P parameters to allow in-band Telnet access.

If you wish to set the server’s basic | P parameters in this fashion, the
host must be on the same Ethernet segment as the IntraPort’s server’s 0
interface. You can then do the following:

1. Setthehost's P addressto 198.41.12.2, with a Class C subnet
mask (255.255.255.0) and then Telnet to 198.41.12.1.

2. Enter the default password letmein at the password prompt. The
command line interface prompt will appear on the screen.

3. Usetheconfigure command and set the | PAddress, SubnetM ask,
and | PBroadcast keywordsin the | P Ether net 0 section.

4. Usethe save command to save the changes to the device's
Flash ROM.

5. Change the host’s configuration back to its original settings.

See the next section (Setting Up Telnet Operation) for information on
setting the server to allow Telnet access from hosts on its network.

Setting Up Telnet Operation

Telnet is aremote terminal communications protocol based on
TCP/IP. With Telnet you can log into and manage the IntraPort 2/2+
from anywhere on your | P internetwork, including across the Internet
if your security setup alowsit.

To manage the server with Telnet, you must:

1. Run Tenet client software on your local computer, which will
communicate with the Telnet server built into the IntraPort 2/2+.

2. You must also set some basic |P parameters in the server. The
required parameters for Telnet access to an interface are the IP
address, | P subnet mask, and | P broadcast address. There are sev-
eral waysto set them.

¢ You may set them using text-based configuration either
out-of-band via the Console interface or in-band via a recon-
figured IP host. Instructions for setting up these two methods
were given earlier in this chapter. Once you have set up the
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command line interface, do the following:

A. Usethe configure command and set the | PAddress, Sub-
netMask, and | PBroadcast keywords in the
| P Ethernet O section.

B. Usethe save command to save the changesto the device's
Flash ROM.

¢ You may aso use CompatiView from areconfigured | P host
(if using the IP transport protocol), or anywhere on your net-
work (if using the IPX transport protocol). Instructions for
these two methods are given in Chapter 4 - CompatiView Soft-
ware Installation.

With CompatiView, basic | P parameters can be set using the
TCP/IP Routing: Ethernet 0:0 dialog box. Use the Save
to/Device option under the File menu to save the changes.

After you have set these IP parameters and saved the changes, you can
use Telnet to access the server from any node on your IP network.
Invoke the Telnet client on your local host with the |P address of the
server you wish to manage.

For more information on using Text-Based Configuration and
Command Line Management to configure your server, see Chapter 6 -
Basic Configuration Guide.
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Chapter 6 - Basic Configuration
Guide

This chapter provides a step-by-step outline of the minimum required
parameters which must be configured into the device for proper opera-
tion. Detailed information on the meaning of the server’s parametersis
provided in the CompatiView Management Software Reference Guide
and the Text-Based Configuration and Command Line Management
Reference Guide. Y ou should use this list as a starting point to look up
more specific information in the other documents.

There are anumber of settings which are optional, in the sense that they
are not required for all installations. These settings are not covered in
this chapter.

+» Note: This Basic Configuration Guide does not include information
on setting up packet filters. See the CompatiView Management
Software Reference Guide regarding IP, IPX and AppleTalk
packet filters for more information. Refer to the VPN Client Refer-
ence Guide for information on the installation and operation of the
VPN Client software

Setup Options

The IntraPort 2/2+ can be set up in two different ways. The recom-
mended setup is to use both Ethernet ports so that it operatesin parallel
with your existing firewall or proxy server and serves as the | PSec
component of your security system. In this setup, Ethernet 0 serves as
an IR, IPX and AppleTalk router port, while Ethernet 1 receives and
sends only 1PSec packets. The other option isto set up the server behind
your Internet access router/firewall using Ethernet O only. This guide
includes basic instructions for both setups.
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Diagram of Dual-Ethernet Setup

E0 206.45.55.2
Internet Access (PSec Gateway)
Router
o] [m=m]
Huk
E1 20645551 E1 20645555
|
IntraPort 2 Firesaall
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IPSec Gateway = 20645552 This poirts &t the internet router that will connect WYPM traffic with the internet.

Start IP Address= 192168 233 .50 This is the first IP address which can be assigned to incoming client connections
(incremented by one for each nevy client connection).

Alloyy Conmections to = 192 168 233.0/24 These networks are the only ones the client can access through the %YPN connection

The Gateway address for internal host computers iz 192 165.233.3.

Figure 2. Diagram of Dual-Ethernet Setup
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Diagram of Single-Ethernet Setup

Internet Access E0208.45552
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Figure 3. Diagram of Single Ethernet Setup
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Configuration Using CompatiView

This section provides a list of parameters that must be entered into a
server for proper operation using CompatiView, Compatible Systems’
management software. If you wish to use the command line interface to
configure the server, see the next section in this chapter, Basic Configu-
ration Using Command Line.

VPN Client Tunnel Settings

Configuration of the server for both dual and single Ethernet setupsis
very similar, but when there are differences between them, the appro-
priate step for each setup isindicated.

+¢ Note: Remember that in single Ethernet setups, Ethernet 1 must not
be connected to anything or else it may cause difficult to diagnose
problems on the IntraPort 2/2+ and on your network.

1. Turn off AppleTalk and IPX (optional).

If you are using AppleTalk and/or IPX, you can either leave the default
configuration parametersin place or see Chapter 7 for moreinformation
on configuring those protocals. If you are not using AppleTalk and/or
IPX:

A. Click onthe AppleTalk Routing protocol branch under Ether-
net 0. In the AppleTalk Routing dialog box select the Phase 2
Off radio button.

B. Click onthe IPX Routing protocol branch under Ethernet 0. In
the IPX Routing dialog box select the | PX Off radio button

C. Click OK.
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2. Set basic IP parameters for Ethernet 0.

(& TCP/IP Routing: Ethernet 0 =1 E3| @5 TCP/IP Routing: Ethemet 0 0]
 |PRouing —C IPBridgng - IPDIF " |FRouing ¢ IPBidging " IPOKF
IP dddress: 192, 168 . 233 . 1 IP dddress: 206. 45 . % . 1

= - 18- 54 Cancel Cancel
Network IP Subriet Mask: E Network IP Subnet Mask: 255,295,255, O
Network IP Broadcast Address: 192 , 168 , 233, Dptions. Metwork |P Broadeast Address: 206, 45 . B4 . 258 Options.
OSFF.
. CEm— | o £l g | L]
Splt Horizon - Splt Horizon -
P Input RIP ¥ OuputRIP ¥ Ingut RIP
I™ Directed Broadeast ™ Directed Broadeast

TCP/IP Routing: Ethernet 0

To accessthisdial og box, select TCP/IP Routing under Ethernet 0 in the
Device View.

A. Click the IP Routing radio button.

B. Enter theinternal TCP/IP address you have assigned the
IntraPort 2/2+. Verify that you have the | P Address, the Net-
work | P Subnet Mask and the Network | P Broadcast M ask
correctly entered. Incorrect information can cause difficult to
diagnose problems or disable the IntraPort until the informa-
tion is corrected.

C. If youareusing RIP, select the correct version from the Rout-
ing Protocol pull-down menu. If you are not, select Nonein
the Routing Protocol pull-down menu.

++ Note: Routing protocol options, OSPF, and all parameters under the
Options button are advanced configuration parameters and are not
covered here. Refer to the CompatiView Management Software
Reference Manual for more information.

D. Click OK.
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3. (Dual Ethernet) Set basic IP parameters for Ethernet 1.

G_EIP Connection: Ethernet 1
o -

206, 45 . 85 , 1

265, 255,285, 0

206, 45 , 85 , 255

TCP/IP Routing: Ethernet 1

To accessthisdialog box, select TCP/IP Routing under Ethernet 1 inthe
Device View.
A. Click the P On radio button.

B. Enter the external TCP/IP address you have assigned the
IntraPort 2/2+. This address must not be in the same TCP/IP
network as Ethernet 0 or you will disable TCP/IP in the
IntraPort 2/2+. Verify that you have the | P Address, the Net-
work | P Subnet Mask and the Network | P Broadcast M ask
correctly entered.

C. Click OK.
3. (Single Ethernet) Turn IP off on Ethernet 1.

(2% IP Connection: Ethernet 1 M[=] E3

P On & PO ok |
IE iz |198 N B R | Cancel |
etwor B Subnet Esk: I 2R, 28R, 285, 0

etwork B Eraadeast Addiess: |198 L4 12, 255

IP Connection: Ethernet 1

To accessthisdialog box, select TCP/IP Routing under Ethernet 1 inthe
Device View.

A. Click the I P Off radio button.

B. Click OK.
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4. Set an IP Gateway for Ethernet 0.

Gi IP Static Routes

M= ||

[ eztination | task

| Gateway / Port

[ Metic_[RIP__ | oK

Cancel

T adifi..

LE

Welete

IP Static Routes

To access the | P Static Routes dialog box, select IP Static Routes under

Global in the Device View.

A. Click the Add... button. The Static Route dialog box will

appear:
Destination: | o.0.0.0 oK I

Mask: o.0.0.0 Cancel

Gateway:

 |P Address 192, 1688, 233, 3

i~ Port WPM O ®
Metric: 1 =
Bedistibute via: MNone i

Destination: | o.0.0.0 oK I
Mask: o.0.0.0 Cancel
Gateway:

©IPAddess 206, 45 . & . 2

© Pot feeno =
Matic -
Bedistribute via: m

Dual Ethernet Static Route

Single Ethernet Static Route

B. Click the P Address radio button in the Gateway section.
For dual Ethernet setups, enter the internal TCP/IP address of
your firewall or proxy, whichever is applicable.
For single Ethernet setups, enter the internal TCP/IP address
of your upstream Internet access/firewalling router.

In either case, this address must be on the same TCP/IP net-
work as the Ethernet 0 address of the IntraPort 2/2+.
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Leave all other parameters at their default settings for basic
configuration, or refer to the CompatiView Management Soft-
ware Reference Guide for more advanced configuration set-
tings.

+¢ Note: For single Ethernet setups, you must configure the firewall to
allow:

«UDP port 500 (ISAKMP)

*Protocol number 51, which is the AH (Authentication
Header) protocol packet type

- and/or -

*Protocol number 50, which is the ESP (Encapsulating Secu-
rity Payload) protocol packet type

C. Click OK.
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5. Set an IPSec Gateway.

G_"HPSEC Gateway M= E

K

Cancel |

IPSecGateway: [ 205, 45 , 55 , 4

IPSec Gateway

To access this dialog box, select |PSec Gateway under Global in the
Device View.

A. For dua Ethernet setups, the IPSec Gateway is the equivalent
of adefault gateway for the IPSec interface (Ethernet 1). Enter
the TCP/IP address of the upstream or Internet router for your
network. This must be an address on the same TCP/IP network
asthe Ethernet 1 address of the IntraPort 2/2+.

For single Ethernet setups, the IPSec Gateway is an optional
setting. It serves as a default gateway for all 1PSec (i.e., tun-
neled) traffic. Enter the TCP/IP address of your Internet
access/firewalling router. This must be an address on the same
TCP/IP network as the Ethernet 0 address of the IntraPort
2/2+.

B. Click OK.
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6. Set an IKE Policy.

There are two phases to the IKE negotiation. During Phase 1 negotia-
tion, the IntraPort and Client must authenticate each other. The IKE
Policy dialog box controls this Phase 1 negotiation. Phase 2 negotiation
involves the setup of an individual tunnel connection and is controlled
by the VPN Group Configuration, documented in Step 7.

(5 IKE Policy _[3] <]

[IMD5_DES_G2
[IMD5_3DES_G2
[15H&_DES_G1
[15H&_3DES_G1
[15H&_DES_GZ2
[15H&_3DES_G2

IKE Policy

To access this dialog box, select IKE Policy under Global in the Device
View.
These parameters specify a protection suite for the IKE negotiation

between the IntraPort server and client. There arethree piecesto the IKE
protection suite.

1. Thefirst piece of each option is the authentication algorithm to be
used for the negotiation. MD5 is the message-digest 5 hash algo-
rithm. SHA isthe Secure Hash Algorithm, which isconsidered to be
somewhat more secure than MD5.

2. The second pieceisthe encryption algorithm. DES (Data Encryp-
tion Standard) uses a 56-bit key to scramble the data. 3DES uses
three different keys and three applications of the DES agorithm to
scramble the data.

3. Thethird pieceisthe Diffie-Hellman group to be used for key
exchange. Because larger numbers are used by the Group 2 (G2)
algorithm, it is more secure than Group 1 (G1).

A. You can specify one or more protection suites by checking as
many of the boxes as you wish, or leave the default setting.

B. Click OK.
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7. Set up VPN Group Configurations.

i~ Current ¥PM Group

Rollover | SecurlD | DNS Redirection z I

WINS Rediection | IKE Canfiguiation ﬂl

General | Manual | IP Connection | IP Fiters | IFX Connection | 1P Filters
Mew.. |

Bind Ta: Ethernet 0 'I
Rename...

Max. Connections: a0 i’ [1-64] —_I
Keep Alive Interval: B0 [1- 65,535 secs] &I

Inactivity Timeout: 1] [0- B5.535 secs]
Minimumn Client Wersion: |0.0.0

Allow LZTP: ]
Allaw EPTP: |
Exclude Local LAN: r
5L Enable Clisnt; r

VPN Group Configuration: General Tab

To access this dialog box, select VPN Group Configuration in the
Device View.

A.
B.

C.

Click on the New... button.

Enter aNew VPN Group Config Name (e.g. Sales, Account-

ing, etc.) in the pop-up box.

Click OK. You are now ready to enter group parameters.

On the General Tab:

¢ LeavetheBind To pull-down menu set to Ethernet 0. You
may change thisvalue later, but that is an advanced con-
figuration parameter and not covered here. The Bind To
specifieswhich interface on the device will act asthelocal
end point for tunnels defined by this configuration.

»  Choosethe M ax Connectionsvalue and keep this number
in mind. This number is the maximum number of concur-
rent Client sessions allowed in this VPN Group Configu-
ration.

» Setadifferent Keep Alive Interval or leave the default
value. Thisisthe number of seconds between keep-alive
packets sent to each connected client by the device.

»  Setadifferent Inactivity Timeout or leave the default
value. Thisisthe number of seconds the device will wait
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without receiving any traffic from aclient belonging to
this VPN Group Configuration without ending the tunnel
session.

*  Setthe Minimum Client Version or keep the default
value. This placesalimit onthe VPN Client Software ver-
sion number which will be allowed to connect.

Leave al other parameters at their default settings for basic

configuration, or refer to the Compati View Management Soft-

ware Reference Guide for more advanced configuration set-

tings.
G_‘-}VPN Group Configuration M=l B3
r— Current WPH Group
Rollover I SecurlD I DNS Redirection I c I
General I Manuall IP Eonnectionl IP Filtersl 1P Eonnectionl 1P Filtersl &I
WINS Redirection IKE Canfiguration
Transform New... |
Add.. Rename... |
&I Delete |
[ awve et |
Perfect Forward Secrecy:  [{NEES
Save Secrets: r

VPN Group Configuration: IKE Configuration Tab

E. OnthelKE Configuration Tab, select the authentication and
encryption algorithms to be used for tunnel sessions.

+» Note: STEP/STAMP (Compatible System’s proprietary tunnel negoti-
ation protocol) encryption parameters may be set using the Manual
Tab. This can be used to allow connections from users running
older versions of the VPN Client software, but is not recommended
for other VPN Groups.

¢ Click onthe Add... button in the Transform section to access
the IKE Configuration Transform List dialog box:
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IKE Configuration
ication: Encryption: oK I
Cancel |

105 - [AH Methad)
[C15HA - [AH Method)

Transfarm String: ESPIMD5.DES]

IKE Configuration Transform List

31

The default settings of MD5 for Authentication and DES for

Encryption are adequate for most setups. Click OK.

* InthelKE Key Management dialog box, you may click on the

PFS checkbox to add additional security parameters during

tunnel sessions. (Thisis optional.)

+¢+ Note: For more information regarding encryption, authentication,

and Perfect Forward Secrecy, refer to the CompatiView Manage-

ment Software Reference Guide
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GﬁVPN Group Configuration | (O] <]
— Current ¥PN Group oK
b 1 config Rollover I SeculD | DNS Redirection
‘wiNS Redirection I IKE Configuration ﬂl
General I Manual IP Cannection I IF Fi\lersl 1< Cunnecliunl IFX Filters
Hew
& Giat P Addiesst [192 , 768 . 233 . 50
R
S i e |
Assign |P Radius: I &I
Allow Connections ta:
Add...
Edi...
BRemave
Dual Ethernet VPN Group Configuration: IP Connection Tab
G%VPN Group Configuration [_]O]
r— Curent YPH Group
4D Rollover | SeculD | DNS Redirection
WIMS Redirsction | IKE Configuration ﬂl
General | Marual IP Connection | IP F\Italsl 1P Ennnectinnl IF% Filters
New...
* Start IP Address: 206 . 45 . 65 . GO _I
Rename:
£ Local IP Net: I o.0.0.0 /I —_I
Assign IP R adius: r ﬂl
Allaw Connections to;
Add
Edit |
Bemove |

Single Ethernet VPN Group Configuration: IP Connection Tab
F. Onthe IP Connection Tab:

Enter the Sart |P Address. This specifiesthefirst IP
address to be assigned to client sessions under this config-
uration. This address will be incremented by one for each
new client session, until the Max Connections number
(entered on the General tab) isreached. Since the Max
Connections valueis 30 for this VPN Group, then the
Start IP Address must be thefirst in ablock of at least 30
unused |P addresses.

For this very basic setup, it is recommended that these
addresses be on the internal TCP/IP network (i.e., on the
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same network as Ethernet O or a subinterface thereof).
Also, they cannot conflict with those used for any other
VPN Groups.
+¢+ Note: For large numbers of users (i.e., over 50), it's
recommended that the block of addresses be specified asa Local |P
Net because address administration is easier. Using a Sart | P
Address is recommended for smaller numbers of users because the
routing setup is simpler. See the CompatiView Management
Software Reference Guide for more information on the difference
between the Sart |P Address and the Local |P Net.
» Click the Add... button in the Allow Connectionsto area.
An Add I P Address pop-up box will appear. THISIS A
VERY IMPORTANT FIELD. The values you enter here
determine what TCP/IP traffic is tunneled, or, more com-
monly, where a client who belongs to this VPN Group
Configuration can go on your network. If you enter the
internal network (in the dual Ethernet example,
192.168.233.0/24), al traffic from a client going to the
internal network will be tunneled through the IntraPort
2/2+, This isthe most common configuration.

Asaspecia case, theentry 0.0.0.0/0 will send all 1P traffic
through the tunnel, although the Exclude Local LAN from
Tunnel checkbox on the General tab can still be used to
exclude LAN traffic if desired.

There can be multiple entries, including individual
addresses (i.e. hosts).

G If youwill not betunneling IPX traffic, you are done with the
VPN Group configuration. Click OK and skip to the VPN
User Configuration section.
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G;VPN Group Configuration [_ O] x]
ok
Rollover I SeculD I DMS Redirection
s " " Cancel
WIMS Redirection I IKE Configuration
General I Maruial | IP Connection | IP Filters P Cannection I 1P Filters
MNew...
Local IF Met: ID’-\FEBDE‘ [1 - FFFFFFFE]
Block Type 20: r Rename...
Assign [P% Radius: ™ Delete

VPN Group Configuration: IPX Connection Tab

H. If you will be tunneling IPX traffic, click the IPX Connection

Tab.

Enter an IPX network number in the Start IPX Network
edit box. ThisIPX network number isthe first IPX
address assigned to an incoming Client tunnel session.
The Sart | PX Network also works with the Max Con-
nections value, which means you must have at least 30
consecutive unused | PX addresses available. The IPX net-
work number entered here must not be the same network
number as any other IPX network on your network and
you must choose a network number which will not overlap
as Client sessions are established. In thisexample, thefirst
client to connect will be assigned the IPX network
CAFEBOO. The next client which connects concurrently
will be assigned the IPX network CAFEBO1, and so on.

Leave all other parameters at their default settings for basic
configuration, or refer to the CompatiView Management Soft-
ware Reference Guide for more advanced configuration set-
tings.

I.  You may repeat Sep 6 asneeded to add all groups. When
you are finished adding groups, click OK.
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8. Set up VPN Users.

If you are using a RADIUS server for user authentication, you will need
to set up VPN userson that server. If not, then you must enter each user
into the VPN User database. Bear in mind that the values for each user
must be identical in the VPN Client configuration on the remote com-
puter.

(@ VPN User Configuration | _ (O] x|
Authentication Secret | Encryption Sec ()8 |
burnt

Add..
Modify... |
K | W
Murmber of Users: 1

VPN User Configuration

To access this dialog box, select VPN User Configuration in the Device
View.
A. Click the Add... button. The following dialog box will appear:

¥PH User
MName: IFlumi Add
WPM Group: Ibasic wph config ﬂ Cancel |
IKE
Shared Key: |shish

~STEP/STAMP
Authentication Secret: Ibumt

Encryption Secret: Ikabob

VPN User

B. Enter the user name in the Name field. This name can be any-
thing within reason but cannot exceed 60 ASCII characters.
The VPN Group specifies the VPN Group to which this user
belongs. Select the VPN Group using the pull-down menu.
The IKE Shared Key isthe secret used to generate session
keys to authenticate and/or encrypt each packet received or
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sent. This secret isused for VPN using IKE Key Management.
The same secret must also be entered into the VPN Client for
the tunnel session to be successful.

+¢ Note: STEP/STAMP is Compatible System’s proprietary tunnel nego-
tiation protocol. It can be used to allow connections from users
running older versions of the VPN Client software, but is not rec-
ommended for new users and is not covered here.

C. Click OK. You may repeat Step 8 asneeded to add all
users.

9. Save the configuration to a file and download to the device.

A. From the File menu choose Save To > File. Thiswill bring up
afile save dialog box. Name the device configuration file,
making sure that you associate the file name with the IntraPort
2/2+ and can find thefile later.

B. From the File menu choose Save To > Device. Thiswill bring
up a download configuration dialog window. Choose the
IntraPort 2/2+ if given the option. When asked if you are sure
that you want to download the configuration and restart the
device, click on the Yes button. You should see a new window
with alog of the download process. CompatiView will then
tell you that the download is complete and the deviceis reboo-
ting. Do not turn the IntraPort 2/2+ off during the boot process.
After the IntraPort has rebooted, users will be able to connect
with the VPN Client software.
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Configuring the Server for LAN-to-LAN Tunnels

Thissection configuresV PN tunnel parametersand definesavirtual port
for LAN-to-LAN tunnel traffic. It assumes that you have already
assigned | P addresses to the Ethernet interface(s), and set up static
routes, as shown in VPN Client Tunnel Settings.

+¢ Note: VPN Ports are only used for LAN-to-LAN tunnels. VPN Client
tunnels do not use VPN Ports. LAN-to-LAN tunneling requires that
you set parameters for a VPN port on each end of a tunnel, so you
must repeat the following steps on the remote end.

1. Add a VPN Port

A. From the File menu, choose VPN Port> Add VPN Port. This
will bring up the Add VPN Port dialog box and will allow you
to select a number for the virtual port.

WPM Port # to Add: IE ﬂ [0-31]

Cancel

Add VPN Port

B. Click OK

2. Set up the Tunnel Partner
Once you have created a VPN port, you need to provide information

about the remote Tunnel Partner and specify which interface on thelocal
device will act as the endpoint for the tunnel.

A. IntheDevice View, click on the VPN port icon that was added
in the previous step, and select Tunnel Partner. Thiswill open
the Tunnel Partner: VPN (#) dialog box.

Gi Tunnel Partner: WPH 0 M= 3

Partner Address: I w.,10.,5 .9
Bind To: IEthemet‘I 'l Cancel |

Tunnel Partner: VPN (#)

B. Enter the Partner Address. Thisisthe IP address of the
remote Tunnel Partner with which this VPN port will commu-
nicate viathe tunnel. Thiswill be an interface on the remote
router which has been set to route | P and will also be the
remote VPN port’s Bind To interface.
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C. If youareusing both Ethernet ports, then the Bind To interface
should be set to Ethernet 1. For single Ethernet setups, it
should be Ethernet 0. This specifies which interface on this
device will act as the end point for the tunnels defined by this
configuration. Packets sent from this device to the remote Tun-
nel Partner will use thisinterface’s |P address as a source
address.

D. Click OK.

3. Set up Key Management

These settings control how the local Tunnel Partner will identify and
authenticate the remote Tunnel Partner. IKE Key Management is

recommended.
G_%IKE Key Management: ¥PH 0 M= E3 I
—|KE K.ey Management

Key Monage: - [ESTENMNNGNGN ~ | L= |
_ Corcel |

Cancel
Shared Kew: I

Transform

Add... |
Eddit... |
Hemoyve |
ezl |
e D avr |

Perfect Forward Secrecy: IND FFS 'l

IKE Key Management

Once a VPN port has been created, you may access the IKE Key
Management dialog box by clicking on the port’sicon in the Device
View and selecting IKE Key Management.

A. From the pull-down menu, select the Key Manage method to
use for thistunnel.

If Auto key management is selected, IKE will be used to allow
two devicesto negotiate between themsel ves which encryption
and authentication methods will be used for the tunnel.

If Manual is selected, this Tunnel Partner will not use IKE,
and the tunnel’s encryption and authentication parameters
must be manually set in the Manual Key Management dialog
box, which is not described in this guide.

If Initiate is selected, this Tunnel Partner will use IKE, but
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will only initiate tunnel establishment attempts and will not
respond to them.

If Respond is selected, this Tunnel Partner will use IKE, but
will only respond to tunnel establishment attempts and will not
initiate them.

B. Enter the Shared Key. Thisis a shared alphanumeric secret
that is used to generate session keys.

C. Select the authentication and encryption algorithms to be used
for tunnel sessions using the IKE Configuration Transform list
box.

Click on the Add... button in the Transform section to access
the IKE Configuration Transform List dialog box.

IKE Configuration
Authentication: Encryption: oK I
™ Cancel |

105 - [AH Methad)
[C15HA - [AH Method)

Transfarm String: ESPIMD5.DES]

IKE Configuration Transform List

The default settings of MD5 for Authentication and DES for
Encryption are adequate for most setups. Click OK.

D. InthelKE Key Management dialog box, you may click on the
PFS checkbox to add additional security parameters during
tunnel sessions. (Thisisoptional.)

+» Note: For more information regarding encryption, authentication,
and Perfect Forward Secrecy, refer to the CompatiView Management
Software Reference Guide.

E. Click OK.
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4. Save the configuration to a file and download to the device.

A. From the File menu choose Save To > File. Thiswill bring up
afile save dialog box. Name the device configuration file,
making sure that you associate the file name with the IntraPort
2/2+ and can find the file later.

B. From the File menu choose Save To > Device. Thiswill bring
up a download configuration dialog window. Choose the
IntraPort 2/2+ if given the option. When asked if you are sure
that you want to download the configuration and restart the
device, click on the Yes button. You should see a new window
with alog of the download process. CompatiView will then
tell you that the download is complete and the deviceis reboo-
ting. Do not turn the IntraPort 2/2+ off during the boot process.
After the IntraPort has rebooted, LAN-to-LAN tunnels can be
established.
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Basic Configuration Using Command Line

This section briefly discusses the major parameters that must be set in
order to use the IntraPort 2/2+ VPN Access Server using command line
management or text-based configuration, either out-of-band (through
the server’s Console interface) or in-band through Telnet.

Detailed information on the meaning of the server’'s parametersis
provided in the Text-Based Configuration and Command Line
Management Reference Guide. Y ou should use thislist as a starting
point to look up more specific information in other documents.

If you wish to use CompatiView, Compatible Systems management
software to configure the server, see the previous section in this chapter,
Configuration using CompatiView.

VPN Client Tunnel Settings

Configuration of the server for both dual and single Ethernet setupsis
very similar, but when there are differences between them, the appro-
priate step for each setup isindicated.

+» Note: Remember that in single Ethernet setups, Ethernet 1 must not
be connected to anything or elseit may cause difficult to diagnose
problems on the IntraPort 2/2+ and on your network.

1. Turn off AppleTalk and IPX (optional).

If you are using AppleTalk and/or IPX, you can either leave the default
configuration parametersin place or see Chapter 7 for moreinformation
on configuring those protocals. If you are not using AppleTalk and/or
IPX, use configur e and set the M ode keyword to Off.

Example
config Appl eTal k Ethernet 0
[ AppleTalk Ethernet 0 ] # npde=off

config I PX Ethernet 0
[ IPX Ethernet 0 ] # npbde=off
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2. Set basic IP parameters for Ethernet 0.

Thiswill be theinternal TCP/IP addressing information you have
assigned to the IntraPort 2/2+

Use configure and set the | PAddress, SubnetM ask, and | PBroadcast
keywordsin the | P Ethernet O section.

Dual Ethernet Setup Example

config I P Ethernet 0

[ P Ethernet 0 ] # ipaddress=192.168.233.1

[ 1P Ethernet 0 ] # subnetnask=255. 255. 255.0

[ P Ethernet 0 ] # ipbroadcast=192.168.233. 255
Single Ethernet Setup Example

config I P Ethernet 0

[ IP Ethernet 0] # ipaddress=206.45.55.1

[ 1P Ethernet 0 ] # subnetnask=255. 255. 255.0
[ P Ethernet 0 ] # ipbroadcast=206.45.55. 255

3. (Dual Ethernet) Set basic IP parameters for Ethernet 1.

Enter the external TCP/IP address you have assigned the IntraPort 2/2+.
This address must not be in the same TCP/IP network as Ethernet 0 or
you will disable TCP/IP in the IntraPort 2/2+.

Use configur e and set the | PAddress, SubnetM ask, and | PBroadcast
keywordsin the | P Ethernet 1 section.
Example

config IP Ethernet 1

[ 1P Ethernet 1 ] # ipaddress=206.45.55.1

[ P Ethernet 1 ] # subnetmask=255. 255.255.0
[ P Ethernet 1 ] # ipbroadcast=206.45.55. 255

3. (Single Ethernet) Turn IP off on Ethernet 1.

Because you have only one Ethernet port, you will not be using Ethernet
1, which isthe IPSec only port. Disable the port for Ethernet 1 here.

Use configur e and set the M ode keyword in the | P Ether net 1 section.

Example

config I P Ethernet 1
[ IP Ethernet 1 ] # node=off
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4. Set an IP Gateway for Ethernet 0.

For dual Ethernet setups, thisisthe internal TCP/IP address of your
firewall or proxy, whichever is applicable. For single Ethernet setups,
thisisthe internal TCP/IP address of your upstream Internet
access/firewalling router. In either case, this address must be on the
same TCP/IP network as the Ethernet 0 address of the IntraPort 2/2+.

Use edit config to modify the | P Static section. Configuration linesin
this section have the following format:

<Desti nati on><Mask><Gat eway/ Port ><Met ri c>[ <Redi st =( Rl P| none) >]

Dual Ethernet Setup Example

Edit [ IP Static ]> append 1
Enter lines at the pronpt. To terminate input, enter
a. onaline all by itself.

Append> 0.0.0.0 0.0.0.0 192.168.233.3 1 redi st=none

Append>
Edit [ IP Static ]> exit

Single Ethernet Setup Example

Edit [ IP Static ]> append 1
Enter lines at the pronpt. To terminate input, enter
a. onaline all by itself.

Append> 0.0.0.0 0.0.0.0 206.45.55.2 1 redist=none

Append>
Edit [ IP Static ]> exit

+» Note: For single Ethernet setups, you must configure the firewall to
allow:

*UDP port 500 (ISAKMP)

«Protocol number 51, whichisthe AH (Authentication Header)
protocol packet type

- and/or -

«Protocol number 50, which is the ESP (Encapsulating Secu-
rity Payload) protocol packet type
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5. Set an IPSec Gateway.

For dual Ethernet setups, the |PSec Gateway is the equivalent of a
default gateway for the |PSec interface (Ethernet 1). Enter the TCP/IP
address of the upstream or Internet router for your network. This must
be an address on the same TCP/IP network as the Ethernet 1 address of
the IntraPort 2/2+.

For single Ethernet setups, the |PSec Gateway is an optional setting. It
serves as a default gateway for all 1PSec (i.e., tunneled) traffic. Enter
the TCP/IP address of your Internet firewalling router. This must be an
address on the same TCP/IP network as the Ethernet 0 address of the
IntraPort 2/2+.

Use configur e and set the | PSecGateway keyword in the General
section.

Example

configure genera
[ General ] # ipsecgateway = 206.45.55.2

6. Set an IKE Policy.

There are two phases to the |KE negotiation. During Phase 1 negotia-
tion, the IntraPort and Client must authenticate each other. The IKE
Poalicy section controls this Phase 1 negotiation. Phase 2 negotiation
involves the setup of an individual tunnel connection and is controlled
by the Transform keyword in the VPN Group Name section, docu-
mented in Step 7.

Use configure and set the Pr otection keywordinthel K E Policy section.
The Protection keyword specifies a protection suite for the IKE negoti-
ation between the IntraPort server and client.

Example

configure I KE Policy
[ IKE Policy ]1# protecti on=nd5_des_g1
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7. Set up VPN Group Configurations.

Thisiswhere tunneling profiles for a group of one or more IntraPort
2/2+ users are defined.

Use configure VPN Group Name to create a VPN Group section and
set the following keywords in the section you just created:

BindTo-Specifies which interface on the device will act asthe
local end point for the tunnels defined by this configuration.

M axConnections-Used to limit the number of client connections
for this VPN Group configuration.

Sartl PAddress-Specifies the first |P address to be assigned to cli-
ent sessions under this configuration. This address will be
incremented by one for each new client session, until the M ax-
Connections value is reached. Since the MaxConnections
value is 30 for this VPN Group, then the Startl PAddress must
be the first in ablock of at least 30 unused IP addresses.

For this very basic setup, it is recommended that these
addresses be on the internal TCP/IP network (i.e., on the same
network as Ethernet O or a subinterface thereof). Also, they
cannot conflict with those used for any other VPN Groups.

+» Note: For largenumbersof users(i.e., over 50), it'srecommended

that the block of addresses be specified asa Local 1P Net because

address administration is easier. Using a Start | P Addressis
recommended for smaller numbers of users because the routing
setup is simpler. See the Text-Based Configuration and Command

Line Management Reference Guide for more information on the

difference between the Sartl PAddress and the Local | PNet.

L ocall PXNet-Specifiesthe first IPX address assigned to an incom-
ing Client tunnel session. The L ocall PXNet also works with
the M axConnections value, which means you must have at
least 30 consecutive unused |PX addresses available. The IPX
network number entered here must not be the same network
number as any other IPX network on your network and you
must choose a network number which will not overlap as Cli-
ent sessions are established. In this example, the first client to
connect will be assigned the IPX network CAFEBOO. The next
client which connects concurrently will be assigned the IPX
network CAFEBO1, and so on.

| PNet-Specifies arange of |P addresses which will be reachable by
clients using this configuration. THISIS A VERY IMPOR-
TANT SETTING If you enter the internal network (in the dual
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Ethernet example, 192.168.233.0/24), all traffic from a client
going to the internal network will be tunneled through the
IntraPort 2/2+. Thisis the most common configuration. There
can be multiple entries, including individual addresses (i.e.
hosts).

Asaspecial case, the entry 0.0.0.0/0 will send al 1P traffic
through the tunnel, although the ExcludelL ocalLAN keyword
can still be used to exclude LAN traffic if desired.

Transfor m-Specifies the protection types and algorithms to be
used for client sessions.

+» Note: STEP/STAMP (Compatible System’s proprietary tunnel negoti-
ation protocol) encryption parameters may be set using the
EncryptMethod keyword. This can be used to allow connections
from users running older versions of the VPN Client software, but
is not recommended for other VPN Groups and is not covered here.

Dual Ethernet Setup Example

configure vpn group "basic vpn config"
Section 'vpn group basic vpn config not found in the config.
Do you want to add it to the config? vy

Configure paraneters in this section by entering:
<Keywor d> = <Val ue>
To find a list of valid keywords and additional help enter "?"

bi ndt o=et hernet 0

maxconnect i ons=30

starti paddress=192. 168. 233. 50
| ocal i pxnet =CAFEBOO

i pnet =192. 168. 233. 0/ 24

transf or mmESP( MD5, DES)

[ VPN Group “basic vpn config”
[ VPN Group “basic vpn config”
[ VPN Goup “basic vpn config”
[ VPN Group “basic vpn config”
[ VPN Group “basic vpn config”
[ VPN Goup “basic vpn config”

HHHHHHH

Single Ethernet Setup Example

configure vpn group "basic vpn config"
Section ’vpn group basic vpn config' not found in the config.
Do you want to add it to the config? y

Configure paranmeters in this section by entering:
<Keywor d> = <Val ue>
To find a list of valid keywords and additional help enter "?"

bi ndt o=et hernet 0
maxconnect i ons=30

starti paddr ess=206. 45. 55. 50
| ocal i pxnet =CAFEBOO

i pnet =206. 45. 55. 0/ 24

transf or mmESP( MD5, DES)

[ VPN Goup “basic vpn config”
[ VPN Group “basic vpn config”
[ VPN Goup “basic vpn config”
[ VPN Goup “basic vpn config”
[ VPN Group “basic vpn config”
[ VPN Goup “basic vpn config”

HHHHHH
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8. Setup VPN Users.

Users are added to the configuration by entering afew unique parame-
ters, and each isassigned to a VPN Group Configuration, configured in
the previous step.

Use edit config to set the parametersin the VPN User s section. All
values are case sensitive.

Example

Edit [ VPN Users ] > append 1
Enter lines at the pronpt. To ternminate input, enter a . on a line
all by itself.

Append> Rum Confi g=basi c group config SharedKey="shi sh” Auth="Burnt”
Encr ypt =" Kabob”

Append>
Edit [ VPN Users] exit

+» Note: The Auth and Encrypt keywords specify STEP/STAMP (Com-
patible System's proprietary tunnel negotiation protocol) parame-
tersfor users. These can be used to allow connections from users
running older versions of the VPN Client software, but is not rec-
ommended for new users.

9. Save the Configuration and download it to the device.

Use the save command to save the configuration and download it to the
device. When asked if you are sure that you want to download the
configuration and restart the device, reply yes. After the IntraPort has
rebooted, users will be able to connect with VPN Client software.

+¢+ Note: Do not turn the IntraPort 2/2+ off during the boot process or it
will lose its operating software.

Example

IntraPort2 # save
Save configuration to flash and restart device? y
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Configuring the Server for LAN-to-LAN Tunnels

Thissection configuresV PN tunnel parametersand definesavirtual port
for LAN-to-LAN tunnel traffic. It assumes that you have already
assigned | P addresses to the Ethernet interface(s), and set up static
routes, as shown in VPN Client Tunnel Settings.

+¢ Note: VPN Ports are only used for LAN-to-LAN tunnels. VPN Client
tunnels do not use VPN Ports. LAN-to-LAN tunneling requires that
you set parameters for a VPN port on each end of a tunnel, so you
must repeat the following steps on the remote end.

1. Add a VPN Port.
Use the configure command to add a VPN Port.

Example

configure VPN Port O
VPN Port (0) does not exist, do you wish to add it to the
config? y

2. Set up the Tunnel Partner.

Once you have created a VPN port, you need to provide some informa-
tion about the remote Tunnel Partner and specify how tunnelswill be set

up.
Use configur e and set keywords in the Tunnel Partner VPN port
number section (thiswill be the number of the port you just created).

Par tner -Specifies the | P address of the remote Tunnel Partner with
which this VPN port will communicate viathe tunnel. This
will be an interface on the remote router which has been set to
route | P and will aso be the remote VPN port’s BindTo inter-
face.

BindTo-This specifieswhich interface on this device will act asthe
end point for the tunnels defined by this configuration. Packets
sent from this device to the remote Tunnel Partner will usethis
interface's | P address as a source address. If you are using both
Ethernet ports, then the BindTo interface should be set to
Ethernet 1. For single Ethernet setups, it should be Ethernet 0.

K eyM anage-Sets how the tunnel will be set up.

If Auto key management is specified, IKE will be used to
allow two devices to negotiate between themselves which
encryption and authentication methods will be used for the
tunnel.
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If Manual is specified, this Tunnel Partner will not use IKE,
and the tunnel’s encryption and authentication parameters
must be manually set in the Manual Key Management dialog
box, which is not described here.

++ Note: For more information regarding non-1KE encryption and
authentication, refer to the Text-Based Configuration and
Command Line Management Reference Guide.

If Initiate is specified, this Tunnel Partner will use IKE, but
will only initiate tunnel establishment attempts and will not
respond to them.

If Respond is specified, this Tunnel Partner will use IKE, but
will only respond to tunnel establishment attempts and will not
initiate them.

Transfor m-Sets the authentication and encryption algorithmsto be
used for tunnel sessions. ESP(M D5,DEYS) isthe default setting
and is recommended for most settings.

SharedK ey-Sets a shared al phanumeric secret which is used to
generate session keys for authenticating and/or encrypting
each packet sent or received through the tunnel.

Dual Ethernet Setup Example

configure tunnel partner vpn O

*[ Tunnel Partner VPN O ]# partner=10.10.5.3

*[ Tunnel Partner VPN O ]# bindto=ether 1

*[ Tunnel Partner VPN O ]# keymanage=auto

*[ Tunnel Partner VPN O ]# transfornresp(nd5, des)
*[ Tunnel Partner VPN O ]# sharedkey=babaganoush

Single Ethernet Setup Example

configure tunnel partner vpn O

*[ Tunnel Partner VPN O ]# partner=10.10.5.3

*[ Tunnel Partner VPN O ]# bindto=ether 0

*[ Tunnel Partner VPN O ]# keymanage=auto

*[ Tunnel Partner VPN O ]# transfornresp(nd5, des)
*[ Tunnel Partner VPN O ]# sharedkey=babaganoush

3. Save the Configuration and download it to the device.

Use the save command to save the configuration and download it to the
device. When asked if you are sure that you want to download the
configuration and restart the device, reply yes. After the IntraPort has
rebooted, LAN-to-LAN tunnels can be established.

+¢+ Note: Do not turn the IntraPort 2/2+ off during the boot process or it
will lose its operating software.
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Chapter 7 - Alternate Protocols
and Security Parameters

This chapter briefly discusses the configuration of the IntraPort 2/2+
VPN Access Server for AppleTalk and IPX, and with RADIUS and
Securl D authentication servers.

Detailed information on configuring the server to work with these
protocols and serversis provided in the CompatiView Management
Software Reference Guide and the Text-Based Configuration and
Command Line Management Reference Guide. You should use this
list as a starting point to look up more specific information in the other
documents.

«» Note: Refer to the VPN Client Reference Guide for information on
the installation and operation of the VPN Client software

In this chapter:

CV = Parameters configured using CompatiView management
software

TB = Parameters configured using Text-Based or Command Line
Management

IPX Protocol
Required for IPX

Generally, there are no required changes from the shipping Ethernet
configuration for |PX. The Ethernet interface will autoconfigure to use
the two most common |PX frame types, and will automatically adapt to
conditions on the Ethernet.

Suggested for IPX

You may want to set your own network numbers, rather than using the
autoconfigured values. You may also want to turn off unused frame
types.

CV: UsethelPX Routing: Ethernet O dialog box.

TB: Useconfigure and set keywordsin the | PX Ethernet 0 section.
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AppleTalk Protocol

Required for AppleTalk

Generally, there are no required changes from the shipping Ethernet
configuration for AppleTalk. The Ethernet interface will autoconfigure
to use AppleTalk Phase 2, and will adapt to conditions on the Ethernet.

Suggested for AppleTalk

You may want to set your own network numbers, rather than using the
autoconfigured values. You may also want to use more meaningful zone
names.

CV: Usethe AppleTak Routing: Ethernet O dialog box.

TB: Useconfigure and set keywordsin the AppleTalk Phase 2
Ethernet O section.

Setting up RADIUS Authentication

If you are using a RADIUS server for user authentication, you must set
up the IntraPort to communicate with aRADIUS server and also set
some special parametersin the RADIUS server itself

Setting the IntraPort for a RADIUS Server

Just afew basic settings are required for the IntraPort to communicate
with aRADIUS server.

e Primary server IP address

e Secret

e VPN password attribute number
e VPN group attribute number

CV: Usethe RADIUS Configuration dialog box. Select Global in the
dialog box, then select RADIUS Configuration.

TB: Usethe configure command and set the PrimAddress, Secret,
VPNPassword and VPNGroupl nfo keywords in the RADIUS
section.
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RADIUS Server User Authentication Settings

In order for client authentication and accounting to be doneon a
RADIUS server, the RADIUS server must be configured with four
pieces of datafor each user.

e User name

e Login password

e Group configuration
e Tunnel secret

The user nameiskept inthe User-Name attribute in the RADIUS server
and the login password is kept in the Password attribute. The group
configuration is kept in attribute number 77 of the RADIUS database,
and the tunnel secret is kept in attribute number 69. These two attribute
numbers must be configured in the RADIUS server’s dictionary file.

The RADIUS server will also log thereal 1P address of the client and
the IP address assigned to the client by the IntraPort as it beginsto
account for the client. To use this feature, the two attribute numbers for
these two I P address strings must also be configured in the RADIUS
server’sdictionary file and in the RADIUS section of the IntraPort’s
configuration.

The following is an example for a Livingston RADIUS server dictio-

nary file:
ATTRI BUTEC i ent-Real - I P 66 string
ATTRI BUTEC i ent - Assi gned-1P 67 string
ATTRI BUTEVPN- Passwor d 69 string
ATTRI BUTEVPN- G oupl nf o 77 string

The following is a sample RADIUS user database entry from a Living-
ston RADIUS server.

User - Name = cor pauser

Password = radius |ogin

VPN Password = abc
VPN- Groupl nfo = Cor porat eA

After making and saving these changes, you must restart the RADIUS
server in order for it to recognize the new settings.

+¢ Note: Refer to the user manual for your RADIUS server for the exact
format of dictionary and user database entries.

+¢ Note: Although MacRADIUS servers offer a GUI, the custom
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attribute settings will require that you enter usersin the Users text
file. See the user manual for your server for more information on
exporting, editing and importing the Userstext file.

In addition to the RADIUS server settings, the user name, login pass-
word and tunnel secret must match the settings for each user in the User
Properties window of the VPN Client. The group configuration must
match one of the VPN group configurations in the IntraPort’ s configu-
ration.

Setting up SecurlD Authentication

If you are using Security Dynamic’'s ACE/Server software for user
authentication, you must set up the IntraPort to communicate with the
ACE/Server.

The Security Dynamics ACE/Server software performs dynamic
two-factor Securl D authentication. Dynamic two-factor authentication
combines something the user knows —a memorized personal identifica-
tion number (PIN) —with something the user possesses — a SecurlD
token which generates an unpredictable code every 60 seconds. This
combination of PIN and Securl D tokencode represents a one-time
PASSCODE and is transmitted to the ACE/Server software for verifica-
tion. See Appendix C of this manual for information on how to obtain
ACE/Server software and Securl D tokens.

To use ACE/Server software with the IntraPort, you will need the fol-
lowing:

e ACE/Server software running on a supported platform (see the
ACE/Server Installation Guide or README document for a cur-
rent list of ACE/Server-supported platforms and other server
reguirements)

e The VPN Client software, which functions as an ACE/Agent, run-
ning on a supported platform

e SecurlD tokens, distributed to appropriate personnel who will use
them to access the ACE/Server-protected ACE Agents, including
the VPN Client.
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Setting the IntraPort for an ACE/Server

Just afew basic settings are required for the IntraPort to communicate
with an ACE/Server.

SecurlD on

Encryption method

ACE/Server IP address

Enable SecurI D for agroup of IntraPort users

CV: Usethe SecurlD Configuration Window (under Global/Securl D

TB:

Configuration) to set up aserver. Use the SecurlD tab in the VPN
Group Configuration Window to enable SecurlD for aVPN
group.

Use the configure command and set the Enabled, EncryptMeth
and PrimaryServer keywordsin the Secur|D section, then set
the Secur| DRequired keyword in aVPN Group Name section.

ACE/Server Settings

To configure the ACE/Server for communication with the IntraPort,
consult the ACE/Server Installation Guide. You should consult the
ACE/Server Administration Manual on the ACE/Server CD-ROM for
instructions on adding and removing usersin the ACE/Server database.

+» Note: The IntraPort should be configured as a communication server

in the Client Type pull-down menu in the ACE/Server’s Add Client
dialog box (under Client>Add Client).

+» Note: Thefirst time the IntraPort contacts the ACE/Ser ver, they

exchange a secret based in part on the IntraPort’s | P address.
After the first exchange, the Sent Node Secret checkbox in the
ACE/Server’s Add Client dialog box (which can be accessed using
the Add Client option under the Client menu) will be checked. The
checkbox will be grayed out until thisinitial exchange has taken
place. Any major changesto the IntraPort’s configuration (such as
changing its | P address) will mean that the IntraPort and the
ACE/Server will no longer be able to communicate. To get around
this, simply uncheck the Sent Node Secret checkbox on the
ACE/Server and issue thereset securid secret command in the
IntraPort. Remember to save the changes to both devices. The two
devices will do a new secret exchange and will be able to communi-
cate again.
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Saving a Configuration File to Flash ROM

Once a configuration is complete, you can save it to the router’ s Flash
ROM. Until saved, all changes are made in a separate buffer and the
server’ sinterfaces continue to run as before the changes were made.

CV: Usethe Save to>Device option from the File menu.
TB: Usethe save command.
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Appendix A - Shipping Defaults

Ethernet Interfaces

Default Password
* letmein
IP Defaults
e EthernetOison
e Address: 198.41.12.1
e Subnet mask: 255.255.255.0
* Broadcast address: 198.41.12.255
*  Mode: Routed
o Ethernet 1is off
IPX Defaults
e EthernetOison
* Mode Routed
o Ethernet 1is off
AppleTalk Defaults
* EthernetOison
* Mode: Routed
* Ethernet 1is off
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Appendix B - Connector and
Cable Pin Outs

Pin Outs for DB-25 Male to DB-25 Female RS-232 Data &
Console Cable
The cable supplied with the IntraPort 2/2+ VPN Access Server is 25

conductors connected straight through. Connections on the Console
interface follow the standard RS-232 pin outs.
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Appendix C - Security Dynamics
ACE/Server Information

ACE/Server software and Securl D tokens can be purchased directly
from Security Dynamics Technologies, Inc. Use the following informa-
tion to contact Security Dynamics for more information:;

Security Dynamics Technologies, Inc.
20 Crosby Drive
Bedford, MA 01730, U.SA.

800-SECURID (800-732-8743 or 888-732-8743)

To telephone from outside the U.S., 781-687-7000
E-mail: info@securitydynamics.com
Web site: http://www.securitydynamics.com
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Appendix D - LED Patterns and
Test Switch Settings

IntraPort 2/2+ VPN Access Servers LED Patterns

Ethernet Back Panel Indicators LEDs

The IntraPort 2 and IntraPort 2+ VPN Access Servers feature two pairs
of lights on the back panel to indicate the hardware status of the two
Ethernet ports.

Link: TheLink light indicates that there is agood connection to the hub.

Activity: The Activity light indicates that there is activity across
thelink.

Front Panel LEDs

The IntraPort 2 and IntraPort 2+ VPN Access Servers use anumber of
light patterns on their front LED bars to indicate various operating
conditions.

Sys Ready
The server booted properly without detecting any failures.
Power On, No Traffic

The server will scan through the Ethernet LED bar, from left to right,
illuminating one element at atime.

Ethernet Traffic Indicators

TX: Ethernet transmit packet
RX: Ethernet receive packet
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IntraPort 2 Connections/Users LEDs

| Connections/Users LED User Range |

1 1-5

6 6-11
12 12-17
18 18- 23
24 24-29
30 30-35
36 36-41
42 42 - 47
48 48 - 53
54 54 -64

IntraPort 2+ Connections/Users LEDs

| Connections/Users LED User Range |
1 1-19
20 20-39
40 40 - 59
60 60 - 79
80 80-99
100 100 - 119
120 120 - 139
140 140 - 159
160 160 - 179
180 180 - 200
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IntraPort 2 Special Indicators

| Ethernet Lights Connectiong/Users Indication
4& 5 flashing 36& 42 flashing Router stacks starting up.
2& 3 flashing 1&6, 24& 30, 48& 54 No OS |oaded.
flashing Running from ROM.
1,4&5 flashing 36,42 (and Sys Rdy) Erasing OS or config
flashing in Flash ROM.

Scanning from the outside toward the center

Flash ROM erase due to switch
setting five or six is complete. Set
switch to zero and cycle power.

IntraPort 2+ Special Indicators

| Ethernet Lights Connections/Users Indication
4& 5 flashing 120& 140 flashing Router stacks starting up.
2& 3 flashing 1& 20, 80& 100, No OS loaded.
160& 180 flashing Running from ROM.
1,4&5flashing | 120& 140(and SysRdy) Erasing OS or config
flashing in Flash ROM.

Scanning from the outside toward the center

Flash ROM erase due to switch
setting five or six is complete. Set
switch to zero and cycle power.

IntraPort 2/2+ VPN Access Server Switch Settings

O©CO~NOUITR_WNEFLO

Normal Operation

Unused*

Unused*

Run Boot ROM Downl oader
Unused*

Erase Flash ROM (OS and Configuration)

Erase Flash ROM (Configuration Only)

Unused*

Unused*

Allow letmein password for 5 minutes after powerup

+» Note: Settings marked with an asterisk may erase your Flash ROM.
Please do not use these settings without first contacting Compatible
Systems Technical Support.
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Appendix E - Downloading
Software From Compatible
Systems

The latest versions of operating software for all Compatible Systems
products are available at our Web site. The latest version of
CompatiView management software is also available.

To download software, follow the instructions bel ow.

The Compatible Systems WWW Server

The WWW Server is accessible viathe Internet.

1. Useyour browser to access http://www.compatible.com/, and find
the link on our home page to “ Software Downl oads.”

2. Select the product and software version you want, then click on the
appropriate file to download it.

+» Note: Thesefiles are also accessible directly via anonymous FTP at
ftp.compatible.com/filed.
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Appendix F - Terms and
Conditions

Compatible Systems Corporation (Compatible Systems) offersto sell only
on the condition that Customer’s acceptance is expressly limited to Compat-
ible Systems’ terms and conditions of sale. Compatible Systems' acceptance
of any order from Customer is expressly made conditional on assent to these
terms and conditions of sale unless otherwise specifically agreed to in writ-
ing by Compatible Systems. In the absence of such agreement, commence-
ment of performance or delivery shall be for Customer’s convenience only
and shall not be construed as an acceptance of Compatible Systems’ terms
and conditions. If a contract is not earlier formed by mutual agreement in
writing, Customer’s acceptance of any goods or services shall be deemed
acceptance of the terms and conditions stated herein.

1. Warranty. Compatible Systems warrants to the Customer and to all per-
sons who purchase Products from the Customer during the Warranty terms
(“subsequent purchasers”), that, for an unlimited period from the date (the
“shipping date”) on which Compatible Systems ships the Products to the
Customer: (a) the Product meets, in all material respects, all specifications
published by Compatible Systems for such Products as of the shipping date;
(b) the Products are free from all material defectsin materials and workman-
ship under normal use and service; and (c) that as aresult of the purchase of
the Products from Compatible Systems, the Customer will have good title to
the Products, free and clear of al liens and encumbrances.

Compatible Systems' obligations pursuant to this Warranty, and the sole
remedies of the Customer and of any subsequent purchaser, shall be limited
to the repair or replacement, in Compatible Systems' sole discretion, of any
of the Products that do not conform to this Warranty.

This Warranty shall be invalidated if the Products (@) have not been
installed, handled, or used in accordance with Compatible Systems recom-
mended procedures; (b) have been damaged through the negligence or abuse
of the Customer or of any subsequent purchasers; (c) are damaged by causes
externa to the Products, including (without limitation) shipping damage,
power or air conditioning failure, or accident or catastrophe of any nature;
and (d) have been subjected to repairs or attempted repairs by any person
other than Compatible Systems (or an authorized Compatible Systems ser-
vice technician).

To obtain service under this Warranty, the Customer (or subsequent pur-
chaser, if applicable) must follow the procedures outlined below, under
“Product Return Policy.”



THE WARRANTIES SET FORTH IN THESE TERMS AND CONDI-
TIONSARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESSED
ORIMPLIED. WITHOUT LIMITATION ON THE GENERALITY OF
THE FOREGOING SENTENCE, COMPATIBLE SYSTEMS EXPRESSLY
DISCLAIMS AND EXCLUDESALL IMPLIED WARRANTIES OF
MERCHANTIBILITY AND OF FITNESS (GENERALLY OR FOR A
PARTICULAR PURPOSE).

2. Shipments. All delivery indications are estimated and are dependent in
part upon prompt receipt of all necessary information to service an order.
Compatible Systems shall not be liable for any premium transportation or
other costs or lossesincurred by Customer asaresult of Compatible Systems
inability to deliver Product in accordance with Customer’s requested deliv-
ery dates. All shipments by Compatible Systems are made F.O.B. factory
(Boulder, Colorado); risk of loss shall passto Customer at point of shipment.
Unless specified by the Customer, Compatible Systems will select the mode
of transportation for each order. Compatible Systems reserves the right to
make deliveriesin installments. Partial shipments are subject to the terms of
payment noted below. Compatible Systems reserves the right to allocate
inventory and production if such allocation becomes necessary.

3. Payment Terms. Payment shall be made prior to shipment or upon deliv-
ery, unless otherwise agreed to in writing. Payment shall not constitute
acceptance of the goods.

4. Force Majeure. All orders accepted by Compatible Systems are subject
to postponement or cancellation for any cause beyond the reasonable control
of Compatible Systems, including without limitation: inability to obtain nec-
essary materials and components; strikes, labor disturbances, and other
unavailability of workers; fire, flood, and other acts of God; war, riot, civil
insurrection, and other disturbances; production or engineering difficulties;
and governmental regulations, orders, directives, and restrictions.

5. Product Return Policy. Prior to shipping any Product to Compatible Sys-
tems, the Customer must contact Compatible Systems Technical Support (by
letter or telephone) with the following information: (a) reason for return; (b)
quantity, description, and model number, and (if applicable) serial number of
each item being returned; (c) original Compatible Systems Sales Agreement
number; and (d) any specia instructions. Upon receipt of thisinformation,
Compatible Systems will issue an RMA (“Return Material Authorization™)
number and any required U.S. Customs identification to assure correct iden-
tification of the Customer and to insure prompt and accurate processing.

6. Limitation of Remedies. Compatible Systems’ liability for all claims
brought pursuant to or in connection with this agreement, including the pur-
ported breach hereof, shall be limited: (@) in the case of claims for breach of
warranty, to compliance with the repair or replacement provisions of the
warranty, and (b) in al other cases (including any claim that the warranty
failed of its essential purpose), to actual damages of the Customer (or, if
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appropriate, of the subsequent purchaser). IN NO EVENT SHALL COM-
PATIBLE SYSTEMSBE LIABLE FOR ANY SPECIAL, CONSEQUEN-
TIAL, OR INCIDENTAL DAMAGES ARISING OUT OF THE SALE,
USE, INSTALLATION OR OPERATION OF THE PRODUCTS,
WHETHER A CLAIM ISBASED ON STRICT LIABILITY, BREACH OF
WARRANTY, NEGLIGENCE, OR ANY OTHER CAUSE WHATSO-
EVER, WHETHER OR NOT SIMILAR. Thislimitation on remedies shall
apply even if Compatible Systemsis advised of the possibility and nature of
any special, consequential, or incidental damages.

7. Governing Law; Merger. This agreement and all Terms and Condi-
tions hereof shall be governed by, and construed in accordance with the
internal laws of the State of Colorado. Except as superseded by a separate
written contract signed by both Compatible Systems and the Customer,
superseding all prior negotiations or offers, written or oral, this agreement
may be amended only in writing, signed by an authorized officer of Com-
patible Systems.
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