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LIMITED WARRANTY

Westinghouse Security Electronics (WSE) warrants to the original user the equipment manufactured by WSE as
described herein (the equipment) to be free from defects in material and workmanship for a period of one year from
the date of purchase by such user or fifteen (15) months from the date of shipment from the factory, whichever
is sooner, provided:

I WSE has been notified within such period by return of any alleged defective equipment, free and clear
of any liens and encumbrances to WSE or its authorized Dealer at the address specified, transportation
prepaid; and

Il the equipment has not been abused, misused or improperly maintained and/or repaired during such
period; and

Il such defect has not been caused by ordinary wear and tear; and

IV such defect is not a result of voltage surges/brownouts, lightning, water damage/flooding, fire, explosion,
earthquakes, tornadoes, acts of aggression/war or similar phenomena; and

V accessories used as an integral to WSE systems have been approved by WSE (e.g., coaxial cables,
batteries, etc.); and

VI the equipment has been installed, the installation supervised or installation tested by an authorized WSE
dealer.

WSE's Proximity Command Keys are warranted for 5 years. WSE shall at its option, either repair or replace, free
of charge, the equipment found, upon WSE's inspection to be so defective, or if agreed upon, refund the purchase
price, less a reasonable allowance for depreciation, in exchange for the equipment. Magnetic Stripe Cards are
warranted as described by the manufacturer's warranty.

WSE makes no other warranty, and all implied warranties including any warranty of merchantability or fitness for
a particular purpose are limited to the duration of the expressed warranty period as set forth above.

WSE's maximum liability hereunder is limited to the purchase price of the equipment. In no event shall WSE be
liable for any consequential, indirect, incidental or special damages of any nature arising from the sale or use of
the product.

Some states do not allow limitations on incidental or consequential damages or how long an implied warranty lasts,
so the above limitations may not apply. This warranty gives specific legal rights; however, other rights which vary
from state to state, may pertain.

IMPORTANT

The information provided in this manual is believed to be accurate and reliable. However, Westinghouse Security
Electronics (WSE) assumes no responsibility for any errors that may appear. Possession of this manual does not
imply the granting of licenses to make or sell equipment or software constructed according to descriptions
provided.

© 1997 Westinghouse Security Electronics
All rights reserved. Printed in the United States of America.
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SEcTION 1

INTRODUCTION

MANUAL ORGANIZATION

This manual follows the order of the seven standard productitems in the system main menu, with
the Key Inventory and Parking Stickers items merged into the System Administration section:

. Section 2: Monitor Security Activity

. Section 3: Security Management Reports
. Section 4: Master File Entry

. Section 5: Master File Reports

. Section 6: System Administration

System Main Menu
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The system main menu is the departure point for accessing all other system screens (main menu
screens may vary according to options purchased).
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Documentation Methods

To avoid repetition and to reduce document size, detailed explanations for the system's principal
dataitems are given only in Section 4: Master File Entry, which is used when creating the system
database. For introductory information concerning the data items, see Definitions below.

Further, with the exception of the screens presented in Basic System Usage in this section, and
the introductory menu screens for Sections 2 through Section 5, all other screens throughout this
manual are limited to the particular screen area being discussed (i.e., full screens are not shown).
In some cases, screen presentations are unnecessary and are not used.

DEFINITIONS

General

Access Code. A group of readers and time codes assigned to keyholders indicating where and
when entry is permitted. Note that access codes can be associated with a down loadable device
ID for distributed processing or they can be associated with the host computer for central
processing.

Access Group. A group of access codes created to facilitate the assignment of similar access
privileges to a large number of keyholders.

Alarm Contact. A dry-contact switch, indicating input conditions for smoke detectors, heat /
moisture sensors, taut-wire fences, window bands, etc.

Company. Keyholder's employer.
Department. A particular group within a company to which a keyholder is assigned.

Device. A controlling element of the system which communicates with the computer and the
system points (see System Hardware in this section).

Event. Any defined transaction which requires action by an access control system. Examples:
keyholder entry request, activated alarm.

Job Category. A code assigned to a keyholder indicating the employee group category.

Key Number. Keyholder's security key number. Unlike the keyholder ID, this number may be
changed (e.g., if a key is lost) or removed (e.g., if an employee leaves the company).

Keyholder. Employee or visitor who holds a valid security card for an access control system.
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Keyholder ID. Keyholder's ID number. The unique ID number is used by the computer to keep
track of all activity for that person. Once entered, the keyholder ID cannot be changed.

Location. Location of the office or branch of the company to which a keyholder is assigned.

Tenant. One of several distinct occupants of a facility with a single access control system. The
data for each tenant using the system appears separate from that of all other tenants.

Time Code. A definition of the time of day, and the days of the week, when events are to occur.
Used in assigning access privileges, performing scheduled tasks, and monitoring points.

Trace. Arealtime (as it is happening) display of events for a specific keyholder or point.

Transactions. System responses to events are called transactions. The most frequently seen
is Access GRANTED, which means a valid key was presented to a reader at an approved door, at
an approved time, and that the keyholder was granted entry.

Zones. Selected locations and device types may be grouped into zones to facilitate system
control. For reporting purposes, zones may be grouped into areas. If zones are created, anti-
passback instructions or controls may be assigned (see Access Control Functionsin this section).

System Hardware — Devices

The principal device is the host computer. The host controls all data maintained in the database,
records all system activity, and is the central point for all reporting activity. The hostcommunicates
with all system devices, or may communicate via an LC or RLC computer (see Optional Features
in this section).

Various other devices are included in access control systems. Simple systems may use only
contact switches and a single reader type. More complex systems may use several reader types
and many other devices. Devices are classified as input or output units depending on their
particular function. Input devices are detectors and identifiers; output devices are alarms and
control units.

Devices — Microprocessor Units

Access Control Units (ACUs). In conjunction with the host orlocal computer, the ACUs are used
to control door access and maintain status. Example ACUs are: WSE NexSentry, 422, 708P,
and 8xx-series. The WSE 708P units are called simple devices because they do not make access
decisions (decisions are made by host). The NexSentry, 422, and 8xx-series units are called
intelligent devices because they can make access decisions independent of the host.

Biometric Hand Readers. Devices such as fingerprint analyzers, hand geometry analyzers,
retina scanners, and other devices which check body characteristics.
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Readers

Digital Key Reader. Reads the unique number of 1 to 5 digital command keys simultaneously
at a range of up to 36 inches.

Keypad Controllers. The keypad controllers, normally used in conjunction withan ACU, provide
additional security by requiring a personal identification number (PIN) entry.

Magnetic Card Readers. Reads the card number from information coded into the magnetic strip
on the card. Card must be moved physically through the reader to work.

Readers (also called Sensors). These units electronically read the security key presented and
transmit the data to the ACU. Three reader types are used: Proximity; Magnetic Stripe; Wiegand.

Inputs

Alarm Contacts. These devices monitor simple contactinputs, and control outputs and switches
with contact closures for alarm monitoring, elevator control, camera switching, and other tasks.

Contact Alarms. Simple dry-contact switches indicating if a contact is open or closed.

Door switches. The computer controls only the lock power to the door, and the door switches
are the contact points which inform the computer whether a specific door is open or closed. Each
door switch is assigned to a specific reader.

Fire Alarms / Heat Sensors. Data from smoke detectors and heat sensors can be sent to the
computer to alert it to alarm conditions. Although fire alarm systems are generally separate from
access control systems, the computer can be used to provide enhanced response capabilities.

Intrusion Devices. Taut wire fence, infrared detectors, field-disturbance detectors and other
device types can alert the computer to the presence of personnel in unauthorized areas.

Motion Sensors. Detect physical movement in an area. Can be used to tell the computer that
someone wants to exit (go through a door from the uncontrolled side), or to protect secure areas.

Video Monitor Switchers. The computer routes the signal from a particular video camera to a
specific monitor based on conditions in that area. For example, if the computer detects an open
rear door, it can display the camera output at that door on the terminal at the security desk.
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Multiple Switch Monitor (MSM). The MSM is a four-contact switch box that is connected to a
WSE ACU and the MSM provides four contact-closure inputs.

Points. Apointis any basic element of an access control system, such as a door switch, an alarm
contact, an output switch. Point IDs uniquely identify all system elements.

Request-to-Exit (REX) Sensor. Used when both entry and exit control is required. REX points,
usually push-button devices, motion detectors, or push-bars, tell the computer that someone
inside a building wants to exit. The computer needs to know this to unlock the door, or to disregard
the door opening as being an alarm event.

Outputs
Audible Alarms. The computer can trigger bells, buzzers and other types of audible alarms.

Remote Alarms. The computer can dial police and / or fire departments, or any other agency,
as part of an alarm response plan.

System Software

The system software links all input and output elements. The software collects and reports data
from input devices, and controls the output devices based on this information. The software also
detects and reports any hardware problems that may occur.

Complete Portability. A specific computer type is not required, although Hewlett-Packard
computers are preferred because of performance and worldwide service. Application programs
run under an SCO / UNIX operating system.

Installation Flexibility. The SE 6000 can control many hardware setups, including remote site
networks. The system can be programmed to control data flow between central and remote
computers to create a large-size security system controlled from a central point.

Integrated Software Support. The SE 6000 communicates with a variety of access control and
alarm monitoring devices. Currently, the system interfaces with WSE ACUs and their peripheral
devices, alarm multiplexers produced by Stellar Systems and Optomux, magnetic stripe readers,
CCTV camera switchers made by Burle, Pacom, American Dynamics, and Vicon, Radionics
alarm panels, and Recognition Systems hand geometry readers. In addition, the system supports
communication with the WSE 8xx-series ACUs over dial-up telephone lines using a remote dial-
up interface (RDI) device. The ID-4000 badging system includes options for badge designs on film
oron PVC.

Open System Design. There are few restrictions on the number of security keys, key readers,
or other system elements used with the SE 6000. Increasing system capacity only involves
upgrading the computer power by adding more memory or disk space, or installing a faster
processor. This means that, as a company grows, it cannot outgrow the SE 6000.
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Response Time. The SE 6000 is capable of fast response times in both single and multiple site
configurations. Fastresponse times are important for security personnel who monitor alarms and
are always appreciated by keyholders wishing to enter locked doors.

Principal System Functions
Access Control

Anti-Passback Control. The SE 6000 has anti-passback features (applies to zones only) to
prevent tailgating or unauthorized key use. Anti-passback is possible across multiple access
control devices, and can be hard (denies access) or soft (allows access, but displays and logs a
message). The software handles vehicle and personal passback separately.

Automatic Access Control. Permits employees or visitors with assigned access codes to pass
through only those doors assigned to them and only during the proper days and hours.

Automatic Activate / Deactivate. Permits the automatic activation of specific output points to
control lighting, status indicators, or other electrically controlled functions.

Automatic Unlock / Lock. Allows doors to be opened automatically only during specified time
periods, then re-locked automatically at a later time.

Communications Monitor. Permits security personnel to check all wiring and communications
to all hardware elements and displays raw data exchange between the host computer and a
connected device.

Event Monitoring. Displays events as they occur and monitors the door status and other access
points. Allows security personnel to watch events at all doors in the system from one location.

Flexible Event Handling. Flexible event handling automatically activates outputs, displays
special messages, and enables / disables devices. Anything which can be done manually on the
SE 6000 can also be performed automatically using this feature.

Independent PIN Entry. Access control can be enhanced using personal identification numbers
(PINs). PINs are entered via keypad devices assigned toreaders. Also, high-security independent
devices (hand geometry readers, e.g.) can identify the user.

Manual Access Control. Allows security personnel to manually open any door in response to an
access request. May be used with closed-circuit TV to verify and admit people, or to track
keyholders who have forgotten their keys. Includes the capability to record keyholder IDs if keys
are not available. All manual actions are logged as events.

Two-Man Rule. The SE 6000 can be programmed to grant access only after two valid key
presentations have been made at the same reader within a predefined period of time.
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Multiple Occupancy Feature. Similar to the two-man rule except that it requires that two
keyholders enter and leave a specified zone together; refer to Section 4 for details.

File Maintenance
To perform its access control functions, the system must know the unique ID numbers of all
keyholders and the doors and times they can enter. Further, the SE 6000 maintains other
keyholder data to facilitate scheduling and reporting.
The system also needs to know details of the location of input devices and other security hardware.
File maintenance functions allow users to enter, modify, or delete employee, company, physical
connection and time information, as required.

Reporting

The SE 6000 produces a comprehensive selection of reports for display at the system terminal
or for hard-copy output from the system printer:

Alarms and Responses. Ahistory report of alarms which occurred at a specific time and location,
and the responses taken by the security staff.

All Transactions. A report detailing all system activity. The items reported can be limited to
specific information items.

Database Changes. A report of database change activity, which includes the name of the
operator who made the changes. Note that this requires that the journaling feature be enabled.

Invalid Access Attempts. Areportdetailing events which were not valid accesses during specific
time periods at particular doors.

Keyholder History. A report of the last twenty uses from a particular keyholder.
Point History. A report of the last twenty events at any door or point. Designed as a quick way
to view a limited number of events. Additionally, reports can be created which provide information

about the keyholders in the system, access privilege definitions, company information, input
devices, and other subjects.

SAMPLE SYSTEM

An illustration of a basic SE 6000 system follows:
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CREATING THE DATABASE

Once the system is in place, first obtain the following from the system installer:

System Interconnect Diagram. This shows all wiring and connections in the system, and
provides information needed for entering pollers, devices, readers, and points.

Poller Initialization Parameters Information. The information shows how the pollers were
initialized, including poller type, physical port connection, and other poller-specific information.
Because all system activity is based on four-digit ID numbers, you need to decide before data entry
how these numbers are to be assigned to the system hardware elements. Althoughthe numbering
system is entirely the choice of the SE 6000 owner, we recommend one of the two following
methods:
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1.  Following the System Interconnect Diagram, number each element in turn with a four-digit
number, including numbers for devices, pollers, and readers.

2. Use the following ID groupings for average-sized system:

0001-0010 — Computers 2000-2999 — Door switches
0011-0099 — Pollers 3000-3999 — REX contacts
0100-0999 — Devices 4000-5999 — Input points
1000-1999 — Sensors 6000-7999 — Outputs

Data Entry Sequence

Note thatalthough the zoom feature (described later in this section) permits faster dataentry, WSE
recommends the following sequence for most efficient data entry when you are creating your
database (data entry is detailed in Section 4: Master File Entry):

1. Time Codes 9. Access Groups 17. Tasks

2. Tenants 10. User-Defined Fields 18. Events

3. Zones/Areas 11. Keyholders 19. Enable Terminals for Global Alert
4. Pollers 12. Access Privileges 20. Program Security Levels

5. Devices 13. Holidays 21. Add Users

6. Points 14. Alarm Instructions 22. Passwords

7. Readers 15. Maps 23. System Owner Name

8. Access Codes 16. Transactions 24. Terminals for Alarm Auto-Switch
NoTE

Consultthe system installer if you have questions concerning numbering. In any case, keep track
of your numbering method and advise each operator of the method selected

BASIC SYSTEM USAGE

This subsection gives introductory information for using the SE 6000 system, and includes related
miscellaneous information.

Logging On

Poweron the systemterminal. The screendisplays a brief welcome message followed by the login
and password prompts. Enterthe login ID and password in lowercase letters. If uppercase letters
are entered by mistake, log off using uppercase letters then log on again with lowercase letters.

If the login and password are not valid or if one or both were not entered correctly, the computer
responds with login incorrectthen displays login again. Reenterthe login ID and password making
sure thateach letteris correctly typed. Ifthe login incorrect message continues, consult the system
administrator. When logged in correctly, the system displays the SE 6000 title page, sets the
terminal environment, then displays the main menu. Call WSE Customer Service if you have a
login problem.




110 SEcTION 1: INTRODUCTION

System Screens

There are two basic screen types: Menu and Application:
Menu Screens

Menu screens list application selections by group according to function (exception Monitor
Security Activity — see Section 2). All menu screen IDs end in menu (example: [fmntmenu] —
Master File Entry).

The menu screens have three elements: the list of choices, the highlight bar, and the Enter
Selection field. The highlight bar, controlled by the arrow keys, is used to make a selection to be
placed into the Enter Selection field. Screen access descriptions are given in Moving Between
Screens and Fields in this section.

A sample menu screen follows:

eplace|stored | WUNBM] [ecord L of 18] recoeds Found |
| [hal A, ] SESHE Ralnm Henu I
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Alarm Sruicing

Fassharkh #omar

Oounload Stalkus

Keyhaldur Zarme

Event < Poiuk Repart
Realtlre Pazxbouk Zune Reparl

Enter Selectlon:

Py Foreefst For

Add Hedeiitore [

Application Screens

Application screens use status windows and various fields for entering new data or displaying
existingdata. The screentitle is in brackets and on the same line and to the left of the screen title.
Most screen title IDs indicate screen function, e.g., entr (enter data), rprt (report). A sample
screen follows:
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Indicates replace or insert mode. With replace, entries overwrite existing data. With insert,
entries push existing data to the right. Toggle between the modes by pressing insert.

Indicates if the information displaying is stored.

Indicates the current screen mode (see Finding, Adding, and Storing Data in this section).
In some systems, this window is in reverse video.

Indicates if the zoom feature exists for a field (see Zoom Feature in this section).

Displays the number of records found as a result of a find request (see Finding, Adding, and
Storing Data in this section).

SCREEN EXAMPLES

SE 6000 screen displays show the path used to access the screen. For example, the final screen
used when setting up keyholders, [epj_entr], is accessed via three preceding keyholder setup
screens: [key_entr], [key1entr], [empgentr]. This useful feature considerably assists the new SE
6000 user when becoming familiar with the system. A sample [epj_entr] screen follows:
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USING SCREENS AND FIELDS

Selecting Screens

There are three screen selection methods:

1.  Use the arrow keys to select the menu choice. Press Enter to place it in the Enter Selection
field, and press Enter again to display the selection.

2. Use the arrow keys to select the menu choice, and press F2 to display the selection.

3. Press Enter anywhere in the list of choices to move the highlight bar to the Enter Selection
field. Press Ctrl +y to clear the field and type the title of the screen required and then press

Enter.

Moving Between Data Fields
Move between the application screen data fields as follows:
. To move forward through the fields, press Enter.
. To move backward through the fields, press Ctrl + u.

. To move between characters within a single field, use the left and right arrow keys.
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Moving to Prior Screens

Press F1 to return to the previous screen displayed. If required, continue to press F1 to return
to the system main menu.

FINDING, ADDING, AND STORING DATA

Finding Data

Use the find mode to locate and select data. A specific record (a single keyholder ID, for example)
or a group of records (all keyholders in a particular job category, for example) can be found.

For example, assume we need to find all keyholders assigned to tenant 2 who began work after
May 1, 1995. First, select the keyholder entry screen, [key_entr]:

NoTE

The keyholders are the object of the search, which is why we begin at the keyholder entry screen.
Tenant 2 and issue date are the search criteria.

1. Press F4 to clear fields and to enter the find mode. The third status field at the top of the
screen displays find.

2.  Press Enter to advance the highlight bar until you reach the first search item, Tenant, and
type 2.

3. Press Entertoadvance the highlight bar until you reach the second search item, Issue Date,
andtype 05/01/96. (Note: Enterthe date according to the format for your system, thatis, either
MM/DD/YY or DD/MM/YY )

4. Press F3 to begin the search process; the sixth status field displays finding. The length of
the search process will depend upon the size of the data base.

5.  When the search completes, the system displays the first record found and shows the
number of records found in the fifth status window (Record 1 of n). (If the system doesn't
find any records matching the search criteria, the message No Records Found displays.)

Use the down arrow key to display other records found in the search process. Use the up
arrow key to go back to previous records.

Searching With Partial Information

Records can be found using partial information. For example, to find all keyholders whose last
name begins with T, enter T in the Last Name field. The system also searches for several criteria.
For example, to find all keyholders who work for tenants 1 and 5, enter 1,5 in the tenant field. In
addition, you can enter less than (<) and greater than (>) symbols to narrow a search.
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The computer automatically changes to the update mode when a search completes, and the
records selected can be updated if required. To start another search, press F4 to clear the screen
and begin again.

Adding / Changing Data

The add modeis used toinput new records. Once arecord is found using the search mode, update
is automatically selected which allows the user to change the existing data.

If not already in the add mode, press F5 to clear fields and to begin adding. Press Enter to move
the highlight bar to the next field and type the data. (If a typing mistake is made, press Ctrl +y to
clear a field, Ctrl + f to delete characters in a field, Ctrl + u to move back through the fields.)

Many fields have default values, which are used if a field entry is not made. Default values are

used to simplify the entry process by automatically setting certain fields to commonly used values.
For example, many yes or no type fields, (Y / N), have Y as the default.

Storing Data

Store all additions and changes when completed — Press F6. IfF1is used toreturn to the previous
screen without first storing the new / changed information, all the new data is lost.

DELETING RECORDS

From time to time, it may be necessary to delete records from the database. The delete record
function is easy to perform, although some cautions are involved. To remove arecord from the
database, first display the record using the find mode, then press Esc, followed by d (lowercase),
then r (lowercase). If the operation can be performed, the computer displays deleted.

It may not be possible to delete records in some cases. For example, the system would not allow
areaderto be deleted without first deleting its associated access codes. Display the access code
records and delete the reader data appearing on them, then delete the reader record itself again.

CAUTION

Be careful when deleting certain records. For example, it is unwise to be hasty when deleting
keyholder records. Consider Employee A who occasionally entered a certain room where
valuable material is stored. The employee then abruptly left the company, and the keyholder
record is deleted. A theft is then discovered from the room, and from shipping and receiving
records it is determined that the theft occurred within a particular time frame. But with the
keyholder information now erased for Employee A, there is no way to link the transaction history
to a particular keyholder.
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ZOOM FEATURE

The zoom feature provides a fast method for accessing linked or dependent application screens
and for copying data from these screens to other application screens. When the feature is
available, zoom displays in the status bar.

Forexample, you are entering keyholder data (keyholder entry screen) but don’t know the tenant
codeforthe keyholder. Wheninthe tenant field, press F7 to zoomto the tenantentry screen. Once
there, use the find mode to see the tenant codes defined and to select the one you need or enter
anewone. ThenpressF1,andthe system automatically returns you to the keyholder entry screen
and enters the keyholder's tenant code in the fenant field.

Cancel Zoom

If you don't need data from the zoom screen, press Esc, then Ctrl + z to return to the previous
screen, or simply return using F1 and key over the returned data.

MISCELLANEOUS INFORMATION

. If you need help in any field in the system, check the instructions on the information line at
the bottom of the screen.

. Ifthe computer beeps and displays a message, or if you see the symbol '---' in the information
area at the bottom of the screen, press Enter to let the computer know you've read the
message. The computer will not allow further action, and will beep each time you press a
key until you press Enter to acknowledge.

. Occasionally, a screen will not display properly. This can occur when accessing the system
from a remote dial-in terminal via a modem or when the system administrator sends a
message. If this happens, try using Ctrl + r to redraw the screen. To completely clear the
problem, log off the system and log on again.

. To save time when moving around the SE 6000 system, it pays to learn the screen titles of
the most commonly used application screens (see the screen location trees and the table
at the end of this section). For fast screen access, type a screen title in the Enter Selection
field (press Enterin any menu screen), then press Enter and the systemimmediately displays
the screen. Note that you should delete any characters remaining in the Enter Selectionfield
before you select Enter.

LOGGING OFF

When the SE 6000 session is completed, press F1 until you reach the main menu screen. From
here, press F1 again; the computer asks for log off confirmation. Enter yes (full word) and press
Entertoleave the system. (You can also type exitin any Enter Selection field to leave the system.)
After log off, the computer displays the login prompt again.
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IMPORTANT

Log off the SE 6000 system formally before you leave the terminal. If you do not log off, any action
taken by the next person at the terminal will appear under your name.

SHUTTING DOWN

Always use the following procedures, in the order given, when powering off the SE 6000:

1.  Gotothe mainsystemterminal (system console). This terminal has overall computer control
and displays all system messages.

2. Log off the system using the procedures given in the previous subsection.

3. Log in using the SHUTDOWN login. Your system administrator will provide you with the
password. If other users are still logged on, you may have to press Enter to continue the shut
down process which will forcibly log off other users.

Step 3 automatically shuts down the SE 6000 system in an orderly way. The last message
displayed when the internal shutdown procedures have completed is Safe to Power Off or Press
any Key to Reboot. Itis now safe to power off the computer. To restart the computer, press any
key and follow the instructions in the following subsection.

RESTARTING

Use one of the following methods, Automatic or Manual, when powering on the SE 6000 (the
shutdown / restart process is also known as rebooting the computer).

Automatic Restart

The SE 6000 has an automatic restart capability that reboots the system in the event of a power
interruption. If unattended, the Boot prompt displays for 30 seconds, then the auto-boot function
reloads the operating system and restarts the application including the pollers.

Manual Restart

1. Turn the power on; the computer displays Boot. Press Enter to continue.

2. After various messages, the computer displays Type Control-d to Proceed with Normal
Startup (or give root password for system maintenance). Press and hold the Ctrl key, and
press the d key (lowercase).
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3. The computerdisplays Enter new time ([yymmdd]hhmm). Change the date and time values
as required (do not enter the parentheses or brackets); press Enter when completed. To
keep the displayed date and time, press Enter.

4. The computer continues its startup procedures, and the login prompt displays after a brief
pause. If any other message displays apart from those noted here, just press Enter.

SYSTEM SCREEN TREES

The SE 6000 screens are arranged in tree structures, with hierarchies established from the
primary screen to the lowest level screens in each tree. Each screen has a unique title which
displays in the upper-left.

Appendix A: System Screen Trees

Tree structures for the first seven standard-product selections on the system main menu are given
in Appendix A:

. Monitor Security Activity

. Security Management Reports

. Master File Entry

. Master File Reports

. Key Inventory / Parking Stickers
. System Administration

Appendix B: System Screen Hierarchies
Appendix B lists all screens within their respective tree structures, along with a brief explanation

foreach. Leftcolumnindentions show the relative position of each screen within the individual tree
structures. Indented screens can be accessed only from the previous levelin the screen hierarchy.

OPTIONAL FEATURES

A variety of optional software packages are available with the SE 6000:

1Q. A report writer package that allows the user to select, sort, display and / or print database
information in a format specified by the user. It can be used for quick ad hoc enquiries or formal
reports. Once defined, report formats may be saved and rerun on demand.

CCTV Camera Switcher Control. Controls the actions of closed-circuit television system
switchers, allowing the system to switch video output from a particular camera to a specified
monitor. When used in conjunction with the system flexible event handling feature, this provides
an important method for monitoring system events.
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Controller Systems. Controller systems are computers running the SE 6000 local (LC) orremote
location controller (RLC) software. The LC system is a computer attached via dedicated lines to
the host. The RLC system is a computer attached via dial-up telephone lines to the host.

Elevator Control. Permits floor-by-floor control of elevator call buttons. When a keyholder
presents a key to a reader in the elevator, certain buttons, wired via computer-controlled output
contracts, can be enabled or disabled for use. The keyholder is able to select only those which
have been enabled for his / her specific access privileges.

Guard Tour. Schedules and monitors security personnel guard tour activities. Specifies certain
reader output points as guard tour points, and assigns the minimum and maximum times which
can pass between stops on the tour. The feature reports if tours have started too early or too late,
or if too little or too much time has passed between stations.

Parking Control. Controls and monitors a parking facility including employee and revenue
generating parking spaces. Includes keyholder and daily cash customer functions, tenant billing,
and overage features. Supported hardware includes point-of-sale terminals, automated ticket
dispensers, and gate control mechanisms. Produces detailed reports for keyholders, cash
customers, parking lot attendant activity, and keeps track of the number of cars in the lot on a
tenant-by-tenant basis.

Remote Dial-Up Interface (RDI). Permits communication with remotely-located 8xx-series
devices via dial-up telephone lines. The feature retains transaction information, and determines
when conditions at a remote site warrant a call to the host (alarm event occurring, log buffer
reaching a user-defined threshold, etc.). Frequency and call duration are determined by the user.
The host contacts remote sites in turn to access information and to transfer event logs.

Time and Attendance. Captures hours worked by each employee for transfer to a payroll or
accounting system. The feature can be programmed to:

. Generate specialized reports of time and attendance activity.

. Monitor the number of meals taken by a keyholder.

. Recognize early and late entrances and exits.

. All records can be edited and modified prior to transfer to another system.

Visitor Control. Tracks visitors, prints visitor badges (black and white or color), and creates
comprehensive reports of visitor activity. The feature also provides a record of who was visited
and the date. It provides the company name of the visitor if applicable.

WSE ID-4000 Interface. Integrates one or more Polaroid ID-4000 photobadging systems with the
SE 6000. Keyholder information and photo IDs created on the Polaroid system are transferred
viaaLAN or serial connection to the SE 6000. Badges can be printed on film oron PVC. Keyholder
maintenance may be initiated on either system; all data is stored in a single database resident on
the SE 6000.




SECTION 2
MONITOR SECURITY

ACTIVITY

INTRODUCTION

System monitoring and control is performed via the monitor menu, the first selectionin the system
main menu. The monitor menu screen is shown below.
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Notice this is a split screen, with the lower half constantly updated as transactions (any system
event) occur. Most monitor screens are divided this way, and for user convenience the screen
examples from this point on are shown without the transaction listings. Also, other screens not
accessed from the monitor menu in this section are reduced to show the required data fields only.

SECTION ORGANIZATION

The procedures inthis section are in the order shown in the monitor menu (above). The associated
subscreens also follow in order (the section table of contents reflects the hierarchies).
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FUNCTION KEYS

Beneath the transactions display are the applicable function keys for each screen, with the key
actions shown next to the key numbers. For most function key actions, the system displays
messages confirming that the action has been completed, e.g., POLLER STOPPED.

In general, F1 is used to exit from the current screen, and F7 and F8 are used respectively to

display the previous screen and the next screen within the set of screens that apply to the particular
data item being controlled or when there are more items then will fit into a single screen.

DATA ITEM SELECTION

Use the up and down arrow keys to select the dataitem to be controlled, then press the applicable
function key for the system action to be taken.

CONTROL FUNCTIONS MENU

Pollers

The Control Pollers screen displays point ID, description, status.
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Control Pollers Function Keys

F2 HALT. Stop a pollerwhen work s to be performed on devices attached to the poller or to reload
a poller parameter following a change.

F3 RESTART. Restartthe pollerwhen workis completed (system displays messages announcing
each device attached to the poller as it comes back online). If there are devices with system or key
checksum errors, perform a reset to the device.

F4 DEV COMM. This function monitors communication between the pollers and the device pollers.
In normal operation, the devices are asked for information by the pollers many times a second,
and with a properly operating system the controller screen updates rapidly.
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When F4 is pressed, a second screen displays showing the connections between the host and
the devices of the particular poller selected:
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Poller-device communication should be one of the first items checked whenever there is an
apparent problem with the system.

Devices

The Control Devices screen displays point ID, description, status, tamper, shunt. Applies to
NexSentry, 422, and 8xx-series ACUs.
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Control Devices Function Keys

F2 DEV STAT. Device Status—When F2is pressed, a second screen displays showing the status
of the particular device selected:
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F3 DEV RSET. Device Reset—Used when setting up new ACUs orreestablishing repaired ACUs,
or when the integrity of the data currently resident in the ACU is suspected. Downloads all host
device data to the ACU and silences a latched alarm.
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F4 KEY RSET. Key Reset—Used when setting up new ACUs or reestablishing repaired ACUs,
or when the integrity of the data currently resident in the ACU is suspected. Downloads all host
key data to the ACU.

F5 SHUNT. Shunt a device.

F6 UNSHUNT. Unshunt a device previously shunted.

Locks

The Control Locks screen displays point ID, description, lock status, shunt, sensor, coax, door
status.

[woniter] Tus Har 36 16:%2 [No Beplid e ] FLARGS PHD:1 ACT:6 |

ALL EMOOHPASS 1HG Control Locks
ol b, Prsocp et o Lok Btat  Shont  Jeqeme

@121 F1 D2 A3 (20ME 45) Freerrm MORMAL HOFRAL  Hen
Alzz F1 D2 RZ [EDFE 1) TEEETEET MORMAL  HORAAL 7Tr7ieTee
1111 F1 D1 K1 TEETETT MORMAL HORMAL  H-R
111z F1 D1 R3 FEETTET MORML HORMAL Hen
1113 F1 M1 AY EETEEE MWL HIRARL A1
3116 SeEE ROR 1 LOcK FAIL HOFHAL H#
JL20 o ADR 2 LK MORMAL HMORAAL M+
31T =easd ADR 7 LOCK MORMAL MORHAL H-A

Control Locks Function Keys

F2 LOCK. Lock selected door. If no door is selected, F2 locks all doors in the zone.

F3 UNLOCK. Unlock selected door. If no is door selected, F3 unlocks all doors in the zone.
F4 TIME OPEN. Unlock selected door for the amount of time programmed at the ACU or on the
readerentry screen. Ifnodooris selectedinazone, F4 unlocks alldoorsin the zone for the amount

of time programmed.

F5 SHUNT. Shunt a door.
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F6 UNSHUNT. Unshunt a door previously shunted.

Input Points

The Control Inputs screen displays point ID, description, point status, tamper, shunt.

ALGRHS PHD: 1 GCT: 6

[woenbtor] Hon Jum 17 1152 CCOMLEY. RO
Lanktool Impubs

ntid Deserlplion Frnt Stat Tampor Shunt

eBEE 1. G, W PUsH BAR GPS3 HORHAL  WORHAL

BAGS 1.C. . LIGHTE GI'S4  HORHAL HKORHAL

BBFZ ANIHAL LHE GF53 HORHAL  HWORAAL

HB7Y AMIMAL LAE GF&:A HORHAL MURHAL

AlA3 X.FE. FAGREAGE EFITTER HORAHAL  HWODRHAL

@184 M. U, CARAGE SPITTER HORHMAL  WORHAL

Control Inputs Function Keys

F5 SHUNT. Shunt a selected input point. If no input point is selected, F5 shunts all input points
in the zone.

F6 UNSHUNT. Unshunt a selected input point previously shunted. If no input point is selected,
F6 unshunts all input points in the zone.

Output Points

The Control Outputs screen displays point ID, description, status, shunt.

[wenbtor] Bon Jun 17 1152 [COMLEY. RO 1 ALARAS PMTI: 1 BCTC A
Contral Outyputs
PrLld Descrlpllen Status
1163 PARKTHG LOT LIGHTS  HOAHAL
d1 A4 SUAVEILLANCE CAHERASR RCTIUE
4ZM3 HALOM CUONPUTEH HOWM HORHAL
4784 UATER SFRINKLERS HROHAL WA SIINT

Control Outputs Function Keys
F2 ACTIVATE. Activate a selected output point. If no output pointis selected, F2 shunts all output

points in the zone.

F3 NORMAL. Deactivate a selected output point. If no output pointis selected, F3 deactivates all
output points in the zone.

F5 SHUNT. Shunta selected output point. If no output pointis selected, F5 shunts all output points
in the zone.
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F6 UNSHUNT. Unshunt a selected output point previously shunted. If no output pointis selected,
F6 unshunts all output points in the zone.

Doors

The Control Doors screen displays point ID, description, status, and shunt of the door switches.

[Wonktor] Bom Jun 17 11752 [COMLEY. ROM 1 ALARAE PND:1 ACT!A

Cantrol Door
shunt

Frtld Pescripblon status
HBBE INTEMSLUE CARFE IS CLOSED

ARFA ANIAAL. [.AE DS CLOSED
a8l BINIMG HALL b5 CLOSED
AZH1 CHERTORLR DR CLOSED
1811 OGE IS CLOSED TIn SHMT
1BE1 COWNTHOLL, GATE D3 CLOEED

Control Doors Function Keys

F5 SHUNT. Shunt a selected door. If no door is selected, F5 shunts all doors in the zone.

F6 UNSHUNT. Unshunt a selected door previously shunted. If no door is selected, F6 unshunts
all doors in the zone.

Select Zone

The Select Zone screen displays zone, description, count, PBarea, PBtype, PBlevel (see F3
RSET CNT below).

[monktor] Frel Hae 18 1833 CADALM. 5Y5 1 He Alards Pending
ALL EMCOMNFRASSIMG Swelpcl Zone
Descripkicon Count

PBtypre

A ALL EWCOAFASS ]G I

L ALYHA LHE &0ME L) PERSIOMAL  HAKL LLIHAL
Z HARI* FASSBACK TEST ZDHE 2 B TERSDHNAL HARD LOCAL
A4 HARD PHRESENCKE TERT FOHE A A FERSOHAL  HART: LOCkI.
4 HARD ANWTL PASSEACE TEST A WEHICLE  HARD GLOBAL
% HART FREEBACE TEST EOHE B WEHICLE  HAKD GLOBAL
E GREFH ZDHE HORTH B FERSDHAL SOFT GLORdL.
¥  FROMT EWTRAMCES - HALH A PERSONAL  SOFT GLOTAL

Usethe arrow key to make the desired selection and press F2. Control activity remains exclusively
for this zone until you return to the monitor menu.

The keyholder count fields apply if passback control is in effect for the zone selected
Select Zone Function Keys

F2 SEL ZONE. Select zone.

F3 RSET CNT. If passback control is in effect for a zone, the following display:
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Count — Number of keyholders currently in the zone.
PBarea — Passback zone type—personal, vehicle, none.
PBtype — Passback type —hard, soft, none.

PBlevel — Passback control—global (host), local (ACU), none.

Note that zone count is automatically reset whenever a zone is selected.

Multi-user systems employ record locking techniques for keyholder file maintenance, and locked
records are not updated by the passback routine that maintains keyholder location. If this occurs,
the keyholder countis correct, but the passback zone report (which reads the keyholder file) does
not include the locked records.

F3 corrects the zone count where privileged keyholders (not subject to passback control) have

reentered a controlled zone without having exited in the normal manner or when the previous
defined condition exists.

REVIEW TRANSACTIONS (FULL SCREEN)

This feature displays all transactions in the review transaction memory. Typically, the last 3,000
transactions which occurred are available. To view the screen without interruption, new
transactions do notappearwhen using this function. If no keyboard action is taken with this feature
for a five-minute period, the system returns to the monitor menu. A sample full screen follows:

Top Tranmarctlon datre<tinc:

lacat lon

Fri Har 18 B7

B - B T

1384

Key

fMezzage

1B LE #H1 By 33: 9L 3493634 HLILLEUM, TIH  SHUNT PUINT
F113 7114 ALARA EMAOLE Av:48: 44 INFUT POINT ACTIUE
Flii4 ERIORTTY 1A ALARA AT -48: A4 PRIORITY 18 fl.ARHA
*114 PRIORITY 1A ALARM By a8 g7 #LARR CLEAK
113 7119 ALARA EMAHLE A7:48: 8¥F INFUT POINT HDRHAL
7ii41 PHIORTTY 18 nLARHA BY:48: 24 3199638 HT1.I.EUHM, TIH fdil.AkH ACKHOMI EDGED
*li4 PRIORTTY 16 ALARH B7: 48 24 BaLARA RESOLVELD

1B LC #1 By dd: 34 CUNTROLLEN CLRR ERMUH

ig LC #1 B7:4B8: 57 3433638 HMILLEUM, TIH LHSHUWNT MITHT

iR LC #1 A7 48:57 3188638 HTIL.EUH, TIH LHSHUNT POTHT

1A LC H1 B4l 2% 34999638 HILLBUMW.TIn SHUWT POINT

18 LC #1 Ar:41:31 3433638 HILLEUM, TIH LHSHUWT FO1HT

Z DATARASE FOLLER BY:41:43% 3199638 HT1.I.EUM, TIH M™ILLER ETIFPED

£ DPATABASE FOLLER B7i41i44 34993634 HILLEUM.TIH PMOLLER STARTED

1B LE #H1 By 4 q1 HULT CONH. XTLPPED

iB LC #1 Ar:4q1: 22 MOST CORA. STOFFED

iR LC #1 AT 4143 HOIRT CORAA. RTHRTED
TLEA 7EAF MAREIHG CHILR  BE:22: 17 999995999 AMIIH, SW5 REQUEST RELET KENE
F1E ALFHA LAE B1B #H7 BE:53: 1 USER LOGGED [HTD TERA
ELE ALPHA 10GE EIB H7 HE:GH: 3@ IEER [OGGEI BFF TERH

iiFry FormullachusrdiForward §

1ldext
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Review Transactions Function Keys

F2 BACKWARD. Page backward through the transactions.
F3 FORWARD. Page forward through the transactions.
F4 OLDEST. Go to first transaction.

F5 LATEST. Go to last transaction.

ALARM SERVICING

The system emits beeps when an alarm occurs, and displays the number of pending and active
alarm data in the upper-right corner of the monitor menu screen: Pending—alarm condition no
longer occurring but not yet formally resolved. Active—alarm condition still occurring. Begin
resolving alarms using the alarm servicing screen:

Alars Rpruboing - Cwerently Proading Alavas 19-ml-04 A9 GG
Blars 0 1o Pold Point Descriptlon Date Tive Tranm De=scriptlon

2172 1@ £124 BEISK ALARH B4#10-34 BE:56: 18 TRIDRITY 14 ALARH

Alarm Servicing Function Keys

F2 VIEW MAP. Press F2todisplay a map showing alarmlocation. Location indicated by the point
ID in a red rectangle (other map symbols do not display when an alarm is triggered).

F3 INSTRUCT. Instructions—Press F3to display a list of actions to take in response to the alarm.
F4 RESPONSE. Press F4 to display the alarm response entry screen. First enter Y or N in the
situation resolved field (Y cannot be entered if the alarm is still occurring—take action to halt the
alarm condition), then enter the actions taken. A printable record of these actions is written to disk

(see Section 3: Alarm Servicing Report).

F5 FAST ACK. Fast Acknowledge—Press F5 and the alarm is considered resolved (use with
caution because this does not allow entry of operator response to an alarm).

F6 SIL ALL. Silence All—Press F6 to silence beeping at all terminals.

REAL TIME CONTROL MAPS

System activity can be monitored using the system map function (created using the DRAWMAPS
function—see Section 4: Maps). The maps display triggered alarms (icon displays in red; goes
to yellow when pending), door status (message displays), device shunt status (message displays),
door unlocks (icon goes from black to white).
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CONTROL PROJECTS

The Control Projects screen (not controllable on LC systems—host only) displays project, status,
description, start, end. The control projects screen permits operator override of doors assigned
to projects which directly affects keyholder access.

[monbtor] Frl Hac 18 12:5EB

fil.l. EMCORPRRING

J Slalux
ACTIVE
INACTILE
IHACTIVE
L ACTIWE

INACTIVE
IHACTTUE
IHACTIVE
INACTIVE

Desoripklun
TEST FMMJECT
TEET FRIIECT
TEST PROJECT 3 - 7o DOORS

EMERGEMCY CURCUIT BIMiRD REUISTON PROJECT
HEU TEST PROJELT

LAUHCH

TEET FHRUIECT 4

TEST FIMJECT =G

CADH1M, SY5 1

Cantrel Frojreks

=1
==

Control Projects Function Keys

F2 ACTIVATE. Activates a project.

F3 DE-ACTIV. Deactivates a project.

He Alarmz Pending

Sbarl

92110115652
931 1A%E7IA
921 1 B30eEd
93121 7BH8A
5311 23HARE
a:1RE38E
9541 1 W~AHAEH
92111RBEAAE

F4 NORMAL. Normalizes a project based on start/stop dates and time.

ABORT TIMERS

End
116811556
9311862353
9311B52359
Sl A1 2358
3311252358
b gl L P o] )
33111824958
9311282353

The Abort Timers function (F6) allows you to stop interactive timers that have started.

OTHER FUNCTIONS

Printer Control

[wenbtor] Hon Jun 1Y 12°0A5 [COMLEY.ROH 1
Bl luale # Meaclive luy Prinlers

11
L]
ba
B2

ALLREAS PHD: 1 BCT: 8

Exilk

Reload Printer Inforsation
Turn Un Poinler 1

Turn On Printree 2

Control Printers Function Keys

F3 RELOAD. Reloads printer data from the host which resets the printer logic and font size.
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F5 PRNT ON. Switch printer #1 on or off depending on current state (used to control log printer
only).
F6 PRNT ON. Switch printer #2 on or off depending on current state.

Forgive Passback

A passback violation occurs when a keyholder uses their key to reenter a door without first using
their key to exit the same door. For example, a keyholder (number 1) uses their key and unlocks
the door. The system flags keyholder number 1 as "in." Keyholder number 1 passes their key to
keyholder number 2. When keyholder number 2 attempts to use the key, the systems gives
keyholder number 1 a passback violation. This was originally developed for parking lot control.
The system handles vehicle and personal passback separately.

To allow the keyholder to enter the area, use the forgive passback function.

1. Enter key number (or ALL for all keyholders); press Enter.

2. Press F1 to confirm the passback forgive.
Manual Access Granted

Used when a command key is not available (mislaid, stolen, etc.), this function allows the operator
to grant manual access following entry of the key number (system records entry). Enter the key
number and reader ID. Enter the keyholder ID if the key number is unknown. Manual access is
available for all keyholders at any reader regardless of access assignments.

Force Table Download

This function first writes database information to a text file, then transfers the information to host
memory and LC memory (if applicable). The functionis used during system servicing, and when
requested by customer support. A sample screen follows:

[menktor] Fel Hae 18 18:44 CADHIM, 5Y5 ] Ho Alarns Pending

1-Kry 12-Znnn 2X-bruRA8

Z2-Pialnt  13-Project 23-51LlE

I Accede 14 PrjRde 24 REA
Enter Fi1ld (A far Hll Tilesh A-Tlurrad 15-FwpPrj 25-Hap

b-DLcan 1o-RplBAY 2o~ DHR

¥ EnpAC 17 F=l'l

R-Event. 13-Tnstr

I-Tach 19-Holld

18 Dlale 20 Eleu

1li-fuert Z1-Hode
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When requested, enter the number of the table to be downloaded and press Enter. The system
requests confirmation — press F1. REPACK OK displays when transfer completes.

Remote Devices

This function is used to establish a telephone connection to a remote device to perform certain
actions, for example, unlock a door to a remote ATM for Service. Note that the remote device
remains connected until the operator selects the device and presses F3-Hang Up.

[Wonbktor] Med Oct 14 19217 [Ho Esplid Ee

Conkrol Fernobe

ALAERAS PHI: 2 ACT:A

Frbld Descrlpblon ; E Shiunt Last called
IEPMA P11l SE4FZ CDIAL UFY 71 e 1X-314EY 13:-HBP 1
TARA RIL.C TEUTICE FUEREET AN SHHT AS411-32 14:-31 H 1

TREL RP] 1 TD TOR 33 rrrrrrre

Control Remote Devices Function Keys

F2 CALL/HLD. Call device.

F3 HANGUP. Disengage connection.

Building Modes

18<PE/92 1o:-dB H H

Building modes — open, closed, limited — combined with the ACU report definitions provide an
extra level of security when the building is empty or a reduced number of staff are present. Door
switches and / or other monitor points active in the building open mode can be configured to
generate alarms if activated when the building is in limited or closed mode. Also, if open mode,
closed mode, or station readers have been defined, reader operation for those locations will
change when the building mode changes. For example, an open mode reader will not read keys

when the building is in limited or closed mode.

[remitec] Frl mer 13 18: 47 [AbalM, SYE
ALL EHCOHPASSIHL
ntid Descrlpkian

ACU

H1HH DIAL-UF %58 H1 TR CLUOSED
@241 TIH'S ERESX HZ DHLIHE OFEN
A9A2 TIH'S ER4E HA NHI.THE NFEEN
ddd3 ALPHA LRB 89453 =18 OFFLIME OFEN

Control Building Modes Function Keys

F2 OPEN. Change current building mode to open.

Contral Buildlng Mode
Statws  Building Hodr
@21 LC Ii1 REWOTE 422 @ THFFTT CLOSED

Ho Blarms Pendlng
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F3 LIMITED. Change current building mode to limited.

F4 CLOSED. Change current building mode to closed (takes approximately one minute to
complete). If a device input point configured to prevent building closure is active, the building will
remain in the limited mode until the point is cleared.

Full Screen Monitoring

Displays system logs in a manner similar to the review transactions feature (see Review
Transactions—Full Screenin this section) exceptthat new transactions display as they occur. Use
F8 to toggle between full and half screen displays.

MISCELLANEOUS INFORMATION

Disk Almost Full Warning

This feature warns operators when the disk drive has reached a specified percentage of its total
capacity:

Top Transackion datestimc: Thu Har 17 14:31:25 1334

lovatklon

1 HOST 14:31: 29 ) DIEK ALMOST FULL

When the warning appears, take immediate action to reduce the amount of data stored on the disk
(delete unwanted files, etc.).

This feature uses the DISKWARN keyword parameter located in the $DATAPATH/PARAMS.M
file:

Parameter Default Condition

DISKWARN keyword missing —  Defaults to 90%

DISKWARN =0 — Feature disabled

DISKWARN =n — Feature enabled; n is the range 1—99
NoTE

1. Shut down and reboot after changing DISKWARN parameters.
2. The DISK ALMOST FULL message is generated only once.
3. Since the message is generated only once, we recommend that system message #242 be

changed to an alarm event by changing the alarm priority field to a value greaterthan 0. See
Section 6, Transactions [tranentr] for details.
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Status Screen Function Timeout

Some system functions temporarily disable the realtime display until the sub-menu is exited. The
status screen function Timeout feature provides a user-defined method for controlling the length
of time that the realtime display is disabled. If the system does not detect any keyboard or mouse
activity for the number of seconds defined by the TIMEOUT parameter, the monitor program
returns to the previous menu and resumes realtime display.

This feature uses the parameter file $SDATAPATH/MONITOR, with the control parameter
TIMEOUT having a numeric value in seconds:

Parameter Default Condition

Parameter missing — TIMEOUT defaults to 0—feature disabled

TIMEOUT=0 — Feature disabled

TIMEOUT=n — Feature enabled using the numeric value n (five digits maximum)
TIMEOUT=600 — Feature enabled using the numeric value 600—600 seconds, default
NoTE

1.  The control parameter is read by the monitor program at log-on time and remains in effect
as long as the monitor program is active. A change to the Timeout value does not take effect
until the user logs off, and then logs back on to the system (reboot not required).

2. This feature is operational with the following screens:

A. The device communication function of the control pollers screen (see Pollers in this
section).

B. The device status function of the control devices screen (see Devices in this section).
Alarm Servicing — No Activity Timeout
This feature controls how long the alarm servicing screen displays when there is no keyboard or

mouse activity. On Timeout, the system exits the alarm servicing program and returns to the
realtime display of system events.

This feature uses the $DATAPATH/ALARMSRYV parameter file, with the control parameter
TIMEOUT having a numeric value in seconds: Acceptable values are:

Parameter Default Condition

Parameter missing — TIMEOUT defaults to 0—feature disabled

TIMEOUT=0 — Feature disabled

TIMEOUT=n — Feature enabled using the numeric value n (five digits maximum)

TIMEOUT=600 — Feature enabled using the numeric value 600—600 seconds, default
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NoTE
1. The control parameter is read by the alarm servicing program at log-on time and remains in
effect as long as the alarm program is active. A change to the Timeout value does not take

effect until the user logs off, and then logs back on to the system (reboots).

2. Timeout is deactivated when responding to an alarm in the alarm response screen.

Monitoring Security - Passwords

With enhanced monitor security function and the addition of password logic, any or all portions of
the monitor functions can be set up to require a valid ID and password combination before the
function can be initiated. In place of the factory-supplied status login, the user may create a similar
login ID, with or without password, and control access to monitor capabilities. While many
operators may use the generic login, individual users will have only monitor privileges consistent
with their own custom security profiles.

This feature uses the PASSWORD keyword parameter located in the $DATAPATH/MONITOR
file. The acceptable values are:

PASSWORD keyword missing —  Feature disabled
PASSWORD=0 — Feature disabled (default)
PASSWORD=1 — Feature enabled

This feature also requires that the user has a custom security profile. See also note #1 regarding
system upgrades with users created on an earlier version of the software.

Implementing the Feature

For additional information see Chapter 6, Adding a User.

1. Log on using an assigned login name and password, or use a generic login name (and
optional password) as required by facility procedures.

2. With the password feature enabled, any action attempted from the monitor for which
permission has not been granted causes the system to prompt for a login name and
password.

3. Ifthelogin name and password entered are valid, the associated security profile initiates the
action requested (see note #4).

4. If the feature is disabled or an incorrect login / password is entered, the system displays
PERMISSION DENIED.
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NoTE

1. Ifyoursystem has been upgraded, and users created on a previous release have been
saved, their user profiles must be updated with the new monitor security privileges. To
dothis, log on as addusers with the correct password, select system administration, and
then select add users. Update the security profile for each user as follows:

-  Enter the user ID

- Select modify—F5

- Press the return key through all fields
-  Store the updated profile—F8

Repeat for all applicable users. The new custom security information is appended
without changing the current privileges.

2. If the password keyword parameter is changed, users must log off then log back on
(reboot) before a change is recognized by the monitor program.

3. All functions that generate log messages are logged with the user ID entered to gain
access to the requested function.

4. Permissions associated with the entered login ID remain in effect until the operator
returns to the point where the login ID and password were required, or, if the status
screen function Timeout feature has been enabled, the screen itself will Timeout (see
Status Screen Function Timeout Feature in this section).

Modified Usage of Invalid Facility Code Log

This feature suppresses a keyholder's name from the monitoring screen and various reports when
an INVALID FACILITY CODE message is logged. In some cases, this resulted in a log message
erroneously associating a valid keyholder with an invalid facility. This function is automatic and
does not require operator action.

NoTE
This occurred with the 708 type device where different facility codes were used on different

buildings. Itonly applies to 1030/1040 cards with facility codes where a user has keys with multiple
codes.
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1.  This feature affects the following displays and reports:

- Monitor screen, both full- and half-screen displays
- Review transactions screen

- Point history report

- Keyholder history report

- Transaction history report - all sort options

- Archive history report - all sort options

2. Log records are not altered.




SECTION 3

SECURITY REPORTS

INTRODUCTION

Security management reports provide a permanent record of transactions, and are also used to
examine specific events. The reports are accessed through the security management reports
menu screen, [accsmenu], via the main menu. In this section, the reports are documented
following the security management reports menu sequence (see section table of contents). A
sample [accsmenu] screen follows:

roplace]stored — |WEPORN cecord  fof 18] |
| [malnmenul SE-SAS Haln Hew I
[accsmENU] securlty HanageWent Reports

Feuholder History Ropart
fcleetivwe Transackion

firress Conkeol Archior

Alarn Sreruicing

Fassback fone

Dounload Sletu=

Keyholder €one

Evenl # Polnl Repori
Reallime Pausbhack Zone Repoci

Enter Selection:

iIFy Forefist ForeE; :

All screens in this section show the system default values, with most screen fields requiring a
numeric range entry. For example, the default range for keyholders is 1 — 999999999 (to reduce
waiting time while a report is generating, enter the smallest range of numbers for each category
which will still provide the information required). Other screen fields include choices for a specific
data item, date ranges, regular or extended information, and report sequencing. When all fields
have been entered, press Enter (Yes - default) to begin report generation:

Frady Lo produwre Feport. OHoay o conlimee?Cyes-nodlyes)

| - - G- - I T

Once compiled, areportoutput selectiondisplays. Normally, 1 (systemreport printer) or D (display
at terminal) is chosen. Report totals are printed at the end of each report.
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NoTE

1. Some reports are over-wide (132 characters instead of the standard 80 characters), and
have been formatted to use a smaller print size not available with some terminals (HP printers
can handle the smaller print). These reports can be displayed but will 'wrap'; that is, some
lines continue to the next display line . In such a case, use the display option to check report
details, then use one of the print options to create a hard copy of the report.

2. For color PCs with Reflections 4 software, or an HP700/44, the display automatically
changes to the 132-column mode for any reports with lines exceeding 80 characters.

POINT HISTORY REPORT

The point history report, [phstrprt], lists transaction activity at a specific point. The report lists the
key number and name (if any) associated with a transaction, date and time, and description.
Tofacilitate processing, only the last 20 transactions are used. If more than the last 20 transactions
are required, use the transaction history report. A sample [phstrprt] screen follows:

[ phstrprtl Frint History Repart

Point [D: 3218 = RADIATION LAE m3ZLA

Point History — Sample Report

06/27/96 Packlett Industries PAGE 1
14:36 Point History
KeyhldID [Keyholder Name Date Time Access Description

166603 HALSTON RICHARD 06/24/96 16:50:47 MANUAL LOCK

166603 HALSTON RICHARD 06/24/96 16:50:46 MANUAL OPEN

166755 GREENE LORRAINE 06/24/96 16:50:45 MANUAL LOCK

166755 GREENE LORRAINE 06/24/96 16:50:44 MANUAL OPEN

161221 ROBINS JAMES 06/24/96 16:50:43 MANUAL LOCK

161221 ROBINS JAMES 06/24/96 16:50:42 MANUAL OPEN

163878 COUSINS TERRY 06/24/96 15:09:23 MANUAL LOCK

163878 COUSINS TERRY 06/24/96 15:09:21 MANUAL OPEN

165446 AVERY JOE 06/21/96 14:19:22 UNABLE TO UNLOCK DOOR

165446 AVERY JOE 06/21/96 13:55:47 UNABLE TO LOCK DOOR

KEYHOLDER HISTORY REPORT

The keyholder history report, [chstrprt], lists activities for a specific keyholder. Also, the reportcan
be used for tracking actions taken by a system operator. The report contains point or sensor data
showing where activity occurred, date and time, and description. To facilitate processing, only the
last 20 transactions are used. If more than the last 20 transactions are required, use the
transaction history report. A sample [chstrprt] screen follows:
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{eheleprel Kegholder Histary Reparl

Kegholder [D Hegholder Harme
12345 HCCARTHY ETELUEH

Keyholder History — Sample Report

06/27/96 Packlett Industries PAGE 1
14:36 Point History
Point Point Description Date Time Access Type
Keyholder 2771 Dale, Deborah
0225 RDI-8082-SEN2 06/27/96 09:32:52 ACCESS GRANTED
0221 RDI-8082-SEN1 06/27/96 07:34:24 ACCESS GRANTED
0215 RDI-8081-SEN1-READER 06/27/96 07:34:22 ACCESS GRANTED
0220 T&A READER 3 N/A 06/26/96 15:40:42 MANUAL OPEN
0210 T&A READER 2 OUT 06/26/96 15:40:40 MANUAL OPEN
0200 T&A READER 1 IN 06/26/96 15:40:34 MANUAL OPEN
0120 ELEVATOR FREIGHT CAR 06/26/96 15:40:31 MANUAL LOCK

TRANSACTION HISTORY REPORT

The transaction history report, [excprprt], lists all transactions according to selected criteria. The
transaction report function is used to create a who, what, where, and when report of all
transactions. This function includes information aboutthe ID and description of the pointor sensor
where the transaction occurred, the zone number of the point or sensor, the date and time of the
transaction, the type of access (for an access transaction) and the ID and name of the keyholder
involved with the transaction, ifany. Tworeporttypes are available: shortand extended. The short
report accesses all standard information; the extended report does the same but includes user-
defined field information. A sample [excprprt] screen follows:
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Transaction History — Sample Report

11/15/96 SHARPSMITH LABS, INC. Page 1

10:34 Access Control Transaction Report

Point Point Description Zone Date Time Access Type Keyholder Keyholder Name Key No
1 HOST 801 10/28/96 11:12:00 FORGIVE PASSBACK 661094 Stanling, Bob 34421
1 HOST 0 10/28/96 11:23:00 REPACK OK
1 HOST 801 10/28/96 13:37:00 FORGIVE PASSBACK 662886 Jonesman, Linda 32211
1 HOST 001 10/28/96 14:12:00 FORGIVE PASSBACK 656633 Buchmann, G.T. 34588
1 HOST 0 10/28/96 14:17:00 REPACK OK
1 HOST 0 10/28/96 14:49:00 FORGIVE PASSBACK 641918 Saunder, Rick 34876

ACCESS CONTROL ARCHIVE REPORT

The access control archive report, [acrtrprt], is identical to the transaction history report (previous
report) except that it reads data from an archive tape rather than from the system database.

ALARM SERVICING REPORT

The alarm servicing report, [almarprt], details actions taken by operators in response to alarms.
A sample [almarprt] screen follows:




SEcTION 3: SECURITY MANAGEMENT REPORTS
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sarl Segquence: 1 1) Date,
21 fone,
3» Pointk,

[alHacprt] Alarm Serulcing Repart
Lower Linit Upper Linkt
Foint 1D | 93319
fdlarn Date i AANRKFEE 11-15-"4E
dlarn Time od £Jd5959
filard Zane . B 33939
Serviced By 0 B 99999933
Trenant Mumber: A

Tlae, Poinbk
Dale, Timme
Dole, Tine
4) Spruiced 35, Dabte, Time

Alarm Servicing — Sample Report

06/27/96
15:01

PacAtlantic Racing PAGE 1
Alarm Master List

Alarm No Alrmtime Alrmdate Point Zone Resp Time Resp Date Clear Time Clear Date Serviced By

Point Descrip = CHEMICALS GPS 3

2851 09:18:00 06/26/96 20 3 14:19:05 06/26/96 11:10:10 06/26/96 Maintenance

Operator Response:

CALLED FIRE DEPT.
CLEARED BUILDING

OPENED VENTS

LEFT BUILDING

REENTERED WHEN ALL CLEAR

PASSBACK ZONE REPORT

Alarm Instructions:

PUT ON MASK

CALL FIRE DEPARTMENT IMMEDIATELY
EVACUATE ALL PEOPLE FROM BUILDING
OPEN EMERGENCY VENTS

LEAVE BUILDING

The passback zone report, [whowhere], lists keyholders currently presentin passback zones. The
summary selection provides totals by zone, while the detailed report lists specific keyholders. The
source for the information is the keyholder file. A sample [whowhere] screen follows:
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[ulhowherel Pazchack £ane Report

Lonwer LiWit Upper LiWit

Kewhalder IO 5 B qa5¥q949459
Tenank i 5|
Type of Passbach | d 1 Personal

2 Uehiculawr
d* Personal & Uehicular

Fasshack Zono i B 8 Nll Eones
1 - #3999 Sprcilic Jone

Sumrary<Oelail : 1 13 Xurmanry
L) Detailed

Sorl Sequence 1 17 Beghulder 1D
2? Mame, Hegholder 1D
3> Terant, Mane

Passback Zone — Sample Report

04/05/96 Easthaven Manufacturing Page 1
14:43 Passback Zone Report
Keyholder Key No Keyholder Name Tenant Pzone Vzone

1055699 83383 MAITLING, JACK 0 =il =il
1061128 84128 LYONS, CINDY 0 =il =il
1086201 83361 DENEUVE, DENISE 0 0 =il
1099004 86660 SMITH, PAULA 0 1 2
1100015 87083 MACKLING, JACKIE 0 =il =il
1116345 88883 FLYNN, SEAN 0 =il =il

DOWNLOAD STATUS REPORT

The download status report, [downrprt], is used to create an audit-trail of system information
change attempts, the devices affected, who attempted the changes, and when and if the changes
were successful. A sample screen follows:
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[douneprt] M™enlead Skatus Fepert

Hecord Type: B = Hll Flles

Starling Dale *HHHHR*= Frdlng Dabke 101415-7°89%

B ALL Files & Toan Deus. 12 fonex 18 lnsbleucts 24 ARk Cuniig
1 Key= ? Emp Grpm 13 Prsjocks 19 Hallday:n 25 Mape

Z Polnts B Euvent= 14 P ] Rirz 28 Elevater 26 DR Confiy
3 Bccesz Codes 9 Tazks 15 Enp Prjs 21 Modes

4 Tlne Codes 18 Dialers 16 Repart= 22 Mevlces

5 HA 11 Duerrldes 17 Fakl Saft 23 Sire Codes

Download Status — Sample Report

06/27/96
15:03

Nevadia Industries PAGE 1

Download Status Report

Serial # Key Value File Descrip Typ Date Time Maint By Status Point Point Descrip
21729 76 2 Points Chg 06/27/96 08:34 Paul Received & Processed 0 HOST
21730 76 2 Points Chg 06/27/96 08:34 Paul Received & Processed 60 1ST CNTRLLER
21731 76 2 Points Chg 06/27/96 08:34 Paul Received & Processed 61 CNTRL P28081
21723 21463 8 Events Del 06/27/96 08:31 Paul Received & Processed 0 HOST
21724 21463 8 Events Del 06/27/96 08:31 Paul Received & Processed 52 BAIL Cl CNTRL
21725 21463 8 Events Del 06/27/96 08:31 Paul Received & Processed 60 1ST CNTRLLER
21726 21463 8 Events Del 06/27/96 08:31 Paul Received & Processed 61 CNTRL P28081

Possible system messages for this report are:

Unprocessed — Information changed in the database, but has not yet been sent to the
communications program module.

Before Transmit — Information has been sent to the communications program module, but
has not yet been sent to target device.

Transmitted—Datahas been sentfromthe hostto the target device, butacknowledgment has
not yet been received from the target device.

Received and Processed— Information successfully transmitted by the host and success-
fully received by the target device (download completed).

ERR Transmitting Data— Error on host side of transmission. Normally, this means that the
host communications program module was unable to complete the requested download.

ERR Receiving Data— Information successfully transmitted by the host, but the target device
was unable to receive.
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KEYHOLDER ZONE REPORT

The report lists the most recent zone information for all keyholders that meet the search criteria;
however, information is not necessarily current. A sample [kyznrprt] screen follows:

[ hyzrrprtl Keyhalder Eone Report
Loawer LiHit Upper Limlt

Eryholder LD : H 39999950y
Tenant 5 i
Find Hy i 1 17 Zome

21 Area
Zone Humber : B 8} All dones

1 - 33599 Specific cone
ﬁr-n:u HIJHI'.'IEF‘ - E
SummarysLelal] 2 1 13 Surmary

£? Dekailed
Sorl Zequence 1 1) Heghaldee 11

£l Kegyhalder Hame Heyholdee 1D
13 2ane, Keyhalder Mame

Keyholder Zone — Sample Report

05/12/96 Vogler Vineyards Page 1
14:41 Keyholder Zone Report
Keyholder Keyholder Name Tenant Point Point Description Date Time Zone

10556 MAITLING JAMES
10564 LYONS SHELLEY
10569 MCDUFF GORDON
10622 DENEUVE DENISE
10643 SMITH PAULA

10701 HERALD RICHARD

3120 808sX RDR
3120 808sX RDR
3120 808sSX RDR
3120 808sX RDR
3120 808SX RDR
3120 808sX RDR

04/02/96 16:48:12
04/02/96 16:48:12
04/02/96 16:48:12
04/02/96 16:48:12
04/02/96 16:48:12
04/02/96 16:48:12

O oOoooo
NNMNNMNNMDNDN
O oO0Ooooo

EVENT / POINT REPORT

The event/pointreport, [evptrprt], lists the number of events of a particular type that have occurred
at a point or within a range of points. The report is limited to the current contents of the archive
history file. A sample [evptrprt] screen follows:
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Date<Time Frocesszlng! ]

Leuplrpet ] Fvent < Feint Report
Limueyr LippeEr

Foinbt 1D : A HL LK

Tranzaction Type: B E
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Tramsactian Date: s==sswwx  11-15.95
Trancactiaon Time: B 23505
Zaone Musber D=1 k2 L
dort Fegquence 0 1 1 = Paint ID

Transacthon Tupe

Event / Point — Sample Report

03/17/96 Security Electronics
09:15 Event/Point Report
Point Point Description Tran. Tran. Description

Page 1

Occurrences

1 HOST 231
1 HOST 242
2 DATA BASE POLLER 24
2 DATA BASE POLLER 25
4 808/422 POLLER 222
4 808/422 POLLER 224

PROJECT DEACTIVATED
DISK ALMOST FULL
POLLER STARTED
POLLER STOPPED
POLLER STOPPED
POLLER STARTED

REALTIME PASSBACK ZONE REPORT

NNMNRRPRPODN

Therealtime passback zone report, [rpasrprt], is essentially the same report as the passback zone
report (described earlier in this section), with one important difference. The realtime report is
created directly from shared memory instead of from the database. This feature substantially
reduces the amount of time necessary to find out where keyholders are currently located. This
can be very useful for monitoring hazardous areas, or whenitis important to rapidly determine the
number or identity of the keyholders in a particular zone.
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Lepasrprt]  Realtiwee Passback Zone Report

Lover Linit Upper Linit
Keyholder 1D ;B 939950933
Tenant B
Type of Passback ' 3 1) Fersomal
£) Uehicular
33 Personal & Vehicular

Passhack dome B By All Fones

1 - 98959) Epecific done
Summary’Detail 1 17 Sumnmary

Z) Detailed
Sort Sequence | 13 Keyholder 1D

£1 Mawe, Kegholder 1D
A) Tenant, Mame

REALTIME PASSBACK DETAIL — SAMPLE REPORT

03/14/96 McPowell-Angus Aviation Page 1

15:18 Realtime Passback Detail Report

Keyholder Key No Keyholder Name Tenant Pzone Vzone
223141 188954 McDaniels, Jeff 0 -1 -1
237473 140226 Wellington, Lambert 0 -1 -1
233974 195226 Du Pont, Michael 0 -1 -1
239965 200026 Senter, Carol 0 -1 -1
248366 180463 Pons, Antonia 0 -1 7100
249037 143511 Segwick, G.J. 0 -1 -1




SEcTION 4

MASTER FILE ENTRY

INTRODUCTION

The master file entry procedures are used to create and maintain the database. Allinitial system
data is entered following the methods detailed in this section. The data item menu screens are
accessed via the master file entry menu [fmntmenu], displayed via the main menu. A sample
[fmntmenu] screen follows.

ceplace|stored | NONCH — eesord lof 12l

[ Erntuend Haskor Tile Entry

Copy Heghalders

Bccesc As=lgnHenk

Copy Keuholder Gcocpss
ress Oefinitian

Tlhe Cade=

Hu l i days

Terants

Instruct lons

Harduare Conligquration
llI=ser Ie=lined InFornsatb lon
MHapx

¥Ynker Emlection:

Py Forefalat Formf 3] | dd Aede ®5tore

Some master file entry procedures are used more frequently than others. Forexample, keyholder
data is usually added, changed, and deleted daily. On the other hand, additions or changes to
system configuration information may occur only once every several months.

Screen Access

The procedures in this section are in the order as they appear on the [fmntmenu] screen (above).
Following each menu entry are the associated subscreens, again in order (the section table of
contents reflects the hierarchy). After the current screen has been saved (F6), most subscreens
display by pressing F2 but some display automatically.
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KEYHOLDERS

Four data entry screens are used to add new keyholders to the system, and to change or delete
existing keyholder information:

1. Keyholder Entry - Page 1, [key_entr]. Used to enter primary keyholder information.

2. Keyholder Entry - Page 2, [key1entr]. Used to enter optional keyholder information.

3. KeyholderAccess Entry, [empgentr]. Used to enteraccess codes, access groups (keyholder
access assignments), etc.

4. Project Assignment [epj_entr]. Used to enter projects, if applicable.

The first screen, [key_entr], is accessed from Keyholders (firstitem in the [fmntmenu] menu); the
other screens are displayed using F2 after the previous screen has been saved.

IMPORTANT

1.  All keyholder data is linked to the keyholder ID rather than by key number or name. This
allows the change or removal of key numbers from the system—a frequent requirement—
without affecting entire keyholder records.

2.  Forfuture reporting purposes, we recommend that the keyholder ID record be retained when
a keyholder leaves your facility. To block the keyholder ID from normal system processing,
enter zero for the key number in [key_entr], and/or delete access assignments (Esc, d, r)
in [empgentr].

Keyholder Entry—Page 1 [key_entr]

[hey entr] Keuhalder Entey — Page 1

Eeyholdre T

last Manpe : LLCET e[-'irsl. Manme: ELIZE

Hey Tgype! 3 Facllity Code! HAGA  Hey Mumber! LE74 PIN u: H

ATAMAGIA ELECTRONTCS, THTERMTL
TECHMICAL FUDLICATILIONE

Tenant Hupber: 4

Company 54

DepL 12 = SOFIWARE EMG1MEEH1HG

Locatlon 2 = ANTE CLARA. CH - TECHMASRT BLD

Job Cat 7 = SENIDR TECHHIGAL WRITER

shllt . | = HEHG 17HQ

Stalus o | - FT - EXEHPT

Issup Date : 1A-EF44 Iszue  Time: 14231

Aeturn Tate @ wHHkEaAH Peturn Time: wdbwa

Ui=zlkor: H Trace: M TFeluileged: ¥
Ferspnal fome @ 1 - HBLFH LAE E0ME

Uehicular £ome: 1 = HALFH& LAER 20ME

FRESS (FZ) (MEXT FORH} AT AMY TIME FORF FAGE < Rk Td ASX1GH ACCESS
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KeyholderID. Required in the Add mode (the system denies further screen access until this
field is entered). Enter a unique nine-digit maximum keyholder ID number (alphabetical
letters are not supported).

Last Name. Optional. Enter the keyholder’s last name.
e First Name. Optional. Enter the keyholder’s first name.

NoTE

Names are index-maintained rather than sequential, allowing quick keyholder record search
by name or partial name.

Key Type. Required. Enter the key type code number:

*
|

= No key (default)

1 1030
2 = 1040
3 = 1050
4 = 1060 and digital keys

Note that if the key type is unknown, use type 3. This can be changed later if necessary.

Facility code. Required for 1030/ 1040 key types. Enter the four-digit facility code printed
on 1030 and 1040 keys; example: DO34. Default is **** — No facility code.

Key Number. Conditional. Enter an eight-digit maximum key number. If you do not wish
to select a key number at this point, the system default O is entered automatically.

PIN # (personal identification number). Required if certain keypad identification equipment
is used with your system (MCCI or VIP-2 poller); otherwise, disregard this field.

Tenant Number. Optional. Enter a four-digit maximum tenant code (zoom available).
Default is tenant 0.

User-defined field titles. Using the control file maintenance screen (see Control File
Maintenance [ctrlentr] in Section 6), these field titles can be changed to suit the individual
user. Entries are numeric and pointto a description table. (Applies also to fields usr1 through
usré, and Remarks, in [keylentr].)

Company —  Keyholder's company name

Dept —  Keyholder's department name
Location —  Location of keyholder's department
Jobcat — Keyholder's job category

Shift — Keyholder's normal working hours

Emp Stat —  Keyholder's status
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Issue Date. Optional. Enter the date that the access control card for the keyholder will
become valid. Defaultis current system date. Note that a future date will not permit access
until that date is reached.

Issue Time. Optional. Enter the time that the access control card for the keyholder will
become valid. Note that this only applies with host access. Default is current system time.

Return Date. Optional—Recommended if keyholder is a visitor (see Visitor below). Enter
the final date that the keyholder's card will be valid. Defaultis ******** — No expiration date.

Return Time. Optional—Recommended if keyholder is a visitor (see Visitor below). Enter
the time on the final date that the keyholder's card will be valid. Default is blank—No
expiration time. Note that this only applies with host access.

Visitor. Recommended. AY/Nfield indicating if the keyholderis a visitor. IfY, itis advisable
to enter a return date and time (previous fields). Note that this is listed for reference only.
Default is N.

Trace. Optional. AY/Nfield indicating if the keyholderis to be monitored (movements traced

while in the building). Trace monitors doors, readers, and records. Using Trace causes an
extrakey trace log message. This feature is sometimes desirable if the keyholder is a visitor
(see previous field). Defaultis N.

Privileged. Conditional. AY /N field for ACUs supporting building modes and global anti-
passback. EnterY if this keyholder can change building modes at a remote reader and is
immune from anti-passback. Default is N.

Personal Zone. If passback is in effect, the zone where the keyholder is currently located
and reported to the system by the reader last used by the keyholder. When setting up the
database, use the default (-1, unknown).

Vehicular Zone. The zone (car park) where the keyholder's vehicle is currently located;
reported to the system by the parking lot reader last used by the keyholder. When setting
up the database, use the default (-1, unknown).

Keyholder Entry—Page 2 [key1entr]

The data entered in this screen is for information only. Field entry is self-evident (field titles usr1
through usr6, and Remarks, can be changed to suit the individual user (see Section 6: System
Administration). Note that data is unique and not selected as table reference (see user-defined
field titles, reference 9). Simply complete those fields required by your company, store (F6), then
press F2 to display the access assignment screen [empgentr].
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[keylentel Keyholder Entry  Fage 2
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Keyholder Access Entry [empgentr]

[Empgenle] kew Halder Accezz Enley

m.'l.'l:h'!-' e ﬁll.'l.'Eh-'!-' HI’.EI'.'E".:S
Code Aocess Code Desceriytion  EF5 Growp Access Growp Descrlptlon  Owerdde
_ OLMLD 3001 AENMA [AR TSHEEX M B 7

Access Code. Optional. Enter an access code number that applies to this keyholder (the
system automatically enters the access code description). Default is 0—No access code.

NoTE

There is no limit to the number of access codes that can be assigned, with the following two
exceptions:

1. Do not assign a keyholder more than one access code for a single NexSentry, 8xx
series, or 422 ACU.

2. The system will not allow you to combine two access codes with the same download
device ID number in one access group.

3. Do not assign two access groups with codes for the same download device ID.

SFS (smart failsoft option). Optional. Smart failsoft access codes are used when
communications between the host and ACU are disrupted for more than 15 seconds. Enter
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Y if the downloaded access code is to be sent to the ACU as a smart failsoft access code.
Default is N. Note that this is used only in conjunction with the host access codes.

NoTE

The smart failsoft option is not supported with any keys used in conjunction with 708P and
718P ACUs, but afunctionis built in to the units which does provide some measure of failsoft
protection in the event of a communications failure with the host.

The 708P and 718P ACUs can be programmed to accept up to 25 command keys, and
access is allowed when these are presented (eight doors maximum). Usually, the command
keys selected are those issued to managerial and engineering staff, and to persons
responsible for building maintenance.

This feature is limited to some extent in that time codes cannot be used in conjunction with

this special programming, and event entries (door opening records, in this case) are not
logged.

Access Group. Optional. Enter an access group number (no limit) that applies to this

keyholder (the system automatically enters the access group description). Defaultis 0—No
access group.

Note

There is no limit to the number of access codes that can be assigned, with the following two
exceptions:

1. Do not assign a keyholder more than one access code for a single NexSentry, 8xx
series, or 422 series ACU.

2. The system will not allow you to combine two access codes with the same download
device ID number in one access group.

3. Do not assign two access groups with codes for the same download devices.

0 Access Override. Optional (zoom available). Enter the access override code that applies

to this keyholder. Default is 0—No access override code.

Project Assignment [epj_entr]

If the keyholder has been assigned to a project, enter the project number using the [epj_entr]
screen (multiple projects can be assigned). Display this screen by pressing F2 after the access
assignment screen (previous screen) has been saved (F6). Note that the project function will not
work properly unless the host provides access control.
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A sample [epj_entr] screen follows. Enter the project number (zoom available) then press Enter;
the project description displays automatically. If multiple projects are to be assigned, enter and
store each one separately.

[ep] entr] Froject Assiygment
Fraoject Froject Description

’ EHERGEHCY CIRCUIT EORRD REVISION FPROJECT

COPY KEYHOLDERS

Copy Keyholder Information

Used when creating new keyholders who share data with existing keyholders, the [key_copy]
screen is an important timesaving feature. A sample screen follows:

Chevy copmyl Copy Kewhalder Infarmation
Keyhld ID Kew Mur Lazi Mape Firzk Hanme=
0 CFramy 2776 1367 HILLAR JOHM
Q| 1o zFraz 1374 GREY JANE

From. Enter an existing keyholder ID (zoom available). The system automatically supplies
the key number and the keyholder names.

To. Enter the new keyholder ID, new key number and new keyholder name.

System responds with Okay to continue? When complete. Enter Y and a new keyholder record
for the To keyholder is automatically created, with identical parameters as the From keyholder.
Changes and corrections for the new ID are made as required using the various keyholder data
entry screens.
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ACCESS ASSIGNMENT

Keyholder Access Assignment [egrpentr]

The [egrpentr] and [egrpentr1] screens, accessed from Access Assignment (third item in the
[fmntmenu] menu), are used as a fast way to make access assignments without using the
keyholder data entry screens. Data entry is the same as for the keyholder access entry screen
[empgentr]. The keyholder access allows only assignment permissions without access to
keyholder screen. A sample screen showing [egrpentr] and [egrpentr1] follows:

ITrgepentedd Kryholdow Aocress Assignaontk Enkry

Bwoesx ok Booess Bwcesx
Cude  Access Code Descreipblon ooly? Group  Acuess Gruop PMescrlplion Ouocide
S OUMLD 283 ALFHA LAB BRASR M a L]

COPY KEYHOLDER ACCESS [ergcopy]

The copy keyholder access screen, [egrpcopy], is used in the same way as the copy keyholder
information screen for copying keyholders with similar access assignments. This is especially
useful where multiple codes/groups are assigned on keys.

[ eqrpcopyl Copy Keyholder Access

Keyholdew IO €Fronyi 27783 LUCET ELISE

Kegholder 18 <Tur @ ZHHAT RALATON JERRY
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ACCESS DEFINITION

The access definition selection in the master file entry menu displays the access definition menu:

. Access Code Entry, Access Code Definition, Elevator Definition
. Access Group Entry, Access Group Definition

. Access Override Entry

. Fail Soft Entry

. Project Definition

Access Cobpe ENTRY [acdsentr]

Access codes are created using the access code entry [acdsentr] and the access code definition
[acodentr] screens. A third screen, [eleventr], is used for elevator codes.

Three access code types are identified—Centralized (Host); Distributed; Smart Failsoft:

Centralized (Host) — Used when the host computer makes access decisions. An exampleis with
global anti-passback, where in/out readers may be connected to different ACUs.

Distributed Access Codes — Distributed access codes are created for each ACU and are
downloaded from the host. When a card is presented to a reader, the ACU makes the access
decision. In some circumstances, the host computer may override an access request denied by
an ACU.

Smart Failsoft — These codes work only if the ACU is in smart failsoft mode. This occurs when
communication between the host and the ACU is interrupted for more than 15 seconds. During
normal operation (ACU communicating with the host), access requests from keyholders with
smart failsoft status are passed to the host for decision.

NoTE

Smart failsoft is not supported with 1050 keys used in conjunction with 708P and 718P ACUs, but
afunctionis builtin to the units which does provide some measure of failsoft protectionin the event
of a communications failure with the host. The ACUs can be programmed to accept up to 25
specific command keys, and access is allowed when these are presented (access may be forone
to eight doors). The feature is limited to some extent in that time codes cannot be used in
conjunction with this special programming, and event entries (door opening records, in this case)
are not logged.

A sample [acdsentr] screen follows:
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[acd=entr] Heeess Code Entiy

Broess Code 10: [
Tenant B — ALL EWCOAPASSTHG

Munload Dewlce [0 901
Code De=criptian @ 3AGEEX FILFUATOR OODE

PRERR {FZ» TO ASSIGH READERS & TIAES T THTR ACCESRS CODE

Access Code ID. Required. Enter a four-digit maximum access code number.

Tenant. Required (zoom available). Enter a four-digit maximum tenant code number.
Default is tenant 0.

e Download Device ID. Optional (zoomavailable). This field must be used if the access code

being created is to be downloaded to an ACU—enter the ACU ID number. Enter 0 (default)
if access decisions for this code are to be made by the host.

Q Code Description. Required. Enter a 30-character maximum description of the access
code, e.g., REGULAR DAY SHIFT, WEEKEND RECEIVING.

When screen entry is completed press F6 to store the data; the access code definition screen,
[acodentr], displays automatically.

Access Cope DeriniTioN [acodentr]

This screenis used to enterthe reader ID and time codes (four maximum per reader) that will apply
tothisaccess code. Eachreader ID entered mustbe added (F5) and stored (F6) individually. When
you finish data entry for this screen, press F6 again to store the completed access code definition.
A sample screen follows:

[acadentr] Becess Code Definitlan
Reader Tlme Tiwmes
] 1] Dezcriphion Code Range Fon Tue Wed Thu Fri 3at Sun Haol

:E TIH'S HRAA%X DNOR 2 i AA:-@A-77: 59 v W L ¢ o i y L
If this access code is to be a HH: 08 BH: HE H M M H M M M H
assigned to an elevator H HE - BO-HH - HH H H H H N H H H
reader, press F2 after en- B Hd:88-AH:BE H N H H H H M H
tering the Reader ID and
LUUCKALERE L ERRCTELY S0l FORF ELEUATOR CONTRAOL REMDERS. PRESS <FZ> (HWxt Forwd TOD ASS1GM QUTEUTS
evator Access Codes—fol-
lowing subsection.

Note that this action may only be done for readers defined as elevator reader types in the reader
definition screen.
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Reader ID. Required. Enter the reader number to be linked to this access code (the reader
description is automatically displayed). The reader numbers can be entered in any order.

Time Code. Optional. Enter up to four time codes, in any order, that apply to this access
code (the time code parameters are displayed automatically). Defaultis 0 whichis no access.

ELevAaTOR DEFINITION [eleventr]

The elevator definition screen must be completed if the reader type is an elevator reader (reader
type 5). Perform the following steps:

1.  When the Reader ID and Time Code fields have been entered in [acodentr], press F2 to
display the elevator definition screen [eleventrl—example below.

2.  Enter the output contact IDs (usually wired to the elevator cab floor buttons) to be closed
(activated) when access is granted via this reader. Store each item (F6) after entry. Use F5
to move to the next output contact ID line.

[eleventr] Elevator Definition

Reader/Point Id

8004 = Contact 4
8006 = Contact 6
8008 = Contact 8

Access Grour ENTRY [agdsentr], [agrpentr]

Tofacilitate assigning similar access privileges to large numbers of keyholders, the system allows
two or more access codes to be combined into an access group. Two screens are used: [agdsentr]
and [agrpentr]. Sample screens follow.

Laqd=entrl Bccess Lrowp Enbry

o Avcesy Gruwp 10!
8 Tenant H = BETH COMPUTERE

Crowgp Descobptiont WEEKEND UREKED TEST1MG

Access Group ID. Required. Enter a four-digit maximum access group number.

Tenant. Required (zoom available). Enter a four-digit maximum tenant number. Defaultis
tenant 0.
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e Group Description. Required. Enter a 30-character maximum description of the access
group.

When screen entry is completed press F6 to store the data, at which point the Access Group
Definition screen displays automatically. This screen permits you to enter the access codes that
will apply to this access group. Each access code entered must be added (F5) and stored (F6)
individually. When you finish data entry for this screen, press F6 again to store the now fully
completed access group.

NoTE

Host-controlled and downloaded access codes may be combined in the same access group, but
see Warning at the end of this subsection.

Access Group DEeriNITION [agrpentr]

[agrpenti] Access Grenp Definithon

Anress e SFR
Cude Buroess Code Descripklun unly?
34 RO ACCESS CODE H
4 MO DPEAATIMN HOST ACCESS CODE H
a7 FLEUATOR ROCESS CODE H
iy IME ALL ACCESS DOUMLOARD |
E ALPHA SBA5X S1AH ALLTINE<DOORS H

Access Code. Required (zoom available). Enter an access code, in any order, to be linked
to this access group. Each code must be added (F5) and stored (F6) individually.

Access Code Description. Automatically inserted by the system.

e SFS only? (smartfailsoft option). Optional. Smartfailsoft access codes are used only when
communications between the host and ACU are disrupted for more than 15 seconds. Enter
Y if the downloaded access code is to be sent to the ACU as a smart failsoft access code.
Note that this is used only in conjunction with host access codes. The default is N.
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WARNING

1.  Access codes that include the same reader(s) should not be included in the same group
unless one code is a downloaded code, and it has been set up with the SFS (smart failsoft)

flag setto Y. Mixing codes thatinclude common readers with different time codes may cause
unpredictable results.

2. Do not combine two access codes with the same download device ID in one access group.
3. Keyholders may have only one downloaded access code per ACU.

Access OVERRIDE ENTRY

Access override codes are typically used for visitors to restrict or allow access to specific locations

for specific time periods. This is a host function that must be used only if normal access is through
host access codes:

[acoventi] dopess Owesride Entry

0.exride “ode: 2
[iz=crigtior: TOE-C CHEYICALE [H USE

aiart Laie: HE"8b+ 95
End Date- HE1095

000 00

Freprizsicn: g

Override Code. Required. Enter an override code number in the range 1—9999.
Description. Optional. Enter a 30-character maximum description of the override.

e Start Date. Required. Enter the override start date.

o End Date. Required. Enter the override end date.

e Permission. Optional. Permission status. Enter Ato allow access; enter D to deny access.
Default is A.
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FAILsOFT ENTRY

708P ACUs can be programmed to recognize up to 25 keyholders (based on key numbers) for
use when communication with the host computer is temporarily unavailable. Known as failsoft,
the feature becomes active (access is granted) for these keyholders after 15 seconds following
the occurrence of the communications interruption (response is not available for specific time
periods, however). A sample screen follows:

Cf=_entr] Fail Solft Ewtru

Dpuice 10 gL - 7AdF PARKING CHTLR

Keuholder 1T BELEIG GLARD HEU e

Rreader 10 Arader De=cription Al loued

118 YD K1 EMTER Z0ONE A ¥
7128 YiE k2 EMIER #0NE E ¥
FL3H Taewl ENTER ZOME B Y
714K YoE DOOR 4 Y

DeviceID. Required (zoomavailable). Enter the device ID forwhich failsoftis to be assigned
(the readers associated with the 708P automatically display).

Keyholder ID. Required (zoom available). Enter the applicable keyholder ID (keyholder
name automatically displays).

e Allowed. Optional. Enter Y or N as appropriate for the individual keyholder. Default is N.

ProJECT ENTRY [prj_entr], [prd_entr]

This is designed primarily for high security facilities. Project is used to grant temporary access to
selected keyholders at project-controlled doors when a project is activated, while access for all
other keyholders who normally enter through these doors is temporarily denied. The projects are
continually monitored by the system and are updated as project status changes from activated to
deactivated, and vice versa. This is a host function that must be used only if normal access is
through host access codes. A sample [prj_entr] screen follows:
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[pei_Bntird Fraject Entry

Frojeact ID: 52
Pzzprifbivr: SECURLITY IWMEZPECTIOM

Slarting Date: @TCBLE atarting Ti-e: BE:g8d3

00 00

Ending Twiv:  @7<B1IE Ending Time:  [EEE

Project ID. Required. Enter a four-character maximum project ID code.

Description. Optional. Enter a 40-character maximum description of the project.

e Starting Date and Time. Enter the project's starting date and time in the formats MM/DD/
YY and HH:MM.

9 Ending Date and Time. Enter the project's ending date and time in the formats MM/DD/YY
and HH:MM.

Store (F6) data when completed; the project definition [prd_entr] screen automatically displays.
Enter the applicable reader IDs for this project (zoom available). Store (F6) each ID separately
when entered, then immediately press F5 to move the cursor to the next data entry point on the
screen. Repeat for as many readers as are to be included in the project. A sample [prd_entr]
screen follows:

Iprd_ontnl Frn jrot. elinitinn

Header 1d Reader Demccriphkian

LBRL 422 ENTRY W
1% 17 DODR =1 ALPHA
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TIME CODES [tmcdentr]

Time codes are normally used to define when points and readers are active. The codes are also
used to automatically lock / unlock doors, activate / deactivate output relays, and to initiate
recurring tasks. When combined with readers into access codes, the time codes define when
access is valid for particular readers. A sample [tmcdentr] screen follows:

©OQ

[ tmcdentrl 9 Time Code Entry
Time Code #i &Y - SPECTAL MODIFIED TTHE COTE

Starl @) End @ Hon Tue Hed The Fri Sal Sun Hol
HP-BA  1k:59 ¥y v b H K OH

(4]
(5]

Time Code #. Required. Enteratwo-digit (maximum) time code. If the time code is omitted,

the system defaults to time code 0 (zero). The default time code description is NEVER
ACTIVE, with start/end times of 00:00 and N (no) for all the day entries.

= (description). Optional. Enter a 30-character maximum description of the time code.

Start. Required. Enter a start time using 24-hour notation with an intervening colon.

Examples: 08:45 (8:45 a.m.), 19:15 (7:15 p.m.). If the start time is entered incorrectly, the
system either prevents further data entry or displays an error message (press Entertoreturn
to data entry). In both cases, reenter the time code using the correct format.

End. Required. Enter an end time All details for the Start field pertain.

Mon through Hol. Optional. The field represents the days of the week and holidays. Enter
Y or N as applicable for the new time code. Defaultis N.

HOLIDAYS [hol_entr]

Annual holidays must be entered into the system. The information is required so that the host
computer can determine whether access codes, auto-unlock functions, etc., need to be handled
differently for the specified holidays.

Fenl_rmirl bl idny Fntry
0 izl adAn M=t 1142800
@/ i v CUANCAUTNG |

Holiday Date. Required. Enter adate in the format MM/DD/YY (the system supplies leading
zeroes where applicable).
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Holiday Name. Optional. Enter a 20-character maximum holiday hame.

TENANTS [tententr]

L)

Two or more companies or groups can operate a single SE 6000 system, and they are referred
to as tenants. (If required, the system can also be configured to allow individual tenants to share
components.) Tenants may be unrelated occupants of the same or different facilities who use
a single SE 6000 to view and manipulate only that data which applies to them. One of the tenants
in a multiple tenant usage is the system owner who controls and has access to the entire system
at all times. The systems owner may also be the system administrator. The default tenant code
is 0 (zero), usually the system owner, who has access to the entire system at all times. A sample
[tententr] screen follows.

[Erntent ol Trenant. Enkry

Tenani Munber:
Tenanl Mame HESTIWGHOUSE SECURITY ELEEL.

Tenant Number. Optional. Enter a 4-digit maximum tenant number. Default is tenant 0.

Tenant Name. Optional. Enter a 30-character maximum tenant name.

INSTRUCTIONS [instentr]

© 00

Specific instructions are entered into the system to direct operators as to the action to be taken
when a specific point is activated (usually in response to an activated alarm). The instructions
display automatically on the alarm response screen, or may be selectively viewed from the
realtime control maps. A sample [instentr] screen follows:

[instentr] [retructicr Entry
Fotnl 10 ¢ JFT - ALPHA 1AE HEESY 1
TEndnl s AZ¥HA L4 TZLH:

[r=tructicrs: CALL FIRZ TEFSRTHENT 1£3-9567
ACTT.ATE ZAT EMRCHATION STREH
TINELT FIRE DEPARTAERT SREU TO SCEHE
LFITE EUZRT LWL
FOTLFY BUILDAMG OPZAATLOYS HARAGER
BEEPER= 54321 (4BAY 957-p543

LELLLLE LR L L E L e L L T T L]
ol o D e e e e
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Point ID. Required (zoom available). Enter the point ID to which this instruction applies.

Tenant. The tenant number entered when this point was created is automatically entered
into this field.

e Instructions. Eight 40-character lines are provided for detailed instruction entry. Refer to

the sample screen for an example.

HARDWARE CONFIGURATION [confmenu]

The hardware configuration itemin the master file entry menu displays the hardware configuration
menu [confmenul]:

+ Zones + Device Report Definition

* Areas *  SE 422 PIN Definition

+ Pollers + SE 422 Hardware Definition
* Devices » Dialer Entry

* Readers » Site Entry Definition

* Points » ABA Configuration Entry

*  Auto Opens/Activates + DKR Configuration Entry

ZONES [zONEENTR]

Zones comprise user-selected system components grouped to facilitate system operation and
administration, and are required if the anti-passback feature is to be used. Zones may be defined
for vehicles as well as keyholders. A sample [zoneentr] screen follows:

[zrneentel fanmr Enkry

Zone Humber:

fone Mame - ALFHA 1LAR ANHE
Pausbhack freda | H

Pazsback Type

Fasshack 1ruel:

Zone Number. Required. Enter an four-digit maximum zone number. There is no default
for this field.

Zone Name. Optional. Enter a 30-character maximum tenant name. If this field is omitted,
the system fills the field with asterisks.
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e Passback Area. Optional. This field is used to indicate if passback is in effect for this zone.

Enter P if personnel passback is used, V if vehicle passback is used, N if passback is not
used. The defaultis N.

9 Passback Type. Required if passback (field #3) is either P (personnel) or V (vehicle) for this
zone. Enter H for hard passback; S for soft passback. Hard passback prevents access if
already in the zone; soft passback allows access and generates a passback violation
message. There is no default for this field.

9 Passback Level. Required if passback (field #3) is either P (personnel) or V (vehicle) for
this zone. Enter G for global (host-controlled); L for local (ACU-controlled). There is no
default for this field.

AREAS [areaentr], [areaentr1]

For reporting purposes only, passback zones may be grouped into areas. Reporting (keyholder
zone report) may be by zone or area, with the area report listing the zones contained in each area.
Assign a number and optional description for the area using [areaentr]; enter the applicable zone
numbers in [areaentr1]. Note that for local passback zones, ensure that both in and out readers
are controlled by the same ACU. A sample screen showing [areaentr] and [areaentr1] follows:

[areaentrll

Zone Zone Description

1 ALFHR LAH Z0HE

2 HARD PRSSERCK TIEXT Z0OME 2
BBL TEET @HHLUNCIATOR ZOHE
419 aLPFHA LAR 20ME

PoOLLERS [pol_entr]
IMPORTANT

The pollers and poller parameter files discussed below are normally installed and tested at the
factory or by your dealer. Please consult your dealer or WSE customer support before adding,
changing, or deleting poller information.

Pollers are device-specific application programs that communicate with the ACUs and the input
/ output controllers, and in addition to providing these communication links they perform many
other tasks. For example, the pollers make access decisions, report devices that are not
responding, and provide the means to reload devices with system and key data as necessary.
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The SE 6000 can run different pollers or multiple copies of the same poller concurrently but, with
the exception of the NexSentry, 8xx-series, and 422 ACUs, the pollers can be run with one device
type only. Poller parameter files are read when the poller programs start. The parameters define
the poller type, the physical port assignment, and other required control information.

Twenty-two poller types are currently in operation (codes 5, 20, 21, and 23 are not used):

1 708P — 708P ACU
2 Opto — Optomux 22 alarm monitor
3 Etp-Rdu — Stellar RDU 2000 monitor
4  Timer Poller — Interactive extended processing poller
6 808 — 8xx series / SE 422 ACUs
7 MCCI — MCCI keypad
8 Parking — Parking controller—Internal: No physical connection
9 Remote Dialer Schd — Remote dial-up interface controller
10  Elevator — Elevator control poller—Internal: No physical connection
11 Database — Database poller—Internal: No physical connection
12 Burle — Burle closed-circuit television (CCTV)
13  Vicon — Vicon camera switcher
14  Hand Geometry — Supports up to 32 hand geometry readers
15  Amdi — Amdi 102 / 103 magnetic stripe readers (supports up to 16)
16  Radionics — 6000/6500 Receiver
17 Nesting — Nested parking timer
18  Polaroid Server — Not used for Polaroid ID 4000
19  WSE XV Poller — Used for capturing images on an X-Terminal
22  WSE VIP2 Poller — Used with numeric keypad for entry of PINs
24  American Dynamcis — Closed circuit television (CCTV)
25 Pacom CCTV — Closed circuit television (CCTV)
26  Intercom System — Used to automatically switch cameras

A sample [pol_entr] screen follows:

Tpal_entre]l Foller Enbry

Faller (0 @ S e Foller Degerlptimn: BBES POLLER
Tennk ; B - ALL ERCOAPASSIMIE

Compuber ID: @ Qhuzr Hurber: 2

Paller Type! & = EBHA

Q000 O

Disable: H Zore Hunbers A - HA%

(8]

PollerID. Required. Enter a four-digit maximum poller number. There is no default for this
field.

Poller Description. Optional. Enter a 20-character maximum description of the poller. If
omitted, the poller ID number is inserted by default.
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Tenant. Optional (zoom available). Enter a four-digit maximum tenant code number.
Default is 0.

ComputerID. Required. Enter the ID of the computer on which this polleris to run. Default
is 0—host computer.

Poller Number. Required. Enter the number of the corresponding poller-parameter file.
Refer to the configuration sheet detailing the factory-assigned poller numbers.

© o0 o6 ©

Poller Type. Required. Use the zoomfeature (F7)to access the Poller Type Display screen.
Once there, arrow down to the required poller type, press F1, and the poller type number is
entered automatically into the Poller Entry screen.

e Disable. Not currently implemented.

0 Zone Number. Required. Enter a four-digit maximum zone number. Default is O.
DEevices

The most common devices used with SE 6000 system are the WSE NexSentry, 708P, 8xx-
series and 422 ACUs. Other devices supported include:

. Opto 22 input / output controllers

. CCTV switchers

. Radionics alarm panels

. One or more additional SE 6000 systems used as local controllers

With the exception of the NexSentry, 8xx-series and 422 ACUs, each individual device type
requires its own poller and associated hardware port assignment.

SiMpPLE / INTELLIGENT DEevICE TYPES

The terms simple and intelligent are often used to describe certain device types used in
conjunction with the SE 6000.

Simple Devices. With simple devices, the SE 6000 makes the access decisions and also
instructs the device to take various actions. The 708P ACU is a simple device, for example.

Intelligent Devices. Depending on system configuration requirements, intelligent devices can
be programmed to make their own decisions concerning access and actions to be taken. The
devicestypically have their own application software and/ or firmware, and they maintain theirown
internal data files which are used for decision making. The NexSentry, 8xx-series, and 422 ACUs
are intelligent devices, for example. As required, the intelligent devices can be set up to be
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controlled exclusively by the SE 6000 (deferred mode), to operate entirely independently of the
SE 6000 (local mode), or a combination of both.

Device ENTRY SCREENS

The following screens are used when setting up device types:

» 8xx-series ACUs — [dev_entr], [d808entr]

* NexSentry — [dev_entr], [nexsentr], [d818entr]
* 818-series ACUs — [dev_entr], [d808entr], [d818entr]
* 422 ACUs — [dev_entr], [d422entr]

* Allother devices — [dev_entr]

Device ENTRY [dev_entr] — ALL Device TyPEs

000 009

Complete the [dev_entr] screen when setting up any device. A sample screen follows:

[dew entr] Device Entry

Device 1D: E e Device Iescription: RD] {AERX E MODE =1
Tenanil : B — BLL EMCUMPAZEH 1M

Conputer Ik 14 e]"nller Humber: 1 GMd.ressi 1
fruice Typr: 4 = HRAER

Ualch Taq Tiner Count: d

Dlzable: W Eone Hunber: SBB RO E0ME

FRESS (FZ» T DEFINE DEVICE COMFIGURATIONS FOR BRE"S ONLY

Device ID. Required. Enter a unique, four-digit maximum device ID number in the range
1—9999.

Device Description. Optional. Enter a 20-character maximum description of the device.
If omitted, the system enters the device ID number in this field.

e Tenant. Optional (zoom available). Enter the tenant number applicable for this device.
Default is 0.

0 Computer ID. Required. Enter the ID of the computer that connects to this poller. Default
is 0 (host).

9 Poller Number. Required. Enter the number of the poller that connects to this device. This
information is available from your system installer and should be obtained before beginning
screen entry.
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Q Address. Required. Enter the address of the device. Since each poller can poll a number

of devices, the Address field is necessary to tell the host which device to poll. The address
ranges are included in the Device Type table (see following field). Note that the system will
not allow duplicate device addresses on the same poller.

6 Device Type. Required (zoom available). Enter the device type number in the range 1
through 23 (field 20 and 22 are not currently used):

Type Description Address Range (see previous field)
1 Host 1 only
2 Controller 1 — 8
3 708P 1 — 8
4 808S 1 — *16
5 Opto 0 — 15
6 Etp 1 — 16
7 MCCI 1 — 16
8 RDI 1 — 32
9 RLC 1 — 8
10 808SX/SN 1 — *16
11 818SX/SN 1 — *16
12 AMDI 102/103 1 — 16
13 NexSentry 1 — 16
14 Camera 1 only
15 SE422 1 — *16
16 Radionics 1 only
17 Polaroid ID 4000 1 — *16
18 818SC 1 — *16
19 808SXT 1 — 16
21 WSE VIP2 1 — 16
23 Timer Device 1 only

*Note that these are limited to 8 if used with host access.

Q Watch Dog Timer Count. Required for Opto 22 devices only. Indicates the action to be
taken if communication is interrupted between the host computer and the device. Enter:

0 — No action (default)
1 — Openontime-out
2 — Close on time-out

Q Disable. Required. A Y/N field indicating if the device is to be shunted at system start up

(Y). This is recommended to disable devices until they are physically connected into the
system. Default is N (device not shunted).

@ Zone Number. Required (zoomavailable). Enterthe zone numberapplicable for this device.
Default is 0.
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SE 8xx-Series Device CoNFIGURATION ENTRY [d808entr]

The [d808entr] screen must be completed for all 8xx-series ACUs (use F2 to display the screen
after the previous screen has been stored). A sample screen follows:

[dEREent ] BOE Device ConFiguration Entruy

Loug] Harg Fazmuprd Fepark Definition
1 E Oremi PASEL Tanpirr -1
22 A OFERZE PAYSSE Pourr Fail:- 1
I B TEZIE HEUE Ouerride = 1
4 L TESIC HE LM Hey [Delinltlon
52 i} TEST[ HEW Type L B = mE
hx E TESTE HEUE Aux, Type @ = =
7 F TESTF HEUF GFacilttq T OREER
q* F TESTir HELM: Alt Facility: A

Muta Freegiwe

a8 Hodem Definition: Tiu Cede 12 H
W BB et B, et L et et e e WM W Tine Code - 5]
AW M S WSt A W HUH B HHE HHB o Tine Code 3= A
L] B CELE LT A o o - ! Time Code 4= H

Humber 0f REetry TiWwps: mas ®HDHfP:DFF: Tarminal Port H Host Port
Building Clo=ed Tidecodes: THcdlr 8 Thcdd: 8 Teeddi B8 Toedds
Building Open RAewinder: A

Level,Name, Password. Required. Thesefirstthree fields are entered to identify up to eight
operators who will be permitted to set/change system parameters for a particular ACU from
the ACU terminal port. User 1 must be established (defaults to operator 1); operators 2
through 7 are optional. Enter the operator's security code (A through F), name and password.

The security codes A through F control the degree to which the operator may add/change/
delete the system parameters from the ACU terminal port. Code A has the most privileges,
code F has the least. For detailed information concerning operator privilege levels, refer to
the applicable ACU manual.

NoTE

The Level, Name and Passwordfields are specific to individual 804/808 ACUs and apply only
to operators logging in directly via the ACU's terminal port. The fields are not part of the SE
6000 control parameters.

Tamper. Optional. Enter the tamper report number if a report has been created (see

applicable ACU manual). The report states the system actions that will be taken if the ACU
enclosure housing is opened. Defaultis 0.
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e Power Fail. Optional. Enter the power fail report number if a report has been created (see

applicable ACU manual). The report states the actions that will be taken by the ACU should
a power failure occur. Defaultis 0.

Override. Optional. Enter the operator override report number if a report has been created
(see applicable ACU manual). The report states the actions that will be taken by the ACU if,
for example, a manual unlock or a shunt occurs. Default is O.

Type. Optional. Enter the number for the key type used. Defaultis 0.
NoTE

The valid key types are as follows:

— None
— 1030
— 1040
1050
— 1060
— 1050/ 1060 / Digital Keys

A wWN-=20
|

Aux. Type. Conditional. Auxiliary key type. A second key type, other than the one entered
in the previous field, can be entered here if applicable. Default is 0.

0 — None
1 — 1030
2 — 1040

Note: the previous two fields are applicable only to devices that support multiple key types.

8]
19
(10

Facility. Required for key types 1 and 2 (previous field). Enter the facility code assigned to
the keys. Defaults to **** if omitted.

Alt Facility. Conditional. Enter a second facility code to allow a different set of keys to be
used with this ACU. Defaults to **** if omitted.

Auto Forgive. Optional. Up to four time codes can be entered that execute the forgive
command at the ACU. Default is O (feature disabled if all auto-forgive time codes are 0).

808 Modem Definition. Not used.

Number of Retry Times. Not used.

XON/XOFF. Not used.
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@ Building Closed Time Codes. Optional. Provides up to four time intervals during which the
building should be closed. Defaultis 0.

@ Building Open Reminder. Optional. Ifthe building should be closed (indicated by the time

codes entered in the previous field), a reminder message is logged and repeated for the

number of minutes specified (0 to 240). Defaultis 0.

SE NexSeNTRY Device CoNFIGURATION ENTRY [nexsentr]

Complete the [nexsentr] screen for the NexSentry ACU and then press F2 Next Form to display
the [d818entr] screen. Enter all appropriate information and press F6 Store to complete the

NexSentry device configuration. A sample [nexsentr] screen follows:
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Level, Name, Password. Required. These first three fields are entered to identify up to eight
operators who will be permitted to set/change system parameters for a particular ACU from
the ACU terminal port. User 1 must be established (defaults to operator 1); operators 2
through 7 are optional. Enter the operator's security code (A through F), name and password.

The security codes A through F control the degree to which the operator may add/change/
delete the system parameters from the ACU terminal port. Code A has the most privileges,
code F has the least. For detailed information concerning operator privilege levels, refer to

the applicable ACU manual.
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The Level, Name and Password fields are specific to the NexSentry and applies only to
operatorsloggingindirectly viathe ACU's terminal port. The fields are not part of the SE 6000
control parameters.

Tamper. Optional. Enter the tamper report number if a report has been created (see

applicable ACU manual). The report states the system actions that will be taken if the ACU
enclosure housing is opened. Defaultis 0.

Power Fail. Optional. Enter the power fail report number if a report has been created (see

applicable ACU manual). The report states the actions that will be taken by the ACU should
a power failure occur. Default is 0.

Override. Optional. Enter the operator override report number if a report has been created
(see applicable ACU manual). The report states the actions that will be taken by the ACU if,

for example, a manual unlock or a shunt occurs. Default is 0.

ABA Site Group. Optional. The ABA site code group ID number.

Auto Forgive. Optional. Up to four time codes can be entered that execute the forgive
command at the ACU. Default is O (feature disabled if all auto-forgive time codes are 0).

808 Modem Definition. Not used.

Number of Retry Times. Not used.

XON/XOFF. Not used.

Building Closed Time Codes. Optional. Provides up to fourtime intervals during which the
building should be closed. Defaultis 0.

Building Open Reminder. Optional. Ifthe building should be closed (indicated by the time

codes entered in the previous field), areminder message is logged and repeated the number
of minutes specified (0 to 240). Default is 0.
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SE 818 Device ConFIGURATION ENTRY [d818entr]

Complete the [d818entr] screen for all 818-series and NexSentry ACUs (use F2 to display the
screen after the previous screen, [d808entr] or [nexsentr], have been stored). A sample screen

follows:
[dE1Eentr] HIB Dewice Configqurelion Enkmy € Fage [[ 2
PIH Seed - Hax PIN Retrle=: [
Ivress FIN Tigits o @ VIF Only Tioglts: 4
Trinl FIN' s ¥ [ure==s Report A
FIA Tlmeout I 1 Ducess Enable 'y

© 006 o6 ©

18]

PIN Seed. Optional. Enter the base seed number for generating PINs. The value entered

has priority over the system default PIN seed value entered with the [pndfentr] screen (see
SE 422 Pin Definition in this section). Defaultis 0.

Duress PIN Digits. Optional. Enter the allowed number of digits for a PIN duress code.
Defaultis 0.

Print PINs. Optional. AY /N field indicating if the PIN should be displayed once calculated.
Defaultis Y.

PIN Timeout. Optional. Enter the maximum number of seconds allowed between key
presentation and PIN entry. Defaultis 10.

Max PIN Retries. Optional. Enter the allowed number of PIN entry retries. Default is 4.

VIP Only Digits. Optional for keypad-controlled doors only. Enter the allowed number of
digits for the PIN (4—8). Default is 4.

Duress Report. Optional. Enter an action report number (1—32) indicating the action the
ACU is to take should a duress event occur. Default is 0.

Duress Enable. Optional. A Y /N field indicating whether the duress feature is enabled.
Defaultis Y.

SE 422 Device CoNFIGURATION ENTRY [d422entr]

Complete the [d422entr] screen for SE 422 ACUs (use F2 to display the screen after the previous
screen has been stored). A sample screen follows:
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Level,Name, Password. Required. Thesefirstthreefields are entered to identify up to eight

operators who will be permitted to set / change system parameters for this particular ACU.
User 1 must be established (defaults to operator 1); operators 2 through 7 are optional. Enter
the operator's security code (A through F), name and password.

The security codes A through F control the degree to which the operator may add/change/
delete the system parameters. Code A has the most privileges, code F has the least. For
detailed information concerning operator privilege levels, refer to the applicable ACU
manual.

NoTE
The Level, Name and Password fields are specific to individual SE 422s and apply only to

operatorsloggingin directly viathe ACU's terminal port. The fields are not part of the SE 6000
control parameters.

Duress. Optional. A number (1-32) which instructs the SE 422 which action report to use
should a duress event occur. Default is 1.

System. Optional. A number (1-32) which instructs the SE 422 which action report to use
in response to system events in the SE 422. Defaultis 1.

Op. Override. Optional. A number (1-32) which instructs the SE 422 which action report
to use in response to operator overrides performed on the SE 422. Defaultis 1.

Alarm Delay. Optional. The amount of time in seconds (10-240) that an alarm condition is
allowed to exist before the alarm contact is closed. Default is 30.
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PIN Timeout. Optional. The maximum amountoftime, in seconds, which can pass between
the presentation of a key and the entry of a verification PIN. Default is 10.

Max Inv. PINs. Optional. The maximum number of invalid PIN entry attempts to permit
before cancelling the key presentation. Default is 4.

VIPs Digits. Optional. The number of digits in the PIN number for doors using keypads only.
The range is 4 to 8. Default is 4.

Modem Definition. Not used when the SE 6000 is connected directly or in a dial-up
configuration.

Latched Contact. Optional. The number of the output contacts that are assigned as a
latched contact (0—51). Defaultis 0.

ABA Site Code Grp. Optional. The ABA site code group ID number.

EMPI Alt1 Code. Optional. Alternate EMPI site code #1.

PIN seed. Optional. The base seed numberused when generating PINs. The value entered
here has priority over the default PIN seed value entered on the [pndfentr] screen (see
Entering Default PIN Digits and Seed for an SE 422 in this section). Default is 0.

PIN Digits. The number of digits in the PIN code for this SE 422. The value entered here

has priority over the default PIN digits value entered on the [pndfentr] screen (see Entering
Default PIN Digits and Seed for an SE 422 in this section). Defaultis 0.

EMPI Alt2 Code. Optional. Alternate EMPI site code #2.

# of Retry Times. Used to inform a remotely connected SE 422 the number of times to

attempt to contact the host computer over telephone lines before considering a connection
to be currently impossible to make.

XON/XOFF. Terminal Port and Host Port: Used to inform the SE 422 whether XON/XOFF

flow control will be used at either of these two ports. Used for remotely connected SE 422s
only.

Bldg Mode Indicators. Conditional. Enter the input point contact number or output relay
number to initiate and display the status of the building mode.

Monitor — Input point contact ID (0 — 75)
Open, Limited, Closed — Output point relay ID (0 — 51)
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READERS

Duress Enable. Indicates with a'Y or an N whether the PIN duress feature of the SE 422
is turned on or not.

Show PIN. Indicates with aY oran N whether the PIN number should be displayed on alocal
terminal connected to the SE 422 after it has been calculated.

Building Closed Times. Enter up to four time codes used for building closure.

Building Open Reminder. Enter the number of seconds (0 — 240) that the building open
message is to display.

Readers are usually assigned to ACUs, but they may be used as standalone devices or linked to
other security monitoring devices. Twelve reader types (1 — 12) are currently defined:

1.

2.

10.

11.

12.

Access Control. Controls power to a door lock allowing or denying entry.

Time and Attendance (optional feature). Monitors keyholders' entry/exit movements.
Meal Monitoring (optional feature). Tracks number of meals taken by a keyholder.
Guard Tour (optional feature). Monitors guard check-in activities during guard rounds.
Elevator Control. Controls and limits keyholder access to floors.

Activate (optional feature). Enables keys for system wide use.

Deactivate (optional feature). Disables previously activated keys (see previous item).
Auto Key Entry. Allows automatic entry of card numbers.

Access with Keypad. Same as #1 except that a keypad is used in addition to the reader.
Keypad. Keypad only.

Access with Two-Man Rule. (optional feature). Same as #1 above except that two-man
rule is in effect.

MultiOcc Reader. Multiple occupancy reader. Similarto #11 except that it requires thattwo
keyholders enter and leave a zone together. Refer to the subsection that covers multiple
occupancy readers in this section for more details.

Data entry begins with the [rdr_entr] screen. (One additional screen each is used for readers
assigned to SE NexSentry, 8xx series, and 422 ACUs. Details follow this subsection.)
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READER ENTRY [rdr_entr]
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Reader ID. Required (zoom available). Enter a maximum four-digit reader ID number.

Reader Description. Optional. Enter a maximum 20-character description of the reader.
Default is the reader ID number.

Device ID. Required (zoom available). Enter the number of the device which controls this

reader. The related information (computer ID, poller number, address) automatically
displays when the ID is entered.

Sensor. Required. Enter the sensor port number of the ACU to which this reader is
connected.

Enable Point ID. Conditional (zoom available). Indicates a point ID that must be activated
before the current point can be activated. Enter the enable point ID number.

NoTE

The Enable Point is primarily used with closed circuit television monitors, but can be used
elsewhere. For example, a guard might need to personally recognize you and press an OK
button (activates enable point) before your card will work at an ACU (current point). The
system enters the default value of 0 (zero) if this field does not apply.
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Reader Type. Required. Enter the reader type number in the ranges 1 through 12 as
described above.

Assoc Reader ID (Associated Reader). Required if the reader is used in conjunction with
a keypad. Enter the ID number of the Reader used with the keypad. Default is 0.

Door Switch ID. Required. Enter the door switch point ID used in conjunction with this
reader. (If passback protectionisin effect, two readers may share a single door switch.) The
system enters the default value of 0 (zero) if this field does not apply.

Trace. A Y/N field used to indicate if all events at this reader are to be specially reported
(traced). Defaultis N.

Disable. Required. AY/N field indicating if the device is to be shunted at system startup (Y).
This function varies with different types of ACUs. Default is N (device not shunted).

REX Point ID. Required if the reader is used in conjunction with a request-to-exit (REX)

device or switch. Enterthe REX ID number. The system enters the default value of 0 (zero)
if this field does not apply.

T & A Dir. Time and attendance direction. If the time and attendance feature is used, enter
N—None, |—Global In, or O—Global Out. The default is N.

Unlock Time. Optional for NexSentry, 8xx-series, and SE 422 ACUs. Enter a time period
in seconds (1-240) that the door is to remain unlocked when a valid key is presented. Default
is 10 seconds.

Read While Open. Optional for NexSentry, 8xx-series, and SE 422 ACUs. AY/N field used
to indicate if keys are to be read while the door is unlocked. The default is N.

Reverse Lock. Optional for NexSentry, 8xx-series, and SE 422 ACUs. A Y/N field used to
indicate if the lock power is normally off (N) or on (Y).

Entering Zone. Optional. Enter the zone number for this reader, if applicable.

Leaving Zone. Optional. Used with anti-passback if reader controls exit from azone. Enter
the exit zone number.

Tenant. Optional. Enter a four-digit maximum tenant number. If omitted, Tenant O (zero
- system owner) is entered by default.

Tim Cd 1: ... and Mod. Both optional. Four time codes may be entered denoting when this
reader is active This function varies with different types of ACUs. Note that the downloaded
ACU will still operate in the field during excluded time periods. If omitted, the reader is never
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active. For Mod, enter a transaction modifier code (A, B, etc.) to customize log messages
and system actions (see Section 6: System Administration for details). The default for Mod
is 0 (zero); use the standard log message.

Auto Key ENTRY AND READER
The Auto Key Entry feature allows you to capture the key number from a key card and assign the
number as well as enter the card number automatically in the Key Number field of the keyholder
Entry [key_entr]screen. Before you can use this feature you must configure an Auto-Entry Reader

(Reader type 8). Perform the following procedures:

. Configuring the Auto-Entry Reader
. Automatically Entering Card Numbers

Configuring the Auto Entry Reader

—_

From the Main Menu, select Master File Entry and the Master File Entry screen appears.
Select the Hardware Configuration menu and the Configuration Menu [confmenu] screen
appears.

Select Readers and the Reader Entry [rdr_entr] screen appears.

Select F5 Add Mode.

Enter all necessary information, making sure that you enter 8 in the Reader Type field.
Select F6 Store.

N

S

Automatically Entering Card Numbers
Note before you use the following procedure, you should configure an Auto-Entry Reader.

From the Main Menu, select Master File Entry and the Master File Entry screen appears.
Select Keyholders and the Keyholder Entry [key_entr] screen appears.

Select F5 Add Mode.

Enter the keyholders's ID, Last name, and first name and press Enter after each entry.
Position the key card next to the reader and at the beep, press F7 AutoKey.

Select F6 Store and select F5 Add Mode to enter additional Keyholders.

To enter additional keyholders, repeat steps 4 through 6.

No ok wd =~

MuLTipLE OccupPaNcY READER

The Multiple Occupancy Reader (MOR) is similar to a reader that is configured for the two-man
rule requirement. The difference between them is that the multiple occupancy reader is also
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configured for a specific zone and includes the passback feature. In addition, the MOR and the
SE 6000 keep track of the people that are in a specified zone.

ENTERING A MuLTIPLE OccuPANCY ZONE

When a multiple occupancy zone is vacant, two keyholders are required to present their keys to
the reader to unlock the door; first one and within a prescribed time period, the other, unlocking
the door. Once three or more people are in the multiple occupancy zone, the reader works like a
standard reader, that is, as an individual keyholder with rights presents their key, the door is
unlocked, either entering or leaving.

VACATING A MuLTIPLE OccuPANCY ZONE

Vacating a Multiple Occupancy zone, requires that the last two keyholders present their keys at
the same time, first one and then within the prescribed time period the other, unlocking the door.

ReADER REPORT DEFINITION SCREENS
The reader report definition screens, [rdrientr], [rdr2entr], [rdr3entr], and [rdrdentr] are used,
respectively, when setting up a reader to operate with an SE 8xx-series, 422, or NexSentry ACU.
Press F2 after storing the data on the [rdr_entr] screen; the appropriate second screen

automatically displays.

SE 8xx-Series READER REPORT DEFINITION [rdrientr]

Ledrlentrl EWH Header Reporl MeFlnliion

o Feader Hode
Forced Open
Hocess [ranted
Coax Fallure

Key Trace
EMit kranted

Dloor Open Too Long 1
Hooess Denied 1
Sensor Fallume 1
Hsa Failure 1
Enit Denied 1

—l-Nl—l-ﬁ.ll—l-H

Reader Mode. Optional. Enter the appropriate reader mode number. This is used for
building modes. The default is 0.

0 = Normal, 1 = Open, 2 = Closed, 3 = Station

The remaining fields, Forced Open through EXxit Denied, require a report number entry. The word
report in this context identifies a user-defined action or series of actions that the ACU is to take
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in response to various events occurring within the system. (The field titles indicate the event
types.) See Device Report Definition in the section and the applicable ACU manual for detailed
information.

SE 422 Reaber ReporT DEFINITION [rdr2entr]

L rdrZentel SEA9YY Header Report Delinitlon
Feader Mode N
Prozimlitw Type | Eroximitw Code ! a
Keypad Tupe I Keypad Code ! a
Hag Strlpe Tupe @ @ May Stripe Code a
Forced Qpen 1 Poor (e Too Leng: 1
Fccess brantcd 1 Necess benicd 1
Key Trace HE Exit Ihenied N
Exit Lranled 1 Ooor (mEpul Relay @ CAE
bEf Conflyuralion @ © ABA Couflyuralbon @  HHHH
) veypad Enable: H Open Llnkted Cloced
() Keypad Active Imrlng Bullding Hodes: | N H
¢li) Krupad Active Turing Tidecodes: 17 A 2k @ d2 8 1 B

Reader Mode. Optional. Enterthe appropriate reader mode number: 0=Normal, 1 =0Open,
2 = Closed, 3 = Station. Defaultis 0.

Proximity Type. Enter the proximity type: 0 = Sensor interface, 1 = DigiKey reader.

Proximity Code. Enter the proximity reader node number: 0 = None, 15 = 1st proximity

reader node number, 16 = 2nd proximity reader node number

Keypad Type. Enter the keypad type: 0 = VIP2, 1 = MSRKS.

Keypad Code. Enter the node number for the VIP keypad: 0 = None, 13 = 1st keypad node
number, 14 = 2nd keypad node number.

Mag Stripe Type. Enter the magnetic stripe type: 0 = MSR, 1 = MSR5, 2 = MSRKS.

Qo® 6 6 ©

Mag Stripe Code. Enter the node number for the magnetic stripe reader: 0 = None, 17 =
1st magnetic stripe reader node number, 18 = 2nd magnetic stripe reader node number.
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The following tenfields, Forced Open through Exit Granted, require the entry of areport number.
The word report in this context identifies a user-defined action or series of actions that the ACU
is to take in response to various events occurring within the system. (The field titles indicate the
event types.) See Device Report Definition in the section and the applicable ACU manual for
detailed information.

@ Door Output Relay. Enter the number of the 422 relay.
DKR Configuration. Enter the ID number. Valid ranges of numbers is from 1-9999.

ABA Configuration. Enter the ID number Valid range of numbers is from 1-9999.

Keypad Enable. AY /N field to activate the associated keypad.

® 6 © 6

Keypad Active During Building Modes. AY /N field to indicate whether the keypad should
be activated during the building open, limited and / or closed mode.

@ Keypad Active During Time Codes. Up to four time codes

SE 818 ReAber ReporT DEFINITION [rdr3entr]

(~ o o)
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Reader Mode. Optional. Enterthe appropriate reader mode number. 0 =Normal, 1 =Open,
2 = Closed, 3 = Station. Defaultis 0.
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Proximity Type. Enter the proximity type: 0 = Sensor interface, 1 = DigiKey reader.

e The following thirteen fields, DKR/SCR Failthrough VIP tamper, require the entry of a report

number. The word report in this context identifies a user-defined action or series of actions
thatthe ACU is to take in response to various events occurring within the system. (The field
titles indicate the eventtypes.) See Device Report Definition in this section and the applicable
ACU manual for detailed information.

DKR Configuration. Enter the ID number. Valid range is from 1-9999.

VIP Enable. Optional. AY/N/O field to enable/disable the VIP (Oindicates VIP only). Default
is N.

VIP Active During Building Modes. Optional. AY/N field to activate/deactivate the VIP for
building modes Open, Limited and Closed. Default is N for all three.

© © o0 o

VIP Active During Time Codes. Optional. Enter up to four time code IDs when the VIP is
to be active. Default is O for all four.

SE NexSeNTRY READER ReEPORT DEFINITION [rdrdentr]
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Reader Mode. Optional. Enter the appropriate reader mode number. 0 =Normal, 1 =Open,
2 = Closed, 3 = Station. Default is 0.

Proximity Type. Enter the proximity type: 0 = Sensor interface, 1 = DigiKey reader.
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e The following eleven fields, DKR/SCR Fail through Device Tamper, require the entry of a

© © o o

report number. The reportin this context identifies a user-defined action or series of actions
thatthe ACU is to take in response to various events occurring within the system. (The field
titltesindicate the eventtypes.) See Device Report Definition in this section and the applicable

ACU manual for detailed information.

DKR Configuration. Enter the ID number. Valid range is from 1-9999.

VIP Enable. Optional. AY/N/O field to enable/disable the VIP (Oindicates VIP only). Default
is N.

VIP Active During Building Modes. Optional. AY/N field to activate/deactivate the VIP for
building modes Open, Limited and Closed. Default is N for all three.

VIP Active During Time Codes. Optional. Enter up to four time code IDs when the VIP is
to be active. Default is O for all four.

PoINTs [pnt_entr]

Enter individual point IDs for all input and output points in the system.

Note:

There are eight hardware types (exclusively input and/or output contacts) that require a type
number and a point number when being set up in the database. You establish these devices using
the Point Entry screen and cause the log messages to differ depending upon point type:

1.

2.

Alarm. An input contact for monitoring conditions defined as alarms.

Door Switch. An input contact for determining the open/closed status of a door (only used
when associated with a door record.

REX. An input contact for determining the status of a request-to-exit switch.

Open On REX. An input contact for determining the status of a request-to-exit switch which
requires an action by the computer to unlock a specific door.

Not used.

General. An input or output contact for general purpose use. This function generates an
input active message.

Camera (optional feature). Input/output contact for camera system monitoring and control.
Spitter (optional feature). Input contact to indicate a ticket pull for a parking control system.

Guard Tour (optional feature). An input contact allowing guard tour activity monitoring.

A sample screen follows:
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kP euvice ID 1B = DIAL-UP 422 H1
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Point ID. Required. Enter a four-digit maximum point ID number.

Point Description. Optional. Enter a 20-character maximum description of the point. If
omitted, the system enters the point ID number into this field.

Device ID. Required (zoom available). Enter a four-digit maximum device ID number that

is attached to this point. Once entered, the system automatically enters the associated
computer number, poller number, and address fields.

Sensor/Board. Required. The sensor number or board number through which this point
communicates. A point may be connected through a multiple switch monitor (MSM) to an
ACU, oritmay be connected directly to other device types. Foran ACU, the number entered
is the number of the sensor connection to the device. For devices with directly connected
points (e.g., Optomux boards, alarm monitoring devices), enter 0 (zero), or the board number
if multiple boards are connected on the same poller. Note that for WSE 422, 0 is for input
points and 1 is for output points.

Contact. Required. For points connected through an MSM to an ACU, enter the MSM point
contact number (1, 2, 3, or4). For directly connected devices, enter the contact number for
thatdevice (0 through 15). Note for WSE 422, 0-75 is for inputs and 0-51 if for outputs. Refer
to the WSE 422 input/output tables at the back of this section.

Point Type. Required (zoom available). Enter the point type number in the range 1 through
9 as described above, or screen-check using F7 (zoom).
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0 Time. Required for point type 2 (door switch) and 6 (general, when used with an OPTO 22);
disregard for all other types. For type 2, enter the number of seconds before the door is to
be considered held open. The range is 1 through 240 (the defaultis 15 seconds and this is
the recommended value for normal usage). For type 6, and if this is an output point, enter
the number of seconds that the OPTO 22 output remains active. The range is 0 through 655
(0 indicates no time limit).

Q Point Mode. Required except for MSMs; enter 0 if this the case. Enter 0 (zero) if the point
is normally open; enter 1 if the point is normally closed. Default is 0.

Q Input/Output. Required. Enter I for an input point; enter O (letter O) for an output point.
Default is I.

@ Watchdog. Required for Opto 22 devices only. Indicates the action to be taken if
communication is interrupted between the host computer and the device. Enter:

0 — No action (default)
1 — Open on time-out
2 — Close on time-out

808 Report #. Required for points attached to 8xx-series ACUs. Note that this is used with

alarm generated points. Ifitis a door switch or a REX; it is defined on the second page of the
Reader screen. The word reportin this context identifies a previously-defined action that the
ACU is to take in response to specific events. Up to 15 reports can be defined for each ACU
(see the respective ACU manual for detailed information). Enter a number in the range 1
through 15 indicating the 808 report to be used. If omitted, Report #1 — report to host at all
times — is used by default.

@ Enable Point. Conditional (zoom available). Indicates a point ID that must be activated
before the current point can be activated. Enter the enable point ID number. This is only active
for host control points.

NoTE

The Enable Point is primarily used with closed circuit television monitors (CCTVs), but can
be used elsewhere. For example, in order to open a parking lot gate, a car must first be
sensed by a detector (enable point). Then when the proper keyholder uses their key, the gate
opens, allowing access.

@ Disable. Required. A Y/N field indicating if the point is currently disabled (Y). Defaultis N
(point currently active). Note that an intelligent ACU will only control host action not the
physical action at a site where the ACU reports a contact closure.
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@ Zone number. Required (zoom available). Enter the zone number applicable for this point.
The system enters the default value of 0 (zero) if this field does not apply.

@ Tenant. Required (zoom available). Enter the tenant number applicable for this point. The
system enters the default value of 0 (zero - system owner) if this field does not apply.

@ Tim Cd (1-4), Code and Mod.

Code: Required (zoom available). Four time codes can be entered to allow input
monitoring at this point. The default is time code #1.

NoTE

The system effectively shunts points and devices not covered by an active time code.
Recommend controlling events through reporting when using an intelligent ACU.

Mod: Optional. Log messages and system action can be modified using the custom
transaction modifier codes A, B, etc., (see Section 6, System Administration). Default
is 0 and uses standard messages.

AuTto OPENS / ACTIVATES

(o )

e. Tlmevwde! 16 - 10:59-L3:'H1 % ¥ ¥ ¥ ¥ H H H

The auto open / activate feature is used to instruct the system to lock / unlock doors, or activate
/ deactivate output points, for a predefined amount of time. Examples:

. A regular business door is configured to automatically unlock at a prescribed time each
morning. The time code then re-locks the door at close of business each day.

. Via an output point, a time code automatically switches on an outside light each evening at
a prescribed time. The same time code then automatically switches off the light at a

prescribed time the following morning.

A sample screen follows:

Lauloents] fule Opensdctivate Enicy
Ferlal = B .
Eradrr 1D

or Foint 10: [T - ELB &7 DOOk H*

Ztart End Honm Ture Hed Tho Fril Satbk Son Hol
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Serial #. A nine-digit maximum control number automatically generated and displayed by

the system when a new auto open / activate code is added. This information is not entered
by the user.

Reader ID or Point ID. Required. Enter the applicable reader or output point ID number.
e Timecode. Required. Enter the applicable time code.

Device REPORT DEFINITION [rdefentr]

Use this feature to create action reports for the SE 8xx-series and SE 422 ACUs. An action report
is a set of user-defined tasks performed by the ACU when specified conditions occur. The actions
are defined using the device report definition screen (sample screen shown below); the reports
are assigned using screens described in the device entry subsection. For complete descriptions
on how to use the report definition screen for the various ACU types, please refer to the respective
ACU manuals.

NOTE

The list of time conditions in the left hand side of the screen (Time Code A-C) and the task choices
running left to right, such as Send To Host are used to define actions. To define an action, type
a Y or N, or a number as appropriate for the desired task in the field under the appropriate task
choice. For example, if you want the report to send information to the host when the building is in
the open mode, type Y in the Bldg Open field under the Send to Host column.

Lrdefentr] Report Ieflnktion Enlry
Device [0 BHI = ALFHA LAE EHEZY Hid Repark £ 4
Send To Hosk Close Lakch Close Qutput
Bldy Open H N H
Bldg Liwkted H H H
Bldq Closed H H H
Tirm Code A 1 H 1
Time Code B [} A H
Tirr Cndr C A A A
q

Contacl Hum

Frink Asterisk With Log H Frevent Eldy Clasure H

SE 422 PIN DEerINITION

The number of PIN digits and the PIN seed must be defined and entered. The seed is used as
part of an equation to calculate PIN numbers assigned to keyholders.
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Assigned PIN numbers can be printed out (see Section 3, SE 422 PIN Master Report). Also, it
is possible, but not recommended, to override the system-wide default values entered here (see
Device Entry, SE 422, in this section). A sample data entry screen follows:

[prdEent ] Al 422 FIM Ity
PIh Digitsi & FIN sezl: [T

PIN Digits. Optional. Enter 4 or 5. Default is 4.

PIN Seed. Optional. Enter a number in the range 0 — 999999. Default is 0.
SE 422 HARDWARE DEFINITION

Various special-function subdevices may be connected to the SE 422. These include input

monitoring or output control devices (MIROs), proximity key or magnetic stripe card readers, and
keypads allowing PIN entry.

The subdevices as connected to the SE 422 are known as nodes on the SE 422 communications
network. A node is further defined by assigning it a point ID, by entering the device ID of the SE
422 to which the subdevice is attached, the communication address (node) number of the
attachment, the report number to use if the device fails, and the serial number of the subdevice.
A sample data entry screen follows.

| nadeinkrl S92 barduann Defaaliiom
Fo1atr 1L : 55585 = ¥-SPECIfL =W [PE REARJER
Oevice 10 : 4222 = 4Z¢ =5 ALPHA LAR

Ynde: Humhirr HI T

M Fzaluer Tiplt 2

Serial huqber i SRISEIELERTETLTE] PR

Point ID. Required. Enter a four-digit point ID and device description.
Device ID. Required (zoom available). Enter an existing SE 422 device ID.

e Node Number. Required. Note that each node device must have an address (or serial

number) assigned to it with the Serial Command during database setup. Enteranode number
in the range 1 — 18.
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0 Dev Failure Rpt. Optional. Enteradevice failure report numberinthe range 1 —32. Default

is 0 — No report.

6 Serial Number. Required. Enter the device serial number (imprinted on a rotary switch).

DIALER ENTRY

08 66 00 90000 09

An optional, factory-set remote dial-up poller must be established to enable the remote dial-up
feature for 8xx-series ACUs connect to an RDI unit or to a dial-up 422. The dialer entry screen
is used to enter various control parameters for the off-site ACUs. A sample screen follows:

Cdialente] Rermcie Dewvice Entru
Osuice IO : Fa1 - ALPHA L&E
Azzecioked Tallor [d: Ra1<5CHED POLLER Wi

Fhore Murier Legin Slrisg Fausuard
Hamcle: 49471497 HeHHHEY HHHEwEHH
Hos:1l @ . 9FHSdRd =i hed1 2z
Hozi2 @ mssWn e b ssnnkssn [ FE T mAREE
Plepm= 1 ¢ o of o nsef st ot B oo o e o WA

Ha fctivwliy Discannnck Snecand=: 98

BLCsPD] ekould: Call when alarm occdez: ¥ Dial bBack: M

Mumber 3f Tranzactions to heold: =BEA
li:=t Fertry  Yimimee CAll Ma= Call
Maaudies ndare! z LA s |
Schedule Hext La-l on B3<21449% o HE: &
Uak= Tire
Statistics far lasi successPul call: @F-18-95 1p: 149
Humbeyr af failec call attewpis zirce 1l=st Diccess: @

Type LCounk
+ 2

Device ID. Required (zoom available). Enter a four-digit device ID number (system

automatically displays device description).

Associated Poller ID. Required (zoom available). Enter the remote dial-up (scheduler
poller) poller ID number assigned to this device (system automatically displays poller

description).

prefix, be sure to include it.

Remote. Required. Enter remote location phone number. Note that if the host must dial a

Host1. Required. Enter host phone number. For RDI units only, enter log in string and
password (default shown). Note that if the remote must dial an area code or other prefix, be

sure to include it.
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Host2. Required, if applicable. Enter alternate host#2 phone number. For RDI units only,
enter login string and password.

Host3. Required, if applicable. Enter alternate host#3 phone number. For RDI units only,
enter login string and password.

No Activity Disconnect Seconds. Optional. Enter the number of no activity seconds to
elapse before host disconnects from the remote ACU. Default is 90 seconds.

RLC/RDI should: Two related Y / N fields:
. Call when alarm occurs: Y or N
. Dial back: Y or N— Noft currently implemented.

Number of transactions to hold: Optional. Enter the number of transactions to be held
in remote memory. Default is 4000.

Minutes before: Three related fields:

. Host Retry. Number of minutes to wait before retrying call to host for example, every
two minutes.

. Minimum Call. Minimum elapsed time before dialing remote site for log messages (in
hours) for example, every six hours.

. Max Call. Maximum elapsed time before dialing remote site forlog messages (in hours)
for example, every 12 hours.

Schedule Next Call on/at. Enter the time and date when next call is to be made. Note that

a future date will cause the scheduler to Not dial the devices until the future date/tune is
reached.

Statistics for last successful call (automatically displayed and updated): Date, Time,
Type, Count.

Number offailed call attempts since last success (automatically displayed and updated).

Site ENTRY DEFINITION

Site codes restrict the use of one or more doors to specific groups of cards (a particular company,
a particular department, etc.). Up to 64 site codes can be assigned to the same card group ID.
The group ID is used by ACUs which support ABA magnetic card readers to make access
decisions based on site codes. A sample screen follows:
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I=lteentr] Eibke Entry Ded'iniblon
0 Group 14 eﬂndz
188 LHEH
181 LHH1
ofL b 7279
BB L2334
#FE7 LETE
Taca Badd
Taca LA1d
Taca Lx23
Taoo 7934
9955 ggag

o Group ID. Enter a four-character maximum group ID number.

Code. Enter a four-character maximum site code. Enter x in any position to act as a wild
card; all characters in that position are matched. With the first 'x entry' in the sample screen,
for example, the range 1230 through 1239 would be matched.

ABA CONFIGURATION ENTRY

The ABA (American Banking Association) configuration entry screen is used to define codes to
be read from a standard ABA magnetic stripe card reader, and to define actions to be taken in
response to the cards read. A sample screen follows:

[abacentrl HER Conk

Conflguratk lon 1d-

Ciart Length
Keg R: 1 3
Key B! q s
Bey L 1A 3
Explratian Date Stact: 1&511.2 Code Stact: 28
AB% Cacd Daka Action @ @
Puring Falbl Salt
Deny Bcce== Deny Acces=
Hased on keu nunber - N N
Based on site code i H |
Based on expiration date: H H
Use site code as kou : H H

iguration Entry

o Configuration ID. Enter a four-character configuration ID number.

9 Key A. Start position and length of first part of key. Key fields A, B and C are linked to form

the key field.
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Key B. Start position and length of second part of key.
Key C. Start position and length of third part of key.
Expiration Date Start. Expiration date start position.
Site Code. Site code start position.

ABA Card Data Action. Thereportnumber (ID)thatwill execute in response toan ABA card
swipe event.

Based on Key Number. Y /N — Actions to take that are based on the key number.
Based on Site Code. Y /N — Actions to take that are based on the site code.

Based on Expiration Date. Y /N — Actions to take that are based on the expiration date.

e 060 006000600

Use Site Code as Key. Y /N — Use the site code as the key number.
DKR CoNFIGURATION ENTRY

The DKR (Digital Key Reader) configuration entry screen is used to change the factory-set
operational defaultvalues. Abriefintroduction to these procedures is given here, but for complete
information consult the appropriate DKR manual. /n all cases, however, do not attempt these
procedures without first contacting your dealer and/or WSE customer support.

Ldkrcentrl DKH Cond'iguration Entry

Conflgurat lon 1d:

Semd Key Ta REU Oince: Y

Read Rangye: 255 "Mumber OF Readz:! 2 QEad Time: 218
6 LEDl amd Beeper Setup

Un Tlme O Time  Durakbon

Beeper N 3£ b4
Red LED i ] d
Green LED g B i)

Configuration ID. Enter a configuration ID number in the range 1 — 9999.

Send Key to ACU Once. Controls the number of times the key number is forwarded to the
ACU while within the read-range of the reader. The default is Y—Once.
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e Read Range. Controls the maximum read range available with the particular digital reader.
The range is 0—255; default is 255.

9 Number of Reads. Controls the number of additional verification reads of a single key within
the sensor’s range before declaring the key valid. The range is 0—255; default is 1.

Q Read Time. Controls the amount of time that the reader retains the key number in memory
after the key is removed from the sensor’s read range. The valid range is 0—65535 clock
ticks (100 clock ticks is equal to 1 second); default is 100.

e LED and Beeper Setup. Beeper, Red LED, and Green LED on-time, off-time, and duration.
Override the default operation of the beeper, Red LED, and Green LED on the digital key
reader in response to a valid key read. The valid range for on-time, off-time, and duration
is 0-65535 clock ticks. The default is 0 (uses factory-set predefined behavior).

USER-DEFINED INFORMATION

Certain field titles on the keyholder record screens can be changed to suit the individual SE 6000
owner. Since keyholder records may be considered the primary data items for an access control
system, many SE 6000 owners use the field title change feature to tailor the systemto their precise
requirements (these fields are provided for informational purposes and for use as report selection
criteria, and have no effect on system processing).

The field titles are changed with the control file maintenance feature accessed from the System
Administration menu (see Section 6: System Administration):

[ebrlenlr] Contral File Halnlemance
Compony Wame Securilty Electronlcs
Tield Llkles! Enter "'wwsed” For Clelds wot reguiced
Flelds on Fage 1 of the Beyholder Entry screen:
&7 CoWpany B Dept C: Location
: Job Cal E: XhlFE F: &Sliglux

Flelds vn Fage 2 of Lhe Bewhulder Enley soreen:

12 n=rl 21 usrZ A uswed
LT 1 | 5! wusrh B! usrh
7.  Renarks

The user-defined information selection here in the master file entry menu is used to assign
descriptions to these fields. A sample screen follows: Note that a description of "unused" will skip
the field during keyholder file maintenance.
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LuardHenul User Lefine Heaw
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MAPS

The DRAWMAPS functionis used by the event monitoring function to display the location of doors,
points, alarms, etc. To use this feature on an SE 6200 and above, it must be operating under the
Reflection 4 terminal emulation software (mouse required). You can also use this feature on an
SE 6100 or below from your console. This requirement is due to the SCO Unix graphic memory
limitation. The function has several built-in HELP maps, and drawing instructions display at the
foot of all screens. A sample map follows:

e = 1G] Leal  _zal | Lonpate LCiziea | lonzerar:e

T | . HEN LR
Pezt:ly | LI |

Pelcile |

Lk | u m * ]
[ | L] — =
Ritznqle | et

ﬂ T
Cie.ine | — residet

T

. - L
= rﬁlj
el

[Alaze. P2 : 2 [T ' - 2] |
lhne el N ITER |

Mapr DrRAWING CoOMMANDS AND DESCRIPTIONS

CommAND DESCRIPTION

Delete Ob  Remove graphics and text. Once selected, the menu list shows only those object types
currently on the map. Select one, then follow deletion instructions.
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ReDraw

Rectify

Rescale
Curve
Circle
Rectangle
Triangle
Polyline
Line

Text

Outpt Pt

Camera Pt

Sensor Pt

DoorSw Pt
Alarm Pt

Fire Pt

File Menu

EXIT DRAW

Redraws screen. Use if graphics appear incorrect.

Makes all lines close to horizontal or vertical exactly horizontal or vertical. Lines nearly 45°
are drawn at exactly 45°.

Rescale (resize) map. Lines and curves change; text and icons do not change.
Draw curved lines.

Draw circles.

Draw boxes.

Draw triangles.

Draw connected lines.

Draws a single line.

Create text labels (large and small).

Output point icon — Rectangle with a smaller rectangle crossing it (point 4103 on sample
map).

Camera point icon — Rectangle with a small projection to the left (point 9997 on sample
map).

Sensor point icon — Black rectangle when locked; white when unlocked (point 1030 on
sample map).

Door switch icon (point 1031 on sample map).
Alarm point icon — Red rectangle (point 999 on sample map).

Fire point icon. The icon shows a red and yellow flame above a rectangle (point 4102 on
sample map).

Switch to File Menu to load, save, rename, copy, delete, or start new maps.

Exit DRAWMAPS program.
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SE 422 Input Table

ACU (2-state) O0:
M16 /RO1 1:
(4-state input)  2:
3:
4:
5:
©:
7
8:
RO4 (4-state) 9:
10:
11:
12:
VIP (2-state) 13:
14:
Sl (4-state) 15:
16:
MSR (2-state) 17:
18:
SE 422 Output Table
Acu (2-state) O:
M16/RO1 1:
(4-state input)  2:
3:
4:
5:
6:
7
8:
RO4 9:
10:
11:
12:
VIP 13:
14:
] 15:
16:
MSR 17:
18:

= 0 =~ O

29
36
43
50
57
64
65
66
67
68
69
70
72
74
75

10
12
14
16
18
20
22
27
32
37

= O N -

30
37
44
51
58

71
73

N a2

13
15
17
19
21
23
28
33
38
42
45

48
50

2

3

10
17
24
31
38
45
52
59

24
29
34
39
43
46

49
51

3 4 5 6
4 5 6 7
11 12 13 14
18 19 20 21
25 26 27 28
32 33 34 35
39 40 41 42
46 47 48 49
53 54 55 56
60 61 62 63

Input points are always on
sensor 1, contact 1-75

Output points are always on
sensor 2, contact 1-51

25 26
30 31
35 36
40 41
44
47




SECTION 5

MASTER FILE REPORTS

INTRODUCTION

The master file reports list comprehensive database information. The report menu screens are
accessed via the masterfile reports menu [rprtmenul], displayed via the main menu. Inthis section,
the reports are documented following the reports menu sequence (see section table of contents).
A sample [rprtmenu] screen follows:

..Ij‘-d-:liE |- record 1k 14| cecords Eound

[rprtrendd “azter File A=pocts

“EFysz Master

Orppss G4ssighments
ueppess Dedinitioe
Tire Crdes

Hol 1dac=

Tenant=

COP3ATL

[iept

Lucat i

Jub Cas
lr=tractinne:

Yxp=

Muacer Zerdigaratinn Keports
A2 PIH Bepeed.

Frtirr Erlirtican:

All screens in this section show the system default values, with most screen fields requiring a
numeric range entry. For example, the default range for keyholders is 1 — 999999999 (to reduce
waiting time while a report is generating, enter the smallest range of numbers for each category
which will still provide the information wanted). Other screen fields include choices for date
ranges, regular or extended information, and report sequencing. When all fields have been
entered, press Enter (Yes - default) to begin report generation:

Frady Lo produwre Feport. OHay o conlimue?fyes-nodlyesl

| - S - s = 0 i |

Once compiled, areportoutput selection displays. Normally, 1 (system report printer) or D (display
atterminal) is chosen. The system also gives the option to print to a terminal printer. Report totals
are printed at the end of each report.




SecTioN 5: MasTER FiLE REPORTS

ADDITIONAL INFORMATION

An additional report feature not accessed via the reports menu, 132-xx Column Report Display,

is detailed at the end of this section.

KEYS MASTER

Two versions of the keyholder master report are available — Keyholder Quick List and Keyholder
Master List (extended). The quick report includes keyholder ID, key number, keyholder name,
information from user-defined fields B and D, phone number, title, user-defined field C, and floor.
The master reportincludes all the keyholder information entered on page 1 of the keyholder entry
screen, plus address, phone number, and user-defined field 7. Also, the master report prints
access code information (first 20 codes) for each keyholder. A sample [key_rprt] screen follows:

Note that certain report screens include a sort sequence field and a numbered list of sort sequence
categories. Enter one of the numbers into this field to print data related to that sequence number.
For example in the Keyholder Master Report screen, enter number 1 in the Sort Sequence field
to sort data by keyholder ID (see the following example).

B

[key rprtl Heyhalder Hazler Repoct
Lawer Limlt  Upper Limit

Regholder~ LD ! 4] 3959599349
Ca mpany : ) 9
ept H a g EL
Locat1om ! o g L
Job Cat d 39505
Issur Ikake : R EEE AR 11#BB-35
Fey Hunber i a g Rk
Shift i LLE L TTLE
Status i LLE L TILL
Tepant : a
Exbinded [nfa T H
SZart BEequence 1 1* Kieyholderr 1D
Ar Conpaney, Hame
d% Dept, Mapw
9% Localian, Mamar
B3 [swue lkle, Mane

Hame, Hegholder 1D
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KeyHoLDER Quick LisT — SAmMPLE REPORT
06/02/96 BAYOU INDUSTRIES Page 1
14:45 Key Quick List
KeyholderKey No Keyholder Name Dept. Pos. Phone Title Bldg
220774 409 JENSEN STEVE 11 6 18
221922 811 KREBS SCOTT 11 6 18
222172 512 DUNN JEFF 11 7 123-4567 18
233132 588 NEWMAN TERESA 11 0 890-1234 RECEPTIONIST 18
239445 277 CLEMENT KAREN 11 0 5
245165 338 KIRK KATHY 11 6 PINKERTON SECURITY 18
246763 445 FERRELL STUART 11 7 567-8901 SECURITY MGR 18
247666 176 KERR KATIE 11 0 0
248112 765 LOWE LORRAINE 11 7 234-5678 SECURITY RECEPTIONIST 2
249343 453 GREENWOOD LORI 11 7 901-2345 SECURITY RECEPTIONIST 1

KeyHoLDER HoLDER MASTER REPORT — SAMPLE REPORT

08/02/96 McArthur Complex

PAGE 1

10:58 Keyholder Master List

Keyholder 222541 Name Cross, Gregory Company 2=Johns
Lynne Company

Key No 2332 Addril 1917 Blair Avenue Dept 2 =
Engineering

S.S. No 123-45-6789 Addr2 Weston, CA 95199 Location 5=Santa
Clara Annex

Tenant 1 Addr3 Job Cat 14 = Software
Engineer

P.I.N. 1314 Privledge YES Shift 0 = N/A
Remarks Occasional late evening, weekend work Status 0 = N/A

Phone (123)456-7890
Access Codes 1 4

Trace N Visitor YES Issued 07/14/96 Returned ****xkxxkxx

7

21
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ACCESS ASSIGNMENTS

KeYHOLDER Access ASSIGNMENT

This report prints the access codes and access groups assigned to keyholders. Regular and
extended versions of the report are available.

The regular report lists keyholder numbers and names, access code / group numbers and
descriptions, and access override codes where applicable. The extended reportincludes this data
and also gives key number, social security number, tenant number, PIN, company, department,
location, job category, shift, status, remarks, phone, trace, visitor, and badge issue information.
A sample screen follows:

[egrprprt] Keyholder Access Assigneent Repoct

Loner LiWlt UWppec Limdt

Heuhelder ID ] ‘00599999

fccess Orowp ] L

Bcce== Cade i B e L

vercide Code ! B g

Tenant Mumber ! B

Extended Inlfo N

Lort Seguence ! L 1> Hawe, Becess Code, Accesc Geoup

2} Emp. II, Rccess Code, Access Craup
d» #fccezz Code, Mame, Accesc Group
42 Accezs Orowp, Mame, Accesc Code
5> ComHpany , Bococess Code, Mame

KeyHoLDER Access ASSIGNMENT: REGULAR — SAMPLE REPORT

06/06/96 BARON PARK HOLDINGS Page 1

10:13 Keyholder Access Assignment List

Keyholder Keyholder Name Code Code Description Group Group Description Override
23342 Smith, James 1 Host 422, 708, 818 1 Main 0
22243 Stevens, Sandy 1 Host 422, 708, 818 1 Main 0
21188 Svensen, Lars 1 Host 422, 708, 818 1 Main 0
23397 Swenson, Lawrence 1 Host 422, 708, 818 1 Main 0
24411 Tauber, Linda 1 Host 422, 708, 818 1 Main 0
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KEYHOLDER Access ASSIGNMENT: EXTENDED — SAMPLE REPORT

06/09/96 Nova Systems, Inc. Page 1

Keyholder Access Assignment List

Access Codel = Host 422, 808, 818 Override Code 0 =

Keyholder 331 Name Sands, Jerry Company 1 = Nova Systems

Key No 1038 Addril 1727 Oakmead Parkway Dept 3 = Engineering

S.S. No987-65-4321 Addr2 Apt 12B Location 1 = Tulip Grove Main
Tenant 1 Addr3 Tulip Grove, CA 91999 Job Cat 6 = Software Engr
P.I.N. 2198 Privledge YES Shift 0 = N/A

Remarks Status 0 = N/A

Phone 224-8089 Trace NO Visitor NO 1Issued 03/31/95 Returned ***x*xxkxk*x

READER AcCCESS ASSIGNMENT

This report prints keyholder access permissions at a specific reader and applicable time codes.
A sample screen follows:

[etirdeprt]l Reader Accesz Assignrenl Feport

RFeadoe T Reader Descriphkion

READER ASSIGNMENT — SAMPLE REPORT

04/16/96 Soames Industries Page 1
11:26 Access Report by Reader

Keyhld IdKeyholder Name Reader Reader DescriptionTmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol

12235 Honsleigh Paul 57 Freight Car #3 1 00:00 23:59 Y Y Y Y Y Y Y Y
12345 McDermott Ian 57 Freight Car #3 1 00:00 23:59 Y Y Y Y Y Y Y Y

13445 Allentown Debra 57 Freight Car #3 1 00:00 23:59 Y Y Y Y Y Y Y Y
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ACCESS DEFINITION

Access Cobe MASTER

This report details all access codes defined in the system (the report can be limited to a single code
or a range of codes, as required). A sample screen follows:

l4rndrgr=1

Fiadier 1D
TirnAnk

arr Coade [0

Romies Deder Heszeo Bepard.

[or Lirst

L
H
H

P-inl Elpwalar Lrfarmazlon :
0L NWEqLERCE :

lgFeer Linik

HRRR
EREE

1) Acizess Ledle 10
21 Reader ID

Access Cobe MASTER List — SaMPLE REPORT

05/02/96
11:26

Code Code Description Reader

Soames Industries
Access Code Master List

Reader Description Tmcd Start

12

13

19

20

Weekend Rcvng
Holiday Rcvng
Lab After Hrs

Lab Weekends

22

22

06

06

Access Grour MASTER

Receiving #1
Receiving #1
Lab Main

Lab Main

14

15

05

06

09:00

09:00

15:30

09:00

End

15:00

12:00

23:59

23:59

Page 1

Mon Tue Wed Thu Fri Sat Sun Hol

This report details all access groups defined in the system (the report can be limited to a single

group or a range of groups, as required). A sample screen follows:

Lay=prpred

Jurbns Cole
TErant

JuiBnn GroLp @

Lort Sequerce:

Accbus Lrewp Hasker Heaar:

Lower Li+il Upper Liwil
1 43949
B 9339
B
1 1r Access Group [O

21 Accesn Coce [D
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Access GrRouP MASTER LisT — SAMPLE REPORT

06/10/96 HIGHLAND ELECTRONICS Page 1
10:03 Access Group Master List
Group Group Description Code Code Description SFS
1 DWNLD 801/802/8100/4222 5 DWNLD 801 ACCESS CODE N
1 DWNLD 801/802/8100/4222 6 DWNLD 802 ACCESS CODE N
2 SFsS/708/801/802/8100/4222 1 HOST 422, 808 & 708 N
2 SFsS/708/801/802/8100/4222 3 DWNLD 804 ALPHA LAB 808S #2 N
2 SFsS/708/801/802/8100/4222 4 DWNLD 805 ALPHA LAB 808S #3 N

Access OVERRIDE

The report lists access override codes in the database, with descriptions, start / end dates, and
permissions (allow / deny access). A sample screen follows:

[acourprt ] fccess Override Report

Feady to produce Report . [Okay to contirwe? (RARLY] ]

Access OVERRIDE — SAMPLE REPORT

03/25/96 Security Electronics Page 1
08:21 Access Override Codes
Code Description Start End Permission
1 TEST OVERRIDE ALLOW 03/21/96 03/24/96 Allowed
2 TOXIC CHEMICALS IN USE 04/14/96 04/14/96 Allowed
900 RDI OVERRIDE CODE 05/11/96 05/11/96 Denied
999 TEST OVERRIDE DENIED 05/25/96 05/26/96 Denied

INTELLIGENT FAIL SoFT REPORT

The intelligent fail soft report function, used in the event of a communications failure, lists
keyholder access permissions for each 708P in the system . The report begins a new page for
each device, and shows the readers attached to a device, and the keyholders and their access
permissions by individual reader. Fail softaccess is used only when a 708P cannot communicate
with the host computer. A sample screen follows:
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['=_rprtl Fail malr Rieport
Tiuere Limiz llgperr Limik
Mex.ir: 10 ! L nnaa
Eewhulcer TR LS HHEEE B HER

Tenart bamhinr: )

INTELLIGENT FAIL SoFT — SAMPLE REPORT

03/25/96 Soames Industries Page 1

08:24 Intelligent Fail Soft Report

Keyholder Keyholder Name 7110 7120 7130 7140 7150 7160 7170 7180
67100 708P PARKING CNTR
63455 DIGI FI-GI Y Y Y Y Y Y Y
61096 GUARD NEW Y Y Y Y Y Y Y
61099 1030 ALT+D+P Y Y Y Y Y Y Y

PRoJECT REPORT

The Project Reportincludes number, description, start/ stop times and dates, and current status.

NoTE

This report gives project status based on start / stop dates defined by the project entry function
compared to the current system date and time. Since the selection criteria and reported status
do not consider operator overrides, actual and reported project status may differ.

A sample project report screen follows:

[pri rertl Frndect Report
Louer Limit Upper Linit
Project [D : H 9999
[nelude ; 1 17 fAll projects
£) Actiue pro |ect=
31 lnactive projests
snrk Scguence 1 17 Froject ID

23 Pro ject Active Status=
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ProJECT REPORT — SAMPLE REPORT

03/25/96 Security Electronics Page 1
08:29 Project Report

Project Project Description S.Date S.Time E.Date E.Time Schedule
1 TEST PROJECT #1 06/01/96 15:52 06/01/96 15:56 Active
2 TEST PROJECT #2 06/05/96 07:30 06/06/96 23:59 1Inactive
5 EMERGENCY CIRCUITBOARD REV. 12/17/96 00:00 01/01/99 23:59 Active
50 NEW TEST PROJECT 06/23/96 00:00 06/25/96 23:59 Inactive
51 LAUNCH 02/16/96 08:00 02/20/96 17:00 Inactive
100 TEST PROJECT #3 06/05/96 00:00 06/10/96 23:59 Inactive

KeyHoLDER PROJECT REPORT

The Keyholder Project Report includes keyholder ID, name, project ID and description, and
current status. A sample keyholder project report screen follows:

NoTE

This report gives keyholder project status based on start / stop dates defined by the project entry
function compared to the current system date and time. Since the selection criteria and reported
status do not consider operator overrides, actual and reported project status may differ.

KeyHoLDER PRoJECT REPORT — SAMPLE REPORT

05/05/96
13:47

Keyholder Keyholder Name

[epd rpctd Fewholder < Project Report
Loumr Linll Upper Linlk

Heymaldec- I A L
Ferodect 1D i B L
Inelude : 1 L» Aall projects

£2 Ackive projeclks

A7 [rarbtive projeclk=
Sert Sequence ! 1 1» Kewholder ID

A4 Frajeck T

33 Hegholder Marwe

Security Electronics
Keyholder / Project Report

Project Project Description

Page

1

Schedule

661091 BOB SMITH

661093 JOHN MILLAR

2 TEST PROJECT #2

1 TEST PROJECT #1

Active

Inactive
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ReADER PRoOJECT REPORT

The Reader Project Report lists project number, description, readers assigned, current status.

NoTE

This report gives reader project status based on start / stop dates defined by the project entry
function compared to the current system date and time. Since the selection criteria and reported
status do not consider operator overrides, actual and reported project status may differ.

A sample reader project report screen follows:

[pwrd rprtl
Pra Ject 1D :
Reader 1D :

Ineiude !

Sort Eequence

Eraject <RKeader Report

Louer Linmli Upper LLlmlL
B 95933
i 9355

1 11 All projeclz
2 Actlve predects
A3 [mactive prejecls

1 1! Project ([
21 Readrr [N

READER PROJECT REPORT — SAMPLE REPORT

05/05/96
13:42

Security Electronics
Project / Reader Report

Page 1

Project Project Description Reader Reader Description
10 TEST PROJECT #1 8110 808SX DOOR 1

8120 808SX DOOR 2
15 EMERG. CIRCUIT BOARD REV. PROJECT 1001 422 ENTRY #1

1010 818 #7 DOOR #1 ALPHA

This report lists all time codes set up in the database. A sample screen follows:

TlHe Lode:

Ctmcdepel] Tlme Code Naster Report

Louwer LLnaLE Upper Linit
B 2
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Time Copes — SAMPLE REPORT

03/25/96 Security Electronics Page 1
08:36 Timecode Report
Tmcd Description Start End Mon Tue Wed Thu Fri Sat Sun Hol
0 NEVER ACTIVE 00:00 00:00 N N N N N N N N
1 7-DAYS, 24-HOURS & HOLS 00:00 23:59 Y Y Y Y Y Y Y Y
2 OFFICE HOURS 7 am - 6 pm 07:00 18:00 Y Y Y Y Y N N N
3 WEEKENDS & HOLIDAYS 00:00 23:59 N N N N N Y Y Y

HOLIDAYS

This report lists all holidays that have been entered into the system. A sample screen follows:

L Haliday Haster Report

Ready teo produce Repert, Okay to contlowe? cY<HICYD ]

HoLibay Cobes — SampLE REPORT

03/25/96 Jamestown Aircraft Page 1
08:38 Holiday Master Report
Date Description

01/01/96 NEW YEAR'S DAY
05/27/96 MEMORIAL DAY

07/04/96 INDEPENDENCE DAY
09/01/96 LABOR DAY

11/28/96 THANKSGIVING DAY
11/29/96 DAY AFTER THANKSGIVING
12/24/96 CHRISTMAS EVE

12/25/96 CHRISTMAS DAY

TENANTS

This report lists all tenant names and numbers defined in the system. A sample screen follows:

[tentrprt] Tocnant Hazker Repart

Ready to produce Report, Okay to cantlnue® <Yemryd
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TENANTS — SAMPLE REPORT

05/04/96
09:07

Number Description

BETA SOFTWARE
WALKINS PRODUCTS, INC

S wh R

TRADE CENTER MAIN Page 1
Tenant Report

WESTWOOD SECURITY SYSTEMS
SOS PUBLISHING (CALIFORNIA)

COMPANY, DEPT, LOCATION, JOB CAT

These reports list user-defined company, department, location and job category information. The
report screens are identical for all four — a sample follows:

[conprprll]

Ready to peaduce Reparcd,

Company Master Report

Ohay to cont Looe? ©¥<NIEY] ]

CowmpaNy, DepPT, LocATiON, JoB CAT — SampPLE CoMPANY REPORT

Security Electronics Page 1
Company Master List

DRAYTON ENGINEERING
SMITH-JONES WAFER FAB.
MCDOWELL PUBLICATIONS

03/25/96
08:41
Number Description
1
2
3
INSTRUCTIONS

This report lists the operator instructions to be taken following specified events occurring at
specified points. A sample screen follows:

[inztrprLl

Point 1D :

sane S
.

Tenanl

Sort. Seguence:

InsLruction Mesler Repart

Lawer LinWit
J

Upper Limik

1* Zone. Faint ID
2 Taintk 1D
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SAMPLE INSTRUCTIONS

03/25/96 General Electronics Co Page 1
08:45 Instruction Master List

Point Point Description Zone Instructions

7114 PRIORITY 10 ALARM 4 EVACUATE LAB AREA

NOTIFY BUILDING MANAGER PAGER #12345
DIRECT FIRE CREW TO SCENE

PROVIDE ASSISTANCE AS NECESSARY

LOG EVENT START/STOP IN SHIFT LOG

9011 RDI 808 #1 1.1 FIRE 5 REMOTE SITE FIRE ALARM
CALL 777-1212 AND NOTIFY LOCAL FIRE DEPT
NOTIFY OPERATIONS MANAGER PAGER #12345
LOG EVENT IN SHIFT LOG BOOK

MAPS

The map report lists all points incorporated into user-defined system maps. The report screen
prompts only for the desired sequence: point ID, point type, or map name.

SAMPLE REPORT — MAP INFORMATION

03/25/96 CAMPBELL TECHNOLOGY Page 1
09:33 Map Definition Report

Point Point Type Map Name

1 CAMERA HLP_PNTS
1 DOOR HLP_DOOR
2 DOOR HLP_DOOR
2 SENSOR HLP_PNTS
3 ALARM HLP_PNTS

DEVICE CONFIGURATION REPORTS

ZONES

This report lists all zones defined in the system. A sample screen follows:

lzoneeprt | tone Masler Repart

Readu to produce Aeport  Okay to conklnua? <Y-HaLY] |
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ZoNES — SAMPLE REPORT

03/25/96 Leigh-Haffner Enterprises Page 1
08:47 Zone Report
Zone Description Area Prim Level

1 ALPHA LAB ZONE P H G

2 HARD PASSBACK ZONE 2 P H L

3 HARD PASSBACK ZONE 3 P H L

4 HARD ANTI PASSBACK v H G

POLLERS

The report lists all defined pollers in the system. A sample screen follows:

[pol_rprll Pl ler Hazter Report
Lower Limit  Upper Limit
Paint 10
Faller Type:
Zune 3
Tenant 5
Sart Seguemnee 131 Point 10
£} Poinl Type, Foinl LI
2 Point Hewy

43 Toma, Point 1D

PoLLERS — SAMPLE REPORT

03/25/96 Global Software Page 1
08:49 Poller Master Report
Poller Date In Comp # Poll # Prim Poller Type Desc Disabled Zone Zone Desc
2 DATABASE POLLER 0 0 11 Database NO 0 OUTSIDE
3 422/808 POLLER 1 0 1 6 808 YES 0 OUTSIDE
4 808/422 POLLER 2 0 2 6 808 NO 0 OUTSIDE
5 708P PARK POLLER 5 0 5 8 Parking NO 0 OUTSIDE

DEviceEs

This report lists all devices defined in the system. A sample screen follows:
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[deu eprtl Device Housier Repuci

Lower Llmlt Upper Limld

Device ID : |

Device Type:

&omne -

Tenank

sort SEguEmGE i* Paint TD
2 Teulce Type Point [D
I Point Key

q1* Zonc, Foink IR

Devices — SaMPLE REPORT

OUTSIDE BUILDING
OUTSIDE BUILDING
HARD PASS BACK ZONE 2

03/25/96 McCartney Foundation Page 1
08:50 Device Master Report
Device Device Desc Comp #Poll # Address Prim Device Type Desc Disabled Zone Zone Description
1 HOST 0 0 0 1 Host NO 0 OUTSIDE
10 ILC #1 1 0 0 2 Controller NO 0
100 DIAL-UP 422 #1 100 0 1 15 SE422 YES 0
801 BETA 808 SX# 2 0 2 2 10 808SX/SN NO 2
802 BETA 804S #1 0 2 1 4 808s NO 2

READERS

This report lists all readers defined in the system. A sample screen follows:

Cede rprtl Reader Haster Repark

Lower Linit Upper Linit

Teader 1T |

Lane Huwber

Trnant Humbrr:

Sarl Sequence 13 Reader II
21 Header Hey
33 Zomes, Reader Hey

HARD PASS BACK ZONE 2
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ReADERS — SAMPLE REPORT

06/03/96
12:57

LOVELL-WATKINS INC.

Page 1

Reader Master Report

Reader Reader Description Comp # Poll Dev Sen Point Type Zone Dir Disd Dsid Desc Rex Rex Desc
295 RM-A EAST ENTRY 1 16 1 1 Acc Ctrl 1 N/A 2241 2240
Tmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol
1 00:00 23:59 Y Y Y Y Y Y ¥ Y
296 RM-A WEST ENTRY 1 16 1 2 Acc Ctrl 1 N/A 2245 2244
Tmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol
1 00:00 23:59 Y Y ' Y Y Y Y Y
PoinTs
This report lists all points defined in the system. A sample screen follows:
[pnt rpetd Point Haster Report
Lower Limit  Upper LiHit
Peint 1D JB
Frint Typc:
fone ;
Tenant
Sort Segquence: 13 Fointk [d
23 Poink Type, Falni 1d
33 Foint Hey
4% Pome, Poiut [d
PoiNts — SaAmPLE REPORT
07/16/96 Datastyles, Inc Page 1
11:51 Point Master List
Point Point Description Comp# Pol Dev Sen Con Point Type Zone Trace I/0 Enable Normal
93 LOT 1 (IN) DS 0 1 1 1 1 Door SwitchO NO IN OPEN
Tmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol
2 17:00 06:00 Y Y Y Y Y Y Y Y
94 LOT 1 (IN) RX 0 1 1 1 2 Open on Rex0 NO IN OPEN
Tmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol
1 00:00 23:59 Y Y Y Y Y Y Y Y




SecTioN 5: MasTER FiLE REPORTS 5-17

Auto OPENS / ACTIVATES

This reportlists system points and readers which have auto-open or auto-activate times. Asample
screen follows:

Lautarprtl Auta OQpenActluate Report

Lover Linit  Upper Linit
Podnt 1D |
Tenant

Auto OPEN / AcTIVATE — SAMPLE REPORT

03/25/96 Security Electronics Page 1
08:54 Auto Open/Activate Master List

Point Point Description Point Type Tmcd Start End Mon Tue Wed Thu Fri Sat Sun Hol
1830 818 #7 DOOR #3 +VIP READER 9 10:35 10:40 Y Y Y Y Y N N N
1850 818 #7 DOOR #5 READER 14 11:29 12:31 Y Y Y Y Y N N N
1870 818 #7 DOOR #7 READER 16 11:59 13:01 Y Y Y Y Y N N N
8240 TIM’S 804S DOOR 4 READER 6 15:39 15:39 Y Y Y Y Y N N N

808 RepoRrT DEFINITION

This report lists all action reports defined for the system 800-series ACUs. A sample screen
follows:

[rdrlwpet] PR TeFinition Report

Ready to produce Report, Okay to contimeT [YeH10Y ]

808 REPORT DEFINITION —SAMPLE REPORT

03/05/96 Security Electronics Page 1
15:22 808 Report Definition
100 DIAL-UP 808 #1 Report 1
Send To Host Close Latch Close Output
Bldg Open Y N Y
Bldg Limited Y N Y
Bldg Closed Y N Y
1 1

Time Code
Time Code
Time Code
Contact Number
Print Asterisk With Log N Prevent Building Closure N
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808 Device CONFIGURATION

This report lists configuration information for the system 800-series ACUs. A sample screen
follows:

[dconrprt] BAT Tevice Canfiguratlion Report

Aeady to produce Feport. Okay to continoe? [YYHICYD I

808 Device CONFIGURATION — SAMPLE REPORT

06/05/96 Simms Oil Corporation
15:25 808 Device Configuration

100 DIAL-UP 808 #1

Level Name Password Reports Key Definition
A OPERATOR MGR NEW Tamper 9 Primary Key Type 1060
A G. SAYLES SAYLSG Power Fail 4 Aux. Key Type NONE
B LYNN VAUGHAN LYNSID Override 1 Facil Code w7
Cc TIM JONES TJO123 Alt Facil Code A000

DIALERS

The two dialer report types detail the remote dialup interface (RDI) devices defined for the system
or those RDI devices which have experienced communication trouble. A sample screen follows:

[dialrprt] Dialer Report
Report Uplion 1] 13 All
23 Trouble

DiALERS — SAMPLE REPORT

03/25/96 Security Electronics Page 1
09:00 Dial Master Report

Device Device Description Remote Number Last Date Last Time Who Called # Trans # Failures

900 RDI - ALPHA LAB 4921342 02/19/94 17:10 Host 0 1

SiTe DEFINITION

This report lists all site groups and codes defined for the system. A sample screen follows:
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[=lierprL] Site Cude Maxler Repuoel

Ready to produce Report. Ohay to contimue? ©eoH2CY1

SiTe DEFINITION — SAMPLE REPORT

03/25/96 Security Electronics
09:02 Site Code Master Report
Group Code
1 0000
100 1000
101 1001
6016 7279

ABA CONFIGURATION

Page 1

This report lists all the ABA configurations defined for the system, and gives the configuration

parameters. A sample screen follows:

ABA CONFIGURATION — SAMPLE REPORT

03/25/96 Security Electronics
09:17 ABA Configuration Report
Configuration ID 1000

Start Length
Key A 1 3
Key B 4 2
Key [¢] 10 3
Expiration Date Start 15 Site Code Start
ABA Key Data Action 0

Deny Access
Based on key number
Based on site code
Based on expiration date
Use site code as key

zZ 222

[ abacrprk] NEN Configuration Hastew Repert

Eeady ko produce Repovt. Dkay to continoeT CY-HI[ Y] l

Page 1

20

During Fail Soft
Deny Access

zZ 222
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DKR CONFIGURATION

The reports lists the system default DKR parameters. A sample screen follows:

[ dhrcrprl]

Heady bo produre Rueport.

NER CanFiguratinn Haster Eopact

Okay Lo continue™ (Y<HI1Y | I

DKR CONFIGURATION — SAMPLE REPORT

06/12/96
15:21

Config. ID Send Once Read Range Number of Reads Read Time

i Y 255

Lotus Refineries

DKR Configuration Report

i 100

SE 422 PIN MasTER REPORT

Beeper Times
On Off Total
20 30 20

Page 1

Red LED Times Green LED Times
On Off Total On Off Total
0 0 0 0 0 0

This report lists keyholders having system-calculated SE 422 PIN numbers. A sample screen

follows:

[ ptZirprt]

Keyholder [D
Conpany

Dept.

Locat 1am
Jobcat

[=xur Date
Key Hurber
ShIEE

Enp Stat
Tenank
Exlended Indo

ZEF9ZZ FIN Haster Report

Lower 11m4t  Upper Linlk

i B Droroed 2:32950
: 5] 5
. | 939
: B o
; B o3
: ANHHHHHN AT 2594
: H 39599939
: EERR zazz
: wahh TIIT
3 B
H




SecTioN 5: MasTER FiLE REPORTS 5-21

SE 422 PIN MasTER REPORT — SAMPLE

03/25/96 Soames Industries Page 1
09:22 SE/422 Quick List
Keyholder Key No Keyholder Name Dept Jobcat Phone Title Loca Floor 422Pin
6109 1895573 Duane Eddie 1 3 Assembler Main Mfg Flr 60030
6110 1784422 Juarez Sandi 1 3 Assembler Main Mfg Flr 31949
6112 1901112 De Witt Charles 1 3 Assembler Main Mfg Flr 32112
6113 1788122 Ames Linda 1 3 Assembler Main Mfg Flr 35976
The local print program was originally written to accommodate an 80-character terminal display.
Some terminals now use up to 132 characters, and the new 132-Column Report Display feature
allows for this. The terminals are: HP700/44; HP700/92; Color PC terminals using Reflections 4
terminal emulation software. The feature is automatically enabled, and automatically resumes the
80-character display mode when the user exits the report program. A sample 132-character
display follows:
NoTE
1. When in the 132-column mode, the terminal scrolls one half page at a time.
2. This new feature is not supported by the HP console terminal provided with the hostand LC
systems.
132-CoLumN REPORT — SAMPLE DispLAY
Point Point Description Zone Date Time Access Type Keyholder Keyholder Name Key No
8110 TIM's 808SX DOOR 1 801 11/18/96 07:28:26 PROJECT ACCESS GRANTED 123456789 TIM H+P+SMF 5825175
8110 TIM's 808SX DOOR 1 801 11/18/96 07:28:06 INVALID PROJECT 123456789 TIM H+P+SMF 5825175
8110 TIM's 808SX DOOR 1 801 11/16/96 08:32:58 PROJECT ACCESS GRANTED 123456789 TIM H+P+SMF 5825175
8110 TIM's 808SX DOOR 1 801 11/16/96 08:22:10 PROJECT ACCESS GRANTED 123456789 TIM H+P+SMF 5825175




SECTION 6
SYSTEM ADMINISTRATION

INTRODUCTION

The administration functions are used to control and maintain the system. These functions are
accessed from the system administration menu, [sys_menu], via the main menu. (Depending on
the operator's program security level, some or all of these functions may not be available.) A
sample screen follows:

stored PEMTecord 1 of 12| records found |

[zuws menul Syskem Adminlslealiun Aenu

Medify Passuerds

Froyras Security

Ol=play ALl Ualld Login=

Dleplay Curcent Date & Tlme
RDizplay ALl LUxers Ubg diee [ogged [n
Purge A Pending Repork

Enable Tertimals For Glaobal Beeplng
Systrn Cnnfigqumakion

Dalabaxe Halinbenance

Keuholder Loadino
[0 Emcuclby Hainlenance

Enter Zelection:

prry Yorghxt Forg g Huid HodnfStore @ 000 &

SECTION ORGANIZATION

The procedures in this section are in the order shown in the system administration menu (above).
The associated subscreens also follow in order. After the current screen has been saved, most
subscreens display by pressing F2 but some display automatically.
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ADDITIONAL INFORMATION

Additional system administration-related information is provided at the conclusion of this section.

ADD USERS [addusers]

The add users screen, [addusers], is entered to add, change, or delete system users / operators.
IMPORTANT

The administration log-on and password must be used to access this screen. If you are already
logged on with your regular password, first log off in the normal way, then log on again using the

administration log-on and password.

A sample [addusers] screen follows:

laddusrrs]

17 lier Hanm! "

2} Heyholder 14 ( 1

4% Frayram S8Cwrlly Lewal: L 1

q¥ Tenenl Humbarr: 1 1

S» Monllpring Group: I ]

E* Honltoring Security lewel: [1

?* #illou fAlarn Scruicing: [1
A* Jump Alarn Serulcing: ri
3% Jump Tirer Seruvlcing: (1
18 Lapguage €1..50 ' (1

11 Heol-Tine Mapus Secorliy Lewel: LR
Envbtwer Lhe Logln neme ol blie vumer or press F1 Lo exLU,

] LAIL & g | - T -

User Name. Required. Enterthe user name (first eight letters of last name recommended).

Keyholder ID. Optional. User's keyholder ID. Defaultis 0. You should have a keyholders

ID assigned to you. When you enter this menu, your name is displayed at the top of the
screen.
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e Program Security Level. Optional (range 1—9999). Code number indicating the specific
screens the user can access. Defaultis 1 (complete access).

0 Tenant. Optional. Enter tenant number (if applicable). Default is tenant O.

e Monitoring Group. Optional. System code indicating transaction types available to this
user. Default is * — All transaction types.

Transactions may be defined as elements of monitoring groups. For example, access
granted transactions could be placed in monitoring group A, door forced open transactions
could be placed in monitoring group B, all other transactions could be placed in monitoring
group 0 (zero)—the field default. Assignments for these groups could be:

Group A — Assigned to those who need only to monitor day-to-day access granted
transactions.

GroupB — Assigned to security guards who need to see all door forced open transac-
tions.

Group0 — Assigned to the system administrator who needs to see all transactions.

0 Monitoring Security Level. System code (0, 1, or 2) indicating the user's monitoring / data
changing capabilities. Monitoring security level 0 allows full monitoring / changing capabili-
ties, including disabling points and halting pollers. Monitoring security level 1 is recom-
mended for general use, since it permits a user to control certain functions, such as doors,
but not pollers and points. Monitoring security level 2 limits users to a purely observational
capacity; no functions can be controlled.

IMPORTANT

1.  We recommend that level O be assigned only to completely trained and responsible
personnel, since some level 0 operations could easily disable the system if not
performed correctly.

2. Enter Cinthisfield to use the new enhanced security monitoring feature (see Enhanced
Monitor Security below).

e Allow Alarm Servicing. Y/ N/ F field indicating if the user has the authority to respond to
alarms in the monitor program, or enter F if the alarm fast acknowledgment feature is to be
allowed.

0 Jump Alarm Servicing. Y / N field indicating if the user has the authority to automatically
jump to alarm servicing from monitor when an alarm occurs.
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Q Jump Timer Servicing. Y/ N field indicating if the user has the authority to automatically
jump to timer servicing from monitor when an timer event occurs.

@ Language. The code number entered will determine what language the system will use for
this user. Valid choices are 1=English, 2=French.

m Real-Time Maps Security Level. 0=Complete functionality, 2=View maps only (no control
capabilities).

MODIFY PASSWORDS [mod_pass]

Use the modify password screen to change an existing password (mustbe loggedinas addusers).
Enter the user name, then follow screen prompts. A sample screen follows:

[und_pass] Hodifu Passuoirds

Enter User Hawe o press EMTER to ewits Lis
Setting passuowrd for user: Lin
Last sucvuessful pomsuord change for Lia! Aem Ock 16 13'531 28 199%

Chaorr passuoiid

“You canm choose whether gou plck 3 passdord,
ar haue the suystew cecatc ane For gou.

L. Pick a pas=uacd
2- Prompuncpable pazsword uill be generated Tor you

Enter chelue tdefauwlt i 12!

Enter the password twice to confirm it.
NoTE

If you enter a user name but then decide that the password does not need to be changed, then
the current password must be reentered.

Toreturn to the system administration menu after the new password has been entered, first press
Enter to return to

IHod_pass] FArdify Passuaords
Enter User Hake or press ENTER to exit!

then press Enter again.
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PROGRAM SECURITY [sec_menu]

ProGrAM SEcCURITY LEVEL ENTRY [pgacentr]

Begin creating program security level types by first displaying the program security level entry
screen [pgacentr]:

[pgacentr] Program Securlty Level Entry

Gecurity Lewel Humber: 24 TR A LY SEMELY MEYE OHLY - HOMITOR

PRESS «FZ¥ «HEXT FORAY TO DEFIME PROGRAR SECURITY FOR THIS LEUEL

o Enter the security level number (four digits maximum).
9 Enter a description (30 characters maximum).
Press F6 Store, then press F2 for the program security level definition screen

ProGrRAM SEcurITY ENTRY DEFINITION [pg1_entr]

[pyl entrd Frogram Securlty Lewel Dpfindtlom  #&1loued Functions#

LYAH2
Program Hane amd Descriptlon Add Updake Deletr
I

Press F7; the first six system data items display:

[oec_Taanl Fraqran Hane Dlzplay

Frngram Hawr wesncipbdnm
- [[ Security User Entry

1M rprt - 1D Sevwrlity Hepurt
1 wenbr - ID Sewurliw Group Enkru
Il e = ID Securlity Halnberance
dassmrru = lworss hisslqreenk s
ahacentr - BR ConEiguratinn Fakry

Arrow down to the first system item for this new security level; press F1. The system displays the
program name and description to the left, and the add/update/delete fields to the right. For
example:
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[pgl_entrel Frogram Securily Leuel Oeflnlilon AL Llowed Funcllonse
YL

Frogean Hare and DEzcript bon hdd Updale Delete

fiocess fssignHent H H H

Enter Y or N in the add/update/delete fields to give or deny access to these functions on the
selected screen. If you do not make any Y/N selection in the Add, Update, and delete fields, the
keyholder will not have access to the screen. Press F6 Store and then, before any other action is
taken, press F5 to return to the add mode for the next entry. Repeat these actions for all items
in the new security level. Note that the Add, Update, Delete fields only apply to screens with this
capability not to menus.

NoTE
1. Additems to an existing program security using the foregoing methods.

2. To delete an item, first select as shown above then use Esc, d, r.

T A Pragraw Scraelty Leorl DeTinition  #617eaurd Fumchkinnske
MY

Fragram Hawe and Descrlpllon Add Update Delete

eyrpentr  Aececc RS loament M M H

Copy SeEcurITY [mnaccopy]

It may be easier to copy an existing security level and make changes to this when creating a new
security level. To do this, display the [mnaccopy] (Copy Program Security) screen, enter the
existing security level number in the Copy From field and enter the new security level number and
description in the Copy To field. Make changes to the new security level using the above

procedures.
[rmarrnay’ Fapy FPragr4an Secarity
Capy Frum - -
Capu Tu

SecuriTY MAsTER LisT [pgacrprt]

Use the security master list [pgacrprt] facility to print a listing of all security levels established for
your system or those for a selected range. A complete list is given in Appendix D: Program
Security Master List.
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[ pgrcrp=-t] Scurity Master Ti=sil

T Zmit lHager Lisak

Spcurily Lol : i |

DISPLAY ALL VALID LOGINS [showuser]

Use the [showuser] screen to identify — by hard copy printout or report display at the system
terminal — all operators who have access to the system (use the [showwho] (Display All Valid
Logins) screentodisplay operators currently logged on. Follow prompts when the screen displays.
A sample report is recreated below:

10/23/96 Eton Engineering Page 1
13:02

Login Name Tenant Security Keyholder
anderson 0 1 1123456
melville 0 1 1334229

smith 0 1 1348876

DISPLAY CURRENT DATE AND TIME [showdate]

Use the [showdate] screen to display the current system date and time. A sample display follows:

[=hzndate] Sisplaw Corremt Sgsted Date

Fira Nl FA @9:14:00 POT 1935
Frezs RETUR™ bu cuntirue,

DISPLAY ALL USERS WHO ARE LOGGED IN [showwho]

Use the [showwho] screen to display operators currently logged in (use the [showuser] screen to
identify all operators who have access to the system). Follow prompts when the screen displays.
A sample report is recreated below:

[ithuwahnd MNizplag ARTL Corewatiyg lagyad Lu lxees:
kel inzae Fe: 1.k ylil Mm:1. 2@ AD: 11
Tl 1AL Ui 6 HE:11
ik LA ATITE ] Mm:1. 2@ AR: 13

raDt 1t g ol UGB H3E3: 1<
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PURGE A PENDING REPORT [purgrprt]

Use this feature to halt a report currently being printed (applies only to reports created under your
ID). The feature can also be used to display reports. Note that if you log on using addusers you
will have complete printer control.

ENABLE TERMINALS FOR GLOBAL BEEPING [beepentr]

This feature is used to enable terminals to beep when an alarm occurs. Obtain terminal IDs (port
connection — tty ) from system installer and enter with optional description.

cmegzenl ] Zagule Terpanalw Far CLabal Alertk

Turminal Torminal Ioesceiphias Alort
T Termi-ml?
CONFALE ¥

SYSTEM CONFIGURATION (syclmenu)

ConTroL FiLe MAINTENANCE [ctrientr]

For informational / custom reporting purposes, certain field titles that display in keyholder record
screens [key_entr] and [key1entr] can be changed to suit the individual user. Since keyholder
records may be considered the primary data items for an access control system, many SE 6000
owners use the field title change feature to tailor the systemto their precise requirements. Change
fields A through F and 1 through 7 as required.

TermiNAL AuTo SwitcH [ctrlentr]. An additional field at the foot of this screen is optionally used to
set up a particular terminal to automatically switch to the alarm servicing screen (from monitor)
when an alarm occurs. A sample screen follows:
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[eirlimtr? Camzendl Fila: Haankerndrrme:

(R EL T TR iri gy Fleclonnics

Fiezld tibles:  Eatéer "wnased” far Flelds acd roguiced
Flrelis an Page 1 of Lhe Eegholder Enlry sconcn:
R:  [ampany E: Iepl Z: Lezalian
b:  Jdab IZaL E: “hlZL ¥ % I A NUTH

1: Jvrl di Jurd 4 puzd
9i Jurd S5 Jurh bi U=k
¥i  lemaskw

Terina. tc aulo-zwilca fac Alarm Secvaci-ag: LLydAL

Events [evenentr]

Q0 00O

——

The task / event subsystem is used to program one or more tasks to be automatically performed
in response to the occurrence of a user-defined event. Tasks and events are linked, and the task
must be entered and stored before the system allows the creation of a related event. Events can
initiate the same task, ora single event can initiate multiple tasks. Events controlled by atime code
automatically perform the task entered in the activate field at the start of the code and the task

entered under the deactivate code at the end of the time code. A sample screen follows:

l=.enentrl tusnl Enlrg
Everl xerial #

E-erL Faist 22 - -

Tearzactice Type: d

Mcdifier 4 - MEGATIUE gCENOULEDGE
E-ert La-= T OHAEhHHHE E.zrt Time: #Huuw

_ode ESnart End Hov Tue Hed The Zri %2t Zuw Fol
Ti4e Code : B @AQ@-3p -dd-a8 B 4 K 4 B 4 K

Pzriorm Tazk 1L - =

Event Serial #. System-assigned. Keeps track of all event entries.

EventPointID. Required. The pointID atwhich a specified transaction mustoccurtoinitiate

a task (can be time code or event date initiated).

Transaction Type. Required. The transaction number which must occur at the specified
point ID to generate a task (see Appendix C: System Transactions for a list of the system-

generated transactions numbers).
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Modifier. Optional. If applicable, the transaction modifier which defines the event if the
message is user-defined.

EventDate. Optional. Ifthe task referenced by this eventis to be system-initiated, enter the
applicable date.

Event Time. Optional. If the task referenced by this event is to be system-initiated, enter
the applicable time.

Time Code. Optional. If the task referenced by this event applies to a specific time code,
enter the time code number.

Perform Task ID. Required. Enter the task ID number.

Tasks [taskentr]

Q00 000 O

Used to set up tasks for the task / event subsystem. Tasks must be created before the associated
event.

ctAaskientrl =k [riry

Tamk =erial B O

Task 0w

Adererlplian
Taxk Hoank (D

Acki-ale Lade ExiEn=1an:
Jeaciivale Code: ExLEn=1an:

Uuer Lnleroclive: M

Task Serial #. System-assigned number used to keep track of all tasks.

Task ID. Required. Enter a user-assigned task ID number. Task IDs do not have to be
unique. All occurrences of a given task will be executed by an associated event.

Description. Optional. Enter a brief description of the task.

Task Point ID. Required. Point ID number controlled by this task.
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Activate Code, Extension. Required. System code number for the type of action to be
performed. The extension applies to camera presets for pan and tilt, or image verification
when used with a Polaroid ID-4000 system. See table following this field description list.

Deactivate Code, Extension. Optional. Ifthistask s to be automatically controlled by atime
coded event, enter the activate / deactivate code to be executed when the event time code
ends. See table following this field description list.

User Interactive. Conditional (applies to eventtimes). AY/N field to indicate if a timed task
can be cancelled by an operator.

AcTivaTE / DEACTIVATE CODES

09
29
41
45
46

56
57
58
70

71

80

81

89

90

91
92

REQ MANUAL ACCESS
FORGIVE PASSBACK
MANUAL UNLOCK
MANUAL LOCK

TIME UNLOCK

BUILDING OPEN
BUILDING LIMITED
BUILDING CLOSED
DEACTIVATE OUTPUT

ACTIVATE OUTPUT

Chain Task

EXTENDED PROCESSING

SHUNT POINT

UNSHUNT POINT

REQUEST RESET DEVICE
REQUEST RESET KEYS

Request to perform manual access.

Request to forgive passback.

Unlock a sensor / lock for an unlimited time.

Lock a sensor /lock.

Unlock a sensor / lock for the amount of time specified by the
hardware settings, or, where applicable, by the amount of time in
the Unlock Time field of the reader entry screen.

Set building mode to OPEN

Set building mode to LIMITED

Set building mode to CLOSED

Turn off the specified output. Use this code if you are elsewhere
turning an output on for an unlimited time.

Turn on a specified output for the amount of time shown in the Time
field on the point entry screen. If Time=0, the output will be on for
an unlimited amount of time, and you must turn it off with an a
deactivate output code.

Jumps to another group of task records and is used to consolidate
multiple task into a separate task.

Instruct extended processing poller to process a transaction. Use
with elevator, parking control, VIP2, and poller transactions with a
point ID which matches the poller record for these functions.
Shunt a specified point.

Unshunt a specified point.

Perform a device reset for an applicable device.

Perform a key download for an applicable device.
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100 ACTIVATE PROJECT Activate an inactive project.
101 DEACTIVATE PROJECT Deactivate an active project.

102 NORMALIZE or Change project status to its normal condition (clears an override
CLEAR PROJECT condition).

Task Event / MasTER REPORT [taskrprt]

This report shows all tasks / events established in the system:

04/14/96 ATARAXIA ELECTRONICS Page 1
13:02
Task Task Description Point Activate Desc Deactivate Desc Cancelable
42 UNLOCK DOOR 708 #2 ENTER ZONE B Man Open N
EVENTS 7120 708 #2 ENTER ZONE B 62 0 KEY NOT ACTIVE No Activity

Tmed Start End Mon Tue Wed Thu Fri Sat Sun Hol

1 15:30 16:15 Y Y Y Y Y N N N
TRANSACTIONS [tranentr]

Customized versions of any system transaction (log message) can be created. The custom
transactions are created using the transaction entry screen, where they are linked to the point or
reader screens by a transaction modifier code. The codes are any of the following: A — Z
(uppercase), a—z (lowercase), 1 — 9 (0 is the default modifier for all standard transactions). (Up
to 62 log messages can be associated with the same event.)

[tranenkr] Transaction Entry

Transaction Type (1D} Ir-an_'-'gctinn Hodifier: #

Tiransactian Group : # ;) Hlarm Priority i W
Event.-Task Activity: B [y Tine Te Acknouledge: #
lizplay Color: £ ) Clear Transaction - #es
Honitor Gooup: B Ay Frinter Coler: @

kizplay leon : (p) Frinter Lroup: A

Avdible Alert: M  <Enter "K' il using Global Eeep)

80000 ©

Tran&tinn Log ¢ ¥ Keyholder Log:t Y Point log: ¥

De=ciription: DAYTIRE ACCESS GRANTED
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Transaction Type (ID). The unique ID number of a transaction. The system is pre-
programmed to use specific transaction types for certain events at certain types of points.
(See Appendix C: System Transactions for a complete list of standard transactions.)

Transaction Modifier. Required as applicable. Enter atransaction modifier code toindicate
a customized version of a standard transaction. The values are: Athrough Z (all uppercase),
a through z (all lowercase), 0 through 9.

Transaction Group. Forfuture use. Will permit the categorizing of transactions into broader
groups for easier reporting and editing.

Alarm Priority. Conditional. Used to declare that a particular transaction is an alarm
transaction, and to indicate the alarm priority. The range is 1 through 9, with 1 being the
highest priority and 9 the lowest. Enter O for a non-alarm transaction.

Event/Task Activity. Conditional. Used if the system has been programmed to respond to
a particular event via the event / task subsystem. Enter 1 to activate the task; enter 2 to
deactivate the task.

Time to Acknowledge. Enter a value in minutes to allow for alarm acknowledgment. If the
alarm is not acknowledged by this time, an ALARM NOT ACKNOWLEDGED message is

written to the log and repeats at the interval specified until acknowledged.

Display Color. Determines the transaction display color in the monitor mode. The colors

are:
0 = Black

1 = Red

2 = Green

3 = Cyan (lightblue)
4 = Blue

Clear Transaction. Conditional. Enterthe alarm clearing transaction number. Forexample,
with transaction 92 (Alarm Active), enter 93 (Alarm Clear) as the clearing transaction. If a
clearing transaction is specified, the alarm event cannot be removed from the pending
alarms screen until the clearing transaction is received.

Monitor Group. Used to classify transactions into groups, so thatthe display of transactions
based on log-in name can be controlled. The default monitor group assignment when users
are added to the system is * — All monitor groups displayed.

Printer Color. Determines the color in which this transaction will display when printed on a
color-capable log printer. The colors are:

0
1

Black
Red
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Green
Cyan (light blue)
Blue

2
3
4
Display Icon. For future use.

Printer Group. Each log printer mustinclude the selected printer group in its list of available
printer groups. Ifthe selected printer group is notincluded, the transaction will not be printed
onthelog printer. Printers are presettoinclude all transactions (Printer Group=*). To prevent
a transaction from printing, assign it to a printer group other than 0, then change the printer
to 0.

Audible Alert. Indicates with N (none), S (single), or C (continuous) the type of audible alert
which this transaction should produce (applies only if a user is in the monitor mode). If you
wish to have a terminal alerted whenever this transaction occurs, enter N in this field.

Transaction Log. Y /N fieldtoindicate if this transaction is to be stored in the archive history
file on disk. The transaction history file is listed using the transaction history report.

Keyholder Log. Y /N fieldtoindicate ifthis transactionis to be stored in the keyholder history
file ondisk. The system keeps a small area of disk space available to store the last 20 events
for all individual keyholders in the system. The keyholder history file is listed using the
keyholder history report.

Point Log. Y /N field to indicate if this transaction is to be stored in the point history file on
disk. The system keeps a small area of disk space available to store the last 20 events for

allindividual points in the system. The point historyfile is listed using the point history report.

Description. Used to define the transaction description displayed on the monitor screen.

DATABASE MAINTENANCE [db_menu]

DispLAY DATABASE STATISTICS [dbstats]

Display this data regularly to control disk space usage. Note the PUBLIC.archist table size near
the end ofthe report. The table size indicates the number of transactions currently stored. Perform
an archive whenever the row count is roughly 80% of the expected number of rows.

A message is displayed if the row count reaches the expected number of rows. If this happens,
archive immediately. Two other tables should be checked regularly and purged if the expected
number of rows exceeds 80%: PUBLIC.download; PUBLIC.alrmtran.

PerForm Backup [bkup]

Two backup types are available — Database and Full Volume:
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Fbkupl Baclup Sy=ztem

B Exik - Return Lo Previous DBonu
12 Data Baze Backup
22 Full Uolune Eackup

Uhich backup do you wish to perforn 7

DataBase Backup. A database backup copies all information in the database (exceptions user and map
information). If you make a number of changes to keyholder, hardware, and / or access
information in a single day, then the database backup should be performed each day. For these
purposes, use two alternating tapes (one for odd days, one for even) to guarantee that no
information will be lost in the event of a hardware malfunction.

FuLL Vorume Backup. A full volume backup copies all system data including programs, system
configuration information, and user/ map information. The backup tape created is used to restore
the system in the event of a hardware malfunction. A full volume backup should be performed
immediately following system installation, and then on a monthly basis or wheneverthere has been
a major system update or reconfiguration.

DownLoap CLEAN Up AND RETRY [downcin]

Download records are data transferred from the database to computer memory or to intelligent
remote devices. Each time information is entered and stored in the database, one or more
download records are created and written to the download file. If the download transfers are
unsuccessful, the number of records created can increase the download file size to a point where
system performance is affected, and these records should be first retried then deleted. Ingeneral,
perform a download cleanup when the PUBLIC.download table reaches 80% of the expected
number of rows, or if it has been necessary to make a significant number of database changes.
Monitor this table using Display Database Statistics [dbstats].

If you use a large number of intelligent devices, then this table should be checked frequently. A
typical time period for cleaning the download table is once per month. Download records are not
automatically deleted upon successful transfer.

Access ConTROL TRANSACTION ARCHIVING [accsarch]

Archiving transfers information from the system hard disk to tape, freeing up space on the hard
disk for new data. Archiving should be performed regularly to ensure disk integrity. Perform an
archive when the PUBLIC.archist table reaches 80% of the expected number of rows. Monitor
this table using Display Database Statistics [dbstats]. Archiving is usually performed monthly or
every two months. Note that unless necessary for reporting purposes, WSE recommends that you
archive system information when your transaction volume reaches 100,000 records.
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ALARM

TrANsAcTION CLEAN Up [alrmcin]

Each time an alarm is triggered, a record is created and stored in a separate file along with the
operator's alarm servicing response. This table is then available for reporting using the alarm
servicing report. Over time, the size of this table grows and takes up excessive space on the hard
disk. Cleanup this table when the PUBLIC.alrmtran table reaches 80% of the expected number
of rows. Monitor this table using Display Database Statistics [dbstats].

JOURNAL ARCHIVE [jourarch]

This function copies journal records to tape and then deletes them from the hard disk. The journal
archive program archives all journal information except for the currentday. Archivingis performed
using the [jourarch] screen:

{ Jaurarchl Oftload wdit From Dlsk

Thlz program ulll offload Lthe AudlE Trall [ron dizk Lo tape.
WARHTHG: AHY IHFORHAT[OM ALREADY DW THIS TAPE HIlL EBE LOST 'f

ExhkhdE SRS Erh hAsE ¥R SRl SRS Fh R SE RS Erh
Flepse HWake surp that the tape 15 loaded

O yau wlsh Lo canlbnue 7

JOURNAL REPORTING [jourrprt]

This function reports all changes to the database. The report prints the column name and value
for each field of each record that has been entered. With updates, the report shows the record
before and after the change. Associated operator, and date and time are also reported. Asample
report follows:

04/02/96 De Quincy Laboratories Page 1

12:14 Audit Trail Report

Operator Table Date Time Operation Type
jon cards 04/02/96 12:07 Add

upbzone: =il

Ppbzone: =il

keyisalt: NULL

priv: N

SpecIAL JOURNAL REPORTING [josprprt]

This function produces a formatted history report of all database changes to the keyholders and
keyholder access assignment Information. Sample screens and reports follow:
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[iosprprt] Spechal Jowrsa] Tranzactioen Repnrt

Lauer Upper
Tramsaction Data: ndA¥annds  @3-2R04
Hewlwlder 1d: [ ]

Use Tape Ear Repoccbing: H

KEYHOLDER LOADING [loadmenu]

This function copies keyholder IDs and names from an DOS ASCII file to a Unix then creates
keyholder records. The format of records in the ASCII file must be as follows:

. Keyholder ID *ALastname *AFirstname (*A refers to a single control-A character)

. Keyholder ID 1 to 9 digits; both name fields 15 characters maximum

ID SECURITY MAINTENANCE [ID_menu]

The ID Security Maintenance function controls access to the information shared by the SE 6000
and the Polaroid ID-4000 Identification System. It also controls access to selected fields in the
keyholder record. Add/update functions within the key enter and key-1 enter screen can be
regulated by user ID.

ID Security User EnTRY [ID1_ entr]
ID Security Maintenance data is created via the ID Security Maintenance menu:
[CDL =& ] I Zecvri=y Enmzw

Eacurioy Ceiap. -

Required. Enter the user name.

Required. Enterthe user's security group number. With the SE 6000, ID security groups must
exist (or be created via the ZOOM function) before the system administrator can complete
user entry.
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ID Security Grour ENTRY [ID2_ entr]

This function is used to create ID security groups. A sample screen follows:

TI0D spnrE]  IT IscaEiry GUchp TRCLY
TECTIZ LY Grium Srndes;
Freaz sl Do op Lo FI_L Ppla:

Flrmsw D= Farinn 2o 1 Germian 10037 Famlds Sisr ==m

Required. Enter a unique security group number in the range 1—999.

Optional. Enter a group description (30 characters maximum).

ID Security ReporT [ID1_ rprt]

This function is used to prepare a report showing all users entered into the ID security feature,
along with tenant and group definition information. A sample of a partial screen and report follow:

[ID1_rprtl Il Becurlly Halnkenance Reporl

Ready ta produce Repori. Dkay to conlinoe? cY<Nalvl [

06/26/96 Campbell Engineering

07:26 ID Security Maintenance Report Page 1

Login Name Tenant Tenant Name Group Group Name Add Del

JERID 0 All Encompassing 1 Complete Record Access Y Y
Field View Modify

Keyholder ID Y Y
Tenant Number Y Y
Key Number Y Y
Company Y Y

Y Y

Dept
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MISCELLANEOUS INFORMATION

AbJustaBLE BAuD RATE—708P / 800 PoLLERS

Multiple baud rates are supported for the diverse mix of communications equipment available for
the SE 6000 system. The baud rate is set by changing the HOSTBAUD parameter in the
$DATAPATH/NPOLLER.x file where xis the associated poller number. The baud rate is entered
during installation or changed as needed by the system administrator; operator action is not
required. The baud rate options are:

Parameter missing — HOSTBAUD defaults to 4 (9600 bps)
HOSTBAUD=4 — 9600 bps

HOSTBAUD=3 — 4800 bps

HOSTBAUD=2 — 2400 bps

HOSTBAUD=1 — 1200 bps

HOSTBAUD=0 — 300 bps

NoTE

1. The baud rate set applies to all devices controlled by the poller.

2.  Though functional, the 300 bps baud rate (HOSTBAUD=0) is not recommended for the 800-
series devices. The amount of data downloaded to intelligent ACUs significantly impacts
overall system performance when inefficient communication facilities are used.

3. On708P ACUs, the host port speed on the device is set with dipswitches. Both the device
and the poller must be set for the same speed.

708P REX SHuNT TiME RESET

The normal operation of a REX switchis to shuntan associated door switch when opening the door
from the nonreader controlled side, or—and in addition— to automatically unlock the door. Once
the door switch is toggled, a DOOR HELD OPEN message is generated if the door is not closed
within the time defined in the door switch point record.

Designed for high-traffic areas, this feature enhances the REX / Door switch functionality by
providing a method to reset the door switch timer while the door is being held open. While
employees continue to present valid keys and to pass through the door (causing the REX point
to continually change state), the door switch timer is reset each time to the number of seconds in
the door switch point record, thus preventing a DOOR HELD OPEN message from being
generated. (The message is generated if the time between key presentation exceeds the time
value in the record.)
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This feature is enabled / disabled using the REXEXTEND parameter in the $DATAPATH/
NPOLLER.x file where xis the associated 708P poller number. The feature is enabled / disabled
during installation, or may be changed as needed by the system administrator. If changed, the
pollermustbe halted and restarted for the parameters to take effect. The recognized REXEXTEND

values are:

Parameter missing — REXEXTEND defaults to 0 (feature disabled)
REXEXTEND=0 — Feature disabled

REXEXTEND=1 — Feature enabled

NoTE

The enable / disable condition as set applies to all devices controlled by the poller.
Key INVENTORY [invtmenu]

This feature is used to control system keys. This is an optional feature and does not effect
operation. The menu screen is accessed from the main menu:

[imstmEnul Key Inventory Henn

Tneentary Status Code Henuo

Key l1neentory Enkry
Key Ineentory Mepnet

Enter Selection:

INvENTORY STATUS CoDE MENU [statentr]

Key codes and descriptions are selected by the user (Code 1=Key in use is frequently set). Other
code descriptions could be: Key available, Key damaged, Key issued, Key lost, Key reported
stolen. In most cases, from four to ten (maximum) are set. The key codes and descriptions are
entered using the key inventory status code entry screen:

Lstatentrl [nuentary Statu=z Code Enkry

Inwenlory Code 5
lwenbloey Mescebplion: AUAITLABLE

Key INVENTORY STATUS CobE REPORT [statrprt]

This report lists established key codes (for a current key status report, see Key Inventory Report
(following subsection). A sample screen and report follow:
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[statrprt]l  Inventory Status Code Report

Ready ta produce Repart. O to cowtinue? CYsNICYd ]

03/25/96 Ataraxia Electronics Page 1
15:52 Inventory Status Code Report

Code Code Description

AVAILABLE
ASSIGNED

LOST

UNUSABLE
DAMAGED
TERMINATED
REISSUED
RECOVERED
PREVIOUS OWNER
RESERVED

CwVWoOJoULbd WNK

[y

Key INVENTORY ENTRY [cdinentr]

This function is used to add/change key inventory information (to delete a key record, use the
system delete record feature — Esc, d, r):

[cdinentrl Key [nuentory Enkey

bey Type - [l Facility Code ! DA34 Fey % ' 3MB]

Kgqhldr L2 % Lazkname! RLUSE Flratrame: AMWDY
Terant @ B = BULLLIWE ADAIWISIRATOMW

Gtatus ' & = RESIGMED

[ale : ParEseaE

Time D 15t1E

hamarks

Key INVENTORY REPORT [cdinrprt]

A sample screen and report follow:

[edinrprt] Key [rreenbory REpoci

lowrer linil Upper Linit
Key Murber :
Heyhalder ID °
Trnant. Mumhee:

Sort Sequencer 13 Hame. Heuhmlder 1D
21 Keyholder 10
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03/25/96 Alpha Systems Page 1
15:55 Key Inventory Report
Keyholder Keyholder Name Key No Date Time Status Descrip Remarks

29205 THORPE JAMES 29606 06/23/96 13:15 ASSIGNED
31408 ROSS MICHAEL 31409 06/23/96 13:22 ASSIGNED
33244 DESJARDINS ROBERT 33249 06/23/96 13:25 ASSIGNED
36427 JERRY TIMOTHY 36426 06/23/96 13:44 ASSIGNED
37441 JUDD AL 37444 06/23/96 13:51 ASSIGNED

PARKING STICKERS [stkrmenu]

This feature is used to control parking stickers issued to keyholders. Theinitial screenis accessed
from the main menu:

lxtkrHenul Farking Elicker Aenu

arking Sticker Entey

Parking Ethcker Interactive Dizplay
Farking Sticker Haster Report

Entey Sclection:

PARKING STICKER ENTRY [stkrentr]

I'stkrentrl Parkirg Stichrer Enkry
keyholder I | Keu Mudber!
Firstk Mame - LasLl Mame :

Enter the required information; the second parking entry screen automatically displays:

[=tklentrl Liicher Wumber and Llcense Flate Entey

Sticker Hunber [.License Flate

PARKING STICKER INTERACTIVE DispLAY [stkrrprt1]

This function is used to determine keyholder location. Enter the keyholder ID; the location data
displays automatically:
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PARKING STICKER MASTER REPORT [stkrprt]

The report lists assigned parking stickers. A sample screen and report follow:

Uisitar: M

[=tkrrprlil Pachlng Stlicker Interaciive Dizplay
HKeumalder 100 ESEETEREER
laxt Nanmre: TIH First Hamne: D4HP
Conpany 3 = HEETIMGHOUZE ZECUEITY ELELC.
Lept I | = EMGIHEERIMG
Locatlen @ 2 = SAMTA CLARA. CA - TECHHART B1D
Fhone : 4BE F27-GAVH

[stkrprt] Farking Sticker Haster Report

aorl Eequence: £

[L=Keyholder [ 2-last Mame! 3S=5tleker Munhera

06/25/96 Security Electronics Page
16:00 Parking Sticker Report
Keyholder Keyholder Name Sticker License
28870 TERRY VALE 500003 2MJK239
28977 JESS WHITTINGTON 500031 4B03048
28993 CHERYL ROBERTS 500032 4888308
29001 PETER VAUGHAN 500001 2PQS707

1
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mainmenu
monitor
ctrimenu revtran alrmserv dispmap othrmenu
— ctripoll — viewmap — ctriprnt
devcomm
— ctridev — insrtns —| psbkfrgv
L | devstat
—{ ctrllock — response — manacc
—{ ctrlinp — download
— ctridoor
— bld_mod
—| selzone
| monitor
(Full Screen)

Screen Location Tree — Monitor Security Activity




mainmenu

accsmenu

phstrprt
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excprprt

chstrprt

almarprt

acrtrprt

downrprt

whowhere

evptrprt

ky2nrprt

rpasrprt

Screen Location Tree — Security Management Reports
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mainmenu
fmntmenu
key_entr
J tmcdentr
; key1entr
epj_entr y keycopy
|_ empgentr hol_entr
acc_menu
| | l | | prj_entr
acdsentr acoventr | | agdsentr fs_entr tententr
I I
acodentr agrpentr
| egrpcopy confmenu
eleventr .
instentr
zoneentr pol_entr
dev_entr areaentr
usrdmenu
d422entr nexsentr |— areaentr1
compentr deptentr
d808entr rdr entr
loc_entr job_entr
d818entr rdr3entr rdrientr
usraentr usrbentr
autoentr rdr4entr rdr2entr
pnt_entr
drawmaps
rdefentr pndfentr
egrpentr
J nodeentr dialentr
egrpentr1
abacentr siteentr
dkrcentr

Screen Location Tree — Master File Entry
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mainmenu
rprtmenu
key_rprt aassmenu
[
accrmenu egrprprt emrdrprt
acodrprt fs_rprt
instrprt
acovrprt agrprprt
hol_rprt
prj_rprt epj_rprt
pro_rprt
tmcdrprt comprprt
tentrprt loc_rprt
deptrprt con_menu
zonerprt pol_rprt
job_rprt
dev_rprt rdr_rprt
rt
maprp pnt_rprt autorprt
rdefrprt dconrprt
p422rprt
dialrprt siterprt
abacrprt dkrcrprt

Screen Location Tree — Master File Reports
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mainmenu

invtmenu

statmenu

R

statentr

statrprt

cdientr

cdinrpt

Screen Location Tree — Key Inventory

. Screen Location Tree — Parking Stickers
mainmenu

stkrmenu

— stkrentr

L stkientr

| stkrrprt

I— stkrprt1

—{ stkrprt
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mainmenu
sys_menu
— addusers
Custom
Security
Screens
— mod_pass
—{ showuser
— showdate
sec_menu showwho
I
1 1 1
pgacentr mnaccopy pgacrprt —{ purgrprt
syclmenu accsarch
pg1_entr
— beepentr
ctrlentr tranentr
—{ db_menu
taskentr evenentr
downcin dbstats
taskrprt loadmenu
accsarch bkup
ID_menu jourarch alrmgln
josprprt jourrprt
ID1_entr ID2_entr
ID1_rprt ID3_entr

Screen Location Tree — System Administration
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MonNiTorR SECURITY ACTIVITY

ScRreeN TITLE
monitor

ctrimenu
ctripoll

devcomm

ctridev
devstat
ctrllock
ctrlinp
ctrlout
ctridoor
selzone
revtran
alrmserv
viewmap
insrtns
response
dispmap

othrmenu

ctriprnt
psbkfrgv
manacc
download
rem_dev
bld_mod
monitor

FuncTion

Watch events and activities as they occur; menu to other monitoring and control screens.
Menu to control functions. Zone selection stays in effect until this screen is exited.
Select pollers to halt or restart, and to check device communication.

Check communication between computer and attached devices.

Select devices to reset / shunt / unshunt, and to check status.

Check point status for a particular device.

Select locks to open, lock, time open, shunt, unshunt.

Select input points to shunt, unshunt.

Select output points to activate, deactivate, shunt, unshunt.

Select door switch points to view status, shunt, unshunt.

Select zone to which the control and monitoring will be limited.

Page forwards / backwards through the last 5,000 system transactions.

Display currently pending alarms; provides response instructions, map.

Display user-created map showing alarm locations.

Display user-created list of actions to be taken when an alarm occurs at a specific point.
View copy of alarm instructions; enter actions taken in response to the alarm.

Display user-created system maps showing alarms, door status, lock status, etc.

Menu to several system control functions.

Reset, turn on, turn off system log printers.

Restore passback status for a single keyholder, or for all keyholders in the system.
Allow entry for keyholder who does not have a key (operator and keyholder data logged).
Extract database information, then update memory for host and attached devices.
Establish connection with a remotely connected device.

View and control building modes for individual ACUs or all ACUs in a zone.

Provides a full-screen display (22 lines) of real-time transactions.

SecuriTY MANAGEMENT REPORTS

ScrEEN TITLE

accsmenu
phstrprt
chstrprt
excprprt
acrtrprt
almarprt

whowhere

downrprt
k2nrprt
evptrprt
rpasrprt

FuncTion

Menu to the security management reporting functions.

Report last twenty activities which took place at a specific point.

Report last twenty activities which took place for a specific keyholder.

Report transactions currently stored on the hard disk.

Report transactions currently stored on tape.

Report of operator responses to alarms.

Report number of keyholders in each passback level.

Report database changes. Serves also as an audit trail of operator activity.
Report last zone entered (summary or detail). Uses keyholder history as source.
Report system events — totals for each event within a selected date range.
Report real-time zone passback activity showing how many and / or who is currently in
which zone. Uses shared memory data as source.

MasTER FiLE ENTRY

ScreeN TITLE
key_entr

key1entr
empgentr

FuncTion

Enter primary keyholder information: keyholder ID, key number, name, tenant, etc.
Enter keyholder personal information: address, phone, title, floor, remarks, etc.
Assign access privileges to a keyholder.

epj_entr Assign projects to a keyholder.
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key_copy

egrpentr
egrpentr1

egrpcopy

acc_menu

acdsentr
acodentr
eleventr

acoventr
agdsentr

agrpentr

fs_entr

prj_entr
tmcdentr
hol_entr
tententr
instentr
confmenu

zoneentr

areaentr
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Create new keyholder record by copying from an existing keyholder record.

Select a keyholder for access privilege assignment. Can also be reached from key1entr.
Assign access privileges to a keyholder.

Copy one keyholder's information to another keyholder.

Menu to reach the access definition functions.

Enter / modify access code information.

Add key readers to an access code.

Enter elevator output contact information for a specific reader in a specific access code.
Temporarily override keyholder or keyholder group access.

Enter / modify access groups.

Add access codes to an access group.

Enter / modify fail-soft access capabilities for a 708P.

Define projects, start / stop dates and times.

Enter / modify time code information.

Enter / modify holiday information.

Enter / modify tenant information.

Enter / modify alarm point information

Menu to the system configuration functions.

Enter / modify zone information.

Enter / modify areas.

areaentr1 Enter / modify zones in areas.

pol_entr
dev_entr

nexsentr
d808entr
d818entr
d422entr

rdr_entr
rdrientr
rdr2entr
rdr3entr
rdrdentr

pnt_entr

autoentr

rdefentr
pndfentr

nodeentr

dialentr
siteentr
abacentr
dkrcentr
usrdmenu
compentr
deptentr
loc_entr
job_entr
usraentr
usrbentr
drawmaps

Enter / modify poller information.

Enter / modify device information .

Enter / modify information specific to NexSentry.

Enter / modify information specific to 808S.

Enter / modify information specific to 818x.

Enter / modify information specific to SE 422.

Enter / modify reader / key pad information.

Enter / modify reader information specific to 808S.

Enter / modify reader information specific to SE 422.
Enter / modify reader information specific to 818x.

Enter / modify reader information specific to NexSentry.
Enter / modify point information.

Enter auto-activation / auto-opening times for points / readers.
Define 808S action reports.

Define default number of digits and seed the PIN (SE 422).
Enter / modify sub-device information for SE 422.

Enter / modify remotely connected device information.
Define site configuration for SE 422.

Define ABA (magnetic stripe card) configuration.

Define digital key reader configuration.

Menu to the user-defined field entry screens.

Enter / modify user-defined field A (appears on key_entr).
Enter / modify user-defined field B (appears on key_entr).
Enter / modify user-defined field C (appears on key_entr).
Enter / modify user-defined field D (appears on key_entr).
Enter / modify user-defined field E (appears on key_entr).
Enter / modify user-defined field F (appears on key_entr).
Create real-time control maps / alarm location maps.
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MasTER FILE REPORTS

ScRrEEN TITLE
rprtmenu
key_rprt

aassmenu
egrprprt
emrdrprt
accrmenu
acodrprt
agrprprt
acovrprt
fs_rprt
prj_rprt
epj_rprt
pro_rprt
tmcdrprt
hol_rprt
tentrprt
comprprt
deptrprt
loc_rprt
job_rprt
instrprt
map_rprt
con_menu
zonerprt
pol_rprt
dev_rprt
rdr_rprt
pnt_rprt
autorprt
rdefrprt
dconrprt
dialrprt
siterprt
abacrprt
dkrcrprt
p422rprt

Key INVENTORY

ScreeN TITLE
invtmenu
statmenu
statentr
statrprt
cdinentr
cdinrprt

FuncTion
Menu to database reporting functions.
Report keyholder information.

Menu to the access assignment reporting functions.
Report access codes / access groups assigned to keyholders.
Report specific readers assigned to keyholders.

Menu to the access definition reporting functions.
Report readers and time codes for the access codes.
Report access assignments for access groups.

Report access override data.

Report fail-soft access privileges for 708P.

Report all projects.

Report all keyholders assigned to projects.

Report all projects / readers included in individual projects.
Report all time codes.

Report all defined holidays.

Report all defined tenants.

Report all user-defined field A information.

Report all user-defined field B information.

Report all user-defined field C information.

Report all user-defined field D information.

Report all alarm instructions.

Report all map names for specific point IDs.

Menu to the system configuration reporting functions.
Report all defined zones.

Report all defined pollers.

Report all defined device information.

Report all defined readers.

Report all point information

Report all point / reader auto-activate / auto-open information
Report all defined 808S action report information.
Report all remotely connected devices.

Report all remote site information.

Report all defined ABA sites

Report all defined ABA configurations.

Report all digital key reader information.

Report all keyholders for SE 422 (detailed or summary).

FuncTion

Menu to key Inventory functions.

Menu to the status definition functions.
Enter key inventory status codes.
Report all inventory status codes.

Enter key data.

Report inventory information for all keys.
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PARKING STICKERS

ScRrEEN TITLE
stkrmenu
stkrentr
stkientr
stkrrprt
stkrrprt1
stkrprt
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FuncTion

Menu to parking sticker and license plate management functions.

Select keyholder for parking sticker and / or license plate information entry.

Enter parking sticker or license plate information for keyholder.

Locate keyholder by license plate or parking sticker.

Display keyholder location information by license plate or parking sticker number.
Report all parking sticker / license plate information.

SYSTEM ADMINISTRATION

ScRrEEN TITLE
sys_menu
addusers
mod_pass
sec_menu
pgacentr

pg1_entr

mnacopy
pgacrprt
showuser
showdate
showwho
purgrprt
beepentr
syclmenu
ctrlentr
evenentr
taskentr
taskrprt
tranentr
dbmenu
dbstats
bkup
downcln
accsarch
alrmcin
jourarch
jourrprt
josrprt
loadmenu
ID_menu
ID1_entr
ID2_entr
ID3_entr

FuncTion

Menu to the system administration functions.

Add operator to system.

Change operator passwords.

Menu to the security level definition functions.

Create / modify security levels.

Add / modify screen information for a particular security level.

Create new security level by copying existing security level then modifying.
Report all defined security levels.

Display all system operators.

Display current system date and time.

Display operators currently using the system.

Cancel submitted reports.

Define terminals for alarm response (beep) regardless of system area where operating.
Menu to system configuration functions

Change report titles / user-defined fields. Define terminal for automatic alarm response.
Enter / modify event information.

Enter / modify task information.

Report all tasks / events.

Enter / modify transaction information (controls data display and storage).
Menu to the database administration functions.

Display size of database tables (determines if archiving is required).
Backup database to tape.

Remove unwanted records from the download file.

Transfer records from disk to tape to free up disk space.

Remove operator responses to alarms from disk to free up disk space.
Copy journal records to tape and remove from disk.

Report history of all database changes.

Report history of all changes to keyholder and keyholder access assignment information.
Load keyholder information from ASCII files.

ID security maintenance menu for WSE ID-4000 interface option.

Enter users, passwords, and privileges for WSE ID-4000 operators.

Define security groups for WSE ID-4000 operators.

Define specific operator privileges for a security group.
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Message

Negative Acknowledge
Access Granted

Key Trace

Point Trace

Invalid Time

Invalid Day

Invalid Reader

Key Not Active Yet
Key Terminated
Point Disabled

Point Not On File
Key Not On File
Invalid Facility Code
Manual Unlock
Manual Lock

Auto Unlock

Auto Lock

Door Forced Open
Door Held Open

Door Closed (Forced)
Door Closed (Held)
Access Requested
Poller Died

Poller Can't Open Port
Poller Started

Poller Stopped

Host Comm. Started

Host Comm. Stopped

Printer Off

Explanation

708P unable to understand message from host.

Card or keypad entry granted access by ACU or host.
Card flagged as TRACE has been read.

A card has been read by a sensor flagged as TRACE.
Access denied — card not valid at that time.

Access denied — card not valid that day.

Access denied — card not valid at that sensor.
Access denied — card presented prior to issue date.
Access denied — card presented after return date.
Access denied — sensor disabled.

Sensor or point not defined in the host computer.
Access denied — key not in ACU or host memory.
Access denied — wrong facility code (1030/1040 keys only).
Reader / door manually unlocked.

Reader / door manually locked.

Reader / door auto-unlocked by host or ACU.

Reader / door auto-locked by host or ACU.

Door with status switch opened without card or REX.
Door with status switch remains open beyond set time.
Forced door has now been closed.

Door held open too long has now been closed.

Valid key presented; host waiting for corresponding keypad entry
Software poller has failed.

Hardware poller has failed (poller device open error).
Poller started.

Poller stopped.

Communication initiated between host and LC / RLC.

Communication ended between host and LC / RLC.

Log printer switched off.
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29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

Message

Printer On

Device Reset

Return From Failsoft
Power Failed

Power Restored
Tamper Active
Tamper Clear

COAX Failure

COAX OK

Sensor Failure
Sensor OK

Printer Error

Poller Params Reloaded
Still Held Open

Input Point Active
Input Point Normal

Timeout Device

Unable to Lock Door

Unable to Unlock Door

Unable to Clear Output

Unable to Act. Output

Not Used
Not Used
Manual Unlock Timed

Manual Access Granted

Explanation

Log printer switched on.

708P / 8xx-series powered up / re-initialized.

708P communication restored — no longer in failsoft mode.
708P / 8xx-series with 3708 UPS has lost AC power.

708P / 8xx-series with 3708 UPS has regained AC power.
708P / 8xx-series tamper input active.

708P / 8xx-series active tamper input now cleared.

Coax cable from ACU to reader shorted.

Coax cable from ACU to reader repaired.

ACU has lost communication with reader (open coax).
Previously failed reader (or open coax) repaired.

Log printer is not functioning properly.

Host has initialized a poller.

DOOR HELD OPEN — Second alert message.

A GENERAL input has been activated.

Previously activated GENERAL input point has been cleared.

Response from polled ACU by host not received within allotted time
(usually 2 seconds).

Host unable to implement automatic or manual command to lock a
door (error on lock).

Host unable to implement automatic or manual command to unlock
a door (error on unlock).

Host unable to restore output contact to normal (error on output
clear).

Hostunable to restore output contact to active (error on output
clear).

Reserved for future applications.
Reserved for future applications.
Timed unlock command entered.

Manual access command issued.
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#

54

55

56

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

Message

Device Online
Request Manual Access
(Building Closed Trace)

Repack OK

Error Setting Bldg. Mode

Key Activated

Key Deactivated

Key Not Active

New Day

Remote Trans Received
Host Dial OK

Error Dialing Remote
Output Activated
Output Deactivated
Invalid PIN Entered
Redundancy On
Redundancy Off

Host Poller Down
Acknowledge DB Xfer
Failed DB Xfer

No Key Set for PIN

Keyholder Duress

Controller Comm Error

RDI Dialed In

Lot Full

Max Tenant In Lot
Alarm Resolved

Enter Attended Mode

Explanation

ACU communicating with host.

Manual access command entered.

Obsolete message

Host has loaded new database information.

Building mode command unsuccessful.

Key presented to activate reader — activate card enabled.
Key presented to deactivate reader — deactivate card enabled.
Access denied — key applies to activate reader.

Host rebooted or clock has crossed 00:00.

Dial-up device transmission received by host.

Host has called a dial-up device.

Download errors to remote dial-up device encountered.
Output contact manually or automatically activated.
Output contact manually or automatically deactivated.
PIN entered incorrect.

Not used at this time.

Not used at this time.

Not used at this time.

Data successfully downloaded to target device.

Data download attempt to target device failed.

PIN entered without valid key presentation.

PIN entered in reverse sequence indicating a duress situation.
valid, access is granted.

Host to local controller communication failed.

RDI unit has dialed host and is logged in.
Optional parking function.

Optional parking function.

Alarm event resolved.

Optional parking function.

If
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83

84

85

86

89

90

91

92

93

94

95

96

97

98

99

100

103

104

105

106

107

108

109

110

111

112

113

114

Message

Enter Unattended Mode
Batch Request Received
Remote Comm Ended

Global Silence Request
Ticket Serviced
Chksum Err In Sys DB

Chksum Err In Key DB
Alarm Active

Alarm Clear

Shunt Point

Unshunt Point

Not Used

Parameter Load Error
Tran File Almost Full
Database Error
Passback Violation
Building Open

Building Open Limited
Building Closed
Tamper Report Shunted
Tamper Report Unshunt
Request To Exit

REX Denied

MSM Fail

MSM Okay

Door Report Shunted
Door Report Unshunted

Power Report Shunted

Explanation

Optional parking function.
Not used at this time.
Not used at this time.

Silence global beeping command issued.

Parking application has completed ticket update/storage activities.
Difference exists between host and ACU system data.
Difference exists between host and ACU key data.

Alarm input active.

Previously active alarm input cleared.

Device / point shunt command issued.

Device / point unshunt command issued.

Reserved for future applications.

Host poller initialization failed.

Archive history file approaching capacity. Archive immediately.
Data to database failed. There may be many possible causes.
Access denied — passback status.

808-series — ACU in open mode.

808-series — ACU in limited mode.

808-series — ACU in closed mode.

8xx-series ACUs — device tamper report is shunted.
8xx-series ACUs — device tamper report is unshunted.

REX contact activated during valid REX time.

REX contact activated during invalid REX time.

MSM failed.

Previously failed MSM repaired.

Door forced report shunted.

Door forced report unshunted.

Device power fail report shunted.
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115

116

117

118

119

120

121

122

123

124

125

126

127

128

129

130

131

132

133

134

135

136

137

138

140

141

Message

Power Report Unshunted
COAX Report Shunted
COAX Report Unshunted
Sensor Report Shunted
Sensor Report Unshunted
MSM Report Shunted
MSM Report Unshunted
Power Report Shunted
Power Report Unshunted
Bldg Opened

Bldg Opened Limited
Bldg Closed

Bldg Should be Closed

Can't Close Bldg (Key)

Can't Close Bldg - User

Terminal Buffer Full
Device Cannot Connect

Alarm Silenced

Forgive Passback
Invalid T & A Request
Time & Attendance Clock

Meal Counter - Excp.

Meal Counter - Valid

and 139

User Logged Into Term

User Logged Off Term

Explanation

Device power fail report unshunted.

Reader coax fail report shunted.

Reader coax fail report unshunted.

Sensor / reader fail report shunted.

Sensor / reader fail report unshunted.

8xx-series ACU MSM fail report shunted.
8xx-series ACU MSM fail report unshunted.
8xx-series ACU MSM power fail report shunted.
8xx-series ACU MSM power fail report unshunted.
8xx-series ACU MSM power fail report shunted.
8xx-series ACU placed in limited mode.
8xx-series ACU placed in closed mode.
8xx-series ACU in time period where it should be closed.

8xx-series ACU cannot be placed in closed mode because proper
key not presented.

8xx-series ACU cannot be placed in closed mode because of user
actions.

8xx-series host port log buffer at capacity.
8xx-series ACU unable to communicate with host/ dial-up interface.

8xx-series ACU silenced by a user connected through the ACU
terminal port.

Passback status on card / card group set to unknown.
No longer used.

Key presented at a valid time and attendance reader.
Keyholder over meal limit.

Key presented at valid meal counter reader.

Reserved for future applications.

User logged on to 8xx-series ACU via the terminal port.

User logged off an 8xx-series ACU via the terminal port.
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#

142

143

144

145

146

147

148

149

150

151

152

153

154

155

156

157

158

159

160

161

162

163

Message
Host Dial Start
Carrier Off
Carrier On
Logs Purged
Threshold Met
Deferred Key
Auto Forgive

Zone Count Reset

Req. Passback Forgive

Timer Started
Timer Cancelled

Timer Expired
Request Reset Device

Request Reset Keys
Reset Device Okay

Reset Key Okay

Error on Device Reset
Error on Key Reset
Open Cash Drawer
Invalid Card Type
Line Cut

Line Short

164 through 169

170

171

172

173
174
175
176
177

Over Device Limit
Invalid Site Code
ABA Card Expired

ABA Card Data 1
ABA Card Data 2
ABA Card Data 3
ABA Card Data 4
ABA Card Data 5

Explanation

Remote device dialing host.

SE 422—Incoming phone line or host port has lost DTR.
SE 422 — Incoming phone line or host port DTR high.
SE 422 — Log buffer purged.

SE 422 — Logs have met user-defined threshold.

Key referred to host for access decisions.

Automatic forgive passback issued.

Count for a particular zone or all zones reset.
Forgive passback command issued.
Not used at this time.

Not used at this time.

Not used at this time.

Operator initiated device reset from devices menu.
Operator initiated key reset from devices menu.
Affirmative response following device reset command.
Key information successfully reset in 8xx-series ACU.
Unable reset memory / system data for 8xx-series ACU.
Unable reset key data for 8xx-series ACU.

Parking attendant cash drawer opened improperly.
Wrong type magnetic stripe card presented.

SE 422 input line cut.

SE 422 input line shorted.

Reserved for future applications.

System configuration has exceeded specified limits.
Site code not on file or invalid.

ABA card presented has expired.

Five 40-character lines (maximum) encoded on ABA cards.
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178

179

180

181

182

183

184

185

200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223

230

231

232

233

240

241

Message

VIP Failure

VIP Okay

VIP Tamper Fail

VIP Tamper Okay
VIP Shunted

VIP Unshunted

VIP Tamper Shunted

VIP Tamper Unshunted

Radionics Unit Test
General Trouble

Zone Trouble

Line Card Trouble
General Restoral Report
Zone Restoral

Line Card Restored
General Opening Report
Zone Opening Report
General Closing Report
Zone Closed

General Cancel Report
Zone Cancel Report
Radionics Unit Power Fail
Radionics Unit Restore
Listen-In Report

Listen Done
Communicator Power Fail
Was Forced Armed
Status Report

Busy Seconds

Error

Power Up Message
Radionics Alarm

Project Activated
Project Deactivated
Project Normalized
Invalid Project

Alarm Not Acknowledged

Alarm Acknowledged

Explanation

VIP keypad not responding.

VIP keypad returned from failed status.
VIP tamper fail reported.

VIP tamper switch OK.

VIP shunted.

VIP unshunted.

VIP tamper switch shunted.

VIP tamper switch unshunted.

For Radionics systems (for future use).

Project activated.

Active project deactivated.

Project normalized.

Access denied to a project-controlled door (no access privileges).

No alarm response within time specified in transaction description
record.

Alarm acknowledged.
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242

250

300

301

302

303

304

305

306

307

308

309

500
501
502
503
504
505

Message

Disk Almost Full

Over Max Key Limit

RDI Full

RDI Too Hot

RDI Too Cold

RDI Timeout Problem
RDI Hardware Problem
RDI Modem Problem
RDI Alarm Table Error
RDI Comm Error

RDI Host Comm Error

RDI Can't Close 808 DB

Debug 0 Transaction
Debug 1 Transaction
Debug 2 Transaction
Debug 3 Transaction
Debug 4 Transaction
Debug 5 Transaction

Explanation

Disk space at value of DISKWARN parameter (usually 90% full).

Attempt made to download more keys than the device will hold.

RDI transaction buffer full.

RDI upper temperature limit exceeded.

RDI lower temperature limit exceeded.

RDI unable to communicate with 808S.

RDI has detected an error with its operating hardware.
RDI has detected a modem error.

RDI alarm table full or unusable.

RDI unable to dial out.

RDI unable to receive.

RDI unable to complete data transfer to 808S; device left in
incomplete state.

WSE development use only.
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Message #
ABA Card Data 1.......cccceeiiiieeiieceeece 173
ABA Card Data 2.........cccevvvveeiiiceieece 174
ABA CardData 3.........cccevvvieeeieceeece 175
ABA Card Data 4 ........ccccoovveeiiiiiiieeee 176
ABA Card Data 5........ccccevvvveeiiiiiiieece 177
ABA Card Expired ........ccccoceeiiiiiiiineeee 172
Access Granted ..........ccceeeviiiniiie i 1
Access Requested ..., 21
Acknowledge DB Xfer ........ccccoiiiiiiiieeinnee. 73
Alarm Acknowledged ...........ccccoiiiiiiinnnnine 241
Alarm ACtiVe ......ooiiiii 92
Alarm Clear .......oovcviiiieiee e 93
Alarm Not Acknowledged .............cccccoeeeee 240
Alarm Resolved .........cccoveviiieiiiiiiece 81
Alarm Silenced .........ccocoeviiiiiiii 132
AUtO FOrgive ......ooooiiiiiiiiiiieeeee e 148
AULO LOCK ..eoeiiiiiieeiiecc e 16
Auto Unlock .......ccoocviiiiiiiiiiee e 15
Batch Request Received............c.ccoccceeee. 84
Below Lot Limit ........coeveiiiieiieceee 88
Below Tenant Limit.........c.ccooeiiiiiiiin. 87
Bldg Closed ..........ooviiiiiiiieeeeee e 126
Bldg Opened .......cccoooiiiiiiiieeieee e 124
Bldg Opened Limited ...........occieeiiiiinnenn. 125
Bldg Should be Closed..........cccccceeeeeininennn. 127
Building Closed ........cccccoiiiiiiiiiieeeeee, 105
Building Open ..., 103
Building Open Limited ...........ccccceeiiiineeen. 104
Busy Seconds ......ccccooiiiiiiiiii, 220
Can’t Close Bldg (Key) .....ccoeeeiiiiiiieaaiinen. 128
Can’'t Close Bldg - User.........cccceeeeeiininen. 129
Carrier Off oo 143
Carrier ON ... 144
Chksum Err In Key DB ..o, 91
Chksum Err In Sys DB ......coooiiiiiiiiiiiiien. 90
COAX Failure ......ccevivieeeiiiciiec e 36
COAX OK ittt 37
COAX Report Shunted ..........cccceevvveeennnnn. 116
COAX Report Unshunted ...........ccccoeeueeeee. 117
Communicator Power Fail ............ccccccuneee. 217
Database Error .........ccccocoiiiiiiiiiieccec e, 99
Debug 0 Transaction ............ccccceeeeeeniinneen. 500
Debug 1 Transaction ............cccceeeeeeniinneen. 501
Debug 2 Transaction ............ccccceeeeeniinnenn. 502
Debug 3 Transaction ............ccccceeeeeiiinneen. 503
Debug 4 Transaction ............ccccceeeeeiiinnenn. 504
Debug 5 Transaction .............ccccceeeeeiiineeen. 505
Deferred Key ......oveeiiiiiiiiiieeee, 147
Device Cannot Connect ...........cccceevvenennes 131
Device Online .....c.ccovviieiiiiiie e 54
Device Reset .......c.ccovveviiiiiiiiccee 30
Disk Almost Full ..o 242
Door Closed (Forced) ........cooiieiieiiiiiiienennn. 19
Door Closed (Held) ......cccooiiiiiiiiiiiieee. 20
Door Forced Open........ccccooviiiieeeiiiiiiieeeens 17

Door Held Open ... 18

Message #
Door Report Shunted ..........ccccovvieiicinicnnee. 112
Door Report Unshunted ............cccceevverenee 113
Enter Attended Mode ............ccoocieiniiicinnenn. 82
Enter Unattended Mode ...........ccceevieinnen. 83
ErTOr oo 221
Error Dialing Remote ...........ccoccoiiiiiiienenne. 66
Error on Device Reset .........ccccovceeeiiieennes 158
Error on Key Reset ........ccooooiiiiiiiiiiiie. 159
Error Setting Bldg. Mode ..........cccoceeevnieiee. 59
Failed DB Xfer ......cccooveviiiiiieenieeeeec e 74
Forgive Passback.........cccccooiiieiiiiiiinne. 133
General Cancel Report .........ccccceveeiiineen. 211
General Closing Report.........ccccceveeiiiienen. 209
General Opening Report ..........ccccceeeeinnnee. 207
General Restoral Report ...........ccccoeeeinnne. 204
General Trouble ........cccoeciviiiiiiiieeeciee 201
Global Silence Request...........cccocovveiiienenee. 86
Host Comm. Started ............cccceeviieiiinien. 26
Host Comm. Stopped .......cccceeiieiiiiiiieeis 27
Host Dial OK.....ccceoiiiiiiieiiieee e 65
Host Dial Start ...........cccocieviiiieeeecee 142
Host Poller Down ..........ccocoviieeiiiieeneccne, 72
Input Point Active ..o 43
Input Point Normal ..., 44
Invalid Card Type .....cceeveeiiiiieieeeieeeee 161
Invalid Day .......ccceeeeeiiiiieeeeeeee e 5
Invalid Facility Code ........ccocciiiiiiiiiiiieees 12
Invalid PIN Entered ..........ccocoeeiiiinniicnnen. 69
Invalid Project .........ccccoeiiiiiiiiiiiieeee 233
Invalid Reader .........cocccoviiiiiiiiic e 6
Invalid Site Code .......ccoocvviriieiiiieee 171
Invalid T & A Request .........cccooivieiiiiiie.n. 134
Invalid TiMe ....coccviiii e 4
Key Activated ... 60
Key Deactivated ..........ccccoiiiiiiiiiiiiiiees 61
Key Not ACtiVE ....oooiiiiiiiies 62
Key Not Active Yet ... 7
Key Not On File ..o 11
Key Terminated .........ccccoeeiiiiiiiei e 8
KeY Trace ....ccueeeeeeeeeiieee e 2
Keyholder Duress .........ccccoocoieiieeiiiiiineeees 76
Line Card Restored ..........coccceeiiiieiiiinneene 206
Line Card Trouble ...........ccocoeeiiiiiiniiicee 203
Line CUt ..eoeiiiiiee e 162
Line Short ..o 163
Listen DONe ......cceevviiieeiii e 216
Listen-In Report ........cccoeiiiiiiiiiieiiee, 215
Logs Purged ........ccooooiiiiiiiee 145
Lot FUll...ceoie e 79
Manual Access Granted ............ccceevveeennen. 53
Manual UnlocK..........ccoocviiiiiiiiniicicc e 13
Manual Unlock Timed .........ccccooviiniiiennnenn. 52
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Message #
Max Tenant In Lot ...........ooooviviviiiieeeees 80
Meal Counter - EXCP. ...cvvvvveiiiiiiiieee 136
Meal Counter - Valid ..........ccccoeeeeeieeenennen, 137
MSM Fail oo, 110
MSM OKaY ..o 111
MSM Report Shunted ...........ccceivieviiiinenns 120
MSM Report Unshunted ............ccoceeevninnnee 121
Negative Acknowledge.........ccccceeiiiiiiinennnens 0
NEW DAy ...cooviiiiiiiiie e 63
No Key Set for PIN ... 75
Not USed ......oovvveeeeeeeeeeeeeeeeeee e 50
Not USed ......oovvveeieeeeieeeeeeeeeeee e 51
Not USed ......oovvveeieeeeieeeeeeeeee e 96
Open Cash Drawer ..........ccccceeiiiieeeeneinenn. 160
Output Activated .........coooiiiiiiiee, 67
Output Deactivated ..........ccccooiiiiiiiine. 68
Over Device Limit .........ccceeeeeieiiiiiiieiinnn. 170
Over Max Key Limit .........ccccooiiiiiiinie, 250
Parameter Load Error..........ccccceeeeeeeeeeeeennnnee. 97
Passback Violation ...........cccccceeeeeeieeininnenn, 100
Point Disabled ........c...coooviieeiiiiiieeeeeeeeeeee, 9
Point Not On File ......ccooovviiiiiiiieeeeeeeeeeee, 10
Point Trace .......cuveeeeeeeieeeeeeeee e, 3
Poller Can’t Open Port .........cccceeeiiiiieneenn. 23
Poller Died ..........cuveeeeeeieeeeeeeieee e, 22
Poller Params Reloaded ...........cccceeeeeeennee. 41
Poller Started .........ccccooevviviiiiiiieeeeeeeeeeeee, 24
Poller Stopped .........coceviiiiiniiiiiieeeee, 25
Power Failed .......ccccooeeiiiiiiiiiieeeeeeeeeeeee, 32
Power Report Shunted ............ccccceeeiieee. 114
Power Report Shunted ............ccccceeiiieee. 122
Power Report Unshunted .................cee. 115
Power Report Unshunted ............c....ccee. 123
Power Restored............cooovvvvvviieeeeeieeeeeeeenn, 33
Power Up Message ..........cccoeveeinieeeicinnenne 222
Printer Error ..., 40
Printer Off ...ooveeeeeeeeeeeeeee e, 28
Printer On ..o, 29
Project Activated ..........ccccceiiiiiiii 230
Project Deactivated ...........cccoooiiiiininnen. 231
Project Normalized ..........c.ccooiiiiiiiieee. 232
Radionics Unit Power Fail .......................... 213
Radionics Unit Restore ........ccccceeeeeeeeeeeenne. 214
Radionics Unit Test ..........cocvvvveeeeeeeeeenienn, 200
RDI Alarm Table Error.........ccccceeeeeeeeeeeeennne. 306
RDI Can't Close 808 DB .............cceeeveennnee. 309
RDI Comm Error.....ccooeevveeeeeiieeeeeeeeeeeeeeee 307
LR (D [ B IF=10=To I [ T 78
RDI Hardware Problem ..........ccccceeeevveennne. 304
RDI Host Comm Error ..........cceeeeeeeeeeeeeennne, 308
RDIIS FUll .. 300
RDI Is Too COld ..cuvveieieieiiieieeeeeeeeeeeeee, 302
RDIIs TOO HOt ..ovvveeeeeeeeeeeeeeeee, 301
RDI Modem Problem ..........cccceeeeeiieeniieinnee. 305
RDI Timeout Problem ..........ccccoeevviveiinnnnnnnn. 303
Redundancy Off ..., 71

Redundancy On ... 70

Message #
Remote Comm Ended ...........ccccoeeiiienenn. 85
Remote Trans Received ............ccccooceee. 64
Repack OK ... 58
Req. Passback Forgive ...........ccccceeeeinneen. 150
Request Manual Access ........ccccceeiiciieneennn. 55
Request Reset Device .........ccccceeieiiineen. 154
Request Reset Keys ......ccoooviiiiiiiiiiiiinen. 155
Request To EXit.....ooooiiiiiiiiie, 108
Reset Device Okay .......cccccoeviiiiieneeeiiiieeen. 156
Reset Key OKay .......coccceeieeeiiiiiiieeeeeeee, 157
Return From Failsoft............cccoociiiiii. 31
REX Denied.......ccoeeviiiiieiieeieenieeree e 109
Sensor Failure ..o 38
Sensor OK ..o 39
Sensor Report Shunted ...........ccccoeveiinneen. 118
Sensor Report Unshunted.............ccccconee. 119
Shunt Point ... 94
Status Report ........oovveeeviiiii e 219
Still Held Open ........oocveviiiiiieeeceeeee 42
Tamper ACtiVe .......cceeeiiiii e 34
Tamper Clear .......cccoeviiiiiiiiie e 35
Tamper Report Shunted .............cccoceeeenie 106
Tamper Report Unshunt ................ccccooe 107
Terminal Buffer Full ..............c..coocoiiie 130
Threshold Met ..., 146
Ticket Serviced .........cccooiiiiiiiiiiie e 89
Time & Attendance Clock...........cccceeennee. 135
Timeout Device .......cccceeiiiiiiiiieeieee e 45
Timer Cancelled .........ccooooiiiiiiiiie 152
Timer Expired .......ccoooeeiiiie e 153
Timer Started ..o 151
Tran File Almost Full ...........ccccooiiiiiiinnie 98
Unable to Act. Output .........cccoiiiiiiies 49
Unable to Clear Output ..........ccccceeiiieenenn. 48
Unable to Lock DoOr .......cccooiiiiieiiiiiiiiieeene 46
Unable to Unlock DoOr .........c..eeveeiiiiiieeeens 47
Unshunt Point ... 95
User Logged Into Term .........cccccceeeeeiiinneen. 140
User Logged Off Term........ccccieeeiiiineeen. 141
VIP Failure ..o

VIP Okay ........

VIP Shunted

VIP Tamper Fail ......cccoooiiie 180
VIP Tamper OKay ........ccoecoeeeeeeaiiiiieaeeene 181
VIP Tamper Shunted ............cccoiiiiiiinninee 184
VIP Tamper Unshunted ..............cccocieeenie 185
VIP Unshunted ........cccoooiiiiiiie 183
Was Forced Armed .........ccooeeiiiiiiiiienne 218
Zone Cancel Report .........ccoceiiiiiiiiiene 212
Zone CloSed .....ocoviiiiiiiieeiiee e 210
Zone Count Reset .........oooooiiiiiiiiiiieeee 149
Zone Opening Report........ccccooiiiiiniiinee. 208
Zone Restoral ........cccooeiiiiiiiie 205
Zone Trouble .......coovieiiiiii e 202
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Level 1 = COMPLETE SYSTEM ACCESS

ID1_entr
ID1_rprt

ID2_entr
ID_menu

aassmenu
abacentr
abacrprt
acc_menu
accrmenu
accsarch
accsmenu
acdsentr
acodrprt
acoventr
acovrprt
acrtrprt
addusers
agdsentr
agrprprt
almarprt
alotentr
alrmcln
areaentr
autoentr
autorprt

badgarch
badgentr
badgrprt
badtrprt
bdg1rprt
beepentr
bkup

calliq
casmrprt
cdinentr
cdinrprt
chstrprt
compentr
comprprt
con_menu
confmenu

ctrlentr
db_menu
dbstats
dconrprt
deptentr
deptrprt
dev_entr
dev_rprt
dialentr
dialrprt
dkrcentr

ID Security User Entry
ID Security Report

ID Security Group Entry
ID Security Report

Access Assignments
ABA Configuration Entry
ABA Configuration
Access Definition
Access Definition
Access Ctrl Trans Arch
Security Management Rpts
Access Code Entry
Access Code Master Rpt
Access Override Entry
Access Override Report
Access Control Archive
Addusers

Access Group Entry
Access Group Master Rpt
Alarm Servicing

Tenant Allotment

Alarm Trans Clean Up
Areas

Auto Opens / Activates
Auto Opens / Activates

Badge Archiving

Badge Entry

Print Badges

Offline Badge Reporting
Badge Report

Enable Global Beeping
Perform Backup

Accelllg (Custom Reports)
Cash Summary

Key Inventory Entry

Key Inventory Report
Keyholder History Report
Company

Company

Device Configuration Rpts
Hardware Configuration

Control File Maintenance
Database Maintenance
Display Data Base Stats
808 Device Configuration
Dept

Dept

Devices

Devices

Dialer Entry

Dialers

DKR Configuration Entry
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dkrcrprt
downcln
downrprt
drawmaps

egrpcopy
egrpentr
egrprprt
emp_dnld
emrdrprt
epj_rprt
evenentr
evptrprt
excprprt
exit

fmntmenu
fs_entr
fs_rprt

hol_entr
hol_rprt

instentr
instrprt
invtmenu

job_entr
job_rprt
josprprt
jourarch
jourrprt

key_copy
key_entr

key_rprt
keyload1
ktimentr
kyznrprt

loadmenu
loc_entr
loc_rprt
Isumdel
Isumentr
Isumrprt

mainmenu
mangrprt
maprprt
mealrprt
mlwkrprt
mnaccopy
mod_pass
monitor

nodeentr

DKR Configuration
Download Clean Up & Retry
Download Status

Maps

Copy Keyholder Access
Access Assignment
Keyholder Access Assign
Keyholder Transfer

Reader Access Assignment
Employee Project Report
Events

Event / Point Report
Selective Transaction

Exit SE / SMS Application

Master File Entry
Fail Soft Entry
Fail Soft Report

Holidays
Holidays

Instructions
Instructions
Key Inventory

Jobcat

Jobcat

Special Journal Reporting
Journal Archive

Journal Reporting

Copy Keyholders
Keyholders

Keys Master

Keyholder Loading Prog 1
Keyholder Timer Entry
Keyholder Zone

Key Holder Loading
Location

Location

Delete Lot Sum Records
Daily Lot Summary
Daily Lot Summary

SE / SMS Main Menu
Daily Manager’s

Maps

Meal Report

Hours vs. Meals Taken
Copy Security

Modify Passwords
Monitor Security Activity

SE 422 Hardware Def

zZ2Zz2ZZZ
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outsrprt Outstanding Tickets N N N taskrprt Task / Event Master Report N N N
overrprt Tenant Overage N N N tatransf Record Transfer N N N
tbleentr Rate Tables Y Y Y
p422rprt  SE/422 PIN Report N N N tblirprt Tenant Billing N N N
padmmenu Parking Administration N N N tententr Tenants Y Y Y
parkmenu Parking Control N N N tentrprt Tenants N N N
pgacentr  Security Entry Y Y Y termentr Terminal / Point Xref Y Y Y
pgacrprt  Security Master List N N N thstrprt Tour Schedule vs Access N N N
phstrprt Point History N N N tickentr Ticket Editing Y Y Y
plotentr Point/Lot Association Y Y Y tickpost Post Serviced Tickets N N N
pndfentr ~ SE422 PIN Definition Y Y Y tickrprt Ticket Transaction Report N N N
pnt_entr  Points Y Y Y timemenu Time & Attendance N N N
pnt_rprt Points N N N tkeyrprt Keyholder Tour History N N N
pol_entr Pollers Y Y Y tlogrprt Ticket Log N N N
pol_rprt Pollers N N N tmcdentr Time Codes Y Y Y
prd_rprt Project Reader Report N N N tmcdrprt  Time Codes N N N
pri_entr Project Definition Y Y Y tourmenu Guard Tour N N N
pri_rprt Project Report N N N tranentr Transactions Y Y Y
psetmenu Parking Setup N N N trdsentr Tour Definition Y Y Y
purgrprt Purge A Pending Report N N N trdsrprt Tour Definition N N N
trptmenu  Ticket Reports N N N
quckrprt Quick Ticket Search N N N trshentr Tour Scheduling Y Y Y
trshrprt Tour Schedule N N N
rdefentr Device Report Definition Y Y Y tsumrprt Daily Ticket Summary N N N
rdefrprt 808 Report Definition N N N
rdr_entr Readers Y Y Y usraentr  Shift Y Y Y
rdr_rprt Readers N N N usrbentr Emp Stat Y Y Y
rpasrprt Passback Zone Report N N N usrdmenu User Defined Information N N N
rprtmenu  Master File Reports N N N
vctlentr Badge Color Entry Y Y Y
sec_menu Program Security N N N vistentr Visitor Entry Y Y Y
sel_entr Selection Table Y Y Y vistmenu \Visitors N N N
service Ticket Servicing N N N vistrprt Visitor Report N N N
showdate Display Date & Time N N N
showuser Display All Valid Logins N N N weekentr Week Ending Dates Y Y Y
showwho Display All Users LoggedIn N N N whowhere Passback Zone N N N
siteentr Site Entry Definition Y Y Y
siterprt Site Definition N N N zoneentr Zones Y Y Y
spitentr Ticket Spitter Synch Y Y Y zonerprt Zones N N N
statentr Status Code Entry Y Y Y
statmenu  Inventory Stat Code Menu N N N
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Access Assignment, 4-8, 5-4
Keyholder Access, 5-4
Keyholder Access Assignment, 4-8
Readers, 5-5
Access Code, 1-2
Access Code Entry, 4-9
Distributed Access codes, 4-9
Host, 4-9
Smart Failsoft, 4-9
Access Control Archive Report, 3-4
Access Control Transaction Archiving [accsarch], 6-15
Access Control Units (ACUs), 1-3
Access Definition, 4-9, 5-6
Access Code Master, 5-6
Access Group Master, 5-6
Access Override, 5-7
Intelligent Failsoft, 5-7
Keyholder Projects, 5-9
Project Report, 5-8
Reader Projects, 5-10
Access Group, 1-2
Access Group Entry, 4-11
Access Override Entry, 4-13
Activate / Deactivate Codes, 6-11
ACUs, 1-3
Add Users [addusers], 6-2
Adding / Changing Data, 1-14
Adjustable Baud Rate—708P/800 Pollers, 6-19
Alarm Contact, 1-2
Alarm Contacts, 1-4
Alarm Servicing, 2-8
Alarm Servicing Function Keys, 2-8
No Activity Timeout, 2-13
Alarm Servicing Archive Report
Sample Report, 3-5
Alarm Servicing Function Keys, 2-8
Alarm Servicing Report, 3-4
Alarm Transaction Clean Up [alrmcIn], 6-16
Alarms and Responses, 1-7
All Transactions, 1-7
Anti-Passback Control, 1-6
Application Screens, 1-10
Audible Alarms, 1-5
Auto Key Entry, 4-34
Automatically Entering Card Numbers, 4-34
Configuring the Reader, 4-34
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Auto Opens/Activates, 4-42
Automatic Access Control, 1-6
Automatic Activate / Deactivate, 1-6
Automatic Restart, 1-16

Automatic Unlock/Lock, 1-6

B

Basic System Usage, 1-16
Logging Off, 1-15

Biometric Identifiers, 1-3

Building Modes, 2-11

Cc

CCTV, 117
Clearing a Field, 1-14
Communications Monitor, 1-6
Company, 1-2
Complete Portability, 1-5
Contact Alarms, 1-4
Control Building Modes Function Keys, 2-11
Control Devices Function Keys, 2-3
Control Devices screen, 2-3
Control Doors Function Keys, 2-6
Control File Maintenance [ctrlentr], 6-8
Control Function Keys
Control Doors Function Keys, 2-6
Control Input Function Keys, 2-5
Control Locks Function Keys, 2-4
Control Output Function Keys, 2-5
Control Zone Function Keys, 2-6
Locks, 2-4
Control Function Menu
Devices, 2-3
Control Functions Menu, 2-2
Poller Function Keys, 2-2
Pollers, 2-2
Control Inputs Function Keys, 2-5
Control Locks Function Keys, 2-4
Control Outputs Function Keys, 2-5
Control Pollers Function Keys, 2-2
Control Printers Function Keys, 2-9
Control Projects, 2-9
Control Projects Function Keys, 2-9
Control Remote Devices Function Keys, 2-11
Controller Systems, 1-18
Copy Keyholder Access, 4-8
Copy Keyholders, 4-7
Copy Security [mnaccopy], 6-6
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D

Data Entry Sequence, 1-9
Data Item Selection, 2-2
Database Changes, 1-7
Database Maintenance [db_menu], 6-14
Definition, General

Trace, 1-3

Transactions, 1-3
Definition, Inputs

Fire Alarms/Heat Sensors, 1-4
Definition, Principal System Functions

Auto Unlock/Lock, 1-6
Definitions

Access Control, 1-6
Definitions, Basic System Usage, 1-9

Applications Screens, 1-10

Logging On, 1-9

System Screens, 1-10
Definitions, Creating the Database, 1-8

Poller Initializatin, 1-8
Definitions, File Maintenance, 1-7
Definitions, General, 1-2

Access Code, 1-2

Access Group, 1-2

Alarm Contract, 1-2
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Department, 1-2

Device, 1-2

Event, 1-2

Job Category, 1-2

Key Number, 1-2

Keyholder ID, 1-3

Location, 1-3

Time Code, 1-3

Zones, 1-3
Definitions, Hardware

Devices, 1-3

Microprocessor, 1-3
Definitions, Inputs, 1-4

Alarm Contacts, 1-4

Contact Alarms, 1-4

Door Switches, 1-4

Intrusion Devices, 1-4

Motion Sensors, 1-4

Multiple Switch Monitor, 1-5

Points, 1-5

Request-to-Exit, 1-5

Video Monitor Switchers, 1-4
Definitions, Outputs, 1-5

Audible Alarms, 1-5

Remote Alarms, 1-5
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Auto Activate/Deactivate, 1-6
Automatic Access Control, 1-6
Communications Monitor, 1-6
Flexible Event Handling, 1-6
Independent PIN Entry, 1-6
Manual Access Control, 1-6
Two-Man Rule, 1-6

Definitions, Readers, 1-4
Digital Key Reader, 1-4
Magnetic Card Reader, 1-4
Readers, Sensors, 1-4

Definitions, Reporting, 1-7
Alarms and Responses, 1-7
All Transactions, 1-7
Database Changes, 1-7
Invalid Access Attempts, 1-7
Keyholder History, 1-7
Point History, 1-7

Definitions, System Function
Anti-Passback Control, 1-6

Definitions, System Software, 1-5
Installation Flexibility, 1-5
Integrated Software, 1-5
Open System Design, 1-5
Portability, 1-5
Response Time, 1-6

Definitions, Tenant, 1-3

Deleting a Character in a Field, 1-14

Deleting Records, 1-14

Department, 1-2

Device, 1-2

Device Configuration Reports, 5-13
422 PIN Master, 5-20
808, 5-17
808 Configuration, 5-18
ABA Configuration, 5-19
Auto Opens/Activates, 5-17
Dialers, 5-18
DKR Configuration, 5-20
Points, 5-16
Pollers, 5-14
Site Definition, 5-18
Zones, 5-13

Devices

422 Device Configuration Entry, 4-28
422 Reader Report Defined, 4-36
818 Device Configuration Entry, 4-28
818 Reader Report Defined, 4-37
8xx-Series Reader Report, 4-35
Auto Key Entry, 4-34

Device Entry Screen, 4-22
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NexSentry Reader Report Defined, 4-38
Reader Entry, 4-32
Reader Report, 4-35
Readers, 4-31
Devices Configuration Reports
Devices, 5-14
Readers, 5-15
Digital Key Reader, 1-4
Disk Almost Full Warning, 2-12
Display All Users Logged In [showwho], 6-7
Display All Valid Logins [showuser], 6-7
Display Current Date and Time [showdate], 6-7
Display Database Statistics [dbstats], 6-14
Distributed Access Codes, 4-9
Documentation Methods, 1-2
Door switches, 1-4
Doors, 2-6
Download Clean Up and Retry [downcln], 6-15
Download Status
Before Transmission, 3-7
Error in Receiving Data, 3-7
Error in Transmitting Data, 3-7
Received and Processed, 3-7
Transmitted, 3-7
Unprocessed, 3-7
Download Status Report, 3-6
Sample Report, 3-7

E

Elevator Control, 1-18
Elevator Definition, 4-11
Enable Terminals for Global Beeping [beepentr], 6-8
Event, 1-2
Event Monitoring, 1-6
Event/Point Report, 3-8
Sample Report, 3-9
Events [evenentr], 6-9
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Failsoft, 4-14

File Maintenance, 1-7

Finding, Adding, and Storing Data, 1-13
Adding/Changing Data, 1-14
Searching, Partial Information, 1-13
Storing Data, 1-14

Finding Data, 1-13

Fire Alarms, 1-4

Fire Alarms / Heat Sensors, 1-4

Flexible Event Handling, 1-6

Following the System Interconnect Diagram, number, 1-9

Force Table Download, 2-10
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Forgive Passback, 2-10
Full Screen Monitoring, 2-12
Function Keys, 2-2
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General Definitions
Keyholder, 1-2
Guard Tour, 1-18

H

Hardware Configuation
422 Hardware Definition, 4-44
Hardware Configuration
422, 4-28
422 Pin Definition, 4-43
818, 4-28
8xx Series, 4-24
ABA Configuration, 4-47
Areas, 4-19
Device Report, 4-43
Devices, 4-21
Dialer Entry, 4-45
DKR Configuration, 4-48
NexSentry, 4-26
Points, 4-39
Pollers, 4-19
Readers, 4-31
Site Entry Definition, 4-46
Zones, 4-18
Heat Sensors, 1-4
Holidays, 4-16, 5-11

ID Security Group Entry [ID2_ entr], 6-18
ID Security Maintenance [ID_menu], 6-17
ID Security Report [ID1_rprt], 6-18

ID Security User Entry [ID1_entr], 6-17
ID-4000 Interface, 1-18

Independent PIN Entry, 1-6

Input Points, 2-5

Installation Flexibility, 1-5

Integrated Software Support, 1-5
Intelligent Devices, 4-21

Intrusion Devices, 1-4

Invalid Access Attempts, 1-7

Inventory Status Code Menu [statentr], 6-20
1Q, 1-17
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Job Category, 1-2
Journal Archive [jourarch], 6-16
Journal Reporting [jourrprt], 6-16

K

Key Inventory [invtmenu], 6-20

Key Inventory Entry [cdinentr], 6-21

Key Inventory Report [cdinrprt], 6-21

Key Inventory Status Code Report [statrprt], 6-20

Key Number, 1-2

Keyholder, 1-2
Access Assignment, 4-8
Keyholder Access Entry, 4-5
Keyholder Entry, Page 1, 4-2
Keyholder Entry, Page 2, 4-4
Master Reports, 5-2
Project Assignment, 4-6

Keyholder History, 1-7

Keyholder History Report, 3-2
Sample Report, 3-3

Keyholder ID, 1-3

Keyholder Loading [loadmenu], 6-17

Keyholder Zone Report, 3-8
Sample Report, 3-8

Keyholders, 4-2

Keypad Controllers, 1-4

Keys Master, 5-2

L

Location, 1-3
Locks, 2-4
Logging Off, 1-15
Logging On, 1-9

Magnetic Card Readers, 1-4
Manual Access Control, 1-6
Manual Access Granted, 2-10
Manual Organization, 1-1
Documentation Methods, 1-2
System Main Menu, 1-1
Manual Restart, 1-16
Maps, 4-50, 5-13
Map Drawing, 4-50
Master File Entry, 4-1
Master File Reports, 5-1
Menu Screens, 1-10
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Microprocessor
Access Control Units, 1-3
Biometric Hand Reader, 1-3
Miscellaneous Information, 1-15, 2-12
Modified Usage of Invalid Facility Code Log, 2-15
Modify Passwords [mod_pass], 6-4
Monitor Security Activity, 2-1
Monitoring Security - Passwords, 2-14
Motion Sensors, 1-4
Moving Backwards in a Field, 1-14
Moving Between Data Fields, 1-12
Moving to Prior Screens, 1-13
MSMs, 1-5
Multiple Switch Monitors (MSMs), 1-5

(0

Open System Design, 1-5
Optional Features, 1-17
CCTvV, 117
Controller Systems, 1-18
Elevator Control, 1-18
Guard Tour, 1-18
ID-4000, 1-18
1Q, 1-17
Parking Control, 1-18
Remote RDI, 1-18
Time and Attendence, 1-18
Visitor Control, 1-18
Other Functions, 2-9
Printer Control, 2-9
Output Points, 2-5

P

Parking Control, 1-18
Parking Sticker Entry [stkrentr], 6-22
Parking Sticker Interactive Display [stkrrprt1], 6-22
Parking Sticker Master Report [stkrprt], 6-23
PARKING STICKERS [stkrmenu], 6-22
Passback Zone Report, 3-5
Sample Report, 3-6
Perform Backup [bkup], 6-14
Point History, 1-7
Point History Report, 3-2
Sample Report, 3-2
Points, 1-5, 4-39
Poller Initialization Parameters Information, 1-8
Pollers, 2-2
Pollers Function Keys, 2-2
Powering On the System, 1-16
Program Security [sec_menu], 6-5
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Program Security Entry Definition [pg1_entr], 6-5
Purge a Pending Report [purgrprt], 6-8

R

Reader Entry, 4-32
Reader Report, 4-35
818, 4-37
NexSentry, 4-38
Reader Report, 422, 4-36
Readers, 1-4
Real Time Control Maps, 2-8
Realtime Passback Zone Report, 3-9
Remote Alarms, 1-5
Remote Devices, 2-11
Remote Dial-Up Interface, 1-18
Reporting, 1-7
Reports
132-Column, 5-21
ABA Configuration, 5-19
Access Code Master List, 5-6
Access Group Master List, 5-7
Access Override, 5-7
Auto Open/Activate, 5-17
Company, Dept, 5-12
Devices, 5-15
Dialers, 5-18
DKR Configuration, 5-20
Holiday Codes, 5-11
Intelligent Fail Soft, 5-8
Keyholder Access Assignment, 5-4
Keyholder Projects, 5-9
Keys Master, 5-2
Maps, 5-13
Points, 5-16
Pollers, 5-14
Projects, 5-9
Reader Assignment, 5-5
Reader Project, 5-10
Readers, 5-16
SE 422 PIN, 5-21
SE 808, 5-17
Sites, 5-19
Tenants, 5-12
Time Codes, 5-11
Zones, 5-14
Request-to-Exit (REX) Sensor, 1-5
Restarting The System
Automatic Restart, 1-16
Manual Restart, 1-16
Restarting the System, 1-16
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Review Transactions

Full Screen, 2-7
Review Transactions Function Keys, 2-8
REX, 1-5

S

Sample System, 1-7
Screen Access, 4-1
Screen Examples, 1-11
Searching With Partial Information, 1-13
Section Organization, 2-1
Security Master List [pgacrprt], 6-6
Security Reports, 3-1
Select Zone, 2-6
Select Zone Function Keys, 2-6
Selecting Screens, 1-12
Shutting Down, 1-16
Signature Verify, 1-9
Silence Beeps, 2-9
Simple Devices, 4-21
Smart Failsoft Access Codes, 4-9
Special Journal Reporting [josprprt], 6-16
Status Screen Function Timeout, 2-13
Storing Data, 1-14
System Administration
Add Users, 6-2
Database Maintenance, 6-14
Display All Users Logged In, 6-7
Display All Valid Logins, 6-7
Display Current Date and Time, 6-7
Enable Terminals for Global Beeping, 6-8
ID Security Maintenance, 6-17
Keyholder Loading, 6-17
Miscellaneous Information, 6-19
Modify Passwords, 6-4
Program Security, 6-5
Purge Pending Report, 6-8
System Configuration, 6-8
System Configuration (syclmenu), 6-8
System Interconnect Diagram, 1-8
System Main Menu, 1-1
System Monitoring, 2-1
System Screen Trees, 1-17
See also Appendix A, 1-17
See Also Appendix B, 1-17
System Screens, 1-10
System Software, 1-5

T

Task Event / Master Report [taskrprt], 6-12
Tasks, 6-10
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Tenant, 1-3
Tenants, 4-17, 5-11
Time and Attendance, 1-18

Time Code, 1-3
Time Codes, 4-16, 5-10
Trace, 1-3

Transaction History Report, 3-3

Sample Report, 3-4
Transactions, 1-3
Transactions [tranentr], 6-12
Two-Man Rule, 1-6

U

User Defined Information, 4-49

Using Screens and Fields, 1-12
Moving Between Data Fields, 1-12
Moving to Prior Screens, 1-13
Selecting Screens, 1-12

\')

Video Monitor Switchers, 1-4
Visitor Control, 1-18

w

Watch Dog Timer Count, 4-23
Y

Y, 1-12
Z

Zones, 1-3, 4-18
Zoom

Canceling Zoom, 1-15
Zoom Feature, 1-15
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