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1 Set Up

There are four ways you can setup the DVR to be accessed remotely:

- oo - - e
s SRIOOSS - 1) DHCP, 2) Static IP, 3) PPOE, and 4) DDNS
® e SR oo ._
-See B N ™ A o 22 TR ) Remote Monitoring Set Up for DVR using DHCP to setup IP address

T el 0 To access the DVR from a computer that is using the same router as the DVR, set up the
Z' :" SR network settings using either the DHCP option or assigning a static IP address:

Remote Internet Monitoring

Qu I C k S 'l'a r ‘I' Gu Id e - .ff o .f?f?ffff:ff?ff:ﬁ: To Setup DHCP (Most common routers are DHCP)

s
For H.264 Network DVR Models: Push the MENU key on the DVR
QSD2308L QSD2316L front panel to display the system
QSTD2408 QSTD2416 menu (A1). Use the direction 5
keys on the DVR front panel to sasic Live
select the NETWORK OPTION ==
. and push Enter to display (A2). S RECORGH: "SgRETULE
1 Set U o 2 Connect 3 E njoy Select DHCP option by putting — , A =
a check mark in the option box “~- o “é;f‘ e
) L

(Red Box A2), select OK, then
restart the DVR so the router _
can find it and assign the IP user  TooLs
address. This is the IP address
you will forward Port 80 on the
router to access the DVR from
remote computers. Once DHCP
is setup, disregard the default
address, subnet and gateway T o s
information that displays in the ks
main network window. To get the
IP address that was assigned by

NETWORK P.T.Z

1P 908. 900009, 960

Subnet 888, 868.8686.000 Gateway J08.900.008.009

DHCP use the info option on the DNS1 908,980.009.009 ons2  908.900.009.008
remote or mouse menu and go
to the network settings. Note the User name
settings, go to the Network Box o
(A2). Remove the check mark o (e I T
from DHCP and enter the new =
iﬁ settings so the router does not
change them later.
\_ /




® Remote Monitoring Set Up for DVR using a Static IP address

Setup the network configuration on the DVR to work with the settings on the router.

Static IP: To obtain the router settings, go to the Run Option on a computer that is attached
to the same router as the DVR and type “cmd”. Select OK to bring up the command
prompt screen, as shown in the picture below. Type “ipconfig” at the prompt to access

the router settings. Capture the Gateway and Subnet Mask Numbers (see green arrows
below). On the DVR push the Menu Key to prompt the Main Menu, use the Direction Keys
to select the Network option and push Enter to display the Network Screen. Select the IP
Config option and select Enter to display the IP Config Window.

- = )

Microsoft Windows [Uersion 6.0.800{]
Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Users\Rod> ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : dps.local

Link-local IPu6 Address . . . . . : fe80::e822:7476:52e7:8c3c%8
IPu4 Address. . . . . . . . . . . : 192.168.1.131

Subnet Mask . . . . . . . . . . . : 255.255.255.0 e
Default Gateway . . . . . . . . . : 192.168.1.1 o

Tunnel adapter Local Area Connectionx 6:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix . : dps.local

C:\Users\Rod>_

HTTPport B0 jennvzfﬂ 2000
DHCP |  192.168.001.200

255.255.255.000 192.168.001.001

DNs1 1 192.168.001.001  ows:z 192.168.001.003

From the Main Menu use the Direc-
tion Keys on the front panel DVR to
select the NETWORK option and
push the ENTER key to display the
NETWORK screen shown. Enter the
addresses from IP CONFIG (Green
Arrows) in the same heading in the
Network Screen (Green Boxes) use
your computer’s IP address (Blue
Arrow) to determine the IP address
of the DVR. Use the same first 3 sets of numbers as the computer. For the last set
of numbers if the last computer number is one or two digits you can use any 3 digit
number. If the computer’s fourth number is in the one hundreds use 200 as the fourth

PPPOE

User name

Password

[ Video MM DDNS_J

knumber. J
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@  Attaching the DVR directly to DSL/Cable modem

PPPOE: Select the PPPOE option in the NETWORK options. Put a check mark in the
PPPOE option box (Green Box) using the ENTER Key and select OK.

-

NETWORK.

Server port 8000

P 008.900.008.900

Subnet 866, 868,866,000 Gateway 108.9600.008.009
DNST 908,900.009.009 Onsz2  908.908.009.008
User name

Password

Enter your username and password for your internet access account.
If you do not have this information, please contact your Internet Service Provider.

Page 3



2 Connect

0 Port Forwarding

To access the DVR from a remote computer over the internet via internet browser
(Internet Explorer).

EX Forward Port 80 and Port 2000 on the router attached to the DVR, to the IP address
of the DVR. *If you can’t use HTTP Port 80 or 2000 due to use or your Internet
Service Provider, use a different port in the same range. When selecting a different
port, forward the IP address of the router to the new port and change the settings in
the DVR Network settings. You will also need to add the new port to the end of the IP
address in the browser window. For example, if you use port 83, you add :83 to the
end of the IP address.

P2 Forinstructions on the most popular (
routers go to www.portforward.com
Click on the orange “Routers” link in the
second paragraph, select your router from
the list of router manufacturers, by clicking
on the brand and model number this will
open a new window.

Chick te to Automaticelly e
Fonward porks with FECon? o)

Aot wlMkreghs o8 b 15 40 et
i way mpphication oy mescl.

Y Click on the orange “Default Guide” link to
view port forwarding instructions for your
router.

1 When you access the DVR from a computer
attached to same router you use the IP
address of the DVR when you access the
DVR. From a remote computer you need
to enter the public IP address of the router
the DVR is attached to. You can get this
by going to www.myipaddress.com on a
computer that is attached to the same router
as the DVR.

mylPaddress.com

Your computer’s IP address is: *

76.254.183.54

About mylPaddress.com

nge 4 For additional help with forwarding ports on your router, please visit :

www.portforward.com/qsee

(  Accessing the DVR through DDNS

You can access the DVR through a static or dynamic IP address; however a dynamic
address can change, how often depends on your service provider. When it changes you
need to go to a website such as www.myipaddress.com from a computer attached to the
same router as the DVR to find out what the new IP address is. There are two solutions
to this problem: 1) Obtain a permanent static IP address from your service provider, 2)
Use a dynamic domain name service to get a domain name that can be linked to your
dynamic IP address. We recommend www.dns2p.com or www.88IP.net, because they
support this DVR. To access the DVR through a dynamic domain name you push the
MENU key on the DVR to get to the system menu (A1), use Direction Keys on the DVR to
select the NETWORK option and push the ENTER key to display the NETWORK screen
shown in (A2). Select the DDNS button (PURPLE box A2) and hit ENTER key.

(This will display this screen where you can enter the
domain name you registered with the domain name |
service and the user name and password assigned. | s~ [www.dns2p.com €10 N
Also enter this information into the appropriate sec- [ username
tion on your router. You will be able to access the | rasswora
DVR remotely by entering the domain name intoa |

Qrowser window on a remote computer.

® Accessing the DVR through Internet Explorer Browser (IE):
Once the ports have been forwarded, you must modify your browser controls by allowing

pop-ups. Go to Tools Option in Internet Explorer (Red Box below).
Select the POP UP Blocker Option and turn off POP UP Blocker (Blue Arrows).

Enable the Active X Controls, go back up to the Tool Bar, and select Tools.
Select from the drop down “Internet Options” (green arrow), prompting a new display
window, shown on page 6 (C2).

6 1€ Security Digital Video Recorders at Q-See - Home Security Surveillance, Outdoor Surveillance Ca - Windows Interet Explorer =3 Eo0 "X
5 ]

Delete Browsing History...

- - ~——
COMPANY PRODUCTS INSTALLATION SUPPORT WHERE TO BUY CONTACT US Tum Off Pop-up Blockes Pop:p Blocker
= — Pop-up Blocker Settings Phishing Filter

»»A Manage Add-ons
2 Work Offline
4 Windows Update
! @ REE Full Screen L of
SOLUTION: il
V. Menu Bar
Toolbars
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Send to OneNote
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and set all to “Prompt” or “Enabled”.

Select aWeb Tntem zone to specilyits securiy settings.

Intemet  * Localintranet  Trusted sites  Restricted
sites.

®| 9 O O

Internet

This zone contains all Web sites you

haven' placed in other zones
Secuiy level for this zone

Custom
Custom settings.
~To change the seftings, click Custom Level,
- To use the recammended setings, click Default Level

[ CustomLevel.. JJ[  Defautlevel |
(Vo ) (o]

Go to “Security” (Red Box C2), click on “Custom Level” (Green Box C2), click
“OK”. New window opens (C3), scroll down to Active X Controls and Plug Ins

Security Settings @

Settings:

&'] Download signed ActiveX controls
Disable
@) Enable m—
Prompt.
&'] Download unsigned ActiveX controls
Disable
S B —
Prompt.
&'] Initialize and script ActiveX controls not marked as safe
Disable
9) Enable <eff—
B T — v
< | >

(@) Enable ~— ~

Reset custom settings

Reset to: iMed‘um [ Reset ]

=1

N

/

(Red Box C5)

If you get an error message “Program Cannot Load” because the publisher is
unknown or the program is unsigned, go to Internet Explorer, tools, internet options
(C1) then click on the “Advanced” tab (Red Box C4). It will display window (C5).
Scroll down to “Security”, click on the options “Allow Software to Run or Install Even
If the Signature is Invalid” and “Allow Active Content to Run Files on My Computer”

“Intemet Options 2.

@ General | Security | Privacy | Content | Connections | Prografps | Advanced m

Home pag

,? To create home page tabs, type each adgess on its own line.
v 4

[ use current | [ usedefautt | [ useblank |

Browsing history

T Delete temporary files, history, cookies, saved passwords,
£ porary Y. P
) and web form information.

[oman ] [ ]
Search
/f‘) Change search defaults. Settings

Tabs
“ || Change how webpages are displayed in
tabs.

Appearance

[ colors || tonguages | [ Fonts | [ Accessiviity |

W ——m=

Internet Options [ [ew

@ Settings

General | Security | Privacy | Content | Connections | Programs| Advan:em

Security P

|| Allow active content from CDs to run on My Computer™
[V Allow active content to run in files on My Computer™
[F2] Atiow: software to run or install even if the signature is invalid

T CETK TOT pUBTISheT S et

|| Check for server certificate revocation™
V] Check for signatures on downloaded programs
|| Do not save encrypted pages to disk
| Empty Temporary Internet Files folder when browser is close
V! Enable Integrated Windows Authentication™
|| Enable memory protection to help mitigate online attacks |
V] Enable native XMLHTTP support |
# Phishing Filter
() Disable Phishing Filter

() Turn off automatic website checking -
« it 3 |
“Takes effect after you restart Internet Explorer

Restore advanced settings

Reset Internet Explorer settings
Deletes all temporary fles, disables browser e
add-ons, and resets all the changed settings.

You should only use this if your browser is in an unusable state.

N
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Trouble Shooting:

*Anti-virus programs, fire walls, and other plug ins could be blocking the Active X Control.
Close them and try to connect. For more advanced instructions or for trouble-shooting,
please consult the Q-SEE 2308-16 User Manual which came with your unit.

Or download the manual from our support section at www.Q-See.com

@ Remote Viewing Window

Open an Internet Explorer Browser and type the address assigned by www.
myipadddress.com into the address bar. When you connect you will see the remote
viewing window below:

N

2008-06-14
10:48:47

Search

e

4% config

S

Full screen, 1/4/8 screen display mode.

Camera indicators

Picture snapshot

Remote viewing: adjust the color of cameras and control PTZ
Remote playback and backup: remotely playback and backup, check
system log and journal

6. Remote menu setup: setup the DVR configuration remotely

1., 5., and 6. are the function blocks, when one is active the button will show
orange.

o wbd =

For more information on the features and how to use the remote viewing program

\_ refer to the 6.2 Remote Viewing starting on page 51 of the User’s Manual. )
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3 Enjoy

Congratulations! You have just completed the
Quick Start Guide for Remote Internet Monitoring.

\P

~

If you require further assistance after reading the User Manual,
please contact Technical Support:

On the Web: (24/7) Visit the Technical Support Section
www.Q-See.com

By Phone: (Monday thru Friday, 9am-5pm (PST)
1(877) 998 3440, ext 539

By Email:

ts@dpsi-usa.com

1 (877) 998 3440, ext 538 (Monday thru Friday, 9am-5pm)
or view our selection online at www.Q-See.com

For more information about Q-See Products, please contact customer service;

Page 8

CONGRATULATIONS
on your purchase!

This Q-See product has undergone extensive quality control. If you have
any issues during the setup process, please contact our support department
before returning the product.

We have your solution!

1) Need assistance setting up the remote monitoring feature with your Q-See
DVR? Visit www.portforward.com/qsee

2) Visit our Q-See Support Section at www. Q-See.com for instant
troubleshooting tips, FAQs, DVR firmware downloads, Live Chat and More.

3) Contact our Support Team:

On the Web: (24/7) Visit the Technical Support Section
www.Q-See.com

By Phone (Monday thru Friday, 9am-5pm (PST)
Tech Support 1 (877) 998 3440, ext 539
Customer Service 1 (877) 998 3440 ext. 538

m By Email:

ts@dpsi-usa.com

R-Seeg

Digital Peripheral Solutions, Inc.
8015 East Crystal Drive,
Anaheim, CA 92807
www.Q-See.com

Q-See is a registered trademark of Digital Peripheral Solutions, Inc.



