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Preface

The VPN 3002 Hardware Client Reference provides guidelines for configuring the Cisco VPN 3002,
details on all the functions available in the VPN 3002 Hardware Client Manager, and instructions for
using the VPN 3002 Command Line Interface.

Prerequisites

We assume you have read the VPN 3002 Hardware Client Getting Started manual and have followed the
minimal configuration stepsin Quick Configuration. That section of the VPN Hardware Client Manager
is not described here.

We al so assume you are an experienced system administrator or network administrator with appropriate
education and training, who knows how to install, configure, and manage internetworking systems.
However, virtual private networks and VPN devices might be new to you. You should be familiar with
Windows system configuration and management, and you should be familiar with Microsoft Internet
Explorer or Netscape Navigator or Communicator browsers.

Organization

This manual is organized by the order in which sections appear in the VPN 3002 Hardware Client
Manager table of contents (the left frame of the Manager browser window; see Figure 1-35 in Chapter 1,
“Using the VPN 3002 Hardware Client Manager.”

Chapter Title Description

Chapter 1 Using the VPN 3002 Explains how to log in, navigate, and use the VPN
Hardware Client Manager 3002 Hardware Client Manager with a browser. It
explains both HTTP and HTTPS browser
connections, and how toinstall the SSL certificate
for asecure (HTTPS) connection.

Chapter 2 Configuration Describes the main VPN 3002 Hardware Client
Manager configuration screen.

Chapter 3 Interfaces Explains how to configure the VPN 3002 private
and public interfaces.

Chapter 4 System Configuration Describes the system configuration screen of the
VPN 3002 Hardware Client Manager.

| oL-1893-01
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M Organization

Chapter

Title

Description

Chapter 5

Servers

Explains how to configure the VPN 3002 to
communicate with DNS servers to convert
hostnames to | P addresses.

Chapter 6

Tunneling

Explains how to configure IPSec.

Chapter 7

IP Routing

Explains how to configure static routes, default
gateways, and DHCP parameters and options.

Chapter 8

Management Protocols

Explains how to configure built-in VPN 3002
servers that provide management functions:,
HTTP and HTTPS, Telnet, SNMP, SNMP
Community Strings, SSL and SSH.

Chapter 9

Events

Explains how to configure system events such as
alarms, traps, error conditions, network problems,
task completion, or status changes.

Chapter 10

General

Explains how to configure the system
identification, date, and time.

Chapter 11

Policy Management

Explains how to configure and use PAT and
Network Extension modes.

Chapter 12

Administration

Explains how to configure and use high-level VPN
3002 administrator activities such aswho is
allowed to configure the system, what software
runson it, rebooting and shutting down the system,
managing its configuration files, and managing
X.509 digital certificates.

Chapter 13

Monitoring

Explains the many status, statistics, sessions, and
event log screens that you can use to monitor the
VPN 3002.

Chapter 14

Using the Command-Line
Interface

Explains how to use the built-in menu- and
command-line-based administrative management
system via the system console or a Telnet session.
With the CLI, you can access and configure all the
same parameters as you can using the
HTML-based VPN 3002 Hardware Client
Manager.

Appendix A

Troubleshooting and System
Errors

Describes common errors that may occur while
configuring the system, and how to correct them.
It also describes all system and module LED
indicators.

Appendix B

Copyrights, Licenses and
Notices

Provides copyright licenses and notices.

] VPN 3002 Hardware Client Reference
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Related Documentation

Related Documentation

Refer to the following documentsfor further information about Cisco VPN 3000 Series applications and
products.

VPN 3002 Hardware Client Documentation

The VPN 3002 Hardware Client Getting Started manual provides information to take you from
unpacking and installing the VPN 3002, through configuring the minimal parameters to make it
operational (called Quick Configuration). This manual is online only.

The VPN 3002 Hardware Client Quick Start Card summarizes the information for quick configuration.
This quick reference card is provided with the VPN 3002 and is also available online.

The VPN 3002 Hardware Client Basic Information sticky label summarizes information for quick
configuration. It is provided with the VPN 3002 and you can also print it from the online version; you
can affix the label to the VPN 3002.

The HTML interface, called the VPN 3002 Hardware Client Manager, includes online help that you can
access by clicking the Help icon on the toolbar in the Manager window.

VPN 3000 Series Concentrator Documentation

The VPN 3000 Series Concentrator Reference Volume |: Configuration explains how to start and use the
VPN Concentrator Manager. It details the Configuration screens and explains how to configure your
device beyond the minimal parameters you set during quick configuration.

The VPN 3000 Series Concentrator Reference Volume I1: Administration and Monitoring provides
guidelinesfor administering and monitoring the VPN Concentrator. It explains and defines all functions
available in the Administration and Monitoring screens of the VPN Concentrator Manager. Appendixes
to this manual provide troubleshooting guidance and explain how to access and use the alternate
command-line interface.

The VPN Concentrator Manager also includes online help that you can access by clicking the Help icon
on the toolbar in the Manager window.

VPN Client Documentation

The VPN Client User Guide explains how to install, configure, and use the VPN Client, which lets a

remote client use the IPSec tunneling protocol for secure connection to a private network through the
VPN Concentrator.

The VPN Client Administrator Guide tells how to configure a VPN 3000 Concentrator for remote user
connections using the VPN Client, how to automate remote user profiles, how to use the VPN Client
command-line interface, and how to get troubleshooting information.

Documentation on VPN Software Distribution CDs

The VPN 3000 Series Concentrator and VPN 3002 Hardware Client documentation are provided on the
VPN 3000 Concentrator software distribution CD-ROM in PDF format. The VPN Client documentation
isincluded on the VPN Client software distribution CD-ROM, also in PDF format. To view the latest

VPN 3002 Hardware Client Reference
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M Documentation conventions

versions on the Cisco web site, click the Support icon on the toolbar at the top of the VPN Concentrator
M anager, Hardware Client Manager, or Client window. To open the documentation, you need Acrobat®
Reader 3.0 or later; version 4.5 isincluded on the Cisco VPN 3000 Concentrator software distribution
CD-ROM and on the VPN Client software distribution CD-ROM.

Other References

Other useful references include:
- Cisco Systems, Dictionary of Internetworking Terms and Acronyms. Cisco Press: 2001.

« \irtual Private Networking: An Overview. Microsoft Corporation: 1999. (Available from Microsoft
website.)

- www.ietf.org for Internet Engineering Task Force (IETF) Working Group drafts on IP Security
Protocol (1PSec).

- www.whatis.com, a web reference site with definitions for computer, networking, and data
communication terms.

Documentation conventions

This document uses the following conventions:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

screen font Terminal sessions and information the system displays
areinscreen font.

bol df ace screen Information you must enter isinbol df ace screen font.

font

n The symbol » represents the key labeled Control—for

example, the key combination D in a screen display
means hold down the Control key while you pressthe D

key.

Notes use the following conventions:

Note  Meansreader take note. Notes contain helpful suggestions or references to material not covered in
the publication.

Cautions use the following conventions:

A

Caution  Means reader be careful. Cautions alert you to actions or conditions that could result in equipment
damage or loss of data.

VPN 3002 Hardware Client Reference
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Obtaining Documentation 1l

Data Formats

Asyou configure and manage the system, enter data in the following formats unless the instructions
indicate otherwise:

Type of Data Format

IP Addresses | P addresses use 4-byte dotted decimal notation (for example, 192.168.12.34);
as the example indicates, you can omit leading zeros in a byte position.

Subnet Masks and Subnet masks use 4-byte dotted decimal notation (for example,

Wildcard Masks 255.255.255.0). Wildcard masks use the same notation (for example,
0.0.0.255); as the example illustrates, you can omit leading zeros in a byte
position.

MAC Addresses MAC addresses use 6-byte hexadecimal notation (for example,
00.10.5A.1F.4F.07).

Hosthames Hostnames use legitimate network hostname or end-system name notation (for

example, VPNOL). Spaces are not allowed. A hosthame must uniquely identify
a specific system on a network.

Text Strings Text strings use upper- and lower-case al phanumeric characters. Most text
strings are case-sensitive (for example, simon and Simon represent different
usernames). In most cases, the maximum length of text stringsis 48
characters.

Filenames Filenames on the VPN 3002 follow the DOS 8.3 naming convention: a
maximum of eight characters for the name, plus a maximum of three
characters for an extension. For example, LOG00007.TXT is alegitimate
filename. The VPN 3002 always stores filenames in uppercase.

Port Numbers Port numbers use decimal numbers from 0 to 65535. Commas and spaces are
not permitted.

Obtaining Documentation

The following sections provide sources for obtaining documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at the following sites:
» http://www.cisco.com
» http://www-china.cisco.com

- http://www-europe.cisco.com

Documentation CD-ROM

Cisco documentation and additional literature are available in a CD-ROM package, which ships
with your product. The Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or as an annual subscription.

VPN 3002 Hardware Client Reference
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Ordering documentation

Cisco documentation is available in the following ways:

» Registered Cisco Direct Customers can order Cisco Product documentation from the Networking
Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

» Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://www.cisco.com/go/subscription

» Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco corporate headquarters (California, USA) at 408 526-7208 or, in North America, by
calling 800 553-NETS(6387).

Documentation feedback

If you are reading Cisco product documentation on the World Wide Web, you can submit technical
comments electronically. Click Feedback in the toolbar and select Documentation. After you complete
the form, click Submit to send it to Cisco.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, for your convenience many documents contain a response card
behind the front cover. Otherwise, you can mail your comments to the following address:

Cisco Systems, Inc.

Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining technical assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain documentation, troubleshooting tips, and sample configurations from onlinetools. For Cisco.com
registered users, additional troubleshooting tools are available from the TAC website.

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information and resources at anytime, from anywhere in the world. This highly
integrated Internet application is a powerful, easy-to-use tool for doing business with Cisco.

Cisco.com provides a broad range of features and services to help customers and partners streamline
business processes and improve productivity. Through Cisco.com, you can find information about Cisco
and our networking solutions, services, and programs. In addition, you can resolve technical issueswith
online technical support, download and test software packages, and order Cisco learning materials and
merchandise. Valuable online skill assessment, training, and certification programs are also available.

VPN 3002 Hardware Client Reference
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Obtaining technical assistance

Customersand partners can self-register on Cisco.com to obtain additional personalized information and
services. Registered users can order products, check on the status of an order, access technical support,
and view benefits specific to their relationships with Cisco.

To access Cisco.com, go to the following website:
http://www.cisco.com

Technical Assistance Center

The Cisco TAC websiteis available to all customers who need technical assistance with a Cisco product
or technology that is under warranty or covered by a maintenance contract.

Contacting TAC by using the Cisco TAC website

If you have a priority level 3 (P3) or priority level 4 (P4) problem, contact TAC by going to the TAC
website:

http://www.cisco.com/tac
P3 and P4 level problems are defined as follows:

« P3—Your network performanceisdegraded. Network functionality is noticeably impaired, but most
business operations continue.

« P4—You need information or assistance on Cisco product capabilities, product installation, or basic
product configuration.

In each of the above cases, use the Cisco TAC website to quickly find answers to your questions.
To register for Cisco.com, go to the following website:
http://www.cisco.com/register/

If you cannot resolve your technical issue by using the TAC onlineresources, Cisco.com registered users
can open a case online by using the TAC Case Open tool at the following website:

http://www.cisco.com/tac/caseopen

Contacting TAC by telephone

If you have a priority level 1(P1) or priority level 2 (P2) problem, contact TAC by telephone and
immediately open acase. To obtain adirectory of toll-free numbersfor your country, go to the following
website:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml
P1 and P2 level problems are defined as follows:

« P1—Your production network is down, causing acritical impact to business operationsif serviceis
not restored quickly. No workaround is available.

« P2—Your production network is severely degraded, affecting significant aspects of your business
operations. No workaround is available.

| oL-1893-01
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CHAPTER 1

Using the VPN 3002 Hardware Client Manager

The VPN 3002 Hardware Client Manager is an HTML-based interface that lets you configure,
administer, monitor, and manage the VPN 3002 with a standard web browser. To use it, you connect to
the VPN 3002, using a PC and browser on the same private network with the VPN 3002.

The Manager uses the standard web client / server protocol, HTTP (Hypertext Transfer Protocol), which
isacleartext protocol. However, you can also use the Manager in a secure, encrypted HTTP connection
over SSL (Secure Sockets Layer) protocol, known as HTTPS.

« Touse acleartext HTTP connection, see the section, “Connecting to the VPN 3002 Using HTTP.”
e TouseHTTPover SSL (HTTPS) with the Manager:

— Thefirst time, connect to the Manager using HTTP, and

— Install an SSL certificate in the browser; see “Installing the SSL Certificate in Your Browser.”

When the SSL certificate isinstalled, you can connect directly using HTTPS; see “ Connecting to the
VPN 3002 Using HTTPS.”

VPN 3002 Hardware Client Browser Requirements

The VPN 3002 Hardware Client Manager requires either Microsoft Internet Explorer version 4.0 or
higher, or Netscape Navigator version 4.5-4.7. For best results, we recommend Internet Explorer.
Whatever browser and version you use, install the latest patches and service packs for it.

Note  You cannot use the Live Event Log feature with Netscape Navigator version 4.0

VPN 3002 Hardware Client Reference
[ oL-1893-01 .m



Chapter1  Using the VPN 3002 Hardware Client Manager |

M Connecting to the VPN 3002 Using HTTP

JavaScript and Cookies

Be sure JavaScript and Cookies are enabled in the browser. Refer to the documentation for your browser
for instructions.

Navigation Toolbar

Do not use the browser navigation toolbar buttons Back, Forward, or Refresh/Reload with the VPN 3002
Hardware Client Manager unlessinstructed to do so. To protect access security, clicking Refresh/Reload
automatically logs out the Manager session. Clicking Back or Forward might display stale Manager
screens with incorrect data or settings.

We recommend that you hide the browser navigation toolbar to prevent mistakes while using the
VPN 3002 Hardware Client Manager.

Recommended PC Monitor/Display Settings

For optimal use, we recommend setting your monitor or display:
» Desktop area= 1024 x 768 pixels or greater. Minimum = 800 x 600 pixels.
- Color palette = 256 colors or higher.

Connecting to the VPN 3002 Using HTTP

When your system administration tasks and network permit a cleartext connection between the VPN
3002 and your browser, you can use the standard HT TP protocol to connect to the system.

Even if you plan to use HTTPS, you use HTTP at first to install an SSL certificate in your browser.
1. Bring up the browser.

2. Inthe browser Address or Location field, you can just enter the VPN 3002 private interface |P
address; for example, 10.10.147.2. The browser automatically assumes and supplies an http://
prefix.

The browser displays the VPN 3002 Hardware Client Manager login screen.

VPN 3002 Hardware Client Reference
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Using the VPN 3002 Hardware Client Manager

Installing the SSL Certificate in Your Browser

Figure 1-1 VPN 3002 Hardware Client Manager Login Screen

& Install SST. Certificate
VPN 3002 [ ConnectionTogin Status
HARDWARE CLIENT MANAGER

WEIN 2002 Hardware Clent

Login: |

Password:
Cisco Srsrems I

Login | Clearl

Copyright @ 1998-2001 Cisco Systems, Inc.

1 |

To continue using HTTP for the whole session, skip to “Logging into the VPN 3002 Hardware Client
Manager.”

Installing the SSL Certificate in Your Browser

The Manager provides the option of using HTTP over SSL with the browser. SSL creates a secure
session between your browser (VPN 3002 hardware client) and the VPN Concentrator (server). This
protocol is known as HTTPS, and uses the https:// prefix to connect to the server. The browser first
authenticates the server, then encrypts all data passed during the session.

HTTPS is often confused with a similar protocol, SSHTTP (Secure HTTP), which encrypts only HTTP
application-level data. SSL encrypts all data between client and server at the |P socket level, and isthus
more secure.

SSL uses digital certificates for authentication. The VPN 3002 creates a self-signed SSL server
certificate when it boots, and this certificate must be installed in the browser. Once the certificate is
installed, you can connect using HTTPS. You need to install the certificate from a given VPN 3002 only
once.

Managing the VPN 3002 is the same with or without SSL. Manager screens might take slightly longer
to load with SSL because of encryption/decryption processing. When connected via SSL, the browser

shows alocked-padlock icon on its status bar. Both Microsoft Internet Explorer and Netscape Navigator
support SSL.

For HTTPS to work on the public interface, you must enable HTTPS on the VPN 3002 through the
command-line interface or from an HTTP session on the private interface first.

| oL-1893-01
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Installing the SSL Certificate in Your Browser

Step 1
Step 2

Follow these steps to install and use the SSL certificate for the first time. We provide separate
instructions for Internet Explorer and Netscape Navigator when they diverge.

Connect to the VPN 3002 using HTTP as above.
On the login screen, click the Install SSL Certificate link.

The Manager displays the Install SSL Certificate screen and automatically begins to download and
install its SSL certificate in your browser.

Figure 1-2 Install SSL Certificate Screen

Install the SSL Certificate
Step 1: Download the SSL Certificate

The WPIT 3002 Hardware Client supports HITP over S5L, also known as HTTPS. This requires the use of
SEL digital certificates. A digital certificate has already been created for this VPIT 3002 Hardware Clent. Tt will
automatically download to your browser. You should wait a few seconds for the certificate to be
dovwnloaded

In a few seconds, a File Download dialog will appear for the SSL cextificate.
Select Open this file from ity carrent location to automatically install the SSL certificate.

(If vou chosze Save tlas file to disk, double-clicking the file will install the certificate mnto Internet Explorer.)
The certificate only needs to be mstalled once per VP 3002 Hardware Clent. If you mstalled a new 351
certificate onto the VP 3002 Hardware Client, you may already have this certificate in yvour browser. Jf the
cartificaie does not automatically download afier one minuis, click here fo install if.

Step 2: Conmect to the VPN 3002 Hardware Client using S5L

Teo uze 351, use the protocol identifier hittps: rather than http: when accessing the VP 3002 Hardware Client
(e.g hitps:A10.10.99.50). After installing the SSL certificate, click here to connect to the VPI 3002 Hardware

Client using S5L.

61648

The installation sequence now differs depending on the browser. Continue below for Internet Explorer,
or skip to “Installing the SSL Certificate with Netscape.”

Installing the SSL certificate with Internet Explorer

This section describes SSL certificate installation using Microsoft Internet Explorer 5.0. (With Internet
Explorer 4.0, some dialog boxes are different but the processis similar.)

You need to install the SSL certificate from a given VPN 3002 only once. If you do reinstall it, the
browser repeats all these steps each time.

A few seconds after the VPN 3002 Hardware Client Manager SSL screen appears, Internet Explorer
displaysaFile Download dial og box that identifiesthe certificate filename and source, and asks whether
to Open or Save the certificate. To immediately install the certificate in the browser, select Open. If you
Save the file, the browser prompts for alocation; you must then double-click the file to install it.

VPN 3002 Hardware Client Reference
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Figure 1-3 Internet Explorer File Download Dialog Box

File Download
“r'ou have chosen to download a file from this location.

zzl.ort from 100.200.147.2

What would pou like to do with this file?

% {ipen this hle from 1t curent locatiors
" Save this file to disk

¥ Always ask before opening this twpe of file

QK | Cancel Moare Infa

51649

3. Click the Open thisfile from its current location radio button, then click OK.

The browser displays the Certificate dialog box with information about the certificate. You must now
install the certificate.

Figure 1-4 Internet Explorer Certificate Dialog Box

Certificate il I3

General l Details | Certiication Path |

i 8y i - 5
Certificate Information

This CA Root certificate is not trusted. To enable
tiust, install this certificate into the Trusted Root
Certification Authorities store.

Issued to:  100.200.147.2

Issued by: 1002001472

Valid from 4/21/00 to 4/21/03

{Install Certificate. . & |

oK

G1650

4. Click Install Certificate.

The browser starts awizard to install the certificate. The certificate store is where such certificates are
stored in Internet Explorer.

VPN 3002 Hardware Client Reference
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Figure 1-5 Internet Explorer Certificate Manager Import Wizard Dialog Box

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trust lists,
and certificate revocation lists from your disk to the
certificate store

What iz a certificate?

A cerlificate iz a confimation of your identity issued by a
certification authority. Certificates contain infarmation used
ta protect data, or to establish secure network.
conhections.

What is a certificate store?

A cerificate store is a system area where certificates,
certificate trust lists, and certificate revocation lists are
stored.

Click Mest to continue or Cancel bo exit.

Cancel

51651

5. Click Next to continue.

The wizard opens the next dialog box asking you to select a certificate store.

Figure 1-6 Internet Explorer Certificate Manager Import Wizard Dialog Box

Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are system areas where certificates are stored.

Select the certificate store for the new certificates.

% dutomatically select the certificate store based on the tpe of certificate:

" Place all certificates into the fallowing store

s |

¢ Back | Hest » | Cancel |

G1652

6. Letthewizard Automatically select the certificate store, and click Next.

The wizard opens a dialog box to complete the installation.

] VPN 3002 Hardware Client Reference
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Figure 1-7 Internet Explorer Certificate Manager Import Wizard Dialog Box
Completing the Certificate Manager
Import Wizard
Y'au have successfully completed the Certificate Manager
Impart wizard.
*r'ou have zelected the following for the import operation:
Certificate Store Selected by wizard  Trusted Roat Certific.
Content Certificate
‘ 2
< Back Cancel | %’
o
7. Click Finish.
The wizard opens the Root Certificate Store dialog box asking you to confirm the installation.
Figure 1-8 Internet Explorer Root Certificate Store Dialog Box
3 Do you want to ADD the following certificate to the Foot Stare?
= Subject : 100.200.147 2. ¥PN 3000 Concentrator Series, ''Cizco Systems. Inc.", Franklin, Massachusetts, US
Issuer: Self lssued
Time Yalidity : Friday, &pril 21, 2000 through Monday, &pril 21, 2003
Serial Mumber : 390068 40
Thumbprint [shal] : 57260EF3 47683261 BCAFSESS BYBE15243 52421480
Thumbprint [md5) : FEBEFS1C 1B870312F B230BE2D 543E361B
Yes %
o
8. Toinstall the certificate, click Yes. This dialog box closes, and a final wizard confirmation dialog
box opens.
Figure 1-9 Internet Explorer Certificate Manager Import Wizard Final Dialog Box
\i\l) The import was successful.
['y]
©
o
9. Click OK to close this dialog box, and click OK on the Certificate dialog box (Figure 1-4) to close
it.
You can now connect to the VPN 3002 using HTTP over SSL (HTTPS).
10. Onthe Manager SSL screen (Figure 1-2), click the link that says After installing the SSL
certificate, click hereto connect to the VPN 3002 Hardwar e Client using SSL.
Depending on how your browser is configured, you might see a Security Alert dialog box.
VPN 3002 Hardware Client Reference
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Figure 1-10 Internet Explorer Security Alert Dialog Box

Security Alert
i) ‘You are about ta view pages over a secure connection.
o§_§)

Any information you exchange with this site cannaot be
viewed by anyone else on the 'Web.

[ It the future, do not show this warming

Mare Infa

G1656

11. Click OK.
The VPN 3002 Hardware Client displays the HTTPS version of the Manager login screen.

Figure 1-11 VPN 3002 Hardware Client Manager Login Screen Using HTTPS (Internet Explorer)

[
VPN 3002
HARDWARE CLIENT MANAGER
WP 3002 Harchware Client
Login:
:
Gisco SYSTEMS Fasswod
Login | Clear
Copyright @ 1998-2001 Cisco Systems, Ine
5
@
|3

The browser maintains the HTTPS state until you close it or access an unsecured site; in the latter case
you might see a Security Alert screen.

Proceed to Logging into the VPN 3002 Hardware Client Manager to log in as usual.

Viewing Certificates with Internet Explorer

There are (at least) two ways to examine certificates stored in Internet Explorer.

First, note the padlock icon on the browser status bar in Figure 1-11. If you double-click the icon, the
browser opens a Certificate Properties screen showing details of the specific certificate in use.

VPN 3002 Hardware Client Reference
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Figure 1-12 Internet Explorer 4.0 Certificate Properties Screen

Properties

Certificate properties

7

Field: Dietails:
us
lszuer Massachusetts
Effective date Franklin
Expiration date "'Cisco Systems, Inc."
Fingerprint (WPM 3000 Concentratar Series
Security protocal 100.200.147.2
Encryption type
Hazh type

K.ey Exchange

Close

51674

Click any of the Field items to see Details. Click Close when finished.

Second, you can view all the certificatesthat are stored in Internet Explorer 4.0. Click the browser View

menu and select I nter net Options. Click the Content tab, then click Authoritiesin the Certificates
section.

In Internet Explorer 5.0, click the browser Tools menu and select I nter net Options. Click the Content

tab, then click Certificates in the Certificates section. On the Certificate Manager, click the Trusted
Root Certification Authorities tab.

The VPN 3002 Hardware Client SSL certificate nameisits Ethernet 1 (private) |P address.

Figure 1-13 Internet Explorer 4.0 Certificate Authorities List

Certificate Authorities H

Issuers

Trust sites, people, and publishers with credentials issued by
the following Certifying Authorities.

lzsuer Tupe:

|Network server authentication ﬂ

[
ATT Certificate Services [
ATT Directory Services [
[ GTE CyberTrust Glabal Roat [
GTE CyberTrust Root [
GTE CyberTrust Root [
intemettCl [
Keywitness Canada Inc. keywitness@kepwitness.ca [

KN — o

Wiew Certificate. .. | Delete |

Cloze

51685

Select acertificate, then click View Certificate. The browser displays the Certificate Properties screen,
asin Figure 1-12 above.

Installing the SSL Certificate with Netscape

This section describes SSL certificate installation using Netscape Navigator / Communicator 4.5.

VPN 3002 Hardware Client Reference
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Reinstallation

You need to install the SSL certificate from a given VPN 3002 only once. If you try to reinstall it,

Netscape displays the note in Figure 1-14. Click OK and just connect to the VPN 3002 using SSL (see
Step 7 in this section.

Figure 1-14 Netscape Reinstallation Note

Hetscape

E The Certificate that you are tiving to download
* already exists in your database.

61608

First-time Installation
The instructions below follow from Step 2 in “Installing the SSL Certificate in Your Browser,” and
describe first-time certificate installation.

A few seconds after the VPN 3002 Hardware Client Manager SSL screen appears, Netscape displays a
New Certificate Authority screen.

Figure 1-15 Netscape New Certificate Authority Screen 1
aﬁ—New Certificate Authority - Netscape [_ (O] %]

5. New Certificate Authority

You are about to go through the process of accepting a Certificate Authority,
This has serious implications on the security of future encryptions using
MWetscape, This assistant will help you decide whether or not you wish to
accept this Certificate Authority,

Mext= Cancel

G707

1. Click Next> to proceed.

Netscape displays the next New Certificate Authority screen, which further explains the process.

VPN 3002 Hardware Client Reference
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Figure 1-16 Netscape New Certificate Authority Screen 2

¥ New Cerlificate Authority - Netscape [_ O] %]

3 New Certificate Authority

& Certificate Authority certifies the identity of sites on the internet. By
accepting this Certificate Authority, you will allow Netscape Communicator to
connect to and receive information from any site that this authority certifies
without prompting or warning you.

If you choose to refuse this Certificate Authority, you will be prompted before

you connect to or receive information from any site that this authority
certifies.

=Back MNext= Cancel

G1716

2. Click Next> to proceed.

Netscape displaysthe next New Certificate Authority screen, which lets you examine details of the VPN
3002 Hardware Client SSL certificate.

Figure 1-17 Netscape New Certificate Authority Screen 3
aﬁ—New Certificate Authority - Netscape [_ (O] %]

5. New Certificate Authority

Here is the certificate for this Certificate Authority. Examine it carefully, The
Certificate Fingerprint can be used to verify that this Authority is who they
say they are. To do this, compare the Fingerprint against the Fingerprint
published by this authority in other places.

Certificate for: Cisco Systems, Inc.
Signed hy: Cisco Systems, Inc, _ More Info. .

=Hack Mext= Cancel

1717

3. Click Next> to proceed.

Netscape displays the next New Certificate Authority screen, with choices for using the certificate. No
choices are checked by default.

VPN 3002 Hardware Client Reference
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Figure 1-18 Netscape New Certificate Authority Screen 4

ﬁ—"ew Certificate Authority - Netscape M=l
3 New Certificate Authority

Are you willing to accept this Certificate Authority for the purposes of
certifying other internet sites, email users, or software developers?

W accept this Certificate authaority for Certifying network sites
™ Accept this Certificate sutharity for Certifying e-mail users
™ accept this Certificate authority for Certifying software developers

61718

=Back MNext= Cancel

4, You must check at least the first box, Accept this Certificate Authority for Certifying network
sites. Click Next> to proceed.

Netscape displays the next New Certificate Authority screen, which lets you choose to have the browser
warn you about sending data to the VPN 3002.

Figure 1-19 Netscape New Certificate Authority Screen 5

aﬁ—New Certificate Authority - Netscape - (O] x|
5. New Certificate Authority

By accepting this Certificate Authority, you have told Netscape Communicator
to connect to to connect to and receive information from any site that it
certifies without warning you or prompting you.

Metscape Communicator can, however, warn you before you send information
to such a site,

™ wWarn me before sending information to sites certified by this Certificate
Authority

=Hack Mext= Cancel

g1719

5. Checking the box is optional. Doing so means that you get a warning whenever you apply settings
on a Manager screen, so it is probably less intrusive to manage the VPN 3002 without those

warnings. Click Next> to proceed.
Netscape displays the final New Certificate Authority screen, which asks you to name the certificate.

VPN 3002 Hardware Client Reference
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Figure 1-20 Netscape New Certificate Authority Screen 6
ﬁ—"ew Certificate Authority - Netscape M=l
3 New Certificate Authority

You have accepted this Certificate Authority, You must now select a
nicknarme that will be used to identify this Certificate aAuthority, for example
Mozilla's Certificate Shack.

Nickname: ||

=Back Finish Cancel

G1720

6. Inthe Nickname field, enter a descriptive name for this certificate. “Nickname” is something of a
misnomer. We suggest you use a clearly descriptive name such as G sco VPN 3002 10. 10. 147. 2.

This name appearsin the list of installed certificates; see “Viewing Certificates with Netscape,”
below.

Click Finish.
You can now connect to the VPN 3002 using HTTP over SSL (HTTPS).

7. Onthe Manager SSL screen (Figure 1-2), click the link that says After installing the SSL
certificate, click hereto connect to the VPN 3002 Hardwar e Client using SSL.

Depending on how your browser is configured, you might see a Security Information Alert dialog box.

Figure 1-21 Netscape Security Information Alert Dialog Box

Security Information E

'r'ou have requested a secure document. The document and any
information you send back are encrypted for privacy while in
tranzit. For more information on security chooze Document
Information from the: VYiew menu.

IV Show This Alert Next Time

(T Eoriinoe [Earce!

8. Click Continue.
The VPN 3002 displays the HTTPS version of the Manager login screen.

VPN 3002 Hardware Client Reference
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Figure 1-22 VPN 3002 Hardware Client Manager Login Screen Using HTTPS (Netscape)

=
VPN 3002
HARDWARE CLIENT MANAGER

WM 3002 Hardware Client

Log;i.n:l

Cisco SrsTems Passvont |
Laogin | Clearl

Copyright @ 1998-2001 Cisco Systems, Inc.
=

The browser maintains the HTTPS state until you close it or access an unsecured site; in the latter case,
you might see a Security Information Alert dialog box.

Proceed to the section, “Logging into the VPN 3002 Hardware Client Manager,” to log in as usual.

Viewing Certificates with Netscape

There are (at |east) two ways to examine certificates stored in Netscape Navigator / Communicator 4.5.

First, note the locked-padlock icon on the bottom status bar in Figure 1-22. If you click the icon,
Netscape opens a Security Info window. (You can also open this window by clicking Security on the
Navigator Toolbar at the top of the Netscape window.)

] VPN 3002 Hardware Client Reference

0L-1893-01 |



| Chapterl

Using the VPN 3002 Hardware Client Manager

Figure 1-23 Netscape Security Info Window

Installing the SSL Certificate in Your Browser

you tmay be missing important inforroation.

%I Cancel Help

Security Info
Security Info Encryption a
Passwords

N This page was encrypted. This means it was difficult for other people to wiew this page when it
Navigator was loaded,
Messenger

) You can examine your copy of the certificate for this page and check the identity of the web site

Java‘JavaScript To see the certificate for this web site, click View Certificate. For complete details on all the files
Certificates ofl this page and their certificates, click Open Page Info.

Tours View Certificate Open Page Info |

People

Web Sites

Signers Verification
Cryptographic
Modules ¢ Take alook at the page's Certificate.

¢ Make sure that this is the site wou think it i5. This page cormes from the site: 10.10.4.33
¢ The following elements are missing from this window: the personal toolbar. This means that

Click View Certificate to see details of the specific certificate in use.

Figure 1-24 Netscape View Certificate Screen

ew A Certificate - Hetscape

This Certificate belongs to: This Certificate was issued by:
100.200.147.2 100.200.147.2
YPN 3000 Concentrator Series YPN 3000 Concentrator Series
Cisco Systems, Inc. Cisco Systems, Inc.
Franklin, Massachusetts, US Franklin, Massachusetts, US
Serial Number: 39:00:6B:4D
This Certificate is valid from Fri Apr 21, 2000 to Mon Apr 21, 2003
Certificate Fingerprint:
FB:BE:F9:1C:1B:70:31:2F:B2:30:B6: 20 54:3E: 36: 1B

Ok |

Click OK when finished.

Second, you can view all the certificates that are stored in Netscape. On the Security Info window, select
Certificates, then Signers. The “nickname” you entered in Step 6 in the section, “First-time

Installation,” identifies the VPN 3002 Hardware Client SSL

certificate.

| oL-1893-01
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Figure 1-25 Netscape Certificates Signers List

7 Netscape

Certificate Signers' Certificates
Security Info These certificates identify the certificate signers that you accept:
Passwords
Navigato Altiga VPN Concentrator 10.10.4.83 - Edit
Savigator American Express CA
Messenger Ametican Express Glohal CA Werify
) BBM Certificate Services CA Root1
Java/JavaScript BelZign Class 1 CA Delete
. BelSign Class 2 CA
Certificates BelSign Class 3 CA
Yours BelSign Object Publishing CA
BelSign Secure Server CA
People Canada Post Corporation CA
Web Sites CeriSign BR
— Cisco YPN Concentrator 1002001472
Signers Equifax Premiurm CA
o hic Equifax Secure CA j
Modules
O Cancel Help

Select a certificate, then click Edit, Verify, or Delete. Click OK when finished.

Connecting to the VPN 3002 Using HTTPS

When you have installed the SSL certificate in the browser, you can connect directly using HTTPS.

Stepl  Bring up the browser.

Step2  Inthebrowser Addressor Location field, enter https:// plusthe VPN 3002 privateinterface | P address;
for example, https://10.10.147.2.

The browser displays the VPN 3002 Hardware Client Manager HTTPS login screen.

A locked-padlock icon on the browser status bar indicates an HTTPS session. Also, thislogin screen
does not include the Install SSL Certificate link.

Configuring HTTP, HTTPS, and SSL Parameters

HTTR, HTTPS, and SSL are enabled by default on the VPN 3002, and they are configured with
recommended parameters that should suit most administration tasks and security requirements.

To configure HTTP and HTTPS parameters, see the Configuration | System | Management Protocols |
HTTP/HTTPS screen.

To configure SSL parameters, see the Configuration | System | Management Protocols | SSL screen.

VPN 3002 Hardware Client Reference
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Figure 1-26 VPN Hardware Client Manager HTTPS Login Screen

& Install SST. Certificate
VPN 3002 [ ConnectionTogin Status
HARDWARE CLIENT MANAGER

WEIN 2002 Hardware Clent

Login: |

Password:
Cisco Srsrems I

Login | Clearl

Copyright @ 1998-2001 Cisco Systems, Inc.

Logging into the VPN 3002 Hardware Client Manager

Step 1
Step 2
Step 3

Logging into the VPN 3002 Hardware Client Manager is the same for both types of connections,
cleartext HTTP or secure HTTPS.

Entries are case-sensitive. With Microsoft I nternet Explorer, you can select the Tab key to move from
field to field; other browsers might work differently. If you make a mistake, click the Clear button and
start over.

The following entries are the factory-supplied default entries. If you have changed them, use your
entries.

Click in the L ogin field and type admin. (Do not press Enter.)

Click in the Passwor d field and type admin. (The field shows ***** )
Click the L ogin button.

The Manager displays the main welcome screen (Figure 1-27).

| oL-1893-01
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Figure 1-27 Manager Main Welcome Screen

3 Cizco Systems, Inc. ¥PH 3002 Hardware Client [¥vpni01] - Microsoft Internet Explorer

ME ||

J File Edit “iew Favortes Toolz Help

5 = 53
e | A @ P B & 5
Back Fannard Stop Fiefrezh Home Search  Favortes  History M ail Size Frint
| Addhess @] hitp.//10.10.93 50/access. himl | @6
VPN 3002 Main | Help | Support | Logout

Hardware Client Manager Logged in: admin

Configuration | Administration | Monitoring

F+Configuration
FrAdministration
F+Monitoring

“Welcome to the VP 3002 Hardware Clent Manager.
In the left frame or the navigation bar above, click the finction you want:

s Confisuration -- to configure all features of thiz dewvice.
o Admimstration -- to control adminstrative finctions on this device.

o Nlonitoring - to view status, statistics, and logs on this device.
The bar at the top right has:

o Dlain -- to return to this screen.
s Help -- to get help for the current screen.

s Suppott -- to access VEN 2002 Hardware Clent support and
documentation.

Logout -- to log out of thiz session and return to the Manager login screen.
TInder the location bar in the upper right, these icons may appear. Click to:

o Save [5) - save the active confipuration and malee it the boot confipuration.

o Save Needed B - as abowe, indicating you have changed the active
confipuration.
o Refresh @ __ to refresh statistics.

Cisco SysTEMs

|@ Adminiztration 0 ptions

’_ ’_ |4 Intemet G

From here you can navigate the Manager using either the table of contents in the left frame, or the
Manager toolbar in the top frame.
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Interactive Hardware Client and Individual User Authentication

Interactive hardware client and individual user authentication provide security by requiring manual
entry of usernames and passwords prior to connection. You configure these features on the VPN
Concentrator to which this VPN 3002 connects, and the VPN Concentrator pushes the policies you set
to the VPN 3002. You can use interactive hardware client authentication and individual user
authentication in combination or separately.

For complete configuration information refer to the section on the Hardware Client tab in the User
Management chapter of the VPN 3000 Series Concentrator Reference Volume 1: Configuration.

Interactive Hardware Client Authentication

When you enable interactive hardware client authentication, the VPN 3002 does not use a saved
username and password. Instead, to connect you must manually enter avalid username and password for
the VPN 3002 when prompted. When the VPN 3002 initiates the tunnel, it sends the username and
password to the VPN Concentrator to which it connects. The VPN Concentrator facilitates
authentication, on either the internal or an external server. If the username and password are valid, the
tunnel is established.

Individual User Authentication

~

Note

Individual user authentication protects the central site from access by unauthorized persons on the same
LAN as the VPN 3002.

When you enable individual user authentication, each user that connects through a VPN 3002 must open
aweb browser and manually enter avalid username and password to access the network behind the VPN
Concentrator, even though the tunnel already exists.

« If you direct the browser to a site on the remote network behind the VPN Concentrator, the VPN
3002 directs the browser to the proper pages for login. When you successfully log in, the browser
displays the page you originally entered.

« You can also log in by directing the browser to the private interface of the VPN 3002 html
interface.You do this by entering the IP address of the private interface in the browser Location or
Address field. The browser displays the login screen for the VPN 3002. Click the Connect/ Login
Status button to authenticate.

You cannot use the command-line interface to login if user authentication is enabled. You must use
a browser.

Logging In With Interactive Hardware Client and Individual User
Authentication

You access the interactive hardware client authentication and individual user authentication login
screens from the VPN 3002 Hardware Client Manager login screen. The sequence in the login example
that follows assumes that both interactive hardware client authentication and individual user
authentication are required for this VPN 3002 to connect.

| oL-1893-01
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Figure 1-28 VPN 3002 Hardware Client Manager Login Screen

& Install SST. Certificate
VPN 3002 [ ConnectionTogin Status
HARDWARE CLIENT MANAGER

WEIN 2002 Hardware Clent

Login: |
Cisco SvsTems Password: |
Login | Clearl
Copyright @ 1998-2001 Cisco Systems, Inc.
| |
Stepl  Click the Connection Login Status button.

The Connection/Login Status screen displays
Figure 1-29 Connection Login Status Screen
Connection/Login Status Thursday, 27 September 2001 10:37:03

Refresh@

VPN 3002 Connection Status

‘ Connect Mow | ‘ VPN 3002 is disconnected.

Individual User Authentication

Individual Tzer Authentication confipuration is weksews. Tou need to connect the VEN 2002 to the remote
network.

Stepl  Click the Connect Now button.
The VPN 3002 Interactive Authentication screen displays.
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Step 1
Step 2

Step 1

Logging In With Interactive Hardware Client and Individual User Authentication

Figure 1-30 VPN 3002 Interactive Authentication Screen

VPN 3002 Interactive Authentication

VPN 3002 Interactive Authentication

Enter the following mformation needed to connect the VPN 3002 to the remote network. Please wait for the
operation to complete.

Euter Usarnams and Passward

Username I
Password I

Connect | Cancel |

-

Enter the username and password for the VPN 3002.
Click Connect.

If you have entered the valid username and password, the Connect Login Status screen displays the

message that the VPN 3002 is connected. Next you authenticate the user.

Figure 1-31 Connection Login Status Screen

Connection/Login Status Monday, 24 September 2001 17:32:14

Refresh@
VPN 3002 Connection Status

VPN 3002 is connected.
Since 09/24/2001 17:31:46 (for 0:00:28 hivmumiss)

Individual User Authentication

Individual User Authentication is reguired. You need to log in to access to the remote networle

You are not logged in.

Log In Mow | IP: 10.10.98.10

MAC: 00:01:02:34:35:2D

To authenticate an individual user, click Log In Now.
The Individual User Authentication screen displays.
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Figure 1-32 Individual User Authentication Screen

Using the VPN 3002 Hardware Client Manager |

Individual User Authentication

complete.

Username I
Password I

Loginl Cancel |

Enter the following mformation needed to log i to the remote network. Please wait for the operation to

Step 1
Step 2
displays information about the connection.

Figure 1-33 Connection/Login Status Screen

Enter the username and password for this VPN 3002 user.

Click Login. If the username and password you entered are valid, the Connection/L ogin Status window

VPN 3002 Connection Status

VPN 3002 is connected.
Since 09/24/2001 173146 (for 0:02:09 hhmoyss)

Individual User Authentication

You are logged in.
Usernatne: 3002user

Log Out MNow | IP: 10.10.95.10

MAC: 00:01:02:34:95:2D
Since: Sep 24 17:33:32 (for 0:00:23 hhvmyss)

G back to the VPN 3002 administrative login page.

Refresh@

The user behind the VPN 3002 is connected to the VPN Concentrator at the central site.

Click Go back tothe VPN 3002 administrative login page to return to the VPN 3002 Hardware Client
Manager login screen and access other features and functions of the VPN 3002.

] VPN 3002 Hardware Client Reference
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Understanding the VPN 3002 Hardware Client Manager Window

Understanding the VPN 3002 Hardware Client Manager Window

The VPN 3002 Hardware Client Manager window on your browser consists of three frames—top, left,
and main—and it provides hel pful messages and tips as you move the mouse pointer over window items.
The title bar and status bar also provide useful information

Figure 1-34 VPN 3002 Hardware Client Manager Window.

Title bar ——— = F

Top frame

{Manager toolbar)—-

Left frame
(Table of contents)—

Main frame

Cizco Systems, Inc. ¥PH 3002 Hardware Client [10.10.99.50] - Netscape

File Edit - Miew  Go - Communicator —Help

€< ¢ 3 % A @ 3w

Back Forward - Reload Home Search  Metzcape Frint Security Stom
w‘ 7 Bookmarks \)_!;,V Locatior: ihttp:.-".-"‘l 0.10.99.50/access. html j tE‘—H Tw/hat's Flelated
& VPN 3002
Hardware Client Manager Logged in: admin

CHConfiguration

Quick Configuration
Interfaces

e sust

&m
DM

—ﬂ'\neling Protocols
IPSec

—HP Routing

Static Routes
Detault Gateways
[——LHCP

DHCP Options
—EHwanagement Protocols
HTTP/HTTPE
Telnet

[——ENMP

——SHMP Communities
——

S5H

[—HEvents

General

A

i

Classes

Trap Destinations
Syslog Servers

Configuration | Administration | Monitoring

Save Needed[g)

Thiz section of the VPIV 3002 Hardware Clhient Manager lets vou confipure
system-wide parameters.

Inn the left frame, o i the st of inks below, click the parameters you want to

configure:

Servers -- D3

Tunneling Protocels -- IP3ec.

IP Eouting -- static routes, default gateways, and DHCP.
Management Protocels -- HTTPHTTES, Telnet, SHMP, and 251
Events -- defaults and classes.

General -- system name, contact, location, and time and date.

{Manager screen)

General
Identification
Time and Date

L FPolicy Management

- Ad mini stration
HFHhanitaring

Cisco SysTems

urgent: Done

Status bar

¥
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M Understanding the VPN 3002 Hardware Client Manager Window

Title bar Thetitle bar at the top of the browser window includes the VPN 3002
device name or | P address in brackets, for example, [10.10.4.6].

Status bar The status bar at the bottom of the browser window displays Manager
activity and explanatory messages for some items.

Mouse pointer and tips As you move the mouse pointer over an active area, the pointer
changes shape and icons change color. A description also appearsin
the status bar area. If you momentarily rest the pointer on anicon, a
descriptive tip appears for that icon.

Top frame The Manager toolbar in the top frame provides quick access to
(Manager toolbar) Manager features. These include the following icons:

Click the Main tab to go to the main Manager screen, and to close all
subordinate sections and titles in the left frame.

Click the Help tab to open context-sensitive online help. Help opens
in a separate browser window that yo can move or resize as you want.
Close the help window when you are finished.

Click the Support tab to open a Manager screen with links to Cisco
Support support and documentation resources.

Click the Logout tab to log out of the Manager and return to the login
Logout screen.

Logged in: [username]  The administrator username you used to log in to this Manager session.

. Click the Configuration tab to go to the main Configuration screen, to
open the first level of subordinate Configuration pages in the left
frame if they are not already open, and to close any open
Administration or Monitoring pages in the left frame.

- . Click the Administration tab to go to the main Administration screen,
to open the first level of subordinate Administration pages in the left
frame if they are not already open, and to close any open
Configuration or Monitoring pages in the left frame.

— Click the Monitoring tab to go to the main Monitoring screen, to open
thefirst level of subordinate Monitoring pagesin the left frameif they
are not already open, and to close any open Configuration or
Administration pages in the left frame.

VPN 3002 Hardware Client Reference
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Using the VPN 3002 Hardware Client Manager

Save

Save Needed

Refresh @

Reset é?

Restore @

Cisco SYSTEMS

L eft frame
(Table of Contents)

Main section titles
(Configuration,
Administration,
Monitoring

Closed or collapsed

Understanding the VPN 3002 Hardware Client Manager Window

Click the Save icon to save the active configuration and make it the
boot configuration. In this state, the reminder indicates that the active
configuration is the same as the boot configuration, but you can save
it anyway. When you change the configuration, the reminder changes
to Save Needed.

Thisreminder indicatesthat yo have changed the active configuration.
Click the Save Needed icon to save the active configuration and make
it the boot configuration. Asyou make configuration entries, they take
effect immediately and are included in the active, or running,
configuration. However, if you reboot the VPN 3002 without saving
the active configuration, and configuration changes are lost. Clicking
on this reminder saves the active configuration as the boot
configuration and restores the Save reminder.

Click the Refresh icon to refresh (update) the screen contents on
screens where it appears (mostly in the Monitoring section). The date
and time above this reminder indicate when the screen was last
updated.

Click the Reset icon to reset, or start anew, the screen contents on
screens where it appears (mostly in the Monitoring section).

Click the Restore icon to restore the screen contents to their status
prior to when you last clicked on the Reset icon.

Click the Cisco Systems logo to open a browser and go to the
Cisco.com web site, www.cisco.com

On Manager screens, the left frame provides a table of contents. The
table of contents uses the familiar Windows Explorer metaphor of
collapsed and expanded entries.

Click on atitleto open subordinate sections and titles, and to go to that
Manager screen in the main frame.

Click the closed/collapsed icon to open subordinate sections and titles.
Clicking on thisicon does not change the screen in the main frame.

| oL-1893-01
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M Understanding the VPN 3002 Hardware Client Manager Window

Open or expanded &+  Click the open/expanded icon to close subordinate sections and titles.
Clicking on thisicon does not change the screen in the main frame.

Main frame The main frame displays the current VPN 3002 Hardware Client
(Manager screen) Manager screen.

Many screens include a bullet list of links and descriptions of
subordinate sections and titles. you can click alink to go to that
Manager screen, and open subordinate sections and titlesin the table
of contents.

VPN 3002 Hardware Client Reference
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Organization of the VPN 3002 Hardware Client Manager W

Organization of the VPN 3002 Hardware Client Manager

The VPN 3002 Hardware Client Manager consists of three major sections and many subsections:

« Configuration: setting all the parameters for the VPN 3002 that govern its use and functionality as
a VPN device:

— Quick Configuration: supplying the minimal parameters needed to make the VPN 3002
operational.

— Interfaces: Ethernet parameters.

— System: parameters for system-wide functions such as server access, | PSec tunneling protocol,
built-in management servers, event handling, and system identification.

— Policy Management: enabling PAT (Port Address Translation).

- Administration: managing higher level functions that keep the VPN3002 operational and secure,
such as who is allowed to configure the system, what software runs on it, and managing its
configuration files and digital certificates.

- Monitoring: viewing routing tables, event logs, system LEDs and status, and data on user sessions.

This manual covers all these topics. For Quick Configuration, refer to the VPN 3002 Hardware Client
Getting Started guide.

VPN 3002 Hardware Client Reference
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Navigating the VPN 3002 Hardware Client Manager

Your primary tool for navigating the VPN 3002 Hardware Client Manager is the table of contentsin the
left frame. Figure 1-35 shows all its entries, completely expanded. (The figure shows the framein

multiple columns, but the actual frameis a single column. Use the scroll controls to move up and down
the frame.)

Figure 1-35 Manager Table of Contents

HE-Configuration =HAdministration
——CQuick Configuration —Satftware Update
——lnterfaces —System Reboot
—Hoysterm —Fing

—ﬁvers —lﬁcess Rights
DhS Aodministrators
—ﬂnneling Protocals Access Seffings
IFsec ile Management
—EHP Routing AEHEW Files
——Static Routes Swvap Confic File
——Default Gateways onfig File Uplozc
——DOHCP ertificate Management
——DHCP Options nrolmert
FEHManagerment Protocol nistallation
——HTTP{HTTFS erificates
—Telnet Monitoring
——ShMP Fouting Table
| shMP Communitid Fiterakle Evert Log
—S5L ive Event Loy
—EI System Status
—EI-E\.reE [Hotatistics
—=GCeneral PSec
—Classes HTTP
—Tran Destinations Telnet
L Svslog Servers DS

General 5L
4‘Eldentificatinn HCP
Titne and Date S5H
Palicy Management PPPO!
Traffic Managernent
PAT
Enable

IB-Il Stats

i
61713

G174
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CHAPTER
Configuration

Configuring the VPN 3002 means setting all the parameters that govern its use and functionality as a
VPN device.

Cisco supplies default parameters that cover typical installations and uses; after you supply minimal
parametersin Quick Configuration, the system is operational. But to tailor the system to your needs, and
to provide an appropriate level of system security, you can configure the system in detail.

Configuration

This section of the Manager lets you configure all VPN 3002 features and functions.

« Quick Configuration: the minimal parameters needed to makethe VPN 3002 operational. For more
information, use online Help, or see the VPN 3002 Hardware Client Getting Started manual,
available only online.

« Interfaces: parameters specific to the private and public interfaces.

« System: parameters for system-wide functions: server access, |PSec, |P routing, built-in
management servers, system events, and system identification.

« Policy Management: enabling or disabling Protocol Address Translation (PAT).

Figure 2-1 Configuration Screen

This section of the Manager lets you configure all VPIN 3002 Hardware Chent features.
I the left frame, or in the bt of links below, click the feature vou want to configure:

o Duick Confisuration -- Basic configuration for the device.

o Interfaces -- Ethernet mterfaces, WAMN mterfaces, and power supplies.

o Systern -- system-wide parameters: servers, address assignment, tunneling protocols, IF routing,
management protocols, events, and identification.

o Policy Management -- PAT.

51743

See the appropriate chapter in this manual for each section of the Manager. Online help is available for
all sections.

VPN 3002 Hardware Client Reference
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Interfaces

This section of the VPN 3002 Hardware Client Manager applies functions that are interface-specific,
rather than system-wide.

You configure two network interfaces for the VPN 3002 to operate asaV PN device: the privateinterface
and the public interface. If you used Quick Configuration as described in the VPN 3002 Hardware Client

Getting Started manual, the system supplied many default parameters for the interfaces. Here you can
configure them explicitly.

The VPN 3002 includes some | P routing functions: static routes, DHCP, and PPPoE. You configure static
routes, the default gateway, and DHCP in the |P Routing section; see the Configuration | System | IP
Routing screens. PPPoE requires no further configuration than supplying a username and password in
the Public Interface parameter.

Configuration | Interfaces

Note

This section lets you configure the private and public interfaces.
- Privateisthe interface to your private network (internal LAN).
« Publicisthe interface to the public network.

Configuring an Ethernet interface includes supplying an | P address and subnet mask, and setting speed
and transmission mode.

Interface settings take effect as soon as you apply them. If the system isin active use, changes might
affect tunnel traffic.

The table on the Configuration | Interfaces screen shows all installed interfaces and their status.

| oL-1893-01
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M Configuration | Interfaces

Figure 3-1 VPN 3002 Configuration | Interfaces Screen

Save Neededg Refresh@

Thiz section lets you configure the VPN 3002 Hardware Client's network interfaces.

In the tahle helow, or in the picture, select and click the mterface you want to configure:

| Interface | Status |IP Address |Sulmet I\-‘Iask| MAC Address |Defanlt Gateway
[Ethernet | (Private) | UFP [10.10.95.50 [255.255.0.0  [D0.90.44.00.25. A8
[Ethernet 2 (Public) |[Waiting for PPPoE|[0.0.0.0 (0000 00.50.24.00.25.49

[DNS Server(s)  [10.10.95.60

|DNS Domain Name fispdoraain cor

To configure a module, either click the appropriate link in the status table; or use the mouse pointer to
select the module on the back-panel image, and click anywhere in the highlighted area.

Interface

The VPN 3002 interface installed in the system. To configure an interface, click the appropriate link.

Ethernet 1 (Private), Ethernet 2 (Public)
To configure Ethernet interface parameters, click the appropriate highlighted link in the table or click in
a highlighted module on the back-panel image. See Configuration | Interfaces | Private/Public.

DNS Server(s)
To configure DNS Server(s), click the highlighted link in the table. See Configuration | System |
Servers | DNS.

DNS Domain Name

To configure DNS Server(s), click the highlighted link in the table. See Configuration | System |
Servers | DNS.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces

Status

The operational status of this interface:
« UP (green) = Configured, enabled, and operational; ready to pass data traffic.
- DOWN (red) Configured but disabled or disconnected.
« Testing = In test mode; no regular data traffic can pass.

« Dormant (red) = Configured and enabled but waiting for an external action, such as an incoming
connection.

« Not Present (red) = Missing hardware components.

« Lower Layer Down (red) = Not operational because alower-layer interface is down.
« Unknown (red) = Not configured or not able to determine status.

« Not Configured = Present but not configured.

» Waiting for DHCP/PPPoE = Waiting for DHCP or PPPOE to assign an | P address.

IP Address

The IP address configured on thisinterface.

Subnet Mask

The subnet mask configured on this interface.

MAC Address

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

Default Gateway

The IP routing subsystem routes data packets first using static routes, then the default gateway. If you
do not specify a default gateway, the system drops packets it cannot otherwise route.

To configure a default gateway, click the appropriate highlighted link in the table or click in a
highlighted module on the back-panel image. See Configuration | System | IP Routing | Default
Gateways.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces | Private

This screen lets you configure parameters for the private interface. It displays the current parameters, if
any.

Figure 3-2  Configuration | Interfaces | Private Screen

Vou are modifying the mterface you are using to connect to this device. If you make any changes, you wil
break the connection and you will have to restart from the login screen.

Configuring the Private Inteiface.

" |Disabled Select to dizable this interface.

& |Static IP Addressing

IP Address |1D .10.99.50 Select to configure the [P Address and Subnet Mask. Enter the
[P Address and Subnet Mask for this interface.

Subnet NMask |2 55.255.0.0

MAC Address |10.90.44.00.25 A8 The MAC address for this interface.
Speed [10/100 auto = Select the speed for this mterface.
Duplex || Auto - Select the duplex mode for this interface.
Anply Cancel

G1715

A

Caution  If you modify any parameters of the private interface that you are currently using to connect to the
VPN 3002, you will break the connection, and you will have to restart the Manager from the login
screen.

Disabled

To make the interface offline, click Disabled. This state lets you retain or change its configuration
parameters.

If the interface is configured but disabled (offline), the appropriate Ethernet Link Status LED blinks
green on the VPN 3002 front panel.

Static IP Addressing

To change the IP address of the private interface, click Static | P Addressing.

IP Address

Enter the |P address for thisinterface, using dotted decimal notation (for example, 192.168.12.34). Note
that 0.0.0.0 is not allowed. Be sure no other device is using this address on the network.

VPN 3002 Hardware Client Reference
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Subnet Mask

MAC Address

Speed

Duplex

Apply/Cancel

Reminder:

Configuration | Interfaces | Private Il

Enter the subnet mask for thisinterface, using dotted decimal notation (for example 255.255.255.0). The
Manager automatically supplies a standard subnet mask appropriate for the | P address you just entered.
For example, the IP address 192.168.12.34 is a Class C address, and the standard subnet mask is
255.255.255.0. You can accept this entry or change it. Note that 0.0.0.0 is not allowed.

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

click the drop-down menu button and select the interface speed:
« 10 Mbps = Fix the speed at 10 megabits per second (10Base-T networks).
« 100 Mbps = Fix the speed at 100 megabits per second (100Base-T networks).

« 10/100 auto = Let the VPN 3002 automatically detect and set the appropriate speed, either 10 or 100
Mbps (default). Be sure that the port on the active network device (hub, switch, router, etc.) to which
you connect thisinterface is also set to automatically negotiate the speed. Otherwise, select the
appropriate fixed speed.

click the drop-down menu button and select the interface transmission mode:

« Auto = Let the VPN 3002 automatically detect and set the appropriate transmission mode, either
full or half duplex (default). Be sure that the port on the active network device (hub, switch, router,
etc.) towhich you connect thisinterfaceisal so set to automatically negotiate the transmission mode.
Otherwise, select the appropriate fixed mode.

« Full-Duplex = Fix the transmission mode as full duplex: transmits and receives at the same time.

« Half-Duplex = Fix the transmission mode as half duplex: transmits or receives, but not at the same
time.

To apply your settings to the system and include them in the active configuration, click Apply. The
Manager returns to the Configuration | Interfaces screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | Interfaces screen.

| oL-1893-01
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Configuration | Interfaces | Public

This screen lets you select a connection method—DHCP, PPPoE, or static | P addressing—for the public
interface. It also allows you to disable the public interface.

Figure 3-3  Configuration | Interfaces | Public Screen

Configuring the Public Interface.

" |Disabled Zelect to disable thiz mterface.
+ DHCPF Client
Lease Info: 192.168.0.5 expires in 70:47:19
(hh:mm:ss)
" |PFPoE Client
PPPoE User Name Select to connect to a public network via PPPoE.
PPPoE Password Enter the PPPoE User MName and Password/Verify.

Verify PPPoE Password

" |Static TP Addressi
ane essmeg Zelect to confipure the IP Address and Subnet
IP Address Ilask. Enter the IP Address and Subnet Mask for

Subnet Mask 255755 2550 this interface.

MAC Address |00.90.44.04.01.05 The WMAC address for this nterface.

Select to obtam the TP Address, Subnet Mask and
Default Gateway wia DHCP.

Speed | 10/100 auto ~ Select the speed for this interface.
Duplex | Auto - Select the duplex mode for this interface.

Apply Cancel |

G1702

Disabled

To make the interface offline, click Disabled. This state lets you retain or change its configuration
parameters.

DHCP Client

click thisradio button if you want to obtain the IP address and subnet mask for thisinterface viaDHCP.
If you click this button, you do not make entries in the | P address and subnet mask parameters that
follow.

PPPoOE Client

click thisradio button if you want to connect using PPPoE. If you select PPPoE, you do not make entries
in the static |P addressing parameters that follow.

VPN 3002 Hardware Client Reference
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Configuration | Interfaces | Public

PPPoE User Name

PPPoE Password

If you have selected PPPOE, enter a valid PPPoE username.

If you have selected PPPOE, enter the PPPOE password for the username you entered above.

Verify PPPoE Password

If you have selected PPPOE, enter the PPPOE password again to verify it.

Static IP Addressing

IP Address

Subnet Mask

MAC Address

Speed

click this radio button if you want to use a static | P address.

If you are using static | P addressing, enter the | P address for thisinterface, using dotted decimal notation
(for example, 192.168.12.34). Note that 0.0.0.0 is not allowed. Be sure no other device is using this
address on the network.

If you are using static | P addressing, enter the subnet mask for this interface, using dotted decimal
notation (for example, 255.255.255.0). The Manager automatically supplies a standard subnet mask
appropriate for the |P address you just entered. For example, the |P address 192.168.12.34 isa Class C
address, and the standard subnet mask is 255.255.255.0. You can accept thisentry or changeit. Note that
0.0.0.0 is not allowed.

Thisisthe unique hardware MAC (Media Access Control) address for thisinterface, displayed in 6-byte
hexadecimal notation. You cannot change this address.

If you are using static |P addressing, click the drop-down menu button and select the interface speed:
+ 10 Mbps = Fix the speed at 10 megabits per second (10Base-T networks).
« 100 Mbps = Fix the speed at 100 megabits per second (100Base-T networks).

« 10/100 auto = Let the VPN 3002 automatically detect and set the appropriate speed, either 10 or 100
Mbps (default). Be sure that the port on the active network device (hub, switch, router, etc.) to which
you connect thisinterface is also set to automatically negotiate the speed. Otherwise, select the
appropriate fixed speed.

| oL-1893-01
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Duplex
If you are using static | P addressing, click the drop-down menu button and select the interface
transmission mode:

« Auto = Let the VPN 3002 automatically detect and set the appropriate transmission mode, either
full or half duplex (default). Be sure that the port on the active network device (hub, switch, router,
etc.) towhich you connect thisinterfaceisal so set to automatically negotiate the transmission mode.
Otherwise, select the appropriate fixed mode.

« Full-Duplex = Fix the transmission mode as full duplex: transmits and receives at the same time.

« Half-Duplex = Fix the transmission mode as half duplex: transmits or receives, but not at the same
time.

Apply / Cancel

To apply your settingsto thisinterface and include your settingsin the active configuration, click Apply.
The Manager returns to the Configuration | Interfaces screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | Interfaces screen.
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System Configuration

System configuration means configuring parameters for system-wide functions in the VPN 3002.

Configuration | System

This section of the Manager lets you configure parameters for:

Servers: identifying servers for DNS information for the VPN 3002.
Tunneling Protocols: configuring 1PSec connections.
I P Routing: configuring static routes, default gateways, and DHCP.

Management Protocols: configuring and enabling built-in servers for HTTP/HTTPS, Telnet,
SNMP, SSL, SSH, and XML.

Events: handling system events vialogs, SNMP traps, and syslog.
General: identifying the system and setting the time and date.

See the appropriate chapter in this manual or the online help for each section.

Figure 4-1 Configuration | System screen

Thiz section of the VPN 3002 Hardware Client Manager lets vou confipure system-wide parameters.
In the left frame, or in the hst of links below, click the parameters you want to configure:

+ Bervers -- DME
+ Tunneling Protocols -- IPSec Parameters.

Save Needed[g)

+ [P Routing -- static routes, default gateways, and DHCP.

+ Management Protocols -- HTTR/HTTES, Telnet, SHMMP, 551, 55H and ZML.
+ Ewvents -- defaults and classes.

+ Ceneral -- system name, contact, location, and time and date.
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Servers

Configuring servers means identifying DNS servers to the VPN 3002 so it can communicate with them
correctly. DNS servers convert hostnames to | P addresses. The VPN 3002 functions as a client of these
servers.

Configuration | System | Servers

This section of the Manager lets you configure the VPN 3002 to communicate with DNS servers.

Figure 5-1 Configuration | System | Servers Screen

This section of the Manager lets you confisure the VPIV 3002 Hardware Client to commurnicate with various
SEIVELS.

In the left frame, or in the list of links below, click the servers you want to configure

* DTS Servers -- Dotnain Name Systerm.

51746

Configuration | System | Servers | DNS

This screen lets you configure the Domain Name System (DNS) servers for the VPN 3002. DNS servers
convert domain names to | P addresses. Configuring DNS servers here lets you enter hostnames (for
example, mail01) rather than IP addresses as you configure and manage the VPN 3002.

You can configure up to three DNS servers that the system queriesin order.

Note  DNSinformation that you add hereis for the VPN 3002 only. PCs located behind the VPN 3002 on
the private network get DNS information that is configured on the central-site VPN Concentrator in
the Group settings for the VPN 3002.

VPN 3002 Hardware Client Reference
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Figure 5-2  Configuration | System | Servers | DNS Screen

Configure system-wide DS (Domain Name System) servers
Q‘) Configuring DINS i1s optional, but it lets vou use hostnames rather than IP addresses.

Enabled ¥
Domain ’7
Primary DINS Server ’W
Secondary DINS Server ’W
Tertiary DINS Server ’W
Timeout Period[2  seconds
Timeout Retries ’27

Apply Cancel

51740

Enabled

To use DNS functions, check Enabled (the default). To disable DNS, clear the box.

Domain

Enter the name of the registered domain of the ISP for the VPN 3002; for example, youri sp. com
Maximum 48 characters. This entry is sometimes called the domain name suffix or sub-domain. The
DNS system within the VPN 3002 automatically appends this domain name to hosthames before sending
them to a DNS server for resolution.

Primary DNS Server

Enter the | P address of the primary DNS server, using dotted decimal notation; for example,
192.168.12.34. Be sure this entry is correct to avoid DNS resolution delays.

Secondary DNS Server

Enter the | P address of the secondary (first backup) DNS server, using dotted decimal notation. If the
primary DNS server does not respond to a query within the Timeout Period specified below, the system
queries this server.

Tertiary DNS Server

Enter the | P address of the tertiary (second backup) DNS server, using dotted decimal notation. If the
secondary DNS server does not respond to aquery within the Timeout Period specified below, the system
gueries this server.
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Configuration | System | Servers |[DNS

Timeout Period

Enter the initial time in seconds to wait for a response to a DNS query before sending the query to the
next server. Minimum s 1, default is 2, maximum is 30 seconds. Thistime doubleswith each retry cycle
through the list of servers.

Timeout Retries

Enter the number of times to retry sending a DNS query to the configured servers, in order. In other
words, thisisthe number of timesto cyclethrough thelist of servers before returning an error. Minimum
is0, default is 2, maximum is 10 retries.

Apply / Cancel

To apply your settings for DNS servers and include the settings in the active configuration, click Apply.
The Manager returns to the Configuration | System | Servers screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | Servers
screen.
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CHAPTER 6

Tunneling

Tunneling is the heart of virtual private networking. Tunnels make it possible to use a public TCP/IP
network, such asthe Internet, to create secure connections between remote users and a private corporate
network.

The secure connection is called a tunnel, and the VPN 3002 uses the | PSec tunneling protocol to:
« Negotiate tunnel parameters.
- Establish tunnels.
« Authenticate users and data.
- Manage security keys.
« Encrypt and decrypt data.
- Manage data transfer across the tunnel.
» Manage data transfer inbound and outbound as a tunnel endpoint.
The VPN 3002 functions as a bidirectional tunnel endpoint:

« It can receive plain packets from the private network, encapsulate them, create a tunnel, and send
them to the other end of the tunnel where they are unencapsulated and sent to their final destination

« It can receive encapsul ated packets from the public network, unencapsul ate them, and send them to
their final destination on the private network.

This section explains how to configure the IPSec tunneling protocol.

VPN 3002 Hardware Client Reference
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Configuration | System | Tunneling Protocols

This section lets you configure the IPSec tunneling protocol.

Click 1PSec on the Tunneling Protocols screen.

Figure 6-1 Configuration | System | Tunneling Protocols Screen

This section of the Manager lets you configure system-wide tunneling protocols.
In the left frame, or m the list of links below, clhck the protocol you want:

¢ TPlec -- [P Security Protocol

51750

Configuration | System | Tunneling Protocols | IPSec

The VPN 3002 complies with the |PSec protocol and is specifically designed to work with the VPN
Concentrator. |PSec provides the most complete architecture for VPN tunnels, and it is perceived asthe
most secure protocol .

In IPSec terminology, a“peer” is aremote-access client or another secure gateway. During tunnel
establishment under IPSec, the two peers negotiate Security Associations (SAS) that govern
authentication, encryption, encapsulation, key management, etc. These negotiationsinvolve two phases:
the first phase establishes the tunnel (the IKE SA); the second phase governs traffic within the tunnel
(the IPSec SA).

The VPN 3002 initiates all tunnels with the VPN Concentrator; the VPN Concentrator functions only as
responder. The VPN 3002 as initiator proposes SAS; the responder accepts, rejects, or makes
counter-proposals—all in accordance with configured SA parameters. To establish a connection, both
entities must agree on the SAs.

The Cisco VPN 3002 supports these | PSec attributes, but they are configurable on the central-site VPN
Concentrator, not on the VPN 3002:

- Main mode for negotiating phase one of establishing ISAKMP Secure Associations (SAS)
(automatic if you are using certificates)

- Aggressive mode for negotiating phase one of establishing ISAKMP SAs
- Authentication Algorithms:
- ESP-MD5-HMAC-128
— ESP-SHA1-HMAC-160
- Authentication Modes:
— Preshared Keys
— X.509 Digital Certificates
- Diffie-Hellman Groups 1 and 2
« Encryption Algorithms:

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter6 Tunneling

Configuration | System | Tunneling Protocols | IPSec

— DES-56
- 3DES-168
« Extended Authentication (XAuth)
« Mode Configuration (also known as ISAKMP Configuration Method)

» Tunnel Encapsulation Mode

Figure 6-2 Configuration | System | Tunneling Protocols | IPSec Screen

| v

Enter the mformation needed to connect to the central-site VPN Concentrator peer.

Remote Enter remote server addressthost name.
Server
« Enter up to 10 backup server addressesthost names
Backup from high priority to low.
Servers + Enter each backup server address/host name ona

single line.

¥
A L

IPSec over
TCP =
IPSec over
TCP Port

Use
Certificate

Check to enable [PSec over TCP.

Enter [PSec over TCP port (1-655357.

Click to uze the mstalled certificate.

Name Password Verify

Group | | |

User | | |

Apply | Cancel | b

Remote Server

Enter the IP address or hostname of the remote server. Thisis the IP address or hostname of the public
interface on the VPN Concentrator to which this VPN 3002 connects. Use dotted decimal notation; for
example, 192.168.34.56. To enter a hostname, a DNS server must be configured.

Backup Servers

To configure IPSec backup servers on the VPN 3002, enter up to 10 backup servers, using either |P
address or hostname. Enter each backup server on a separate line. To enter a hosthame, a DNS server
must be configured. Further, if you use hostnames and the DNS server is unavailable, significant delays
can occur.
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S,
Note  If you are using hostnames, it iswise to have backup DNS and WINS servers on a separate network
from that of the primary DNS and WINS servers. Otherwise, if clients behind the VPN 3002 obtain
DNS and WINS information from the VPN 3002 through DHCP, and the connection to the primary
server islost, and the backup servers have different DNS and WINS information, clients cannot be
updated until the DHCP |ease expires.
About Backup Servers

IPSec backup servers let a VPN 3002 connect to the central site when its primary central-site VPN
Concentrator is unavailable. You configure backup serversfor a VPN 3002 either on the VPN 3002, or
on agroup basis at the central-site VPN Concentrator. If you configure backup servers on the primary
central-site VPN Concentrator, that VPN Concentrator pushes the backup server policy to the VPN 3002
hardware clients in the group. By default, the policy is to use the backup server list configured on the
VPN 3002. Alternatively, the VPN Concentrator can push a policy that supplies alist of backup servers
in order of priority, replacing the backup server list on the VPN 3002 if oneis configured. It can also
disable the feature and clear the backup server list on the VPN 3002 if one is configured.

Figure 6-3 illustrates how the backup server feature works.

Figure 6-3 Backup Server Implementation

Fargo
VPN 3002
Hardware Client

]
E 8 VPN 3000
@ Pa=» Concentrator
F
|

San Jose
VPN 3080
Concentrator
0
|
Austin
VPN 3000 8
Concentrator 8

XY Z corporation has large sites in three cities: San Jose, California; Austin, Texas; and Boston,
Massachusetts. They just opened aregional sales officein Fargo, North Dakota. To provide accessto the
corporate network from Fargo, they use aVPN 3002 that connectsto a VPN 3080 in San Jose (1). If the
VPN 3002 is unable to contact the corporate network, Fargo cannot place orders. The IPSec backup
server feature lets the VPN 3002 connect to one of several sites, in this case using Austin (2) and Boston
(3) as backup servers, in that order.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter6 Tunneling

Note

Configuration | System | Tunneling Protocols | IPSec

The VPN 3002 in Fargo first triesto reach San Jose. If theinitial IKE packet for that connection (1) times
out (8 seconds), it tries to connect to Austin (2). Should this negotiation also time out, it triesto connect
to Boston (3). These attempts continue until the VPN 3002 hastried all servers on its backup server list,
to a maximum of 10.

Be aware of the following characteristics of the backup server feature;

« If the VPN 3002 cannot connect after trying all backup servers on thelist, it does not automatically
retry.

— In Network Extension mode, the VPN 3002 attempts a new connection after 4 seconds.

— InClient mode, the VPN 3002 attempts a new connection when the user clicksthe Connect Now
button on the Monitoring | System Status screen, or when data passes from the VPN 3002 to the
VPN Concentrator.

- A VPN 3002 must connect to the primary VPN Concentrator to download a backup server list
configured on the primary VPN Concentrator. If that VPN Concentrator is unavailable, and if the
VPN 3002 has a previously configured backup server list, it can connect to the servers on that list.

« It can download a backup server list only from the primary VPN Concentrator. The VPN 3002
cannot download a backup server list from a backup server.

« The VPN Concentrators that you configure as backup servers do not have to be aware of each other.

« If you change the configuration of backup servers, or delete a backup server during an active session
between a VPN 3002 and a backup server, the session continues without adopting that change. New
settings take effect the next time the VPN 3002 connects to its primary VPN Concentrator.

You can configure the backup server feature from the primary VPN Concentrator or the VPN 3002.

- From the VPN Concentrator configure backup servers on either of the Configuration | User
Management | Base Group or Groups | Mode Configuration screens.

« Onthe VPN 3002, configure backup servers on the Configuration | System | Tunneling Protocols |
I PSec screen.

Thelist you configure on the VPN 3002 applies only if the option, Use Client Configured List, isset in
the IPSec Backup Servers parameter. To set this option, go to the Mode Configuration tab on the
Configuration | User Management | Groups | Add/Modify screen of the primary VPN Concentrator to
which the VPN 3002 connects.

The group name, username, and passwords that you configure for the VPN 3002 must be identical
for the primary VPN Concentrator and all backup servers. Also, if you require interactive hardware
client authentication and/or individual user authentication for the VPN 3002 on the primary VPN
Concentrator, be sure to configure it on backup servers as well.

IPSec over TCP

Check IPSec over TCP if you want to connect using |PSec over TCP. This feature must also be enabled
on the VPN Concentrator to which this VPN 3002 connects. See the explanation that follows.

IPSec over TCP Port

Enter the IPSec over TCP port number. You can enter one port. The port that you configure on the VPN
3002 must also match that configured on the VPN Concentrator to which this VPN 3002 connects.

| oL-1893-01
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About IPSec over TCP

IPSec over TCP encapsulates encrypted data traffic within TCP packets. This feature enables the VPN
3002 to operate in an environment in which standard Encapsul ating Security Protocol (ESP, Protocol 50)
or Internet Key Exchange (IKE, UDP 500) cannot function, or can function only with modification to
existing firewall rules. IPSec over TCP encapsul ates both the IKE and | PSec protocols within a TCP
packet, and enables secure tunneling through both NAT and PAT devices and firewalls.

Note  This feature does not work with proxy-based firewalls.

The VPN 3002 Hardware Client, which supports one tunnel at atime, can connect using either standard
IPSec, | PSec over TCP, or |PSec over UDP.

To use IPSec over TCP, both the VPN 3002 and the VPN Concentrator to which it connects must be
running version 3.5 software.

Use Certificate

This parameter specifies whether to use preshared keys or a PKI (Public Key Infrastructure) digital
identity certificate to authenticate the peer during Phase 1 IKE negotiations. See the discussion under
Administration | Certificate Management, which is where you install digital certificates on the VPN
3002.

Check the box to use digital certificates.

Certificate Transmission

If you configured authentication using digital certificates, choose the type of certificate transmission.

- Entire certificate chain = Send the peer the identity certificate and all issuing certificates. Issuing
certificates include the root certificate and any subordinate CA certificates.

- ldentity certificate only = Send the peer only the identity certificate.

Group

The VPN 3002 connectsto the VPN Concentrator using this Group name and password, which must be con-
figured on the central-site VPN Concentrator. Group and usernames and passwords must be identical on the
VPN 3002 and on the VPN Concentrator to which it connects.

Name

In the Group Namefield, enter a unique name for the group to which this VPN 3002 belongs. Thisisthe
group name configured on the central-site VPN Concentrator to which this VPN 3002 connects.
Maximum is 32 characters, case-sensitive.
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Password
In the Group Password field, enter a unique password for this group. This isthe group password
configured on the VPN Concentrator to which this VPN 3002 connects. Minimum is 4, maximum is 32
characters, case-sensitive. The field displays only asterisks.

Verify
In the Group Verify field, re-enter the group password to verify it. The field displays only asterisks.

User
You must also enter a username and password, and they must match the username and password
configured on the central-site VPN Concentrator to which this VPN 3002 connects.

Name
In the User Name field, enter a unique name for the user in this group. Maximum is 32 characters,
case-sensitive. This is the username configured on the central-site VPN Concentrator to which this
VPN 3002 connects. Maximum is 32 characters, case-sensitive.

Password
In the User Password field, enter the password for this user. Thisisthe user password configured on the
central-site VPN Concentrator to which this VPN 3002 connects. Minimum is 4, maximum is 32
characters, case-sensitive.

Verify

In the User Verify field, re-enter the user password to verify it. The field displays only asterisks.

VPN 3002 Hardware Client Reference
[ oL-1803-01 .m



Chapter6  Tunneling |

W Configuration | System | Tunneling Protocols | IPSec

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



CHAPTER ;

IP Routing

The VPN 3002 includes an I P routing subsystem with static routing, default gateways, and DHCP.

To route packets, the subsystem uses static routes and the default gateway. If you do not configure the
default gateway, the subsystem drops packets that it can not otherwise route.

You configure static routes and default gateways in this section. This section also includes the
system-wide DHCP (Dynamic Host Configuration Protocol) server parameters.

Configuration | System | IP Routing

This section of the Manager lets you configure system-wide IP routing parameters.
- Static Routes: manually configured routing tables.
« Default Gateways: routes for otherwise unrouted traffic.
« DHCP: Dynamic Host Configuration Protocol global parameters.

« DHCP Options: facilities that allow the VPN 3002 DHCP server to respond with configurable
parameters for specific kinds of devices such as PCs, | P telephones, print servers, etc., aswell asan
IP address.

Figure 7-1  Configuration | System | IP Routing Screen

This section lets you configure system-wide IP Routing options. Click here to confioure interfaces.

In the left frame, or in the list of links below, click the option you want:

* Static Routes

* Default Gateways

o DHCP -- Dynamic Host Configuration Protocol global parameters.

o DHCP Options -- Dynamic Host Configuration Protocol option parameters.

g1752
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Configuration | System | IP Routing | Static Routes

Static Routes

This section of the Manager lets you configure static routes for | P routing.

Figure 7-2  Configuration | System | IP Routing | Static Routes Screen

This section lets you configure static routes for IP routing,

Static Routes Actions

Default-> 192.168.12.77
192.168.12.0/255.255.285.0 > 10.10.0.2

Add

hdodify
Delete
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The Static Routes list shows manual |P routes that have been configured. The format is [destination
network address/subnet mask -> outbound destination]; for example,

192.168.12.0/255.255.255.0 -> 10.10.0.2. If you have configured the default gateway, it appearsfirstin
the list as [Default -> default router address]. If no static routes have been configured, the list shows
--Empty--.

Add / Modify / Delete

Reminder:

To configure and add a new static route, click Add. The Manager opens the Configuration | System | IP
Routing | Static Routes | Add screen.

To modify a configured static route, select the route from the list and click M odify. The Manager opens
the Configuration | System | IP Routing | Static Routes | Modify screen. If you select the default gateway,
the Manager opens the Configuration | System | IP Routing | Default Gateways screen.

To delete a configured static route, select the route from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining static routesin the
list. You cannot delete the default gateways here; to do so, see the Configuration | System | IP Routing |
Default Gateways screen.

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.
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Configuration | System | IP Routing | Static Routes |
Add or Modify

These Manager screens let you:
» Add: Configure and add a new static, or manual, route to the IP routing table.
« Modify: Modify the parameters for a configured static route.

Figure 7-3  Configuration | System | IP Routing | Static Routes | Add Screen

Configure and add a static route.
Network Address Enter the network address.
Subnet Mask Enter the subnet mask
Metic ’7 Enter the numeric metric for this route {1 through
16).
Destination
Router Addre;s Enter the router/gateway IF address.
Interface @ [Ethemet1 (Private) (10.10.147.2) =] Select the interface to route to.
Add Cancel i
=

Enter the destination network | P address that this static route applies to. Packets with this destination
address will be sent to the Destination below. Used dotted decimal notation; for example, 192.168.12.0.

Subnet Mask

Enter the subnet mask for the destination network |P address, using dotted decimal notation (for
example, 255.255.255.0). The subnet mask indicates which part of the | P address represents the network
and which part represents hosts. The router subsystem looks at only the network part.

The Manager automatically supplies a standard subnet mask appropriate for the |P address you just
entered. For example, the P address 192.168.12.0 is a Class C address, and the standard subnet mask is
255.255.255.0. You can accept this entry or change it. Note that 0.0.0.0 is not allowed here, since that
would resolve to the equivalent of a default gateway.

Metric

Enter the metric, or cost, for this route. Use a number from 1 to 16, where 1 is the lowest cost. The
routing subsystem alwaystriesto use the least costly route. For example, if aroute usesalow-speed line,
you might assign a high metric so the system will use it only if all high-speed routes are unavailable.
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Destination

Click aradio button to select the outbound destination for these packets. You can select only one
destination: either a specific router/gateway, or a VPN 3002 interface.

Destination Router Address

Enter the |P address of the specific router or gateway to which to route these packets; that is, the IP
address of the next hop between the VPN 3002 and the packet’s ultimate destination. Use dotted decimal
notation; for example, 10.10.0.2. We recommend that you select this option.

Interface

Click the drop-down menu button and select a configured VPN 3002 interface as the outbound
destination. We do not recommend this option; enter a destination router address above.

Add or Apply / Cancel

To add a new static route to the list of configured routes, click Add. Or to apply your changesto a static
route, click Apply. Both actions include your entries in the active configuration. The Manager returns
to the Configuration | System | IP Routing | Static Routes screen. Any new route appears at the bottom
of the Static Routes list.

Reminder: To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | IP Routing |
Static Routes screen, and the Static Routes list is unchanged.

Configuration | System | IP Routing | Default Gateways

This screen lets you configure the default gateway for 1P routing. You use this same screen both to
initially configure and to change default gateways. You can also configure the default gateway on the
Configuration | Quick | System Info screen.

The IP routing subsystem routes data packets first using static routes, then the default gateway. If you
do not specify a default gateway, the system drops packets it can not otherwise route.

Figure 7-4  Configuration | System | IP Routing | Default Gateways Screen

Configure the default gateways for your system.

Default Enter the I[P address of the default gateway or router. Enter 0.0.0.0 for no
s 10.10.95.90
Gateway default router.
Metric |1 Enter the metric, from 1to 16
Apply | Cancel |
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VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter7

IP Routing

Configuration | System | IP Routing | Default Gateways ||

Default Gateway

Metric

Enter the | P address of the default gateway or router. Use dotted decimal notation; for example,
192.168.12.77. This address must not be the same as the | P address configured on any VPN 3002
interface. If you do not use a default gateway, enter 0.0.0.0 (the default entry).

To delete a configured default gateway, enter 0.0.0.0.

The default gateway must be reachable from a VPN 3002 interface, and it is usually on the public
network. The Manager displays a warning screen if you enter an |P address that is not on one of its
interface networks, and it displays a dialog box if you enter an |P address that is not on the public
network.

Enter the metric, or cost, for the route to the default gateway. Use a number from 1 to 16, where 1 isthe
lowest cost. The routing subsystem always tries to use the least costly route. For example, if this route
uses a low-speed line, you might assign a high metric so the system will useit only if all high-speed
routes are unavailable.

Apply / Cancel

Reminder:

To apply the settings for default gateways, and to include your settingsin the active configuration, click
Apply. The Manager returnsto the Configuration | System | | P Routing screen. If you configure aDefault
Gateway, it also appears in the Static Routes list on the Configuration | System | IP Routing | Static
Routes screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | IP Routing
screen.

| oL-1893-01
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Configuration | System | IP Routing | DHCP

Enabled

This screen lets you configure DHCP (Dynamic Host Configuration Protocol) server parameters that
apply to DHCP server functions within the VPN 3002.

The DHCP server for the private interface lets | P hosts in its network automatically obtain | P addresses
from alimited pool of addresses for afixed length of time, or lease period. Before the lease period
expires, the VPN 3002 displays amessage offering to renew it. If thelease is not renewed, the connection
terminates when the | ease expires, and the | P address becomes available for reuse. Using DHCP
simplifies configuration since you do not need to know what | P addresses are considered valid on a
particular network.

Figure 7-5 Configuration | System | IP Routing | DHCP Screen

Configure system-wide DHCP (Dynamic Host Configuration Protocol) parameters.

Enabled I Check to enable DHCP.
Lease Tuneout |120 rittes

Address Pool Start [192.168.10.2
Address Pool End |1592.165.10.128

Apply | Cancel |
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Check the box to enable the DHCP server functions on the VPN 3002. The box is checked by default.
To use DHCP address assignment, you must enable DHCP functions here.

Lease Timeout

Enter the timeout in minutes for addresses that are obtained from the DHCP server. Minimum is 5,
default is 120, maximum is 500000 minutes. DHCP servers “lease” |P addresses to clients on the VPN
3002 private network for this period of time.

The Lease Timeout period you configure applies only when the tunnel to the VPN Concentrator is
established. When the tunnel is not established, the Lease Timeout period is 5 minutes.

Address Pool Start/End

Enter the range of | P addresses that the DHCP server can assign. Use dotted decimal notation. The
default is 127 successive addresses, with the first address being the addressimmediately after that of the
private interface. The maximum number of addresses you can configure is 127.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter7 IP Routing

Configuration | System | IP Routing | DHCP Options ||

Apply/Cancel

To apply the settings for DHCP parameters, and to include your settingsin the active configuration, click
Apply. The Manager returns to the Configuration | System | IP Routing screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | IP Routing
screen.

Configuration | System | IP Routing | DHCP Options

This section lets you configure DHCP options.

Figure 7-6  Configuration | System | IP Routing | DHCP Options Screen

This section lets you configure parameters for DHCTP servers.

Click the Add button to add an option, or select an option and click MModify or Trelete. Click here to confioure
global DHCT settings for this dewice.

DHCE
Options Actions

---- Ernpty ---

Add

Modify
Delete

=
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DHCP Option

DHCP Options are facilities that allow the VPN 3002 DHCP server to respond to configurable
parameters for specific kinds of devices such as PCs, | P telephones, print servers, etc., aswell asan IP
address.

Add/Modify/Delete

To configure and add DHCP options, click Add. The Manager opens the Configuration | System | IP |
DHCP Options | Add screen.To modify a configured DHCP option, select the option from the list and
click Modify. The Manager opens the Configuration | System | IP | DHCP Options | Modify screen.
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To remove a configured DHCP option, select the option from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining DHCP options in the
list.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

Configuration | System | IP Routing | DHCP Options |
Add or Modify

These screens let you:
Add anew DHCP option to the list of DHCP options this VPN 3002 uses.
M odify a configured DHCP option.

Figure 7-7  Configuration | System | IP Routing | DHCP Options | Add Screen

Configure and add a DHCP eption.

DHCP Option |Se|ect Option j

Option Value |

Add | cancel |

&1759

DHCP Option

Use the pull-down menu to the DHCP Options field to select the option you want to add or modify. You
can add or modify only one option at atime.

Option Value

Enter the value you want this option to use, for example, the IP address for the TFTP server option, the
number of seconds for the ARP Cache Timeout option, 1 or 0 to enable or disable IP forwarding, etc.
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Nonconfigurable DHCP Options

You cannot configure the following DHCP Options:
» Subnet Mask (option 1)
« Router (option 3)
- Domain Name Server (option 6)
- Domain Name (option 15)
« NetBios Name Server/WINS (option 44).

You configure these values on the central-site VPN Concentrator for the group to which the VPN 3002
Hardware Client belongs. Asis the case for all group configuration parameters, the central-site VPN
Concentrator pushes these values to the VPN 3002 over the tunnel.
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Management Protocols

The VPN 3002 Hardware Client includes various built-in servers, using various protocols, that let you
perform typical network and system management functions. This section explains how you configure
and enable those servers.

Configuration | System | Management Protocols

This section of the Manager lets you configure and enable built-in VPN 3002 servers that provide
management functions using:

e HTTP/HTTPS: Hypertext Transfer Protocol, and HTTP over SSL (Secure Sockets Layer) protocol.
« Telnet: terminal emulation protocol, and Telnet over SSL.

« SNMP: Simple Network Management Protocol.

« SNMP Community Strings: identifiers for valid SNMP clients.

» SSL: Secure Sockets Layer protocol.

« SSH: Secure Shell.

« XML: EXtensible Markup Language

Figure 8-1 Configuration | System | Management Protocols Screen

Save Needed[g)

Thiz section letz you configure built-in management protocol servers.
In the left frame, or in the hst of links below, click the function you want:

+ HTTE/HTTPS -- Hypertext Transfer Protocol/Secure.

+ Telnet -- terminal emulation protocol

+ SNMP -- Sinple Metwork Management Protocol

+ BNMP Community Strings -- identifiers for valid SNMP clients.

+ 35L -- Becure Sockets Layer (used with HTTPE).

+ 35H -- Secure Shell, a secure Telnet-like protocol.

+ ML -- eXtensihle Marloup Language, used by external management application.
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Configuration | System | Management Protocols | HTTP/HTTPS

This screen lets you configure and enable the VPN 3002 HTTP/HTTPS server: Hypertext Transfer
Protocol and HTTP over SSL (Secure Sockets Layer) protocol. When the server is enabled, you can use
a Web browser to communicate with the VPN 3002. HTTPS lets you use a Web browser over a secure,

encrypted connection.

About HTTP/HTTPS

The Manager requires the HTTP/HTTPS server. If you click Apply, even if you have made no changes
on this screen, you break your HTTP/HTTPS connection and you must restart the Manager session from

Enable HTTP

the login screen.

If you disable either HTTP or HTTPS, and that isthe protocol you are currently using, you can reconnect

with the other protocol if it is enabled and configured.

If you disable both HTTP and HTTPS, you cannot use a Web browser to connect to the VPN 3002. Use

the Cisco command-line interface from the console or a Telnet session.
Related information:

- Forinformation oninstalling the SSL digital certificatein your browser and connecting viaHTTPS,

see Chapter 1, “Using the VPN 3002 Hardware Client Manager”.

« Toconfigure SSL parameters, see the Configuration | System | Management Protocols | SSL screen.
- Toinstall, generate, view, or delete the SSL certificate on the VPN 3002, see the Administration |

Certificate Management screens.

Figure 8-2 Configuration | System | Management Protocols | HTTP/HTTPS Screen

Configure the HTTP/HTTFPS server.

Ifyou click Apply, you will break your HTTP/HTTPS connection to this device, and you will have to
restart from the login screen.

Fnable HTTP W Disabling will prowide additional security
Enable HTTPS ¥ HTTPS uses S5L encryphion to provide security.
Enable HTTPS on Pubhe ™ Checl to enable HTTPS on the Public interface.

HTTP Poxrt |30 The default port is 80, Changing the port will provide additional security.

Maxunwmn Sessions |4 Enter the mazimum number of concurrent HTTP/HTTE S server users.

Apply Cancel ‘

HTTPS Port |443 The default port is 443, Changing the port will provide additional security.
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Check the box to enable the HTTP server. The box is checked by default. HTTP must be enabled to
install the SSL certificate in the browser initially, so you can thereafter use HTTPS. Disabling the HTTP
server provides additional security, but makes system management less convenient. See the notes above.
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Enable HTTPS

Check the box to enable the HTTPS server. The box is checked by default. HTTPS, also knownasHTTP
over SSL, lets you use the Manager over an encrypted connection.

Enable HTTPS on Public

Check the box to enable HTTPS on the Public interface.

HTTP Port

Enter the port number that the HTTP server uses. The default is 80, which is the well-known port.

HTTPS Port

Enter the port number that the HTTPS server uses. The default is 443, which is the well-known port.

Maximum Sessions

Enter the maximum number of concurrent, combined HTTP and HTTPS sessions (users) that the server
allows. Minimum is 1, default is 4, maximum is 10.

Apply/Cancel

To apply your HTTP/HTTPS server settings, to include your settings in the active configuration, and to
break the current HTTP/HTTPS connection, click Apply. If HTTP or HTTPS is still enabled, the
Manager returnsto the main login screen. If both HTTP and HTTPS are disabled, you can no longer use
the Manager, and you will have to gain access through the console other configured connection.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

VPN 3002 Hardware Client Reference
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Figure 8-3 Configuration | System | Management Protocols Screen

This section lets you configure built-in management protocol servers
In the left frame, or in the list of links below, click the function you want:

HTTE/HTTP S -- Hypertext Transfer ProtocoliSecure.

Telnet -- terminal erulation protocol

SHMP -- Simple Network Management Protocol.

SIMP Community Strings -- identifiers for valid SIMP clients.
2381 -- Secure Sockets Layer (used with HTTPS).

25H -- Secure Shell, a secure Telnet-like protocol

51699

Configuration | System | Management Protocols | Telnet

This screen lets you configure and enable the VPN 3002 Telnet terminal emulation server, and Telnet
over SSL (Secure Sockets Layer protocol). When the server is enabled, you can use a Telnet client to
communicate with the VPN 3002. You can fully manage and administer the VPN 3002 using the Cisco
Command Line Interface (CLI1) via Telnet.

Telnet server login usernames and passwords are the same as those enabled and configured on the
Administration | Access Rights | Administrators screens.

Telnet/SSL uses a secure, encrypted connection. This enabled by default for Telnet/SSL clients.

See the Configuration | System | Management Protocols | SSL screen to configure SSL parameters. See
the Administration | Certificate Management | Certificates screen to manage the SSL digital certificate.

Figure 8-4 Configuration | System | Management Protocols | Telnet Screen

Confipure the Telnet server.

Enable Telnet Disabling will provide additional secutity.
Enable Telnet/SSL Telnet/S5L uses SSL encryption to provide security.

Telnet Port |23 The default port 15 23. Changing the port will provide additional security.
Telnet/SSL Port 992 The default port iz 992, Changing the port will provide addiional security.

Maximum Connections |5 Enter the maxirmurn mumber of concurrent connections.

Apply Cancel

51761

Enable Telnet

Check the box to enable the Telnet server. The box is checked by default. Disabling the Telnet server
provides additional security, but doing so prevents using the Cisco CLI via Telnet.

VPN 3002 Hardware Client Reference
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Enable Telnet/SSL

Check the box to enable Telnet over SSL. The box is checked by default. Telnet/SSL uses Telnet over a
secure, encrypted connection.

Telnet Port

Enter the port number that the Telnet server uses. The default is 23, which is the well-known port
number.

Telnet/SSL Port

Enter the port number that Telnet over SSL uses. The default is 992, which is the well-known port
number.

Maximum Connections

Enter the maximum number of concurrent, combined Telnet and Telnet/SSL connections that the server
alows. Minimum is 1, default is 5, maximum is 10.

Apply / Cancel

To apply your Telnet settings, and to include the settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

Todiscard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-5 Configuration | System | Management Protocols Screen

This section lets you configure built-in management protocol servers
In the left frame, or in the list of links below, click the function you want:

HTTE/HTTFE -- Hypertext Transfer Protocol/Secure.

Telnet -- terminal emulation protocol.

SIHMP -- Simple Network Management Protocol.

SHIMP Communtty Strings -- identfiers for vahd SIIP chents.
2351 -- Secure Sockets Layer (used with HTTPS).

25H -- Secure Shell, a secure Telnet-like protocol

51699
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Configuration | System | Management Protocols | SNMP

This screen lets you configure and enable the SNMP (Simple Network Management Protocol) agent.
When enabled, you can use an SNMP manager to collect information from the VPN 3002 but not to
configure it.

To use SNMP, you must also configure an SNMP Community on the Configuration | System |
Management Protocols | SNM P Communities screen.

The settings on this screen have no effect on sending system events to SNMP trap destinations (see
Configuration | System | Events | General and Trap Destinations). For those functions, the VPN 3002
acts as an SNMP client.

Figure 8-6  Configuration | System | Management Protocols | SNMP Screen

Configure the SIMP server.

Disabling will prowide additional security. You can use third-party SNIP
managers otly for viewing statistics, not for configuning this device.

Port [161 The default portis 161, Changing the port will provide additional security.

Enahle v

M mnRg;f;;‘: 4 Enter the maxirmum number of outstanding queued requests

Apply Cancel

G1762

Enable SNMP

Check the box to enable SNMP. The box is checked by default. Disabling SNMP provides additional
security.

SNMP Port

Enter the port number that SNMP uses. The default is 161, which is the well-known port number.
Changing the port number provides additional security.

Maximum Queued Requests

Enter the maximum number of outstanding queued requests that the SNMP agent allows. Minimum s 1,
default is 4, maximum is 200.

Apply / Cancel

To apply your SNMP settings, and to include the settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

VPN 3002 Hardware Client Reference
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Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-7 Configuration | System | Management Protocols Screen

This section lets you configure built-in management protocol servers
In the left frame, or in the list of links below, click the function you want:

HTTE/HTTP S -- Hypertext Transfer ProtocoliSecure.

Telnet -- terminal erulation protocol

SHMP -- Simple Network Management Protocol.

SIMP Community Strings -- identifiers for valid SIMP clients.
2381 -- Secure Sockets Layer (used with HTTPS).

25H -- Secure Shell, a secure Telnet-like protocol

51699

Configuration | System | Management Protocols |
SNMP Communities

This section of the Manager lets you configure and manage SNMP community strings, which identify
valid communitiesfrom which the SNMP agent acceptsrequests. A community string islike a password:
it validates messages between an SNMP manager and the agent.

To use the VPN 3002 SNMP agent, you must configure and add at |east one community string. You can
configure a maximum of 10 community strings. To protect security, the SNM P agent does not include
the usual default public community string, and we recommend that you not configure it.

Figure 8-8 Configuration | System | Management Protocols | SNMP Communities screen

This section lets you configure SHMP community strings

Community Strings  Actions
MNkASforvFNOT

Add

hodify
Delete

51763

VPN 3002 Hardware Client Reference
[ oL-1803-01 .m



Chapter8  Management Protocols |

M Configuration | System | Management Protocols | SNMP Communities

Community Strings

The Community Strings list shows SNMP community strings that have been configured. If no strings
have been configured, the list shows --Empty--.

Add/Modify/Delete

To configure and add a new community string, click Add. The Manager opens the Configuration |
System | Management Protocols | SNMP Communities | Add screen.

To modify aconfigured community string, select the string from the list and click M odify. The Manager
opens the Configuration | System | Management Protocols | SNMP Communities | Modify screen.

To delete a configured community string, select the string from the list and click Delete. Thereis no
confirmation or undo. The Manager refreshes the screen and shows the remaining entries in the list.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

Todiscard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-9 Configuration | System | Management Protocols Screen

This section lets you configure built-in management protocol servers
In the left frame, or in the list of links below, click the function you want:

HTTE/HTTFE -- Hypertext Transfer Protocol/Secure.

Telnet -- terminal emulation protocol.

SIHMP -- Simple Network Management Protocol.

SHMP Cotnrmunity Strings -- identifiers for wahd SIMP chents.
2351 -- Secure Sockets Layer (used with HTTPS).

25H -- Secure Shell, a secure Telnet-like protocol

51699

Configuration | System | Management Protocols | SNMP
Communities | Add or Modify

These Manager screens let you:
« Add: Configure and add a new SNMP community string.
« Modify: Modify a configured SNMP community string.
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Figure 8-10 Configuration | System | Management Protocols | SNMP Communities | Add Screen

Add an ZNMP Community string

Community String Enter the community string,

Add Cancel

61765

Community String

Enter the SNMP community string. Maximum 31 characters, case-sensitive.

Add or Apply / Cancel

To add thisentry to thelist of configured community strings, click Add. Or to apply your changesto this
community string, click Apply. Both actionsinclude your entry in the active configuration. The Manager
returnsto the Configuration | System | Management Protocols | SNM P Communities screen; anew entry
appears at the bottom of the Community Strings list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entry or changes, click Cancel. The Manager returns to the Configuration | System |
Management Protocols | SNM P Communities screen, and the Community Strings list is unchanged.

Figure 8-11 Configuration | System | Management Protocols Screen

This section lets you configure built-in management protocol servers
In the left frame, or in the list of links below, click the function you want:

HTTE/HTTFE -- Hypertext Transfer Protocol/Secure.

Telnet -- terminal emulation protocol.

SIHMP -- Simple Network Management Protocol.

SHMP Cotnrmunity Strings -- identifiers for wahd SIMP chents.
2351 -- Secure Sockets Layer (used with HTTPS).

25H -- Secure Shell, a secure Telnet-like protocol

51699
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Configuration | System | Management Protocols | SSL

Note

This screen letsyou configurethe VPN 3002 SSL (Secure Sockets Layer) protocol server. These settings
apply to both HTTPS and Telnet over SSL. HTTPS lets you use aweb browser over a secure, encrypted
connection to manage the VPN 3002.

SSL creates a secure session between the client and the VPN 3002 server. The client first authenticates
the server, they negotiate session security parameters, and then they encrypt all data passed during the
session. If, during negotiation, the server and client cannot agree on security parameters, the session
terminates.

SSL uses digital certificates for authentication. The VPN 3002 creates a self-signed SSL server
certificate when it boots; or you can install in the VPN 3002 an SSL certificate that has been issued in a
PKI context. This certificate must then be installed in the client (for HTTPS; Telnet does not usually
requireit). You need to install the certificate from a given VPN 3002 only once.

The default SSL settings should suit most administration tasks and network security requirements. We
recommend that you not change them without good reason.

To ensure the security of your connection to the Manager, if you click Apply on this screen, even if
you have made no changes, you break your connection to the Manager and you must restart the
Manager session from the login screen.

Related information:

- Forinformation oninstalling the SSL digital certificatein your browser and connecting viaHTTPS,
see Chapter 1, “Using the VPN 3002 Hardware Client Manager”.

» To configure HTTPS parameters, see the Configuration | System | Management Protocols |
HTTP/HTTPS screen.

« To configure Telnet/SSL parameters, see the Configuration | System | Management Protocols |
Telnet screen.

« Tomanage SSL digital certificates, see the Administration | Certificate Management screens.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter8

Management Protocols

Configuration | System | Management Protocols | SSL I

Figure 8-12 Configuration | System | Management Protocols | SSL Screen

Confipure 335L.

If you click Apply, you will break your HTTP/HTTES connection to this device, and you will have to
restart from the login screen.

W R.C4-1280d4D5

. W EDES-168/5HA . . .
Encryption % DES-56/STL4 Check the encryption algorithms to enable. Unchecking

Protocols ¥ RCA-40/MDS5 Export them all disables 351

W DE3-40/5HA Export
Check to enable client authentication. Client authentication
recuires an installed Certificate Authority and a personal
certificate mstalled i your browser.

j Select the 33L version to use. Using a 351 V2 Hello
provides cotnpatibdity with most browsers.

Client
Authentication

SSL Version | MNegotiate S5L W23

Generated ’—_| . . .
Certificate Key Size 7EB-hit RSA Key Zelect the key size used in the generated certificate.

Apply Cancel
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Encryption Algorithms

Check the boxes for the encryption algorithms that the VPN 3002 SSL server can negotiate with a client
and use for session encryption. All are checked by default. You must check at least one algorithm to
enable SSL. Unchecking all algorithms disables SSL.

The algorithms are negotiated in the following order (you cannot change the order, but you can enable
or disable selected algorithms):

« RRC4-128/M D5 = RC4 encryption with a 128-bit key and the MD5 hash function. This option is
available in most SSL clients.

- 3DES-168/SHA = Triple-DES encryption with a 168-bit key and the SHA-1 hash function. Thisis
the strongest (most secure) option.

 DES-56/SHA = DES encryption with a 56-bit key and the SHA-1 hash function.

« RC4-40/MD5 Export = RC4 encryption with a 128-bit key, 40 bits of which are private, and the
MD5 hash function. This option is available in the non-U.S. versions of many SSL clients.

 DES-40/SHA Export = DES encryption with a 56-bit key, 40 bits of which are private, and the
SHA-1 hash function. This option is available in the non-U.S. versions of many SSL clients.

Client Authentication

This parameter appliesto HTTPS only; it isignored for Telnet/SSL.

Check the box to enable SSL client authentication. The box is not checked by default. In the most
common SSL connection, the client authenticates the server, not vice-versa. Client authentication
requires personal certificatesinstalled in the browser, and trusted certificates installed in the server.
Specifically, the VPN 3002 must have aroot CA certificate installed; and a certificate signed by one of
the VPN 3002 trusted CAs must be installed in the Web browser. See Administration | Certificate
Management.

| oL-1893-01
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SSL Version

Click the drop-down menu button and select the SSL version to use. SSL Version 3 has more security
options than Version 2, and TL S (Transport Layer Security) Version 1 has more security options than
SSL Version 3. Some clients that send an SSL Version 2 “Hello” (initial negotiation), can actually use a
more secure version during the session. Telnet/SSL clients usually can use only SSL Version 2.

Choices are:

« Negotiate SSL V2/V3 = The server triesto use SSL Version 3 but accepts Version 2 if the client can
not use Version 3. Thisis the default selection. This selection works with most browsers and
Telnet/SSL clients.

- SSL V3 with SSL V2 Hello = The server insists on SSL Version 3 but accepts an initial Version 2
“Hello.”

e SSL V3 Only = The server insists on SSL Version 3 only.

e SSL V2 Only = The server insists on SSL Version 2 only. This selection works with most
Telnet/SSL clients.

e TLSV1Only = The server insistson TLS Version 1 only. At present, only Microsoft Internet
Explorer 5.0 supports this option.

e TLSV1withSSL V2Hello=Theserverinsistson TLS Version 1 but acceptsaninitial SSL Version
2 “Hello.” At present, only Microsoft Internet Explorer 5.0 supports this option.

Generated Certificate Key Size

Apply/Cancel

Reminder:

Click the drop-down menu button and select the size of the RSA key that the VPN 3002 usesin its
self-signed (generated) SSL server certificate. A larger key size increases security, but it also increases
the processing necessary in all transactions over SSL. The increases vary depending on the type of
transaction (encryption or decryption).

Choices are:

« 512-bit RSA Key = Thiskey size provides sufficient security. It is the most common, and requires
the least processing.

« 768-bit RSA Key = This key size provides normal security and is the default selection. It requires
approximately 2 to 4 times more processing than the 512-bit key.

« 1024-bit RSA Key = Thiskey size provides high security. It requires approximately 4 to 8 times
more processing than the 512-bit key.

To apply your SSL settings, and to include your settings in the active configuration, click Apply. The
Manager returns to the initial Login screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

Todiscard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.
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Figure 8-13 Configuration | System | Management Protocols Screen

Telnet -- terminal erulation protocol

This section lets you configure built-in management protocol servers

In the left frame, or in the list of links below, click the function you want:
HTTE/HTTP S -- Hypertext Transfer ProtocoliSecure.

SMIP -- Simple Network IManagement Protocol.

SIMP Community Strings -- identifiers for valid SIMP clients.

2381 -- Secure Sockets Layer (used with HTTPS).
S5H -- Secure Shell, a secure Telnet-like protocol

51699

Configuration | System | Management Protocols | SSH

This screen lets you configure the VPN 3002 SSH (Secure Shell) protocol server. SSH is a secure
Telnet-like terminal emulator protocol that you can use to manage the VPN 3002, using the Command

Line Interface, over a remote connection.

The SSH server supports SSH1 (protocol version 1.5), which uses two RSA keys for security. All
communication over the connection is encrypted. To provide additional security, the remote client
authenticates the server and the server authenticates the client.

At the start of an SSH session, the VPN 3002 sends both a host key and a server key to the client, which
responds with a session key that it generates and encrypts using the host and server keys. The RSA key
of the SSL certificate is used as the host key, which uniquely identifies the VPN 3002. See

Configuration | System | Management Protocols | SSL.

Figure 8-14 Configuration | System | Management Protocols | SSH screen

Funable SSH ¥
FEnable SSH on Public T

SSH Port |2z

Maxiinun Sessions |4

Key Regeneration Pertod |50

WV 3DES-168

W RC4-128

¥ DES-56

™ Wao Encryption

Encryvption Protocols

Apply Cancel

Configure 35H. Only 35H]1 (protocol version 1.5) is supported.

Disabling will prowide additional security

Check to enable 35H on the Public mnterface.

The default portis 22, Changing the port will provide additional
SECULLy.

Enter the masamum number of concurrent 25H users. Masamum
is 10, default 1z 4. S5H sessions are also mited by the
canfigured number af maximum Teinet sessions.

Enter the server key regeneration petiod in minutes. Setting to 0

disables server key regeneration. Madmum is 1 week (10080],
default 15 1 hour (60).

Check the encryption algorithins to enable. Unchecking them all
effectively dizables 35H
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Enable SSH

Check the box to enable the SSH server. The box is checked by default. Disabling the SSH server
provides additional security by preventing SSH access.

Enable SSH on Public

Check the box to enable SSH on the Public interface.

SSH Port

Enter the port number that the SSH server uses. The default is 22, which is the well-known port.

Maximum Sessions

Enter the maximum number of concurrent SSH sessions allowed. Minimum is 1, default is 4, and
maximum is 10.

Key Regeneration Period

Enter the server key regeneration period in minutes. If the server key has been used for an SSH session,
the VPN 3002 regenerates the key at the end of this period. Minimum is O (which disables key
regeneration, default is 60 minutes, and maximum is 10080 minutes (1 week).

Y

Note  Use O (disable key regeneration) only for testing, since it lessens security.

Encryption Algorithms

Check the boxes for the encryption algorithms that the VPN 3002 SSH server can negotiate with aclient
and use for session encryption. All algorithms are checked by default. You must check at least one
algorithm to enable a secure session. Unchecking all algorithms disables SSH.

- 3DES-168 = Triple-DES encryption with a 168-bit key. This option is the most secure but requires
the greatest processing overhead.

« RC4-128 = RC4 encryption with a 128-bit key. This option provides adequate security and
performance.

« DES-56 = DES encryption with a 56-bit key. This option is least secure but provides the greatest
export flexibility.

« No Encryption = Connect without encryption. This option provides no security and is for testing
purposes only. It is not checked by default.

VPN 3002 Hardware Client Reference
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Apply / Cancel

To apply your SSH settings, and to include your settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | Management Protocols screen.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

Todiscard your settings, click Cancel. The Manager returnsto the Configuration | System | Management
Protocols screen.

Figure 8-15 Configuration | System | Management Protocols Screen

Thus section lets you configure budi-in management protocol servers
In the left frame, or in the bst of inks below, click the finction you want:

HTTE/HTTPE -- Hypertext Transfer Protocol/Secure.

Telnet -- terminal emulation protoceol.

SHLP -- Simple Network Management Protocol.

SNIME Community Strings -- identifiers for valid SWMP chients.
25D -- Secure Sockets Layer (used with HTTPS)

25H -- Secure Shell, a secure Telnet-like protoceol
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Configuration | System | Management Protocols | XML

This screen lets you configure the VPN 3002to support an XML-based interface. Enabling XML

management (the default condition) allows the VPN 3002 to be more easily managed by a centralized
management system. XML is enabled by default. To disable the XML option, clear the check box. To
reenable the XML option, click the check box.

On this screen, you can also configure the VPN 3002 to enable HTTPS or SSH (or both) on the public
interface and to lock the XML interface to a specific HTTPS or SSH | P address.

Figure 8-16 Configuration | System | Management Protocols | XML Screen

Configure XL management.

Enable ¥

Enable HTTPS on Public I

HTTPS IP Address iD .0.

0.0

HTTPS Wildcard-mask [255

Enable SSH on Public I~

.255.255.255

SSHIP Address iD .0.

0.0

SSH Wildeard-mask [255

Apply Cancel i

.255.255.255

Checlk to enable 3L management. Mote that HTTPS
or 33H must be enabled.

Checlk to enable HTTPE on the Public interface. This
will allow XL over HTTP S through the Public
mterface.

Enter the IP address and wildcard from which to allow
HTTP?E access on on the Public interface. Note: Enter
a wildrard mask, which is the reverse of a subnet
mask. & wildeard mask has 15 i bit postions to
ignore, Oz in bit positions to match, Entering 0.0.0.0 will
match the specified address; entering 255255 255 255
will match alf addresses.

Checlk to enable 33H on the Public interface. This will
allowr ZL over 25H through the Public mterface.

Enter the IP address and wildcard from which to allow
ZEH access on on the Public mterface. Note: Enter a
wildeard mask, which is the reverse of a subnet
mask. & wildeard mask has 15 i bit postions to
ignore, Oz in bit positions to match, Entering 0.0.0.0 will
match the specified address; entering 255255 255 255
will match alf addresses.
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Enable XML

Check the Enable check box, the default, to enable the XML management capability. You must also
enable HTTPS or SSH on the VPN 3002 public interface. Disabling the XML management capability is

not recommended.

Enable HTTPS on Public

Check the Enable HTTPS on Public check box to allow XML management over HTTPS on the
VPN 3002 public interface.
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HTTPS IP Address

Enter the | P address from which to allow HTTPS access on the VPN 3002 public interface.

HTTPS Wildcard-mask

Enter the wildcard mask for the HTTPS | P address.

N
Note  Enter awildcard mask, which isthereverse of asubnet mask. A wildcard mask has 1sin bit positions

to ignore, and Os in bit positions to match. For example, entering 0.0.0.0 matches the specified
address; entering 255.255.255.255 matches all addresses.

Enable SSH on Public

Check the Enable SSH on Public check box to allow XML management over Secure Shell (SSH) on
the VPN 3002 public interface.

SSH IP Address

Enter the | P address from which to allow SSH access on the VPN 3002 public interface.

SSH Wildcard-mask

Enter the wildcard mask for the SSH | P address.

Y

Note  Enter awildcard mask, which isthereverse of asubnet mask. A wildcard mask has 1sin bit positions
to ignore, and Os in bit positions to match. For example, entering 0.0.0.0 matches the specified
address; entering 255.255.255.255 matches all addresses.
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Events

An event is any significant occurrence within or affecting the VPN 3002 such as an alarm, trap, error
condition, network problem, task completion, threshold breach, or status change. The VPN 3002 records
eventsin an event log, which is stored in nonvolatile memory. You can also specify that certain events
trigger a console message, a UNIX syslog record, or an SNM P management system trap.

Event attributes include class and severity level.

Event Class

Event class denotes the source of the event and refers to a specific hardware or software subsystem
within the VPN 3002. Table 9-1 describes the event classes.

Table 9-1 Event Classes

Class Description (Event Source)

Class Name (*Cisco-specific Event Class)
AUTH Authentication*

AUTHDBG Authentication debugging*
AUTHDECODE Authentication protocol decoding*
AUTOUPDATE Autoupdate subsystem*

CAPI Cryptography subsystem*
CERT Digital certificates subsystem
CONFIG Configuration subsystem*
DHCP DHCP subsystem

DHCPDBG DHCP debugging*
DHCPDECODE DHCP decoding*

DM Data Movement subsystem*
DNS DNS subsystem

DNSDBG DNS debugging*
DNSDECODE DNS decoding*

EVENT Event subsystem*
EVENTDBG Event subsystem debugging*

| oL-1893-01
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M cEventClass

Class Description (Event Source)

Class Name (*Cisco-specific Event Class)

EVENTMIB Event MIB changes*

FSM Finite State Machine subsystem (for debugging)*
FTPD FTP daemon subsystem

GENERAL NTP subsystem and other general events
HARDWAREMON Hardware monitoring (fans, temperature, voltages, etc.)
HTTP HTTP subsystem

HWDIAG Hardware diagnostics for WAN modul e*

IKE ISAKMP/Oakley (IKE) subsystem

IKEDBG ISAKMP/Oakley (IKE) debugging*
IKEDECODE ISAKMP/Oakley (IKE) decoding*

IP IP router subsystem

IPDBG IP router debugging*

IPDECODE I P packet decoding*

IPSEC IP Security subsystem

IPSECDBG IP Security debugging*

IPSECDECODE IP Security decoding*

LBSSF L oad Balancing/Secure Session Failover subsystem*
MIB2TRAP MIB-II trap subsystem: SNMP MIB-I1I traps*
PPP PPP subsystem

PPPDBG PPP debugging*

PPPDECODE PPP decoding*

PPPoE PPPOE subsystem

PSH Operating system command shell*

PSOS Embedded real-time operating system*
QUEUE System queue*

REBOOT System rebooting

RM Resource Manager subsystem*

SNMP SNMP trap subsystem

SSH SSH subsystem

SSL SSL subsystem

SYSTEM Buffer, heap, and other system utilities*
TCP TCP subsystem

TELNET Telnet subsystem

TELNETDBG Telnet debugging*

TELNETDECODE Telnet decoding*

TIME System time (clock)

] VPN 3002 Hardware Client Reference
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Events

Note

Event Severity Level Il

The Cisco-specific event classes provide information that is meaningful only to Cisco engineering
or support personnel. Also, the DBG and DECODE events require significant system resources and
might seriously degrade performance. We recommend that you avoid logging these events unless
Cisco requestsiit.

Event Severity Level

Note

Severity level indicates how serious or significant the event is; that is, how likely it isto cause unstable
operation of the VPN 3002, whether it represents a high-level or low-level operation, or whether it
returns little or great detail. Level 1is most significant. Table 9-2 describes the severity levels.

Table 9-2  Event Severity Levels

Level Category Description

1 Fault A crash or non-recoverable error.

2 Warning A pending crash or severe problem that requires user intervention.
3 Warning A potentially serious problem that may require user action.
4 Information An information-only event with few details.

5 Information An information-only event with moderate detail.

6 Information An information-only event with greatest detail.

7 Debug Least amount of debugging detail.

8 Debug Moderate amount of debugging detail.

9 Debug Greatest amount of debugging detail.

10 Packet Decode High-level packet header decoding.

11 Packet Decode Low-level packet header decoding.

12 Packet Decode Hex dump of header.

13 Packet Decode Hex dump of packet.

Within a severity level category, higher-numbered events provide more details than lower-numbered
events, without necessarily duplicating the lower-level details. For example, within the Information
category, Level 6 provides greater detail than Level 4 but does not necessarily include the same
information as Level 4.

L ogging higher-numbered severity levels degrades performance, since more system resources are used
to log and handle these events.

The Debug (7-9) and Packet Decode (10-13) severity levels are intended for use by Cisco
engineering and support personnel. We recommend that you avoid logging these events unless Cisco
requests it.

The VPN 3002, by default, displays all events of severity level 1 through 3 on the console. It writes all
events of severity level 1 through 5 to the event log. You can change these defaults on the
Configuration | System | Events | General screen, and you can configure specific events for special
handling on the Configuration | System | Events | Classes screens.

| oL-1893-01
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M Eventlog

Event Log

The VPN 3002 records eventsin an event log, which is stored in nonvolatile memory. Thusthe event log
persists even if the system is powered off. For troubleshooting any system difficulty, or just to examine
details of system activity, consult the event log first.

The VPN 3002 holds 256 events. The log wraps when it is full; that is, newer events overwrite older
events when the log is full.

For the event log, you can configure which event classes and severity levelsto log.

Note  The VPN 3002 automatically saves the log fileif it crashes, and when it isrebooted. Thislog fileis
named SAVELOG.TXT, and it overwrites any existing file with that name. The SAVELOG.TXT file
is useful for debugging.

Event Log Data

Each entry (record) in the event log consists of several fields including:
« A sequence humber.

- Dateand time.

« Event severity level.

- Event class and number.

« Event repetition count.

- Event IP address (only for certain events).

« Description string.

For more information, see the Monitoring | Filterable Event Log screen.

VPN 3002 Hardware Client Reference
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Configuration | System | Events

Configuration | System | Events

This section of the Manager lets you configure how the VPN 3002 handles events. Events provide
information for system monitoring, auditing, management, accounting, and troubleshooting.

Figure 9-1 Configuration | System | Events Screen

This section of the Manager lets you confipure how the VPIT 3002 Hardware Clent handles events: alarns, traps,
error conditions, status changes, etc.

In the left frame, or in the st of links below, click the option you want to configure:

s CGeneral -- general {default) event handling.

* Classes -- special handling of specific event classes

o Trap Destinations -- SNMP trap message destinations.
* Syslog Servers -- UM syslog message servers.

51768

Configuration | System | Events | General

This Manager screen lets you configure the general, or default, handling of all events. These defaults
apply to all event classes.

You can override these default settings by configuring specific events for special handling on the
Configuration | System | Events | Classes screens.

Figure 9-2 Configuration | System | Events | General Screen

This section lets you configure default event handling.

Svslog Format |Origina| j Select the format of Syslog messages.
Seventy to Log ,ﬂ Select the range of severity values to enter in the log,
Severnity to Console m Select the range of severity walues to display on the console
Sevenity to Svslog ’m Select the range of severity walues to send to a Syslog server.
Severity to Trap ,m ;S;i:ecr;@e range of severity values to send to an SINEP
Apply | Cancel |

51769
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W Configuration | System | Events | General

Syslog Format

Click the Syslog Format drop-down menu button and choose the format for all events sent to UNIX
syslog servers. Choices are:

e Original = Original VPN 3002 event format with information on one line. Each entry in the event
log consists of the following fields:

Sequence Date Time SEV =Severity Class’Number RPT=RepeatCount String

Sequence: The sequence number of the event.

Date: The date the event occurred. The date is in the following format: MM/DD/YY Y.
Time: The time the event occurred. The time isin the following format: hh:mm:ss.ttt.

Severity: The severity of the event (1-13). To see how this original severity level mapsto Cisco
|OS severity levels, see Table 9-2.

Class/Number: The event class and event number. For alist of event classes, see the “Events’
chapter.

RepeatCount: The number of times this particular event has occurred since the VPN 3002 was
last booted.

String: The description of the event. The string sometimes includes the P address of the user
whose session generated the event.

For example:

3 12/ 06/ 1999 14:37:06. 680 SEV=4 HTTP/ 47 RPT=17 10.10.1.35 New admi ni strator |ogin:
adm n.

« Cisco I0S Compatible = Event format that is compatible with Cisco syslog management
applications. Each entry in the event log is one line consisting of the following fields:

Sequence: Date Time TimeZone TimeZoneOffset %Class-Severity-Number: RPT=RepeatCount:
String

Sequence: The sequence number of the event.

Date: The date the event occurred. The dateisin the following format: YYYY MMM DD.
Time: The time the event occurred. Thetime isin the following format: hh:mm:ss.ttt.
TimeZone: The time zone in which the event occurred.

TimeZoneOffset: The offset of the time zone from GMT.

Class: The event class. For alist of event classes, see the “Events’ chapter.

Severity: The Cisco |OS severity of the event (0-7). Table 9-3 shows the mapping between
Cisco |OS format severity levels and Original format severity levels.

Number: The event number.

RepeatCount: The number of times this particular event has occurred since the VPN
Concentrator was last booted.

Sring: The description of the event. The string sometimes includes the P address of the user
whose session generated the event.

For example:

3 1999 Dec 06 14:37:06.680 EDT -4:00 %ITTP-5-47: RPT=17 10.10.1.35: New
admi ni strator |ogin: admn.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | General

The Original severities and the Cisco |0S severities differ. Original severities number from 1-13. (For
the meaning of each Original severity, see Table 9-2 on page 9-3.) Cisco 10S severities number from
0-7. Table 9-3 shows the meaning of Cisco |0S severities and how they map to Original severities.

Table 9-3  Cisco I0OS Severities

Cisco 10S Severity Meaning Original Severity

0 Emergencies 1

1 Alerts Not used

2 Critical 2

3 Errors Not used

4 Warning 3

5 Notification 4

6 Informational 5,6

7 Debugging 7-13
Severity to Log

Click the drop-down menu button and select the range of event severity levelsto enter in the event log
by default. The choices are: None, 1, 1-2, 1-3, ..., 1-13. The default is 1-5; if you choose this range, all
events of severity level 1 through severity level 5 are entered in the event log.

Severity to Console

Click the drop-down menu button and select the range of event severity levels to display on the console
by default. The choices are: None, 1, 1-2, 1-3, ..., 1-13. The default is 1-3; if you choose this range, all
events of severity level 1 through severity level 3 are displayed on the console.

Severity to Syslog

Click the drop-down menu button and select the range of event severity levelsto send to a UNIX syslog
server by default. The choices are: None, 1, 1-2, 1-3, ..., 1-6. The default is None; if you choose this
range, no events are sent to a syslog server.

If you select any severity levels to send, you must also configure the syslog server(s) on the
Configuration | System | Events | Syslog Servers screens.

VPN 3002 Hardware Client Reference
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W Configuration | System | Events | Classes

Severity to Trap

Apply/Cancel

Reminder:

Click the drop-down menu button and select the range of event severity levels to send to an SNMP
network management system (NMS) by default. Event messages sent to SNMP systems are called
“traps.” The choices are: None, 1, 1-2, 1-3. The default is None; if you choose this range, no events are
sent as SNMP traps.

If you select any severity levels to send, you must also configure SNMP destination system parameters
on the Configuration | System | Events | Trap Destinations screens.

The VPN 3002 can send the standard, or “well-known,” SNMP traps listed in Table 9-4. To have an
SNMP NM Sreceive them, you must configurethe eventsasin thetable, and configure atrap destination.

Table 9-4 Configuring “Well-Known” SNMP Traps

To send this “well-known” Configure either General event

SNMP trap handling or this Event Class With this Severity to Trap
coldStart EVENT 1 or higher

linkDown IP 1-3 or higher

linkUp IP 1-3 or higher
authFailure! SNMP 1-3 or higher

1. Thistrap is SNMP authentication failure, not tunnel authentication failure.

Toinclude your settingsfor default event handling in the active configuration, click Apply. The Manager
returns to the Configuration | System | Events screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | Events
screen.

Configuration | System | Events | Classes

This section of the Manager lets you add, configure, modify, and del ete specific event classesfor special
handling. You can thus override the general, or default, handling of event classes. For example, you
might want to send email for HARDWAREMON events of severity 1-2, whereas default event handling
does not send any email.

Event classes denote the source of an event and refer to aspecific hardware or software subsystem within
the VPN 3002. Table 9-1 describes the event classes.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter9

Configuration | System | Events | Classes

Figure 9-3  Configuration | System | Events | Classes Screen

This section lets you configure special handling of specdic event classes.
Click the Add button to add an event class, or select an event class and click Modify or Delete.

Cliclk here to confioure ceneral event parameters

Configured
Event Classes  Actions

MIB2ZTRAP

Add

M odify
Dalate

G1770

To configure default event handling, click the highlighted link that says “ Click here to configure general
event parameters.”

Configured Event Classes

The Configured Event Classes list shows the event classes that have been configured for special
handling. The initial default entry is MIB2TRAP, which are SNMP MIB-I1 events, or “traps,” that you
might want to monitor with an SNM P network management system. Other configured event classes are

listed in order by class number and name. If no classes have been configured for special handling, the
list shows --Empty--.

Add/Modify/Delete

Reminder:

To configure and add a new event class for special handling, click Add. See Configuration | System |
Events | Classes | Add.

To modify an event class that has been configured for special handling, select the event class from the
list and click M odify. See Configuration | System | Events | Classes | Modify.

To remove an event class that has been configured for special handling, select the event class from the

list and click Delete. Thereis no confirmation or undo. The Manager refreshes the screen and showsthe
remaining entriesin the list.

The Manager immediately includes your changes in the active configuration. To save the active

configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

| oL-1893-01
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Configuration | System | Events | Classes | Add or Modify

Class Name

Enable

These screens let you:
Add: Configure and add the special handling of a specific event class.
Modify: Modify the special handling of a specific event class.

Figure 9-4 Configuration | System | Events | Classes | Add Screen

This screen lets you add and configure an event class for special handling

Class Name |Select Class =| Zelect the event class to confipure.

Fnable Check to enable special handling of this class.
Severity to Log 15~ Select the range of severity values to enter in the log,

Severtty to Console |13 = Zelect the range of severnty values to display on the consele.
Seventy to Svslog |Mone = Zelect the range of severnty values to send to a Syslog server.
Severity to Trap |Mone = Select the range of severity values to send to an SNMP system.

Add || cancel |

g1772

Add screen:

Click the drop-down menu button and select the event class you want to add and configure for
special handling. (Please note that Select Classis an instruction reminder, not a class.) Table 9-1
describes the event classes.

M odify screen:
The field shows the configured event class you are modifying. You cannot change this field.

All subseguent parameters on this screen apply to this event class only.

Check this box to enable the special handling of this event class. (The box is checked by default.)

Clearing this box lets you set up the parameters for the event class but activate it later, or temporarily
disable special handling without deleting the entry. The Configured Event Classes list on the
Configuration | System | Events | Classes screen indicates disabled event classes. Disabled event classes
are handled according to the default parameters for all event classes.

Severity to Log

Click the drop-down menu button and select the range of event severity levels to enter in the event log.
Thechoicesare: None, 1, 1-2, 1-3,..., 1-13. The default is 1-5; if you choose thisrange, events of severity
level 1 through severity level 5 are entered in the event log.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Classes | Add or Modify

Severity to Console

Click the drop-down menu button and select the range of event severity levelsto display on the console.
Thechoicesare: None, 1, 1-2, 1-3,..., 1-13. Thedefault is 1-3; if you choose thisrange, events of severity
level 1 through severity level 3 are displayed on the console.

Severity to Syslog

Note

Click the drop-down menu button and select the range of event severity levelsto send to a UNIX syslog
server. The choices are: None, 1, 1-2, 1-3,..., 1-13. The default is None; if you choose this range, no
events are sent to a syslog server.

Sending eventsto a syslog server generates | P packets, which can generate new eventsif this setting
isabovelevel 9. We strongly recommend that you keep this setting at or below level 6. Avoid setting
this parameter above level 9.

If you select any severity levels to send, you must also configure the syslog server(s) on the
Configuration | System | Events | Syslog Servers screens, and you should configure the Syslog Format
on the Configuration | System | Events | General screen.

Severity to Trap

Click the drop-down menu button and select the range of event severity levels to send to an SNMP
network management system. Event messages sent to SNMP systems are called “traps.” The choicesare:
None, 1, 1-2, 1-3, 1-4, 1-5. The default is None; if you choose this range, no events are sent as SNMP
traps.

If you select any severity levels to send, you must also configure SNMP destination system parameters
on the Configuration | System | Events | Trap Destinations screens.

To configure “well-known” SNMP traps, see Table 9-4 under Severity to Trap for Configuration |
System | Events | General.

Add or Apply/Cancel

To add this event classto the list of those with special handling, click Add. Or to apply your changes to
this configured event class, click Apply. Both actionsinclude your entry in the active configuration. The
Manager returnsto the Configuration | System | Events | Classes screen. Any new event class appearsin
the Configured Event Classes list.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.
To discard your settings, click Cancel. The Manager returns to the Configuration | System | Events |
Classes screen.
VPN 3002 Hardware Client Reference
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Configuration | System | Events | Trap Destinations

This section of the Manager lets you configure SNM P network management systems as destinations of
event traps. Event messages sent to SNMP systems are called “traps.” If you configure any event
handling, default or special, with valuesin Severity to Trap fields, you must configure trap destinations
in this section.

To configure default event handling, click the highlighted link that says “ Click here to configure general
event parameters.” To configure special event handling, seethe Configuration | System | Events | Classes
screens.

To configure “well-known” SNMP traps, see Table 9-4 under Severity to Trap for Configuration |
System | Events | General.

To have an SNM P-based network management system (NMS) receive any events, you must also
configure the NMS to “see” the VPN 3002 as a managed device or “agent” in the NMS domain.

Figure 9-5 Configuration | System | Events | Trap Destinations Screen

This section lets you configure SIME systetns as destinations of event traps.
Click the Add button to add a destination, or select a destination and click Modify or Delete.

Click here to confizure general event parameters.

Trap Destinations Actions
192.168.12.34 SMMPw1

Add

hodify
Delete

G1773

Trap Destinations

The Trap Destinations list shows the SNMP network management systems that have been configured as
destinations for event trap messages, and the SNM P protocol version associated with each destination.
If no trap destinations have been configured, the list shows --Empty--.

Add/Modify/Delete

To configure a new SNMP trap destination, click Add. See Configuration | System | Events | Trap
Destinations | Add.

To modify an SNMP trap destination that has been configured, select the destination from the list and
click Modify. See Configuration | System | Events | Trap Destinations | M odify.

VPN 3002 Hardware Client Reference
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Reminder:

Configuration | System | Events | Trap Destinations | Add or Modify

To remove an SNMP trap destination that has been configured, select the destination from the list and
click Delete. There is no confirmation or undo. The Manager refreshes the screen and shows the
remaining entriesin the list.

The Manager immediately includes your changes in the active configuration. To save the active
configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

Configuration | System | Events | Trap Destinations |
Add or Modify

Destination

These screens let you:
Add: Configure and add an SNMP destination system for event trap messages.
Modify: Modify a configured SNMP destination system for event trap messages.

Figure 9-6  Configuration | System | Events | Trap Destinations | Add Screen

Add atrap destination.

Destination Enter the IP address or hostname of the trap destination.

SINMEF Version [SNMPYT =] Select the SHIMP version of the trap to send to this destination.
Community ’— Enter the comtnurity string to use in the trap. Default is "public”.
Port ’162— Enter the destination pert for the trap.
Add Cancal £
=

Enter the | P address or hostname of the SNMP network management system that is a destination for
event trap messages. (If you have configured a DNS server, you can enter a hostname; otherwise enter
an |P address.)

SNMP Version

Click the drop-down menu button and select the SNMP protocol version to use when formatting trapsto
this destination. Choices are SNMPv1 (version 1; the default) and SNMPv2 (version 2).

Community
Enter the community string to use in identifying traps from the VPN 3002 to this destination. The
community string is like a password: it validates messages between the VPN 3002 and thisNMS
destination. If you leave thisfield blank, the default community string is publ i c.
VPN 3002 Hardware Client Reference
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M Configuration | System | Events | Syslog Servers

Port

Enter the UDP port number by which you access the destination SNMP server. Use a decimal number
from 0 to 65535. The default is 162, which is the well-known port number for SNMP traps.

Add or Apply/Cancel

To add this system to the list of SNMP trap destinations, click Add. Or to apply your changesto thistrap
destination, click Apply. Both actions include your entry in the active configuration. The Manager
returns to the Configuration | System | Events | Trap Destinations screen. Any new destination system
appears in the Trap Destinations list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returnsto the Configuration | System | Events | Trap
Destinations screen, and the Trap Destinations list is unchanged.

Configuration | System | Events | Syslog Servers

This section of the Manager lets you configure UNIX syslog servers as recipients of event messages.
Syslog is a UNIX daemon, or background process, that records events. The VPN 3002 can send event
messages in two syslog formats to configured syslog systems. If you configure any event handling,
default or special, with values in Severity to Syslog fields, you must configure syslog serversin this
section.

To configure default event handling and syslog formats, click the highlighted link that says “Click here
to configure general event parameters.” To configure special event handling, see the Configuration |
System | Events | Classes screens.

Figure 9-7 Configuration | System | Events | Syslog Servers Screen

This section lets you configure TN syslog servers to recetve event messages.
Click the Add button to add a server, or select a server and click Modify or Delete.

Cliclk here to confioure ceneral event parameters

Syslog Servers  Actions
192.168.12.34

Add
hodify

Delete

G1776
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Configuration | System | Events | Syslog Servers ||

Syslog Servers

The Syslog Servers list showsthe UNIX syslog serversthat have been configured as recipients of event
messages. You can configure a maximum of five syslog servers. If no syslog servers have been
configured, the list shows --Empty--.

Add/Modify/Delete

To configure a new syslog server, click Add. See Configuration | System | Events | Syslog Servers| Add.

To modify asyslog server that has been configured, select the server from thelist and click M odify. See
Configuration | System | Events | Syslog Servers | Modify.

Toremoveasyslog server that has been configured, select the server from thelist and click Delete. There
isno confirmation or undo. The Manager refreshes the screen and shows the remaining entriesin thelist.

Reminder:

The Manager immediately includes your changes in the active configuration. To save the active

configuration and make it the boot configuration, click the Save Needed icon at the top of the Manager
window.

VPN 3002 Hardware Client Reference
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Configuration | System | Events | Syslog Servers | Add or Modify

These Manager screens let you:

Add: Configure and add a UNIX syslog server as arecipient of event messages. You can configure
amaximum of five syslog servers.

Modify: Modify a configured UNIX syslog server that is arecipient of event messages.

Figure 9-8 Configuration | System | Events | Syslog Servers | Add Screen

Add a syslog server.

Syslog Server Enter the IP address or hostname of the syslog server.

Port |514 Enter the port used by the syslog server
Facility |Local 7 =] Zelect the syslog facility tag for events sent to this server.
Add Cancel

1778

Syslog Server

Enter the | P address or hostname of the UNIX syslog server to receive event messages. (If you have
configured a DNS server, you can enter a hostname; otherwise, enter an |P address.)

Port

Enter the UDP port number by which you access the syslog server. Use a decimal number from O to
65535. The default is 514, which is the well-known port number.

Facility
Click the drop-down menu button and select the syslog facility tag for events sent to this server. The
facility tag lets the syslog server sort messages into different files or destinations. The choices are:
» User = Random user-process messages.
- Mail = Mail system.
« Daemon = System daemons.
« Auth = Security or authorization messages.
« Syslog = Internal syslogd-generated messages.
« LPR = Line printer subsystem.
« News = Network news subsystem.
« UUCP = UUCP (UNIX-to-UNIX Copy Program) subsystem.

» Reserved (9) through Reserved (14) = Outside the Local range, with no name or assignment yet,
but usable.

« CRON = Clock daemon.
« Local 0through Local 7 (default) = User defined.
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Configuration | System | Events | Syslog Servers | Add or Modify Il

Add or Apply/Cancel

To add this server to thelist of syslog servers, click Add. Or to apply your changes to this syslog server,
click Apply. Both actions include your entry in the active configuration. The Manager returns to the
Configuration | System | Events | Syslog Servers screen. Any new server appears in the Syslog Servers
list.

Reminder:

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | Events |
Syslog Servers screen, and the Syslog Servers list is unchanged.
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General configuration parameters include VPN 3002 environment items: system identification, time,
and date.

Configuration | System | General

This section of the Manager lets you configure general VPN 3002 parameters.
- ldentification: system name, contact person, system location.

- Time and Date: system time and date.

Figure 10-1 Configuration | System | General Screen

This section lets you corfigure general VPN 3002 Hardware Chient options.
In the left frame, or in the st of links below, click the option you want:

* Tdentification -- systemn name, contact, location.
s Time and Date -- dewice time and date.

g1779
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Configuration | System | General | Identification

This screen lets you configure system identification parameters that are stored in the standard MI1B-11
system abject. Network management systems using SNMP can retrieve this object and identify the
system. Configuring this information is optional.

Figure 10-2 Configuration | System | General | Identification Screen

Configure system identification (optional). These entries are stored in the WIB-TI system object

System | Enter a system name for the dewce, eg,
Name vpn01
Contact | Enter the narne of the contact person
Location | Enter the device location; e.g., Computer Lab

3

Apply Cancel

&1780

System Name

Enter a system name that uniquely identifies this VPN 3002 on your network; for example, VPNOL.
Maximum 255 characters.

Contact

Enter the name of the contact person who is responsible for this VPN 3002. Maximum 255 characters.

Location

Enter the location of this VPN 3002. Maximum 255 characters.

Apply / Cancel

To apply your system identification settings and include them in the active configuration, click Apply.
The Manager returns to the Configuration | System | General screen.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | General
screen.
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Configuration | System | General | Time and Date

Configuration | System | General | Time and Date

This screen lets you set the time and date on the VPN 3002. Setting the correct time is very important
so that logging information is accurate.

Figure 10-3 Configuration | System | General | Time and Date Screen

Configure the time and date.

Setting the time on your VPIV 3002 Hardware Chient is very important, so that logging information is
correct.

The current tine on the dewice 15 Friday, 23 February 2001 15:12:14.

New Time [15:[1z :[10 [February ~|/[23 [z00t [(GMT-05:00) EST =

W Enable DST Support

Apply | Cancel |

G1781

Current Time

The screen shows the current date and time on the VPN 3002 at the time the screen displays. You can
refresh this by redisplaying the screen.

New Time

The values in the New Time fields are the time and date on the browser PC at the time the screen
displays. Any entries you make apply to the VPN 3002, however.

In the appropriate fields, make any changes. The fields are, in order: Hour : Minute : Second Month /
Day / Year Time Zone. Click the drop-down menu buttons to select Month, and Time Zone. The time
zone selections are offsets in hours relative to GMT (Greenwich Mean Time), which is the basis for
Internet time synchronization. Enter the Year as a four-digit number.

Enable DST Support

To enable DST support, check the box. During DST (Daylight-Saving Time), clocks are set one hour
ahead of standard time. Enabling DST support means that the VPN 3002 automatically adjusts the time
zone for DST or standard time. If your system isin atime zone that uses DST, you must enable DST
support.

Apply/Cancel

To apply your time and date settings, and to include your settings in the active configuration, click
Apply. The Manager returns to the Configuration | System | General screen.
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Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your settings, click Cancel. The Manager returns to the Configuration | System | General
screen.
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CHAPTER ﬂ

Policy Management

The VPN 3002 works in either of two modes: Client mode or Network Extension mode.

Policy management on the VPN 3002 includes deciding whether you want the VPN 3002 to use Client
Mode or Network Extension mode. This section lets you enable or disable PAT.

Client Mode/PAT

Client mode, also called Port Address Translation (PAT) mode, isolates all devices on the VPN 3002
private network from those on the corporate network. In PAT mode:

» IPSec encapsulates all traffic going from the private network of the VPN 3002 to the network(s)
behind the Internet Key Exchange (IKE) peer, that is, the central-site VPN Concentrator.

« PAT mode uses NAT (Network Address Translation). NAT translates the network addresses of the
devices connected to the VPN 3002 private interface to the | P address of the VPN 3002 public
interface. The VPN Concentrator assigns this address. NAT also keeps track of these mappings so
that it can forward replies to the correct device.

All traffic from the private network appears on the network behind the IKE peer with a single source IP
address. This IP address is the one the central-site VPN Concentrator assigns to the VPN 3002. The IP
addresses of the computers on the VPN 3002 private network are hidden. You cannot ping or access a
device on the VPN 3002 private network from outside of that private network, or directly from adevice
on the private network at the central site.

In client mode, the tunnel establishes when data passes to the VPN Concentrator, or when you click
Connect Now in the Monitoring | System Status screen.

Client Mode with Split Tunneling

You assign the VPN 3002 to a client group on the central-site VPN Concentrator. If you enable split
tunneling for that group, IPSec and PAT are applied to all traffic that travels through the VPN 3002 to
networks within the network list for that group behind the central-site VPN Concentrator.

Traffic from the VPN 3002 to any destination other than those within the network list for that group on
the central-site VPN Concentrator travels in the clear without applying IPSec. NAT translates the
network addresses of the devices connected to the VPN 3002 private interface to the assigned | P address
of the public interface and also keeps track of these mappings so that it can forward repliesto the correct
device.

| oL-1893-01
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M Network Extension Mode

The network and addresses on the private side of the VPN 3002 are hidden, and cannot be accessed
directly.

VPN 3000 Series VPN Concentrator Settings Required for PAT

For the VPN 3002 to use PAT, these are the requirements for the central-site VPN Concentrator.
1. The VPN Concentrator at the central site must be running Software version 3.x or later.

2. Address assignment must be enabled, by whatever method you choose to assign addresses (for
example, DHCP, address pools, per user, or client-specified). If the VPN Concentrator uses address
pools for address assignment, make sure to configure the address pools your network requires. See
Chapter 6, Address Management, in the VPN 3000 Series Concentrator Reference Volume .

3. Configure a group to which you assign this VPN 3002. This includes assigning a group name and
Password. See Chapter 14, User Management, in the VPN 3000 Series Concentrator Reference
Volume |,

4, Configure one or more users for the group, including usernames and passwords.

Network Extension Mode

Step 1

Step 2
Step 3

Network Extension mode allows the VPN 3002 to present a single, routable network to the remote
private network over the VPN tunnel. |PSec encapsulates all traffic from the VPN 3002 private network
to networks behind the central-site VPN Concentrator. PAT does not apply. Therefore, devices behind
the VPN Concentrator have direct access to devices on the VPN 3002 private network over the tunnel,
and only over the tunnel, and vice versa. The VPN 3002 must initiate the tunnel, but after the tunnel is
up, either side can initiate data exchange.

In this mode, the central-site VPN Concentrator does not assign an IP address for tunneled traffic (as it
doesin Client/PAT mode). The tunnel is terminated with the VPN 3002 private | P address (the assigned
IP address). To use Network Extension mode, you must configure an |P address other than the default
of 192.168.10.1 and disable PAT.

In Network Extension mode, the VPN 3002 automatically attempts to establish a tunnel to the VPN
Concentrator. However, if you enable interactive hardware client authentication, the tunnel establishes
when you perform the following steps.

Click the Connection/L ogin Status button on the VPN 3002 Hardware Client login screen. The
Connection/Login screen displays.

Click Connect Now in the Connection/L ogin screen.
Enter the username and password for the VPN 3002.

Alternatively, you can initiate atunnel by clicking Connect Now on the in the Monitoring | System
Status screen.
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Network Extension Mode

Network Extension Mode with Split Tunneling

You always assign the VPN 3002 to a client group on the central-site VPN Concentrator. If you enable
split tunneling for that group, |PSec operates on all traffic that travel sthrough the VPN 3002 to networks
within the network list for that group behind the central-site VPN Concentrator. PAT does not apply.

Traffic from the VPN 3002 to any other destination than those within the network list on the central-site
VPN Concentrator travelsin the clear without applying IPSec. NAT translates the network addresses of
the devices on the VPN 3002 private network to the address of the VPN 3002 public interface. Thusthe
network and addresses on the private side of the VPN 3002 are accessible over the tunnel, but are
protected from the Internet, that is, they cannot be accessed directly.

VPN 3000 Series Concentrator Settings Required for Network Extension Mode

For the VPN 3002 to use Network Extension mode, these are the requirements for the central-site VPN
Concentrator.

1. The VPN Concentrator at the central site must be running Software version 3.0 or later.

2. Configure a group to which you assign this VPN 3002. Thisincludes assigning agroup name and
password. See Chapter 14, User Management, in the VPN 3000 Series Concentrator Reference
\Volume |.

3. Configure one or more users for the group, including usernames and passwords.

4, Configure either a default gateway or a static route to the VPN 3002 private network. See
Chapter 8, “IP Routing” in the VPN 3000 Series Concentrator Reference Volume |.

5. If you want the VPN 3002 to be able to reach devices on other networks that connect to this VPN
Concentrator, review your Network Lists. See Chapter 15, “Policy Management” in the VPN 3000
Series Concentrator Reference Volume I.
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M Network Extension Mode

Tunnel Initiation

The VPN 3002 always initiates the tunnel to the central-site VPN Concentrator. The central-site VPN
Concentrator cannot initiate atunnel to a VPN 3002. The VPN 3002 creates only one |PSec tunnel to
the central-site VPN Concentrator, in either PAT or Network Extension mode. The tunnel can support
multiple encrypted data streams between users behind the VPN 3002 and the central site. With split
tunneling enabled, it can also support multiple unencrypted data streams to the internet.

In PAT mode, the tunnel establishes when data passes to the VPN Concentrator, or when you click
Connect Now in the Monitoring | System Status screen.

In Network Extension mode, the VPN 3002 automatically attempts to establish a tunnel to the VPN
Concentrator.

Tunnel Initiation with Interactive Hardware Client Authentication

Step 1

Step 2
Step 3

Data Initiation

In either Client or Network Extension mode, when you enableinteractive hardware client authentication,
the tunnel establishes when you perform the following steps.

In the VPN 3002 Hardware Client login screen, click the Connection/L ogin Status button. The
Connection/Login screen displays.

Click Connect Now.
Enter the username and password for the VPN 3002.

See the section, “Logging In With Interactive Hardware Client and Individual User Authentication” in
Chapter 1 for detailed instructions.

Alternatively, you can click Connect Now on the in the Monitoring | System Status screen, after which
the system prompts you to enter the username and password for the VPN 3002. See the section,
“Monitoring | System Status’ in the Monitoring chapter.

After the tunnel is established between the VPN 3002 and the central-site VPN Concentrator, the VPN
Concentrator can initiate data exchange only in Network Extension mode with all traffic travelling
through the tunnel. If you want the tunnel to remain up indefinitely, configure the VPN 3002 for Network
Extension mode and do not use split tunneling.

Table 11-1 summarizes instances in which the VPN 3002 and the central-site VPN Concentrator can
initiate data exchange.
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Configuration | Policy Management ||

Table 11-1 Data Initiation: VPN 3002 and Central-Site VPN Concentrator

VPN 3002 Can Send |Central-Site VPN Concentrator Can Send Data

Mode Tunneling Policy Data First First (after VPN 3002 initiates the tunnel)
PAT All traffic tunneled |Yes No
PAT Split tunneling Yes No

enabled
Network All traffic tunneled |Yes Yes
Extension
Network Split tunneling Yes No
Extension enabled

Configuration | Policy Management

The Configuration | Policy Management screen introduces this section of the Manager.

Figure 11-1 Configuration | Policy Management Screen

This section of the Manager lets you configure PAT.
I the left frame, or in the bzt of links below, click the finction you want:

o Traffic MWManagement -- Port Address Translation

51782

Traffic Management

To enable or disable PAT, click Traffic Management.

Configuration | Policy Management | Traffic Management

The Manager displays the Configuration | Policy Management | Traffic Management screen.

Figure 11-2 Configuration | Policy Management | Traffic Management Screen

This section lets you cotfigure finctions and parameters that manage data traffic.
In the left frame, or in the list of links below, click the function you want:

* PAT -- configure Port Address Translation

51783
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PAT

To configure PAT (Port Address Translation) click PAT.

Configuration | Policy Management | Traffic
Management | PAT

The Configuration | Policy Management | Traffic Management | PAT screen displays.

Figure 11-3 Configuration | Policy Management | Traffic Management | PAT Screen

This section of the Manager lets you configure PAT (Port Address Translation)
In the left frame, or in the list of inks below, click the function you want:

¢ Enable -- enable PAT.

51784

PAT mode provides many-to-one translation; that is, it translates many private network addresses to the
single address configured on the public network interface.

Enable

To enable PAT, click Enable.

Configuration | Policy Management | Traffic Management |
PAT | Enable

This screen lets you enable or disable PAT, which applies PAT to all configured traffic flowing from the
private interface to the public interface.

Figure 11-4 Configuration | Policy Management | Traffic Management | PAT | Enable Screen

Check the box to enable PAT over the tunnel. Uncheck the box to disable PAT owver the tunnel (LA Extension
maode).

PAT Enabled ¥

Apply | Cancel

51785
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Configuration | Policy Management | Traffic Management | PAT | Enable Il

PAT Enabled

Check the box to enable Client Mode (PAT), or clear it to enable Network Extension Mode.

S,

Note ~ Remember that to use Network Extension Mode, you must configure an | P address other than the
default for the private interface. If you do not change the IP address of the private interface, you can
not disable PAT.

Apply/Cancel

To enable or disable PAT, and include your setting in the active configuration, click Apply. The Manager
returns to the Configuration | Policy Management | Traffic Management | PAT screen.

Reminder:
To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entry and leave the active configuration unchanged, click Cancel. The Manager returns
to the Configuration | Policy Management | Traffic Management | PAT screen.
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W Configuration | Policy Management | Traffic Management | PAT | Enable
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CHAPTER 12

Administration

Administering the VPN 3002 involves activities that keep the system operational and secure.
Configuring the system sets the parameters that govern its use and functionality as a VPN device, but
administration involves higher level activities such aswho is allowed to configure the system, and what
software runs on it.

Administration

This section of the Manager lets you control administrative functions on the VPN 3002.

Software Update: upload and update the VPN 3002 software image.
System Reboot: set options for VPN 3002 shutdown and reboot.
Ping: use ICMP ping to determine connectivity.
Access Rights: configure administrator profiles, access, and sessions.
— Administrators: configure administrator usernames, passwords, and rights.
— Access Settings: set administrative session idle timeout and limits.
Config File M anagement: manage configuration files.
— View Configuration Files: view the configuration file currently on the VPN 3002.
— Swap Configuration Files: swap backup and boot configuration files.
— Upload Configuration Files: upload a new configuration file to the VPN 3002.
Certificate Management: install and manage digital certificates.
— Enrollment: create a certificate request to send to a Certificate Authority.
— Installation: install digital certificates.

— Certificates: view, modify, and delete digital certificates.

| oL-1893-01
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B Administration | Software Update

Figure 12-1 Administration Screen

Thus section of the Manager lets you control VPN 3002 Hardware Chent administrative functions.
In the left frame, or in the list of links below, click the function you want:

Software Update -- update hardware client software.

System Beboot -- system reboot options.

Ping -- use ICWE ping to determine connectivity.

Access Bights -- confipure administrator profiles, access, and sessions.
Config File Management -- wiew, save, swap, and transfer config files.
Certificate Management -- install and manage digital certificates.

51786

Administration | Software Update

Note

A

This section of the Manager lets you update the VPN 3002 executable system software. This process
uploads the file to the VPN 3002, which then verifies the integrity of the file.

The new image file must be accessible by the workstation you are using to manage the VPN 3002.
Software image files ship on the Cisco VPN 3002 CD-ROM. Updated or patched versions are available
from the Cisco Website, www.cisco.com, under Service & Support > Software Center.

It takes a few minutes to upload and verify the software, and the system displays the progress. Please
wait for the operation to finish.

To run the new software image, you must reboot the VPN 3002. The system prompts you to reboot when
the update is finished.

We also recommend that you clear your browser cache after you update the software image: delete all
the temporary internet files, history files, and location bar references.

The VPN 3002 has two locations for storing image files: the active location, which stores the image
currently running on the system; and the backup location. Updating the image overwrites the stored
imagefilein the backup location and makesit the active location for the next reboot. Updating twice,
therefore, overwrites the image file in the active location; and the current image fileislost. The

Manager displays awarning on this screen if you have already updated the image without rebooting.

Caution

A

You can update the software image while the system is still operating as a VPN device. Rebooting
the system, however, terminates all active sessions.

Caution

While the system isupdating the image, do not perform any other operationsthat affect Flash
memory (listing, viewing, copying, deleting, or writing files.) Doing so might corrupt memory.

Updating the software image also makes available any new Cisco-supplied configurable selections.
When you reboot with the new image, the system updates the active configuration in memory with these
new selections, but it does not write them to the CONFIG file until you click the Save Needed icon in
the Manager window.
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Administration | Software Update 1l

Figure 12-2 Administration | Software Update Screen

This section lets you update the software on your VPIV 3002 Hardware Chent. VP 3002 Hardware Clent will
verifyy the integrity of the software image that vou download. It will take a few minutes for the upload and
verfication to take place. Please wait for the operation to fimsh

Cwrent Software Revision
Cizco Systerns, Inc /WP 3002 Hardware Clent Version 3.0 {int_66) Jan 22 2001 18:1043 (DERTUG_MASE
0, NDEBUG off)

Type i the name of the image file below. The current image file 15 vpn3002-d-3.0-3des.bin.

[ Browse...
Upload Cancel

G1787

Current Software Revision

Browse...

The name, version number, and date of the software image currently running on the system.

Enter the complete pathname of the new image file, or click Browse... to find and select the file from
your workstation or network. Cisco-supplied VPN 3002 software image files are named:

vpn3002 <Major Version> .<Minor Version>.<Patch Version>.bin; for example,
vpn3002-3.5.Rel-k9.bin.

The Major and Minor Version numbers are always present; the Sustaining and Patch Version nhumbers
are present only if needed.

Be sure you select the correct file for your VPN 3002; otherwise the update will fail.

Upload/Cancel

To upload the new image file to the VPN3002, click Upload.

To cancel your entries on this screen, or to stop a file upload that is in progress, click Cancel. The
Manager returns to the main Administration screen. If you then return to the Administration | Software
Update screen, you might see a message that afile upload isin progress. Click the highlighted link to
stop it and clear the message.

| oL-1893-01
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Software Update Progress

This window shows the progress of the software upload. It refreshes the number of bytes transferred at
10-second intervals.
Figure 12-3 Administration | Software Update Progress Window

/3 Software Update Progress - ... [Hi[=] E3

965544 hytes transferred
(10 second refresh)

61788

When the upload is finished, or if the upload is cancelled, the progress window closes.

Software Update Success

The Manager displaysthis screen when it compl etes the software upload and verifies the integrity of the
software. To go to the Administration | System Reboot screen, click the highlighted link.

We strongly recommend that you clear your browser cache after you update the software image: delete
all the temporary internet files, history files, and location bar references.

Figure 12-4 Administration | Software Update Success Screen

Software Update Success

The VPIV 3002 Hardware Client has been successfilly updated. It is strongly recommended that you clear your

browser's cache after rebooting the VEI 3002 Hardware Chent. Mew features and options may not appear due
to the cached data in your browser.

Click here to go to the reboot options.

61789

Software Update Error

This screen appears if there was an error in uploading or verifying the image file. You might have
selected the wrong file. Click the highlighted link to return to the Administration | Software Update
screen and try the update again, or contact Cisco support.
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Administration

Administration | System Reboot

Figure 12-5 Administration | Software Update Error Screen

Software Update Error

An error occured while updating the image, VEIV 3002 Hardware Chient has not been successfully updated. The
current executable image has not been affected.

Click here to return to Software Update.

61790

Administration | System Reboot

Note

This screen lets you reboot or shutdown (halt) the VPN 3002 with various options.

We strongly recommend that you shut down the VPN 3002 before you turn power off. If you just turn
power off without shutting down, you might corrupt Flash memory and affect subsequent operation of
the system.

If you are logged in the Manager when the system reboots or halts, it automatically logs you out and
displays the main login screen. The browser might appear to hang during areboot; that is, you cannot
log in and you must wait for the reboot to finish. You can log back in while the VPN 3002 isin a
shutdown state, before you turn power off.

If adelayed reboot or shutdown is pending, the Manager also displays a message that describes when
the action is scheduled to occur.

Reboot or shutdown that does not wait for sessions to terminate, terminates all active sessions
without warning and prevents new user sessions.

The VPN 3002 automatically saves the current event log file as SAVELOG.TXT when it reboots, and it
overwrites any existing file with that name. See Configuration | System | Events | General,
Administration | Config File Management, and Monitoring | Filterable Event Log for more information
on the event log file.

| oL-1893-01
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Figure 12-6 Administration | System Reboot Screen

This section presents reboot options

&Ifyou reboot, the browser may appear to hang as the device is rebooted.

* Reboot
Action © Shatdown without automatic reboot
T Cancel a scheduled rebootishutdown

" Save the active configuration at time of reboot
Configuration & Reboot without saving the active configuration
" Reboot ignoring the configuration file

& MNow

T Delayed by ’19— minutes

© Attime 1102 (24 hour clock)

" Watt for sessions to terminate (don't allow new sessions)

YWhen to Rehoot/Shutdown

Apply Cancel

51799

Action

Click aradio button to select the desired action. You can select only one action.

+ Reboot = Reboot the VPN 3002. Rebooting terminates all sessions, resets the hardware, loads and
verifies the software image, executes system diagnostics, and initializes the system. A reboot takes
about 60-75 seconds. (This isthe default selection.)

« Shutdown without automatic reboot = Shut down the VPN 3002; that is, bring the system to a halt
so you can turn off the power. Shutdown terminates all sessions and prevents new user sessions (but
not administrator sessions). Whilethe systemisin ashutdown state, the SYS LEDsblink on the front
panel.

« Cancel a scheduled reboot/shutdown = Cancel areboot or shutdown that is waiting for a certain
time or for sessions to terminate. (This is the default selection if areboot or shutdown is pending.)

Configuration

Click aradio button to select the configuration file handling at reboot. These selections apply to reboot
only. You can select only one option.

« Savetheactiveconfiguration at time of reboot = Save the active configuration to the conri Gfile,
and reboot using that new file.

« Reboot without saving the active configuration = Reboot using the existing conFi G file and
without saving the active configuration. (Thisis the default selection.)

VPN 3002 Hardware Client Reference
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Administration | Ping

Reboot ignoring the Configuration file = Reboot using all the factory defaults; that is, start the
system as if it had no conrFi Gfile. You will need to go through all the Quick Configuration steps
described in the VPN 3002 Getting Started manual, including setting the system date and time and
supplying an | P address for the Ethernet 1 (private) interface, using the system console. This option
does not destroy any existing conFi Gfile, and it does not reset Administrator parameter settings.

When to Reboot/Shutdown

Click aradio button to select when to reboot or shutdown. You can select only one option.

Apply/Cancel

Now = Reboot or shutdown as soon as you click Apply. (Thisis the default selection.)

Delayed by [NN] minutes = Reboot or shutdown NN minutes from when you click Apply, based on
system time. Enter the desired number in the field; the default is 10 minutes. (FYI: 1440 minutes =
24 hours.)

At time [HH:MM] = Reboot or shutdown at the specified system time, based on a 24-hour clock.
Enter the desired time in the field. Use 24-hour notation and enter numbersin all positions. The
default is 10 minutes after the current system time.

Wait for sessionsto terminate (do not allow new sessions) = Reboot or shutdown as soon as the
last session terminates, and do not allow any new sessions in the meantime. If you (the
administrator) are the last session, you must log out for the system to reboot or shutdown.

To take action with the selected options, click Apply. The Manager returns to the main Administration
screen if you do not reboot or shutdown now.

To cancel your settings on this screen, click Cancel. The Manager returns to the main Administration
screen. (Note that this Cancel button does not cancel a scheduled reboot or shutdown.)

Administration | Ping

This screen lets you use the ICMP pi ng (Packet I nternet Groper) utility to test network connectivity.
Specifically, the VPN 3002 sends an ICMP Echo Request message to a designated host. If the host is
reachable, it returns an Echo Reply message, and the Manager displays a Success screen. If the host is
not reachable, the Manager displays an Error screen.

You can also Ping hosts from the Administration | Sessions screen.

Figure 12-7 Administration | Ping Screen

This screen lets you test network connectivity. Please wait for the operation to complete.

Address/Hostname to Ping
Ping Cancel

§1792
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Address/Hostname to Ping

Ping/Cancel

Enter the | P address or hostname of the system you want to test. (If you configured a DNS server, you
can enter a hostname; otherwise, enter an IP address.) Maximum is 64 characters.

To send the pi ng message, click Ping. The Manager pauses during the test, which might take a few
moments; please wait for the operation to finish. The Manager then displays either a Success or Error
screen; see below.

To cancel your entry on this screen, click Cancel. The Manager returns to the main Administration
screen.

Success (Ping)

Continue

Error (Ping)

If the system is reachable, the Manager displays a Success screen with the name of the tested host.

Figure 12-8 Administration | Ping | Success Screen

@ 10.10.147.1 is alive
Caontinue

G793

To return to the Administration | Ping screen, click Continue.

If the system is unreachabl e for any reason, host down, |CM P not running on host, route not configured,
intermediate router down, network down or congested, etc., the Manager displays an Error screen with
the name of the tested host. To troubleshoot the connection, try to Ping other hosts that you know are
working.

Figure 12-9 Administration | Ping | Error Screen

@ An error has occurred while attempting to perfornm the operation.

10.10.147.100 cannot be reached.

Fetry the operation | or Go to main menu |

51754

To return to the Administration | Ping screen, click Retry the operation.

To go to the main Manager screen, click Go to main menu.
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Administration | Access Rights

Administration | Access Rights

This section of the Manager lets you configure and control administrative access to the VPN 3002.
« Administrators: configure administrator usernames, passwords, and rights.
» Access Settings: set administrative session timeout and limits.

Figure 12-10 Administration | Access Rights Screen

This section of the MManager lets you confipure adminstrative access to the VPN 3002 Haydware Chent.
In the left frame, or i the bst of inks below, click the finction you want:

o Administrators -- administrators, passwords, and access rights.
* Access Settings -- session timeout and limits.

61795

Administration | Access Rights | Administrators

Administrators are special users who can access and change the configuration, administration, and
monitoring functions on the VPN 3002. Only administrators can use the VPN 3002 Hardware Client
Manager.

This section of the Manager | ets you change administrator properties and rights. Any changestake effect
as soon as you click Apply.

Figure 12-11 Administration | Access Rights | Administrators Screen

Thus section presents admimstrator users. Any changes you make take effect imme diately.

Admnustrator admin  Password |r#r+

Verify [#oees

Admnustrator config = Enabled [T

Password ’W
Verify ,W

Advanustrator menitor Enabled [T

Password |rresxss
Verfv |#rrensw

Apply Cancel

51796
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Administrator

The VPN 3002 has three predefined administrators:

« admin = System administrator with access to, and rights to change, all areas. Thisisthe only
administrator enabled by default; in other words, this is the only administrator who can log in to,
and use, the VPN 3002 Hardware Client Manager as supplied by Cisco.

- config = Configuration administrator with access rights to Quick Configuration and monitoring
management options only.

- monitor = Monitor administrator with rights to monitoring management options only.

Note  The VPN 3002 saves Administrator parameter settings from this screen in nonvolatile memory, not
in the active configuration (CONFIG) file. Thus, these settings are retained even if the system loses
power. These settings are also retained even if you reboot the system with the factory configuration
file.

Password

Enter or edit the unique password for this administrator. Maximum is 31 characters. The field displays
only asterisks.

~

Note  The default password that Cisco suppliesis the same as the username. We strongly recommend that
you change this password.

Verify

Re-enter the password to verify it. The field displays only asterisks.

Enabled

Check the box to enable, or clear the box to disable, an administrator. Only enabled administrators can
login to, and use, the VPN 3002 Hardware Client Manager. You must enable at least one administrator,
and you can enable all administrators. By default, only admin is enabled.

Apply/Cancel

To save this screen settings in nonvolatile memory, click Apply. The settings immediately affect new
sessions. The Manager returns to the Administration | Access Rights screen.

To discard your settings or changes, click Cancel. The Manager returns to the Administration | Access
Rights screen.
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Administration | Access Rights | Access Settings

This screen lets you configure general options for administrator access to the Manager.

Figure 12-12 Administration | Access Rights | Access Settings Screen

This section presents General Access options.

Session Idle Timeout |500 (seconds) Enter the administrative session idle timeout. Limit 13 1800 seconds.
Session Limit |10 Enter the magimum number of administrative sessions

Encrypt Config File ¥ Check to enable configuration file encryption.

Apply Cancel

G1797

Session ldle Timeout

Enter the idle timeout period in seconds for administrative sessions. If thereisno activity for the period,
the Manager session terminates. Minimum is 1, default is 600, and maximum is 1800 seconds (30
minutes).

The Manager resets the inactivity timer only when you click an action button (Apply, Add, Cancel, etc.)
or alink on a screen—that is, when you invoke a different screen. Entering values or setting parameters
on a given screen does not reset the timer.

Session Limit

Enter the maximum number of simultaneous administrative sessions allowed. Minimum is 1, default is
10, and maximum is 50 sessions.

Encrypt Config File

To encrypt sensitive entries in the CONFIG file, check the box (default). The CONFIG fileisin ASCII
text format (.INI format). Check this box to encrypt entries such as passwords, keys, and user
information.

Touseclear text for all CONFIG file entries, clear the box. For maximum security, we do not recommend
this option.

Apply/Cancel

To save your settings in the active configuration, click Apply. The Manager returnsto the
Administration | Access Rights screen.

To cancel your settings, click Cancel. The Manager returnsto the Administration | Access Rights screen.

VPN 3002 Hardware Client Reference
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Administration | File Management

This section of the Manager lets you manage filesin VPN 3002 Flash memory. (Flash memory actslike
adisk.) These filesinclude CONFIG, CONFIG.BAK, saved log files, and copies of any of these files
that you have saved under different names.

Figure 12-13 Administration | File Management | View Screen

This section of the Manager lets you view files on the VPN 3002 Hardware Client.

. CDnﬁg File [ View| Delete | Swap with Back-up Confiz File | Upload w2 HTTE ]
¢ DBack-up Config File [ View| Delete | Serap with Config File
+ Saved Log File [ View| Delete ]

View (Save)

View Files lets you view configuration and saved log files. You can also save these files to the PC on
which you are viewing them.

To view afile, click View next to the type of file you want to see. The Manager opens a new browser
window to display the file, and the browser address bar shows the filename.

You can also save a copy of the file on the PC that is running the browser. Click the File menu on the
new browser window and select Save As.... The browser opens a dialog box that lets you save thefile.
The default filename is the same as on the VPN 3002.

Note  Besureto save aconfiguration fileasa.TXT file, not a.HTM file. Some browser versions default
tosavingthefileasan .HTM file, so you may need to change thefiletype. Saving thefileasan .HTM
file causes some data to be added to the top of the configuration file that is not valid configuration
data. If you subsequently upload the file containing the invalid datato the VPN Concentrator or VPN
3002, it may cause unpredictable results.

Alternatively, you can use the secondary mouse button to click View on this Manager screen. A pop-up
menu presents choices whose exact wording depends on your browser, but among them are:

- Open Link, Open Link in New Window, Open in New Window = Open and view thefilein anew
browser window, as above.

« Save Target As..., Save Link As.. = Save a copy of the file on your PC. Your system will prompt
for afilename and location. The default filename is the same as on the VPN 3002.

When you are finished viewing or saving the file, close the new browser window.

Delete

Delete lets you delete configuration and saved log files. To delete afile, click Delete nest to the type of
file you want to delete. When you select this option, a pop-up window displays asking you to confirm

or cancel. If you confirm, the file is del eted; the Manager refreshes the screen and shows the revised list
of files. Thereis no undo.
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Swap Config Files

Swap Config Files lets you swap the boot configuration file with the backup configuration file. When
you select this option, the Administration | File Management | Swap Config Files window displays.

Config File Upload via HTTP

Config File Upload allows you to upload a configuration file. When you select this option, the
Administration | File Management | Config File Upload window displays.

Administration | File Management | Swap Config Files

This screen lets you swap the boot configuration file with the backup configuration file. Every time you
save the active configuration, the system writesit to the conFi Gfile, which isthe boot configuration file;
and it saves the previous CoNFI Gfile as CONFI G BAK, the backup configuration file.

To reload the boot configuration file and make it the active configuration, you must reboot the system.
When you click OK, the system automatically goesto the Administration | System Reboot screen, where
you can reboot the system. You can also click the highlighted link to go to that screen.

Figure 12-14 Administration | File Management | Swap Config Files Screen

Every time the active confipuration is saved, a backup is made of the configuration file. By clicking K, you can
swap the backup configuration file wath the boot configuration. To reload the boot configuration, yeu must then
reboot the device. You will be sent to the System Rehoot screen after the configuration files have heen
swapped.

oK Cancel

G1657

OK/Cancel

To swap CONFIG and CONFIG.BAK files, click OK. The Manager goesto the Administration | System
Reboot screen.

To leave the files unchanged, click Cancel. The Manager returns to the Administration | File
Management | View screen.
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Administration | File Management | Config File Upload

This screen lets you use HTTP (Hypertext Transfer Protocol) to transfer a configuration file from your
PC, or a system accessible from your PC, to the VPN 3002 Flash memory.

Thisfunction provides special handling for configuration (confi g) files. If the uploaded file hasthe VPN
3002 filename confi g, the system deletes any existing conf i g. bak file, renames the existing confi g file
as confi g. bak, then writes the new confi g file. However, these actions occur only if the file transfer is
successful, so existing files are not corrupted.

To use these functions, you must have Administrator or Configuration Access Rights. See the
Administration | Access Rights | Administrators screen.

Figure 12-15 Administration | File Management | Config File Upload Screen

This section lets you upload a config file to your VPN 3002 Hardware Client. Flease wait for the operation to
fuuash

Type in the name of the file on your worlcstation.

Local Config File | Browse...

Upload | Cancel ‘

516568

Local Config File/Browse...

Enter the name of the file on your PC. In a Windows environment, enter the complete pathname using
MS-DOS syntax; for example, c:\vpn3002\config0077. You can also click the Browse button to open a
file navigation window, find the file, and select it.

Upload/Cancel

To upload thefile to the VPN 3002, click Upload. The Manager opens the File Upload Progress window.

To cancel your entries on this screen, or to stop a file upload that is in progress, click Cancel. The
Manager returnsto the Administration | File Management | View screen. Stopping an upload might leave
atemporary filein VPN 3002 Flash memory. Such files are named TnnnF.nnn (for example, TO03F.002).
You can delete them on the Administration | File Management | View Config Files screen.

File Upload Progress

This window shows the progress of the file upload. It refreshes the number of bytes transferred at
10-second intervals.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter12 Administration

Administration | File Management | Config File Upload ||

Figure 12-16 Administration | File Management | File Upload Progress Window

/3 File Upload Progress - Micros... =] E3

417420 hytes transferred
(10 second refresh)

61659

When the upload is finished, or if the upload is cancelled, the progress window closes.

File Upload Success

The Manager displays this screen to confirm that the file upload was successful.

Figure 12-17 Administration | Config File Management | Upload Success Screen

Config File Upload Success
The config file has been sucessfully transferred to the VPIV 3002 Hardware Chent

Click here to go to reboot options

Click here to wiew the confis file.

61680

To go to the Administration | Config File Management | View screen and examine filesin flash memory,
click the highlighted link.

File Upload Error

The Manager displays this screen if there was an error during the file upload and the transfer was not
successful. Flash memory might be full, or the file transfer might have been interrupted or cancelled.

Figure 12-18 Administration | Config File Management | Upload Error Screen

Config File Upload Error
An error occured while uploading the config file.

* Click here to return to Confiz File Tpload.

51661

Click thelink, Click hereto seethelist of files, to go to the Administration | File Management | View
screen and examine space and files in Flash memory.

Click the link, Click heretoreturn to File Upload, to return to the Administration | File Management
| File Upload screen.
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Certificate Management

Digital certificates are aform of digital identification used for authentication. Certificate Authorities
(CAs) issuethem in the context of a Public Key Infrastructure (PK1), which uses public-key/private-key
encryption to ensure security. CAs are trusted authorities who “sign” (issue) certificates to verify their
authenticity.

A CA certificate isone used to sign other certificates. A CA certificate that is self-signed is called aroot
certificate; one issued by another CA certificate is called a subordinate certificate. CAs also issue
identity certificates, which are the certificates for specific systems or hosts. There can be up to six root
or subordinate CA certificates (including supporting RA certificates) but only one identity certificate on
a VPN 3002.

The VPN 3002 supports X.509 digital certificates (International Telecommunications Union
Recommendation X.509), including SSL (Secure Sockets Layer) certificates that are self-signed or
issued in a PKI context.

The VPN 3002 stores digital certificates and private keysin Flash memory. You do not need to click
Save Needed to store them, and they are not visible under Administration | File Management. All stored
private keys are encrypted.

The VPN 3002 can have only one SSL certificateinstalled. If you generate a self-signed SSL certificate,
it replaces any installed PKI-context SSL certificate; and vice-versa.

Enrolling and Installing Digital Certificates

Note

Step 1
Step 2
Step 3

To obtain adigital certificate for the VPN 3002 you must first enroll with a CA. To enroll with a CA,
create an enrollment request and submit it to your CA. The CA enrolls the VPN 3002 into the PKI and
issues you a certificate. Once you have the certificate, you then have to install it on the VPN 3002.

You must first install a CA certificate before you enroll identity certificates from that CA.

You can enroll and install digital certificates on the VPN 3002 automatically or manually. The automatic
method uses the Simple Certificate Enrollment Protocol (SCEP) to streamline enrollment and
installation. SCEP is a secure messaging protocol that requires minimal user intervention. This method
is quicker and allows you to enroll and install certificates using only the Manager, but is only available
if you are both enrolling with a CA that supports SCEP and enrolling via the web. If your CA does not
support SCEP or if you do not have network connectivity to your CA, then you cannot use the automatic
method; you must use the manual method.

The manual method involves more steps. You can do some of the steps using the Manager. Other steps
require that you exchange information with the CA directly. (You deliver your enrollment request and
receive the certificate from the CA viathe Internet, email, or afloppy disk.)

Whether you use the automatic or manual method, you follow the same overall certificate management
procedure:

Install one or more CA certificates.
Enroll and install identity and SSL certificates.
Enable digital certificates on the VPN 3002.
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If you have trouble enrolling or installing digital certificates via SCEP, enable both the CLIENT and
CERT event classes to assist in troubleshooting.

Digital certificatesindicate the time frame during which they arevalid. Therefore, it is essential that the
time on the VPN 3002 is correct and synchronized with network time. See Configuration | System |
Servers | NTP and Configuration | System | General | Time and Date.

You must complete the enrollment and certificate install ation process within one week of generating the
request. If you do not, the pending request is deleted.

Installing CA Certificates Automatically Using SCEP

Tip

Step 1

If you plan to use SCEP to enroll for identity or SSL certificates, you must obtain the associated CA
certificate using SCEP. The Manager does not let you enroll for a certificate from a CA unless that CA
was installed using SCEP. A certificate that is obtained via SCEP and therefore capabl e of issuing other
SCEP certificates is called SCEP-enabled.

In order to obtain CA certificates using SCEP, you need to know the URL of your CA. Find out your
CA’s URL before beginning the following steps.

Using the VPN 3002 Hardware Client Manager, display the Administration | Certificate Management
screen. (See Figure 12-19.)

Figure 12-19 Administration | Certificate Management Screen

@®

This section lets you view and manage certificates on the VP 3002 Hardware Client. Installation of a C4 certificate is
required before identity and 351 certificates can be mstalled.

o Click here to install a CA certificate
o Chelk here to enroll with a Certificate Authortty
o Click here to mstall a certificate

Certificate Authorities (current: 0, masimum: 6)
Suhject Issuer Expiration SCEP Issuer Actions
o Certificate Authorities

Identity Certificates (current: 0, mazimum: 1)
Subject Issuer Expiration Actions
o Identity Certificates

SSL Certificate [ Generate | Note: The public key in the SSL certificate is also used for the SSH host key.
Suhject Issuer Expiration Actions

10.10.9% 90 at Cisco Systems, Inc.  |10.10.99.90 at Cisco Systemns, Inc.  |[0%/27/2004 [ View | Renew | Delete |

Enrollment Status [ Remove All: Esrored | Timed-out | Rejected | Cancelled ] (current: 0 available: 2)
Subject Issuer Date Use Reason Method Status Actions
INo Enrollment Requests

G604
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Step2  Click Click hereto install a CA certificate.

~

Note  The Click heretoinstall a CA certificate option is only available from this window when no
CA certificates areinstalled on the VPN 3002. If you do not see this option, click Click here
toinstall a certificate. The Manager displays the Administration | Certificate Management
| Install screen. Then click Install CA Certificate.

The Manager displaysthe Administration | Certificate Management | Install | CA Certificate screen. (See
Figure 12-20.)

Figure 12-20 Administration | Certificate Management | Install | CA Certificate

Choose the method of mstallation:

« SCEP (Simple Certificate Enrollment Protocol)
o Cut & Paste Text
o Upload File from Worlcstation

<< Fo back to and choose a different type of certificate

63172

Step3  Click SCEP (Simple Certificate Enrollment Protocol). The Manager displays the Administration |
Certificate Management | Install | CA Certificate | SCEP screen. (See Figure 12-21.)

Figure 12-21 The Administration | Certificate Management | Install | CA Certificate | SCEP Screen

Enter the information needed to retrieve the CA certificate wia ZCEP. Please wait for the operation to
complete.

URL |
CA Descripturl Eequired for some PET configurations.

Retrievel Cancel |

E3173

Step4  Fill inthe fields and click Retrieve. For more information on this screen, see the “Administration |
Certificate Management | Install | Certificate Type” section.

The Manager installs the CA certificate on the VPN 3002 and displays the Administration |
Certificate Management screen. Your new CA certificate appears in the Certificate Authorities table.
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Installing CA Certificates Manually

Y

Note

Step 1
Step 2

Step 3

Step 4

Step 5

If you install a CA certificate using the manual method, you cannot use this CA later to request
identity or SSL certificates with SCEP. If you want to be able to use SCEP to request certificates,
obtain the CA certificate using SCEP.

Retrieve a CA certificate from your CA and download it to your PC.

Using the VPN 3002 Hardware Client Manager, display the Administration | Certificate Management
screen. (See Figure 12-19.)

Click Click heretoinstall a CA certificate.

S,

Note  TheClick heretoinstall a CA certificate option is available from this window only when no
CA certificates areinstalled on the VPN 3002. If you do not see this option, click Click here
toinstall a certificate. The Manager displays the Administration | Certificate Management
| Install screen. Then click Install CA Certificate.

The Manager displays the Administration | Certificate Management | Install | CA Certificate screen.
(See Figure 12-22.)

Figure 12-22 Administration | Certificate Management | Install | CA Certificate

Choose the method of mstallation:

o SCEP (Simple Certificate Enrollment Protocol)
o Cut & Paste Text
o Upload File from Worlcstation

<< Fo back to and choose a different type of certificate

63172

Choose either of the following installation methods: Cut & Paste Text or Upload File from
Workstation.

The Manager displays a screen appropriate to your choice. Include the certificate information according
to your chosen method. Click I nstall.The Manager installs the CA Certificate on the VPN 3002 and
displays the Administration | Certificate Management screen. Your new CA Certificate appears in the
Certificate Authorities table.

| oL-1893-01
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Enrolling and Installing Identity Certificates

When you generate arequest for an identity certificate, you need to provide the following information.

L

Tip Check to be sure that you have this information before you begin.

Table 12-1 Fields in a Certificate Request

Abbrev-

Field Name iation Manual |SCEP |Recommended Content

Common Name CN Yes Yes The primary identity of the entity associated with the certificate,
for example, Engineering VPN. Spaces are allowed. You must
enter aname in this field.

If you are requesting an SSL certificate, enter the |P address or
domain name you use to connect to this VPN 3002, for example:
10.10.147.2.

Organizational Unit ou Yes Yes The name of the department or other organizational unit to which
this VPN 3002 belongs, for example: CPU Design. Spaces are
allowed.

Organization (0] Yes Yes The name of the company or organi zation to which this VPN 3002
belongs, for example: Cisco Systems. Spaces are allowed.

Locality L Yes Yes The city or town where this VPN 3002 is located, for example:
San Jose. Spaces are allowed.

State/Province SP Yes Yes The state or province where this VPN 3002 is located, for
example: California. Spell the name out completely; do not
abbreviate. Spaces are allowed.

Country C Yes Yes The country where this VPN 3002 is located, for example: US.
Use two characters, no spaces, and no periods. Thistwo-character
code must conform to 1SO 3166 country codes.

Subject Alternative Name |FQDN  |Yes Yes The fully qualified domain name that identifies this VPN 3002 in

(Fully Qualified Domain this PKI, for example: vpn3030.cisco.com. Thisfield is optional.

Name) The alternative name is an additional datafield in the certificate
that provides interoperability with many Cisco |OS and PI X
systemsin LAN-to-LAN connections.

Subject Alternative Name |E-mail |Yes Yes The e-mail address of the VPN 3002 user.

(E-mail Address)

Challenge Password - No Yes This field appearsif you are requesting a certificate using SCEP.

Use this field according to the policy of your CA:

« Your CA might have given you a password. If so, enter it here
for authentication.

« Your CA might allow you to provide your own password to
use to identify yourself to the CA in the future. If so, create
your password here.

« Your CA might not require a password. If so, leave thisfield
blank.

] VPN 3002 Hardware Client Reference
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Verify Challenge Password

No

Yes

Re-enter the challenge password.

Key Size

Yes

Yes

The algorithm for generating the public-key/private-key pair, and
the key size. If you are requesting an SSL certificate, of if you are
requesting an identity certificate using SCEP, only the RSA
options are available.

» RSA 512 bits = Generate 512-bit keys using the RSA (Rivest,
Shamir, Adelman) algorithm. This key size provides
sufficient security and is the default selection. It is the most
common, and requires the least processing.

» RSA 768 bits = Generate 768-hit keys using the RSA
algorithm. Thiskey size provides normal security. It requires
approximately 2 to 4 times more processing than the 512-bit

key.

» RSA 1024 bits = Generate 1024-bit keys using the RSA
algorithm. This key size provides high security, and it
requires approximately 4 to 8 times more processing than the
512-bit key.

Yes

No

» DSA 512 hits = Generate 512-bit keys using DSA (Digital
Signature Algorithm).

» DSA 768 bits = Generate 768-bit keys using the DSA
algorithm.

» DSA 1024 bits = Generate 1024-hit keys using the DSA
algorithm.

| oL-1893-01
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Enrolling and Installing Identity Certificates Automatically Using SCEP

Step 1
Step 2

Step 3

Step 4

Follow these steps for each identity certificate you want to obtain:

Display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Click hereto enroll with a Certificate Authority. The Manager displays the Administration |
Certificate Management | Enroll screen. (See Figure 12-23.)

Figure 12-23 Administration | Certificate Management | Enroll Screen.

This section allows you to create an 351 or identity certificate request. The identity certficate request allows the
VPN 3002 Hardware Clent to be enrolled into the PEI The certificate request can be sent to a CA&, which will
issue a certificate. The CA's certificate must be installed as a Certificate Authority bafore installing the
certificate vou reguested.

Choose the type of certificate request to create:

o Identity certificate
o 35L certificate

== G0 back to Certificate Wanasement

ES255

Click Identity Certificate. The Manager displays the Administration | Certificate Management | Enroll
| Identity Certificate screen. (See Figure 12-24.)

Figure 12-24 Administration | Certificate Management | Enroll | Identity Certificate Screen

Select the enrollment method for the 1dentity certificate. To mstall a certificate with SCEP, the 1ssuing CA's
certificate must also be mstalled with SCEP. Click here to install a new CA usmg SCEP before enrolling.

s Enroll wia PECE10 Eequest (hIanual)
o Enroll wia SCEP at RS AvSTE oot D Sery CTY
o Enroll wia 2CEP at TestCAG-3 at Cisco

=< G0 back and choose a different type of certificate

B31E5

Notice that alink appears corresponding to each SCEP-enabled CA certificate on the VPN 3002. The
title of the link depends on the name of the CA certificate: Enroll via SCEP at Certificate Name. For
example, if you have a CA certificate on your VPN 3002 named “ TestCA6-8,” the following link
appears: Enroll via SCEP at TestCA6-8.

If you do not see any Enroll via SCEP options, there are no SCEP-enabled CA certificates on the VPN
3002. Follow the stepsin the “Installing CA Certificates Automatically Using SCEP” section to obtain
a CA certificate via SCEP before you proceed.

Click Enroll via SCEP at Certificate Name. The Administration | Certificate Management | Enroll |
Identity Certificate | SCEP screen appears. (See Figure 12-25.)
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Figure 12-25 Administration | Certificate Management | Enroll | Identity Certificate | SCEP Screen

Enter the information to be mcluded in the certificate request. Please wait for the operation to finish.

Enter the commnon name for the VPI

Common Name (CIN) | 3002 Hardware Clent to be used in this
PEL
Organizational Unit (OT) | Enter the department.
Organization (0) | Enter the Organization ot compatry.
Laocality (L) | Enter the city or town.
State/Province (SF) | Enter the State or Province.

Enter the two-letter country abbreviation
Country (©)[ (e United States = US).

Enter the Fully Qualified Dotmain Name
for the VP 3002 Hardware Clent to be
(FQDIY) uzed i ths PEL

Enter the E-Mail &ddress for the VPN

Subject Alternativel{ame |

Subject Alternativel{ame . o
(E-Mail Address) | 3%2 Hardware Clent to be used i this
Challenge Password
.g | Enter and venifiy the challenge password
Verify Challenge | for this certificate request.
Password
Key Size [FSABTZ bis = E:;e;;tfe key size for the generated ESA
Enrall Cancel |

67547

Fill in the fields and click Enroll. (For information on the fields on this screen, see Table 12-1.) The
VPN 3002 sends the certificate request to the CA.

If the CA doesnot issuethe certificateimmediately (some CAsrequire manual verification of credentials
and this can take time), the certificate request could enter polling mode. In polling mode, the VPN 3002
re-sends the certificate request to the CA a specified number of times at regular intervals until the CA
responds or the process times out. (For information on configuring the polling limit and interval, see the
Administration | Certificate Management | Configure CA Certificate screen.) The certificate request
appears in the Enrollment Status table on the Administration | Certificate Management screen until the
CA responds. Once the CA responds and issues the certificate, the VPN 3002 checksto seeif it already
has an active certificate. If there is no active certificate, the VPN 3002 installs the new certificate
automatically. If there already is an active certificate, the new certificate appears in the Enrollment
Status table; you have to activate it manually.

If the CA responds immediately, the Manager installs the identity certificate on the VPN 3002 and
displays the Administration | Certificate Management | Enrollment | Request Generated screen.
(See Figure 12-26.)
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Step 6

Figure 12-26 Administration | Certificate Management | Enroliment | Request Generated Screen

A certificate recuest has been generated.
SCEFP Status: Installed
» Goto Certificate Management

* G0 to Certificate Enrollment
* Go to Certificate Installation

£3192

Click Goto Certificate Management. The Manager displays the Administration | Certificate
Management screen. Your new identity certificate appears in the Identity Certificates table.

Enrolling and Installing Identity Certificates Manually

Step 1
Step 2

Step 3

Step 4

If you need to obtain identity certificates using the manual process, use the following general procedure:
« Using the Manager, generate a certificate enrollment request (PKCS-10).

- (Viathe web, email, or floppy disk) send this enrollment request to your chosen CA. Request an
identity certificate from your CA and download it to your PC.

« Again using the Manager, install the identity certificate on the VPN 3002.
Follow these steps to generate a certificate enrollment request (PKCS-10):

Using the Manager, display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Click hereto enroll with a Certificate Authority. The Manager displays the Administration |
Certificate Management | Enroll screen. (See Figure 12-23.)

Click Identity Certificate. The Manager displays the Administration | Certificate Management | Enroll
| Identity Certificate screen. (See Figure 12-24.)

Click Enroll via PK CS10 Request (Manual). The Manager displays the Administration |
Certificate Management | Enroll | Identity Certificate | PKCS10 screen. (See Figure 12-27.)
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Figure 12-27 Administration | Certificate Management | Enroll | Identity Certificate | PKCS10 Screen

Enter the information to be mcluded in the certificate request. The CA's cartificate must be insialled as a
Cartificate Authority befors installing the cartificate you requasted. Flease wait for the operation to
finish.

Enter the common name for the VP

Common Name () | 3002 Hardware Chent to be used m this
PEL
Organizational Unit (OT) | Enter the department.
Organization () | Enter the Organization or compary.
Locality (L) | Enter the city or town.
State/Province (SF) | Enter the State or Prowince.

Enter the two-letter country abbreviation
Country (©)[ (e.¢. Urited States = US).

Enter the Fully Qualified Domain Name

Subject Mtema“‘ggg;; | for the VPN 3002 Hardware Client to be
uzed in this PEL
. . Enter the E-Ilail & ddress for the VPIT
Subject Altem?tweNa.me | 3002 Hardware Clent to be used in this
(E-Mail Address) PRI
. ’—L| Select the key size for the generated
Key Size | RSA 512 bits RSADSA key pair

Enroll | Cancel |

67601

Fill in the fields and click Enroll. (For information on the fields on this screen, see Table 12-1.) The

Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.

(See Figure 12-28.)

Figure 12-28 Administration | Certificate Management | Enroliment | Request Generated Screen

A certificate recuest has been generated. The request 1s shown below. Copy and paste the certificate request to
the CA's management interface to generate the certficate.

MIHFMHEC AQAWETEPMAOGAIUEAx QGO 2dGOuMF kwD QY I Ko 2 ThwveNAQEERBQADS A AW
ROJAAgF I Zr SNhZLMWbh sy aSulZWT+5EmThIC3 ZW5s J AAEFVLI1I9EGSZhinx89+h
7biLj1hePERLHYO1Z 4G TMEzQIBE 2 ANEBgkghkiGOwOBAQOF AANEACYOEjaSmsSL
uvgQLeb1G1lpzwl CDHUGALvLrLPEeEvBdle KCS11cWhETIFH1 6ut CELS3JW19TUrEGT
ehywdVPhds=

s Goto Certificate Wanasement
e Goto Certificate Enrolliment
* Goto Certificate Installation

Copy the enrollment request to the clipboard.

| oL-1893-01
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Step7  Using the enrollment request you just generated, retrieve an identity certificate from your CA and
download it to your PC according to the procedures outlined by the CA.

Step8  Using the Manager, display the Administration | Certificate Management screen. (See Figure 12-19.)

Step9  Click Click heretoinstall a certificate. The Manager displays the Administration |
Certificate Management | Install screen. (See Figure 12-29.)

Figure 12-29 Administration | Certificate Management | Install Screen

Choose the type of certificate to mstall

o Install CA certificate
o Install S5L1 certficiate with private ey
o Install certificate obtained via enroliment

== (Fo back to Certificate IManazement

E3171

Step 10  Click Install certificate obtained via enrollment. The Manager displays the Administration |
Certificate Management | Install | Certificate Obtained via Enrollment screen. (See Figure 12-30.)

Figure 12-30 Administration | Certificate Management | Install |
Certificate Obtained via Enrollment Screen

Select a enrollment request to mstall.

Enrollment Status

| Subject | Issuer Date |Use |Reasun |Methucl| Status | Actions
SNOOPY A4 09/05/2001|ID Re- Ifanual In [ View | Install | Delete ]
enroll Progress
10105930 RS AvSTRoothdD5ervCH |D3/07/2001 |S5L Sner_o]l SCEP  ||[Complete |[ Fiew | Activate | Delete ]
. " [ Wiew | Re-
Linda 2 EEAvSTRoothD5erwCH |09/07/2001 ID  [Trutial | [SCEP  ||Error .
subinit | Delete ]

=< Fo back and choose a different type of certificate

B3185

Step 11  Find your enrollment request in the Enrollment Status table. Click I nstall. The Manager displays the
Administration | Certificate Management | Install | Identity Certificate screen. (See Figure 12-31.)

VPN 3002 Hardware Client Reference
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Figure 12-31 Administration | Certificate Management | Install | Identity Certificate Screen

Choose the method of mstallation:

o Cut & Paste Text
s Upload File from Worlcstation

=< Go back to and choose a different type of certificate

£3189

Step 12  Choose either installation method: Cut & Paste Text or Upload File from Workstation

Step 13 The Manager displays a screen appropriate to your choice. Include the certificate information according
to your chosen method. Click I nstall. The Manager installs theidentity certificate on the VPN 3002 and
displays the Administration | Certificate Management screen. Your new identity Certificate appearsin
the Identity Certificates table.

VPN 3002 Hardware Client Reference
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Obtaining SSL Certificates

Step 1
Step 2

If you use a secure connection between your browser and the VPN 3002, the VPN 3002 requires an SSL
certificate. You only need one SSL certificate on your VPN 3002.

When youinitially boot the VPN 3002, aself-signed SSL certificate isautomatically generated. Because
a self-signed certificate is self-generated, this certificate is not verifiable. No CA has guaranteed its
identity. But this certificate allows you to make initial contact with the VPN 3002 using the browser. If
you want to replace it with another self-signed SSL certificate, follow these steps:

Display the Administration | Certificate Management screen. (See Figure 12-19.)

Click Generate above the SSL Certificate table. The new certificate appears in the SSL Certificate
table, replacing the existing one.

If you want to obtain averifiable SSL certificate (that is, oneissued by a CA), follow the same procedure
you used to obtain identity certificates. (See the Enrolling and Installing I dentity Certificates section.)
But thistime, on the Administration | Certificate Management | Enroll screen, click SSL certificate
(instead of Identity certificate).

Some web servers export their SSL certificates with the private key attached. If you have a
PEM-encoded certificate with a corresponding private key that you want to install, follow the same
procedure you used to obtain identity certificates. (See the Enrolling and Installing Identity Certificates
section.) But thistime, on the Administration | Certificate Management | I nstallation screen, click | nstall
SSL certificate with private key (instead of Install certificate obtained via enrollment).
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Enabling Digital Certificates on the VPN 3002

A

Note

Step 1

Step 2
Step 3

Step 4
Step 5

Before you enable digital certificates on the VPN 3002, you must obtain at least one CA and one
identity certificate. If you do not have a CA and an identity certificate installed on your VPN 3002,
follow the stepsin the previous section (“Enrolling and Installing Digital Certificates’) before
beginning this section.

For the VPN 3002 to use the digital certificates you obtained, you must enable authentication using
digital certificates.

Display the Configuration | System | Tunneling Protocols | IPSec screen. (See Figure 12-32.)

Figure 12-32 Configuration | System | Tunneling Protocols | IPSec Screen

Enter the information needed to connect to the central-site VPIT Concentrator serwer.
Remote Server [151.44246 15 Enter remote server address/host narmne.
192.156.10.1 =
o Enter up to 10 backup server addressesihost
Backup names from hgh priority to low.
Servers « Enter each backup server addressihost name
on a single line.
IPSec over r Check to enable IP Sec over TCP.
TCP
IPSec over
TCP Port |43 Enter [PSec ower TCP port (1-65535).
Use Certificate [~ Click to use the installed certificate.
Certificate  Entire certificate chain Choose how to send the digital certificate to the
Transmission & Identity certificate only SEIVEL.
Name Password Verify
Group |3IJI32Gr0up |’“°“°“°‘°“““°“°“‘ |’“°“°‘°“““°“°“*
User [3002user | |
Apply | Cancel | -
3
=

Check the Use Certificate check box.

Select a Certificate Transmission option. If you want the VPN 3002 to send the peer the identity
certificate and all issuing certificates (including theroot certificate and any subordinate CA certificates),
click Entire certificate chain. If you want to send the peer only the identity certificate, click Identity
certificate only.

Click Apply. The Manager returns to the Configuration | System | Tunneling Protocols screen.
Click the Save Needed icon.

| oL-1893-01
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Deleting Digital Certificates

Note

Step 1
Step 2

Step 3

Step 4

Delete digital certificates in the following order:
1. ldentity or SSL certificates
2. Subordinate certificates

3. Root certificates

You cannot delete acertificateif itisin useby an SA, if itistheissuer of another installed certificate,
or if it isreferenced in an active certificate request.

Follow these steps to delete certificates:

Display the Administration | Certificate Management screen. (See Figure 12-19.)

Find the certificate you want to delete and click Delete. The Administration | Certificate Management |
Delete screen appears.

Figure 12-33 Administration | Certificate Management | Delete Screen

Subject Issuer
CN=10.10.25.30 CN=10.10.95.30
OU=VPH 3000 Concentrator OU=VPHN 3000 Concentrator
O=Cisco Systems, Inc. O=Cisco Systems, Inc.
L=Franklin L=Frankhn
SP=I{assachusetts SP=Massachusetts
C=1I3 C=1I3
Serial Number 3BED 1106
Signing Algorithm MDSWithESA

Public Key Type ESA (1024 bits)
MDS Thumbprint FD: AD:40:65:2D: A4:F5:DD:43:0A:F5:4D:99: 45:D6:2E
SHAL Thumbprint 6E:39:6B: AE: AF:158:49:19: CE:OF:F1:4D:59:D9: 1F:26:0B:FB:C1:13
Validity 8/29/2001 at 12:01:26 to 8/28/2004 at 12:01:26

Are you sure you want to delete this certificate?

Yes | Mo |

B3

Click Yes. The Manager returns to the Administration | Certificate Management window.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management

This section of the Manager shows outstanding enrollment requests and all the certificates installed on
the VPN 3002, and it lets you manage them.

The links at the top of this screen guide you step-by-step through the process of enrolling and installing
certificates. For more information on the certificate management process, see the “Enrolling and
Installing Digital Certificates” section.

» Toinstall aCA certificate (via SCEP or manually), click on Click Hereto Install a CA Certificate.

~

Note  TheClick heretoinstall a CA certificate option is only available from this window when
no CA certificates are installed on the VPN 3002. If you do not see this option, click
Click heretoinstall a certificate. The Manager displays the Administration |
Certificate Management | Install. Then click Install CA Certificate.

- Tocreate an SSL or identity certificate enrollment request, click on Click Here to Enroll with a
Certificate Authority.

« Toinstall the certificate obtained via enrollment, click on Click Hereto Install a Certificate.

The VPN 3002 notifiesyou (by issuing a severity 3 CERT class event) if any of the installed certificates
are within one month of expiration.

The Manager displays this screen each time you install adigital certificate.

Figure 12-34 Administration | Certificate Management Screen

This section lets you wiew and manage certificates on the VPN 3002 Hardware Clent.

s Clicl: here to enroll with a Certificate Authortty
o Click here to install a certificate

Certificate Authorities (current: 1, masimum: €)
Suhject Issuer Expiration SCEFP Issuer Actions
REAvSTR oot DSsrwCH | REAvSTRootddD5sryCH |07/30/2014 Tes [ View | Configure | Delete ]

Identity Certificates (current 1, mesgmum: 1)
Suhject Issuer Expiration Actions
L2-server at test B2 AvaTRoothDasrvCH 0%/28/2002 [ View | Renew | Delete ]

SSL Certificate [ Generate | Noter The public kay in the 551 cortificate is alse used for the S5H host key.
Suhject Issuer Expiration Actions
10.10.99.90 at Cisco Systems, Inc. |10.10.99.90 at Cizco Systemns, Inc. |09/27/2004 [ View| Renew | Delete ]

Enrollment Status [ Remove All: Errored| Timed-out | Eejected | Cancelled | (current: 1 available: 1)
Suhject Issuer Date |Use Reason Method | Status Actions
SPU-24 BSAvSTRootMD5ervCI [10/23/2001 [D Imihal  |SCEP  [Rejected [ View | Eesubumit] Delete ]

67600
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Certificate Authorities Table

This table shows root and subordinate CA certificates installed on the VPN 3002.

Fields

These fields appear in the Certificate Authorities table:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plus the
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Expiration The expiration date of the certificate. The date format isMM/DD/YYYY.
SCEP I ssuer In order for a certificate to be available for SCEP enrollment, it must be
installed via SCEP. Thisfield indicates if the certificate is SCEP-enabled.
» Yes = This certificate can issue identity and SSL certificates via SCEP.
« No = This certificate cannot issue certificates via SCEP.
~

Note  If you want to use a certificate for SCEP enrollment, but that
certificate is not SCEP-enabled, reinstall it using SCEP.

Actions This column allows you to manage particular certificates. The actions
available vary with type and status of the certificate.

« View = View details of this certificate.

« Configure = Enable CRL (Certificate Revocation List) checking for this
CA certificate, modify SCEP parameters, or enable acceptance of
subordinate CA certificates.

« Delete = Delete this certificate from the VPN 3002.

» Show RAs= SCEP-enabled CA certificates sometimes have supporting
(RA) certificates. View details of these certificates. (Only available for
CA certificates.)

« Hide RAs = Hide the details of the RA certificates.

|dentity Certificates Table

This table shows installed server identity certificates. For a description of thefieldsin thistable, see the
“Certificate Authorities Table” section, above.

VPN 3002 Hardware Client Reference
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SSL Certificate Table [ Generate ]

This table shows the SSL server certificate installed on the VPN 3002. The system can have only one
SSL server certificate installed: either a self-signed certificate or oneissued in a PKI context.

To generate aself-signed SSL server certificate, click Gener ate. The system uses parameters set on the
Configuration | System | Management Protocols | SSL screen and generates the certificate. The new
certificate replaces any existing SSL certificate.

For adescription of thefieldsin thistable, seethe “ Certificate Authorities Table” section on page 12-32.

VPN 3002 Hardware Client Reference
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Fields

These fields appear in the Certificate Authorities, Identity Certificates, or SSL Certificate tables:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plus the
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Expiration The expiration date of the certificate. The date format isMM/DD/YYYY.
SCEP I ssuer In order for a certificate to be available for SCEP enrollment, it must be
installed via SCEP. Thisfield indicates if the certificate is SCEP-enabled.
» Yes = This certificate can issue identity and SSL certificates via SCEP.
« No = This certificate cannot issue certificates via SCEP.
~

Note  If you want to use a certificate for SCEP enrollment, but that
certificate is not SCEP-enabled, reinstall it using SCEP.

Actions This column allows you to manage particular certificates. The actions
available vary with type and status of the certificate.

« View = View details of this certificate.

« Configure = Enable CRL (Certificate Revocation List) checking for this
CA certificate, modify SCEP parameters, or enable acceptance of
subordinate CA certificates.

« Delete = Delete this certificate from the VPN 3002.

« Show RAs= SCEP-enabled CA certificates sometimes have supporting
(RA) certificates. View details of these certificates. (Only available for
CA certificates.)

« Hide RAs = Hide the details of the RA certificates.

VPN 3002 Hardware Client Reference
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Enrollment Status Table

This table tracks the status of active enrollment requests.

The VPN 3002 supports one (installed) identity certificate and one (outstanding) enrollment request. If
you currently have an identity certificate on your VPN 3002 and you want to change it, you can request
a second certificate, but the VPN 3002 does not install this certificate immediately. The new certificate
appears in the Enrollment Status table; you must activate it manually.

The VPN 3002 automatically deletes entries that have the status “ Timedout,” “Failed,” “Cancelled,” or
“Error” and are older than one week.

[Remove All]
Click a Remove All option to delete all enrollment requests of a particular status.
» Errored = Delete all enrollment requests with the status “Error.”
- Timed-out = Delete all enrollment requests with the status “ Timed-out.”
» Rejected = Delete all enrollment requests with the status “ Rejected.”
» Cancelled = Delete all enrollment requests with the status “Cancelled.”
Fields

These fields appear in the Enrollment Status table:
Field Content

Subject/I ssuer The Common Name (CN) or Organizational Unit (OU) (if present), plus the
Organization (O) in the Subject and Issuer fields of the certificate. The
format isCN at O, OU at O, or just O; for example, Root 2 at CyberTrust.
The CN, OU, and O fields display a maximum of 33 characters each. See
Administration | Certificate Management | Certificates | View.

Date The original date of enrollment.

Use The type of certificate: identity or SSL.

Reason The type of enrollment: initial, re-enrollment, or re-key.
Method The method of enrollment: SCEP or manual.

VPN 3002 Hardware Client Reference
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Field Content

Status « InProgress = The request has been created, but the requested certificate
has not yet been installed. Thisvalueis used only for PKCS10 (manual)
enrollment requests.

« Polling = The CA did not immediately fulfill the enrollment request; the
VPN 3002 has entered polling mode. This value is used only for
enrollment request created using SCEP.

« Timedout = The SCEP polling cycle has ended after reaching the
configured maximum number of retries. This valueis used only for
enrollment request created using SCEP.

» Rejected = The CA refused to issue the certificate. This valueis used
only for enrollment request created using SCEP.

« Cancelled = The certificate request was cancelled while the VPN 3002
was in polling mode.

« Complete = The CA hasfulfilled the renewal request. To bring this new
certificate into service, click Activate.

« Error = An error occurred during the enrollment process. Enrollment
was stopped.

- Submitting = The certificate request is being sent to the CA.

Actions This column allows you to manage enrollments requests. The actions
available vary with the type and status of the enrollment request.

« View = View details of this enrollment request.

« Install = Install the enrollment request. This action is available only for
PKCS10 (manual) enrollment requests.

» Cancel = Cancel arequest that is pending. This action is available only
for SCEP enrollment requests with “Polling” status.

+ Re-submit = Re-initiate SCEP communicationswith the CA or RA using
the previously entered request information. Thisaction isavailable only
for SCEP enrollment requests.

- Activate = Bring this certificate into service.
« Delete = Delete an enrollment request from the VPN 3002.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroll

Choose whether you are creating an enrollment request for an identity certificate or an SSL certificate.

Figure 12-35 Administration | Certificate Management | Enroll Screen

This section allows vou to create an 331 or identity certificate recuest. The identity certificate recuest allows the
VPN 3002 Hardware Clent to be enrolled into the PEIL The certificate recuest can be sent to a CA, which will
izsue a certificate. The CA's certificate must be installed as a Certificats Authority before instaliing the
certificate you requesied.

Choose the type of certificate request to create:

o Identity certificate
o S5L certificate

== (Fo back to Certificate IManagement

B3255

|dentity Certificate

Click I dentity Certificateto create acertificaterequest for anidentity certificate. The Manager displays
the Administration | Certificate Management | Enroll | Identity Certificate screen.

SSL Certificate

Click SSL Certificateto create a certificate request for an SSL certificate. The Manager displays the
Administration | Certificate Management | Enroll | SSL Certificate screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroll | Certificate
Type

Choose the method for enrolling the (identity or SSL) certificate.

Figure 12-36 Administration | Certificate Management | Enroll | Identity Certificate Screen

Select the enrollment method for the 1dentity certificate. To mstall a certificate with SCEP, the 1ssuing CA's
certificate must also be mstalled with SCEP. Click here to install a new CA usmg SCEP before enrolling.

s Enroll wia PECE10 Eequest (hIanual)
o Enroll wia SCEP at RS AvSTE oot D Sery CTY
o Enroll wia 2CEP at TestCAG-3 at Cisco

=< G0 back and choose a different type of certificate

B31E5

Enroll via PKCS10 Request (Manual)

Click Enroll via PKCS10 Request (Manual) to enroll the certificate manually.

Enroll via SCEP at [Name of SCEP CA]

You can enroll certificates using SCEP only if you installed the CA certificate using SCEP. One Enroll
via SCEP at [ Name of SCEP CA] link appears on this screen for each CA certificate on the VPN 3002
that was installed using SCEP. To see which CA certificates on your VPN 3002 were installed using
SCEP, see the Certificate Authorities table on the Administration | Certificate Management screen.
“Yes’ in the SCEP Issuer column indicates that the CA certificate was installed using SCEP; “No”
indicates it was installed manually.

If no CA certificate on the VPN 3002 was installed using SCEP, then no Enroll via SCEP at [ Name of
SCEP CA] link appears on this screen. You do not have the option of using SCEPto enroll the certificate.

Click Enroll via SCEP at [Name of SCEP CA] to enroll the certificate automatically using SCEP.

Install a New SA Using SCEP before Enrolling

If you want to install a certificate using SCEP, but no Enroll via SCEP at [ Name of SCEP CA] link
appearshere, click I nstall anew SA Using SCEP before Enrolling. Install aCA certificate using SCEPR,
then return to this screen to install the certificate. A SCEP link now appears.

<< Go back and choose a different type of certificate

Click << Go back and choose a different type of certificate to return to the Administration |
Certificate Management | Enroll screen. (See Figure 12-35.)

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroll | Certificate
Type | PKCS10

To generate an enrollment request for an SSL or identity certificate, you need to provide information
about the VPN 3002.

Figure 12-37 Administration | Certificate Management | Enroll | Identity Certificate via PKCS10 Screen

Enter the information to be included in the certificate recquest. The CA's cartificate must be installed as a
Certificate Authority before installing the certificate you requested. Flease wait for the operation to
finish.
Enter the comtnon name for the VPIT
Common Name (CIN) | 3002 Hardware Clent to be used in this
PEL
Organizational Unit (OT) | Enter the department.
Organization (0) | Enter the Organization ot compatry.
Laocality (L) | Enter the city or town.
State/Province (SF) | Enter the State or Province.
Enter the two-letter country abbreviation
Country (©)[ (e United States = US).
. . Enter the Fully Qualified Dotmain Name
Subject Mtema“‘;gg’;; | for the VPN 3002 Hardware Client to be
uzed i ths PEL
Subject Alternativel{ame | ?EJIEJE; EE g—Maﬂ(iddﬁsséor the dwtlli
(E-Mail Address) ardware Chent to be used mn this
PEL
. ’—L| Select the key size for the generated
Key Size | RSA512 bits RSADSA key pair
Enrall | Cancel | =
S

Fields

For an explanation of each of the fields on this screen, see Table 12-1 on page 12-20.

Enroll / Cancel

To generate the certificate request, click Enroll. The Manager displays the Administration |
Certificate Management | Enrollment | Request Generated screen (See Figure 12-38.) with the text of
your certificate.

Todiscard your entries and cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enrollment or
Renewal | Request Generated

The Manager displays this screen when the system has successfully generated a certificate request. The
request is a Base-64 encoded file in PKCS-10 format (Public Key Certificate Syntax-10), which most
CAsrecognize or require. The system automatically saves this file in Flash memory with the filename
shown in the screen (pkcsNNNN.txt). You can select and copy the request to the clipboard, or you can
save it asafile on your PC or a network host. Some CAs let you paste the request in a web interface,
some ask you to send a file; use the method your CA requires.

In generating the request, the system also generates the private key used in the PKI process. That key
remains on the VPN 3002, and it is not visible.

Note  You must complete the enrollment and certificate install ation process within one week of generating
the request.

Figure 12-38 Administration | Certificate Management | Enroliment | Request Generated Screen

A certficate request has been generated. The request 15 shown below. Copy and paste the certificate recuest to
the CA's management interface to generate the certificate.

NIHFHHECAQAWETEPMAOGAITTEAXQGCMS 2AGSuNMFkuD OV Ko E ThvcNAQEEEQAD 3 A b
ROJAAGFxJZr SNhZLMVhesyxaSwTZM+5EmTheC5 ZWSs J AAKFVBI1SEAS ZhAux559+h
ThiLilhePERLHYO12 +GNmTHEzQIBE e ANEgkahk1 GOwOEAQOF AANEACYOE jaSmsSL
wvgQLeb1Glpewl CDHUGSLvLrLPE e EvEdleKCS11cWhEIFHI out CRRS1JWISTrEGT
ehywudVPhds=

+ Go to Certificate MWManagement
* Go to Certificate Enrollment
o Go to Certficate Installation

68256

To go to the Administration | File Management | Files screen, click the highlighted File M anagement
page link. From there you can view, copy, or delete the file in Flash memory.

Go to Certificate Management

If you want to view the certificate request, click Goto Certificate M anagement. The Manager displays
the Administration | Certificate Management screen. (See Figure 12-19.)

Go to Certificate Enrollment

If you want to enroll another certificate, click Goto Certificate Enrollment. The Manager displaysthe
Administration | Certificate Management | Enroll screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Enroll | Identity Certificate | SCEP Il

Go to Certificate Installation

If you want to install the certificate you have just enrolled, click Go to Certificate Installation. The
Manager displays the Administration | Certificate Management | Install screen.

Administration | Certificate Management | Enroll |
Identity Certificate | SCEP

To generate an enrollment request for an identity certificate, you need to provide information about the
VPN 3002.

Figure 12-39 Administration | Certificate Management | Enroll | Identity Certificate | SCEP Screen

Enter the information to be included in the certificate recquest. Please wait for the operation to finish.

Enter the cotmon name for the VPIT

Common Name (CN) | 3002 Hardware Chent to be used m this
PEL
Organizational Unit (OT) | Enter the departrent.
Organization (0) | Enter the Organization or cofrpatry.
Locality (L) | Enter the city or town.
State/Province (SF) | Enter the State or Prowvince.

Enter the two-letter country abbrewiation
Country (©)[ (e.. United States = US).

Enter the Fully Qualified Domain Name

Subject Mtema“‘ggg;; | for the VPN 3002 Hardware Client to be
used in thiz PET
. . Enter the E-Iail & ddress for the VP
Subject Altem?tlveNa.me | 3002 Hardware Clent to be used in this
(E-Mail Address) PRI
Chall P d
er.lge asswor | Enter and verifiy the challenge password
Verify Challenge | for this certificate request.
Password
Key Size [FSABTZ bis = E:;e;;tfe key size for the generated ESA
Enrall Cancel |

67547

Fields

For an explanation of each of the fields on this screen, see Table 12-1 on page 12-20.
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Enroll / Cancel

To generate the certificate request and install the identity certificate on the VPN 3002, click Enroll. The
Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.
(See Figure 12-38.)

Todiscard your entriesand cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)

Administration | Certificate Management | Enroll |
SSL Certificate | SCEP

To generate an enrollment request for an SSL certificate, you need to provide information about the
VPN 3002.

Figure 12-40 Administration | Certificate Management | Enroll | SSL Certificate | SCEP Screen

Enter the information to be included in the certificate recquest. Please wait for the operation to finish.
Type mn the name of the certificate file below.
Enter the comtmon name for the VP 2002
- Hardware Client to be used in this PET Use the
Common Name (CTN) |vpn02.C|sco.com dotmain name or [P address you will use to connect
to this VP 3002 Hardware Clent.
Organizational Unit
Enter the department.
Organization (0) | Enter the Otganization of cotmpaty.
Locality (L) | Enter the city of town.
State/Province (SF) | Enter the State or Province.
Enter the two-letter country abbreviation (&g
Country (©) Tnited States = TS).
Subject Enter the Fully Qualified Domain MName for the
Alternativel¥ame | WP 3002 Hardware Client to be used in this
(FQDN) PEL
AltemaﬁveN:E';]fch | Enter the E-Mail Address for the VBN 3002
Mail Address) Hardware Clent to be used i this PET
Challenge Password | _ _
. Enter and venfy the challenge password for this
Verify Challenge | certificate request.
Password
Eey Size |RSARTZ hits  ~ Select the key size for the generated BESA key pair.
Enrall Cancel | -
5
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Fields

For an explanation of each of the fields on this screen, see Table 12-1 on page 12-20.

Enroll

To generate the certificate request and install the SSL certificate on the VPN 3002, click Enroll. The
Manager displaysthe Administration | Certificate Management | Enrollment | Request Generated screen.

If there is already an active request for an SSL certificate, this error message appears.

@ An error has occurred while attempting to perform the operation.
Error generating request: An SSL enrollment request already exists.

Fetry the operation | or Ga to main menu |

63193

To return to the Administration | Certificate Management | Enroll | SSL Certificate | SCEP screen, click
Retry the operation.

To return to the Main screen, click Return to main menu.

Cancel

To discard your entries and cancel the request, click Cancel. The Manager displaysthe Administration |
Certificate Management screen.

VPN 3002 Hardware Client Reference
[ oL-1803-01 .m



Chapter 12 Administration |

B Administration | Certificate Management | Install

Administration | Certificate Management | Install

Choose the type of certificate you want to install.

Figure 12-41 Administration | Certificate Management | Install Screen

Choose the type of certficate to mstall:

o Install CA certificate
s Install 351 certficiate with private key
+ Install certificate obtaned wa enrollment

=< Go back to Certificate Ianagement

B3171

Install CA Certificate

If you want to install a CA certificate, click Install CA Certificate. The Manager displays the
Administration | Certificate Management | Install | CA Certificate screen.

Install SSL Certificate with Private Key

Some web servers export their SSL certificates with the private key attached. If you have a
PEM-encoded certificate with a corresponding private key that you want to install, click I nstall SSL
Certificate with Private Key. The Manager displays the Administration | Certificate Management |
Install | SSL Certificate with Private Key screen.

Install Certificate Obtained via Enrollment

If you want to install acertificate manually that you have obtained by enrolling a certificate request with
aCA, click Install Certificate Obtained via Enrollment. The Manager displays the Administration |
Certificate Management | Install Certificate Obtained via Enrollment screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Install | Certificate
Obtained via Enrollment

Once you have enrolled a certificate, you can install it. This screen allows you to install an enrolled
certificate.

Figure 12-42 Administration | Certificate Management | Install |
Certificate Obtained via Enrollment Screen

Select a enrollment request to mstall.

Enrollment Status

| Subject | Issuer Date |Use |Reasun |Methucl| Status | Actions
SNOOPY A4 09/05/2001|ID Re- Ifanual In [ View | Install | Delete ]
enroll Progress
10.10.99.30 B3 AvSTRoothdD5erwCIT |09/07/2001 | 351 Sner_o]l SCEP  |[Complete||[ Fiew| Activate | Delete ]
Linda3  RSAVSTRootMDSsrvCN 00/07/2001 ID [nitiel | SCEP  Error |LowlBe
subinit | Delete ]

=< Fo back and choose a different type of certificate

B3185

Enrollment Status Table

For a description of the fields in this table, see the “Enrollment Status Table” section on page 12-35.

<< Go back and choose a different type of certificate

If you do not want to install a certificate that you have obtained viafiling an enrollment request with

your CA, click << Go back and choose a different type of certificate. The Manager returns to the
Administration | Certificate Management | Install screen.

VPN 3002 Hardware Client Reference
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Administration | Certificate Management | Install | Certificate
Type

Choose the method you want to use to install the certificate.

Figure 12-43 Administration | Certificate Management | Install | CA Certificate

Choose the method of installation:

o SCEP (Simple Certificate Enrollment Protocol)
e Cut & Paste Text
+ Upload File from Worlcstation

=< (3o baclk to and choose a different type of certificate

63172

SCEP (Simple Certificate Enrollment Protocol)
N

Note  Thisoptionisavailable only for CA certificates.

If you want to install the CA certificate automatically using SCEP, click SCEP (Simple Certificate
Enrollment Protocol). The Manager displays the Administration | Certificate Management | Install |
CA Certificate | SCEP screen. (See Figure 12-44.)

Cut & Paste Text

If you want to cut and paste the certificate using a browser window, click Cut & Paste Text. The
Manager displays the Administration | Certificate Management | Install | Certificate Type | Cut & Paste
Text screen. (See Figure 12-45.)

Upload File from Workstation
If your CA certificate is stored in afile, click Upload File from Workstation. The Manager displays

the Administration | Certificate Management | Install | Certificate Type | Upload File from Workstation
screen. (See Figure 12-46.)

<< Go back and choose a different type of certificate

If you do not want to install a CA certificate, click << Go back and choose a different type of
certificate to display the Administration | Certificate Management | Install screen. (See Figure 12-41.)
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Administration | Certificate Management | Install |
CA Certificate | SCEP

In this screen, provide information about the certificate authority in order to retrieve and install a CA
certificate automatically using SCEP.

Figure 12-44 Administration | Certificate Management | Install | CA Certificate | SCEP Screen

Enter the information needed to retrieve the CA certificate wia SCEP. Please wait for the operation to
complete.

URL |
CA Descripturl Eequired for some PET configurations.

Retrievel Cancel |

B3173

URL

Enter the URL of the SCEP interface of the CA.

CA Descriptor

Some CAs use descriptors to further identify the certificate. If your CA gave you a descriptor, enter it
here. Otherwise enter a descriptor of your own. You must enter something in this field.

Retrieve / Cancel

To retrieve a CA certificate from the CA and install it on the VPN 3002, click Retrieve.

Todiscard your entries and cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | Install | Certificate
Type | Cut and Paste Text

Toinstall the certificate using the manual method, cut and paste the certificate text into the Certificate
Text window.

Figure 12-45 Administration | Certificate Management | Install | CA Certificate |
Cut and Paste Text Screen

Paste the CA certficate text into the box below.

Certificate Text

Install Cancel

£3174

Certificate Text

Paste the PEM or base-64 encoded certificate text from the clipboard into this window.
If you areinstalling an SSL certificate with a private key, include the encrypted private key.

Password
N~

Note  Thisfield appears only if you are installing an SSL certificate with a private key.

Enter a password for decrypting the private key.

Install / Cancel

To install the certificate on the VPN 3002, click I nstall.

Todiscard your entriesand cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | Install | Certificate
Type | Upload File from Workstation

If you want to install a certificate stored on your PC, use this screen to upload the certificate file to the
VPN 3002.

Figure 12-46 Administration | Certificate Management | Install | CA Certificate |
Upload File from Workstation Screen

Enter the name of the CA certificate file.

Filename | Erowse... |

Install | Cancel

B3175

Filename / Browse

Enter the name of the CA certificate file that is on your PC. In a Windows environment, enter the
complete pathname using MS-DOS syntax, for example: c:\Temp\certnew.cer. You can also click the
Browse button to open afile navigation window, find the file, and select it.

Password
~

Note  Thisfield appearsonly if you are installing an SSL certificate with a private key.

Enter a password for decrypting the private key.

Install / Cancel

To install the certificate on the VPN 3002, click Install.

Todiscard your entries and cancel the request, click Cancel. The Manager returnsto the Administration |
Certificate Management screen. (See Figure 12-19.)
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Administration | Certificate Management | View

The Manager displays this screen of certificate details when you click View for a certificate on the
Administration | Certificate Management | Certificates screen. The details vary depending on the

certificate content.

The content and format for certificate details are governed by ITU (International Telecommunication
Union) X.509 standards, specifically RFC 2459. The Subject and Issuer fields conform to ITU X.520.

This screen is read-only; you cannot change any information here.

Figure 12-47 Administration | Certificate Management | View Screen

Subject
CN=TestCAG-ERA
OU=Devtest
O=Cisco Systems
L=Frankln

SP=hI4

Cc=Us

Issuer

CN=TestCA5-3
OU=04
O=Clzco
L=Franklin
SP=n1a

C=13

Serial
Numher
m:;iulﬁﬁ MDSWithRSA
Public Eey
Type
Certificate
Usage
MD5
Thumbprint
SHA1L
Thumbprint

CRL
Distribution
Point

Back |

£1136DCAD00100000370

RSA (1024 bits)

Digital Signature Mon Repudiation

22:112:65:2E:2B:12:05:B4:49:16:FO:6E:EL:45:41:7E

46:3C:EZ:0B:0OF : AA:0A:41:05:56:84:FA:ES:5D:C1:15:04:D1:25:1E

Validity 6/22/2001 at 11:28:38 to 6/22/2002 at 11:38:38

JCHN=TestCA6-8, CHN=2EFDC, CN=CDF, CI=Fublic ey
Services, CM=Services, CN=Configuration, DC=gqa2 000, DC=com/objectclass=c RLDistributionP ount

E3173
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Certificate Fields

A certificate contains some or all of the following fields:
Field Content

Subject The person or system that uses the certificate. For a CA root certificate, the
Subject and Issuer are the same.

| ssuer The CA or other entity (jurisdiction) that issued the certificate.

Subject and I ssuer consist of a specific-to-general identification hierarchy: CN,
OU, O, L, SP, and C. These labels and acronyms conform to X.520
terminology, and they echo the fields on the Administration | Certificate
Management | Enrollment screen.

CN Common Name: the name of a person, system, or other entity. Thisisthe
lowest (most specific) level in the identification hierarchy.

For the VPN 3002 self-signed SSL certificate, the CN is the IP address on the
Ethernet 1 (Private) interface at the time the certificate is generated. SSL
compares this CN with the address you use to connect to the VPN 3002 via
HTTPS, as part of its validation.

ou Organizational Unit: the subgroup within the organization (O).

(0] Organization: the name of the company, institution, agency, association, or
other entity.

L Locality: the city or town where the organization is located.
SP State/Province: the state or province where the organization is located.
C Country: the two-letter country abbreviation. These codes conform to 1SO

3166 country abbreviations.

Serial Number The serial number of the certificate. Each certificate issued by a CA must be
unique among all certificatesissued by that CA. CRL checking usesthis serial
number.

Signing Algorithm The cryptographic algorithm that the CA or other issuer used to sign this
certificate.

Public Key Type The algorithm and size of the certified public key.

Certificate Usage The purpose of the key contained in the certificate, for example: digital
signature, certificate signing, nonrepudiation, key or data encipherment, etc.

MDS5 Thumbprint A 128-bit MD5 hash of the complete certificate contents, shown as a 16-byte
string. Thisvalueisuniquefor every certificate, and it positively identifies the
certificate.

If you question aroot certificate’s authenticity, you can check this value with
the issuer.
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Field Content

SHA1 Thumbprint A 160-bit SHA-1 hash of the complete certificate contents, shown as a 20-byte
string. Thisvalueisunique for every certificate, and it positively identifies the
certificate. If you question a certificate’s authenticity, you can check thisvalue
with the issuer.

Validity The time period during which this certificate is valid.

Format isMM/DD/YYYY at HH:MM:SSto MM/DD/YYYY a HH:MM:SS.
Time uses 24-hour notation, and is local system time.

The Manager checks the validity against the VPN 3002 system clock, and it
flags expired certificates in event log entries.

Subject Alternative  The fully qualified domain name for this VPN 3002 that identifies it in this

Name (Fully PKI. The alternative name is an optional additional datafield in the certificate,
Qualified Domain and it provides inter operability with many Cisco |OS and PIX systemsin
Name) LAN-to-LAN connections.

CRL Distribution The distribution point for CRLs from the issuer of this certificate. If this
Point information isincluded in the certificate in the proper format, and you enable

CRL checking, you do not have to provideit on the Administration | Certificate
Management | Configure CA Certificate screen.

Back

To return to the Administration | Certificate Management screen, click Back.
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Administration | Certificate Management |
Configure CA Certificate

This screen lets you configure this CA certificate to be able to issue identity certificates via SCEP.

Figure 12-48 Administration | Certificate Management | Configure CA Certificate Screen

Certificate B3 Av27E oothiD ServCH

SCEP Configuration
Enrollment - -
URL Ihttp.,"ﬂ 00.220.0.110:446/p Enter the TTEL for enrollment.
Polling |1 Enter the polling interval in rminutes.
Interval
. .. I— Enter the masmum number of polling atternpts to reach the SCEP
Polling Limit none PET Enter "none" to set no linit on the number of attempts.
Apply | Cancel |

BE261

Certificate

The certificate for which you are configuring SCEP parameters. Thisis the name in the Subject field of
the Certificate Authorities table on the Administration | Certificate Management screen.

SCEP Configuration

Enrollment URL

Enter the URL where the VPN 3002 should send SCEP enrollment requests made to this CA certificate.
The default value of thisfield is the URL used to download this CA certificate.

Polling Interval

If the CA doesnot issuethe certificateimmediately (some CAsrequire manual verification of credentials
and this can take time), the certificate request could enter polling mode. In polling mode, the VPN 3002
re-sends the certificate request to the CA over a specified period until the CA responds or the process
times out.

Enter the number of minutes the VPN 3002 should wait between re-sends. The minimum number of
minutes is 1; the maximum number of minutesis 60. The default valueis 1.

VPN 3002 Hardware Client Reference
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Polling Limit

Enter the number of timesthe VPN 3002 should re-send an enrollment request if the CA does not issue
the certificate immediately. The minimum number of re-sendsis O; the maximum number is 100. If you
do not want any polling limit (in other words you want infinite re-sends), enter none.

Apply / Cancel

To configure CRL checking for this certificate, click Apply. The Manager returnsto the Administration |
Certificate Management screen.

To discard your settings, click Cancel. The Manager returns to the Administration |
Certificate Management screen.

Administration | Certificate Management | Renewal

Certificate renewal is a shortcut that allows you to generate an enrollment request based on the content
of an existing certificate.

When you renew acertificate via SCEP, the new certificate does not automatically overwritethe original
certificate. It remains in the Enrollment Request table until the administrator manually activatesit. For
more information on activating certificates, see the“ Administration | Certificate Management | Activate
or Re-Submit | Status” section.

Usethisscreento re-enroll or re-key acertificate. If you re-enroll the certificate, the new certificate uses
the same key pair as the expiring certificate. If you re-key the certificate, it uses a new key pair.

Figure 12-49 Administration | Certificate Management | Renewal

This section allows you to re-enroll or re-key a certificate, so that the VP 3002 Hardware Client updates its
certificate. The certificate request can be sent to a CA, which in turn, sends back a certificate. Please wait for
the operation to finish.

Certificate 3=L Certificate

Select the type of renewal & re-enrollment uses the

& Be-enrollment -
E-enrolmen satne key for the certificate. A re-key generates a

Renewal Type

" Ee-
Rekey new key for the certificate.
Enrollment . .
Moethod | PKCS10 Request (Manual) J Select the renewal method for this certificate.
Challenge I
P d
asswu-r Enter and wvenfy the challenge password for this
Verify certificate request.
Challenge I
Password
Rernew | Cancel |

65260
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Certificate

Thisfield displays the type of certificate that you are re-enrolling or re-keying.

Renewal Type

Specify the type of request:
« Re-enrollment = Use the same key pair as the expiring certificate.

+ Re-key = Use anew key pair.

Enrollment Method

Choose an enrollment method:
» PKCSI10 Request (Manual) = Enroll using the manual process.
» Certificate Name via SCEP = Enroll automatically using this SCEP CA.

Challenge Password

Your CA might have given you a password as a means of verifying your identity. If you have a password
from your CA, enter it here.

If you did not receive a password from your CA, choose a password now. You can use this password in
the future to identify yourself to your CA.

Verify Challenge Password

Re-type the challenge password you just entered.

Renew / Cancel

To renew the certificate, click Renew.

To discard your settings, click Cancel. The Manager returns to the Administration |
Certificate Management screen.
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Administration | Certificate Management | Activate or
Re-Submit | Status

This status screen appears after you activate or re-submit an enrollment request. It displays the status of
the request.

If you areinstalling an SSL certificate with a private key, include the encrypted private key.

The enrcliment request has been resubrmitted.
Status: Bejected.

e Goto Certificate Management
s iGo to Certificate Enrollment
* G0 to Certificate Installation

ES185

Status

- Installed = The CA returned the certificate and it has been added to the certificate store.
» Rejected = The CA refused to issue a certificate.
» Polling = The CA has pended the approval request; or, CA is unavailable.

« Error = There has been an error processing the enrollment request.

Go to Certificate Management

If you want to view the certificate request, click Goto Certificate Management. The Manager displays
the Administration | Certificate Management screen. (See Figure 12-19.)

Go to Certificate Enrollment

If you want to enroll another certificate, click Goto Certificate Enrollment. The Manager displaysthe
Administration | Certificate Management | Enroll screen. (See Figure 12-35.)

Go to Certificate Installation

If you want to install the certificate you have just enrolled, click Go to Certificate Installation. The
Manager displays the Administration | Certificate Management | Install screen. (See Figure 12-41.)

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter12 Administration

Administration | Certificate Management | Delete Il

Administration | Certificate Management | Delete

The Manager displays this confirmation screen when you click Delete for a certificate on the
Administration | Certificate Management screen. The screen shows the same certificate details as on the

Administration | Certificate Management | View screen.

Please note:

« You must delete CA certificates from the bottom up: server identity first, then subordinate CA, then
root CA certificates last. Otherwise, the Manager displays an error message.

« If the certificateisin use by an SA or referenced in an active enrollment request, the Manager
displays an error message.

Figure 12-50 Administration | Certificate Management | Delete Screen

Subject Issuer
CIN=Linus CN=TestCAE-3
OU=04
O=Cisco
L=Franllin
SP=IM4
C=TI3
Serial ;020598 5000100000481
Number
Signing .
Algorithm MDEWithE S A
Public Key © o4 (512 bits)
Type
MDS
.  F3:iFA:EZ:50:7E:61:CE:50:35:31:72:4E:585:56:73:146
Thumbprint
SHAL
.  SO:CF:F1:FO:62:4C:8E:4C:19:49:EA:B2:53C:AL:83:1B:91:453:69:D9
Thumbprint
Validity 8/21/2001 at 16:36:37 to /1702002 at 14:40:00
CRL

JCH=TestCA6-8, CH=2EKPDC CI=CDF,CI=Public Eey

Dlsmb;‘;;ft' Services, CN=Services, CN=Configuration, DC=qa2000, DC=com/objectclass=cRLDistributionPo

Are you sure you want to delete this certificate?

Yes Mo

£3182

al | »

Fields

For adescription of the fields in this certificate, see the “Certificate Fields” section on page 12-51.
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Yes/No

To delete this certificate, click Yes.

Note There is no undo.

The Manager returns to the Administration | Certificate Management screen and shows the remaining
certificates.

Toretain this certificate, click No. The Manager returnsto the Administration | Certificate Management
screen, and the certificates are unchanged.

Administration | Certificate Management |
View Enrollment Request

This screen allows you to view the details of an enrollment request.

Figure 12-51 Administration | Certificate Management | View Enroliment Request Screen

Subject Issuer

CN=Snoopy A4
OU=Eng

O=Cisco

L=Franklin

SP=1da

C=U3

Public Key Type EZ4 (512 bats)
Request Usage Identity
MDS Thumbprint 20:32:24:43:46:D2:CE:1C:E9:C1:27:32:9B6: LB: 50:06
Generated 08/21/2001 17:25:56
Enrollment Type Initial
Enrollment MMethod MManual/ OOR
Enrollment Status In Progress

Back |

63183
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Enroliment Request Fields

An enrollment request contains some or all of the following fields:

Field Content

Subject The person or system that uses the certificate.

| ssuer The CA or other entity (jurisdiction) from whom the certificate is being
requested.

Subject and I ssuer consist of a specific-to-general identification hierarchy: CN,
OU, O, L, SP, and C. These labels and acronyms conform to X.520
terminology, and they echo the fields on the Administration | Certificate
Management | Enrollment screen.

CN Common Name: the name of a person, system, or other entity. Thisisthe
lowest (most specific) level in the identification hierarchy.

For the VPN 3002 self-signed SSL certificate, the CN is the IP address on the
Ethernet 1 (Private) interface at the time the certificate is generated. SSL
compares this CN with the address you use to connect to the VPN 3002 via
HTTPS, as part of its validation.

ou Organizational Unit: the subgroup within the organization (O).

(0] Organization: the name of the company, institution, agency, association, or
other entity.

L Locality: the city or town where the organization is located.
SP State/Province: the state or province where the organization is located.
C Country: the two-letter country abbreviation. These codes conform to 1SO

3166 country abbreviations.

Public Key Type The algorithm and size of the public key that the CA or other issuer used in
generating this certificate.

Request Usage The type of certificate: Identity or SSL.

MDS5 Thumbprint A 128-bit MD5 hash of the complete certificate contents, shown as a 16-byte
string. Thisvalueisuniquefor every certificate, and it positively identifies the
certificate. If you question a certificate's authenticity, you can check thisvalue
with the issuer.

SHA1 Thumbprint A 160-bit SHA-1 hash of the complete certificate contents, shown as a 20-byte
string. Thisvalueisuniquefor every certificate, and it positively identifies the
certificate. If you question a certificate’s authenticity, you can check thisvalue
with the issuer.

Generated The date the request was initiated.
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Field Content
Enrollment Type The type of enrollment: initial, re-enroll, or re-key.
Enrollment Method  The method of enrollment: SCEP or manual.

Enrollment Status The current status of the enrollment: complete, rejected, error, and so on.

Back

Click Back to display the Administration | Certificate Management screen.

Administration | Certificate Management |
Cancel Enrollment Request

This screen shows you the details of the enrollment request and allows you to cancel it.

You can cancel only a SCEP enrollment request, and you can do so only when the request isin polling
mode. Once a request is cancelled, you can then remove it, re-submit it, or view its details.

Figure 12-52 Administration | Certificate Management | Cancel Enroliment Request Screen

Subject Issuer
CN=Linda 3 CN=E3Av57RoothD5arvCI

Public Eey Type ES4A (512 bats)
Request Usage Identity
MDS Thumbprint 29:92:F9: 6F:EB:23:CF:F2:9D:55:54:7B: 79:27:15: 74
Generated 0%/07/2001 11:44:00
Enrollment Type Initial
Enrollment Method SCEP
Enrollment Status Polling: 1 attempts

Are you sure you want to cancel this enrollment recuest?

Yes Mo

£3198
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Fields

For adescription of thefieldsin this enrollment request, see the “ Enrollment Request Fields” section on
page 12-59.

Yes/No

To cancel this enrollment request, click Yes.

Y

Note  Thereisno undo.

The Manager returns to the Administration | Certificate Management screen.

To retain this enrollment request, click No. The Manager returns to the Administration | Certificate
Management screen, and the enrollment requests are unchanged.

Administration | Certificate Management |
Delete Enrollment Request

This screen shows you details of the enrollment request and allows you to delete it. Deleting an
enrollment request removes it from the Enrollment Request table (on the Administration | Certificate
Management page) and destroys all record of it.

Figure 12-53 Administration | Certificate Management | Delete Enrollment Request

Subject Issuer

CH=Snoopy A4
OU=Eng

O=Cizco

L=Frankln

SP=NMa

Cc=Us

Public Key Type B34 (512 bits)
Request Usage Identity
MDS Thumbprint 20:32:24:43:46:D2:CE: 1C:E9:C1:27:32:96: 4B:50:06
Generated 08/21/2001 17:25:56
Enrollment Type Iutial
Enrollment NMethod Manal/ OOE
Enrollment Status In Progress

Are you sure vou want to delete this enrollment request?

Yes Mo

ES184
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Fields

For adescription of thefieldsin this enrollment request, see the “ Enrollment Request Fields” section on
page 12-59.

Yes/No

To delete this enrollment request, click Yes.

Y

Note  Thereisno undo.

The Manager returns to the Administration | Certificate Management screen and shows the remaining
enrollment requests.

To retain this enrollment request, click No. The Manager returns to the Administration | Certificate
Management screen, and the enrollment requests are unchanged.
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Monitoring

The VPN 3002 tracks many statistics and the status of many items essential to system administration and
management. This section of the Manager letsyou view all those statusitems and statistics. You can even
see the state of LEDs that show the status of hardware subsystems in the device. You can also see
statistics that are stored and available in standard MIB-11 data objects.

This section of the Manager lets you view VPN 3002 status, sessions, statistics, and event logs.
« Routing Table: current valid routes, protocols, and metrics.

- Filterable Event Log: current event log in memory, filterable by event class, severity, |P address,
etc.

— LiveEvent Log: current event log, continuously updated.
- System Status: current software revisions, uptime, network interfaces, and connection status.

« General Statistics: IPSec, HTTP, Telnet, DNS, SSL, DHCP, SSH, PPPoE, NAT, and MIB-11
statistics for interfaces, TCP/UDP, IP, ICMP, the ARP table, Ethernet traffic, and SNMP.

These Manager screens are read-only “snapshots’ of data or status at the time the screen displays. Most
screens have a Refresh button that you can click to get a fresh snapshot and update the screen, but you
cannot modify the data on the screen.

Figure 13-1 Monitoring Screen

This section of the Manager lets you view VPN 3002 Hardware Client status, sessions, statistics, and event
logs.

In the left frame, or in the st of links below, click the finction you want:

o Eouting Table -- current valid routes and protocols.
o Filterable Event Log -- cutrent event log,
o Live Event Log -- current event log.
e Cystemn Status -- current software rewisions, uptime, front-panel LEDs, network interfaces, and connection
status.
e Statistics -- IPSec, HTTP, Telnet, D2, 251, DHCP, S35H, PPPoE and MIB-II statistics.

61708
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B Monitoring | Routing Table

Monitoring | Routing Table

This screen shows the VPN 3002 routing table at the time the screen displays.

Figure 13-2 Monitoring | Routing Table Screen

®
Clear Routes
Valid Routes: 3
Address Mask Next Hop = Interface Protocol Age Metric
0000 (0000 130001 Public Tnterface Default |0 |1
130000 (25525500 [0.0.0.0  Public Interface Local 0 |1
192.168.10.0 255255 255.0(0.0.0.0  Private Interface Local [0 |1
Refresh To update the screen and its data, click Refresh. The date and time indicate when
the screen was last updated.
Clear Routes Clearsthe dynamic routing entries from the display. Clicking this button does not
affect the display of static routing entries.
Valid Routes The total number of current valid routes that the VPN 3002 knows about. This

number includesall valid routes, and it might be greater than the number of rows
in the routing table, which shows only the best routes with duplicates removed.

Address The packet destination | P address that this route appliesto. This address is
combined with the subnet mask to determine the destination route. 0.0.0.0
indicates the default gateway.

M ask The subnet mask for the destination | P address in the Address field. 0.0.0.0
indicates the default gateway.

Next Hop For remoteroutes, the I P address of the next system in the path to the destination.
0.0.0.0 indicates alocal route; that is, there is no next hop.

Interface The VPN 3002 network interface through which traffic moves on this route:
» Private interface
- Publicinterface
Protocol The protocol or source of this routing table entry:
- Static = configured static route.
» Local =local VPN 3002 interface address.

» |ICMP=learned from an ICMP (Internet Control Message Protocol) redirect
message.
» Default = the default gateway.

VPN 3002 Hardware Client Reference
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Monitoring | Filterable Event Log ||

Age The number of seconds since this route was last updated or otherwise validated.
The age is relative to the screen display time; for example, 25 means the route
was last validated 25 seconds before the screen was displayed. O indicates a
static, local, or default route.

Metric The metric, or cost, of thisroute. 1 islowest, 16 is highest.

Monitoring | Filterable Event Log

This screen shows the events in the current event log, lets you filter and display events by various
criteria, and lets you manage the event log file. For troubleshooting any system difficulty, or just to
examine details of system activity, consult the event log first.

The VPN 3002 records events in nonvolatile memory, thus the event log persists even if the system is
powered off. It holds 256 events, and it wrapswhen it isfull (that is, entry 257 overwrites entry 1, etc.).
Use the scroll controls (if present) to display more events in the log.

To configure event handling, see the Configuration | System | Events screens.

To Get, Save, or Clear the event log file, you must have Access Rights to Read/Write Files. See the
Administration | Administrators | Modify Properties screen.

Figure 13-3 Monitoring | Filterable Event Log Screen

Select Filter Options

Event Class

Client TP Addvess |0.0.0.0 EventsPage |100 ~x
Direction Oldest to Newest =

H4| «| »| PH| Get Log | Clear Log ‘

33 0172672001 11:23:37.030 SEV=4 AUTH/21 RPT=2
User admwin connected

34 0172672001 11:23:51.700 SEV=5 AUTH/32 RPT=2
User [ ] attempted ADMIN logon.. <ACCESS GRANTED: !

35 01726/2001 11:23:51.700 SEV=4 AUTH/21 RPT=3
User adwin connected

36 0172672001 11:23:58.950 SEV=4 IKEf41 RPT=2

IEKE Initiator: New Phase Z, Intf Z, IEKE Feer 130.0.0.1

local Proxy Address 10.10.99.3Z, remote Proxy Address 0.0.0.0,
SA (ESP-3DES-MDS)

38 017262001 11:23:58.990 SEV=5 IKEf73 RPT=3 130.0.0.1

Group [130.0.0.1]

Responder forcing change of IP3ec rekeying duration from 2147433647 to 25800 sec
onds

41 01/726/2001 11:23:59.010 SEV=4 IKEf49 RPT=2 130.0.0.1

Group [130.0.0.1]

Security negotiation complete for peer ([130.0.0.1)

Initiator, Inbound 3PI = Ox26638275, Outhbound 3PI = Oxcbh952583

G1672
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M Monitoring | Filterable Event Log

Select Filter Options

You can select any or al of the following options for filtering and displaying the event log. After
selecting the option(s), click any one of the four Page buttons. The Manager refreshes the screen and
displays the event log according to your selections.

Your filter options remain in effect as long as you continue working within and viewing Monitoring |
Filterable Event Log screens. The Manager resets all options to their defaultsif you leave and return, or
if you click Filterable Event Log in the |eft frame of the Manager window (the table of contents). You
cannot save filter options.

Event Class To display all the eventsin a single event class, click the drop-down menu
button and select the event class. To select a contiguous range of event
classes, select thefirst classin the range, hold down the keyboard Shift key,
and select the last class in the range. To select multiple event classes, select
thefirst class, hold down the keyboard Ctrl key, and select the other classes.
By default, the Manager displays All Classes of events. Table 9-4 under
Configuration | System | Events describes the event classes.

Severities To display all events of asingle severity level, click the drop-down menu
button and select the severity level. To select a contiguous range of severity
levels, select the first severity level in the range, hold down the keyboard
Shift key, and select the last severity level in the range. To select multiple
severity levels, select the first severity level, hold down the keyboard Ctrl
key, and select the other severity levels. By default, the Manager displaysAll
severity levels. See Table 9-4 under Configuration | System | Events for an
explanation of severity levels.

Client IP Address To display all eventsrelating to asingle | P address, enter the IP address in
the field using dotted decimal notation; for example, 10.10.1.35. By default,
the Manager displays all 1P addresses. To restore the default, enter 0.0.0.0.

Events/Page To display a given number of events per Manager screen (page), click the
drop-down menu button and select the number. Choices are 10, 25, 50, 100,
250, and ALL . By default, the Manager displays 100 events per screen.

Direction To display eventsin adifferent chronological order, click the drop-down
menu button and select the order. Choices are:

» Oldest to Newest = Display eventsin actual chronological order, with
oldest events at the top of the screen. Thisisthe default selection.

Newest to Oldest = Display eventsin reverse chronological order, with
newest events at the top of the screen.

To display the first page (screen) of the event log, click this button. By
First Page I+« default, the Manager displays the first page of the event log when you first
open this screen.

To display the previous page (screen) of the event log, click this button.
Previous Page i+

To display the next page (screen) of the event log, click this button.
Next Page M»

To display the last page (screen) of the event log, click this button.

2
Last Page All four Page buttons are also present at the bottom of the screen.
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Monitoring | Filterable Event Log ||

Get Log To download the event log from VPN 3002 memory to your PC and view it
or save it asatext file, click Get L og. The Manager opens a new browser
window to display the file. The browser address bar shows the VPN 3002
address and log file default filename; for example,
http://10.10. 4. 6/ LOG vpn3002| og. t xt .

To save a copy of the log file on your PC, click the File menu on the new
browser window and select Save As.... The browser opens a dialog box that
lets you save the file. The default filename is vpn3002I og. t xt .

Alternatively, you can use the secondary mouse button to click Get L og on
this Monitoring | Filterable Event Log screen. A pop-up menu presents
choices whose exact wording depends on your browser, but among them are:

« Open Link, Open Link in New Window, Open in New Window =
Open and view the file in a new browser window, as above.

- SaveTarget As..., Save Link As... = Save a copy of thelog file on your
PC. Your system will prompt for a filename and location. The default
filename is vpn3002l og.txt.

When you are finished viewing or saving the file, close the new browser
window.

Clear Log To clear the current event log from memory, click this button. The Manager
then refreshes the screen and shows the empty log.

A

Caution  The Manager immediately erases the event log
from memory without asking for confirmation.
There is no undo.

Event Log Format

Each entry (record) in the event log consists of eight or nine fields:

Sequence Date Tinme Severity C ass/Nunber Repeat (| PAddress)
String

(The IPAddress field only appearsin certain events.)

For example:

3 12/06/ 2001 14:37:06.680 SEV=4 HTTP/ 47 RPT=17 10.10.1.35
New admi ni strator |ogin: admn.

Event Sequence The sequential number of thelogged entry. Numbering starts or restarts from
1 when the system powers up, when you save the event log, or when you
clear the event log. When the log file wraps after 256 entries, numbering
continues with event 257 overwriting event 1.

Although numbering restarts at 1 when the system powers up, it does not
overwrite existing entries in the event log; it appends them. Assuming the
log does not wrap, it could contain several sequences of events starting at 1.
Thusyou can examine events preceding and following reboot or reset cycles.

Event Date The date of the event: MM/DD/YYY'Y. For example, 12/06/2001 identifies
an event that occurred on December 6, 2001.

| oL-1893-01
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M Monitoring | Live Event Log

Event Time Thetime of the event: hour:minute:second.millisecond. The hour is based on
a24-hour clock. For example, 14:37:06.680 identifies an event that occurred
at 2:37:06.680 PM.

Event Severity The severity level of the event; for example: SEV=4 identifies an event of
severity level 4. See Table 9-4 under Configuration | System | Events for an
explanation of severity levels.

Event ClasssNumber  The class—or source—of the event, and the internal reference number
associated with the specific event within the event class. For example:
HTTP/ 47 indicates that an administrator logged in to the VPN 3002 using
HTTP to connect to the Manager. Table 9-2 under Configuration | System |
Events describes the event classes. The internal reference number assists
Cisco support personnel if they need to examine alog file.

Event Repeat The number of times that this specific event has occurred since the VPN
3002 was last booted or reset. For example, RPT=17 indicates that thisisthe
seventeenth occurrence of this specific event.

Event |P address The I P address of the client or host associated with this event. Only certain
events have thisfield. For tunnel-related events, thisis typically the “outer”
or tunnel endpoint address. In the Event log format example above,
10.10.1.35isthe | P address of the host PC from which admin logged in using
the Manager.

Event String The string, or message, that describes the specific event. Each event class
comprises many possible events, and the string gives a brief description.
Event strings usually do not exceed 80 characters. In the Event log format
example above, “New administrator login: admin” describes the event.

Monitoring | Live Event Log

This screen shows eventsin the current event log and automatically updates the display every 5 seconds.
The events might take a few seconds to load when you first open the screen.

Note for Netscape Thelive event log requires Netscape version 4.5 or higher. It does not run on other versions of Netscape.

USers. The screen always displays the most recent event at the bottom. Use the scroll bar to view earlier events.

To filter and display events by various criteria, see the Monitoring | Filterable Event L og section above.
N,
Note  If you keep this Manager screen open, your administrative session does not time out. Each automatic

screen update resets the inactivity timer. See Session Idle Timeout on the Administration | Access
Rights | Access Settings screen.
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m. oL-1893-01 |



| Chapter 13

Monitoring

Figure 13-4 Monitoring | Live Event Log Screen

Monitoring | Live Event Log ||

onds

108 0172652001 13:28:37.210 SEV=4 IKE/48 RPT=4 130.0.01
Group [130.0.0.1]

Security negotiation complete for peer {130.0.0.1})

Initiator, Inbound 5Pl = 0x3ba95493, Outhound SP1= 0x06a24120

111 0172652001 13:28:37.240 SEV=4 IKEM 20 RPT=4 130.0.0.1
Group [130.0.0.1]
FPHASE 2 COMPLETED {msgid=ed237764)

112 0172652001 13:29:05.350 SEV=4 AUTHIZ5 RPT=3
Management user admin disconnected: duration 1:11:25

113 0172652001 13:29:1 2 760 SEV=5 AUTHI32 RPT=4
User[ ] atternpted ADMIM logan.. =ACCESS GRAMNTED=!

114 01/26/2001 13:29:12.760 SEv=4 AUTHI21 RPT=6
User admin connected

115 01/26/2001 13:29:12.760 SEV=4 HTTP/M4T RPT=210.10.98.10
Mew administratar login: admin.

Kl

Pause Display

Clear Display | Restart | 1

Warning: This session will not time out,

3

G1673

Pause Display/Resume Display

Clear Display

Restart

Timer

To pause the display, click Pause Display. While paused, the screen does not display new events, the
button changesto Resume Display, and the timer counts down to 0 and stops. You can still scroll through
the event log. Click the button to resume the display of new events and restart the timer.

To clear the event display, click Clear Display. Thisaction does not clear the event log, only the display

of events on this screen.

To clear the event display and reload the entire event log in the display, click Restart.

The timer counts 5 — 4 — 3 -2 — 1 to show where it isin the 5-second refresh cycle. A momentary Rx
indicates receipt of new events. A steady 0 indicates the display has been paused.

| oL-1893-01
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M Monitoring | System Status

Monitoring | System Status

This screen shows the status of several software and hardware variables at the time the screen displays.
From this screen you can also display the status of the IPSec tunnel SAs, tunnel duration, plus front and
rear panel displays of the VPN 3002.

Figure 13-5 Monitoring | System Status Screen

ResetgZRefresh@
VPN Client Type: 3002-3E
Bootcode Rev: Cizco Systems, Inc. /VPN 3002 Hardware Client Version 3.0.Rel Feb 26 2001 10:39:172:58:32
Software Rev: Cisco Systetns, Inc VPN 3002 Hardware Client Version 3.5.int_74 Oct 10 2001 012754
Up For: 27:53:33
Up Since: 1071072001 14:08:55
FAM Size: 16 ME

Dizconnect Mow Connect Mo

Assiened IP Address: 192.168.10.1
Tunnel Established to: 161.44.246.107
Duration: 1:23:11

Tunnel Type: IPSec over UDP, Port: 10000
Security Associations:

Type [Remote Address Encryption |Authentication Octets | Octets || Packets | Packets Other
In Out In Out
IKE |16144.246.107 |3DES/MDS5 |Pre-Shared Key | 5632| 47545 61 g14 | f2garessive Madz,
DH Group2
IPSec 0.0.0.0/0.0.0.0 | 3DES || HMACADS | 960 4936 5 35

In the pictures below, select and click a module for status details.

63305

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'s trip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

VPN 3002 Hardware Client Reference
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Monitoring | System Status ||

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

VPN Client Type

The type, or model number, of this VPN 3002 hardware client.

Bootcode Rev

The version name, number, and date of the VPN 3002 bootcode software file. When you boot or reset
the system, the bootcode software runs system diagnostics, and it loads and executesthe system software
image. The bootcode isinstalled at the factory, and there is no need to upgrade it. If an engineering
change requires a bootcode upgrade, only Cisco support personnel can do so.

Software Rev

The version name, number, and date of the VPN 3002 Hardware Client system software image file. You
can update this image file from the Administration | Software Update screen.

Up Since

The date and time that the VPN 3002 was last booted or reset.

RAM Size

The total amount of SDRAM memory installed in the VPN 3002.

Disconnect Now

Disconnects the tunnel.

Connect Now

Connects the tunnel.

Assigned IP Address

The IP address assigned to the VPN 3002 by the central-site VPN Concentrator when PAT mode is
enabled. Thisfield isnot displayed when the VPN 3002 is running in Network Extension mode, because
the central-site VPN Concentrator does not assign an | P address to the VPN 3002 in Network Extension
mode.

VPN 3002 Hardware Client Reference
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M Monitoring | System Status

Tunnel Established to

The IP address of the VPN Concentrator to which this VPN 3002 connects.

Duration

The length of time that this tunnel has been up.

Security Associations

This table describes the following attributes of the SAs for this VPN 3002.

Type
The type of tunnel for this SA, either IPSec or IKE (the control tunnel).

Remote Address

Network/subnet mask for this split-tunneled SA.

Encryption

The encryption method this SA uses.

Authentication

The authentication method this SA uses.

Octets In

The number of octets (bytes) this SA has received since the tunnel has been up.
Octets Out

The number of octets (bytes) this SA has sent since the tunnel has been up.
Packets In

The number of packets this SA has received since the tunnel has been up.
Packets Out

The number of packets this SA has sent since the tunnel has been up.
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Monitoring | System Status | Private/Public Interface Il

Other

Additional information about this SA, including mode.

Front Panel

The front panel image is an inactive link.

Back Panel

The back panel image includes active links for the VPN 3002 private and public interfaces Use the
mouse pointer to select either the private or public module on the back-panel image and click anywhere
in the highlighted area. The Manager displays the appropriate Monitoring | System Status | Interface
screen.

Monitoring | System Status | Private/Public Interface

This screen displays status and statistics for a VPN 3002 Ethernet interface. To configure an interface,
see Configuration | Interfaces.

Figure 13-6 Monitoring | System Status | Public Interface Screen

Back

Interface  |Public Interface
IP Address 130.0.0.2

Status TP
Fx Unicast 3031
Tx Unicast 3397
Fx Multicast 0
Tx Multicast ]
Ex Broadcast 0
Tx Broadeast 8

G676

Reset

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.
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Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Back

To return to the Monitoring | System Status screen, click Back.

Interface

The VPN 3002 Ethernet interface number:
« Privateinterface

« Public interface

IP Address

The IP address configured on thisinterface.

Status

The operational status of this interface:
- UP (UP/DHCP, UP/PPPOE) = configured and enabled, ready to pass data traffic.
» Waiting for DHCP/PPPoE = configured and enabled, waiting for negotiations to complete.
« Disabled = configured but disabled.
- DOWN (DOWN/DHCP, DOWN/PPPoOE) = configured but
» Testing = in test mode; no regular data traffic can pass.

- Dormant = configured and enabled but waiting for an external action, such as an incoming
connection.

« Not Present = missing hardware components.
« Lower Layer Down = not operational because alower-layer interface is down.
« Unknown = not configured.
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Rx Unicast

The number of unicast packets that were received by this interface since the VPN 3002 was | ast booted
or reset. Unicast packets are those addressed to a single host.

Tx Unicast

The number of unicast packets that were routed to this interface for transmission since the VPN 3002
was last booted or reset, including those that were discarded or not sent. Unicast packets are those
addressed to a single host.

Rx Multicast
The number of multicast packetsthat were received by thisinterface since the VPN 3002 was | ast booted

or reset. Multicast packets are those addressed to a specific group of hosts.

Tx Multicast

The number of multicast packets that were routed to this interface for transmission since the VPN 3002
was last booted or reset, including those that were discarded or not sent. Multicast packets are those
addressed to a specific group of hosts.

Rx Broadcast

The number of broadcast packetsthat werereceived by thisinterface since the VPN 3002 was|ast booted
or reset. Broadcast packets are those addressed to all hosts on a network.

Tx Broadcast

The number of broadcast packets that were routed to this interface for transmission since the VPN 3002
was last booted or reset, including those that were discarded or not sent. Broadcast packets are those
addressed to all hosts on a network.
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Monitoring | User Status

This section displays statistics for devices behind the VPN 3002 Hardware Client.

Figure 13-7 Monitoring | User Status screen

Refresh@

Cisco IP Phone Bypass is disabled
|Use-1‘1mme |IP Address | MAC Addvess | Login Time |D1umi-:-11 (Ih:an:ss) |Actiuus'
[3002user [10.10.98.10(00.01.02.34 95,20 [Oct 11 16:40:44)| 1:24:00 [[ Logout ]

E5309

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Cisco IP Phone Bypass Enabled/Disabled

Indicates whether the Cisco | P Phone Bypass feature is enabled or disabled for the VPN 3002. This
feature is enabled or disabled for the group on the VPN Concentrator to which the VPN 3002 belongs.
For more information, see Configuration | User Management | Base Group/Groups, Hardware Client tab
for the VPN Concentrator.

Username

The username for the session.

IP Address

The IP address of the device logged in behind the VPN 3002.

MAC Address

The MAC address for the device logged in behind the VPN 3002.

Login Time

The date and time of day when the user logged in to the VPN 3002.
Duration

The length of time that the user has been logged in; the format is hh:mm:ss.
Actions

Possible actions: Ping and Logout.
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Monitoring | Statistics

This section of the Manager shows statistics for traffic and activity on the VPN 3002 since it was last
booted or reset, and for current tunneled sessions, plus statistics in standard MIB-I1 objects for
interfaces, TCP/UDP, IP, ICMP, the ARP table, and SNMP.

» |PSec: total Phase 1 and Phase 2 tunnels, received and transmitted packets, failures, drops, etc.
- HTTP: total datatraffic and connection statistics.

- Telnet: total sessions, and current session inbound and outbound traffic.

- DNS: total requests, responses, timeouts, etc.

- SSL: total sessions, encrypted vs. unencrypted traffic, etc.

» DHCP: leased addresses, duration, etc.

- SSH: total and active sessions, bytes and packets sent and received, etc.

« PPPoOE: session ID, server name, duration, etc.

« NAT: sessions, inbound and outbound packets

- MIB-II Stats: interfaces, TCP/UDRP, IP, ICMP, the ARP table, Ethernet, and SNMP.

Figure 13-8 Monitoring | Statistics Screen

This section shows statistics for VPIV 3002 Hardware Client tunneled sessions, traffic, connection activity, and
standard MIE-II obiects.

In the left frame, or in the st of links below, click the statistics you want to wiew:

IPEec -- tunnels, recetved and transmitted packets, falures, etc.

HTTF -- connections, received and transmitted octets and packets, etc.
Telnet -- sessions, mbound and cuthound octets, session details, etc.
DITE -- requests, responses, timeouts, etc

251 -- sessions, encrypted ws. decrypted waffic, etc.

DHCP -- leases, duration, etc.

25H -- sessions, inbound and outbound octets, etc.

PPPoE -- session ID, server name and connection uptime etc.

WIE-IT -- mterfaces, TCE/IDE, IF, BIP, OSPF, ICMP, ARF table, etc

G1700
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Monitoring | Statistics | IPSec

This screen shows statistics for IPSec activity, including the current |PSec tunnel, on the VPN 3002 since
it was last booted or reset. These statistics conform to the IETF draft for the IPSec Flow Monitoring
MIB.

Figure 13-9 Monitoring | Statistics | IPSec Screen

ResetgZRefresh@
IKE (Phase 1) Statistics IPSec (Phase 2) Statistics

| Active Tunnels | 1 | Active Tunnels l_l

| Total Tunnels | 2 | Total Tunnels |_4

| Received Bytes |6 1358 | Received Bytes ,ﬁ

| Sent Bytes [ 7930 | Sent Bytes 2104

| Received Packets | 775 | Received Packets W

| Sent Packets | 83 | Sent Packets m

| Received Packets Dropped | 1 | Received Packets Dropped I_U

| Sent Packets Dropped | 0 |Receiw[l Packets Dropped (Anti-Replay) I_U

| Received Notifies | 755 | Sent Packets Dropped I_U

| Sent Notifies | 132 | Inbound Aunthentications W

| Received Phase-2 Exchanges | 4 | Failed Inbound Aunthentications I_U

| Sent Phase-2 Exchanges | 0 | Outhound Authentications m

| Invalid Phase-2 Exchanges Received | 0 | Failed Outhound Authentications I_U

| Invalid Phase-2 Exchanges Sent | 0 | Decryptions W
|Rejecw[l Received Phase-2 Exchanges | 0 | Failed Decryptions I_U

| Rejected Sent Phase-2 Exchanges | 0 | Encryptions m

|P1mse—2 5A Delete Requests Receiw[l| 0 | Failed Encryptions I_U

| Phase-2 SA Delete Requests Sent | 3 | System Capability Failures I_U

| Initiated Tunnels | 0 | No-5A Failures I_U

| Failed Initiated Tunnels | 0 | Protocol Use Failures I_U

| Failed Remote Tunnels | 0

| Anthentication Failures | 0

| Decryption Failures | 0

| Hash Validation Failures | 0

| System Capability Failures | 0

| No-SA Failures | 0 2

&

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

IKE (Phase 1) Statistics

This table provides IPSec Phase 1 (IKE: Internet Key Exchange) global statistics. During | PSec
Phase 1 (IKE), the two peers establish control tunnels through which they negotiate Security
Associations.

Active Tunnels

The number of currently active IKE control tunnels.

Total Tunnels

The cumulative total of all currently and previously active IKE control tunnels.

Received Bytes

The cumulative total of bytes (octets) received by all currently and previously active IKE tunnels.

Sent Bytes

The cumulative total of bytes (octets) sent by all currently and previously active IKE tunnels.

Received Packets

The cumulative total of packets received by all currently and previously active IKE tunnels.

Sent Packets

The cumulative total of packets sent by all currently and previously active IKE tunnels.

Received Packets Dropped

The cumulative total of packets that were dropped during receive processing by all currently and
previously active IKE tunnels. If there is a problem with the content of a packet, such as hash failure,
parsing error, or encryption failure, received in Phase 1 or the negotiation of Phase 2, the system drops
the packet. This number should be zero or very small; if not, check for misconfiguration.

Sent Packets Dropped

The cumulativetotal of packetsthat were dropped during send processing by all currently and previously
active IKE tunnels. This number should be zero; if not, check for a network problem, check the event
log for an internal subsystem failure, or contact Cisco support.
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Received Notifies

The cumulative total of notify packets received by all currently and previously active IKE tunnels. A
notify packet is an informational packet that is sent in response to a bad packet or to indicate status; for
example, error packets, keepalive packets, etc.

Sent Notifies
The cumulative total of notify packets sent by all currently and previously active IKE tunnels. See
comments for Received Notifies above.

Received Phase-2 Exchanges

The cumulative total of IPSec Phase-2 exchanges received by all currently and previously active IKE
tunnels; that is, the total of Phase-2 negotiations received that were initiated by a remote peer. A
complete exchange consists of three packets.

Sent Phase-2 Exchanges
The cumulative total of 1PSec Phase-2 exchanges that were sent by all currently and previously active
and IKE tunnels; that is, the total of Phase-2 negotiations initiated by this VPN 3002.

Invalid Phase-2 Exchanges Received

The cumulative total of 1PSec Phase-2 exchanges that were received, found to be invalid because of
protocol errors, and dropped, by all currently and previously active |KE tunnels. In other words, the total
of Phase-2 negotiations that were initiated by a remote peer but that this VPN 3002 dropped because of
protocol errors.

Invalid Phase-2 Exchanges Sent
The cumulative total of 1PSec Phase-2 exchanges that were sent and were found to be invalid, by all
currently and previously active IKE tunnels.

Rejected Received Phase-2 Exchanges

The cumulative total of 1PSec Phase-2 exchanges that were initiated by a remote peer, received, and
rejected by all currently and previously active IKE tunnels. Rejected exchanges indicate policy-related
failures, such as configuration problems.

Rejected Sent Phase-2 Exchanges

The cumulative total of IPSec Phase-2 exchanges that were initiated by this VPN 3002, sent, and
rejected, by all currently and previously active IKE tunnels. See comment above.

Phase-2 SA Delete Requests Received

The cumulativetotal of requeststo delete |PSec Phase-2 Security Associations received by all currently
and previously active IKE tunnels.
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Phase-2 SA Delete Requests Sent

The cumulative total of requests to delete | PSec Phase-2 Security Associations sent by all currently and
previously active IKE tunnels.

Initiated Tunnels

The cumulative total of |KE tunnels that this VPN 3002 initiated.

Failed Initiated Tunnels

The cumulative total of IKE tunnels that this VPN 3002 initiated and that failed to activate.

Failed Remote Tunnels

The cumulative total of IKE tunnels that remote peers initiated and that failed to activate.

Authentication Failures
The cumulative total of authentication attempts that failed, by all currently and previously active IKE

tunnels. Authentication failuresindicate problemswith preshared keys, digital certificates, or user-level
authentication.

Decryption Failures

The cumulative total of decryptions that failed, by all currently and previously active IKE tunnels.

Hash Validation Failures

The cumulative total of hash validations that failed, by all currently and previously active IKE tunnels.
Hash validation failures usually indicate misconfiguration or mismatched preshared keys or digital
certificates.

System Capability Failures

The cumulative total of system capacity failures that occurred during processing of all currently and
previously active IKE tunnels. These failures indicate that the system has run out of memory, or that the
tunnel count exceeds the system maximum.

No-SA Failures

The cumulative total of nonexistent-Security Association failures that occurred during processing of all
currently and previously active IKE tunnels. These failures occur when the system receives a packet for
which it has no Security Association, and might indicate synchronization problems.
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IPSec (Phase 2) Statistics

This table provides |PSec Phase 2 global statistics. During | PSec Phase 2, the two peers negotiate
Security Associations that govern traffic within the tunnel.

Active Tunnels

The number of currently active IPSec Phase-2 tunnels.

Total Tunnels

The cumulative total of all currently and previously active |PSec Phase-2 tunnels.

Received Bytes
The cumulative total of bytes (octets) received by all currently and previously active |PSec Phase-2

tunnels, before decompression. In other words, total bytes of 1PSec-only data received by the IPSec
subsystem, before decompressing the | PSec payload.

Sent Bytes
The cumulative total of bytes (octets) sent by all currently and previously active | PSec Phase-2 tunnels,
after compression. In other words, total bytes of |PSec-only data sent by the | PSec subsystem, after
compressing the IPSec payload.

Received Packets

The cumulative total of packets received by all currently and previously active IPSec Phase-2 tunnels.

Sent Packets

The cumulative total of packets sent by all currently and previously active |PSec Phase-2 tunnels.

Received Packets Dropped

The cumulativetotal of packets dropped during receive processing by all currently and previously active
IPSec Phase-2 tunnels, excluding packets dropped due to anti-replay processing. If there is a problem
with the content of a packet, the system drops the packet. This number should be zero or very small; if
not, check for misconfiguration.

Received Packets Dropped (Anti-Replay)

The cumulative total of packets dropped during receive processing due to anti-replay errors, by all
currently and previously active IPSec Phase-2 tunnels. If the sequence number of apacket isaduplicate
or out of bounds, there might be a faulty network or a security breach, and the system drops the packet.
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Sent Packets Dropped
The cumulative total of packets dropped during send processing by all currently and previously active

I PSec Phase-2 tunnels. This number should be zero; if not, check for anetwork problem, check the event
log for an internal subsystem failure, or contact Cisco support.

Inbound Authentications

The cumulative total number of inbound individual packet authentications performed by all currently
and previously active |PSec Phase-2 tunnels.

Failed Inbound Authentications
The cumulativetotal of inbound packet authenticationsthat failed, by all currently and previously active

IPSec Phase-2 tunnels. Failed authentications could indicate corrupted packets or a potential security
attack (“man in the middie”).

Outbound Authentications

The cumulative total of outbound individual packet authentications performed by all currently and
previously active |PSec Phase-2 tunnels.

Failed Outbound Authentications
The cumulative total of outbound packet authentications that failed, by all currently and previously

active |PSec Phase-2 tunnels. This number should be zero or very small; if not, check the event log for
an internal IPSec subsystem problem.

Decryptions

The cumulative total of inbound decryptions performed by all currently and previously active | PSec
Phase-2 tunnels.

Failed Decryptions

The cumulative total of inbound decryptions that failed, by all currently and previously active |PSec
Phase-2 tunnels. This number should be zero or very small; if not, check for misconfiguration.

Encryptions

The cumulative total of outbound encryptions performed by all currently and previously active |PSec
Phase-2 tunnels.

Failed Encryptions

The cumulative total of outbound encryptions that failed, by all currently and previously active IPSec
Phase-2 tunnels. This number should be zero or very small; if not, check the event log for an internal
I PSec subsystem problem.
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System Capability Failures

The total number of system capacity failures that occurred during processing of all currently and
previously active IPSec Phase-2 tunnels. These failures indicate that the system has run out of memory
or some other critical resource; check the event log.

No-SA Failures

The cumulative total of nonexistent-Security Association failures which occurred during processing of
all currently and previously active |PSec Phase-2 tunnels. These failures occur when the system receives
an | PSec packet for which it has no Security Association, and might indicate synchronization problems.

Protocol Use Failures

The cumulative total of protocol use failures that occurred during processing of all currently and
previously active |PSec Phase-2 tunnels. These failures indicate errors parsing | PSec packets.

Monitoring | Statistics | HTTP

This screen shows statistics for HTTP activity on the VPN 3002 since it was last booted or reset.

To configure system-wide HTTP server parameters, see the Configuration | System | Management |
Protocols | HTTP screen.

Figure 13-10 Monitoring | Statistics | HTTP Screen

ResetgZRefresh@
Sent  |Received
[ Octets [1475558 | 240902
[Packets| 1666] 502
Sockets |Sessions
[ Active | 1 1
| Peal: | 5 1
[ Total | 177 7
HTTF Sessions
| Octets | Packets | Sockets
|Lugjn Nﬂme| IP Address | Login Time |E11£1'}]1tin11| Sent |Receive[l,ﬁ|lleceh‘ed |Active Peak |Total
admin [161.44.246.135 [Oct 11 17:1546 [None [37a135] 23033 412 65 1] 4] 44
Max Connections: 5
4
&
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Reset

Restore

Refresh

Monitoring | Statistics |[HTTP Il

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

To restore the screen contentsto their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Octets Sent/Received

The total number of HTTP octets (bytes) sent or received since the VPN 3002 was last booted or reset.

Packets Sent/Received

The total number of HTTP packets sent or received since the VPN 3002 was last booted or reset.

Packets Sent Sockets/Sessions

Active

Peak

Total

The number of HTTP connections for the VPN 3002.

The number of currently active HTTP connections on the VPN 3002.

The maximum number of HTTP connections that were simultaneously active on the VPN 3002 since it
was last booted or reset.

The total number of HTTP connections on the VPN 3002 since it was last booted or reset.

| oL-1893-01
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HTTP Sessions

This section provides information about HTTP sessions on the VPN 3002 since it was last booted or

reset.
Login Name

The name of the administrative user for the HTTP session.
IP Address

The IP address of administrative user for the HTTP session.
Login Time

The time when the HT TP session began.
Encryption

The encryption method used in the HTTP session.

Octets Sent/Received

Number of octets sent or received during the HTTP session.

Packets Sent/Received

Number of packets sent or received during the HTTP session.

Sockets Active
The number of currently active sockets for the HTTP session.
Sockets Peak
The maximum number of sockets simultaneously active during the HTTP session.
Sockets Total
The total number of sockets active during the HTTP session.
Max Connections

The maximum number of concurrent HTTP connections for the VPN 3002 since it was |l ast rebooted or
reset.
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Monitoring | Statistics | Telnet

Reset

Restore

Refresh

This screen shows statistics for Telnet activity on the VPN 3002 since it waslast booted or reset, and for
current Telnet sessions.

To configure the VPN 3002 Telnet server, see the Configuration | System | Management Protocols |
Telnet screen.

Figure 13-11 Monitoring | Statistics | Telnet Screen

Active Sessions |1
Attempted Sessions |1

Successful Sessions |1

Telnet Sessions
Inbound Octets Outhound Octets

Client
IP Addvess:Port

10.10.98.10:4474 | 100 f 0] 3363 0

Total |Comanand Discarded | Total | Dropped

67706

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'s trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Active Sessions

The number of active Telnet sessions. The Telnet Sessions table shows statistics for these sessions.

| oL-1893-01
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Attempted Sessions

The total number of attempts to establish Telnet sessions on the VPN 3002 since it was last booted or
reset.

Successful Sessions

The total number of Telnet sessions successfully established on the VPN 3002 since it was last booted
or reset.

Telnet Sessions

This table shows statistics for active Telnet sessions on the VPN 3002. Each active session is a row.

Client IP Address:Port

The IP address and TCP source port number of the remote Telnet client for this session.

Inbound Octets Total

The total number of Telnet octets (bytes) received by this session.

Inbound Octets Command

The number of octets (bytes) containing Telnet commands or options, received by this session.

Inbound Octets Discarded

The number of Telnet octets (bytes) received and dropped during input processing by this session.

Outbound Octets Total

The total number of Telnet octets (bytes) transmitted by this session.

Outbound Octets Dropped

The number of outbound Telnet octets dropped during output processing by this session.
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Monitoring | Statistics | DNS

This screen shows statistics for DNS (Domain Name System) activity on the VPN 3002 since it was last
booted or reset.

To configure the VPN 3002 to communicate with DNS servers, see the Configuration | System | Servers
| DNS screen.

Figure 13-12 Monitoring | Statistics | DNS Screen

Requests |6
Responses |1
Timeouts |3

Server Unreachable (0
Other Faihues |0

G7HS4

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'strip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Requests
The total number of DNS queries the VPN 3002 made since it was last booted or reset. This number
equalsthe sum of the numbersin the Responses, Timeouts, Server Unreachable and Other Failuresfields
(the four fields that follow).

Responses
The number of DNS queries that were successfully resolved.

| oL-1893-01
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Timeouts

The number of DNS queries that failed because there was no response from the server.

Server Unreachable

The number of DNS queries that failed because, according to the VPN 3002 routing table, the address
of the server is not reachable.

Other Failures

The number of DNS queries that failed for an unspecified reason.

Monitoring | Statistics | SSL

This screen shows statistics for SSL (Secure Sockets Layer) protocol traffic on the VPN 3002 since it
was last booted or reset.

To configure SSL, see Configuration | System | Management Protocols | SSL.

Figure 13-13 Monitoring | Statistics | SSL Screen

& ®
Inbound Octets | Outhomd Octets
Unencrypted 35 414
Encrypted 778 1903
Total Sessions 1
Active Sessions 0
Iiax Active Sessions 1

67705

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Unencrypted Inbound Octets

The number of octets (bytes) of inbound traffic output by the decryption engine.

Encrypted Inbound Octets

The number of octets (bytes) of encrypted inbound traffic sent to the decryption engine. This number
includes negotiation traffic.

Unencrypted Outbound Octets

The number of unencrypted outbound octets (bytes) sent to the encryption engine.

Encrypted Outbound Octets

The number of octets (bytes) of outbound traffic output by the encryption engine. This number includes
negotiation traffic.

Total Sessions

The total number of SSL sessions.

Active Sessions

The number of currently active SSL sessions.

Max Active Sessions

The maximum number of SSL sessions simultaneously active at any one time.
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Monitoring | Statistics | DHCP

Reset

Restore

Refresh

This screen shows statistics for DHCP (Dynamic Host Configuration Protocol) server activity on the
VPN 3002 sinceit was | ast booted or reset. Each row of the table shows data for each | P address handed
out to a DHCP client (PC) on the VPN 3002 private network.

To configure the DHCP server, see Configuration | System | IP Routing | DHCP.

Figure 13-14 Monitoring | Statistics | DHCP Screen

Active Leases | 1
hlaximomn Active Leases | |
Timeouts 985
Pool Start | Pool End
10.10.99.91 |10.10.99.217

Leased IP Address Tine Left| LMAC Address Host Name
10.10.99.51 1:38:40|00.01.03.CF . 9E.79 mbrupp-wikl

67683

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Active Leases

The number of DHCP leases currently active.

Maximum Active Leases

The maximum number of DHCP |eases simultaneously active at any one time.
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Timeouts

The number of DHCP queries that failed because there was no response from the server.
Pool Start

The IP address at the start of the DHCP IP address pool.
Pool End

The IP address at the end of the DHCP | P address pool.

Leased IP Address

The IP address leased from the DHCP server by the remote client.

Time Left

The time remaining until the current | P address lease expires, shown as HH:MM:SS.

MAC Address

The hardwired MAC (Medium Access Control) address of the interface, in 6-byte hexadecimal notation,
that maps to the IP Address.

Host Name

The name of the DHCP client (PC) on thisinterface.
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Monitoring | Statistics | SSH

Reset

Restore

Refresh

This screen shows statistics for SSH (Secure Shell) protocol traffic on the VPN 3002 since it was last
booted or reset.

To configure SSH, see Configuration | System | Management Protocols | SSH.

Figure 13-15 Monitoring | Statistics | SSH Screen

& ®
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Octets Sent/Received

The total number of SSH octets (bytes) sent/received since the VPN 3002 was last booted or reset.
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Packets Sent/Received

The total number of SSH packets sent/received since the VPN 3002 was last booted or reset.

Active Sessions

The number of currently active SSH sessions.

Maximum Sessions

The maximum number of simultaneously active SSH sessions on the VPN 3002.

Total Sessions

The total number of SSH sessions since the VPN 3002 was |ast booted or reset.

SSH Sessions

Presents details on SSH sessions.

Login Name

The name of the administrator using the session.

Remote IP Address:Port

The remote | P address for the session.

Login Time

The time of day when the login for the session occurred.

Encryption

The type of encryption algorithm used for the session.

Octets Sent/Received

The number of octets sent and received during the session.

Packets Sent/Received

The number of packets sent and received during the session.
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Monitoring | Statistics | NAT

This screen shows statistics for NAT (Network Address Translation) activity on the VPN 3002 since it
was last booted or reset.

Figure 13-16 Monitoring | Statistics | NAT screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'strip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Packets In/Out

Thetotal of NAT packets inbound and outbound since the last time the VPN 3002 was rebooted or reset.
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Translations Active

The number of currently active NAT sessions.

Translations Peak

The maximum number of NAT sessions that were simultaneously active on the VPN 3002 since it was
last booted or reset.

Translations Total

The total number of NAT sessions on the VPN 3002 since it was |last booted or reset.

NAT Sessions

The following sections provide detailed information about active NAT sessions on the VPN 3002.

Source IP Address/Port

The source |P address and port for the NAT session.

Destination IP Address/Port

The destination | P address and port for the NAT session.

Translated IP Address/Port

The translated I1P address and port for the NAT session. The VPN3002 uses this port number to keep
track of which devices initiate data transfer; by keeping this record, the VPN 3002 is able to correctly

route responses.
Direction

The direction, inbound or outbound, of the data transferred for the NAT session.
Age

The number of half seconds remaining until the NAT session times out.
Type

The type of packets for the NAT session. The possible types are:
e TCP NAT session
» UDP NAT session
- FTPsession
e TFTPsession
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« NetBIOS over TCP Proxy
« NetBIOS over UDP Proxy
+ NetBIOS Datagram Service

Translated Bytes/Packets

The total number of translated bytes and packets for the NAT session.

Monitoring | Statistics | PPPoE

This screen shows statistics for PPPoE (PPP over Ethernet) activity on the VPN 3002 since it was last
booted or reset.

Figure 13-17 Monitoring | Statistics | PPPoOE Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

VPN 3002 Hardware Client Reference
m. oL-1893-01 |



| Chapter13 Monitoring

Monitoring | Statistics | PPPoE Il

User Name

The username for the PPPOE session.

Session ID

TheID for the session assigned by the I SP. The Session ID combined with the Access Concentrator MAC
Address (see below) uniquely identifies the PPPOE session.

PPPoE Access Concentrator

The device your Internet Service Provider (ISP) uses to manage PPPoE traffic. Fields include Session
ID, MAC Address, and Server Name. These fields have entries only if a PPPOE session is established.

MAC Address

The MAC (Medium Access Control) address of the PPPoE Access Concentrator, in 6-byte hexadecimal
notations.

Server Name

The name of the server for the PPPoE A ccess Concentrator.

Duration

The amount of time that this PPPOE session has been up, in the format hh:mm:ss.

PADI Timeouts

The number of PPPOE Active Discovery Initiation packets for which the VPN 3002 received no
response.

PADR Timeouts

The number of PPPoE Active Discovery Request packets for which the VPN 3002 received no response.

Multiple PADO Rx

The number of multiple PPPoE Active Discovery Offer packets received, that is, the number of times
more than one PPPOE access concentrator responded to the PADI the VPN 3002 sent.
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PADT Rx

The number of PPPOE Active Discovery Terminate packets received.

PADT Tx

The number of PPPOE Active Discovery Terminate packets sent.

Generic Errors Rx

The number of errors received during the PPPOE session.

Malformed Packets Rx

The number of malformed packets received during the PPPoE session.
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Monitoring | Statistics | MIB-II

This section of the Manager lets you view statistics that are recorded in standard MIB-11 objects on the
VPN 3002. MIB-Il (Management Information Base, version 2) objects are variables that contain data
about the system. They are defined as part of the Simple Network Management Protocol (SNMP); and
SNMP-based network management systems can query the VPN 3002 to gather the data.

Each subsequent screen displays the data for a standard MIB-II group of objects:
« Interfaces: packets sent and received on network interfaces and VPN tunnels.

« TCP/UDP: Transmission Control Protocol and User Datagram Protocol segments and datagrams
sent and received, etc.

- |P: Internet Protocol packets sent and received, fragmentation and reassembly data, etc.

- ICMP: Internet Control Message Protocol ping, timestamp, and address mask requests and replies,
etc.

- ARP Table: Address Resolution Protocol physical (MAC) addresses, | P addresses, and mapping
types.

- Ethernet: errors and collisions, MAC errors, etc.

« SNMP: Simple Network Management Protocol requests, bad community strings, parsing errors, etc.

To configure and enable the VPN 3002 SNM P server, see the Configuration | System | Management
Protocols | SNMP screen.

Figure 13-18 Monitoring | Statistics | MIB-1l Screen

This section shows statistics recorded in standard MIE-IT objects.
In the left frame, or in the st of links below, click the WIB-IT statistics you want to view:

Interfaces -- packets in and out on Ethernet interfaces, and VP tunnels.

TCRMDP -- segments and datagrams recetved and transmitted, timeouts, resets, ete
IP -- packets receved and transmitted, fragmentation data, etc.

ICHP -- received and transmitted PINGs, titnestatnps, tnask requests, etc.

AEP Table -- physical addreszes, IP addresses, and mapping type.

Ethernet -- transtit errors, collisions, etc.

SIMP -- in packets, bad community strings, parse errors, etc.

51686
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Monitoring | Statistics | MIB-II | Interfaces

This screen shows statisticsin MIB-I1 objects for VPN 3002 interfaces since the system was last booted
or reset.

Figure 13-19 Monitoring | Statistics | MIB-II | Interfaces Screen

ResetgZRefresh@

| Unicast | Multicast | Broadcast

| Inteiface | Statns mm In m In m
Private Interface| UP [1060[1071/[101309 [ 0 20086 138
PPutilic Interface [UP/DHCE|| 147 2173114224 [ 0175082 11

B33

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'s trip odometer, versus the regular odometer.
Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.
Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.
Interface
The VPN 3002 interface:
- Private
- Public
Status

The operational status of this interface:
« UP (UP/DHCP, UP/PPPoE)= configured and enabled, ready to pass data traffic.
» Waiting for DHCP/PPPoE = configured and enabled, ready to pass data traffic.
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» Disabled = configured by disabled.
« DOWN(DOWN/DHCP, DOWN/PPPOE) = configured but down.
» Testing = in test mode; no regular data traffic can pass.

- Dormant = configured and enabled but waiting for an external action, such as an incoming
connection.

« Not Present = missing hardware components.
« Lower Layer Down = not operational because alower-layer interface is down.

« Unknown = not configured.

Unicast In

The number of unicast packets that were received by thisinterface. Unicast packets are those addressed
to asingle host.

Unicast Out

The number of unicast packets that were routed to this interface for transmission, including those that
were discarded or not sent. Unicast packets are those addressed to a single host.

Multicast In

The number of multicast packets that were received by this interface. Multicast packets are those
addressed to a specific group of hosts.

Multicast Out

The number of multicast packets that were routed to thisinterface for transmission, including those that
were discarded or not sent. Multicast packets are those addressed to a specific group of hosts.

Broadcast In

The number of broadcast packets that were received by thisinterface. Broadcast packets are those
addressed to all hosts on a network.

Broadcast Out

The number of broadcast packets that were routed to thisinterface for transmission, including those that
were discarded or not sent. Broadcast packets are those addressed to all hosts on a network.
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Monitoring | Statistics | MIB-1I | TCP/UDP

This screen shows statistics in MIB-I1 objects for TCP and UDP traffic on the VPN 3002 since it was
last booted or reset. RFC 2012 defines TCP MIB objects, and RFC 2013 defines UDP MIB objects.

Figure 13-20 Monitoring | Statistics | MIB-1l | TCP/UDP Screen

Resetg?Refresh@
| TCP | UDP
|Segﬂents Received | 2061 Datagrams Received ’%
|Segﬂents Transmitted | 1921 Datagrams Transmitted W
|Segﬂents Retransmitted | 0 |Ermn?[l Datagrams ’_U
|Timeuul; Min | 1000 |msec |N|:| Port ’_U
|Timeuul; Max |3EDDD |msec
|C-:|1mecti-:|11 Limit | -1

|Actiw- Opens | 0
Passive Opens | 194
|
|
|

0
2
1

|Atue-m1:t Failures
|Es tablished Resets
|C1u'ne- nt Established

Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen stati stics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

TCP Segments Received

Thetotal number of segments received, including those received in error and those received on currently
established connections. Segment is the official TCP name for what is casually called a data packet.
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TCP Segments Transmitted
The total number of segments sent, including those on currently established connections but excluding
those containing only retransmitted bytes. Segment is the official TCP name for what is casually called
a data packet.

TCP Segments Retransmitted
Thetotal number of segments retransmitted; that is, the number of TCP segmentstransmitted containing

one or more previously transmitted bytes. Segment is the official TCP name for what is casually called
a data packet.

TCP Timeout Min

The minimum value permitted for TCP retransmission timeout, measured in milliseconds.

TCP Timeout Max

The maximum value permitted for TCP retransmission timeout, measured in milliseconds.

TCP Connection Limit
Thelimit on the total number of TCP connections that the system can support. A value of - 1 meansthere

isno limit.

TCP Active Opens

The number of TCP connections that went directly from an unconnected state to a
connection-synchronizing state, bypassing the listening state. These connections are allowed, but they
are usually in the minority.

TCP Passive Opens

The number of TCP connections that went from a listening state to a connection-synchronizing state.
These connections are usually in the majority.

TCP Attempt Failures

The number of TCP connection attempts that failed. Technically thisisthe number of TCP connections
that went to an unconnected state, plus the number that went to alistening state, from a
connection-synchronizing state.
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TCP Established Resets

The number of established TCP connections that abruptly closed, bypassing graceful termination.

TCP Current Established

The number of TCP connections that are currently established or are gracefully terminating.

UDP Datagrams Received

The total number of UDP datagrams received. Datagram is the official UDP name for what is casually
called a data packet.

UDP Datagrams Transmitted

Thetotal number of UDP datagrams sent. Datagram is the official UDP name for what is casually called
a data packet.

UDP Errored Datagrams

The number of received UDP datagrams that could not be delivered for reasons other than the lack of an
application at the destination port (UDP No Port). Datagram is the official UDP name for what is
casually called a data packet.

UDP No Port

The total number of received UDP datagrams that could not be delivered because there was no
application at the destination port. Datagram is the official UDP name for what is casually called a data
packet.
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Monitoring | Statistics | MIB-II | IP

This screen shows statisticsin MIB-11 objects for I P traffic on the VPN 3002 since it was last booted or
reset. RFC 2011 defines IP MIB objects.

Figure 13-21 Monitoring | Statistics | MIB-II | IP Screen

Resetg?Refresh@
[Packets Received (Total) 3306
|Pncke ts Received (Header Errors) | a
|Pncke ts Received (Address Errors) | 0
|Pﬂcke ts Received (Unknown Protocols) | 0
|Pﬂcke ts Received (Discarded) | 0
|Pﬂckets Received (Delivered) |2931
|Pﬂcke ts Forwarded | 2
|Dulhumul Paclzets Discarded | 0
|Dulhumul Paclcets with No Route | 2
|F'm:ke ts Transmitted (Requests) |2026

|Fmgneuls Needing Reassembly |

|Re-ﬂsse-1nhl}' Successes

|Re-ﬂsse-mhl}' Failures

|Fm gmentation Failures

|
|
|F1‘ngnenmti-:-n Successes |
|
|

|Fmgnems Created
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

Restore
To restore the screen contentsto their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.
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Packets Received (Total)

The total number of |P data packets received by the VPN 3002, including those received with errors.

Packets Received (Header Errors)

The number of P data packets received and discarded due to errorsin IP headers, including bad
checksums, version number mismatches, other format errors, etc.

Packets Received (Address Errors)

The number of | P data packets received and discarded because the | P address in the destination field was
not avalid address for the VPN 3002. This count includes invalid addresses (for example, 0.0.0.0) and
addresses of unsupported classes (such as Class E).

Packets Received (Unknown Protocols)

The number of I1P data packets received and discarded because of an unknown or unsupported protocol.

Packets Received (Discarded)

The number of I P data packets received that had no problems preventing continued processing, but that
were discarded (for example, for lack of buffer space). This number does not include any packets
discarded while awaiting reassembly.

Packets Received (Delivered)

The number of 1P data packetsreceived and successfully deliveredto | P user protocols (including ICMP)
on the VPN 3002; that is, the VPN 3002 was the final destination.

Packets Forwarded

The number of |P data packets received and forwarded to destinations other than the VPN 3002.

Outbound Packets Discarded

The number of outbound 1P data packets that had no problems preventing their transmission to a
destination, but that were discarded (for example, for lack of buffer space).
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Outbound Packets with No Route

The number of outbound I P data packets discarded because no route could be found to transmit them to
their destination. This number includes any packets that the VPN 3002 could not route because all of its
default routers were down.

Packets Transmitted (Requests)

The number of P data packets that local 1P user protocols (including ICMP) supplied to transmission
requests. This number does not include any packets counted in Packets Forwarded.

Fragments Needing Reassembly

The number of |P fragments received by the VPN 3002 that needed to be reassembled.

Reassembly Successes

The number of P data packets successfully reassembled.

Reassembly Failures

The number of failures detected by the I P reassembly algorithm (for whatever reason: timed out, errors,
etc.). This number is not necessarily a count of discarded IP fragments since some algorithms can lose
track of the number of fragments by combining them as they are received.

Fragmentation Successes

The number of P data packets that have been successfully fragmented by the VPN 3002.

Fragmentation Failures

The number of | P data packets that have been discarded because they needed to be fragmented but could
not be (because the Don’t Fragment flag was set).

Fragments Created

The number of |P data packet fragments that have been generated by the VPN 3002.
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Monitoring | Statistics | MIB-II | ICMP

This screen shows statisticsin M1B-11 objectsfor ICMP traffic on the VPN 3002 sinceit was last booted
or reset. RFC 2011 defines ICMP MIB objects.

Figure 13-22 Monitoring | Statistics | MIB-1l | ICMP screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'strip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Total Received/Transmitted

The total number of ICMP messages that the VPN 3002 received/sent. This number includes messages
counted as Errors Received/Transmitted. |CMP messages solicit and provide information about the
network environment.
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Errors Received/Transmitted

The number of ICM P messages that the VPN 3002 received but determined to have | CM P-specific errors
(bad ICMP checksums, bad length, etc.).

The number of ICMP messages that the VPN 3002 did not send due to problems within ICMP such asa
lack of buffers.
Destination Unreachable Received/Transmitted
The number of ICMP Destination Unreachable messages received/sent. Destination Unreachable
messages apply to many network situations, including inability to determine aroute, an unusable source
route specified, and the Don’t Fragment flag set for a packet that must be fragmented.
Time Exceeded Received/Transmitted
The number of ICM P Time Exceeded messages recei ved/sent. Time Exceeded messagesindicate that the
lifetime of the packet has expired, or that a router cannot reassemble a packet within atime limit.
Parameter Problems Received/Transmitted
The number of |CM P Parameter Problem messages received/sent. Parameter Problem messages indicate
a syntactic or semantic error in an | P header.
Source Quench Received/Transmitted
The number of ICMP Source Quench messages received/sent. Source Quench messages provide
rudimentary flow control; they request a reduction in the rate of sending traffic on the network.
Redirects Received/Transmitted
The number of ICMP Redirect messages received/sent. Redirect messages advise that there is a better
route to a particular destination.
Echo Requests (PINGs) Received/Transmitted
The number of ICMP Echo (request) messages received/sent. Echo messages are probably the most
visible ICM P messages. They test the communication path between network entities by asking for Echo
Reply response messages.

Echo Replies (PINGS) Received/Transmitted

The number of ICMP Echo Reply messages received/sent. Echo Reply messages are sent in response to
Echo messages, to test the communication path between network entities.
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Timestamp Requests Received/Transmitted
The number of ICMP Timestamp (request) messages received/sent. Timestamp messages measure the

propagation delay between network entities by including the originating timein the message, and asking
for the receipt time in a Timestamp Reply message.

Timestamp Replies Received/Transmitted

The number of ICMP Timestamp Reply messages received/sent. Timestamp Reply messages are sent in
response to Timestamp messages, to measure propagation delay in the network.

Address Mask Requests Received/Transmitted
The number of ICMP Address Mask Request messages received/sent. Address Mask Request messages

ask for the address (subnet) mask for the LAN to which a router connects.

Address Mask Replies Received/Transmitted

The number of ICMP Address Mask Reply messages received/sent. Address Mask Reply messages
respond to Address Mask Request messages by supplying the address (subnet) mask for the LAN to
which arouter connects.
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Monitoring | Statistics | MIB-II | ARP Table

This screen shows entries in the Address Resolution Protocol mapping table since the VPN 3002 was
last booted or reset. ARP matches | P addresses with physical MAC addresses, so the system can forward
traffic to computers on its network. RFC 2011 defines MIB entriesin the ARP table.

The entries are sorted first by Interface, then by IP Address. To speed display, the Manager might
construct multiple 64-row tables. Use the scroll controls (if present) to view the entire series of tables.

You can also delete dynamic, or learned, entries in the mapping table.

Figure 13-23 Monitoring | Statistics | MIB-1l | ARP Table Screen
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ARP Entries: 136

|Illl.|?1‘fﬂ(‘? |P11}'siml Address | IP Address |I\-I=1111]ing Type |Action
1 |[FFFFFFFFFFFF| 19216800 |  Static
(009044000042 | 192168101 ||  Static
[00.90.44.00.00.42 | 192.168.10.100 | Static —
[FF FF FF FF FF FF|[102 163255255  Static
[00.105412EF78 [ 1010232 ||
IFF.FF FF FF.FF FF | 161.44.246.0 ||
[00.DOBCFIED.AZ| 16144.2462 |
[00D0.D3.35.21.84 || 16144.2463 |
[00.D0.00 AF FEFF || 161442464 |
[00.01.025F 9C9F | 161.44.246.6 ||
[00.ADCOESS4.0E | 161442467 ||
[ 00.90.27.B1.07.36 || 161.44.246.8 |
[00.50DAD7 2E0B|| 161442469 |
[O0.01EAD0.884% | 16144246 10 | Dynamic  [[Delete]
[0060B0.9C 12.44 | 16144246 11 | Dynamic  |[Delete]
[00.90.44.00.0E.7C || 161.44.246.20 | Dynamic |[[Delste]
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|
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Drynamic |[ Delete ]
Static

Dynamic [ Delate]
Dynarnic [ Delete]
Dynamic ([ Delate ]
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Dynarnic [ Delete]
Dynarnic ([ Delete ]

[0040.96.37.C0.84 | 161.44.246.45 | Dynaric  |[Delate]
[08.00.20F8.CE22 | 1614424646 | Dynamic  [[Delste]
[0001.03.22.150C | 1614424647 | Dynamic  |[Delete]
[08.00.20.C1.08.28 | 161.44.246.51 | Dynamic |[[Delste]
[08.00.20FD.67.4C | 161.44.246.54 | Dynaric [ Delate]
| 00409638 F3.20 || 16144 24655 | Dynamic  |[[Delete]
[00BOD0.63.0D 3E | 1614424656 | Dynamic [ Delete]
[00.50.04D4 64 FF | 1614424657 | Dynamic  |[Delete]
[00.01.02.34.C4.2D || 161.44.246.65 | Dynamic |[[Delste]
| 00.40.96.48.55.3F | 161.44.246.66 | Dynaric  |[Delate]
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Refresh

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

VPN 3002 Hardware Client Reference
[ oL-1803-01 .m



Chapter 13 Monitoring |

B Monitoring | Statistics | MIB-II | ARP Table

Interface

The VPN 3002 network interface on which this mapping applies:
- Private Interface

« Public Interface

Physical Address

The hardwired MAC (Media Access Control) address of a physical network interface card, in 6-byte
hexadecimal notation, that maps to the IP Address. Exceptions are:

e 00 =avirtua address for atunnel.
« FFRFFFF.FF.FF.FF = anetwork broadcast address.

IP Address

The IP address that maps to the Physical Address.

Mapping Type

The type of mapping:
« Other = none of the following.
« Invalid = an invalid mapping.
» Dynamic = alearned mapping.
« Static = a static mapping on the VPN 3002.

Action/Delete

To remove a dynamic, or learned, mapping from the table, click Delete. There is no confirmation or
undo. The Manager deletes the entry and refreshes the screen.

To delete an entry, you must have the administrator privilege to Modify Config under General Access
Rights. See Administration | Access Rights | Administrators.

You cannot delete static mappings.
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Monitoring | Statistics | MIB-II | Ethernet

This screen shows statisticsin MIB-I1 objectsfor Ethernet interface traffic on the VPN 3002 sinceit was
last booted or reset. | EEE standard 802.3 describes Ethernet networks, and RFC 1650 defines Ethernet
interface MIB objects.

To configure Ethernet interfaces, see Configuration | Interfaces.

Figure 13-24 Monitoring | Statistics | MIB-1l | Ethernet Screen
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Reset
To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle’'s trip odometer, versus the regular odometer.

Restore
To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

Refresh
To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Interface
The private or public interface to which the datain this row applies.
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Alignment Errors

The number of frames received on this interface that are not an integral number of bytesin length and
do not pass the FCS (Frame Check Sequence; used for error detection) check.

FCS Errors

The number of frames received on thisinterface that are an integral number of bytesin length but do not
pass the FCS (Frame Check Sequence) check.

Carrier Sense Errors

The number of times that the carrier sense signal waslost or missing when trying to transmit aframe on
this interface.

SQE Test Errors

The number of times that the SQE (Signal Quality Error) Test Error message was generated for this
interface. The SQE message tests the collision circuits on an interface.

Frame Too Long Errors

The number of frames received on this interface that exceed the maximum permitted frame size.

Deferred Transmits

The number of frames for which the first transmission attempt on this interface is delayed because the
medium is busy. This number does not include frames involved in collisions.

Single Collisions

The number of successfully transmitted frames on this interface for which transmission is inhibited by
exactly one collision. This number is not included in the Multiple Collisions number.

Multiple Collisions

The number of successfully transmitted frames on this interface for which transmission is inhibited by
more than one collision. This number does not include the Single Collisions number.

Late Collisions

The number of times that a collision is detected on this interface later than 512 bit-times into the
transmission of a packet. 512 bit-times = 51.2 microseconds on a 10-Mbps system.
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Excessive Collisions

The number of frames for which transmission on this interface failed due to excessive collisions.

MAC Errors: Transmit

The number of frames for which transmission on this interface failed due to an internal MAC sublayer
transmit error. This number does not include Carrier Sense Errors, Late Collisions, or Excessive
Collisions.

MAC Errors: Receive

The number of frames for which reception on this interface failed due to an internal MAC sublayer
receive error. This number does not include Alignment Errors, FCS Errors, or Frame Too Long Errors.

Speed (Mbps)

The nominal bandwidth of the interface in megabits per second.

Duplex

The current LAN duplex transmission mode for this interface:
« Full = Full-Duplex: transmission in both directions at the same time.
« Half = Half-Duplex: transmission in only one direction at a time.
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Monitoring | Statistics | MIB-1l | SNMP

Reset

Restore

Refresh

This screen shows statisticsin MIB-11 objectsfor SNMP traffic onthe VPN 3002 since it was last booted
or reset. RFC 1907 defines SNMP version 2 MIB objects.

To configure the VPN 3002 SNMP server, see Configuration | System | Management Protocols | SNMP.

Figure 13-25 Monitoring | Statistics | MIB-1l | SNMP Screen
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To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
islike that of avehicle's trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. Thisicon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Requests Received

Bad Version

The total number of SNMP messages received by the VPN 3002.

The total number of SNMP messages received that were for an unsupported SNMP version. The
VPN 3002 supports SNMP version 2.
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Bad Community String
The total number of SNM P messages received that used an SNMP community string the VPN 3002 did
not recognize. See Configuration | System | Management Protocols | SNMP Communities to configure
permitted community strings. To protect security, the VPN 3002 does not include the usual default public
community string.

Parsing Errors
Thetotal number of syntax or transmission errors encountered by the VPN 3002 when decoding received
SNMP messages.

Silent Drops
The total number of SNMP request messages that were silently dropped because the reply exceeded the
maximum allowable message size.

Proxy Drops

The total number of SNM P request messages that were silently dropped because the transmission of the
reply message to a proxy target failed for some reason (other than a timeout).

VPN 3002 Hardware Client Reference
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Using the Command-Line Interface

The VPN 3002 Hardware Client command-line interface (CLI) is a menu- and command-line-based
configuration, administration, and monitoring system built into the VPN 3002. You use it viathe system
console or a Telnet (or Telnet over SSL) session.

You can use the command-line interface to completely manage the system. You can access and configure
the same parameters as the HTML-based VPN 3002 Hardware Client Manager.

This chapter describes general features of the command-line interface and how to access and use it. It
does not describe the individual menu items and parameter entries. For information on specific
parameters and options, see the corresponding section of the Manager in this manual. For example, to
understand Ethernet interface configuration parameters and choices, see Configuration | Interfaces |
Private/Public in Chapter 3, “Interfaces’.

Accessing the Command-line Interface

You can access the command-line interface in two ways: via the system console or a Telnet (or Telnet
over SSL) client.

Console Access

To use the console;

1. Connect a PC to the VPN 3002 via an RJ-45 serial cable (which Cisco supplies with the system)
between the consol e port on the VPN 3002 and the COM1 or serial port on the PC. For more
information, see the VPN 3002 Hardware Client Getting Started guide.

2. Start aterminal emulator (e.g., HyperTerminal) on the PC. Configure a connection to COM 1 with
port settings of:

9600 bits per second.
8 data bits.

No parity.

1 stop bit.

Set the emulator for VT100 emulation, or let it auto-detect the emulation type.
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3. Press Enter onthe PC keyboard until you see the login prompt. (You might see a password prompt
and error messages as you press Enter; ignore them and stop at the login prompt.)

Login: _

Telnet or Telnet/SSL access

To access the command-line interface via a Telnet or Telnet/SSL client:

1. Enable the Telnet or Telnet/SSL server on the VPN 3002. (They are both enabled by default on the
private network.) See the Configuration | System | Management Protocols | Telnet screen on the
Manager.

2. Start the Telnet or Telnet/SSL client, and connect to the VPN 3002 using these parameters:
Host Name or Session Name = The | P address on the VPN 3002 private interface; e.g., 10.10.147.2
Port = Telnet (default Telnet port is 23, Telnet/SSL port is 992)
Terminal Type =VT100 or ANSI

~

Note  Telnet/SSL: If the client offers it, enable both SSL and SSL only.

3. The VPN 3002 displays alogin prompt.
Login: _

Starting the Command-line Interface

You start the command-line interface by logging in.

L ogin usernames and passwords for both consol e and Telnet access are the same as those configured and
enabled for administrators. See the Administration | Access Rights | Administrators screen. By default,
only adni n is enabled.

This example uses the factory-supplied default admin login and password. If you have changed them,
use your entries.

At the prompts, enter the administrator login name and password. Entries are case-sensitive.

Logi n: adm n
Password: admi n (The CLI does not show your entry.)
The CLI displays the opening welcome message, the main menu, and the mai n - > prompt.

Wel conme to
Cisco Systens
VPN 3002 Hardware Client
Command Line Interface
Copyright (C) 1998-2001 Cisco Systens, Inc.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Help Information

6) Exit

Main ->

VPN 3002 Hardware Client Reference
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Using the Command-line Interface

This section explains how to:
» Choose menu items.
« Enter values for parameters and options.
» Specify configured items by number or name.
« Navigate quickly, using shortcuts, through the menus.
- Display abrief help message.
- Save entries to the system configuration file.
« Stop the command-line interface.
» Understand administrator access rights.

The command-line interface displays menus or prompts at every level to guide you in choosing
configurable options and setting parameters. The prompt always shows the menu context.

Choosing Menu Items

To use the command-line interface, enter a number at the prompt that corresponds to the desired menu
item, and press Enter.

For example, thisis the Configuration > System > General > System | dentification menu:

1) Set System Nane
2) Set Contact

3) Set Location

4) Back

General -> _

Enter 1 to set the system name.

Entering Values

The command-line interface shows any current or default value for a parameter in brackets[ 1. To
change the value, enter a new value at the prompt. To leave the value unchanged, just press Enter.

Continuing the example above, thisis the prompt to enter a value for the system name;
> Host Name

General -> [ Lab VPN] _

You can enter a new name at the prompt, or just press Enter to keep the current name.
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Navigating Quickly

There are two ways to move quickly through the command-line interface: shortcut numbers, and the
Back/Home options. Both ways work only when you are at a menu, not when you are at a value entry.

Using Shortcut Numbers

When you become familiar with the structure of the interface, which parallels the HTML-based
VPN 3002 Hardware Client Manager, you can quickly access any level by entering a series of numbers
separated by periods. For example, suppose you want to change the Access Rights for Administrators.

The series of menus that gets to that level from the main menu is:

Main -> _

1)
2)
3)
4)
5)
6)

Configuration

Admi ni stration

Moni t ori ng

Save changes to Config file
Hel p I nformation

Exi t

Main -> 2 (Adnmini stration)

) Software Update

2)
3)
4)
5)
6)
7

Syst em Reboot

Pi ng

Access Rights

Fi | e Managenent
Certificate Managenent
Back

Config -> 4 (Access Rights)

1)
2)
3)

Adm ni strators
Access Settings
Back

Admin -> 1

1)
2)

Adm ni strative Users

User nane Enabl ed
admin Yes
config No

isp No

Modi fy Admi ni strator
Back

Admin -> 1
> \Which Administrator to Mudify

Admin ->

] VPN 3002 Hardware Client Reference
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As ashortcut, you can just enter 2. 4. 1. 1 at the Mai n- > prompt, and move directly to the Modify
Administrators menu:

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Hel p Infornmation

6) Exit

Main -> 2411

> \Which Administrator to Mudify

Adm n ->

At thislast prompt, you cannot use a number shortcut. At this prompt, you must type in the name of
the administrator you want to modify, for example, confi g.

Admin -> config

The prompt always shows the current context in the menu structure.

Using Back and Home

M ost menus include a numbered Back choice. Instead of entering a number, you can just enter b or B to
move back to the previous menu.

Also, at any menu level, you can just enter h or Hto move home to the main menu.

Getting Help Information

To display abrief help message, enter 5 at the main menu prompt. The command-line interface explains
how to navigate through menus and enter values. This help message is available only at the main menu.

Cisco Systens. Help information for the Comand Line Interface
From any nmenu except the Main menu.

-- "B or 'b" for Back to previous menu.

-- 'H or 'h’ for Hone back to the nain nenu.

For Data entry
-- Current values are in'[ ]'s. Just hit 'Enter’ to accept val ue.

1) View Hel p Again
2) Back

Help -> _

To return to the main menu from this help menu, enter h or H (for home), or 2 or b or B (for back) at the
prompt.
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Saving the Configuration File

Configuration and administration entries take effect immediately and are included in the active, or
running, configuration. However, if you reboot the VPN 3002 without saving the active configuration,
you lose any changes.

To save changes to the system configuration (CONFIG) file, navigate to the main menu. At the prompt,
enter 4 for Save changes to Config file.

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Hel p Infornmation

6) Exit

Main -> 4

The system writes the active configuration to the CONFIG file and redisplays the main menu.

Stopping the Command-line Interface

To stop the command-line interface, navigate to the main menu and enter 6 for Exit at the prompt:

1) Configuration

2) Administration

3) Monitoring

4) Save changes to Config file
5) Hel p Infornmation

6) Exit

Main -> 6
Done

Make sure you save any configuration changes before you exit from the CL1I.

Understanding Access Rights

What you see and can configure depends on administrator access rights. If you do not have permission
to configure an option, you see - ), rather than a number, in menus. For example, here isthe main menu
for the default Monitor administrator:

-) Configuration

-) Administration

3) Monitoring

-) Save changes to Config file

5) Hel p Infornmation

6) Exit

Main -> _

The default Monitor administrator can only monitor the VPN 3002, not configure system parameters or
administer the system.

See Administration | Access Rights | Administratorsin Chapter 12, “ Administration”, for more
information.
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This section shows all the menus in the first three levels below the main menu. (There are many
additional menus below the third level; and within the first three levels, there are some non-menu
parameter settings. To keep this chapter at a reasonable size, we show only the menus here.)

The numbers in each heading are the keyboard shortcut to reach that menu from the main menu. For
example, entering 1. 3. 1 at the main menu prompt takes you to the Configuration > System
Management> | P Routing menu.

Note  The menus and options, and thus the keyboard shortcuts, might change with new software versions.
Please check familiar shortcuts carefully when using a new release.

Main Menu

1)
2)
3)
4)
5)
6)

1 Configuration

1)
2)
3)
4)
5)

Configuration

Admi ni stration

Moni t ori ng

Save changes to Config file
Hel p I nformation

Exi t

n->

Qui ck Configuration
Interface Configuration
Syst em Managenent

Pol i cy Managenent

Back

Config -> _

1.1 Configuration > Quick Configuration

See the VPN 3002 Hardware Client Getting Started guide for complete information about Quick
Configuration.

1.2 Configuration > Interface Configuration

Thi

1)
2)
3)

s table shows current |P addresses.

Configure the Private Interface
Configure the Public Interface

Back

Interfaces -> _
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1.2.1 or 1.2.2 Configuration > Interface Configuration > Configure the Private/Public Interface

1) Enabl e/ Di sabl e

2) Set |P Address

3) Set Subnet Mask

4) Sel ect Ethernet Speed
5) Sel ect Dupl ex

6) Back

Private/Public Interface -> _

1.3 Configuration > System Management

1) Servers (DNS)

2) Tunneling Protocols (IPSec)

3) IP Routing (static routes, etc.)

4) Managenent Protocols (Tel net, HTTP, etc.)
5) Event Configuration

6) Ceneral Config (systemnane, tinme, etc.)
7) Back

System -> _

1.3.1 Configuration > System Management > Servers

1) DNS Servers
2) Back

Servers -> _

1.3.2 Configuration > System Management > Tunneling Protocols

1) | PSec
2) Back

Tunnel -> _

1.3.3 Configuration > System Management > IP Routing

1) Static Routes
2) Default Gateway
3) DHCP

4) DHCP Options

5) Back

Routing -> _

1.3.4 Configuration > System Management > Management Protocols

1) Configure HTTP/ HTTPS

2) Configure Tel net

3) Configure SNWP

4) Configure SNWP Comunity Strings
5) Configure SSL

7) Configure XM

8) Back

Network -> _

VPN 3002 Hardware Client Reference
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1.3.5 Configuration > System Management > Event Configuration
1) General
2) d asses
3) Trap Destinations
4) Syslog Servers
5) Back

Event -> _

1.3.6 Configuration > System Management > General Config

1) System ldentification
2) System Tine and Date
3) Back

General -> _

1.4 Configuration > Policy Management

1) Traffic Managenent
2) Back

Policy -> _

1.4.1 Configuration > Policy Management > Traffic Management

1) Port Address Transl ation (PAT)
2) Back

Traffic ->

2 Administration

1) Software Update

2) System Reboot

3) Ping

4) Access Rights

5) File Managenent

6) Certificate Managenent
7) Back

Admn -> _

2.1 Administration > Software Update

Nanme of the file for main code upgrade? [vpn3002c. bin]
| P address of the host where the file resides? [10.10.66.10]

(Modify any of the above (C)ontinue or (E)xit? [M

VPN 3002 Hardware Client Reference
[ oL-1803-01 .m



Chapter 14

Using the Command-Line Interface |

M MenuReference

2.2 Administration > System Reboot
1) Cancel Schedul ed Reboot/ Shut down
2) Schedul e Reboot
3) Schedul e Shut down
4) Back

Admn -> _

2.2.2 Administration > System Reboot > Schedule Reboot

1) Save active Configuration and use it at Reboot
2) Reboot without saving active Configuration file
3) Reboot ignoring the Configuration file

4) Back

Admn -> _

2.2.3 Administration > System Reboot > Schedule Shutdown

1) Save active configuration and use it at next reboot

2) Shutdown without saving active Configuration file

3) Shutdown, ignoring the Configuration file at next reboot
4) Back

Admin -> _

2.3 Administration > Ping

> Ping host

Admin ->

2.4 Administration > Access Rights
1) Administrators
2) Access Settings
3) Back

Admn -> _

2.4.1 Administration > Access Rights > Administrators
Admin -> 1

Adm ni strative Users

User nane Enabl ed
adm n Yes
config No
isp No

1) Modify Adm nistrator
2) Back

Admin ->
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2.4.2 Administration > Access Rights > Access Settings

1) Set Session Timeout

2) Set Session Limt

3) SertConfig File Encryption
4) Back

Admn -> _

2.5 Administration > File Management

List of Files

CONFI G CONFI G. BAK

1) View Config File

2) Delete Config File

3) View Backup Config File
4) Del ete Backup Config File
5) Swap Config Files

6) Upload Config File

7) Back

File -> _

2.5.5 Administration > File Management > Swap Configuration File

Every time the active configuration is saved,...

1) Swap
2) Back

Admn -> _

2.6 Administration > Certificate Management

1) Enrol | ment

2) Installation

3) Certificate Authorities
4) ldentity Certificates
5) SSL Certificate

6) Back

Certificates -> _

2.6.2 Administration > Certificate Management > Installation

1) Install Certificate Authority

2) Install SSL Certificate (from Enroll ment)

3) Install SSL Certificate (with private key)

4) Install ldentity Certificate (from Enroll ment)
5) Back

Certificates -> _

VPN 3002 Hardware Client Reference
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2.6.3 Administration > Certificate Management > Certificate Authorities

Certificate Authorities

1) View Certificate
2) Delete Certificate
4) Back

Certificates -> _

2.6.4 Administration > Certificate Management > Identity Certificates

Identity Certificates

1) View Certificate
2) Delete Certificate
3) Back

Certificates -> _

2.6.5 Administration > Certificate Management > SSL Certificate

3 Monitoring

Subj ect
g’ to Qit, '<SPACE>' to Continue
| ssuer
g’ to Quit, '<SPACE>'" to Continue

Serial Nunber

1) Delete Certificate
2) Cenerate Certificate
3) Back

Certificates -> _

1) Routing Table

2) Event Log

3) System Status

4) User Status

5) General Statistics
6) Back

Monitor -> _

->

->
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3.1 Monitoring > Routing Table

Routing Tabl e
g’ to Qit, '<SPACE>' to Continue ->

1) Refresh Routing Table
2) Cear Routing Table
3) Back

Routing -> _

3.2 Monitoring > Event Log

1) Configure Log view ng paraneters
2) View Event Log

3) dear Log

4) Back

Log -> _

3.2.2 Monitoring > Event Log > View Event Log

[ Event Log entries]

1) First Page

2) Previous Page
3) Next Page

4) Last Page

5) Back

Log -> _

3.3 Monitoring > System Status

System St at us

1) Refresh System Status
2) Connect Now

3) Disconnect Now

4) Back

Status -> _
Card Status -> _

VPN 3002 Hardware Client Reference
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3.4 Monitoring > User Status

Aut henti cated Users

1) Refresh User Status
2) Log out User
3) Back

Sessions ->

3.5 Monitoring > General Statistics

1) Protocol Statistics
2) Server Statistics
3) MBIl Statistics
4) Back

General -> _

3.4.1 Monitoring > General Statistics > Protocol Statistics

1) IPSec Statistics
2) HTTP Statistics
3) Telnet Statistics
4) DNS Statistics

5) SSL Statistics

6) SSH Statistics

7) PPPOE Statistics
8) NAT Statistics

9) Back

General -> _

3.4.2 Monitoring > General Statistics > Server Statistics

1) DHCP Statistics
2) Back

General -> _

3.4.3 Monitoring > General Statistics > MIB |l Statistics

1) Interface-based
2) Systeml evel
3) Back

MB2 -> _

Login Time Dur ati on
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Troubleshooting and System Errors

Appendix A describesfilesfor troubleshooting the VPN 3002 and L ED indicators on the system. It also
describes common errors that might occur while configuring and using the system, and how to correct
them.

Files for Troubleshooting

Event Logs

The VPN 3002 Hardware Client creates several files that you can examine and that can assist Cisco
support engineers when troubleshooting errors and problems:

- Eventlog.

« SAVELOG.TXT—Event log that is automatically saved when the system crashes and when it is
rebooted.

« CRSHDUMP.TXT—Internal system datafile that is written when the system crashes.
+« CONFIG—Normal configuration file used to boot the system.
- CONFIG.BAK—Backup configuration file.

The VPN 3002 records system events in the event log, which is stored in nonvolatile memory
(NVRAM). To troubleshoot operational problems, we recommend that you start by examining the event
log. To view the event log, see Administration | File Management | View, and click on View Saved L og
File. To configure events, and to choose the events you want to view, see Configuration | System | Events
and Monitoring | Filterable Event Log.

The VPN 3002 automatically saves the event log to afile in flash memory if it crashes, and when it is
rebooted. Thislog fileisnamed SAVELOG.TXT, and it overwrites any existing file with that name. The
SAVELOG.TXT fileis useful for debugging. To view SAVELOG.TXT, see Administration | File
Management | View, and click on View Saved Log File.

Crash Dump File

If the VPN 3002 crashes during operation, it saves internal system data in nonvolatile memory
(NVRAM), and then automatically writes this datato a CRSHDUMP. TXT file in flash memory when
it isrebooted. This file contains the crash date and time, software version, tasks, stack, registers,
memory, buffers, and timers which help Cisco support engineers diagnose the problem. In case of a
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crash, we ask that you send this file when you contact TAC for assistance. To view the
CRSHDUMPTXT file, see Administration | File Management | View, and click on View Saved L og
Crash Dump File.

Configuration Files
The VPN 3002 savesthe current boot configuration file (CONFIG) and its predecessor (CONFIG.BAK)

asfilesin flash memory. These files may be useful for troubleshooting. See Administration | File
Management for information on managing files in flash memory.

LED Indicators

LED indicatorson the VPN 3002 are normally green or flashing amber. LEDs that are solid amber or off
may indicate an error condition.

Contact Cisco TAC if any LED indicates an error condition.

VPN 3002 Front LEDs

The LEDs on the front of the VPN 3002 are:

LED Status Explanation

PWR Green Unit is on and has power.
Off Unit is powered off.

SYS Flashing amber Unit is performing diagnostics.
Solid amber Unit has failed diagnostics.
Flashing green Unit is negotiating DHCP or PPPOE.
Green Unit is operational.

VPN Off No VPN tunnel exists.
Amber Tunnel has failed.
Green Tunnel is established.

VPN 3002 Hardware Client Reference
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VPN 3002 Rear LEDs

System Errors M

The LEDs on the rear of the VPN 3002 indicate the status of the private and public interfaces.

LED

Explanation

Green

Interface is connected to the network.

OFF

Interface is not connected to the network.

Flashing amber

Traffic is traveling across the interface.

System Errors

If you have configured the VPN 3002, and you are unable to connect to or pass data to the central-site
VPN Concentrator, use Table A-1 to analyze the problem. Also, use the following section of this
appendix to check the settings on the VPN Concentrator to which this VPN 3002 connects.

Table A-1  Analyzing System Errors

Problem or Symptom

Possible Solution

Tunnel is not up or not passing data.

PWR LED is off.

Make sure that the power cableis plugged into the VPN
3002 and a power outlet.

SYSLED issolid amber.

Unit has failed diagnostics. Contact Cisco Support
immediately.

You see this LED display:

PWR = green
SYSLED = green
VPN LED = off.

1. Verify that the VPN Concentrator to which this VPN
3002 connects is running version 3.0 software.

2. Navigate to Monitoring > System Status. Click on
Connect Now.

Connect Now did not bring up the
tunnel, and the public interface LED
(rear of unit) is off.

1. Check that aLAN cable is properly attached to the
public interface of the VPN 3002.

2. Make sure the I P address for the public interface is
properly configured.

Public interface LED is on, but

attempting to ping the default gateway

(Administration > Ping) yields no
response.

1. Make sure the default gateway is properly
configured.

2. Contact your ISP.
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Table A-1  Analyzing System Errors (continued)

Problem or Symptom Possible Solution
VPN LED issolid amber (tunnel failed | 1. Make sure the IPSec parameters are properly
to establish to central-site VPN configured. Verify:
Concentrator). — Public IP Address of the IKE peer (central-site

VPN Concentrator) is correct.
— Group name and password are correct.
— User name and password are correct.

2. Make sure the group and user names and passwords
match those set for the VPN 3002 on the central-site
VPN Concentrator.

3. After you make any changes, navigateto Monitoring
> System Status and click on Connect Now.

4. Study the event log files. To capture more events,
and to interpret events, see Chapter 9, “Events,” in
the VPN 3002 Hardware Client User Reference.

My PC cannot communicate with the | 1. Verify that the VPN Concentrator to which this VPN
remote network. 3002 connects is running version 3.0 software.

2. Navigate to Monitoring > System Status and click
on Connect Now.

Connect Now worked.
LED(s) for theprivateinterface/switch |Make sure that a LAN cable is properly attached to the

port are off. private interface of the VPN 3002 and the PC.
LED(s) for theprivateinterface/switch | 1. IsthisPC configured asaDHCP client?If so, verify
port are on. that the DHCP server on the VPN 3002 is enabled.

2. With any method of address assignment, verify that
the PC has an |P address and subnet mask.

Attempting to ping the default 1. Make sure your PC has an appropriate | P address,
gateway (Administration > Ping) reachable on this network.
yields no response. 2. Contact your network administrator.

Settings on the VPN Concentrator

If your VPN 3002 experiences connectivity problems, check the configuration of the VPN Concentrator.

Stepl  Configure the connection as a Client, not LAN-to-LAN.

Step2  Assign this VPN 3002 to a group. Configure group and user names and passwords. These must match
the group and user names and passwords that you set on the VPN 3002. Refer to Chapter 14, “User
Management,” in the VPN 3000 Series Concentrator Reference Volume |.

Step3  If the VPN 3002 uses PAT mode, enable a method of address assignment for the VPN 3002: DHCP,
address pools, per user, or client specified. Refer to Chapter 6, “ Address Management,” in the VPN 3000
Series Concentrator Reference Volume I.
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Step4  If you are using Network Extension mode, configure a default gateway or a static route to the private
network of the VPN 3002. Refer to Chapter 8, “1P Routing,” in the VPN 3000 Series Concentrator

Reference Volume |.

Check the Event log. Refer to Chapter 10, “Events,” in the VPN 3000 Series Concentrator Reference

Step 5
\Volume l.

VPN 3002 Hardware Client Manager Errors

The following sections describe errors that might occur while using the HTML-based VPN 3002
Hardware Client Manager with a browser.

Invalid Login or Session Timeout
The Manager displays the Invalid Login or Session Timeout screen (see Figure A-1).

Figure A-1 Invalid Login or Session Timeout Screen

VPN 3002
HARDWARE CLIENT MANAGER

Irvalid Login or Session Timeout
VPN 3002 Hardware Client

Login:
Password:

Login | Clear

Cisco SvsTems

Copyright © 1998-2001 Cisco Systems, Inc.

516594
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Table A-2 Invalid Login or Session Timeout Screen
Problem Possible Cause Solution
You entered an - Typing error. » Reenter the login name and

invalid administrator
login-name and
password
combination °

- Invalid (unrecognized) password, and click on L ogin.

login name or password. - Useavalidloginnameand password.

Verify your typing before clicking on
Login.

TheManager session
has been idle longer
than the configured
timeout interval.
(The default timeout
interval is 600
seconds, which
equals 10 minutes).

» No activity has occurred
for (interval) seconds. The
Manager resets the
inactivity time only when
you click on an action
button such as Apply,
Add, or Cancel, or alink
on a screen that invokes a

On the Administration | Access Rights |
Access Settings screen, change the
Session Timeout interval to alarger value
and click on Apply.

different screen. Entering
values or setting
parameters on a given
screen does not reset the
timer.

« Thetimeoutinterval isset
too low for normal use.

Manager Logs Out

The Manager unexpectedly logs out.
Table A-3 Browser Refresh or Reload Button Logs Out the Manager.

Problem Possible Cause Solution

You clicked on the Refresh or
Reload button on the browser
navigation toolbar, and the
Manager logged out. The main
login screen displays.

Do not use the browser
navigation toolbar buttons
with the VPN 3002 Hardware
Client Manager.

To protect access security, clicking
on Refresh or Reload on the browser
toolbar automatically logs out the
Manager session.

Use only the Manager Refresh
button where it appears on a
screen.

We recommend that you hide
the browser navigation toolbar
to prevent mistakes.
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VPN 3002 Hardware Client Manager Errors Il

Incorrect Display

The Manager displays an incorrect screen or datawhen you click on the browser back or forward button.

Table A-4  Browser Back or Forward Button Displays an Incorrect Screen or Incorrect Data

Problem Possible Cause Solution

YouclickedontheBack |To protect security and
or Forward button on  |the integrity of data
the browser navigation |entries, clicking on
toolbar, and the Back or Forward on
Manager displayed the |the browser toolbar
wrong screen or deletes pointers and
incorrect data. values within the
Manager.

Do not use the browser navigation toolbar buttons
with the VPN 3002 Hardware Client Manager.

Navigate using the location bar at the top of the
Manager window, the table of contentsin the left
frame, or links on Manager screens.

We recommend that you hide the browser
navigation toolbar to prevent mistakes.

Error Message

The Manager displays a screen with the message: “Error/An error has occurred while attempting to
perform the operation.” An additional error message describes the erroneous operation (see Figure A-2).

Figure A-2  Error Screen

@ An error has occurred while attempting to perfornm the operation.
Password and verification do not match.

Fetry the operation or Go to main menu

51695

Table A-5 Error Message Displays

Problem

Possible cause

Solution

You tried to perform
some operation that is
not allowed.

The screen displays a
message that describes
the cause.

» Click on Retry the operation to return to the
screen where you were working and correct
the mistake. Carefully check all your previous
entries on that screen. The Manager attempts
to retain valid entries, but invalid entries are
lost.

» Click on Goto main menu to go to the main
Manager screen.
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B VPN 3002 Hardware Client Manager Errors

Not Allowed Message

The Manager displays a screen with the message: “Not Allowed / You do not have sufficient
authorization to access the specified page.” (see Figure A-3).

Figure A-3 Not Allowed Screen

Go to the hlain hdenn.
Login again.

Tou do not have sufficient authorization to access the specified page.

G1697

Table A-6  Not Allowed Message Displays

Problem

Possible cause

Solution

You tried to access an
areaof the Manager that
you do not have
authorization to access.

» Youloggedinusing
an administrator
login name that has
limited privileges.

» Youloggedinfrom
aworkstation that

has limited access
privileges.

Log in using the system administrator login
name and password. (Defaults are admin /
admin.)

Log in from aworkstation with greater access
privileges.

Have the system administrator change your
privileges on the Administration |
Access Rights | Administrators screen.

Have the system administrator change the
privileges of your workstation on the
Administration | Access Rights | Access
Control List screen.
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VPN 3002 Hardware Client Manager Errors Il

The Manager displays a screen with the message: “Not Found/An error has occurred while attempting
to access the specified page.” The screen includes additional information that identifies system activity

and parameters.

Figure A-4 Not Found Screen

Not Found

Error: HTTP 404 - Not Found
Referring Page: Tnknown

JavaScript: JavaScrpt 1.2

Feature Set:
Go to the login page.

Request: GET hittp/f10.10.147 . 2ifoobar. hitrnl

implemented yet, or the page does not exist. If you have recently upgraded or downgraded the

:": An error has occurred while attempting to access the specified page. The feature hasn't been
WP 3000 Concentrator Series, clearing the browset's cache may solve the problem.

Browser: Mozlla/d () {compatible; METE 4.01; Windows IT)

Software Version: Cizco Systems, Inc. /WP 3000 Concentrator Series Version 2.5 (6898) built by tshort on Apr
14 2000 13:55:31 (DEBEUG_MASE 0, NDEBUG off)

51698

Table A-7 Not Found Message Displays

Problem Possible cause Solution

The Manager could not | « You updated the
find a screen. software image and
did not clear the
browser’s cache.

 Thereisaninternal
Manager error.

assistance.

Clear the browser’s cache: delete its temporary
internet files, history files, and location bar
references. Then try again.

Please note the system information on the screen
and contact Cisco support personnel for

Microsoft Internet Explorer Script Error: No such interface supported

Microsoft Internet Explorer displays a Script Error dialog box that includes the error message: No such

interface supported.

Table A-8 Microsoft Internet Explorer Script Error

Problem

Possible cause

Solution

While using a Manager function
that opens another browser
window (such as Save Needed,
Help, Software Update, etc.),
Internet Explorer cannot open
the window and displays the
error dialog box.

A bug in the Internet Explorer
JavaScript interpreter.

1. Click on No on the error
dialog box.

2. Log out of the Manager.
3. Close Internet Explorer.
4. Reinstall Internet Explorer.
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M Command-line Interface Errors

Command-line Interface Errors

These errors may occur while using the menu-based command-line interface from a console or Telnet

session.

Table A-9 Command-Line Interface Errors

Error

Problem

Possible Cause

Solution

ERROR:-- Bad IP
Address/Subnet Mask/Wildcard
Mask/Area |ID

The system expected a
valid 4-byte dotted
decimal entry, and the
entry was not in that
format.

« Youentered something other
than a4-byte dotted decimal
number. You might have
omitted a byte position, or
entered a number greater
than 255 in a byte position.

» You entered 0.0.0.0 instead
of an appropriate address.

At the prompt, reenter avalid
4-byte dotted decimal number.

ERROR:-- Out of Range value
entered. Try again.

The system expected a
number within a
certain range, and the
entry was outside that
range.

« You entered a letter instead
of anumber.

« You entered a number
greater than the possible
menu numbers.

At the prompt, reenter a
number in the appropriate
range.

ERROR:-- The Passwords do not
match. Please try again.

The entry for a
password and the entry
to verify the password
do not match.

« You mistyped an entry.

« You entered either a
password or verify entry, but
not the other.

At the Verify prompt, reenter
the password. If the original
password is incorrect, press
Enter and reenter both the
password and the verification
at the prompts.
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