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General Information

The 6238 Wi-Fi Router with VOIP is a 3-in-1 router having the functions of a
standard

ADSL router, plus voice capabilities and wireless accessibility, all in one box. These

three features add convenience and provide increased functions to one router.

Package Contents

Included in the package is one of each of the following:

Wi-Fi Router

AC power adapter

USB cable

RJ11 telephone cable

RJ45 Ethernet cable

Quick Installation Instructions

CD containing USB drivers and user’s guide

Safety Instructions—Please Read

Place your router on a flat surface close to the cables in a location with
sufficient ventilation.

To prevent overheating, do not obstruct the ventilation openings of this
equipment.

Plug this equipment into a surge protector to reduce the risk of damage from
power surges and lightning strikes.

Operate this equipment only from an electrical outlet with the correct power
source as indicated on the adapter.

Unplug equipment first before cleaning. A damp cloth can be used to clean
the equipment. Do not use liquid / aerosol cleaners or magnetic / static
cleaning devices.

Do not open the cover of this equipment. Opening the cover will void any
warranties on the equipment.
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Front Panel View

LED

Power

Mode

Solid

No light

ADSL / LINK

ADSL /ACT

LAN 1-4

Solid

No light

Blinking

Solid

No light
Blinking

Solid
No light

Blinking

USB Device

Solid
Flashing

USB Host

Solid
Flashing

Wi-Fi

Solid

No light

o o

L ] e S Swy

Indication

The router is on.

The router is not on.
Check if the AC power adapter is connected to the

router and plugged in.

ADSL is connected.

ADSL is not connected. ALARM LED will be red.

Router is connected to ADSL.
ADSL is connected; no traffic.
ADSL is not connected.
Presence of ADSL traffic.

Router is connected to LAN.

No connection to LAN. Check if LAN cable is

connected to router.

Presence of LAN traffic.

Connection established using USB.
The router is sending or receiving data using USB.
Connection established using USB.

The router is sending or receiving data using USB.

Wireless is enabled.

Wireless is disabled.
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LED

Mode

Blinking

Phone2

Solid
No light

Phonel

Solid

No light

LINE

6238-A2-ZB20-10

Solid

No light

Indication

Presence of wireless traffic.

Line2 is off-hook.

Line2 is on-hook.
Linel is on-hook.

Line is on-hook.

Linel is off-hook.

Line is off-hook.
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Back Panel View

i 9{@-
o 2 e

Port

Description

On/ Off

Press to turn the router on and off.

DC 15V 1.2A

Connects to the AC adapter.

LINE

Connects to the wall outlet using an RJ11 cable.

Phonel

Connects to a telephone using an RJ11 cable.

Phone2

Connects to a second telephone using another RJ11 cable.

Console

For use by service personnel only.

USB Host

Connects to a printer or server using the USB cable provided.

USB Device

Optional: Use only if not using any of the LAN lines.

Reset

Short reset (system reboot) — Push and hold the reset button
for 4 seconds.

Long reset (return to default settings) — Push the reset button
for more than 4 seconds and then release.

Connect to PCs using RJ45 cables.

8 6238 Wi-Fi Router with VOIP User's Guide

Connect to the ADSL line, or, optionally, to a POTS splitter
so that you can use a telephone on the same line.
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Installing the Router

Connect the ADSL Line to a POTS Splitter (Optional)

Follow this procedure if you connect a telephone to the ADSL line using a POTS
splitter.
e Connect an RJ11 cable between the wall phone jack and the LINE port of the
splitter (see diagram below).
e Attach another RJ11 phone wire to the MODEM port of the splitter and the
ADSL port on the rear panel of the router.

e Attach the PHONE port of the splitter to the telephone using a third RJ11

phone wire.
r_ ™ r_ Ty
LINE HODEH PHONE
%\ r %\ r

Connect the ADSL Line to the Router
Follow this procedure if you will not connect a telephone to the ADSL line using a
POTS splitter.

e Connect an RJ11 cable between the wall phone jack and the ADSL port of the
router.

Connect the PC to the Router

By Ethernet—

To use the Ethernet connection, connect the Ethernet cable from the computer

directly to the router.

e Connect one end of the Ethernet cable to the port(s) labeled LAN 1-4 on the back
of the router and attach the other end to the Ethernet port of your computer. Do
not use the USB Device port of the router.

e Ifyour LAN has more than one computer, you can attach one end of an Ethernet
cable to a hub or a switch and the other to the Ethernet port (labeled LAN) on the
router. Note that either a crossover or straight-through Ethernet cable can be used.
The router automatically recognizes the type of connection that is required.

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 9




By USB—
Or, you can use the supplied USB cable to connect your computer directly to the
router.

e Connect one end of the USB cable to the USB port (labeled USB Device) on the
back of the router and connect the other end to a free USB port on your PC. Do
not use the LAN ports of the router.

e The Found New Hardware Wizard will open on your PC. See USB Driver
Installation below.

Connect a Printer or Server to the Router

If you have a printer or server that you wish to connect to the router, attach the printer
or server to the port labeled USB Host using the USB cable that comes with the
device.

Connect the Telephone to the Router

There are two ports on the back of your router labeled Phone 1 and Phone 2 for you
to connect up to two telephones to. Use RJ11 cables to connect the telephone(s) to the
router.

Connect the Router to a Phone Jack

e Before connecting the power adapter, connect the router directly to a phone jack
using an RJ11 cable.

e Connect one end of an RJ11 cable to the port labeled Line on the back of the
router and the other end to a wall phone jack.

Connect the Power Adapter

e Complete the process by connecting the AC power adapter to the POWER
connector on the back of the device and plug the adapter into a wall outlet or
power strip.

e Then turn on and boot up your PC and any LAN devices, such as hubs or
switches, and any computers connected to them.

10 6238 Wi-Fi Router with VOIP User’s Guide 6238-A2-ZB20-10



Installation Diagram
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Mounting the Router

The router can be mounted on the wall with screws. Mounting can be done on wall
material including concrete, wood, or drywall. Select an appropriate location free
from obstructions or any possible interference. Make sure the cables can be easily
attached to

the router without strain. The illustration below shows how to mount the router
horizontally

on a wall.

[ Horizontal Mounting ‘

Mounting Screws

Mounting Holes

Concrete, Weod,
or Drywall
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USB Driver Installation

The following instructions will guide you through the installation of the USB driver.
The procedure is not required if you use the LAN ports of the router instead of the
USB Device

port.

Found Mew Hardware

ISE Metwork Interface

Please wait .

1. When you attach the USB cable to the router for the first time and turn on the
device, Windows will detect new hardware and the Found New Hardware
Wizard will appear.

Found New Hardware Wizard

Welcome to the Found New

S i
\? Hardware Wizard

Thiz wizard helps pou install a device driver far a
hardware dewvice.

To continue, click Mest.

¢ Black I et > I Cancel

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 13




2. The Found New Hardware Wizard will appear shortly after, showing that a
USB driver is needed. Click on Next to continue with the installation.

Digital Signature Mot Found x|

The Microzoft digital zignature affirms that zoftware has
been tested with “Windows and that the software haz not
been altered zince it was tested.

The software you are about to install does not contain a
Microzoft digital zignature. Therefore, there is no
guarantee that thiz zoftware works correctly with
Wwindows.

Broadcom USE Remote NDIS Device

If wou want ta zearch for Microzoft digitally signed
zoftware, vigit the Windows Update ‘web site at
http: # Awindowsupdate, microzoft. com to see if one iz
available.

Do pow want to continue the installation?

Yes Mo Mare Info

3. The Digital Signature Not Found window appears. Click on Yes to continue
with the installation.

nsertpisk x|
Please inzert the floppy disk. labeled ‘Broadcom SE 0k,
Metwork, Driver Install Dizk' into drive &; and then click _

Ok. Cancel

Y'ou can alzo click OF F you want filez to be copied
fram an alternate location, such az a network, zerver or
a compact disc.

4. The Insert Disk window prompts you to insert the disk (or CD) containing
the USB driver. Click on OK after inserting the disk (or CD).

x
The file 'usbB023k. spz' on Broadcom USE Metwark,
Diriveer Install Dizk iz needed.

Cancel |

Type the path where the file iz located, and then click
Q.

Copy files fran:

IE j Browse. .. |

14 6238 Wi-Fi Router with VOIP User’s Guide 6238-A2-ZB20-10



5. After clicking OK at the previous window, you will be asked to browse for
the location of the disk (or CD) that the USB driver is on. Then click on OK
to continue to the next step.

Laok ir: | {3 BCM LISE Driver - « £ -

USBBO23K, 55

File name: IUSBBDEEK.SYS j Open I
Filesof type  [usbB023k sysusbB023k. sp_ = Caricel |

6. When you select the location of the disk (or CD), the required file
USB8023K.SYS is displayed in the filename window of this screen. Click on
Open to continue with the installation process.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizand bigz Tinizbed installiog e sollware Do,

Jroadcom USE Remote MOIS Device

Click Finish to cloze the wizard.

[Eanzel

¢ Back

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 15



7. The last window lets you know that the driver installation is complete. Click

on

Finish to close the wizard.

Configuring Your Computer

Prior to accessing the router through the LAN or the USB port, your PC’s IP address
must be set to 192.168.1.x, where X is any number between 2 and 254. The Subnet
Mask must be set to 255.255.255.0.

The router’s default IP address is 192.168.1.1.

Below

are the procedures for configuring your computer. Follow the instructions for

the operating system that you are using.

Windows 2000

1.

10.

16

In the Windows taskbar, click on the Start button and point to Settings,
Control Panel, and Network and Dial-up Connections (in that order).

Click on Local Area Connection. When you have the Local Area Connection
Status window open, click on Properties.

Listed in the window are the installed network components. If the list
includes Internet Protocol (TCP/IP), then the protocol has already been
enabled, and you can skip to Step 10.

If Internet Protocol (TCP/IP) does not appear as an installed component, then
click on Install.

In the Select Network Component Type window, click on protocol and then
the Add button.

Select Internet Protocol (TCP/IP) from the list and then click on OK,
If prompted to restart your computer with the new settings, click OK.

After your computer restarts, click on the Network and Dial-up Connections
icon again, and right click on the Local Area Connection icon and then select
Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol
(TCP/IP) and then click on Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio
button labeled Use the following IP address and type 192.168.1.x (where x
is any number between 2 and 254) and 255.255.255.0 in the IP address field
and Subnet Mask field.

6238 Wi-Fi Router with VOIP User’s Guide 6238-A2-ZB20-10




11. Click on OK twice to save your changes and then close the Control Panel.

Windows XP

1. In the Windows taskbar, click on the Start button and point to Settings and
then click Network Connections.

2. In the Network Connections window, right click on the Local Area
Connection icon and click on properties.

3. Listed in the Local Area Connection window are the installed network
components. Make sure the box for Internet Protocol (TCP/IP) is checked and
then click on Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click in the radio
button labeled Use the following IP address and type 192.168.1.x (where x
is any number between 2 and 254) and 255.255.255.0 in the IP address field
and Subnet Mask field.

5. Click on OK twice to save your changes and then close the Control Panel.

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 17




Log in to the Router

This section explains how to log in to your router.

1. Launch your web browser.

2. Enter the URL http://192.168.1.1 in the Address field of your browser
and press Enter.

A login screen like the one below appears.

Connect to 192.168.1.1

SEHE

The server 192,163.1.1 at ADSL Router requires a username
and password,

Warning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without a secure connection).

Liser name; | | 5§ e

Password: |

[Iremember my password

E K J[ Canicel J

3. Enter your user name and password, and then click on OK to display the
user interface.

i\’ NOTE: There are two default user name and password combinations. The
user / user name and password combination can display device status, but cannot
change or save configurations. The admin / admin combination can perform all
functions. Passwords can be changed at any time. Some procedures in this manual
require the admin login.

18 6238 Wi-Fi Router with VOIP User’s Guide 6238-A2-ZB20-10



Device Info

This section describes the system information that can be accessed using the menu
items

under Device Info.

Summary

Access the general information of the router by clicking on Summary under Device
Info. The display shows details of the router such as software version, wireless driver
version, and LAN IP address. It also displays the current status of your DSL
connection.

E Welcoma Dewvice Info
+- 1 Davica Info
1 Quick Setup

&L Advanced Sefup Paradyna Firmwara: 0L.00.13
#-L1 Wireless Product Hame:
®- [ Volce

MHagnostics serlal mimber:

“-L1 Managemant Hardware Version: REV.L.01

Board Io: 85348

Software Version: G-06-1800.43pB02 1 c.d19b

Bootloador {CFE] Version: | 1.0.37-65

Wireless Driver Version: | 3.131.354 . cpe2 0

MAL Address: oo

F3LFBIFE5

he ourrart saius of your DEL connactan,

This mfarmaban reflec:

Default Gabeway:

|
|

LAN I Address: 10216811
|
Primary DHS Server: |
|

secondary WIS Server:

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 19




WAN

Access the WAN status report from the router by clicking on “WAN” under
“Device Info”. The first time you do this, there is no information to view,
since a WAN connection has not been set up yet. After completing the
configurations for a WAN connection, you can return to this screen to view
the information on your WAN status.

B wisdcoma WAN Baln
E3 Davica Info
o Sy -
fom Bervice | Ieberfoce 1w
] weirver| "I | Catagory . o |Protomi| MMP | QoS | State |States| .

PP
ARP 435 1 UER pepos_& 35 1| ppp 0 35 1| PRPaA | Dvesbicd | Dissbbaed | Erbicd
R | RS Devm
a OHCP
£ Quick Setup Srdi i B Br_5_ 40 - a i e | E .
5 Br_S5_d4 s _5_dd Exrid Wa Dizakked | Erabled (15
e ___Illr;hun:ul:l Catip o
= _iWrekews
B Veite
£3 Miisgnnaiics
-1 Mamagamant

Statistics

LAN Statistics

Access the LAN statistics from the router by clicking on the “LAN” item
under “Statistics”

& welcome Statistics - LAN
=423 Device Info
----- B Summary = A
_____ [ waN Interface Received Transmitted
E-43 Statistics Bytes |Pkts Errs|Drops Bytes |Pkts [Errs|Drops
Ethernet |251512|2010 (0 ] S2e442 (2220 (0 ]
Uuse a a a a a a a a
Wireless |0 a a a 25034 (420 (0 a
""" (1 Quick Setup Reset Statistics |
&[] Advanced Setup
-] Wireless
&1 Voice
----- [] Diagnostics
&[] Management

WAN Statistics
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Access the WAN statistics from the router by clicking on the WAN item
under Statistics.

I Welcome
=3 Devlce nfa
i_'] Suimmsry
L WaAN
=43 Sumlstics
-
C1iER
L1ATH
G ADsL
1 Rauts
~Z ARP
3 DHCP
i;l ok Setup
-] Advenced Setup
L Wiredess
#-C1 Valca
:I Diagnoseics
7 L1 Managamant

ATM Statistics

WWAN Statistics

|hvkehﬁ]!ﬁl‘ﬁuhﬂu|lnterfa.e

ppnoa_| SR
035 1 s E

|'"-n5-'| s/40 | Brage "

Recededl

Transanlled

Bytes PREs | Ervs Dropsiytes Pees | Eres [Oraps

;:[:_ o /] i o a o ] | il
:Els— g [! o ||aa_-| 200 | 0 | 14

Access ATM statistics from the router by clicking on the ATM item under Statistics.

& wacoms
£ Device nfo
1] Summmasy
SR
34 Simtistics
dian

[ wan

- L] aDsL
-1 Routs:
L] AR
] WP
[ Chsich Satup
a1 L1 Bdvanced Ssup
B Wiirelnss
& ] Walen
L] Diagnestics
& 1 Marsgement

6238-A2-ZB20-10

in Duk L L] Tn Heo
Octots Octots Ermors Unksowa Ermors

(<] aELms o a a

Saticrs — ATH
ATH It rface Shatistics
s Towalidl | Tii Poet
W M ot Enabis
Errors | Errors
e SEE

AALS Interface Statistio

Ti
Tl
Cedls

o

s Clrcult | T OAM
Type | M CRC
Errors

a

Ermqrs
1]

I GFC
Errors

a

B Ol Oat OCEats B Ucacst Phie Oat Ucast Phs bs Ermors Out Errors Bs Dieca s Dot Deecmnds

] a7ean B

1714 2]

AALS VL Staikctics

o

1

NI/ VO CRLT Ennger s SAR Timesgarts

03 D 1
5/48 o [

o
o

Fazet Siatshes

o
o

dyersized SHlsShort Pecket Errnrs Lesg th Brmes
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ADSL Statistics

You can view ADSL statistics by clicking on the ADSL item under
Statistics. Information contained in this screen is useful for troubleshooting
and diagnostics of connection problems.

B wakcoma
=3 Devicn Info
[ Swmemary
L] WaH
B Seatinticy
CJLaR
] waan
EEAL
_J ADSL

imgnostios
£ |1 Management

ADSL BER Test

Statktics — ADSL

Mg

Ty

Lina Codineg:
Status:

Link Povwat State:

SHR Margis (88):

Atenuatios (88}

Detpet Permar (dBm):

Altainabie Rate (Hbys):

Pt {2

K [ nuimisesr of bytas i D8T framse):

wonird Size i DMT Pramia):
D i ke ek dagpti:
Eaday [msEac):

Supar Frams:
Super Frans Errors:
R Words:

RS Corraectalbibe Errors:

P8 Waecnirectabls Ernors:

HEC Ernoirs:
OOy Brrdars
Ly Ernosrs:
Totad Calls:
Diata Codle:

Bit Errors:

Tostad ES:
Titad SES:
Tt LiAS:

Dcrva i St Upctras

ar of chodk bytes in S coda wend): 15

A Bit Error Rate Test (BER Test) is a test that reflects the ratio of bits in error to
the total number transmitted.

If you click on the ADSL BER Test button at the bottom of the ADSL Statistics
screen, the following popup screen will appear allowing you to set the tested time and

to begin the test.
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Z3 http://192.168.1.1/berstart.tst?berState=0-M = 0] x|

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start".

Tested Time {sec): |2IZI vI
Startl Cloze |

Route

Access the routing status report from the router by clicking on the Route item
under Device Info.

{5 veicome Device Infio -- Route
£ Devics Info
—..I Surnmuly Flags: U- up glect, G - gebeway, H- host, B - reinstate
b ‘_ﬂ I:;;::ils-lim 0 - dynamec (radirect), M - modifed (redired).
| [JLan :
-] WAN Destination dateway | Subnet Mask | Flags Mebric | Service Interface
SJATM T [T
L] &0SL L92.163.1.0 |0.0.0.0 255.255,255.0 (U o o

ARF
| - oHcP
- 1 Qulck Setup
F ) Advanced Setup
B I Wireless
L1 Woica
I+ 1] Dlagnostlcs
a1 Management

ARP
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Access the ARP status report from the router by clicking on the ARP item
under Device Info. ARP (Address Resolution Protocol) maps the IP address
to the physical address, labeled HW Address (the MAC address) and helps to
identify computers on the LAN.

|= vralcoma Davice Info -- ARD
=+ Device Info
IE-I] s.i:.:!lr?lmﬂw IP Address |Flags | HW Address | Device
= SI__EI'*I:'E':;*" 192.168.1.3 | Complate | 00:07:40:FD:1C;F0 | bro
] WAN
AT
[7 ADSL

I_‘l Ru utw

- 5] DHCP

- Quick Setup
E-C] Advanced Setup
&= Wirules
= l__'-l Volce

1 Diagnostics
= C1 Management
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DHCP

Access the DHCP Leases screen by clicking DHCP under Statistics. This
shows the computers, identified by the hostname and MAC address that have
acquired IP addresses by the DHCP server with the time that the lease for the
IP address is up.

H'N-Ei-: ome Device Info DHCP Leases
B - Device Info
ﬂ ':}'-::xlll."m':' Hiostname MAC Address P Address | Fxpires Tn
B+l Statistics
ElLAN
] WAN
F AT
1 ADSL
1] Route
L amp
- LIIBHER
] Quick Setup
1 Advanced SEEup
1 YUirekess
H =| Vo
] Diagnostics
f# -] Management

Grace_Ho-ME] | 00r13:04:83:04:C0 | 192, 166.1.2 | 23 hours, 7 minutes, 28 seqonds

BH

Quick Setup

This section explains how to quickly configure the router for the single
purpose of connecting to the Internet. To use any additional functions of the
router, continue to the Advanced Setup section.

To enable the auto-connect process, click on the box labeled DSL Auto-
connect. This is a process that automatically detects the first usable PVC and
automatically detects PPPoE, PPPoA, and Bridge Protocol (with DHCP
Server available). To continue, click on the Next button.
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R Wedcams
- Davicn Infn

B ] havoieed Seup
= 1 Ve less
# L Vodce

|_'| Dilagrosics

=] Managamnt

H

v

Quikch Setup
Thig Quick Setug will guide you through the stepe neceasary to configure your DEL Router,
ATH Y Canfigura tion

Select the chedk box below ko enabile 051 Auto-connect procesa,

F  DEL AubS-conned

If you uncheck the DSL Auto-connect box, the resulting screen is seen below.

Enter the VPI / VCI as indicated by your ISP and enable Quality of Service to
enable the function. To continue, click on Next.

& visicong
& (21 Davice ala

L] Cwrick S=tup
Bl Advanced Saup
-] Wireless
# [ Wnioe

[ Dingneatica
-1 Managesment

puikck Sotup
This sk Seua mil puide yau Mrough hie seps necessry i anfgure yur D5L Rauter,
ATH PV Configeration

Sebart e chach oo below o anshle 05 Avko-ronnest process.
[ - DSL Atn-onnect

The Wrtual Path [denifier (VFT) and ¥irtusl Channel [dentfier (WCT) are nesdad for seting up e ATM FWC On not
chenos V&1 and WT numbars unbees your 150 et you obhereiss

ver: {0258 o

Wil [32-653539] |35

Enalile Qualy OF Soivios

Erabiing QoS for s PYC mproves performanie for selected clsses of spplicetions, Howeper, snoe QoS alm
CORRIMEs FYERM racurtes, the numbe of PCewil be recured consequenty. Uss Advanced Sobap/ Deality of
Servici 10 EREgn pricibes for the applications

Erabie Cuahty OF Sepdce [
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Next is the Connection Type screen, where you select the type of network
protocol and encapsulation mode over the ATM PVC that your ISP has

instructed you to use. The following is a PPPoA example. Click on Next to
continue.

2 Walcoma Connection Type
F] Davice Info
-] Quick Satup Select the type of network protocol for TP over Ethernet as Wan interface

-] Advanced Setup
[+ ] Wireless

2] Voice @ PP over ATM (PPPas)
i-F] Diagnastics
&1 Management ) PPP aver Ethernat [PPPOE)

) WMAC Encapsulation Routing (MER)
) P over 4TM (Poa)
) Bridging

Encapsulation Mode
WVOIMLX -

Back || Mext

Enter the PPP username and password as given by your ISP. Then decide if

you will be using any features such as dial on demand, PPP IP extension,
keep alive. Then click on Next.

B waicomi PR Usermamia and Passwand
w1 Device Info
[ Guick Setup PP usually rafuines that pou hevs & user nai and paessend to astabish wour conraction. n tha b below, antar
5] Advanced Setup tha Lesar nama and passsord hat your [SP has provided to you
5 (2] Wiredems
&1 Ve
[ Dimgnostics
53 Monagement
PP Lisamamia:
PP Fnavaid:
Authentication Methad: | ALTO -

[0 Dial an demand (with ik timeout Gmar

O FFRF wdansis
O esep slve

[ Usa Scatic F Addnacs

& Dbbein default gabeway sitometicelly
Use i fallosing dafsul gatawey!

U=z F Addrass

[TE=-R T
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The next step is to configure the Network Address Translation (NAT)
settings. Enable the necessary services and then click on Next to continue.

& alceans Metwork Address Translation Settings
#_ | Device Infe
__‘I‘-'-"-""'l Setugp Mesvenrk Ao ress Transabon (HAT) alovesyad b =hare gre Widke Srea Network [VeaN ) Faddressfor
#-_] Acvanced Setup muitiple computers on your Local Area hetwork [LAN)L
+-i__ | Wirsless
- | Velcs
-] Diagnostics Erable FAT 3|
&- ] Management

Emable 1GHP Mukicast, and WAN Service
Erale IGMPMuUbcest [
Erebzie WiAN Service [

Seryics Hame [CREat]

You can configure the DSL Router IP address and Subnet Mask for the LAN
interface to correspond to your LAN’s IP Subnet. If you want the DHCP server
to automatically assign IP addresses, then enable the DHCP server and enter the
range of IP addresses that the DHCP server can assign to your computers.

Disable the DHCP server if you would like to manually assign IP addresses.
Click on Next to continue.

Pe— Devie Setup
B~ Device Info o o
] culck Setup F L

Crsl Bouner TP Ackdresss and Subnes Mask for LA incerts
-] Aduanced Saiup
51 Wirelwes [P Adddress:
-1 Volce
] Diagnestics
[&- ] Management

I_-l Corfigure e second TF Addres and Subnes Mask for LAN mterface
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The next screen allows you to enable or disable the wireless function. If you
enable wireless, then enter the wireless network name (SSID). The default
SSID (wireless) is already entered. Click on Next to continue.

= Welcome Wireless -- Setup
B~ Device Info
] Quick Setup

B Achiransad Satup Enable Wirsless  [#]

E-wWireless

E %I‘-"ﬁ'“ Enter the wireless nenwork name (also known a8 5100,
- ] Diagnostics e |

E- I Management S WSS

Back

After all of the WAN configurations have been made, the WAN Setup
Summary screen displays all WAN settings that you have made. Verify that
the settings are correct before clicking on the Save/Reboot button. Clicking
on Save/Reboot will save your settings and restart your router.

[ Wetnme
F-_ Device Into
L] Guick Setup

WAN St - Sisiimary

: Hake sure that the seings below match e semgs provided iy your 152,
B ] Advenced Saiup
B Wireleas
& L Voice WL [ Wk
1 Diagnostics v =
T il T PP,
-] anagement R IVIRE 8
Serviie Mame pepoa_0 35 1
Service Categonyn | UER
IP A ress; Aurtormaticaly Assned
Service Stabe Enaied
HAT: Enabied
Frewnlk Enabled
IGMP Midticast: Diszitied

Quety OF Service: | Disabied

Chok "SarvaReinont ™ bo s thiess settings and relool roaber, Clok "Back™ fo make any modiications,

NOTE The configuration process takes sbout 1 minute to compiete and your OSL Roceer wil mboct.

() [
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Advanced Setup

This section of the setup is an advanced version of the quick setup. If you
want to make

specific configurations to your router such as firewall, port mapping, quality
of service, or DNS, consider going through this advanced setup for a more
comprehensive configuration.

WAN

Configure the WAN settings as provided by your ISP. The following screen
shows the PPPoA connection that was established in the previous Quick
Setup example.

WAN Srtap

e Firish t mopis thee changes mnd m b He seeder

Click on the Add button if you want to add a new connection for the WAN
interface.

The ATM PVC Configuration screen is seen below. The ATM PVC
Configuration

screen allows you to configure an ATM PVC (identified by VPI and VCI)
and select

a service category.

Con
RN Cataguey | Sarvio Bituisio | Protoonl | IGRP | GeS Vil | SEatn | Mo

[ AcTw
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B Winkcoma AT YT o flguration
#-_l Device Inln £ LT B g ¥ niguce B ATM F dentiles [uF] sl v | cefedt b cervie calegony o
17 Cralek Sal

LER Withcut PCR =

Encadblie (haality Of Service
Eneaing packet val 905 fora mrTIEs pArarmanTE msbechad clammes of sophratians, oS cen . it

far CBF md AEstrne VEF S CTINSUMTIES EYTIEM FASTLFTEE Sresrafang e rumbEr of BUCs

Adlvanced Setup/ Quality of Sarvica to 2Ean pronbes for the applcaeon

Find out the following values from your ISP before you change them.

e VPI: Virtual Path Identifier. The valid range is 0 to 255.
e VCI: Virtual Channel Identifier. The valid range is 32 to 65535.
e Service Category: Five classes of traffic are listed:

0 UBR Without PCR (Unspecified Bit Rate without Peak Cell Rate)—
UBR service is suitable for applications that can tolerate variable delays
and some cell losses. Applications suitable for UBR service include
text/data/image transfer, messaging, distribution, and retrieval and also
for remote terminal applications such as telecommuting.

0 UBR With PCR (Unspecified Bit Rate with Peak Cell Rate)

0 CBR (Constant Bit Rate)— Used by applications that require a fixed data
rate that is continuously available during the connection time. It is
commonly used for uncompressed audio and video information such as
videoconferencing, interactive audio (telephony), audio / video
distribution (e.g. television, distance learning, and pay-per-view), and
audio / video retrieval (e.g. video-on-demand and audio library).

0 Non Realtime VBR (Non-Real-time Variable Bit Rate)— Can be used
for data transfers that have critical response-time requirements such as
airline reservations, banking transactions, and process monitoring.

0 Realtime VBR (Real-time Variable Bit Rate)— Used by time-sensitive
applications such as real-time video. Rt-VBR service allows the network
more flexibility than CBR.

To enable the Quality of Service function, it must be enabled on the previous screen
in order for the traffic classification rule that you specify (later in the Quality of
Service Screen under Advanced Setup) to be activated. Once a PVC is setup with
QoS, two more PVC queues will be used up for this function meaning 3 PVC queues
will be used. Note there is a total of 8 PVC queues available for this unit.
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The next screen shows the below types of network protocols and encapsulation
modes:

e PPP over ATM (PPPoA)

e PPP over Ethernet (PPPoE)

e MAC Encapsulation Routing (MER)
e [P over ATM (IpoA)

e Bridging

Select the mode that your ISP has instructed you to use and click on Next.

|5 weicoms connection Type
&-[] Device Info
=] Quick Setup

= Ad i Salact the type of nabyork protocol for [P over Ethemat as WAN nterface
B wdvance eTup
=1 WAN .
:] LAN O PPP awer ATM (PPPad)
=] Ethernet Mode
- NAT O PP ouer Ethamet [PPPOE]
-2 Flrewall
Quallty of Service i
B Iz-ll |¢:u[||::u e £ MAC Encapsulathon Routing [ MER)
F-CIDNS
-] ADSL ) 1P over ATM ([TPoA]

-] Part M.1||;|i|'.:|
=-C1 Wiraless o
#-L1] Voice & aridging
-- -] Diagnostics
=-_] Management
Encapsulation Mode

LLC/SMAP-BRIOGING » i

Enable Bo2.1q [

Since this example uses a PPPoA connection, the next screen requires you to enter a
PPP username and password. After filling in the page and making any selections your
ISP has instructed you to, click on Next to continue.
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8 Weicoma
-] Device Info
[ Quilek Sewp
-l Advanced Setup
P -E1WaAN
LAN Enable Bridge Service! [&]
L] Ethernet Mode
- _IMNAT Seraice Hame: br_3_40 |
it ] Firewvall
[ Quality of Servica
i Riouting
Er-C1 DS
ADSL
b o3 Fart Mapping
-] Wireless
[E:] ;] Vialea
i [ Dingnostics
- Managemen!

Unselect the check box below to disable this WAN service

When the settings are complete, the next screen shows a WAN Setup —

Summary screen displaying the WAN configurations made. Click on Save to
save the settings.

45 wieicome WAN Setup - Semmany
5 1 Device Inta
E] Choick Latap

Mazk= =un= thet the setinga beiow match the s=tngs provided by your ISP,
- Advancad Satop
(L]

Loy AL R E 5040
Eshesmet Mo E .
& [IHAT Comnection Type: | Bridge
%) Firawmil Sarvice Bamea: br_5 a0
[ Cuumstity of Service - :
® anu.?g Seryice Category: |55
2 C10NS S A vt i Appiatia
&0sEL
Poim Rapgping Service State: Enabied
4120 Wirsksas . -
- Walee HAT: Cussbind
Pl Elnmiien Firewale [

] Managsmant
e IEMP ylticast: tick; Applicable

Duality Of Sorvica: [osshiad

Click "Savee™ bp save s seting= Chok "Bsck” to make ary modficsbons
WOTE: Yau peed tn rebock b ackesbs thin WK imterface and further configure ssmaces meer this ke face

mlED

After the settings are saved, the WAN Setup screen displays the WAN
settings that you made, with the option to Add or Remove any of the

connections that you have made. When satisfied with the settings click on the
Finish button.

o WA Sati
p
51 Device Info
[ Guizh Simtup A, Edit, o im0 0orfindra VA infarfaces
==} {!Um;"‘" feap Chiacs Fintsh o apghy Mo dunges snd reboot e seam
élﬂl
I M Con. 5
H 452'1"“" b VRUVEE U Category | Service | Inberince | Protocod| M | QoS Viankd | State |Remoue | Edit | Action
B :|F|m~||||| .
JE-.nu-w Sarvice ym | 1 UBR | pppre 0351 ppp 03T R | FFRoA (Doabled |\ Dimbled | Wi |Enbled| [0 I:'""
- Ramsiing
o s41 | 1| uEm WS40 | ressad | mnoge | WA |Diabiet | Win (Enabsa| [ |[Eat]
= Port Mapging
i [#4) [memane | [Fnzh]

D Disgnostics
£ Monagemsnt
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After selecting the Finish button, the DSL Router Reboot screen appears.
The router reboots to save the changes made.

& weicome DS Router Rebaot
&[] Davia [l

The D5L Router has been corfigured and i ebooking

Cloes the OEL Rouber Configuration windoe and srait for 00 seconds bafare reopening your web broeser. ¥
ﬂ : :'_rl“w_ Mo nacamsary, racanfigurs pour PC' I address & mabch your nee configurabon
1] HAT
1] Firewesll "| I "l
__'I Croality of Service
1 ] Rouslig
1 DS
[3 aAps
=] Pori Magping
= [ Wircless
£ _1\aice
] Chagmastics
& -] Mg ermn

Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN
interface to correspond to your LAN’s IP Subnet. If you want the DHCP
server to automatically assign IP addresses, then enable the DHCP server and
enter the range of [P addresses that the DHCP server can assign to your
computers. Disable the DHCP server if you prefer to manually assign [P
addresses. Click on Next to continue. The Save button only saves the LAN
configuration data, but does not apply the configurations. Select the
Save/Reboot button to save the LAN configuration data and reboot the router
and apply the new configurations.

E'.'.:un.-.uu Local Araa Retwork (LAN) Satup
#-] Derdbew Inlo
|- 1 Guick Sshs
23 A
1 0 e
_1LAN
LT Ethsrwsat Moda

dtn and rebants tha routar to malks the raw

3 Port Mapping
#( Wirkass
% 1 Vikoe
[ Disgnestics
# ] Manag=meni
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Ethernet Mode

The Ethernet speed of each of the 4 LAN ports can be configured here. Speed
settings include: auto, 100 full, 100 half, 10 full, and 10 half. You can also
view the status of each port’s settings, whether it is connected or not and the
speed at which it is connected.

%'l.?clr:uu'le Ethernel Speed Configuration
B 1 Device Info
- [ Quick Setup
=l Advanced Setup
S EL p
3 LaN 1 aulo w | Discornected
] Ethermet Mode
i E-LINAT 2 auk w | 100Mbps Full Duplex
i B-CIFirewall
v ~[F] Quality of Service 3 auo + | Discormected
+ # 1 Routing ==
1 H H U:“—'f 4 au + | Discormected
ADSL
: |_'| Port Mepping
k-1 Wirslass
+ CAVailce
- [ Diagnostics
B Manegenent

Port No. | Speexd Status

NAT

If you enable NAT (Network Address Translation), you can configure the
Virtual Server, Port Triggering, and DMZ Host.

Virtual Servers

A virtual server allows you to direct incoming traffic from the WAN side to a
specific IP address on the LAN side. Click on Add to configure a virtual
server.

| wraicoma HAT -- Virtual Servars Satup
i+ [*] Duwics befu
[3 Quick Seaup
2143 Advanced Sesap
[ vian
L] LER
[T Etessniet Muda
=14 WAT A

Sarvar | Extemal Port | Extermal Protnoed | INEEmal Port | ntareal sarvar ¢ P
£ I F vl Hasio St Port End Start Port Eexd Addruss "

] Routlig
ri-L10ONRS
[7 ADs1
] Pon Mapping
-] Winalass
] Vaicn
[0 Dingestics

221 Monagement
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Select the virtual server from the drop-down list and complete the server IP
address, then click on the Save/Apply button.

|5 vaicoms
7 (2] Duvics Mo
L] el Seemuip
=43 Advanced Setap
1 vin
[ Lan
L] Emes Modk
= AT
Wirtual Sneven
Peet Triggesing
DT Hess
] Firawall
1] naainy of Seavice
£ 1 Routing
1 DHS
O ApsL
iy L1 Port Mogging
'___I\ﬂlrlllu“
Z1Valea
L] Diapgeeatics
w21 Mansgemeni

B

Port Triggering

AT - Virtual Sarvars

Selact the senice riame, and anbar the nvar F address and dice “Save/Applhy” to foreerd 1P padiets for this sanice
10 Che epealiad server. BOTE: The *Matisnal Port Esd® cannot ba chamgssd. 5 & the i s "Extamal Port
Eeal® normaly aed will be the same as the "Interssl Port Start” or "External Port End” i sSther one s
sl Hied

samaiing numbar of antres that can be confgueed: 3

Serar hiame:
@ Salarra Sarsce; | SalectOne -

) Cuctam Sanver

Server F Address: (1921081

SevefApphy

Extemal Port Start Externsd Poct End Protocsl  Istemal Port Startatemal Port. Ead

[ TCR v
| o
| w
| TCR *|
[ | e «|
| G
| I |
| |
[ TR =
| e gl
| TCP vl
| TEP «l

Click on the Add button to add Port Triggering to your Internet application.

H Wreicome
& ] Dwica Info
1] Quick Sehmp
2 3 Ashmngd Setup
[Fwan
LaLas
| ] Ethormei Mode
E=1T]
[ Wil Servars

L 0N Host
5 Firewnll
L] Quality af Serdice
B 1] Fleatiing
B ONS
ADOSE
: Poet Mapping
& Wireless
i ] Weice
] Dhagnostics
# ] Manpgemess

BAT — Port Trigering Sstup

Samé applicatians ragune that spedhic parts i the Roubsr's firasal s apanad Tor BECESs by M remale Rt Part
Trigger dynamically opens up ta Opan Pts' in Ma lrsal] whian an apphoation o ha LAY nkaies 8 TORLUOF
mrmectian 4 remobe pearty wang the Triggerng oy, The Router lfoys e remote party from the WK sde o
axstehiish new mmerinne back to the: apphcatan on the LAN Sde usng the 'Op:an Forts'. & masmum of 37 enries can

ba coafigurad
g il e Tirggar Angmicin Haiiowe
Hams Protocol Port Rassge | Frotoo| | Port Bange
Start | End Start: | End

The following screen appears when you click on Add allowing you to select
the application that you want to set the port settings for. After a selection has
been made, click on the Save/Apply button.
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3 waicoma
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-1 Firesrnll
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T
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Sl Apply
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The following screen appears after you save your selections. You will be able
to add or remove selections made, by clicking on the Add and Remove

buttons.

| vrsicoms
B Devicn Infn

[ Quick Sewp
Bl Advancad Sesup

C1vean

Lay
] Ethernet Mode
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E\'Imﬂ feryesy
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-] Fireswall
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DMZ Host

You can define the IP address of the DMZ Host on this screen. Enter the IP
address and click on Save/Apply.

& Welcome HAT - DMI Host
11 ) Davics Inis
] Qhich Senap The DSL rousar sl farwend IF p of the zppications canfigured in tha
=-—j Advancad Sefap Titein] Sarveta it
I wan
1 LAN T W S S N I Y e | L
[ Etbantat Mods Ertar e compuber's [F nddres and chok Agphy” b actite the CMEZ hos
= S HAT
Clear the P ad Fl | “Apely” 0 eactiviee e DMT ko

| __‘]J:.;n-...?: Seevars
uri Triggering
- /e OME Hast F Ackdress
# =||:rrwunll
1 Chuality of Servica
#1_J Anuming
&2 Ohs
ADEL
Part Mapping
s NI
%1 \Voice
Dingenstics
# ] Mamsgament

Firewall

IP Filtering—Outgoing

The outgoing filter blocks the LAN traffic from entering the WAN side.
Click on the Add button to create filters.

Dutgoing I Filterisg Sabap

= Waicome
] Daviea lode
__'|€.|ui|.L Sen By default; =l putgoing IF traffic frmm LAN iz akosed, but some IF nsffic can be BROCKED by ssting up fllers
£ Achrmnced Setan
VAN
H_ Hame | Pratncol Source Address | Meak Soercs Port | Dest, Address | Mesh  Dest, Poct | Remove
HE net Mogs
B —
2 /S Firaswan [ol]

= i Filtering
Cuigo

T
[ Qualiey of Seavice
d- ] Besaming
-] DS
ADEL
Port Mapgang
& ] Wikdhasd
B Woice
7| Disgnossics
i 1] Managrmsi

The following screen appears when you click on Add. Input the filter name,
source information (from the LAN side), and destination information (from
the WAN side). Then click on Save/Apply.
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The following screen appears when you Save/Apply the IP filter. The screen
lists the IP filters that were added from the previous screen. To change your
settings, click on the Add or Remove buttons.
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IP Filtering—Incoming

Incoming IP filter filters the WAN traffic to the LAN side. Click on the Add
button to add incoming filter settings.
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Enter a filter name, information about the source address (from the WAN
side), and information about the destination address (to the LAN side). Select
the protocol and WAN interface, then click on Save/Apply to add the setting.

You can view and delete the incoming filter settings from this screen.
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MAC filtering can forward or block traffic by MAC address. You can change
the policy or add settings to the MAC filtering table using the MAC Filtering

Setup screen.
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If you click on Change Policy, a confirmation dialog allows you to verify your
change.
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If you click on the Add button, then the following window allows you to
create a MAC filter.

B Whakcoms
F -] Dwvica Inda
L Ouick Sesup 1 identify the MAD lereer fromas by seclying of kast one condtion bedie, Tmuligk oondtions ar
24l J.:};.};;:-J S4tup of ther take afied, Cict *Amh® o smes and acovate the ke

: De=tmaton MAC Address:
= ¥ Filiering Sowrte MAT Addresi
] Ouiyeing
L] ncaaming
ETMAL Filtering
U Pasmmasl Conwal
# ﬂ?‘;}!mu.-w Sarvire WA Intrieces (Confgured i Bridos mads ank
5 UM =
[ DL =l =
L Peat Mopging
H-L] ¥iwolews
-] Vodse
1 Disgnostics
-] Mamagamsant

o Birecthang LAN<=aIRAH =

If you want to add a setting to the MAC filtering table, enter the Source and
Destination MAC address, and select protocol type, frame direction, and
WAN interface. Then click on Save/Apply to save it.

After you save the settings, a screen showing the settings will appear. On this
screen you will be able to view and delete MAC filtering rules.
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Parental Control

In a home setting, parents can also restrict the day of the week certain
computers can access the router. Click on Add to set up the restrictions.
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To set up a restricted user, enter the user name, the MAC address, and select
the days to restrict. You can also enter the start and end of the blocking time.
When completed, click on Save/Apply.
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Quality of Service

You can configure the Quality of Service to apply different priorities to
traffic on the router. Click on Add to configure network traffic classes.
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After you click on the Add button, the following screen appears allowing you
to set up Quality of Service and Differentiated Services configurations by
defining traffic classification rules.

NOTE: The following screen is the default screen where Enable
Differentiated Service Configuration item has not been enabled. If the
checkbox is checked, the screen looks slightly different as shown in the next
screenshot after this one.
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e Traffic Class Name— The name that you assign this class of traffic for
which you are configuring quality of service.

« Enable Differentiated Service Configuration— allows you to enable
the differentiated service if this checkbox is checked. Note: If this function is
enabled, you will only need to assign ATM transmit priority (next item).

e Assign ATM Transmit Priority— Select from low, medium, or high priority
level for transmitting ATM packets.

e Mark IP Precedence— Used to mark a packet to notify the network in
regard to the importance of the packet. IP precedence values range from 0-7
with 6 and 7 reserved and should not be used. The precedence values have
the following meanings—

(0) — Routine

(1) — Priority

(2) — Immediate

(3) — Flash

(4) — Flash Override

(5) — Critical

(6) — Internetwork Control
(7) — Network Control

O O 0O OO0 O o Oo
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e Mark IP Type of Service— Select from the following choices:

Normal Service
Minimize Cost
Maximize Reliability

O O O O

Maximize Throughput
0 Minimize Delay

e Mark 802.1p if 802.1q is enabled on WAN— (See Connection
Type screen located under WAN under the Advanced group.) The
values range from 0-7.
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NOTE: Enter the following conditions either for SET-1 or for SET-2.
SET-1

e Physical LAN Port— Select the physical port—Ethernet LAN 1-4,
USB, or wireless.

e Protocol— Select from the following protocols—TCP/UDP, TCP,
UDP, or ICMP.

e Source IP Address— The IP address for the computer which
packets are coming from.

e Source Subnet Mask— The subnet mask for the source of the
packets being sent.
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e UDP/TCP Source Port (port or port:port)— If TCP or UDP was
selected, then enter the port number.

e Destination IP Address— The IP address of the computer where the
packets will be sent.

e Destination Subnet Mask— The subnet mask for the destination of
the packets.

e UDP/TCP Destination Port (port or port:port)— If TCP or UDP
was selected, then enter the port number.

SET-2

e 802.1p Priority— If 802.1q was enabled on WAN, then select a
value between 0-7.

The following screen shows the configuration fields available when the
Enable Differentiated Service Configuration checkbox is checked.
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The above highlighted items are available to configure only when Enable
Differentiated Service Configuration checkbox is checked. The configuration fields
include the following:

= Assign Differentiated Services Code Point (DSCP) Mark— different markers
representing differentiated grades of service placed on various packet streams to
be recognized by the router for router purposes

* Source MAC Address— the MAC address of the computer where packets are
coming from

» Source MAC Mask— the mask selected to mask the MAC of the source of the
packets being sent

e Destination MAC Address— the MAC address of the computer where the packets
will be sent to

« Destination MAC Mask— the mask selected to mask the MAC of the packet’s
destination

Routing

Default Gateway

You can enable automatic assigned default gateway on the Routing — Default
Gateway screen. By default, the box is checked for the automatically assigned default
gateway to be enabled. Click on the Save/Apply button to enable or disable this
feature.

Routing — Defoullt Gabewary
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1] Effeanct Mods

43 L1 RAT 1 o !
£ Fivawsll ot e AutinBaC SEEEd Bfaifl gersm
[ sty of Sendcn
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If you deselect the Enable Automatic Assigned Default Gateway option, you will be
asked to manually enter the default gateway IP address and select the appropriate user
interface that you will be using. Click on Save/Apply to continue.
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Static Route

The Static Route screen can be used to add a routing table (a maximum of 32 entries
can be configured). Click on Next to add.
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Enter the route information and then save and apply your configurations.
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RIP

If RIP is enabled, the router operation can be configured as active or passive.
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DNS

DNS Server

Use the DNS Server screen to enable automatic assignment of a DNS or to specify a
primary and secondary DNS.
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If you uncheck the Enable Automatic Assigned DNS checkbox, two additional entry
fields—primary and secondary DNS server—will appear as seen below.
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Dynamic DNS

Access Dynamic DNS located under DNS. Dynamic DNS (Domain Name Service) is
a system that allows more than one IP address to be assigned to one domain name.
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The following Add dynamic DDNS screen allows you to set up your DDNS server.
Select the Dynamic DNS provider from the list—DynDNS.org or TZO. Enter the
hostname and the ADSL interface and the username / password provided by the DNS
server site. Note that you will need to register first at DynDNS.org.
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ADSL

The DSL settings screen contains three sections—modulation, phone line, and
capability—that should be specified by your ISP.

Consult with your ISP to select the correct settings for each. Then click on
Save/Apply if you are finished or click on Advanced Settings if you want to
configure more advanced settings.
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DSL Advanced Settings

The test mode can be selected from the DSL Advanced Settings screen.

Test modes include normal, reverb, medley, no retrain, and L3.
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Select the best mode below,

Tone Settings

The frequency band of ADSL is split up into 256 separate tones, each spaced
4.3125 kHz apart. With each tone carrying separate data, the technique operates as if
256 separate modems were running in parallel. The tone range is from 0 to 31 for

upstream and from 32 to 255 for downstream. Do not change these settings unless so
directed by your ISP.

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 51



htiml

Windows |nbernet Explorer

2z
[+ 1a

1
17

[0
[#1a

3z
[+]4a
[#] &4
[#] en
[

22
[#]49
[#l &5
[\
o7

[#134
[#1s0
Fles
[ az
Flaa

13
[#] 12

133
151
&7
[#]aa
Flag

ADSL Tone Settings

UpstreallTnnes
Fa F7 [Fa [
M2 23 s [as

Do nstream Tones
38 F39 Fan Fl4
[#l5¢ [55 [#l55 [#]s57
[Flee Fea 70 F71 F72 F7z F4 Frs F7s Fi7 Fe Fe
Flea [#es [Fas Far Fas [Fleo Foo o1 Foz [Foa [Fos [Fos
F 100 B 101 4 10z [ 103 B 104 B 105 B 106 (4] 107 1 108 B 1oe B 1o B 1

[+#]4
[l 20

5
[#] 2t

M1z
[ 2a

Fl13
[#]2a

=14
=130

[#15
[#] =1

F11
[# 27

=10
[# za

<136
[#]52

[#37
[+]53

4z
[#]sa

[l43
59

[#44
[#1 60

[=]43
[=1g1

=146
[+152

a7
[+153

i1z #1113 P 114 115116 P17 [ ia @] 119 120 121 122 [#] 123 9] 124 [¢] 125 [Pl 126 [ 127
[#128 ¥ 129 #1130 [F1131 1132 [#] 133 [¥] 134 ] 135 1136 #1137 [ 138 [¥] 139 [¥] 140 [F] 191 ] 142 [#] 143
144 [¢] 145 [2] 145 [#] 147 [#] 198 [#] 140 (<] 150 [#] 151 [#] 152 [#] 153 [#] 154 [2] 155 [] 155 [2] 157 [#] 158 [#] 150
[ 1ow ] 1ol F] 162 ] 104 ] 104 ] 105 [#] 1oo F 107 F1os Fliey F L F el Fi2 FissFisa FLs
176 (] 177 [ 178 [21 172 ] 180 (] 181 [#] 182 [=] 133 [F1184 [#] 185 [ 186 [+] 187 [#] 108 [#] 180 (=] 190 (] 191
[+ 192 [#] 192 1194 1195 [ 106 [ 197 [¥] 102 ] 199 1200 F 201 ] 202 [#] 203 [#] 204 [F] 205 [] 206 [] 207
[ 209 [ 200 1210 1211 (¥ 212 [#] 212 [ 214 [ 215 [ 216 B] 217 [ 208 (4] 210 ] 220 (@] 231 [w] 222 (2] 223
[ 224 [¥] 225 [#] 226 [#] 227 [ 228 ] 229 [¢] 230 [ 231 [#1 232 (] 233 [#] 234 [¥] 235 [<] 236 #1237 [ 23m [+l 239
[ 240 F] 241 [F] 242 [F] 242 [F] 244 [ 245 [F] 246 B 247 Fl 248 F 240 [F 250 [F 251 F 252 Bl 252 F 24 F 255

[ chectal 11 cearan | [ apply | [ cose |

Port Mapping

Port mapping is a feature that allows you to open ports to allow certain Internet
applications on the WAN side to pass through the firewall and enter your LAN. To
use this feature, mapping groups need to be created.

Click on the Add button as displayed below.
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After clicking on the Add button, the following configuration screen appears,
allowing you to enter the groups and the interfaces they are associated with.
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Wireless

This section allows you to configure wireless settings on your router.

Basic

The Wireless — Basic screen lets you enable or disable the wireless function. The
default setting for wireless is enabled. You can also hide the access point so others

cannot see your ID on the network.
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Security

The next screen is the Wireless — Security screen, which allows you to select the
network authentication method and to enable or disable WEP encryption. Note that
depending on the network authentication that is selected, the screen will change
accordingly so that additional fields can be configured for the specific authentication
method.
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] ik S8
#-_) Advamced Satup
-y Wireless
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Network authentication methods include the following:

e Open— Anyone can access the network. The default is a disabled WEP
encryption setting.

e Shared— WEP encryption is enabled and encryption key strength of 64-bit
or 128-bit needs to be selected. Click on Set Encryption Keys to manually
set the network encryption keys. Up to 4 different keys can be set and you
can come back to select which one to use at anytime.

e 802.1X— Requires mutual authentication between a client station and the
router by including a RADIUS-based authentication server. Information
about the RADIUS server such as its IP address, port and key must be
entered. WEP encryption is also enabled and the encryption strength must
also be selected.

e WPA (Wi-Fi Protected Access)— Usually used for the larger enterprise
environment, WPA uses a RADIUS server and TKIP (Temporal Key
Integrity Protocol) encryption (instead of WEP encryption, which is
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disabled). TKIP uses 128-bit dynamic session keys (per user, per session, and
per packet keys).

o WPA-PSK (Wi-Fi Protected Access — Pre-Shared Key)—WPA for home
and SOHO environments, also using the same strong TKIP encryption, per-
packet key construction, and key management that WPA provides in the
enterprise environment. The main difference is that the password is entered
manually. A group re-key interval time is also required.

o  WPA2 (Wi-Fi Protected Access 2)— Second generation of WPA, which
uses AES (Advanced Encryption Standard) instead of TKIP as its encryption
method. Network re-auth interval is the time in which another key needs to be
dynamically issued.

o WPA2-PSK (Wi-Fi Protected Access 2 — Pre-Shared Key)— Suitable for
home and SOHO environments, it also uses AES encryption and requires you
to enter a password and a re-key interval time.

e Mixed WPA2 / WPA— During transitional times for upgrades in the
enterprise environment, this mixed authentication method allows upgraded
users and users not yet upgraded to access the network via the router.
RADIUS server information must be entered for WPA and a as well as a
group re-key interval time. Both TKIP and AES are used.

e Mixed WPA2 / WPA-PSK—useful during transitional times for upgrades in
the home or SOHO environment, a pre-shared key must be entered along
with the group re-key interval time. Both TKIP and AES are also used.

MAC Filter

The MAC filter screen allows you to manage MAC address filters. Add the MAC
addresses that you want to manage and then select the mode that you want to use to
manage them. You can disable this feature or you can allow or deny access to the
MAC addresses that you add to the list.
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The following screen allows you to add a MAC address to the filter. When
completed, click on the Save/Apply button.
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Wireless Bridge

In this next screen you can select the mode, either access point or wireless bridge that
you want the router to be in. In the screen below, Bridge Restrict is enabled, therefore
you see the Remote Bridges MAC Address fields. If Bridge Restrict is disabled, then
there is nothing left to do afterwards. Click on Save/Apply to continue.
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Advanced features of the wireless LAN interface can be configured in this section.

Settings can be configured for the following:

e AP Isolation— If you select enable, then each of your wireless clients will
not be able to communicate with each other.

e Band— A default setting at 2.4GHz — 802.11g

e Channel— 802.11b and 802.11g use channels to limit interference from
other devices. If you are experiencing interference with another 2.4Ghz
device such as a baby monitor, security alarm, or cordless phone, then change
the channel on your router.

e Auto Channel Timer—this value cannot be changed.
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e 54g™ Rate—data rate speed up to 54 MBps which results in faster wireless
network access and file transfer. 54g also provides a strong wireless
connection as well as quick and safe delivery to its destination.

e Multicast Rate— The rate at which a message is sent to a specified group of
recipients.

e Basic Rate— The set of data transfer rates that all the stations will be capable
of using to receive frames from a wireless medium.

e Fragmentation Threshold— Used to fragment packets which help improve
performance in the presence of radio frequency (RF) interference.

e RTS Threshold (Request to Send Threshold)— Determines the packet size
of a transmission through the use of the router to help control traffic flow.

e DTIM Interval— Sets the Wake-up interval for clients in power-saving
mode.

e Beacon Interval— A packet of information that is sent from a connected
device to all other devices where it announces its availability and readiness.
A beacon interval is a period of time (sent with the beacon) before sending
the beacon again. The beacon interval may be adjusted in milliseconds (ms).

e Maximum Associated Clients—the maximum number of users that can
access your router via wireless connection.

e Xpress Technology— A technology that utilizes standards based on
framebursting to achieve higher throughput. With Xpress Technology
enabled, aggregate throughput (the sum of the individual throughput speeds
of each client on the network) can improve by up to 25% in 802.11g only
networks and up to 75% in mixed networks comprised of 802.11g and
802.11b equipment.

e 549 Mode— 54g is a Broadcom Wi-Fi technology.

0 549 Auto: is used for compatibility with 802.11b/g.

0}
54g Performance: improves the performance, but only works with
clients that support 54g wireless mode.

54g LRS: In some cases, older 802.11b clients may not be
compatible with 54g wireless. 54g-LRS (Limited Rate Support)
allows these clients to be compatible with the newer 54g technology.
Switching to this mode can solve problems that sometimes occur
with these clients. If there is no driver update available for these
clients, switching to 54g-LRS mode may fix the problem. Please
note that switching to 54g-LRS mode may decrease 54g
performance. It is not recommended to use this mode unless there is a
very specific reason to do so. This mode exists only to solve unique
problems that may occur with some 802.11b client adapters and is
NOT necessary for interoperability of 54g and 802.11b standards.

e 549 Protection— The 802.11g standards provide a protection method so
802.11g and 802.11b devices can co-exist in the same network. Do not
disable 54g Protection if there is a possibility that a 802.11b device may need
to use your wireless network. In Auto Mode, the wireless device will use
RTS/CTS (Request to Send / Clear to Send) to improve 802.11g performance
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in mixed 802.11g/802.11b networks. Turn protection off to maximize
802.11g throughput under most conditions.

o  WMM (Wi-Fi Multimedia)—feature that improves the experience for
audio, video and voice applications over a Wi-Fi network.
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Quiality of Service

WMM (Wi-Fi Multimedia)—feature that improves your experience for audio, video
and voice applications over a Wi-Fi network.
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If you enable WMM, then you will need to configure the network traffic classes by
clicking on the Add Qos Entry button.
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The following screen allows you to set up your wireless traffic quality of service rule.
To set up your traffic rule, start by giving a name to the traffic class. Then set up the
conditions that must be satisfied for the rule to take effect.

Also, assign a wireless transmit priority from the selection of 0-7. The following are
the different priority levels to choose from.

0 — WMM Best Effort (default)
1 — WMM Background

2 — WMM Background

3 — WMM Best Effort

4 — Video Priority

5 - Video Priority

6 — Voice Priority

7 - Voice Priority

To specify the traffic class rules, enter the information for the following fields:

* Protocol—select from these protocols:
— TCP/UDP
— TCP
— UDP
— ICMP

* Source IP Address

* Source Subnet Mask

* UDP / TCP Source Port (port or port:port)

* Destination IP Address

* Destination Subnet Mask

» UDP / TCP Destination Port (port or port:port)
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Station Info

This screen shows computers or other devices accessing your router through its

wireless connection.
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Voice

This section explains the configuration of the voice function of your router.
Configurations include basic and advanced SIP setup, phonebook, and call history.

SIP Basic

Following is the screen for SIP configuration.

Vipioe — S1P comfiguration

e Interface Name— Select the name of the interface that you are using.
e SIP Mode— Includes peer-to-peer or proxy mode.

e SIP Proxy— Enter 0.0.0.0 if no proxy server is being used or enter the IP
address that was issued by the VolP service provider when you signed up.

e SIP Proxy Port— This number is optional or if you obtained one from the
VolP service provider, enter it here.

e SIP Registrar— Enter 0.0.0.0 if no proxy server is being used or enter the IP
address that was issued by the VoIP service provider when you signed up.

e SIP Registrar Port— This number is optional.

e SIP Domain Name— Enter the domain name of the SIP server if you are
using one.

e SIP Outbound Proxy— Provided by your service provider.
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e SIP Outbound Proxy Port— Provided by your service provider.

e STUN Server— (optional-enter only if you are using this service) — [P
address of the STUN server, a protocol for assisting devices behind a NAT
firewall or router with their packet routing.

e STUN Server Port— (optional-used with the STUN server) - UDP port
3478 is the port that the STUN server is contacted on.

e User 1 ID— this is the phone number (integers only).

e User 1 ID Name— the name that appears on caller ID when you call out
(characters such as "<>%\"[]'+$,="#&@.: are not accepted).

e User 1 Authentication Name— the user name provided by your service
provider. Characters such as "<>%\"[]'+$,='#&@.: are not accepted.

e User 1 ID Password—the password for the User 1 ID. Characters such as
"<>%\W[]'+8,="#&@.: are not accepted.

e User 2 ID/ 1D Name / Authentication Name / ID Password— enter info
only if you have a second telephone line using the same integer /or character
format for the User 1 info.

e SIP Local Port— 5060 is the typical SIP port number, but it depends on
your service provider.

e RTP Start Port— This is a starting parameter, usually a number in the
10000s, for Real-Time Transport Protocol.

SIP Advanced

This screen allows you to configure how to send and receive voice activity.

Womoe - SIF Advancesd configuration
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e Preferred Codec— Select the voice encoder that you prefer. This does not
guarantee that this encoder will be used, but will be taken into consideration
when deciding which voice encoder to use. Each voice encoder varies by the
amount of compression on the voice.

e Packetisation Time (in milliseconds)— This is how often a packet should
be sent. This can increase or decrease the time duration between each packet
sent.

e VAD State (Voice Activity Detection)— Enabling this will control voice
information to be sent based on voice activity, which can reduce voice traffic.

e ECAN State— Echo Canceller— Enabling this feature will cancel out any
echo in the call.

e DTMF Relay State— Select between voice band and RFC 2833. RFC 2833
describes how to carry out DTMF signaling, other tone signals, and telephony
events in RTP packets.

e Fax Mode— Select between none or voice band data.

O None: Fax data is being processed as audio using an audio codec. If
the codec is not suitable for fax signal, then fax transmission will fail.

0 Voice Band Data: Fax data is being sent processed as audio using an
audio codec, and if the codec is not suitable for fax signal, IAD will
automatically change to a suitable codec for fax transmission.

e SIP Re-register Timer (in seconds)— The amount of time before
registration is required again.

e Session Expire Timer (in seconds)— When a connected call session will be
dropped if the keep alive facility is down.

¢ Signaling / Voice TOS— Type of service for signaling and voice. A
signaling transmission is used for building a voice connection. Voice TOS is
used for voice transmission. Each call has two parts—first part involves the
signaling transmission when a call is made or received. The second part is
when the call is connected, it transfers voice in voice transmission.

e Inter/ Critical Digit Timer (in seconds) — Inter-digit timer (IDT) is used as
timeout check between each digit dialed, while the critical digit timer (CDT)
is used for "almost completed" dialing to wait for more digits. Essentially,
CDT is the time that the device waits after the digits are dialed before it dials
the numbers.

e Do Not Disturb— This call-filtering feature prevents incoming calls from
coming through. Callers will hear a busy signal when you have the Do Not
Disturb featured enabled.

e Answer Only— This call-filtering feature disables the ability to make
outgoing calls. You can only accept incoming calls after you turn on this
feature.

e Pass “#” as Dialing Digit —if this is disabled, dial “#” to terminate the
dialing. When enabled, dial the “*” to terminate the dialing and then IP
dialing will be disabled.

e Prefix for Switch VOIP to PSTN— One of the ways that a phone number
can be dialed using PSTN (and not VoIP). It is the number prefix that you
must enter in order to switch from using VOIP to your regular phone (public
switched telephone network).
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PSTN Route Rule— For incoming calls using PSTN, this is the line (line 1
or line 2) that the call is received through. You can select auto so that it
automatically selects an open line.

Route PSTN to VolP— For incoming PSTN calls you can select whether or
not you want to route the call to use VoIP.

Route VolIP to PSTN— For incoming VolIP calls you can select whether or
not you want to route the call to a PSTN line and which VoIP line you want
to be able to route to the PSTN line.

’-!lNote: There are 2 VoIP lines and only 1 PSTN line, therefore only one
of the VoIP lines can have the option of being routed to a PSTN line. The
options here are to select which VolIP line (line 1 or 2) will have the service
of being routed to a PSTN line.

Locale Selection— The location of the router.

Remote Server for SIP Log Messages— If you enable the remote server,
then fill out the following two fields: Log IP Address and Log Port.

Log IP Address— The IP address of the remote server for SIP log message.
Log Port— The port number of the remote server.

Phonel & Phone2 Default Connections

Factory default configuration set the Default Connect to PSTN to Disabled and
assigned Phonel and Phone2 to connect to the VoIP network as shown below:
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J SIP Provision
_1Call History
_] Diagnestics
] Management

Digee

(K1

When the Default Connect to PSTN is enabled for either Phonel or Phone2 or
Both, as shown below:
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e Tnal |
E'll\'ﬂlcm ECAN M Enable =
§ ¢ Davica Info LT — FFCI833 -
1] Quick Setup
= Advanced Satup Fax madhs “Voice Bond Dain_=]
- Wireloss
=23 Voice: SIE varrisgichir betuir [ pomeans;
2] SIP Basic Sty g livear ¢ el (i-BaaE)
2] SIP Advanced SgralngAision TOF ] ik [T 120 ]
 DialPlan e Sl cigh hevar [ i [ TRt
=] Phonebook
] SIP Provision Do Pick Cxcharks B pdled O o
ghiotsse ot
Pz i e [ [ -
+#-_1 Management e e  —
Pk for pasich V008 b B Toifr
PETH #oda il ® ane O fhorat T dhomsd
N D s O gai
by WP by PETH: 7 pagted ' Poarmi T Bhonal
St © podtled ' phorwt T Phonat B pan
Prax s saatehy TR0 voaR o
ety it lUS.l-LIrItm:IS‘ldﬂ; -
Siws Corhy | _ Siop S s |
-l
| o152 1881 1 vpicesipadvoig himd &

Phonel and/or Phone2 will generate or receive calls to the PSTN via the Line port on

this unit. The user can then select the desired Prefix for switching from PSTN to

VolIP network on a per outgoing call basis.

Dial Plan

The dial plan allows you to create rules for processing the numbers you dial.

1B Wakcami
£ (] Dewice bnfo
L] Quick Satip
-] Auvamced Salug
£ ] Mieelerss
=1 i3 Wedrm
SIF Basic
L] 58P &chenmeesd
L] CialPian
L1 Pranebonk
L] 58 Provisios
) Dy oo
F ] Ml e 1l

Frafix

Wn, Sroepk CWIER | MW Anoapt

P WAt Dapis| Teoe

PSTH |
FSTH ¥|

PSTH =|

PaTH (|
PSTH |
PSTH =/
PSTN %/
[PsTn (8]
FETH =|
PaTH |
raTh |
FSTH *|
PSTH -l
PSTH |
PSTH #|

PSTH |
PSTH #|

FSTH -|
| TrsTh ]
| FSTH =

o Prefix— The prefix numbers that determine the type of call when you dial a

string of numbers. This must be at least 1 digit.
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e Min. Accept Digits— The minimum number of digits that must be dialed to
be accepted as a correct number. This includes the prefix.

e Max. Accept Digits— The maximum number of digits that can be dialed to
be a valid phone number. This includes the prefix.

e Delete Digits— The number of digits at the beginning of the dialed number
that will be taken off. For example, if you dial the number 88-0930-123-456
and have a rule with prefix 88 and set the number of digits to be deleted as 2,
then it will dial the number without the 88 prefix at the beginning and insert
the 2 in its place.

e Insert Digits— The digits that will be inserted at the beginning of the dial-
string after the specified digits are first deleted.

e Type— There are 3 types of dial plans: PSTN, VoIP, and block. You can
create dial plans for PSTN and VoIP numbers in addition to dial plans that
you want to block. For example, if you want to block a phone number with a
certain prefix, you need only to enter the prefix and the Min. and Max.
Accept Digits and select Block under the Type column.

Phonebook

The phonebook allows you to filter calls from specified IP addresses. Enter the IP
addresses in the Call ID field and then decide whether you want to allow or deny
those enabled callers. You can also organize the calls by ring group (default, family,
friend, and colleague).

Wioe -~ STP Pl kool

[=1 0 &} Spaodbial Rimtiroun Hterng ON
i Dfmt

THom - e

Wik Defmt =
5w Dl
iAo T
ik Lo
ik [T
A Defmdt W
o Dafmil
i wy
A - Diefm
- Dfar =
Wik Diafmit
HIA Dafmi =
T ek B
Wik e [t
T =
A Defondl
Hofs i Dot 8

WA [Ty
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SIP Provision

This page allows you to set up a provision configuration for downloading SIP settings
from a server. All SIP related settings will use the values from the downloading
provision file. The following steps will allow you to set up this feature.

To enable this feature, click on the Enabled clickbox.

2. Select a Provision Method. The default provision method for downloading
the configurations is by TFTP.

3. Enter the provision server address and file name obtained from your VoIP
service provider.

After all the fields are completed, click on the Save Config button.

5. Lastly, click on the Stop SIP client button and then when the button changes
to Start SIP client, click on it to finish.

g Walcoma Vaoice — SIPF Provision
F-U1 Davice Info
L] Quick Semp Ertar the SIF Basc parametars

= ;l Advanced Setup
& ] Wireless —— T U
B~ Voica Ise Prosison: {J) Enablad & Dissbled
=] SIF Basic Pravision Method
=121 5IP Advanced Ry arias Epi S e i
'3 DinlPlan vision Server Address:0 L |
i~ 2] Phanebook Fravision Fle Mama ravciy |
_1 SIP Provision
J Diagnostics
-] Management | 5

ve Config || Shape STP client

6238-A2-ZB20-10 6238 Wi-Fi Router with VOIP User’s Guide 67



Call Features

NOTE: Reference Only—This is not a section in the router’s user interface.
This is a reference of the feature codes for different call features such as call
waiting, call forwarding, etc.

Call Feature Function Dial String
Call Waiting If call waiting is enabled on a | ¢ To Disable, dial *60
line and you hear the call « To Enable, dial *61
waiting tone during a call, « NOTE: Call forward
press flash to answer the feature settings (Busy or All)
second call. The first call is takes priority over the call
automatically placed on hold. waiting feature.
To switch between calls, « Call waiting feature is
press flash again. ignored on new incoming
calls if there is already a call
on hold or in conference.
Call Waiting Once Allows you to enable or * To Disable the call waiting
disable call waiting during feature one time, dial *62
one call only. .+ To Enable the call waiting
feature one time, dial *63
Call Forward Number Enables you to set the * To set the dialstring ONLY,

dialstring of the designated
phone number for which
calls will be forwarded to

dial *74 and the phone
number for which calls
should be forwarded to

Call Forward No Answer

Enables you to forward

incoming calls to another
number when you do not
answer within 18 seconds

* To Enable, dial *71

Call Forward Busy

Enables you to immediately
forward incoming calls to the
designated number if the
phone is off-hook. Previous
settings for Call Forward
Busy or No Answer are not
modified.

* To Enable, dial *72

Call Forward All

Enables you to forward ALL
incoming calls (whether it is
no answer or busy) to the
designated phone number

* To Enable, dial *73

Call Return

Enables you to place a call to
the last known incoming
caller (answered or not)

« To dial the number, dial
*69

Redial

Enables you to redial the last
outgoing number

« To redial the last number
dialed, dial *68

Call Pick Up

Enables you to pick up on a
second incoming call while

* To answer another ringing
phone, dial *99. For
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you are already on the line example, line 1 is ringing,
you can off-hook line 2, and
dial *99 to answer the
incoming call

Speed Dial Enables you to speed dial any | * To speed dial, dial *00 -
number that is entered in the | *09

Phonebook section of the
Voice Page

Diagnostics

The diagnostics screen allows you to run diagnostic tests to check your DSL
connection. The results show test results of three connections:

e Connection to your local network
e Connection to your DSL service provider

e Connection to your Internet service provider

There are two buttons at the bottom of the screen—Test and Test with OAM F4—
which allow you to retest if necessary.

pppoa_0_35_1 Dagnostcs

Test Eha Commsrtion to your local notwerk

Test yomr ENET Connection: PASS  Help
st your BEH Commection: Help
Test yomr Wirsess Connecton: PASS  Help

Test the commection b your DSL servioe provider

Tast ADSL Symchronization: PASS  Hale
Tast ATM OAM FS soqmest ping: FAlL Hale
Tast ATM OAM FS aned-Do-esed ping: FAlL Hale

Test Eh Commsction to your INtemat service providar

Tost PPP apryer sessann: FAL Halg

Halg
Test awthentication with I59; NA Halg
Test the sssnned P address; FAIL  Halp
Ping default gateway: FAIL  Halp
Fing primary Domais Mame Seryer: PASS  Halp
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Management

The Management section gives you access to certain setups for the purpose of
maintaining the system, including backing up the configurations, viewing system log,
maintaining access control, and updating software.

Settings

Backup Settings

To save a copy of the configurations that you have made on your router, click on the
Backup Settings button.

E-.'.'elcomc Settings - Backup
31 ] Device Info
[ Quiek Seuy Backup DSL routber conflgurations. You maw stwe vour router configurations to a file on your FC
A O Advanced Setup
4 ;Lll.’l.'ireleess-
- WOe _
1] Dingnastics Eadkup Sstting
-1 ' Management -
0 ' Eottinga
_] Backup Settings
] Restare Umer Settings
_'] Resiare Deiapuli
1] System Log
1 -] SNMP
| _] TR-065 Cliant
=] It rmed Thine
H 1Access Contral
| _] Ipdate Soffwars
+=|] Hehaol Routar

The following pop-up screen appears with a prompt to open or save the file to your
computer.

File Download E|

Do you want to save thiz file, or find a program online to open
it?

@ Mame: backupsettings.conf
Type: Unknown File Tvpe
Fror: 192.168.1.1

Fird ] [ Save ] [ Cancel

l--' \l While files fram the Internet can be uzeful, some files can patentially
a harm your computer. If you do not truzst the source, do nat find a
e program to open thiz file ar zave thiz file. What's the rigk?
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Restore User Settings

To load a previously saved configuration file onto your router, click on Browse to
find the file on your computer and click on Update Settings.

M Wwelcome
H-] Devica Infa
--] Quick Satup Update DEL routar settings. ou may updete your rapter sstings using your saved files
# 1 #dvanced Satup
" f
:E: H t,u;f:l“ Settings Fle Mame: Birovwse
-] Diagnosdics
B2 Mamagamani
S =] S:ﬂlng:
£ Backup Settings
1 Hestne

Sattings - Update Sattings

= _"| Rectara Dekault
-] System Log

2] SHMP

1] TR-069 Client

1] bmtermeet Time
B0 Access Control

] Update Sofrware

L] Reboat Router

The router restores settings and reboot to activate the restored settings.

Restore Default

Restore Default deletes all current settings and restore the router to factory default
settings. Click on the Restore Default Settings button.

= Welcome
i ] Device Info
i~ £] Quick Setup Restare DSL routier sattings to the: factory defaift.
& ] Advanced Setup
-1 Wireless
B Voice
i+ [] Diagnostics [
£l Management

= Settings

i L] Bachup Serings

i L1 Restore Usar Sanings

i -] Rastors Dafaull

1 1] Systenn Log

i 5 sNmp

i+ ] TR-069 Client

] Internat Thme

# ] Accass Control

=] Update Software

-] Reboot Router

Zettings - Restore Default Settings

Rectore Detault Sakfings I

Click on OK when the pop-up window appears confirming that you want to restore
factory default settings to your router.

Windows Internet Explorer

3) Are wou sure you want ko restore Factory default settings?

ok ] [ Cancel
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The router restores the default settings and reboot.

System Log

The System Log dialog allows you to view the System Log and configure the System
Log options. To view the System Log, click on the View System Log button.

& vinicoman
# (1 Davica |nfo
j Quick Seiup
& L Advanced Setp
# 1 Wireless
F L Vokoe
-] Disgmostice
{3 Managemant
=4 _5-_ntl'l1g=
1 Backup Sening
1] Rastora Usar Sarrings

4 Restore Dalaul
Jm

1 sxrap
\2] TR-DGY Clipnt
'__'I Infems=t Time

F 1 heeess Control
L] Update Softwone
] Rebaot Router

FYETRM L0

Tre System Log diakod alloves you (o view e Spstem Log and coafligure the System: Log aptiona

Click "view Sysam Log” to view the System Log.

Click "Configure System Log™ to canfigure the System Log options.

Wiy bystem Log

Il

Conllgure Syetém Log ]

Below is a view of the System Log.

&, 1. 1 Aogview.cmd - Windows [mernet Explorer

System Log

Date/Time Facility Severity Message
Jan 1 01:03:03 user  |crit kernel: ethD Link UF.
Jan 1 01:03:03 user  |crit kermel: ADSL G.294 training
Jan 1 01:03:03 user  [crit kemel: ADSL G.992 started
Jan 1 01:03:03 user  |crit kermel: ADSL G.992 channel analysis
Jan L 0L:02:03 user  |CrIt kermel: ADSL ink up, Interdeaved, us=B0D, ds=7616
Jan L 0L:03:03 user  |crit kernel: 0AM loopback respanse not received on WPLWCE D/35.
Jan 1 01:03:03 user  |crit kernel: 0AM loopback response not received on VPLWCI 0/25.
lan 1 01:0%:03 user  |crit kernel: 0AM Inopback response nob received on WEIWCT 0735
Jan 1 01:03:07 juser  |erit kermel: OAM loopback response nof received on WETWCT 0735
Jan 1 01:03:03 user  |crit kermel: DAM loopback respanse not received on WPLWCI 0735,
Jan L 01:03:03 user  |CFit kermel: DAM loopback respanse not received on WFLWCEL D/35.
Jan L 0L:02:03 user  |Crit kermel: DAM loopback respanse not received an WPLWCEL 0/35.
Jan L 01:03:03 user  |crit kernel: 0AM loopback response not received on WPLWCE 0/35.
Jan L QL:03:03 user  |cric kernal: 0AM loopback response not received on WFLWCL DY 35.
Jan 1 01:0%:03 user  |crit kernel: OAM Inopback response not received on WEIWCT 0735
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Configure System Log

If the log is enabled, the system will log selected events including Emergency, Alert,
Critical, Error, Warning, Notice, Informational, and Debugging. All events above or
equal to the selected log level will be logged and displayed.

= waicoms Syhiam Log — Cosfkguration
3] Diewicia o
1 Ouick Sasup ¥ e

Usar Semgs g ~ Csgtie EH Enclle
Restore Dednuli Eageiims
1 Sysnamn Lag =
% Lag Level Debugging #
Acpiay Level Emr b
U tnasnas Tama = e I
- Accoas Comtal Mode: local e
1 Updnie Soframre
] Refvaal Rovss

If the selected mode is Remote or Both, events will be sent to the specified IP
address and UDP port of a remote system log server. If the selected mode is Local or
Both, events will be recorded in the local memory. Select the desired values and click
on the Save/Apply button to configure the system log options.

SNMP

SNMP (Simple Network Management Protocol) provides a means to monitor status
and performance as well as set configuration parameters. It enables a management
station to configure, monitor and receive trap messages from network devices.

] vimkcome SHAP - Configuration
ol | N
1 Guidk Sesup srrrle Mebwrork Mansgement Probaol [S46P) alkrse o managerment popbeation b retriess shebizhee and stetus from

-] Achamced Setup
] Wirnbsss
Ci voke

[ Hackup Somings
T Heasare User Sestings
L] Hessarne Dalauk

[ Uipain Softwmm
] Qetsat Foutss
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TR-069 Client

The router includes a TR-069 client which is a WAN management protocol. All the
values are already filled in. If you wish to enable this protocol, then select enable.
You must click on the Save/Reboot button for the change to take place.

I Weicome TR 0493 clent - Configurakion
] Dieyice info
[ Dk Seng
1#-C0 Advsnced S#iup
IE ] Wirnbass
B Voice _
] Dingnostice RENCE D
E S Mamage meni
= hettings IntorrT
1 Backup Setiings
L] Rasons Llusr Sanings ) e
L] Rastone Dakail S
] Syssam Log 9
-] SHHP :
] TR Tl ALS Lhaer flame
] beaareat Time 3
=) ficcoe Contral
] Update Sofware
L] Aetingd Rowier

WA H Moragemant Frobaos

pruaso. ool i,

sanan

[TLLT

Internet Time

The Time Settings screen allows you to automatically synchronize your time with a
timeserver on the Internet.

El‘Jul-_-:lllu Tirme setlings
# 0 Deviee Infa
=] Quick Setup
-1 Advanced Setup
B Wireless
-1 Voice
[ Diagnestics
H =¥ Management
=1 Sefings
=] Backup Seftings
-] Restore User Settings
] Rastore Dalfauh
=] System Log
1] SHMP
=] TRAO53 Client
—, )
# ] Aceean Cantral
] Update Soltware
- ] Reboot Router

Thi= page allows you ta the madem's ome configuraten

[ automat cally synchronize with Internat tme sanvers

If you choose to automatically synchronize with Internet time servers, then click on
the box and the following fields appear.

Select from the list of NTP (Network Time Protocol) time servers. Then select the

time zone that you are in and click on Save/Apply to save and complete your time
settings.
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B W ome Tame settimgs
L1 Dewice Iifo

_i_ jf::;::*;“g . This page alloes o t tha modam's tme configuration
¥ il SElug
: 5]':'.;::?“ [¥] swcomatically ssncirenize wilh Feemss Dme seners
t -] Diagnastics
=] 3"“9"“"—"' Fire NTF bma sarvar: clockmLhe nal ..-l
@[] Settin
El 595:5:1“ Second NTE time server: | Mona vl
[ shime
|ﬁ£?|!:“mr?: Tima zore ofiset (GMT-1200) Imamatonal Data Line Waat o
=14 Acceas Comrol
] Saniicae
[y
-1 Passwords

] Updlate Snfwies
1] Rebzor Rodier

Access Control

You can enable or disable some services of your router by LAN or WAN. If no WAN
connection is defined, then only the LAN side can be configured.

Services

Services that can be enabled include FTP, HTTP, ICMP, SNMP, SSH, TELNET, and
TFTP. Click on Apply when finished.

E'-:\"el:me Access Control — Services
=] Dwvice Info
I Quick Setup

f # Senvice Control List (*SCLY) enables or disablas services fram being wsad
@ ] Advanced Setup

] Wiraless
321 Volce
i~ [0 Diagnosics :
S| l_.?ﬂl;ﬂqul'ﬂirl“ |5‘“""‘W LAN WAN
- Settings i
[ System Log |F”" ¥l Enabled [ Enabled
-~ SHMFP — =
TR-064 Cliem |H7P =l Enabled [ Enablad
Internet Time
B~ Access Control !KM; Enabled | [#] Enabled
_'__'|]|i5 Addresses |“-"-=‘~1F ® Enabled ] Enabled
-] Passwords |12
Update Software |'E'-”ET ¥ Enabled O Enabled
Reboot Router iTFrP W Enstiea] P Enabied

Apply
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IP Addresses

Any access to the router can be controlled when Access Control Mode is enabled.
The IP addresses of allowed hosts can be added in the IP Address page under Access
Control.

On the Access Control — IP Address page, enter the IP addresses of the allowed
hosts by clicking the Add button.

— Acceis Contral -~ TP Address
= welcome

= ' Deviee Info Tha [P Addrass
1 Summary .
_] WAN
# ] Statistics
] Route
_] ARP
_] DHCP
L] Quick Setup
# ) Advanced Setup -
# ) Wireless ﬂ
# ] Voice
L] Diagnosiics
=4 Managemant
+ ] Senings
] System Log
] SHMP
] TRAO6S Client
] Internet Time
=3 Access Control
] Services
L1IP Addresses
] Passwords
_] Update Software
_] Reboot Router

IF Address | Subnel Maik | Bemovs

The IP Address entry page will be displayed as below:

Add the IP address of the allowed host into the entry box.

Provide the proper subnet mask to specify the range of hosts within the IP address
subnet that are allowed to control this unit.

Click the Save/Apply button after the entry.

Note: It is recommended that the IP address and its associated subnet mask must be
added into this IP address list before the Access Control Mode is enabled. This
address list is used for both LAN and WAN control access to the unit.
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Acceis Contral
EW"
5-53 Device Info Eriur iha BB st of b marasgamant aliar parre i by sceass he boe i mansgemant ereces, and chek

] Summary Savafipply.
]

&0 "Sutn::gﬁ ® Addrer !:
- al [=3 .
1 Route Suboat Mtk
) ARP
' Hbhce _Savaihehs |
] Quick Setup
#- ) Advanced Setup
&l Wireless
£l ;I\fni:u
L] Diagnostics
= Management
& 2] Settings
] System Log
SHMP

J TROGS Cliemt
 Internet Time
=43 Access Control

[ Semvices

L1 IP Addresses
L] Passwords
] Updaie Software
] Rebaot Router

More IP addresses can be added by repeating the above procedures.
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Passwords

Access the Passwords screen under the Access Control section to change a
password. Select an account and enter the current password and the new password.
Then click on the Save/Apply button.

B veicome
- Device |nia
L] Cuilck Setup
5 [ Achmmced Setup
K] Wirnbess
i -1 Vice
[ Disgnussics
3 3 Masmagasant
&[] Grmmgs
3 Sysium Log
13 shimp
ETRa6sc
B

1 Eoado
L] Gk msses

LT

[ Uyplate Sofrwess

L] Bebooi Rouses

Aroess Comtrod -- Passamrds

The ymar name ‘mppart® 18 used 10 silw an [SF fechecs b AcTess your D50 Rake

Tha usar nama usar can soooss the DSL Rauter, W canf guration sattinge and Saficics, 85 well 22 dsba the

Update Software

If your ISP releases new software for this router, follow these steps to perform an

upgrade.

1. Obtain an updated software image file from your ISP.
2. Enter the path to the image file location or click on the Browse button to locate

the image file.

3. Click on the Update Software button once to upload the new image file.

&l Vieicome
3 [ Dmvice bin
7 Dnaleh Sedup
Ll Adtva s Satup
1 Wirsines
_iVaica
3 Diagisssics
== Mansgemeni
- Sattings
1] Syt Log
1 aup
1] TR48 Cii=nt
L] liarnian Thmia
4.1 Accmas Corarol
_1 Uipdaie Softwnrs
LT Rabioot Fo ke

Update Sof bware

Sy 1t Obtwn wr ipdiked: vl tevers: Wergie b Fromi-yaiar 68
St B Enter the poch o the imoge M lacntion i the o ey or cho e "iovess” Bathon o lscs the imega e
Stop 3: Oick the *Updats Sofbwara® bubton once fo

WOTE: The updabs process twoes abot 2 minuhes bo complets, and wour 0L Roeber vl reboot

Softmmra Fike Mame |m|
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Reboot Router

Select Reboot Router under Access Control to reboot the router using the web

interface. The router saves the current configuration and reboots itself using the new

configuration.

& welcoma
#- ] Device Info
j Quikch Semp
] Advanced Selup
| Wineless
L Madce
=] Diagninstics
=13 Manogement
-1 Santings
F -_'| System Log
] SHIMP
-] THAO69 Client
-] Imbedmet Time
#_ | Access Cantrol

4 H IF

_'| ||||||-1IM Cofhware

_] Realont Router
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Click the button bebow to save and reboot the router,
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