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1 Introduction to Nokia MW 1122

Nokia MW1122 is an integrated ADSL (Asymmetric Digital
Subscriber Line) bridge and router which enables high-speed I nternet
access from your wireless (WLAN) and Ethernet local area networks
(LAN). It multiplies the capacity of the already installed telephone
lines used traditionally for telephone and dial-up modem services.
MW1122 brings high-speed connections available for home users,
small offices and telecommuters.

Figurel NokiaMW1122
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2 Installing MW1122

Beforeyouinstall MW1122 you may want to familiariseyourself with
the interfaces and indicator lights of MW1122. From section 2.3 you
will find a step-by-step installation procedure, which shows the
physical installation of MW1122.

2.1 Interfaces

MW1122 has one ADSL line interface and two LAN interfaces:
WLAN and ETH (wirelessLAN and 10Base-T Ethernet). It also hasa
local management interface (CLI) for management purposes. The
ADSL lineinterfaceiscompatiblewith ITU-T G.992.1 specification.
The wireless LAN port interface supports Nokia's 11 Mbit/s IEEE
802.11b WLAN PC Card.

Power switch

Mains connector Ethernet \ADSL line
Local management interface  WLAN (PC card)

Figure 2 MW1122 back panel

2.2 Indicator lights

MW1122 has six indicator lights on the front panel: PWR, STA,
WLAN, COL, ETH, and DSL. STA indicator isred. Other indicators
are green.
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Figure 3
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MW1122 front panel indicators

GREEN

ADSL link is down.
ADSL connection is being established.
ADSL link isup.

GREEN
Ethernet is down.

10Base-T Ethernet is functional
Receives traffic from Ethernet.

GREEN

Collisions on the Ethernet. Note, that it is normal that some
collisions occur on the Ethernet.

GREEN

Off

On
Blinks

No stations on the WLAN or WLAN PC Card not
inserted.

Stations on the WL AN but no traffic.

Receives traffic through the WLAN interface.
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2.3

STA RED
Off OK
On Hardware malfunction during startup.

PWR) GREEN

Off
On

Power off.
Power on.

Step-by-step installation procedure

1.
2.

Plug the mains power cord to a mains outlet.

Plug the antenna into the antenna connector of the wireless LAN
card, if included.

InsertthewirelessLAN card, if included, gently intotheMW1122
WLAN dlot on the MW1122 back panel. Ensure that the card is
aligned correctly.

Switch on MW1122. The PWR indicator lights up.

Ensurethat wirelessLAN clients(that is, thewirelessdevicesyou
want to use in your network) have the same configuration as the
wirelessLAN cardinthe MW 1122 modem and that they areinthe
Infrastructure mode. The default wireless LAN configuration of
MW1122 is the following:

regulatory-domain  according to your location of use (Europe,
Canada, USA, or Japan)

network name MW-wxyz (case-sensitive), wherewxyz are
the last four numbers from your MW1122
serial number

When you have set the network name to your wireless client, the
wireless connection is established and the WLAN indicator on
MW1122 fron panel will belit.

Connect the 8-pin Ethernet cable between your PC and the
Ethernet connector on the MW1122 back panel if you want use a
PC equipped with a10Base-T Ethernet card. Switch on your PC.
The ETH indicator will belit.
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7. Connect the 6-pin ADSL line cable between the ADSL connector
on the MW1122 back panel and your ADSL line wall socket. If
you want to use telephone and data services simultaneously
connect a splitter according to Figure 4. After awhile, the DSL
indicator starts blinking indicating that the ADSL connection is
being established. After the connection has been established
successfully the DSL indicator remainslit.

Figure4 MW1122 and splitter connected

Now, your MW1122 has been connected and you can check the
connections according to your service provider’sinstructions.

3 Configuring MW1122

Your service provider has configured your MW1122 for the service.
However, you may want to changethe settingsregarding your wireless
network. Youwill find these settingsonthe WirelessLAN and WLAN
Clientsweb pages. Do not change other settingsunless specifically
asked by your service provider. You can change MW1122 settings
with an ordinary web browser such as Microsoft Internet Explorer or
Netscape Navigator.

If the WLAN indicator islit on the MW1122 front panel, you can use
your WLAN client for configuration. Of course, you canalsouseaPC
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3.1

311

connected to the ETH port of MW1122. Inthiscasethe ETH indicator
should belit.

Browser management

You can use your PC's web browser software to access the web
configuration pages in MW1122. To access the web pages you must
know thelPaddressof your MW1122 or, alternatively, the* name’ that
your MW 1122 recognises.

Note
Before using your web browser for configuration, you must know the
| P address or the name assigned to your MW1122.

There are three ways to find out whether to use a name or an IP
address:

e Your service provider has given you an |P address for MW1122.

e Your MW1122 uses Dynamic Host Configuration Protocol
(DHCP) and Domain Name Server. In this case the name is
MW1122.

e Your MW1122 uses DHCP. In this case run winipcfg.exe
(Windows 95) or ipconfig.exe (Windows NT). The IP address of
MW1122 is the Default Gateway address shown by the ipconfig
program.

Opening a connection
To open a connection to the Nokia MW1122:

1. Start your web browser.

2. Enterthename(' MW1122') or |Paddressof your NokiaMW1122
in the browser’s Location or Address field and press Enter.

3. Type in the username/password as requested. If no
username/password is required, just click OK to proceed. The
NokiaMW1122 Main Page appears.

© Copyright Nokia Networks Oy C33902002SE_00
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3.1.2 Main Page

Main Page is shown first when you use aweb browser to connect to
MW1122.The list on the left shows the current page highlighted.
Clicking an item on the list (Wireless LAN, WLAN Clients, Service
Providers, Local Network, Statistics, Restart, and Save Config) takes
you to the corresponding page. Typically, youwill only haveto change
the Wireless LAN and WLAN Clients settings.

Note

When you make modificationsto the configuration, remember to save
the configuration and restart your MW1122 for your changes to take
effect.

NOKIA Nokia Mw1122

Wireless LAN
WLAN Clients
Service Providers
Local Network

Statistics
Restart
Save Config
DSL status: OK {upstream 800, downstrearm 2000 khit's)
PPP status: OK T2 1)
Ethernet status: OK {(10Base-T)
WLAMN status: OK{11 Mhit's, 1 clients)
WLAMN netwark name: Ba20
WLAM channel: 13
Lptime: 0 days, 06h 23m 345
SV hoot version: 008
S appl. version: G2 200.R00
HYWW wersion: T12
Setial numhber: J21

Figure5 Main Page
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The Main Page shows you the statuses of the DSL line, Ethernet
interface, and wireless LAN interface. It a'so shows the number of
wireless LAN clients on your network, wireless LAN network name
and the channel in use. Software and hardware versions and the serial
number of MW1122 are shown in the bottom of the page.

3.1.3 WirelessLAN page
You can change wireless LAN network settings on the WirelessLAN
page.
NOKIA Nokia Mw1122

Main Page Wireless LAN: Nokia C110/C111 WLAN card

WLAN Clients Ketwork name: |MW—1122

Service Providers Fegulatory domain: |Eurupe -

Local Network Radio channel; |1D ,I

Statistics Transmit power: | Default -I

Restart

Save Config Apply Reload |

Figure 6 Wireless LAN page

Note

When you click the Apply button, the WLAN subsystem will be
reseted automatically. If you have changed the network name and you
are accessing MW1122 through the wirel ess connection, the wireless
link will be disconnected. You must reconfigure the network nameto
your wireless LAN client to continue configuration. The Reload
buttonrestoresthe settingsif you have not saved the configuration yet.

Network name identifies your network and must be the same in all
wireless LAN clients on your network. The default network nameis
MW-wxyz (case-sensitive), where wxyz are the last four numbers
from your MW1122 serial number.
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Set Regulatory domain according to your location of use. The
Regulatory domain setting affects the available Radio channels. The
radio channels corresponding to the regulatory domains are:

Europe 1..13

Canada 1..11

USA 1..11

Japan 14

Change Transmit power if your wirel essnetwork becomesweak onthe
edges.
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3.1.4 WLAN Clientspage

Onthe WLAN Clients pageyou can enable access control based onthe
MAC addresses of your wirelessLAN clients. When access control is
enabled, only the wireless stations on the Client table are alowed
access to your wireless network. On this page, you can aso activate
Wired Equivalent Privacy (WEP) and set the encryption key
parameters. Note, that unless you have encryption enabled other
WLAN clients nearby have the possibility of monitoring thetraffic on
your wireless network

NOKIA Nokia Mw1122
Main Page WLAN Clients
Wireless LAN
Admission method [ Mo restriction B
Service Providers ENcryption (WEP) | Mo encryption =
Local Network
Statisti Fixed WEP keys
tatistics Length Key Setaut
Restart 1 |N0ne j | [
Save Config 7 INDne j | I
3 INDne j | O
4 INDne j | O
Apply Reload
Client table
WEP key
Mame MAC address length
I INDne j
WEP key I Add newl

The client tahle is empty.

Figure7 WLAN Clients page

Enabling access control

You can add awireless station to the Client table by typing its MAC
addressto the MAC addressfield and clicking the Add new button. Use

10

© Copyright Nokia Networks Oy C33902002SE_00



NOKIA

lower case characters only when typing the MAC address. You must
identify the wireless station by filling the Name field. Activate the
Client table by selecting Client table MAC addressfrom the Admission
method pull-down list and clicking the Apply button. Click Remove
button if you want to remove a client from the Client table.

Encrypting wireless connection
If you want to activate WEP, you have two options:

e Useafixed default key for all stations. Therearefour default keys
available and the key is selected by clicking the corresponding
radio button. Typically, thereisno need to use any other key than
number 1.

e Use a separate station-specific key. Enter this key in the Client
table WWep key field.

Before you type the encryption key, select the key length from the
pull-downlist. Availablelengthsare40bitsand 128 hits. If you select a
40-bit key, you must enter a key with 10 characters. If you select a
128-hit key, you must enter a key with 32 characters. The key is a
hexadecimal string, so the available charactersare0, 1, 2, 3,4, 5, 6, 7,
8,9,0,ab,cd e andf.

Note

Remember to configurethe samekey toyour wirelessclient. If you use
your wireless client for web configuration, you can copy the key from
theKeyfieldand pasteittothewirelessL AN client software. Thenyou
can click the Apply to activate encryption. Note, that if you enable
encryption on either client or MW1122 only, the wireless link will be
disconnected until you have enabled encryption on both devices.

There are five security modes which can be chosen from Encryption
mode pull-down list:

e No encryption; In this mode, encryption is always disabled. If a
stationtriesshared-key authentication, afailed authenticationwill
result.

e Allowed; In this mode, a station may use either open-key or
shared-key authentication. If a station uses open-key
authentication, encryptionisdisabled. If astation uses shared-key
authentication, encryption is used.
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e Required; In this mode, it is mandatory to use shared-key
authentication. If open-key authentication is used, a failed
authentication will result. When a station uses shared-key
authentication, encryptionisawaysused. Default keysareused if
no station-specific key exists. Broadcast and multicast datawill be
encrypted using the default key.

e Required, Wifi; Inthismode, astation may use either open-key or
shared-key authentication and in both cases encryption is always
used. Default keys are used if no station-specific keys exist.
Broadcast and multicast data will be encrypted using the the
default key.

e Required, specific keys; In this mode, a station must use
shared-key authentication and station-specific key. If the station
uses open-key authentication or station-specific key is not
available, a falled authentication will result. Successful
shared-key authentication results encryption using the
station-specific keys. Broadcast and multicast data will be
encrypted using the default key.

In most cases, it is acceptable to use default keys. Most modes also
allow concurrent use of station-specific and/or user-specific keys at
the sametime. Wifi mode provides|ower authentication support but it
supports all certified WLAN clients. Wifi mode is recommended if
other than Nokiawireless LAN cards are used.

Figures 8 and 9 show Wlan Clients page with default key and
station-specific keysused, respectively. In Figure 8, the station“PC1”
onthe Client table usesthe default key 1. Additonally, the Client table
Is used as a MAC address -based access control list. In Figure 9,
stations “PC1” and “PC2" use the station-specific key given in the
WEP key field on the Client table. The MAC address-based accesslist
IS not needed, but the default key is used to encrypt the
broadcast/multicast traffic.

Note
If you are using a station-specific key, you must also configure the
default key because it is used for broadcast.

12
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Note

When you click the Apply button, the WLAN settings become active.
If you have enabl ed the accesslist or changed the encryption modeand
you are accessing MW 1122 through the wireless link, the connection
will belost. You must reconfigurethewirelessLAN client to continue
configuration.

NOKIA Nokia Mw1122
Main Page WLAN Clients
Wireless LAN
WLAN Clients Admission method [ Client table MAC address =
Service Providers ENcryption (WEP) IP‘Eq”iVEd [~
Local Network .
Statisti Fixed WEP keys
tatistics Length Key Detaut
e 1 [40-bit 7] [z345678901 &
Save Config 5 |Nnne j | I
3 INDne j | el
4 |NDne j | .
Apply Reload
Client table
WEP key
Mame MAC address length
I INDne j
WEP KE‘y’ I Add new |
IPI:l 00:e0:03:04:73:be |[Wone
WEP key I Remove |

Figure 8 WLAN Clients page and default key encryption
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NOKIA Nokia Mw1122
Main Page WLAN Clients
Wireless LAN
WLAN Clients Admission method | Mo restriction =
Service Providers ENcryption (WEP) |Required, specific keys =
Local Network .
Statisti Fixed WEP keys
tatistics Length  Key Default
Restart 1 |40bit 7] [z3azs78001 &
Save Config 5 |Nane j | I
3 INDne j | &
4 INDne j | &
Apply Reload
Client table
WEP Key
Narme MAC address length
| INDne j
Add
WEP key | [Addne|
[pc1 [oo:eo:os:o4:79:be [40-bit
R
WEP key  [1234567890 [Remove |
[pcz [oo:eo:os:od:79:11 [40-bit
R
WEP key  [3ase7esniz [Remove |
Figure9 WLAN Clients page and station-specific key
encryption
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3.1.5 ServiceProviderspages

The Service Providers page can be used to set authentication for ATM
VCCs with PPP encapsulation (Figure 10). You can set the
Authentication method and the corresponding Username and
Password. You can also view Network connection information in the
bottom of the page. If you are using PPTP encapsulation, you can
changethe name of the connection through the Service Providerspage

(Figure 11).

NOKIA Nokia Mw1122
Main Page Service provider settings
Wireless LAN
WLAN Clients Network connection: [vce B
Local Network Authentication method: [CHAP and PAP =
Statistics Username: nokia
Restart Passward: [nokia
Save Config

Apply | Reload

Network connection information

Connection: PPP over ATM (ppp-vi),
YCC 1 (WP O S WC) 100)

PPP status: Mot connected

Figure 10 Service Provider page with PPP configuration
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NOKIA Nokia Mw1122

Main Page Service provider settings
Wireless LAN

WLAN Clients Network connection: ok =

Local Network Connection name: IIﬂork

Statistics
Restart Apply | Reload

Save Config

MNetwork connection information
Mame: Wyork

Connection: Local tunneling / PPP over ATM (tunneled-ppp-ve),
VCC 2 (WP 3 VT d)

Figure 11 Service Providers page with PPTP configuration
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3.1.6 Local Network pages

TheLocal Network page asfour sub pages: Local ports, DHCP, NAPT,
and Routing.

L ocal ports

On the Local Network Local Ports sub page you can assign IP
addressesto Ethernet and wirelessL AN ports. If you set Physical LAN
interfaces as Sngle subnet, you don’'t have to set the IP address and
subnet mask to the WLAN port. Instead, the Ethernet |P address is
used for both LAN ports (WLAN slaved to LAN).

Note

When you click Apply, the | P addresses are changed immediately. If
the IP address of the interface you are using changes the connection
will be lost. You have to reconfigure the I P address of the accessing
host. For example, in Windows programs winipcfg.exe or
ipconfig.exe must be used first to release the old address and then to
renew to request new address.

NOKIA Nokia Mw1122
Main Page DHCP NAPT Routing
Wireless LAN -

Local network port settings

WLAN Clients
Service Providers  physjcal LAN interfaces: [Separate subnets =l
Local Network
Statistics LAN port IP addresses:
Restart Ethernet port  |19z.168.1.1 Met mask |255.255.255.D
Save Config WLAN port 192.168.2.1 Met mask |255.255.255.0

Apply | Reload |

Figure 12 Local Network Local Ports page
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DHCP

On the Local Network DHCP subpage you can enable/disable
Dynamic Host Control Protocol and set the Address ranges from
which the addresses are distributed to the DHCP clients on your
network. You can also set the Domain Name Server addresses here.

Sart addressisthefirst addressin the address range. The Range size
defines how many addresses the range contains. Subnet mask is the
subnet mask of the addresses in the range. Primary and Secondary
DNSs set the domain name servers for the corresponding address
range. Lease time defines how often the DHCP client must renew its
lease. Domain name defines the domain name for the range.

The DHCP server can be enabled towards LAN, WLAN and
VBRIDGE (gateway interface) ports. When the DHCP server is
enabled, up to two scopes (address ranges) are automatically
generated and bound to LAN/WLAN/VBRIDGE interfaces, in this
order if the interface has an IP address. If your LAN and WLAN
interfaces have separate | P addresses you must configure two address
ranges, onefor eachinterface. In Figure 13, scope (@) ishasbeenbound
to Ethernet interface and scope (b) to WLAN interface. When the
addressrangesare not defined, MW1122 usesthedefault valuesfor all
DHCP parameters. The default values are:

e Start addressistheinterface |P address

e Subnet mask 255.255.255.0

e Range size of up to 253 addresses starting from the interface |P
address.

e DNSaddressisthe interface | P address

e Leasetimeis 60 minutes

e Domain nameisnull string

If at least one address range has been defined, then IP address, DNS,
domain name and lease time, if defined, override the default values.

18
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NOKIA Nokia Mw1122
Main Page Local Ports m NAPT Routing

Wireless LAN .
Local network DHCP settings
WLAN Clients
Service Providers | 5cal DHCP server [on |

Loecal Network
Statistics

Address range 1

Restart Start address | Supnet mask |

Saxs iy Range size I_
Primary D5 | Secondary DNS |
Lease time I— . I—
(rminutes) Domain name

Address range 2

Start address | Subnet mask |
Hange size |
Primary DS | Secondary DNS |

kmsuetetlsr?e [ oomanname [ |

Apply | Reload |

DHCP server status

## scope (1) pool-address pool-last pool-mask
192.1658.1.1 192.1658.1.254 255.255.255.0
net-binding primary-dns secondary-dns
ETH 192.1658.1.1 nia
leaze-time gateway donain-name
a0/01:00:00 192.1658.1.1 n/sa

## =zcope (b) pool-address pool-last pool-mask
192.168.2.1 192,168, 2. 254 288.255.255.0
net-binding primary-dns secondary-dns
WLAN 192.168.2.1 ns/a
leaze-time gateway donain-name
o0/0L1:00:00 192.168.2.1 nsa

Figure 13 Local Network DHCP page
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NAPT

If Network Address Port Trandlation (NAPT) has been activated,
serversonyour local network are not visible outside your network. On
NAPT page, you can configure pinholes through which you can
provide outside access to your web server from the Internet, for
example.

In the example shown in Figure 14, a pinhole has been added on the
Server list. This example means that all TCP traffic coming from the
Internet through VCC1 to ports 80...89 will be mapped to the IP
address 192.168.1.15 ports 90...99 on your local network.

NOKIA Nokia Mw1122

Main Page Local Ports DHCP NAPT Routing

Wireless LAN .
Local network NAPT settings

WLAN Clients
Service Providers  napyork connection: [vecT B
Local Network
Statistics Server list (pinholes)
Restart Start port  Start port

esta Entry name Address (internal)  (internal)  (external)
Save Config

| | | |
Add
Mumber of ports | Protocol [TcP 3| Add new |

server [192.168.1.15 an B .
EMoOYe
Murmnber of ports |1|:| Protocal ITCP —I

Figure 14 Local Network NAPT page

20
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Routing page

On the Local Network Routing sub page you can set static routes and
enable/disable dynamic routing protocols (Routing Information
Protocol version 1 and 2).

To enable dynamic routing to a particular interface select the Routing
protocol version from the pull-down list and click the Apply button.
RIPversions1and 2 aresupported. Send v1-compat. v2 option enables
the sending of RIPv2 packets using broadcast. Receive v1-compat. v2
option enables the receiving of both RIPv1 and RIPv2 packets.

To add a static route, type in the Destination network | P address, the
Subnet mask of the destination network, and the Gateway and the
I nterface through which the destination network can bereached. Then
click the Add new button. There are two static routesin Figure 15.

NOKIA Nokia Mw1122
Main Page Local Ports DHCP NAPT
Wireless LAN . .

Routing settings

WLAN Clients
Service Providers Dynamic routing protocols
Local Network Ethernet: Send |Oﬁ v[ Receive IOﬁ 'I
Statistics WWLAN: Send |Oﬁ -I Receive |Oﬁ 'I
Restart
Save Config Apply | Reload |

Static routes

Destination
Network Subnet mask Gateway Interface

| | | [En & [Addnew]

[o.0.0.0 [o.0.0.0 [o.0.0.0 [vCCE] | Remove |
|L92.188. 5.0 [s5.255.255.0 [isz.165.1.100  [Eth x| | Remove |

Figure 15 Local Network Routing page
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3.1.7 Statisticspage

The Statistics page lets you view aselection of MW 1122 statistics. to
view statistics of aparticular function, click the corresponding button
and the statistics view is opened on a separate window.

NOKIA Nokia Mw1122
Main Page Statistics
Wireless LAN
WLAN Clients Show statistics
Service Providers
Local Network DSL | ATH | Interfaces | LAN |

m IP | Bridge | Configuration | Log |

Restart
Save Config

Clear statistics

ATHM LAN IP Log

Figure 16 Statistics page

22
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3.1.8 Restart page
On the Restart page, you can reset subsystems and restart M\W1122.

NOKIA Nokia Mw1122

Main Page Restart

Wireless LAN

WLAN Clients Reset subsystems
Service Providers

Local Network

Statistics

Save Config

DSL WLAN Bridge

Warm start Full restart

Restore factory settings and restart

Restore |

Figure 17 Restart page
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3.1.9 SaveConfig page

When you change the configuration, all configuration changes are
activated immediately without restart/reload. However, the
configuration will not be saved into the nonvolatile memory. If
MW1122 is restarted or powered down without saving the
configuration, theold configurationwill berestored. Clickingthe Save
configuration button saves the configuration into the nonvolatile
memory and the old configuration cannot berestored through the web
interface.

NOKIA Nokia Mw1122

Main Page Save configuration
Wireless LAN ) _ ) ) )
) Saving the running configuration makes the changes permanent - they will not be
WLAN Clients destroved by equipment restart or power failure,
Service Providers
Local Network

Statistics

Save configuration

Restart

Save Config

Figure 18 Save Config page

4 Features

MW1122 can operate as a bridge and/or Internet Protocol (1P) router
between Ethernet, wireless LAN and the virtual channels of
ADSL/ATM interfaces supporting both dynamic and static routing.

4.1 Interfaces
MW1122 hasthe following interfaces:

Ethernet interface (LAN)
Wireless LAN interface (WLAN)
8 ATM VCC interfaces

ATM VCC management interface

24 © Copyright Nokia Networks Oy C33902002SE_00
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e Gateway/bridgemanagement interface. Thisinterfaceisused asa
bridge host interface or gateway interface depending on the
operation mode. In this manual it is called VBRIDGE. On the
MW1122 web pages, the interface is called gateway or bridge |P
interface.

MW1122 can operate in four different main modes:

Bridging only

Routing/tunneling 1P only

Routing/tunneling IR, bridging all but IP
Routing/tunneling 1P and bridging all, including |P

Themodeinwhich MW1122 operates dependson the configuration of
the unit’s interfaces.

LAN and WLAN interfaces

LAN and WLAN interfaces can be configured individually to bridge
and route packets. There arethree different operational modesin both
LAN and WLAN interfaces:

e Bridging only; only bridging is activated in the interface. In this
case the interface bridges all protocols.

e Routingonly; only IPaddressisconfiguredintheinterface. Inthis
case, the interface routes | P packets.

e Bridging and routing; Bridging isactivated in theinterfaceand IP
address is configured in the interface. In this case, the interface
routes | P packets and bridges al other packets.

Slaved WL AN oper ation

ThewirelessLAN interface can be configured to operate asaslaveto
the Ethernet interface. In this case, thereisno need to configurethe IP
address or bridging to the wireless LAN interface. The Ethernet and
the wireless LAN interface are bridged together internally and both
interfaces are treated as a single LAN interface. All LAN
configuration parametersdefining bridging and | P-rel ated parameters,
such as|P address, admin-disabled and RIP configuration address, are
used for both LAN and WLAN interfaces.

Inter nal host/gateway interface

Thereis a specia host/gateway logical IP interface within MW1122
called VBRIDGE. Thisinterface has a specific purposein MW1122.
In applicationswhere some ATM virtual channel connectionsare used
for bridging IP traffic and some other ATM virtual channel
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4.2

4.3

connections are used for routing IP traffic, the VBRIDGE interface
must be used instead of LAN/WLAN IP addresses. Alternatively, this
interface is used in bridge only application when the IP address is
required for remote management purposes.

Data VCC operation

MW1122 supports the following encapsulations in each ATM data
virtual channel individually:

RFC2684 L L C encapsulation for bridged IP (ETH-LLC)
RFC2684 L L C encapsulation for routed IP (IP-LLC)

RFC2364 Virtual circuit multiplexed PPP over AALS (PPP-VC)
RFC2364 Virtual circuit multiplexed PPP over AALS used to
tunnel LAN/WLAN/VBRIDGE PPTP packets
(TUNNELED-PPP-VC)

If an IP addressisgivento avirtual channel interface and bridging is
enabled at that interface, then | P data at that interfaceisrouted and all
other protocolsarebridged. Theonly encapsulation which allowsboth
bridging and routing simultaneously is ETH-LLC. For example, itis
possibleto route ETH-L L C encapsul ated packetsand at the sametime
bridge, for example, PPPOE packets (PPPoE packets are transported
directly over Ethernet frame, not within IP packets).

Routing

Routing isbased on routing entriesin arouting table. Static routesare
added viathe management i nterfaceand dynamicroutingisdoneusing
RIP and RIPv2. Routing is done between the Ethernet 10Base-T
interface, the wireless LAN interface and the virtual channel
connection (VCC) of the ATM/ADSL interface. MW 1122 supportsup
to 8 simultaneous V CCs.

MW1122 supports IGMP (Internet Group Management Protocol)
proxy receive function for |P multicast applications.

Bridging

Bridging is supported to provide full protocol transparency. Bridging
can be used simultaneously with IP routing. MW1122 works as a
self-learning bridge supporting up to 1024 MAC addresses. Bridging
Is done between the Ethernet 10Base-T interface, the wireless LAN
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4.4

interface and each ATM VCC interface. Optionally, the bridging
between the V CCs can be disabled.

Network Address Port Trandation

MW1122 supports Network Address Port Translation (NAPT) for
TCP/IP, UDP/IPand ICMP/IPprotocols. When NAPT isused, asingle
|Paddressisallocated to aV CC which leadsto the public | P network.
The Ethernet subnet has private | P addressing and isnot visible to the
VCC. NAPT translates the | P source address and source port number
dynamically to the VCC IP address and port number. Similarly,
packets coming from the VCC are mapped back to the original
destination addresses. NAPT allowsup to hundreds of hoststo sharea
singleV CCIPaddressto thepublic network. Theprincipleof Network
Address Port Trandglation is presented in Figure 19.

Home network (LAN) Internet (WAN)
src:192.168.1.112:122 § § src:195.112.12.161:5Q0001
dst:194.112.11.111:80 | | dst:194.112.11.111:80

o NAPT router| «;
src:194.112.11.111:80 | u:'; ~src:194.112.11.111:80
dst:192.168.1.112:1228| & S| dst:195.112.12.161:50001

Figure 19 Principle of Network Address Port Translation

NAPT may restrict the operation of some IP applications. NAPT also
operates as a ssimple IP firewall because trandation is only alowed
when thefirst packet istransmitted from the LAN. Thismeansthat the
NAPT tableentry iscreated only when apacket is sent from the home
network to the Internet. With server support capability, the user can
add static entriesto the NAPT table alowing thetranslation alwaysin
both directions. This capability isused to add servers (HTTP, NNTP,
and FTP), which are visible to the public | P network viathe VCC, on
the LAN subnet.

NAPT supports most | P-based protocols. Because NAPT operateson
the IP and transport layer, the application that includes | P address and
port withinthepayloadwill not work properly through NAPT. Inmany
cases, these applications can be passed through the NAPT using
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4.5

4.6

Application Layer Gateway functionality (ALG). MW1122 hasALG
for the following protocol 5/applications:

ICMP

FTP

H.323 including NetMeeting
CUSeeMe

PPTP

IRC

e |PSEC ESP tunnel mode and IKE

Note, that most I PSEC implementationswill fail when passed through
NAPT. A typical reason is that the identification may fail if the
identification is based on | P address. Also, only tunnel mode without
Authentication Header (AH) works.

Dynamic Host Configuration Protocol

MW1122 can act asaDynamic Host Configuration Protocol (DHCP)
server for the PCs on the end-user home network. In this mode,
MW1122 can assign up to 253+253 consecutive addresses from two
separate addressranges(that is, 253 consecutive addresses per address
range) to the PCs on the home network. Two separate address ranges
are used when LAN and WLAN are operating as separate subnets.
MW1122 can aso act as a DHCP relay agent and relay the DHCP
requests to an external DHCP server.

ATM and ADSL

MW1122 supports up to 8 simultaneous VCCs and supports UBR
(Unspecified bit rate) traffic shaping on all VCCs. The maximum
transmit rate on each VCC is the ADSL upstream capacity. If more
than one VCC is transmitting simultaneously, the ADSL upstream
capacity istemporarily shared betweentheseVCCs. WhenoneVCCis
idle, the bandwidth is used by another VVCC.

The ADSL transmission is based on the DMT line code. MW1122
provides a DMT line rate up to 8 Mbit/s downstream and up to 800
kbit/s upstream. The DMT transceiver israte adaptive and capabl e of
providing faster rates over short distances or slower rates over long
distances. The transceiver adapts itself to the line conditions.
MW1122 supports also ADSL Lite. In the ADSL Lite mode, the
maximum line rates are 1536 kbit/s downstream and 512 kbit/s
upstream.
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MW1122 supports both G.9921 and G.9922 ADSL
recommendations defined by ITU-T.

Rate adaptation is done in steps of 32 kbit/s. The ADSL interface of
MW1122 functions completely automatically and all configuration
related tothe ADSL connectionisdoneat theaccessmultiplexerinthe
operator’s premises. The network operator can set the datarates as a
part of the network management functionality provided by Nokia
DSLAM.

Point-to-Point Tunneling Protocol (PPTP)

When PPTPlocal tunneling isused, alocal network clientinitialisesa
PPTP-tunneled PPP connection (VPN) to Nokia MW1122. The
modem terminates the tunnel and all data from that terminated local
PPTPtunnel will beforwardedtoanassigned ATM V CC by using PPP
over AALS encapsulation. Thus, each local PPTP tunnel requires an
equivalent ATM VCC assigned to it restricting the total number of
local PPTP hoststo 8.

Local tunneling is used when there is a need to have one or more
computers connected independently to different networks. For
example, in remote work application, the rest of the family may be
using thecommon | SP servicesand oneor two family membersneedto
gain access to their corporate networks. With local tunneling, these
remote workers may be connected to a different network than the rest
of the users.

Local tunneling is activated using the PPTP client running, for
example, in Windows The destination | P address must be MW1122
LAN/WLAN/VBRIDGE I P address depending on the configuration.
PPP packets within PPTP are mapped to the configured VCC.
MW1122 hasthreedifferent waysto choosethe ATM VCCthat will be
used for tunneling:

e Automatic, choosesthefirst free VCC

e ChoosestheV CC number using C:number, where number isfrom
1to 8. C:number isfed after the MW1122 | P address (see Figure
20).

e Chooses the VCC number using N:name, where name is the
V CCx description. N:name is fed after the MW1122 |P address.
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4.8

4.9

4.10

:é' Connect To EHE |
= -
Eu‘ﬁ’ WPN 2

s s Inn:nkia@ln:n:al

xxxxx

Pazzword: I

I”| Save pazsword

WEM server |1 92.168.1.1C:4

Connect I Cancel |

Figure 20 Choosing the VCC2 for tunneling example

Point-to-Point Protocol over Ethernet (PPPoE)

Standard PPPoE modeisused when MW 1122 isoperating asabridge.
PPPOE protocol defines how PPP sessions are mapped into Ethernet
packets. When MW1122 operates as a bridge, this protocol is
transparent to MW1122.

Payload encapsulations

Bothrouted and bridged protocol sareencapsulated inthe ATM link by
using either RFC 2684 L L C/SNAP encapsul ation or VVC multiplexing.
MW1122 aso supports PPP over AALS encapsulation, in which
routed protocol sarefirst encapsulated in PPP (RFC 1661). PPPisthen
encapsulated in ATM according to the IETF PPP over AALS using
RFC 2364 VC multiplexing or LLC/NLPID encapsulation.

Accesslist authorisation

When awirelessLAN isused, it isimportant to be able to control the
clientsaccessingto MW1122. Therefore, M A C-address-based access
control may be used. It prevents all communications to a such client
whose MAC address does not appear on the access list. When a new
clientisbrought to the network, its MAC address needsto be added to
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4.11

4.12

4.13

the accesslist. Thiscan be done manually through thelocal command
line interface (CLI) or with a Web browser management.

WirelessLAN and radio interface

MW1122 supports wireless LAN to be used as one of the interfaces.
Thewireless LAN utilises Nokia C110/C111 Wireless LAN PC card
which needs to be inserted to the designated PC Card slot on the back
panel of the modem. Only Nokia C110 or C111 Wireless LAN cards
can be used. Without a wireless LAN card, MW1122 operates as a
norma ADSL terminal with one 10Base-T Ethernet interface. The
wireless LAN card can be inserted to the PC Card slot while the
modem is operating and the wireless LAN connectivity will be
achieved without restarting the modem. Only the WLAN subsytem
must be reseted through the web interface or the command line
Interface.

Wireless LAN used in MW1122 is based on IEEE802.11 standard
operating at 2.4 GHz radio band. The band has been divided into
subchannels which are dependent on local regulations. Typically, in
Europe, there are 13 and, in USA, 11 channels. The transmission
power islimited to 100 mW/MHz giving typical indoor coverage of 20
to 50 metres.

Wired Encryption Privacy (WEP)

MW1122 supports full-speed WEP encryption and both
authentication methods defined in IEEE 802.11b: Open-key and
shared-key authentication. The encryption is 40-bit RC4 WEP
encryption. Additionally, MW1122 supports 128-bit RC4 WEP
encryption.

Weighted Fair Queueing (Class of Service)

As a Class of Service (CoS) function, MW1122 supports Weighted
Fair Queueing (WFQ) for each ATM VCC. The CoSfunction ensures
that different IPtrafficflowsaretreated fairly intheupstream (towards
the Internet) direction. Thismay be necessary, in some cases, because
the upstream capacity of the ADSL lineissomewhat limited compared
to the Ethernet bandwidth on the office or home LAN. The WFQ CoS
function classifies I P traffic flows based on | P address, protocol and
port fields. It is capable of identifying the IP flow from all supported
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payload encapsulation formats. WFQ works properly only with
| P-based protocaols. If theflow isIP-based but isencrypted using | PSec
or PPP encryption, then WFQ cannot identify the flows correctly. In

this case, the default flow is used and the default flow is treated as a

single flow.
5 Technical specifications

Features

ADSL

Physical layer ANSI T1.413 Issue 2 (ANSI ADSL), ITU-T
G.992.1 (ITU-T ADSL), and ITU-T G.994.1
(Handshake) compatible.

ADSL line connector |RJ-11

ATM over ADSL

ATM connections PVC, up to 8 virtual circuits

Service categories UBR

Encapsulations RFC2684 ETH-LLC, RFC2684 IP-LLC,
RFC2364 PPP-VC, RFC2364 TUNNELED-
PPP-VC

Ethernet interface

Ethernet 10Base-T, half duplex

Encapsulation DIXv2 (transmit), IEEE 802.3 and DIXv2 (re-
ceive)

Ethernet connectors | RJ-45

Wireless LAN interface

Wireless LAN IEEE 802.11b DSSS

Data connector PC Card slot type 2

Routing

Routing protocols RIPv1, RIPv2, and static routes

Other NAPT, IGMP proxy, DHCP server, DNS relay,
PPTP local tunneling

Class of Service Weighted fair queueing
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Bridging

Bridging Self-learning bridge, bridges between all inter-
faces. Possibility to disable bridging between
WAN interfaces.

MAC table 1024 entries

Class of Service

Weighted fair queueing

Command line interfa

ce (CLI) for local management

Physical layer

Electrically RS-232, TxD, RxD and GND sig-
nals

Data format

Asynchronous, 8+no parity

Bit rate 9600 bps
Flow control None
CLI connector RJ-45

Dedicated ATM management channel

Service categories

UBR

Encapsulations

RFC2684 ETH-LLC, RFC2684 IP-LLC,
RFC2364 PPP-VC

IP addressing

Statically configured
Through IPCP when PPP over ATM is used

Routing

Static routes
RIPv1, RIPv2

Management proto-
cols

Telnet/TCP/IP for command line interface,
TFTP/UDP/IP for software and configuration
download, HTTP/web server

Management through

payload

Management proto-
cols

Telnet/TCP/IP for command line interface,
TFTP/UDP/IP for software and configuration
download, HTTP/web server

Indicator lights

DSL ADSL line status

ETH Ethernet activity and status
WLAN Wilan activity and status
COL Ethernet collision

STA MW1122 startup error
PWR Power on
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5.1 Connectorsand pin numbering

The pin numberingsare given hereif you want to obtain longer cables
for your MW1122.

1 8
ooooooon

L

Figure 21 ETH connector

PIN Signal Direction MDI signal
MW1122-
Ethernet
1 Tx+ - Transmit data +
2 Tx— - Transmit data —
3 Rx+ <— Receive data +
6 Rx— <— Receive data —
Tablel Ethernet interface pin-out numbering
1 6

oouooo

L

Figure 22 DSL connector

PIN Signal
3 DSL1
4 DSL2
Table?2 ADSL interface pin-out numbering
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5.2 Ambient conditions, EMC and safety

Ambient conditions
Operating temperature range 5to 45°C

Humidity 10% to 90%, non-condensing

EMC

MW1122 complieswith thefollowing specifications provided that the
device is connected to an earthed socket outlet:

Emission EN55022: 1998 class B
[mmunity EN55024: 1998

EMC EN300386-2: 1997
Overvoltage ITU-TK.21

Safety

Safety EN60950
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