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About This User Guide

This quick start guide is for Kingston's DataTraveler® 4000 — Managed-Ready Secure USB
device (referred to simply as DT4000M-R from this point forward) using the default system
values and no customisations.

System Requirements

PC Platform Supported PC Operating Systems
* Pentium Il processor or equivalent (or *  Windows 8, 8.1 (non RT)
faster) *  Windows 7 (SP1)
+ 15MB free disk space «  Windows Vista® (SP2)
* USB2.0

e Two available consecutive drive letters
after the last physical drive

Mac Platform Supported Operating Systems
* 15MB free disk space e MacOS X 10.6.x - 10.9x
e USB2.0

(Note: Administrator privileges required to set up console preferences on Mac clients.)

= e

Figure 1.1 - USB 2.0 ports, type A

Figure 1.2 — DT40000M-R
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Recommendations

To ensure that ample power is provided to the DT4000M-R device, insert it directly into a USB
2.0 port on your notebook or desktop, as seen in Figure 1.3. Avoid connecting it to any
peripheral device(s) that may feature a USB port, such as a keyboard or USB-powered hub, as
seen in Figure 1.4.

Figure 1.3 — Recommended usage Figure 1.4 — Not recommended
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Setup (Windows environment)

1. Insert the DT4000M-R into an available USB port

on your notebook or
Windows to detect it.

desktop and wait for

* Windows Vista/7/8 users will receive a device
driver notification as seen in Figure 2.1.

Once the new hardware

detection is complete,

Windows will prompt you to begin the initialisation

process.

* Windows Vista/7/8 us

ers will see an AutoPlay

window similar to the one in Figure 2.2.

2. Select the option ‘Run DT4000M-R.exe’.

If Windows does not AutoPlay, you can browse to
the CD-ROM partition (Figure 2.3) and manually
execute the DT4000M-R program. This will also
start the initialisation process.

f E= =R ™)
@l\/ﬂ. » CDD... » ~ [ 42| search
Organize ¥ Burn to disc i.j v \:ﬂ ',@'
A
{ Favorites | ‘
Pl Desktop ,;‘ i
$ Downloads ||  DT4000M-R win
| Recent Places -app
4 Libraries ' '.;‘.
"5 Documents st DT4000M-R
@' Music
b= Pictures
¥ videos =
. 4 items
|

Figure 2.3 — DT4000M-R contents

Installing device driver software
Click here for status.

N\

Figure 2.1 — Device driver installation

r. AutoPlay [EJ = | ﬂh‘

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options
‘ Open folder to view files
| using Windows Explorer

View more AutoPlay options in Control Panel

Figure 2.2 — AutoPlay window

(Note: Menu options in the AutoPlay
window may vary depending on what
programs are currently installed on
your computer. AutoRun will start the
initialisation process automatically.)
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Device Initialisation (Windows environment)

DT4000M-R can be initialised in one of two ways: standalone or managed. When you insert
the drive into a USB port on the host, DT4000M-R will look for a 'safestick' registry key which
provides the location of the SafeConsole server:

(*Note: You can also use the Windows installer from the SafeConsole’s deployment page.)

HKey Current_User\Software\BlockMaster\DT4000M-R

If the registry key does NOT exist, DT4000M-R will bypass the management option and allow
you to initialise the device as a standalone drive. If the registry key DOES exist, a message
box prompt is displayed that allows you to decide whether or not the DT4000M-R drive will be
managed. Figure 3.1

§ DT4000M-R found SafeConsole =

'O‘ Is this DT4000M-R the property of Kingston MIS?

I Yes l I No l

Figure 3.1 — Found SafeConsole

1. Decide whether DT4000M-R will be managed or not.

Clicking "Yes' will register DT4000M-R with SafeConsole and inherit the policies that are
in place on the management console, including password criteria, device auditing and
other managed features. To confirm ownership of this device, you will be prompted for
the credentials of the local host/domain user prior to initialisation. Figure 3.2

Windows Security (XS

Confirm ownership
Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

J ') ser name ‘

[ oK H Cancel |

Figure 3.2 — Confirm ownership

The DT4000M-R will remain in the managed state until the device is reset. Continue on
next page.
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Device Initialisation (Windows Environment), Continued:

Clicking 'No' will prevent the DT4000M-R from registering with SafeConsole and it will
initialise as a standalone drive. This message box will continue to appear each time the
device is plugged in, until you opt to register with SafeConsole.

2. Select a password. Non-managed and standalone drives require a password with the
following criteria (Figure 3.3):

Minimum of eight (8) characters, including 1 upper-case, 1 lower-case and 1 digit

. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
B at least one lower case letter (a)

Pwd Hin
I have read and understood the warranty

Confirm

Figure 3.3 — Confirm password

Managed drives require passwords that meet the criteria set forth in the policy of the
SafeConsole management server.

3. Once a password has been selected (and it meets the specified criteria), you must enter
it a second time in the 'Confirm Password' text box to ensure proper entry.

4. Click the checkbox to accept the warranty statement.

5. Click [Confirm] to complete initialisation.
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Device Usage (Windows Environment)

Each time that you insert the DT4000M-R, you will be prompted to enter the password created
during the initialisation process (Figure 4.1). During the login process, if you enter an invalid
password (Figure 4.2), you will be given another opportunity to enter the correct password. Note
that there is a built-in security feature that tracks the number of invalid login attempts. If this
number reaches the pre-configured value of 10 (maximum number of invalid logins), the
DT4000M-R will lock you out and require a device reset. Figure 4.3 on next page

(Note: If you log in successfully before reaching the limit of 10 invalid password attempts, the
login counter will reset.)

Figure 4.1 — Enter password

Figure 4.2 — Login failure

Document No. 480DT4000M-R.A01 Managed-Ready Solution Page 7 of 14



¥ Kingston =

Device Initialisation (Windows Environment), Continued:

Actions Help

- Enter password

ey

Figure 4.3 — MaxNoA reached
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Setup (Mac environment)

Insert the DT4000M-R into an available USB port on your Mac notebook or desktop and wait
for the operating system to detect it. If the 'DT4000M-R' volume (Figure 5.1) does not appear
on the desktop, open Finder ¥ and locate the 'DT4000M-R' volume (Figure 5.2) on the left side
of the Finder window (listed under DEVICES.) Highlight the volume and double-click the
'DT4000M-R' application icon the 'Finder' window (Figure 5.2). This will start the initialisation
process.

DIA000MER;

Figure 5.1 — DT4000M-R

“ Bl = m mi| (=~ [
FAVORITES
=l All My Files - '
“ AirDrop
2 autorun.inf DT4000M-R
#\ Applications
[.2] Desktop N
[%] Documents
© Downloads DT4000M-R.exe win

Figure 5.2 — Contents
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Device Initialisation (Mac Environment)

DT4000M-R can be initialised in one of two ways: standalone or managed. Upon launching the
DT4000M-R application on the DT4000M-R volume, DT4000M-R will look for a SafeConsole
server. If the Mac has been set up for SafeConsole, it will prompt for the DT4000M-R to be
managed.

Mac SafeConsole Setup:

To initialise the DT4000M-R on a Mac client, the application must know where to locate the
SafeConsole server. To enable this, follow these steps prior to inserting the device:

1. Click on the "Go" menu in the upper left-hand corner of the OS X desktop.

2. Select 'Utilities' from the drop-down menu.

3. Launch the '"Terminal' application.

4. Using the admin account, type " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " in the terminal window and press [ENTER]. (NOTE: This
command does require elevated privileges.)

5. Exit the terminal window.

6. Insert the DT4000M-R into an available USB port on your notebook or desktop.

a. Open Safari and browse to the SafeConsole login address you specified in Step 4.

b. When the certificate warning appears, click “Show certificate”.

c. Press the arrow to the left of the “Trust” menu to show the trust options.

d. Change the “When using this certificate” to “Always Trust”.

e. Click the 'Continue' button.

f. Enter your credentials to connect to SafeConsole.

(Note: You can also use the Mac installer from the SafeConsole's deployment page.)

If the Mac hasn't been setup to connect to a SafeConsole Server, DT4000M-R will bypass the
management option and allow you to initialise the device as a standalone drive. If the Mac has
been setup, a message box prompt is displayed that allows you to decide whether or not the
DT4000M-R drive will be managed.

1. Decide whether DT4000M-R will be managed or not.
Clicking 'Yes' will register DT4000M-R with SafeConsole and inherit the policies that are
in place on the management console, including password criteria, device auditing and
other managed features. (Figure 6.1) Continue on next page.

o Is this DT4000M-R the property of Kingston
2 MIS?

No Yes

Figure 6.1 — Found SafeConsole
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Device Initialisation (Mac Environment), Continued:

Click 'Yes" to confirm ownership of this device, you will be prompted if you are the user
responsible for the device. Figure 6.2

P Are you trgad.lab0/Non-domain users/trglab
D | and responsible for this DT4000M-R ?
Your choice will be registered on the server.

No Yes

Figure 6.2 — Confirm user (continued on next page)
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Device Initialisation (Mac Environment), Continued:

1. Select a password. Non-managed drives require a password with the following criteria:
Minimum of eight (8) characters, including 1 upper-case, 1 lower-case and 1 digit*

Managed drives require passwords that meet the criteria set forth in the policy of the
SafeConsole management server.

2. Once a password has been selected (and it meets the specified criteria), you must enter
it a second time in the 'Confirm Password' text box to ensure they match. Figure 6.3

3. Click the checkbox to accept the warranty statement.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

 at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select

essssnnen 4

[« ! have read and understood the warranty

Figure 6.3 — Confirm password

4. Click [Confirm] to complete initialisation.
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Device Usage (Mac Environment)

Each time that you insert the
DT4000M-R into a Mac system, the
Kingston DT4000M-R application will
need to be launched. This initiates the
login routine that authenticates the user
and protects the secure data partition.
When the login window appears
(Figure 7.1), enter your password and
press [ENTER] or click on the arrow to
proceed.

During the login process, if you enter
an invalid password (Figure 7.2), you
will be given another opportunity to
enter the correct password. Note that
there is a built-in security feature that
tracks the number of invalid login
attempts. If this number reaches the
pre-configured value of 10 (maximum
number of invalid logins), the
DT4000M-R will lock you out and
require a device reset.

# DT4000M-R®

. Enter password

Figure 7.1 — Enter password

® DT4000M-R®

. Enter password

Figure 7.2 — Login failure

(Note: If you log in successfully before reaching the limit of 10 invalid password attempts, the

login counter will reset.) Continued on next page.
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Device Usage (Mac Environment), Continued:

When you enter the correct password, you can access the secure data partition and the
DT4000M-R menu in the upper left-hand corner. The menu options that appear will vary based
on the policies configured in SafeConsole. By default, users will be able to change their
password, lock the device, and change the lockout timer settings. Figure 7.3

§ DT4000M-R®

. Enter password

Figure 7.3 — MaxNoA reached
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Sobre esta guia del usuario

Esta guia de inicio rapido esta destinada al uso del dispositivo DataTraveler® 4000 — Managed-
Ready Secure USB de Kingston (referido de manera mas sencilla de ahora en adelante en
este documento como DT4000M-R) usando los valores predeterminados del sistema, es decir,
sin tener en cuenta valores personalizados.

Requisitos del sistema

Plataforma PC Sistemas operativos para PC
compatibles
* Procesador Pentium Il o equivalente
(o mas rapido) * Windows 8, 8.1 (version no RT)
» Espacio disponible en disco de 15MB *  Windows 7 (SP1)
« USB2.0 «  Windows Vista® (SP2)

* Dos unidades consecutivas disponibles
aparte de la unidad fisica

Plataforma Mac Sistemas operativos compatibles
* Espacio disponible en disco de 15MB e MacOS X 10.6.x - 10.9x
e USB2.0

(Nota: Para configurar preferencias en la consola en clientes Mac, se requiere tener
privilegios de administrador.)

= e

Figura 1.1 — Puertos USB 2.0, tipo A

Figura 1.2 — DT40000M-R
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Recomendaciones

Para asegurarse de que existe suficiente capacidad para el dispositivo DT4000M-R, insértelo
directamente en el puerto USB 2.0 de su portatil u ordenador de sobremesa, tal como se indica
en la Figura 1.3. Evite conectarlo a cualquier dispositivo periférico que pueda incorporar un
puerto USB, tal como un teclado o concentrador alimentado por USB, tal como se muestra en
la Figura 1.4.

Figura 1.3 — Uso recomendado Figura 1.4 — Uso no recomendado
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Configuracion (entorno de Windows)

1. Inserte DT4000M-R en un puerto USB que se
encuentre disponible en su portatil u ordenador
de sobremesa y espere a que Windows lo
detecte.

e Los usuarios de Windows Vista/7/8 recibiran
una notificacion del controlador del
dispositivo, tal como se muestra en la Figura
2.1.

Una vez detectado el hardware, Windows le indicara
que ponga en marcha el proceso de inicializacion.

* Los usuarios de Windows Vista/7/8 veran una
ventana Reproduccion Automatica similar a la
que se muestra en la Figura 2.2.

2. Seleccione la opcién ‘Run  DT4000M-

R.exe("Ejecutar DT4000M-R.exe").

Si Windows no le muestra la ventana Reproduccién
Automatica, vaya hasta la particion del CD-ROM
(Figura 2.3) y ejecute manualmente el programa
DT4000M-R. De este modo también se comenzara
el proceso de inicializacion.

‘(4 Installing device driver software
~=~ (lick here for status.

N\

Figura 2.1 — Instalacién del controlador del

dispositivo

r' AutoPlay @I [ =1 N

' CD Drive (G:) Login DT4000M-R

[ Always do this for software and games:

Install or run program from your media

' Run DT4000M-R. exe

General options

Open folder to view files

|

View more AutoPlay opticns in Control Panel

Figura 2.2 — Ventana de AutoPlay
(Reproduccién automatica)

(Nota: Las opciones del menu en la
ventana de Reproduccion Automatica
pueden variar en funcién de los
programas que se encuentren
instalados en ese momento en su
ordenador. Ejecuciéon Automética
pondra en marcha directamente el
proceso de inicializacion)
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( IS E=NEE] ™)
@-\/vil » CDD... » v [ 49 ][ search
Organize ¥ Burn to disc :; v ‘J_] '@'
A
{ Favorites i
Pl Desktop ). |
# Downloads ||  DT4000M-R win
| Recent Places -app
~u Libraries i)
5| Documents autorun DT4000M-R
@' Music
b= Pictures
¥ videos =
' 4 items
|

Figura 2.3 — Contenidos de DT40000M-R

Inicializacién del dispositivo (entorno de Windows)

DT4000M-R puede inicializarse de una de las dos formas siguientes: autonoma o gestionada.
Al insertar la unidad en un puerto USB en el anfitrion, DT4000M-R buscara la clave de registro
"safestick' que proporciona la localizacion del servidor SafeConsole:

(*Nota: También puede usar el instalador de Windows desde la pagina de implementacion de
SafeConsole.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Si la clave de registro NO existe, DT4000M-R derivara la opcion de gestion y le permitira
inicializar el dispositivo como si se tratara de una unidad auténoma. Si la clave de registro Si
existe, recibira un mensaje con una casilla de solicitud que permite al usuario decidir si quiere
o no que la unidad DT4000M-R sea gestionada. Figura 3.1

§ DT4000M-R found SafeConsole =

'0‘ Is this DT4000M-R the property of Kingston MIS?

I Yes I I No ]

Figura 3.1 — SafeConsole detectada

1. Decida si quiere o no que DT4000M-R sea gestionado.
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Si hace clic en "Si", DT4000M-R se registrara con SafeConsole y heredara las politicas
incorporadas en la consola de gestion, ademas de los criterios de contrasefa, la
audiciéon de dispositivos y otras caracteristicas gestionadas. Para confirmar la
propiedad del dispositivo, se le pediran sus credenciales de usuario del anfitrion/dominio
local antes de seguir adelante con la inicializacion. Figura 3.2

Windows Security [T

Confirm ownership
Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

User name ‘

\
o7
\ ‘ Password ‘

[ oK | ‘ Cancel

Figura 3.2 — Confirmar propiedad

DT4000M-R permanecera en un estado gestionado hasta restablecer el dispositivo.
Continde en la pdgina siguiente.

Inicializacién del dispositivo (entorno de Windows), continua:
Si hace clic en "No", evitara que DT4000M-R se registre con SafeConsole y se inicie
como una unidad independiente. Este mensaje continuara apareciendo cada vez que

se conecte el dispositivo y hasta que el usuario decida registrarlo con SafeConsole.

2. Seleccione una contrasefa. Las unidades no gestionadas y las independientes
requeriran una contrasefa con los criterios siguientes (figura 3.3):

Minimo de ocho (8) caracteres, incluidos 1 letra mayuscula, 1 minuscula y 1 digito
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. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

at least one upper case letter (A)
K at least one lower case letter (a)

| Select password

I have read and understood the warranty

Confirm

Figura 3.3 — Confirmar contrasena

Las wunidades gestionadas requeriran contrasefias que cumplan los criterios
establecidos en la politica del servidor de gestién de SafeConsole.

3. Una vez que se ha seleccionado la contrasefia (y cumple los criterios especificados),
debe introducirla una segunda vez en el cuadro de texto"Confirmar contrasefia" para
asegurarse de que la ha introducido correctamente.

4. Haga clic en la casilla de verificacion para aceptar la declaracion de garantia.

5. Haga clic en [Confirmar] para completar la inicializacion.

Uso del dispositivo (entorno de Windows)

Cada vez que conecte DT4000M-R, se le solicitara introducir la contrasefa creada durante el
proceso de inicializacion (Figura 4.1). Durante el proceso de inicio de sesion, en caso de
introducir una contrasena invalida (Figura 4.2), se le dara otra oportunidad para introducir la
contrasefa correcta; observe que existe una funcién de seguridad incorporada que efectua el
seguimiento del numero de intentos de inicio de sesion fallidos vy, si este numero alcanza el
valor preconfigurado de 10 (numero maximo de inicios de sesion fallidos), DT4000M-R
bloqueara al usuario y sera necesario restablecer los valores del dispositivo. Figura 4.3 en Ia
pdgina siguiente
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(Nota: Antes de bloquear el dispositivo con 10 intentos de contrasefia fallidos, el contador de
inicio de sesion se reinicia con un inicio de sesion efectuado correctamente.)

Actions  Help

nter password

Figura 4.1 — Introducir contraseha

Actions  Help

nter password

Figura 4.2 — Error al iniciar sesién
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Inicializacién del dispositivo (entorno de Windows), continua:

Actions Help

ey

- Enter password

Figura 4.3 — MaxNoA alcanzado
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Configuracion (entorno Mac)

Conecte DT4000M-R a un puerto USB que esté disponible en su portatil u ordenador de
sobremesa Mac, y espere a que el sistema operativo lo detecte. Si el volumen de "DT4000M-
R' (Figura 5.1) no aparece en el escritorio, abra el Buscador & y localicelo (Figura 5.2) en el
lado izquierdo de la ventana del Buscador (enumerado bajo DISPOSITIVOS.) Seleccione el
volumen y haga doble clic en el icono de la aplicacion 'DT4000M-R' de la ventana del buscador
(Figura 5.2). De este modo se comenzara el proceso de inicializacion.

DIA000M=R;

Figura 5.1 — DT40000M-R

“ = m mi| (=
FAVORITES -
=l All My Files - '
“ AirDrop
R autorun.inf DT4000M-R
#\ Applications
[.2] Desktop \
[%] Documents
© Downloads DT4000M-R.exe win

DEVICES

M Red

Figura 5.2 — Contenidos
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Inicializacién del dispositivo (entorno Mac)

DT4000M-R puede inicializarse de una de las dos formas siguientes: autbnoma o gestionada.
Al iniciar la aplicacion DT4000M-R en el volumen DT4000M-R, DT4000M-R buscara un
servidor SafeConsole. Si su Mac ha sido configurado para SafeConsole, le solicitara poder
gestionar DT4000M-R.

Configuracion de SafeConsole para Mac:

Para inicializar DT4000M-R en un cliente Mac, la aplicacién debe saber donde localizar el
servidor de SafeConsole. Para hacerlo, siga estos pasos antes de conectar el dispositivo:

1. Haga clic en el menu "Ir" que encontrara en la esquina superior izquierda del escritorio OS
X.

2. Seleccione "Utilidades" desde el menu desplegable.

3. Inicie la aplicacién "Terminal”.

4. Usando la cuenta de administrador, escriba " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " en la ventana del terminal y pulse [INTRO]. (NOTA: Este
comando requiere disponer de privilegios elevados.)

5. Salga de la ventana del terminal.

6. Conecte DT4000M-R a un puerto USB que tenga disponible en su portatil u ordenador de
sobremesa.

a. Abra Safari y busque la direccion de inicio de sesion de SafeConsole que especificé en el
paso 4.

b. Cuando aparezca el mensaje de advertencia del certificado, haga clic en “Mostrar
certificado”.

c. Pulse la flecha que vera en la parte izquierda del menu “Trust” para mostrar las opciones de
confianza.

d. Cambie la opcidn “When using this certificate” a “Always Trust”

5. Haga clic en el boton "Continuar”.

f. Introduzca sus credenciales para conectarse a SafeConsole

(Nota: También puede usar el instalador de Mac desde la pagina de implementacion de
SafeConsole.)

Si su Mac no ha sido configurado para conectarse a un servidor de SafeConsole, DT4000M-R
derivara la opcion de gestion y le permitira inicializar el dispositivo como si se tratase de una
unidad independiente. Si su Mac ha sido configurado, recibira un mensaje con una casilla de
solicitud que permite al usuario decidir si quiere o no que la unidad DT4000M-R sea
gestionada.

1. Decida si quiere o no que DT4000M-R sea gestionado.
Si hace clic en "Si", DT4000M-R se registrara con SafeConsole y heredara las politicas
incorporadas en la consola de gestién, ademas de los criterios de contrasenia, la
audicién de dispositivos y otras caracteristicas gestionadas. (Figura 6.1) Continuar en la
pagina siguiente.
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o~ Is this DT4000M-R the property of Kingston
= MIS?

No Yes
Figura 6.1 — SafeConsole detectada
Inicializacién del dispositivo (entorno Mac), continua:
Haga clic en "Si" para confirmar la propiedad del dispositivo y se le pedira que indique si usted

es el usuario responsable de este dispositivo. Figura 6.2

P Are you trgad.lab0/Non-domain users/trglab
D | and responsible for this DT4000M-R ?
= Your choice will be registered on the server.

No Yes

Figura 6.2 — Confirmar usuario (continta en la pagina siguiente)

Documento n.° 480DT4000M-R.A01 Solucién gestionada Pagina 12 de 15



¥ Kingston =

Inicializacién del dispositivo (entorno Mac), continua:

1. Seleccione una contrasena. Las unidades no gestionadas requeriran una contrasena
que cumpla los criterios siguientes:

Minimo de ocho (8) caracteres, incluidos 1 letra mayuscula, 1 minuscula y 1 digito

Las unidades gestionadas requeriran contrasefias que cumplan los criterios
establecidos en la politica del servidor de gestién de SafeConsole.

2. Una vez que se ha seleccionado la contrasefa (y esta cumpla los criterios
especificados), debe introducirla una segunda vez en el cuadro de texto"Confirmar
contrasefia" para asegurarse de que la ha introducido correctamente. Figura 6.3

3. Haga clic en la casilla de verificacion para aceptar la declaracion de garantia.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

x at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select rd

essnsnsen v

escnsnnen

[« ! have read and understood the warranty

Figura 6.3 — Confirmar contrasenfa

4. Haga clic en [Confirmar] para completar la inicializacion.
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Uso del dispositivo (entorno Mac)

¥ DT4000M-R®

Cada vez que DT4000M-R se
introduce en un sistema Mac, debe . Enter password
iniciarse la aplicacion DT4000M-R de
Kingston. Esto inicia la rutina de inicio [ e
de sesidn que autentica al usuario y '
protege la particion segura de datos.
Cuando aparezca la ventana de inicio
de sesion (Figura 7.1), introduzca su
contrasefia y pulse [INTRO] o haga clic
en la flecha para continuar.

Figura 7.1 — Introducir contraseha

Durante el proceso de inicio de sesion, B DT4000M-R®
si introduce una contrasefa invalida
(Figura 7.2), se le dara otra oportunidad . Enter password

para introducir la contrasefia correcta;
observe que existe una funcién de
seguridad incorporada que efectua el
seguimiento del numero de intentos de
inicio de sesion falliddos y si este
numero alcanza el valor
preconfigurado de 10 (nUmero maximo
de inicios de sesion fallidos),
DT4000M-R bloqueara al usuario y
sera necesario restablecer los valores Figura 7.2 — Error al iniciar sesién
del dispositivo.

(Nota: Antes de bloquear el dispositivo con 10 intentos de contraseria fallidos, el contador de
inicio de sesion se reiniciara con un inicio de sesion efectuado correctamente. Continda en la
pdgina siguiente.
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Inicializacién del dispositivo (entorno Mac), continua:

Si ha introducido la contrasena correctamente, obtendra acceso a la particiéon de datos segura
y al menu que se encuentra en la esquina superior izquierda. Las opciones del menu que
aparecen variaran en funcién de las politicas configuradas en SafeConsole. Los usuarios
pueden, de manera predeterminada, cambiar su contrasefia, bloquear el dispositivo y cambiar
la configuracion del temporizador de bloqueo. Figura 7.3

§ DT4000M-R®

. Enter password

Figura 7.3 — MaxNoA alcanzado
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DataTraveler® 4000

In Managed-Ready-Ausfuhrung

Bedienungsanleitung

& =
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Uber diese Bedienungsanleitung

Diese Kurzanleitung fiir den Kingston USB-Stick DataTraveler® 4000 — Managed-Ready
Secure USB (nachfolgend als DT4000M-R bezeichnet) bezieht sich auf Standardsysteme ohne
kundenspezifische Anpassungen.

Systemvoraussetzungen

PC-Plattform Unterstiitzte PC-Betriebssysteme
* Mindestens Pentium Il Prozessor, *  Windows 8, 8.1 (nicht RT)
aquivalent oder schneller * Windows 7 (SP1)
* 15MB freier Festplattenspeicher «  Windows Vista® (SP2)
* USB2.0
e Zwei freie, aufeinanderfolgende

Laufwerksbuchstaben nach dem
letzten physischen Speicher

Mac Plattform Unterstitztes Betriebssystem
* 15MB freier Festplattenspeicher * Mac OS X 10.6.x - 10.9x
* USB20

(Hinweis: Zum Einrichten der Konsoleneinstellungen bei Mac-Clients sind
Administratorrechte erforderlich.)

‘= -

Abb. 1.1 - USB 2.0-Anschliisse, Typ A

Abb. 1.2 - DT40000M-R
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Empfehlungen

Um eine ausreichende Stromversorgung des DT4000M-R sicherzustellen, stecken Sie ihn
direkt in einen USB-Anschluss lhres Notebooks oder Desktops ein, sieche Abb. 1.3. Vermeiden
Sie das Einstecken in Peripheriegerate mit einem USB-Anschluss, wie eine Tastatur oder einen
USB-Hub. Siehe Abb. 1.4.

Abb. 1.3 — Empfohlener Anschluss Abb. 1.4 — Nicht empfehlenswert
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Einrichtung (Windows-Umgebung)

1. Stecken Sie den DT4000M-R in einen freien
USB-Anschluss lhres Notebooks oder Desktops
ein und warten Sie bis Windows ihn erkannt hat.

¢ |In Windows Vista, 7 und 8 wird eine Nachricht
uber die Geratetreiberinstallation angezeigt.
Siehe Abb. 2.1.

Windows fordert Sie nach Abschluss der Hardware-
Erkennung zum Starten der Gerateinstallation auf.

* In Windows Vista, 7 und 8 wird ein AutoPlay-
Fenster ahnlich wie in Abb. 2.2 angezeigt.

2. Wahlen Sie die Option ‘Run DT4000M-R.exe’.

Wenn Windows ,AutoPlay® nicht automatisch
gestartet wird, kdnnen Sie in der CD-ROM-Partition
(Abb. 2.3) nach dem DT4000M-R Programm suchen
und es manuell starten. Dadurch wird auch der
Installationsprozess gestartet.

[ EYEE)
. ¢ =
&)< /R oo v [ 45| [ search

Organize v Burn to disc aa v E] '@'
-
{ Favorites |
Pl Desktop J. \
8 Downloads ||  DT4000M-R win
| Recent Places 3PP
4 Libraries ( ‘.;‘,
<| Documents autorun DT4000M-R
J Music
=/ Pictures
¥ videos k%

' 4 items

Abb. 2.3 - DT4000M-R Inhalt

Installing device driver software
Click here for status.

N\

Abb. 2.1 — Geriétetreiberinstallation

[E=Y RSN c)

' CD Drive (G:) Login DT4000M-R

-
¥ AutoPlay

["] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R..exe

General options

Open folder to view files
| using Windows Explore

View more AutoPlay options in Control Panel

Abb. 2.2 - Fenster AutoPlay

(Hinweis: Je nach den auf dem
Computer installierten Programmen
kénnen im Fenster  AutoPlay
unterschiedliche Menlioptionen
angezeigt werden. AutoRun startet
den Installationsprozess
automatisch.)
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Gerateinstallation (Windows-Umgebung)

Der DT4000M-R kann auf zwei Arten installiert werden: Als Einzelplatz- oder als verwaltete
Version. Nach dem Einstecken des Sticks in einen USB-Anschluss des Host-Gerates sucht
der DT4000M-R nach dem 'SafeStick'-Registry-Schlussel der den Speicherort im SafeConsole-
Server enthalt:

(*Hinweis: Sie kénnen auch Uber das Windows-Installationsprogramm der SafeConsole-
Einrichtungsseite installieren.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Sollte KEIN Registry-Schlissel vorhanden sein, uberspringt der DT4000M-R die Option
Verwaltung und Sie konnen den Stick als Standalone-Laufwerk installieren. Wenn ein
Registry-Schlussel VORHANDEN ist, wird eine Eingabeaufforderung angezeigt, uber die der
Benutzer festlegen kann, ob das DT4000M-R Laufwerk verwaltet oder nicht verwaltet werden
soll. Abb. 3.1

§ DT4000M-R gefunden SafeConsole LX)

‘g‘ Ist DT4000M-R im Besitz von Kingston MIS?

[ Yes ] [ No

Abb. 3.1 — SafeConsole gefunderT
1. Legen Sie fest, ob der DT4000M-R verwaltet oder als Einzelplatz installiert werden soll.

Durch Klicken auf ‘Ja’ wird der DT4000M-R bei SafeConsole registriert und alle
bestehenden Richtlinien der Verwaltungskonsole werden Uubernommen, einschliel3lich
Passwortkriterien, Geratelberprufung und anderen Verwaltungsfunktionen. Vor der
Gerateinstallation werden Sie zur Eingabe der Kenndaten des lokalen Hosts bzw. der
Domane aufgefordert. Dies dient zur Bestatigung, dass Sie der Besitzer des Sticks sind.
Abb. 3.2

Windows Security (X

Bestatigen Sie die Eigentimerschaft

Kingston MIS benatigt die Bestatigung des DT4000M-R Eigentums. Geben
Sie Ihre Benutzerinformationen zur Bestatigung ein.

U er name |
J | word | ‘

[ OK H Cancel ]

Abb. 3.2 - Besitz bestétigen
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Der DT4000M-R bleibt im verwalteten Status solange das Gerat nicht zurlickgesetzt
wird. Fortsetzung néichste Seite.

Gerateinstallation (Windows-Umgebung), Fortsetzung:

Durch Klicken auf ‘Nein’ wird der DT4000M-R nicht bei SafeConsole registriert sondern
als Standalone-Laufwerk installiert. Solange der Stick nicht bei SafeConsole registriert
ist, wird diese Nachricht bei jedem Einstecken des Laufwerks angezeigt.

2. Passwort einrichten. Fur nichtverwaltete Standalone-Laufwerke ist die Einrichtung eines
Passworts nach folgenden Kriterien erforderlich (Abb. 3.3):

Mindestens 8 (acht) Zeichen, in denen 1 GroBbuchstabe, 1 Kleinbuchstabe und 1 Ziffer
enthalten sein missen.

. Willkommen

Passwortrichtlinie

Passwort muss enthalten:

B mindestens 8 Buchstaben

K mindestens eine Ziffer (1)

B mindestens ein GroBbuchstabe (A)
B mii ein Klei (@)

Ich habe die Garantie gelesen und verstanden

Bestatigen

Abb. 3.3 — Passwortbestétigung

Fir verwaltete Laufwerke sind Passworter gemal den Kriterien erforderlich, die in den
Richtlinien des SafeConsole-Verwaltungsservers festgelegt sind.

3. Nach dem Einrichten des Passworts missen Sie es zur Kontrolle der richtigen Eingabe
ein zweites Mal im Textfeld 'Passwort bestétigen' eingeben.

4. Mit einem Hakchen im Kontrollkastchen bestatigen Sie die Garantieerklarung.
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5. Klicken Sie zum Abschluss der Installation auf [Bestétigen)].

Verwendung des Sticks (Windows-Umgebung)

Sie werden nach jedem Einstecken des DT4000M-R zur Eingabe des Passworts aufgefordert,
das bei der Installation eingerichtet wurde (Abb. 4.1). Wenn Sie beim Einloggen ein ungultiges
Passwort eingegeben haben (Abb. 4.2), werden Sie erneut zur Eingabe eines korrekten
Passworts aufgefordert. Beachten Sie bitte, dass die integrierte Sicherheitsfunktion die
unglltigen Zugriffsversuche zahlt und der DT4000M-R bei Uberschreiten des voreingestellten
Wertes von 10 (maximale Anzahl) ungultigen Zugriffen gesperrt wird. Das Laufwerk muss
danach zurlckgesetzt werden. Abb. 4.3 auf der nidchsten Seite

(Hinweis: Nach dem erfolgreichen Einloggen wird der Zugriffszéhler zuriickgesetzt und es
stehen wieder 10 ungliltige Passworteingaben zur Verfiigung, bevor das Laufwerk gesperrt
wird.

® DT4000M-R®

Aktionen Hilfe

. Passwort eingeben

Abb. 4.1 — Passworteingabe
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Aktionen  Hilfe

asswort eingeben

Abb. 4.2 — Fehilgeschlagene Anmeldung

Gerateinstallation (Windows-Umgebung), Fortsetzung:

Abb. 4.3 — MaxNoA erreicht
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Einrichtung (Mac-Umgebung)

Stecken Sie den DT4000M-R in einen freien USB-Anschluss Ihres Mac Notebooks oder
Desktops ein und warten Sie, bis das Betriebssystem ihn erkannt hat. Wenn das 'DT4000M-R'
Speichermedium (Abb. 5.1) nicht am Desktop angezeigt wird, 6ffnen Sie den Finder % und
suchen Sie das Speichermedium 'DT4000M-R' (Abb. 5.2) in der Gerateliste links oben im
Finder-Fenster unterGERATE.) Markieren Sie das Speichermedium und doppelklicken Sie auf
das 'DT4000M-R' Anwendungssymbol im Fenster 'Finder' (Abb. 5.2). Dadurch wird der
Installationsprozess gestartet.

DIZ000M=R;

Abb. 5.1 — DT4000M-R

== BIICIE

FAVORITES

= All My Files - l
€ AirDrop

N autorun.inf DT4000M-R
#\ Applications

[ Desktop -

[E“J Documents

© Downloads DT4000M-R.exe win

DEVICES

M Red

Abb. 5.2 — Inhalt
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Installationseinrichtung (Mac-Umgebung)

Der DT4000M-R kann auf zwei Arten installiert werden: Als Einzelplatz- oder als verwaltete
Version. Der DT4000M-R wird nach dem Starten der DT4000M-R Anwendung im DT4000M-R
Speichermedium nach einem SafeConsole-Server suchen. Wenn der Mac zur Verwendung mit
SafeConsole eingerichtet ist, werden Sie zur Einrichtung der Verwaltung des DT4000M-R
aufgefordert.

Mac SafeConsole Einrichtung:

Zur Installation des DT4000M-R auf einem Mac Client muss der Anwendung ersichtlich sein,
wo der SafeConsole-Server lokalisiert werden kann. Fuhren Sie deshalb vor dem Einstecken
des Sticks folgende Schritte durch:

1. Klicken Sie links oben im OS X Desktop auf das Menu "Go"

2. Wahlen Sie 'Dienstprogramme' aus dem Dropdown-Menu.

3. Starten Sie die Anwendung 'Terminal'.

4. Geben Sie im Terminalfenster des Administratorkontos ein " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " und drucken Sie auf [EINGABE]. (HINWEIS: Fur diesen
Befehl sind erweiterte Rechte erforderlich.)

5. Beenden Sie das Terminalfenster.

6. Stecken Sie den DT4000M-R in einen freien USB-Anschluss lhres Notebooks oder Desktops
ein.

a. Offnen Sie Safari und suchen Sie nach der SafeConsole-Adresse zum Einloggen, die Sie in
Schritt 4 festgelegt haben.

b. Wenn eine Zertifikatwarnung angezeigt wird, klicken Sie auf ,Zertifikat anzeigen”.

c. Dricken Sie zum Anzeigen der Optionen im Menu ,Vertrauen auf den Pfeil nach links.

d. Wahlen Sie ,immer vertrauen® unter dem Menupunkt ,Bei Verwendung dieses Zertifikats®.
e. Klicken Sie auf die Schaltflache 'Weiter'.

f. Geben Sie lhre Kenndaten zur Verbindung mit SafeConsole ein.

(Hinweis: Sie kdnnen auch uber das Mac-Installationsprogramm der SafeConsole-
Einrichtungsseite installieren.)

Sollte der Mac nicht zur Verbindung mit einem SafeConsole-Server eingerichtet sein,
uberspringt der DT4000M-R die Option Verwaltung und Sie kdnnen den Stick als Standalone-
Laufwerk installieren. Wenn der Mac entsprechend eingerichtet ist, wird eine
Eingabeaufforderung angezeigt, Uber die der Benutzer festlegen kann, ob das DT4000M-R
Laufwerk verwaltet oder nicht verwaltet werden soll.

1. Legen Sie fest, ob der DT4000M-R verwaltet oder als Einzelplatz installiert werden soll.
Durch Klicken auf ‘Ja’ wird der DT4000M-R bei SafeConsole registriert und alle
bestehenden Richtlinien der Verwaltungskonsole werden ubernommen, einschlie3lich
Passwortkriterien, Gerateuberpriufung und anderen Verwaltungsfunktionen. (Abb. 6.1)
Fortsetzung nichste Seite.
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Ist DT4000M-R im Besitz von Kingston MIS?

No Yes

Abb. 6.1 — SafeConsole gefunden
Gerateinstallation (Mac-Umgebung), Fortsetzung:

Sie werden zur Bestatigung aufgefordert, dass Sie der Besitzer bzw. verantwortliche Benutzer
des Gerats sind, klicken Sie auf 'Ja'. Abb. 6.2

Sind Sie trgad.lab0/Non-domain users/trglab
und verantwortlich fiir DT4000M-R ?
Ihre Auswahl wir auf dem Server gespeichert.

No Yes

Abb. 6.2 — Benutzerbestitigung (Fortsetzung auf der ndchsten Seite)
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Gerateinstallation (Mac-Umgebung), Fortsetzung:

1. Passwort einrichten. Fur nichtverwaltete Laufwerke ist die Einrichtung eines Passworts

nach folgenden Kriterien erforderlich:

Mindestens 8 (acht) Zeichen, in denen 1 GroBbuchstabe, 1 Kleinbuchstabe und 1 Ziffer* enthalten

sein miissen.

Fir verwaltete Laufwerke sind Passworter gemaf den Kriterien erforderlich, die in den

Richtlinien des SafeConsole-Verwaltungsservers festgelegt sind.

2. Nach dem Einrichten des Passworts (gemal den angegebenen Kriterien) missen Sie
es zur Kontrolle der Ubereinstimmung ein zweites Mal im Textfeld 'Passwort bestétigen'

bestatigen. Abb. 6.3

3. Mit einem Hakchen im Kontrollkastchen bestatigen Sie die Garantieerklarung.

# DT4000M-R®

. Willkommen

Passwortrichtlinie

Passwort muss enthalten:

® mind 8 Buchstab

® mindestens eine Ziffer (1)

® mindestens ein GroBbuchstabe (A)
® mind ein Kleinbuchstabe (a)

Passwort wihlen

esensnnes e |

Passwort bestétigen
00..'!.0.' « |

[« Ich habe die Garantie gelesen und verstanden

gstétigen

Abb. 6.3 — Passwortbestétigung

4. Klicken Sie zum Abschluss der Installation auf [Bestétigen)].
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Verwendung des Gerats (Mac-Umgebung)

Bei jedem Einstecken des DT4000M-R
in ein Mac System muss die
Anwendung Kingston DT4000M-R neu
gestartet werden. Hierbei wird das
Routineverfahren ~ zur  Anmeldung
gestartet, mit dem der Benutzer
authentifiziert und  die  sichere
Datenpartition ~ geschutzt  werden.
Geben Sie nach dem Erscheinen des
Anmeldefensters  (Abb. 7.1) |hr
Passwort ein und drucken Sie auf
[EINGABE], oder klicken Sie auf den
Pfeil, und fahren Sie fort.

Wenn Sie beim Einloggen ein
ungultiges Passwort eingegeben haben
(Abb. 7.2), werden Sie zur Eingabe des
korrekten  Passworts  aufgefordert.
Beachten Sie bitte, dass die integrierte
Sicherheitsfunktion die ungiltigen
Zugriffsversuche zahlt und der
DT4000M-R bei Uberschreiten des
voreingestellten  Wertes von 10
(maximale Anzahl) ungultigen Zugriffen
gesperrt wird. Das Laufwerk muss
danach zurickgesetzt werden.

i Passwort eingeben

| L

Geben Sie Ihr Passwort ein um DT4000M-R zu entsperren
und auf die Daten zugreifen zu kénnen

Powered by
BLOCKMASTER 9

Abb. 7.1 — Passworteingabe

® 00 § DT4000M-R®

' Passwort eingeben

| L]

Fehlerhaftes Passwort! Sie haben 9 weitere Versuche
bevor DT4000M-R permanent gesperrt wird.

Powered by
BLOCKMASTER 7]

Abb. 7.2 — Fehlgeschlagene Anmeldung

(Hinweis: Nach dem erfolgreichen Einloggen wird der Zugriffszdhler zurlickgesetzt und es
stehen wieder 10 ungliltige Passworteingaben zur Verfiigung, bevor das Laufwerk gesperrt

wird. Fortsetzung néchste Seite.
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Gerateinstallation (Mac-Umgebung), Fortsetzung:

Sie haben nach der korrekten Passworteingabe Zugang zur sicheren Datenpartition und zum
Menu des DT4000M-R, das links oben angezeigt wird. Die angezeigten Menuoptionen sind je
nach den in der SafeConsole konfigurierten Richtlinien unterschiedlich. Standardmafig
kénnen Benutzer ihr Passwort andern, das Gerat sperren und die Timereinstellungen fir die
Abschaltung festlegen. Abb. 7.3

# DT4000M-R®

' Passwort eingeben

DT4000M-R wurde durch zu viele hhlerhaﬂb ‘

Abb. 7.3 — MaxNoA erreicht

Dokument Nr. 480DT4000M-R.A01 In Managed-Ready-Ausfiihrung Seite 14 von 14



K Kingston

DataTraveler® 4000

Managed-Ready Solution

Manuel d'utilisation

Document No. 480DT4000M-R.A01 Managed-Ready Solution Page 1 sur 14



iKTECH,NOLOGY B

A propos de ce manuel d'utilisation

Ce Guide de démarrage rapide est congu pour faciliter I'utilisation de la clé USB sécurisée
DataTraveler® 4000 — Managed-Ready (DT4000M-R dans ce document) avec les valeurs par
défaut du systéme sans personnalisations.

Configuration systéeme

Plateforme PC Systémes d'exploitation supportés
* Processeur Pentium Il ou équivalent *  Windows 8, 8.1 (non RT)
(ou plus rapide) *  Windows 7 (SP1)
* 15Mo d'espace disque libre «  Windows Vista® (SP2)
* USB2.0

* Deux lettres de lecteur disponibles et
consécutives apres le dernier disque
physique.

Plateforme Mac Prise en charge des systémes
d'exploitation
* 15Mo d'espace disque libre
e USB2.0 e Mac OS X 10.6.x - 10.9x

(Remarque : Les privileges d'administrateur sont nécessaires pour définir les préférences
de la console sur les clients Mac.)

= -

Figure 1.1 — Ports USB 2.0, Type A

Figure 1.2 — DT40000M-R
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Recommandations

Pour que la DT4000M-R bénéficie d'une alimentation suffisante, elle doit étre insérée
directement dans un port USB 2.0 d'un ordinateur portable ou de bureau, comme indiqué dans
la Figure 1.3. Evitez de brancher la clé sur un périphérique équipé d'un port USB, par exemple
un clavier ou un concentrateur USB alimenté, comme indiqué dans la Figure 1.4.

Figure 1.3 — Utilisation conseillée Figure 1.4 — Déconseillé
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Configuration (Environnement Windows)

1. Connectez la DT4000M-R a un port USB
disponible de votre ordinateur de bureau ou
portable et attendez que Windows la détecte.

* Les utilisateurs de Windows Vista/7/8 verront
s'afficher une notification de pilote de
périphérique, comme indiquée a la Figure 2.1.

Lorsque la détection du nouveau matériel est
terminée, Windows vous demande de lancer le
processus d'initialisation.

* Windows Vista/7/8 affiche une fenétre
AutoPlay, similaire a celle indiquée a la Figure
2.2.

2. Sélectionnez I'option : Exécuter DT4000M-R.exe.

Si la fonction AutoPlay de Windows ne démarre pas,
naviguez sur le CD-ROM (Figure 2.3) et lancez
manuellement le programme DT4000M-R. Le

processus d’initialisation démarrera
automatiquement.
i mo) B . |
@‘\/‘". » CDD... » v [ 45| [ search
Organize v Burn to disc aa v E] '@'
{ Favorites - |
Pl Desktop J. \
8 Downloads ||  DT4000M-R win
| Recent Places 3PP
4 Libraries ( ‘.;‘,
5| Documents autorun DT4000M-R
@' Music
=/ Pictures
¥ videos k%
4 items
|

Figure 2.3 — Contenus de la DT4000M-R

Installing device driver software
Click here for status.

N\

Figure 2.1 — Installation du pilote de
périphérique

e =

' CD Drive (G:) Login DT4000M-R

-
¥ AutoPlay

["] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R..exe

General options
Open folder to view files
| using Windows Explore

View more AutoPlay options in Control Panel

Figure 2.2 — Fenétre AutoPlay

(Remarque : Les options du menu
affiché dans Ila fenétre AutoPlay
peuvent varier selon les programmes
installés  sur  votre  ordinateur.
L'exécution automatique (AutoRun)
lance le processus d'initialisation).
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Initialisation du dispositif (Environnement Windows)

La DT4000M-R peut étre initialisée de deux maniéres : autonome ou gérée. Lorsqu'elle est
insérée dans un port USB sur le systéeme principal, la DT4000M-R recherche une clé de
registre "safestick" spécifiant la position du serveur SafeConsole :

(*Remarque : Vous pouvez aussi utiliser l'installateur de Windows sur la page de déploiement
SafeConsole).

HKey Current_User\Software\BlockMaster\DT4000M-R

Si la clé de registre n'existe PAS, la DT4000M-R ignore l'option de management et vous
permet de l'initialiser comme une clé autonome. Si la clé de registre EXISTE, une fenétre
permet de décider si la clé DT4000M-R sera gérée ou non. Figure 3.1

. DT4000M-R a découvert SafeConsole (X

‘o’ Est-ce que DT4000M-R est la propriété de Kingston MIS?

[ Yes ] [ No

Figure 3.1 — SafeConsole détectée

1. Décidez sila clé DT4000M-R sera gérée ou non.

Cliquez sur "Oui" pour enregistrer la DT4000M-R sur SafeConsole et hériter des
politiques existantes de la console de gestion, incluant les critéeres du mot de passe,
l'audit de dispositif, et autres fonctions gérées. Pour confirmer le propriétaire de ce
dispositif, vous devrez indiquer les références de I'utilisateur du domaine/ héte local
avant l'initialisation. Figure 3.2

Windows Security & ]

Confirmer la propriété
Kingston MIS requiert une confirmation de la propriété de DT4000M-R.
Entrez vos identifiants machine pour confirmer.

I | User name |
‘ ﬁé/
[ J | Password |

[ OK ] 1 Cancel

Figure 3.2 — Confirmez le propriétaire

La clé DT4000M-R restera gérée jusqu'a sa réinitialisation. Continuez a Ia page suivante...
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Initialisation du dispositif (Environnement Windows), suite :

Cliquez sur "Non" pour que la DT4000M-R ne soit pas enregistrée sur SafeConsole et
s'initialise comme clé autonome. Le message sera affiché a chaque connexion du
dispositif, jusqu'a ce que I'utilisateur I'enregistre sur SafeConsole.

2. Sélectionnez un mot de passe. Les clés autonomes et non-gérées nécessitent un mot
de passe conforme aux critéres suivants (Figure 3.3) :

Huit (8) caractéres au minimum, incluant 1 majuscule, 1 minuscule, 1 chiffre.

. Bienvenu

Politique de mot de passe

Le mot de passe doit contenir:

B au moins 8 caractéres

B au moins un chiffre (1)

B au moins un caractére en majuscule (A)
B au moins une lettre en minuscule (a)

ectionner le mot de passe

J'ai lu et compris la garantie

Confirmer

Figure 3.3 — Confirmer le mot de passe

Une clé gérée exige un mot de passe conforme aux critéres définis par la politique du
serveur de management SafeConsole.

3. Lorsqu'un mot de passe a été sélectionné (et qu'il est conforme aux critéres spécifiés),
vous devez le saisir une deuxiéme fois dans la case "Confirmer le mot de passe”, pour
accéder au dispositif.

4. Cliquez sur la case a cocher pour accepter la garantie.

5. Cliquez sur [Confirmer] pour terminer l'initialisation.
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Utilisation du dispositif (Environnement Windows)

A chaque insertion de la DT4000M-R, vous é&tes invité a saisir le mot de passe créé pendant le
processus d'initialisation (Figure 4.1). Pendant le processus de connexion, si un mot de passe
invalide est saisi (Figure 4.2), vous pourrez a nouveau saisir le mot de passe. Notez qu'une
fonction de sécurité intégrée compte le nombre de tentatives d'acceés invalides. Sile nombre
maximal préconfiguré de 10 tentatives est atteint, la clé DT4000M-R se verrouille et devra étre
réinitialisé. Figure 4.3 a Ia page suivante

Remarque : Le compteur d'accés est remis a zéro aprés chaque accés réussi et avant de
verrouiller le dispositif aprés la dixiéme tentative invalide.)

Actions  Aide

Saisir un mot de passe

Figure 4.1 — Saisissez le mot de passe

Actions  Aide

Saisir un mot de passe

Figure 4.2 — Echec de la connexion
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Initialisation du dispositif (Environnement Windows), suite :

Actions  Aide

Saisir un mot de passe

Figure 4.3 — Le nombre prédéterminé de tentatives de connexion erronées est atteint.
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Configuration (Environnement Mac)

Insérez la DT4000M-R dans un port USB disponible sur votre ordinateur de bureau ou portable
Mac et attendez que le systéme d'exploitation Mac la détecte. Sile volume "DT4000M-R"
(Figure 5.1) n'apparait pas sur le bureau, ouvrez le Finder & et localisez le volume "DT4000M-
R" (Figure 5.2) sur le c6té gauche de la fenétre du Finder (listé sous DISPOSITIFS.)
Sélectionnez le volume et double-cliquez sur l'icbne de I'application "DT4000M-R" dans la
fenétre du Finder (Figure 5.2). Le processus d'’initialisation démarrera automatiquement.

DIZ000M=R;

Figure 5.1 — DT4000M-R

NTAODOD

= m [

FAVORITES

= All My Files - l
€ AirDrop

N autorun.inf DT4000M-R
#\ Applications

[ Desktop -

[E“J Documents

© Downloads DT4000M-R.exe win

Figure 5.2 — Contenus
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Initialisation du dispositif (Environnement Mac)

La DT4000M-R peut étre initialisée de deux maniéres : autonome ou gérée. Aprés exécution
de l'application DT4000M-R sur le volume DT4000M-R, la clé DT4000M-R recherche un
serveur SafeConsole. Si le Mac a été configuré sur SafeConsole, il demandera que la clé
DT4000M-R soit gérée.

Configuration de SafeConsole sur Mac :

Pour initialiser la clé DT4000M-R sur un client Mac, I'application doit pouvoir localiser le
serveur SafeConsole. Pour cela, veuillez suivre les étapes suivantes avant d'insérer le
dispositif :

1. Cliquez sur le menu "Aller" dans le coin supérieur gauche du bureau OS X.

2. Sélectionnez "Utilitaires" dans la liste déroulante.

3. Lancez l'application "Terminal".

4. Dans le compte d'administration, saisissez "defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " dans la fenétre Terminal et appuyez sur la touche
[ENTREE]. (REMARQUE : cette commande nécessite des priviléges de haut niveau).
5. Quittez la fenétre de terminal.

6. Connectez la DT4000M-R a un port USB disponible de votre ordinateur de bureau ou
portable.

a. Ouvrez Safari et allez jusqu'a I'adresse de connexion de SafeConsole spécifiée a I'étape 4.
b. Lorsque l'avertissement du certificat est affiché, cliquez sur “Montrer le certificat”.

c. Appuyez sur la fleche sur la gauche du menu “Confiance” pour afficher les options de
confiance.

d. Remplacez l'option “En utilisant ce certificat” par “Toujours faire confiance”.

e. Cliquez sur le bouton "Continuer".

f. Saisissez vos données de connexion pour accéder a SafeConsole

(Remarque : Vous pouvez aussi utiliser l'installateur Mac sur la page de déploiement
SafeConsole).

Si le Mac n'a pas été configuré pour se connecter a un serveur SafeConsole, la DT4000M-R
ignore |'option de management et vous permet de l'initialiser comme une clé autonome. Sile
Mac a été configuré, une fenétre permet de décider si la clé DT4000M-R sera gérée ou non.

1. Décidez sila clé DT4000M-R sera gérée ou non.
Cliquez sur "Oui" pour enregistrer la DT4000M-R sur SafeConsole et hériter des
politiques existantes dans la console de gestion, incluant les critéres du mot de passe,
I'audit de dispositif, et autres fonctions gérées. (Figure 6.1) Continuer a la page suivante.
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Est-ce que DT4000M-R est la propriété de
Kingston MIS?

No Yes

Figure 6.1 — SafeConsole détectée
Initialisation du dispositif(Environnement Mac), suite :

Cliquez sur "Oui" pour confirmer la propriété du dispositif. L'invite est affichée si vous étes
l'utilisateur responsable du dispositif. Figure 6.2

Etes-vous trgad.lab0/Non-domain users/trglab
et responsable pour ce DT4000M-R ?
Votre choix sera enregistré sur le serveur.

No Yes

Figure 6.2 — Confirmer l'utilisateur (Continuer a la page suivante)
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Initialisation du dispositif (Environnement Mac), suite :

1. Sélectionnez un mot de passe. Une clé non-gérée nécessite un mot de passe conforme
aux critéres suivants :

Huit (8) caractéres au minimum, incluant 1 majuscule, 1 minuscule, 1 chiffre*.

Une clé gérée exige un mot de passe conforme aux criteres définis par la politique du
serveur de management SafeConsole.

2. Lorsqu'un mot de passe a été sélectionné (et qu'il est conforme aux critéres spécifiés),
vous devez le saisir une deuxieme fois dans la case "Confirmer le mot de passe” , pour
vérifier son exactitude. Figure 6.3

3. Cliquez sur la case a cocher pour accepter la garantie.

£ DTVP30M-R®

' Bienvenu

Politique de mot de passe

Le mot de passe doit contenir:

% au moins 8 caractéres

® au moins un chiffre (1)

® au moins un caractére en majuscule (A)
® au moins une lettre en minuscule (a)

Sélectionner le mot de passe

AL R L ) « |
Confirmer le mot de passe

LRI « |

[¥] J'ai lu et compris la garantie

Confirmer

Figure 6.3 — Confirmer le mot de passe

4. Cliquez sur [Confirmer] pour terminer l'initialisation.
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Utilisation du dispositif (Environnement Mac)

A chaque insertion d'une clé DT4000M-
R dans un systéme Mac, I'application
Kingston DT4000M-R doit étre lancée.
Elle exécute le processus de
connexion qui authentifie I'utilisateur et
protége la partition de données
sécurisées. Lorsque la fenétre de
connexion est affichée (Figure 7.1),
saisissez le mot de passe et appuyez
sur la touche [ENTREE] ou cliquez sur
la fleche pour continuer.

Pendant le processus de connexion, si
un mot de passe invalide est saisi
(Figure 7.2), vous pourrez a nouveau
saisir le mot de passe. Notez qu'une
fonction de sécurité intégrée compte le
nombre de tentatives d'acceés invalides.
Si le nombre maximal préconfiguré de
10 tentatives est atteint, la clé
DT4000M-R se verrouille et devra étre
réinitialisé.

' Saisir un mot de passe

[ L

Entrez votre mot de passe pour déverrouiller et accéder a
DT4000M-R Storage.

Powered by

BLOCKMASTER 7]

Figure 7.1 — Saisissez le mot de passe

8.006 ® DT4000M-R®

' Saisir un mot de passe

| L

Mot de passe incorrect! Il vous reste 9 tentatives avant le
verrouillage définitif de DT4000M-R.

Powered by
BLOCKMASTER )

Figure 7.2 — Echec de la connexion

(Remarque : Le compteur d'acces est remis a zéro aprés chaque acces reussi et avant de
verrouiller le dispositif apres la dixieme tentative invalide.) Suite page suivante.

Utilisation du dispositif (Environnement Mac), suite :
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Lorsque le mot de passe correct a été saisi, vous pouvez accéder a la partition des données
sécurisées et au menu de la DT4000M-R dans le coin supérieur gauche. Les options du menu
affichées varient selon les politiques configurées sur SafeConsole. Par défaut, les utilisateurs
peuvent changer leur mot de passe, verrouiller le dispositif et modifier les paramétres de
verrouillage. Figure 7.3

# DT4000M-R®

' Saisir un mot de passe

Figure 7.3 — Le nombre prédéterminé de tentatives de connexion erronées est atteint.
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Informazioni sulla Guida Utente

La presente guida rapida illustra il dispositivo USB sicuro DataTraveler® 4000 — Managed-
Ready di Kingston( da qui in avanti nominato “DT4000M-R”) con i valori di sistema preimpostati
e senza alcuna personalizzazione.

Requisiti di sistema

Piattaforma PC Sistemi operativi supportati
* Processore Pentium Il o equivalente *  Windows 8, 8.1 (non RT)
(oppure superiore) *  Windows 7 (SP1)
+ 15MB di spazio libero su disco «  Windows Vista® (SP2)
* USB2.0

* Due lettere di unita libere consecutive
dopo quella associata all'ultimo drive
fisico presente sull'unita

Piattaforma Mac Sistemi operativi supportati
* 15MB di spazio libero su disco e MacOS X 10.6.x - 10.9x
e USB2.0

Nota: e necessario disporre dei diritti di amministratore per impostare le preferenze della
console nei sistemi Mac.

= -

Figura 1.1 - Porte USB 2.0 - Tipo A

Figura 1.2 — DT40000M-R
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Raccomandazioni

Per garantire una potenza adeguata al funzionamento del drive DT4000M-R, collegarlo
direttamente a una porta USB 2.0 sul computer notebook o desktop, come illustrato in Figura
1.3. Evitare di collegare il drive DT4000M-R a qualunque tipo di periferica dotata di porta USB,
come tastiere o hub USB, come illustrato in Figura 1.4.

Figura 1.3 — Metodi di collegamento Figura 1.4 — Metodi di collegamento sconsigliati
raccomandati
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Configurazione in ambiente Windows

1. Inserire il drive DT4000M-R in una delle porte
USB disponibili sul computer notebook o desktop
in uso e attendere il rilevamento da parte di
Windows.

Gli utenti di Windows Vista/7/8 riceveranno la
notifica dell'installazione del driver software
per il nuovo hardware, come illustrato in
Figura 2.1.

Una volta completata la fase di rilevamento del
nuovo hardware, Windows chiedera all'utente di
avviare la procedura di inizializzazione.

Per gli utenti del sistema operativo Windows
nelle versioni Vista/7/8, sara visualizzata la
finestra di esecuzione automatica della
funzione AutoPlay, simile a quella raffigurata
in Figura 2.2.

2. Selezionare l'opzione "Run DTLplus_Launcher.exe
(Esegqui DTLplus_Launcher.exe)”.

Se la funzione AutoPlay non dovesse essere attiva,
e possibile accedere alla partizione del CD-ROM e
lanciare manualmente l'esecuzione del programma
DT4000M-R (Figura 2.3). Verra avviata la procedura
di inizializzazione.

‘[ Installing device driver software
~=~ (lick here for status.

N\

Figura 2.1 — Notifica di installazione del
driver del dispositivo

= =)

' CD Drive (G:) Login DT4000M-R

-
§ AutoPlay

["] Always do this for software and games:

Install or run program from your media

' Run DT4000M-R..exe

General options

Open folder to view files
[ using Windows Explore

View more AutoPlay options in Control Panel

Figura 2.2 — Schermata AutoPlay di
Windows

Nota: Le opzioni del menu nella
finestra di AutoPlay possono variare
in base ai programmi aftualmente
installati sul computer in uso. La
funzione di esecuzione automatica
avviera il processo di inizializzazione
automaticamente.
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[ == )
& )~ oo » v [ 43 ][ Search
Organize v Burn to disc s - LD '@'
-
{ Favorites |
Pl Desktop };'
& Downloads ||  DT4000M-R win
=l Recent Places -app
9 Libraries ( '.,’L
% Documents autorun DT4000M-R
@' Music
=/ Pictures
¥ videos k%
' 4 items
|

Figura 2.3 — Contenuti DT4000M-R

Inizializzazione del dispositivo in ambiente Windows

Il dispositivo DT4000M-R puo essere inizializzato in due modalita diverse: “solo drive” o

“‘managed”.

Quando viene inserito nella porta USB del dispositivo host, il drive DT4000M-R

avvia la ricerca della chiave di registro “safestick” che fornisce la posizione del server

SafeConsole.

*Nota: in alternativa, € possibile utilizzare il programma di installazione per Windows dalla
pagina di distribuzione SafeConsole.

HKey Current_User\Software\BlockMaster\DT4000M-R

Se la chiave di registro NON VIENE rilevata, il drive DT4000M-R ignorera I'opzione managed e
sara inizializzato come solo drive. Se la chiave di registro VIENE rilevata, sara visualizzata una
finestra di dialogo che permette all'utente di scegliere la modalita di inizializzazione del drive
DT4000M-R, tra managed o solo drive. Figura 3.1

¥ DT4000M-R ha trovato SafeConsole [

X!

‘.0.‘ Questo prodotto DT4000M-R & proprieta di Kingston MIS?

J |

[ Yes No

Figura 3.1 — SafeConsole rilevato
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1.

Decidere se inizializzare il drive DT4000M-R in modalita solo drive o managed.

Facendo clic su “Yes”(Si) il drive DT4000M-R sara registrato in SafeConsole ed
ereditera le policy attive nella console di gestione, incluse le impostazioni relative alla
password, il controllo dei dispositivi e le altre funzioni di gestione. Prima di procedere
all'inizializzazione, saranno richieste le credenziali utente del dominio/host locale, per
confermare la proprieta del dispositivo. Figura 3.2

Windows Security (X

Conferma titolarita
Kingston MIS richiede conferma del proprietario di DT4000M-R. Immetti le
tue credenziali per confermare.

| ’ User name ’
\ ﬁ /é
. ‘J Password ’

[ OK ] [ Cancel

Figura 3.2 — Conferma proprieta

Il drive DT4000M-R restera in modalita managed fino a quando non verra reimpostato.
Continua alla pagina successiva.

Inizializzazione del dispositivo in ambiente Windows (continua):

Fare clic su “No” se si desidera evitare che il drive DT4000M-R venga registrato in
SafeConsole e inizializzato in modalita solo drive. Ad ogni futuro collegamento del drive
al dispositivo host, verra nuovamente visualizzato questo messaggio, fino a quando
I'utente non scegliera di registrare il drive in SafeConsole.

Scegliere una password. | drive inizializzati in modalita solo drive richiedono una
password dotata delle seguenti caratteristiche (Figura 3.3):

Minimo otto (8) caratteri, che devono necessariamente includere almeno un carattere
maiuscolo, un carattere minuscolo e un numero.
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Rowwes W

' Benvenuti

Politica password

La password deve contenere:
B almeno 8 caratteri

B almeno un carattere numerico (1)
almeno una lettera maiuscola (A)
B almeno una lettera minuscola (a)

suggerimento pe password (opzi | )
Ho letto e compreso la garanzia

Conferma

Figura 3.3 — Confermare la password

| drive managed richiedono password dotate delle caratteristiche previste dalle policy
impostate nel server di gestione SafeConsole.

3. Una volta impostata una password che rispetti i criteri previsti, sara necessario
reimmetterla una seconda volta nella casella di testo “Confirm Password (Conferma
password)” per prevenire eventuali errori di digitazione.

4. Fare clic sulla casella di controllo per accettare la dichiarazione di garanzia.

5. Fare clic su [Confirm (Conferma)] per terminare l'inizializzazione.

Utilizzo del dispositivo in ambiente Windows

Ad ogni inserimento del drive DT4000M-R, verra richiesto di immettere la password creata
durante il processo di inizializzazione (Figura 4.1). Se durante il processo di login viene inserita
una password non corretta (Figura 4.2), I'utente avra a disposizione un'altra possibilita per
inserire la password corretta; il drive dispone di una funzione di sicurezza integrata che conta il
numero di tentativi di accesso falliti:una volta superati i 10 tentativi (numero massimo predefinito
di tentativi possibili) il drive DT4000M-R blocchera l'utente e sara necessario reimpostare il
dispositivo. Figura 4.3 alla pagina successiva
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Nota: prima di bloccare il dispositivo con 10 tentativi non validi, e possibile reimpostare il
contatore di accessi eseguendo il login con i dati corretti.

Figura 4.1 — Immettere la password

Actions  Aiuto

metti password

Figura 4.2 — Schermata di login fallito
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Inizializzazione del dispositivo in ambiente Windows (continua):

Actions  Aiuto

Immetti password

Figura 4.3 — Raggiungimento del numero massimo di tentativi di accesso falliti
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Configurazione in ambiente Mac

Inserire il drive DT4000M-R in una delle porte USB disponibili sul notebook o desktop Mac in
uso e attendere il rilevamento da parte del sistema operativo. Se l'unita “DT4000M-R” (Figura
5.1) non viene visualizzata sul desktop, utilizzare Finder & per individuare l'unita “DT4000M-R”
(Figura 5.2) nel lato sinistro della finestra Finder all'interno dell’elenco dei dispositivi.
Selezionare l'unita e fare doppio clic sull'icona dell’applicazione “DT4000M-R’ all'interno della
finestra “Finder” (Figura 5.2). Verra avviata la procedura di inizializzazione.

DTZ000MER

Figura 5.1 — DT4000M-R

NTAOOD

= m m| =

FAVORITES
=l All My Files - l

€Y AirDrop _
autorun.inf DT4000M-R
#\ Applications

[ Desktop
[EU Documents
© Downloads

DT4000M-R.exe win

DEVICES

SHARED

M Red

Figura 5.2 — Contenuti

Documento N. 480DT4000M-R.A01 Soluzione Managed-Ready Pagina 10 di 15



K Kingston —

Inizializzazione del dispositivo in ambienti Mac

Il dispositivo DT4000M-R pu0 essere inizializzato in due modalita diverse: “solo drive” o
‘managed”. Durante I'esecuzione dell’applicazione DT4000M-R presente nell’'unita DT4000M-
R, verra eseguita la ricerca del server SafeConsole. Se SafeConsole & stato configurato
all'interno del computer Mac, verra visualizzata una richiesta relativa alla modalita di gestione
del drive DT4000M-R.

Configurazione di SafeConsole per Mac:

Per poter inizializzare un drive DT4000M-R su un computer Mac, & necessario che
I'applicazione possa localizzare il server SafeConsole. A questo scopo, prima di inserire il
dispositivo, seguire la procedura riportata sotto:

1. Fare clic sul menu “Go (Vai)" visualizzato nell’angolo superiore sinistro del desktop OS X.
2. Selezionare “Utilities (Utilita)” dal menu a discesa.

3. Avviare I'applicazione “Terminal (Terminale)”.

4. Mediante un account da amministratore, digitare " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick “ nella finestra Terminale e premere il tasto [INVIO] (NOTA: il
comando richiede privilegi elevati).

5. Uscire dalla finestra Terminale.

6. Inserire il drive DT4000M-R in una delle porte USB disponibili sul notebook o desktop in uso.
a. Aprire Safari e passare all’indirizzo di login di SafeConsole impostato al punto 4.

b. Quando viene visualizzato il messaggio di avviso relativo al certificato, fare clic su “Show
certificate (Mostra certificato)”.

c. Premere la freccia posta al lato sinistro del menu “Trust (Autorizza)” per visualizzare le
opzioni disponibili.

d. Impostare il valore “Always Trust (Fidati sempre)” accanto all’opzione “When using this
certificate (Quando si usa questo certificato)”.

e. Fare clic sul pulsante “Continue (Continua)”.

f. Immettere le proprie credenziali per eseguire la connessione a SafeConsole.

Nota: In alternativa, € possibile utilizzare il programma di installazione per Mac dalla pagina di
distribuzione SafeConsole.

Se il computer Mac non é stato configurato in modo da connettersi al server SafeConsole, il
drive DT4000M-R ignorera I'opzione managed e sara inizializzato come solo drive. Se al
contrario la configurazione & stata eseguita, sara visualizzata una finestra di dialogo che
permette all'utente di scegliere la modalita di inizializzazione del drive DT4000M-R, tra
managed o solo drive.

1. Decidere se inizializzare il drive DT4000M-R in modalita solo drive o managed.
Facendo clic su “Yes”(Si) il drive DT4000M-R sara registrato in SafeConsole ed
ereditera le policy attive nella console di gestione, incluse le impostazioni relative alla
password, il controllo dei dispositivi e le altre funzioni di gestione. (Figura 6.1) Continua
alla pagina successiva.
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Questo prodotto DT4000M-R & proprieta di
Kingston MIS?

No Yes

Figura 6.1 — SafeConsole rilevato
Inizializzazione del dispositivo in ambiente Mac (continua):

Fare clic su “Yes (Si)” per confermare la proprieta del dispositivo; in seguito, confermare di
essere il responsabile per I'utilizzo del dispositivo. Figura 6.2

Sei trgad.lab0/Non-domain users/trglab e il
responsabile di questoDT4000M-R ?

La tua indicazione sara registrata sul server.

No Yes

Figura 6.2 — Conferma utente (continua alla pagina successiva)
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Inizializzazione del dispositivo in ambiente Mac (continua):

1. Scegliere una password. | drive inizializzati in modalita solo drive richiedono una
password dotata delle seguenti caratteristiche:

Minimo otto (8) caratteri, che devono necessariamente includere almeno un carattere maiuscolo,
un carattere minuscolo e un numero®.

| drive managed richiedono password dotate delle caratteristiche previste dalle policy
impostate nel server di gestione SafeConsole.

2. Una volta impostata una password che rispetti i criteri previsti, sara necessario
reimmetterla una seconda volta nella casella di testo “Confirm Password (Conferma
password)” per prevenire eventuali errori di digitazione. Figura 6.3

3. Fare clic sulla casella di controllo per accettare la dichiarazione di garanzia.

¥ DT4000M-R®

' Benvenuti

Politica password

La password deve contenere:
x almeno 8 caratteri

= almeno un carattere numerico (1)
® almeno una lettera maiuscola (A)

= almeno una lettera minuscola (a)

Conferma la password |
esstsanes v

[« Ho letto e compreso la garanzia

Figura 6.3 — Conferma password

4. Fare clic su [Confirm (Conferma)] per terminare l'inizializzazione.
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Utilizzo del dispositivo in ambiente Mac

Ad ogni successivo inserimento del

drive DT4000M-R nel sistema Mac, ' Immetti password
sara necessario avviare l'applicazione
DT4000M-R di Kingston. In questo | ol
modo viene avviata la routine di

accesso che autentica lutente e DTH000M-A Srorage - -\0ccare @ accedere a
protegge la sicurezza della partizione

con dati riservati. Quando viene

visualizzata la finestra di accesso

(Figura 7.1), immettere la password e ST - ]
premere il tasto [INVIO] o fare clic sulla

freccia per proseguire. Figura 7.1 — Inserimento della password

Se durante il processo di login viene 8.0.06 @ DT4000M-R®
inserita una password non corretta

(Figura 7.2), lutente avra a ' Immetti password
disposizione un'altra possibilita per
inserire la password corretta; il drive | H
dispone di una funzione di sicurezza

integrata che conta il numero di tentativi D ot o DT 400Ny 0 tortativi prima del

di accesso falliti:una volta superati i 10

tentativi (numero massimo predefinito

di tentativi possibili) il drive DT4000M-

R blocchera l'utente e sara necessario Sy - <)
reimpostare il dispositivo.

Figura 7.2 — Schermata di login fallito

Nota: prima di bloccare il dispositivo con 10 tentativi non validi, € possibile reimpostare il
contatore di accessi eseguendo il login con i dati corretti. Continua alla pagina seguente.
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Utilizzo del dispositivo in ambiente Mac (continua):

Una volta inserita la password corretta, 'utente avra accesso alla partizione protetta e al menu
DT4000M-R visualizzato nell’angolo superiore sinistro. Le opzioni contenute nel menu
varieranno in base alle policy configurate in SafeConsole. Come impostazione predefinita, gli
utenti avranno la possibilita di modificare la propria password, bloccare il dispositivo e
modificare le impostazioni del timer di blocco. Figura 7.3

# DT4000M-R®

' Immetti password

) DT 4000M-R [ blo%icam permanentemente a causa dl

nonvald DT4000

Figura 7.3 — Raggiungimento del numero massimo di tentativi di accesso falliti
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Sobre este Manual do Usuario

Este guia rapido se refere ao dispositivo USB seguro DataTraveler® 4000 - Managed-Ready da
Kingston (mencionado simplesmente como DT4000M-R daqui em diante) usando os valores padréo do sistema e
sem personaliza¢des implementadas.

Requisitos do Sistema

Plataforma PC Suporte ao Sistema Operacional - PC
* Processador Pentium IIl ou equivalente * Windows 8 /8.1 (RT nado
(ou mais rapido) suportado)
* 15MB de espaco livre no disco *  Windows 7 (SP1)
« USB2.0 «  Windows Vista® (SP2)

e Duas letras consecutivas de drives
disponiveis apés o ultimo drive fisico

Plataforma Mac Suporte ao Sistema Operacional
* 15MB de espago livre no disco e Mac OS X 10.6.x —10.9x
e USB2.0

(Observagéo: S&o necessarios privilégios de administrador para configurar preferéncias
do console em clientes Mac.)

= e

Figura 1.1 — Portas USB 2.0, Tipo A

Figura 1.2 — DT40000M-R
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Recomendacgées

Para garantir que haja energia suficiente para o dispositivo DT4000M-R, encaixe-o diretamente
em uma porta USB 2.0 em seu notebook ou computador, como mostrado na Figura 1.3. Evite
conecta-lo a um dispositivo periférico que possua uma porta USB, como um teclado ou hub
USB, como mostrado na Figura 1.4.

Figura 1.3 — Uso recomendado Figura 1.4 — Nao Recomendado
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Instalagao (Ambiente Windows)

1. Insira o DT4000M-R em uma porta USB
disponivel no seu notebook ou PC e aguarde o
Windows detecta-lo.

* Os usuarios de Windows Vista/7/8 receberao
um aviso de driver do dispositivo como
mostrado na Figura 2.1.

Quando o novo hardware tiver sido detectado, o
Windows ira solicitar que vocé comece o processo
de inicializagao.

e (Os usuarios do Windows Vista/7/8 verao uma
janela AutoPlay similar aquela da Figura 2.2.
2. Selecione a opcao “Run DT4000M-R.exe’.
Se o Windows nao executar automaticamente em

AutoPlay, navegue até a particdo de CD-ROM
(Figura 2.3) e execute o programa DT4000M-R

manualmente. Isso também fara comecar o
processo de inicializagao.
[ =] PSR 5c)
@'\)v‘. » CDD... » v [ 49| [ search
Organize ¥ Burn to disc i.j v \:ﬂ ',@'
{ Favorites c | ‘
Pl Desktop ,, i
$ Downloads ||  DT4000M-R win
| Recent Places 3PP
4 Libraries ' '.;‘.
“ Documents autorun DT4000M-R
@' Music
b= Pictures
¥ videos .
4 items
|

Figura 2.3 — Conteudo DT4000M-R

Installing device driver software
Click here for status.

N\

Figura 2.1 — Instalagdo do Driver do
Dispositivo

r. AutoPlay [EJ = | ﬂh‘

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options

‘ Open folder to view files
f using Windows Explorer

View more AutoPlay options in Control Panel

Figura 2.2 - Janela AutoPlay

(Observagédo: As opgbes do menu na
janela do AutoPlay podem variar
dependendo dos programas
atualmente  instalados no  seu
computador.. O AutoRun acionara o
processo de inicializagéo
automaticamente.)
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Inicializagao do dispositivo (Ambiente Windows)

DT4000M-R pode ser inicializado de dois modos: Independente ou gerenciado. Apos inserir a
unidade em uma porta USB no host, o DT4000M-R ira procurar por uma chave de registro
'safestick' que fornece a localizac&o do servidor SafeConsole:

(*Observagéo: Vocé também pode utilizar o instalador do Windows encontrado na pagina de
deployment do SafeConsole.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Se a chave de registro NAO existir, 0 DT4000M-R ira ignorar a opgdo gerenciada e permitir
que voceé inicialize o dispositivo como uma unidade independente. Se a chave de registro
EXISTIR, aparecera uma caixa de mensagem que permite que o usuario decida se deseja ou
nao que a unidade DT4000M-R seja gerenciada. Figura 3.1

§ DT4000M-R found SafeConsole =

'O‘ Is this DT4000M-R the property of Kingston MIS?

I Yes l I No l

Figura 3.1 — SafeConsole encontrado

1. Decida se o DT4000M-R sera gerenciado ou n&o.

Clicar em 'Sim' ira registrar o DT4000M-R no SafeConsole e absorver as politicas em
vigor no console de gerenciamento, incluindo critérios de senha, auditoria do dispositivo
e outros recursos de gerenciamento. Para confirmar a propriedade desse dispositivo,
vocé sera solicitado a fornecer as credenciais do host/dominio local antes da
inicializagdo. Figura 3.2

Windows Security [T

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

|
‘ User name ‘
| Password ‘

[ oK | ‘ Cancel

Figura 3.2 — Confirmar propriedade
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O DT4000M-R permanecera gerenciado até que o dispositivo seja reformatado.
Continua na proxima pdgina.

Inicializacao do dispositivo (Ambiente Windows), continuagao:

Clicar em 'Nao' ira impedir que o DT4000M-R seja registrado no SafeConsole e ele sera
inicializado como uma unidade independente. Essa caixa de mensagem continuara a
aparecer sempre que o dispositivo for conectado, até que o usuario opte por registrar o
dispositivo no SafeConsole.

2. Selecione uma senha. Unidades nao gerenciadas e independentes irdo requerer uma
senha com os seguintes critérios (Figura 3.3):

Minimo de oito (8) caracteres, incluindo 1 maiusculo, 1 mintsculo e 1 numeral

. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (@)

Select password

: ord - (optional)
Pwd Hin
I have read and understood the warranty

Confirm

Figura 3.3 — Confirmar senha

Unidades gerenciadas irdo requerer senhas que atendam aos critérios estabelecidos na
politica do servidor de gerenciamento SafeConsole.

3. Quando a senha tiver sido selecionada (e atender aos critérios especificados), vocé
devera digita-la uma segunda vez na caixa de texto '‘Confirmar Senha' para assegurar a
entrada apropriada.
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4. Clique na caixa de selegao para aceitar a declaragéo de garantia.

5. Clique em [Confirmar] para concluir a inicializagao.

Uso do dispositivo (Ambiente Windows)

Cada vez que vocé inserir o DT4000M-R, vocé sera solicitado a digitar a senha criada durante
o processo de inicializagao(Figura 4.1). Durante o processo de login, se for digitada uma
senha invalida, (Figura 4.2), vocé tera outra oportunidade para digitar a senha correta; observe
que existe um recurso de seguranga integrado que rastreia o numero de tentativas invalidas de
login e se esse numero alcangar o valor pré-configurado de 10 (numero maximo de logins
invalidos), o DT4000M-R ira bloquear o usuario e precisara ser refeita a formatagao do
dispositivo. Figure 4.3 na pagina seguinte

(Observagéo: Antes de bloquear o dispositivo apés 10 tentativas invalidas de senha, o
contador de login ira reiniciar com um login correto.)

Actions Help

. Enter password

Figura 4.1 — Digitar senha
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Actions  Help

| Enter password

Figura 4.2 - Erro de Login
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Inicializacao do dispositivo (Ambiente Windows), continuagao:

Actions Help

ey

- Enter password

Figura 4.3 — N°MaxT Atingido
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Configuragao (Ambiente Mac)

Insira 0 DT4000M-R em uma porta USB disponivel em seu notebook ou computador Mac e
aguarde o sistema operacional detecta-lo. Se o volume 'DT4000M-R' (Figura 5.1) n&o
aparecer na tela, abra o Finder ¥ e localize o volume 'DT4000M-R' (Figura 5.2) no lado
esquerdo da janela do Finder (listado em DISPOSITIVOS.) Destaque o volume e clique duas
vezes no icone do aplicativo 'DT4000M-R' na janela do 'Finder' (Figura 5.2). |sso fara comecgar
0 processo de inicializagéo.

F

AVORITES
=l All My Files

€ AirDrop

#\ Applications
[== Desktop

[%] Documents

) Downloads

DEVICES

[11F

Figura 5.1 — DT4000M-R

oo

Figura 5.2 — Conteudo

DIA000MER;

(1]

autorun.inf

DT4000M-R.exe

DT4000M-R

win
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Inicializagao do dispositivo (Ambiente Mac)

DT4000M-R pode ser inicializado de dois modos: Independente ou gerenciado. Apds abrir o
Aplicativo DT4000M-R no volume DT4000M-R, o DT4000M-R ira procurar um servidor
SafeConsole. Se o Mac tiver sido configurado para o SafeConsole ele ira solicitar que o
DT4000M-R seja gerenciado.

Configuracao do SafeConsole no Mac:

Para inicializar o DT4000M-R em um cliente Mac, o aplicativo deve saber onde localizar o
servidor SafeConsole. Para isso, siga estas etapas antes de inserir o dispositivo:

1. Clique no menu "Ir'" no canto superior esquerdo da tela inicial do OS X.

2. Selecione "Utilitarios" no menu suspenso.

3. Abra o aplicativo do "Terminal’.

4. Usando a conta de administrador, digite " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " na janela do terminal e pressione [ENTER)].
(OBSERVACAO: Este comando nao requer privilégios elevados).

5. Saia da janela terminal.

6. Insira 0 DT4000M-R em uma porta USB disponivel no seu computador.

a. Abra o Safari e navegue até o enderecgo de login do SafeConsole que vocé especificou no
Passo 4.

b. Quando o aviso do certificado aparecer, clique em "Exibir certificado".

c. Pressione a seta para a esquerda no menu “Trust” para exibir suas opgoes.

d. Altere o “When using this certificate” (Quando usar este certificado) para “Always Trust”
(Confiar sempre)

e. Clique no botao 'Continuar'.

f. Digite suas credenciais para se conectar ao SafeConsole

(Observacao: Vocé também pode utilizar o instalador Mac encontrado na pagina de
deployment do SafeConsole).

Se o0 Mac né&o tiver sido configurado para se conectar a um servidor SafeConsole, o DT4000M-
R ira ignorar a opgéo gerenciada e permitir que vocé inicialize o dispositivo como uma unidade
independente. Se o Mac tiver sido configurado, aparecera uma caixa de mensagem que
permite que o usuario decida se deseja ou ndo que a unidade DT4000M-R seja gerenciada.

1. Decida se o DT4000M-R sera gerenciado ou néo.
Clicar em 'Sim' ira registrar o DT4000M-R no SafeConsole e absorver as politicas em
vigor no console de gerenciamento, incluindo critérios de senha, auditoria do dispositivo
e outros recursos de gerenciamento. (Figura 6.1) Continua na pagina seguinte.
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o~ Is this DT4000M-R the property of Kingston
= MIS?

No Yes

Figura 6.1 — SafeConsole encontrado
Inicializacao do dispositivo (Ambiente Mac), continuagao:

Clique em 'Sim' para confirmar a propriedade desse dispositivo, vocé sera perguntado se é o
usuario responsavel pelo dispositivo. Figura 6.2

P Are you trgad.lab0/Non-domain users/trglab
D | and responsible for this DT4000M-R ?
Your choice will be registered on the server.

No Yes

Figura 6.2 — Confirmar Usuadrio (Continua na préxima pdgina)
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Inicializacao do dispositivo (Ambiente Mac), continuagao:

1. Selecione uma senha. Unidades nao gerenciadas irdo requerer uma senha com 0s

seguintes critérios:

Minimo de oito (8) caracteres, incluindo 1 maiusculo, 1 mintsculo e 1 numeral*

Unidades gerenciadas irdo requerer senhas que atendam aos critérios estabelecidos na

politica do servidor de gerenciamento SafeConsole.

2. Quando a senha tiver sido selecionada (e atender aos critérios especificados), vocé
devera digita-la uma segunda vez na caixa de texto ‘Confirmar Senha' para assegurar

que sao iguais. Figura 6.3

3. Clique na caixa de selecao para aceitar a declaragao de garantia.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

 at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select password
essssnnen 4

AR

C in NP

escnsnnen

[« ! have read and understood the warranty

Figura 6.3 — Confirmar senha

4. Clique em [Confirmar] para concluir a inicializagao.
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Uso do Dispositivo (Ambiente Mac)

¥ DT4000M-R®

Sempre que o DT4000M-R é inserido

em um sistema Mac, o aplicativo . Enter password
DT4000M-R Kingston precisara ser
aberto. Isso inicia a rotina de login / [ i

que autentica o usuario e protege a
particao de dados seguros. Quando a
janela de login aparecer (Figura 7.1),
digite sua senha e pressione [ENTER]
ou clique na seta para prosseguir.

Figura 7.1 — Digitar senha

Durante o processo de login, se for B DT4000M-R®
digitada uma senha invalida (Figura
7.2), vocé tera outra oportunidade para
digitar a senha correta; observe que
existe um recurso de seguranga | -
integrado que rastreia o numero de
tentativas invalidas de login e se esse
numero alcangar o valor pré-
configurado de 10 (nUmero maximo de
logins invalidos), o DT4000M-R ira
bloquear o usuario e precisara ser
refeita a formatagao do dispositivo.

. Enter password

Figura 7.2 - Erro de Login

(Observagéo: Antes de bloquear o dispositivo apés 10 tentativas invalidas de senha, o
contador de login ira reiniciar com um login correto.) Continua na préxima pdgina.
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Inicializacao do dispositivo (Ambiente Mac), continuagao:

Quando a senha correta é digitada, vocé tera acesso a partigdo de dados seguros e ao menu
do DT4000M-R no canto superior esquerdo. As opcdes de menu que aparecem irao variar
dependendo das politicas configuradas no SafeConsole. Por padrdo, os usuarios poderao
mudar sua senha, bloquear o dispositivo e alterar as configuragées de bloqueio. Figura 7.3

§ DT4000M-R®

. Enter password

Figura 7.3 — N°MaxT Atingido
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DataTraveler® 4000

Rozwigzanie gotowe do zarzadzania

Instrukcja obstugi
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Informacje o tej Instrukcji obstugi

Ta skrocona instrukcja obstugi dotyczy bezpiecznego urzadzenia USB DataTraveler® 4000 —
Managed-Ready firmy Kingston (ktore od tego miejsca bedzie nazywane DT4000M-R)
uzywajgcego systemowych wartosci domysinych, ktére nie zostato w Zaden sposéb
zindywidualizowane.

Wymagania systemowe

Platforma PC Obstugiwane systemy operacyjne
komputeréw PC

* Procesor Pentium III lub odpowiednik

(lub szybszy) * Windows 8, 8.1 (nie RT)
* 15MB wolnego miejsca na dysku *  Windows 7 (SP1)
« USB2.0 «  Windows Vista® (SP2)

* Dostepne dwie kolejne litery dysku po
ostatnim dysku fizycznym

Platforma Mac Obstugiwane systemy operacyjne
* 15MB wolnego miejsca na dysku * Mac OS X 10.6.x—10.9x
» USB2.0

(Uwaga: do skonfigurowania preferencji konsoli na klienckich komputerach Mac sg
wymagane uprawnienia administratora).

= e

llustracja 1.1. Porty USB 2.0 typu A

llustracja 1.2. Urzadzenie DT40000M-R
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Zalecenia

Aby zagwarantowaC odpowiednie zasilanie pamieci DT4000M-R, nalezy wiozy¢ ja
bezposrednio do portu USB w notebooku lub komputerze stacjonarnym, tak jak pokazano na
llustracji 1.3. Nalezy unikaC podtgczania pamieci do urzadzen peryferyjnych z portem USB,
takich jak klawiatura czy koncentrator USB, tak jak pokazano na llustracji 1.4.

llustracja 1.3. Zalecany sposob uzycia llustracja 1.4. Niezalecany sposéb uzycia
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Instalacja (Srodowisko Windows)

1. Wt6z pamie¢ DT4000M-R do dostepnego portu
USB w notebooku lub komputerze stacjonarnym i
poczekaj, az system Windows jg wykryje.

* Uzytkownicy systemow Windows Vista/7/8
zobaczg powiadomienie dotyczgce sterownika
urzgdzenia, tak jak pokazano na llustracji 2.1.

Po zakonczeniu wykrywania nowego sprzetu system
Windows wyswietli monit o rozpoczecie procesu
inicjowania.

* Uzytkownicy systemow Windows Vista/7/8
zobaczg okno autoodtwarzania, podobne do
pokazanego na llustracji 2.2.

2. Wybierz opcje Uruchom DT4000M-R.exe.

Jezeli system Windows nie wyswietli okna
autoodtwarzania, mozesz przejs¢ na partycje dysku
CD-ROM  (llustracja 2.3) i recznie uruchomic
program DT4000M-R. Spowoduje to rozpoczecie
procesu inicjowania.

Installing device driver software
Click here for status.

N\

llustracja 2.1. Instalacja sterownika
urzadzenia

r' AutoPlay @J = | ﬂh‘

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

€ 4

llustracja 2.2. Okno autoodtwarzania

|

llustracja 2.3. Zawartos¢ pamieci DT4000M-R

( === )
- (Uwaga: Opcje menu w oknie
& -[® oo - [ 43 ]| search autoodtwarzania mogg sig rozni¢ w
B R T ) zalezno$ci od tego, jakie programy sg
A w danej chwili zainstalowane na
e ‘ ‘ komputerze. Funkcja
B Desktop | ‘ i autouruchamiania automatycznie
&8 Downloads 3 DTA000M-R ¥ rozpocznie proces inicjowania).
| Recent Places -app
4 Libraries ' '.;‘.
< Documents ki DT4000M-R
@' Music
b=/ Pictures
¥ videos ¥
4 items
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Inicjowanie urzadzenia (Srodowisko Windows)

Pamie¢ DT4000M-R mozna zainicjowa¢ na dwa sposoby: jako pamie¢ autonomiczng i jako
pamie¢ zarzadzang. Po wiozeniu do portu USB hosta pamie¢ DT4000M-R bedzie szukaé
klucza rejestru safestick, w ktorym znajduje sie lokalizacja serwera programu SafeConsole:

(*Uwaga: mozna takze uzyc Instalatora Windows ze strony wdrazania programu SafeConsole).

HKey Current_User\Software\BlockMaster\DT4000M-R

Jesli ten klucz rejestru NIE istnieje, pamie¢ DT4000M-R pominie opcje zarzadzania i bedzie
mozna jg zainicjowac jako pamie¢ autonomiczng. Jesli ten klucz rejestru ISTNIEJE, zostanie
wyswietlone okno monitu, w ktérym bedzie mozna wybra¢, czy pamie¢ DT4000M-R ma dziata¢
jako pamie¢ zarzadzana. llustracja 3.1

1. Okresl, czy pamie¢ DT4000M-R ma dziata¢ jako pamie¢ zarzgdzana.

§ DT4000M-R found SafeConsole | =)

'O‘ Is this DT4000M-R the property of Kingston MIS?

' Yes l I No I

llustracja 3.1. Znaleziono program SafeConsole

Klikniecie przycisku Yes (Tak) spowoduje zarejestrowanie pamieci DT4000M-R w
programie SafeConsole, przez co bedzie ona dziedziczy¢ zasady obowigzujgce na
konsoli zarzadzania, w tym kryteria dotyczgce haset, ustawienia inspekcji urzgdzen oraz
ustawienia innych funkcji zarzgdzanych. W celu potwierdzenia prawa wtasnosci do tej

pamieci przed zainicjowaniem jej

poswiadczen uzytkownika hosta lokalnego/domeny. llustracja 3.2

Windows Security [T

Confirm ownership
Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

‘ User name ‘
Il s
| ‘ Password ‘

[ oK | ‘ Cancel

llustracja 3.2. Potwierdzanie prawa wifasnosci

zostanie wyswietlony monit o wprowadzenie
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Pamie¢ DT4000M-R pozostanie w stanie zarzgdzania, dopoki nie zostanie zresetowana.
Ciagg dalszy na nastepnej stronie.

Inicjowanie urzadzenia (Srodowisko Windows), cigg dalszy:

Klikniecie przycisku No (Nie) spowoduje, ze pamie¢ DT4000M-R nie zostanie
zarejestrowana w programie SafeConsole i zostanie zainicjowana jako urzgdzenie
autonomiczne. Ten komunikat bedzie wyswietlany po kazdym podtaczeniu pamieci,
dopoki uzytkownik nie wybierze opcji zarejestrowania jej w programie SafeConsole.

2. Wybierz hasto. Pamieci niezarzgdzane i autonomiczne wymagajg hasta spetniajgcego
nastepujgce kryteria (llustracja 3.3):

Co najmniej osiem (8) znakéw, w tym 1 wielka litera, 1 mata litera i 1 cyfra

. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (@)

select password

I have read and understood the warranty

Confirm

llustracja 3.3. Potwierdzanie hasfa

Pamieci zarzgdzane wymagajg haset spetniajgcych kryteria okreslone w zasadach
serwera zarzgdzania programu SafeConsole.

3. Po wybraniu hasta spetniajgcego okreslone kryteria nalezy wprowadzi¢ go po raz drugi
w polu tekstowym Confirm Password (Potwierdz hasto), aby zagwarantowaé jego

poprawnosc.
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4. Kiiknij pole wyboru, aby zaakceptowac¢ o$swiadczenie gwarancyjne.

5. KiIiknij pozycje [Confirm] (Potwierdz), aby ukonczy¢ inicjowanie.

Uzytkowanie urzadzenia (Srodowisko Windows)

Po kazdym wtozeniu pamieci DT4000M-R do komputera bedzie wyswietlany monit o
wprowadzenie hasta utworzonego w trakcie procesu inicjowania (llustracja 4.1). Jezeli podczas
logowania zostanie wprowadzone nieprawidtowe hasto (llustracja 4.2), bedzie mozna ponownie
sprobowa¢ wprowadzi¢ poprawne hasto. Nalezy jednak pamieta¢, ze wbudowana funkcja
zabezpieczen zlicza nieprawidtowe préby logowania, a jesli ich liczba przekroczy 10 (wstepnie
skonfigurowana liczba nieudanych préb logowania), pamie¢ DT4000M-R zostanie zablokowana
i trzeba bedzie jg zresetowac. llustracja 4.3 na nastepnej stronie

(Uwaga: licznik nieudanych logowan, ktory stuzy do blokowania pamieci po 10 nieudanych
probach logowania, jest resetowany po kazdym pomys$inym logowaniu).

tions Help

. Enter password

llustracja 4.1. Wprowadzanie hasfa
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Actions  Help

] nter password

llustracja 4.2. Nieudana proba logowania

Inicjowanie urzadzenia (Srodowisko Windows), cigg dalszy:

Actions  Help

llustracja 4.3. Osiagnieto maksymalna liczbe nieudanych préb logowania
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Instalacja (Srodowisko Mac)

Wt6Zz pamie¢ DT4000M-R do dostepnego portu USB w notebooku lub komputerze
stacjonarnym i poczekaj, az system operacyjny komputera Mac jg wykryje. Jesli wolumin
DT4000M-R (llustracja 5.1) nie jest widoczny na biurku, otworz program Finder Lo zlokalizuj
wolumin DT4000M-R (llustracja 5.2) po lewej stronie okna programu Finder (wymieniony w
obszarze URZADZENIA). Wyro6znij wolumin i kliknij dwukrotnie ikone aplikacji DT4000M-R w
oknie programu Finder (llustracja 5.2). Spowoduje to rozpoczecie procesu inicjowania.

DIA000M=R;

llustracja 5.1. Pamie¢ DT4000M-R

FAVORITES =
= All My Files ! '
“ AirDrop
P autorun.inf DT4000M-R
#\ Applications
[.=] Desktop -
[%] Documents
) Downloads DT4000M-R.exe win

DEVICES

M Red

llustracja 5.2. Zawarto$é
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Inicjowanie urzadzenia (Srodowisko Mac)

Pamie¢ DT4000M-R mozna zainicjowa¢ na dwa sposoby: jako pamie¢ autonomiczng i jako
pamiec zarzgdzang. Przy uruchamianiu aplikacji DT4000M-R w woluminie DT4000M-R
pamie¢ DT4000M-R bedzie szukac serwera programu SafeConsole. Jesli komputer Mac zostat
skonfigurowany do obstugi programu SafeConsole, bedzie monitowat o uzywanie pamieci
DT4000M-R jako pamieci zarzgdzane,;.

Konfiguracja programu SafeConsole na komputerze Mac:

Aby mozna byto zainicjowac pamie¢ DT4000M-R na klienckim komputerze Mac, aplikacja musi
znac lokalizacje serwera programu SafeConsole. W tym celu przed wiozeniem urzadzenia
wykonaj nastepujgce kroki:

1. Kliknij menu Przejdz w lewym gornym rogu biurka systemu OS X.

2. Z menu rozwijanego wybierz polecenie Narzedzia.

3. Uruchom aplikacje Terminal.

4. Uzywajac konta administratora, wpisz w oknie terminala polecenie defaults write
/Library/Preferences/com.blockmaster.device console https://<Adres IP serwera
programu SafeConsole>/safestick i nacisnij klawisz [ENTER]. (UWAGA: to polecenie nie
wymaga podwyzszonego poziomu uprawnien).

5. Zamknij okno aplikacji Terminal.

6. Wt6z pamie¢ DT4000M-R do dostepnego portu USB w notebooku lub komputerze
stacjonarnym.

a. Otwoérz przegladarke Safari i przejdz pod adres logowania do programu SafeConsole
okreslony w kroku 4.

b. Gdy zostanie wyswietlone ostrzezenie dotyczgce certyfikatu, kliknij pozycje Pokaz certyfikat.
c. Kliknij strzatke z lewej strony menu Zaufanie, aby wyswietli¢ opcje zaufania.

d. Zmien wartos¢ ustawienia Gdy jest uzywany ten certyfikat na Zawsze ufaj.

e. Kliknij przycisk Kontynuuj.

f. Wprowadz poswiadczenia, aby nawigzac potgczenie z programem SafeConsole.
(Uwaga: mozna takze uzyc Instalatora Mac ze strony wdrazania programu SafeConsole).

Jesli komputer Mac nie zostat skonfigurowany do nawigzywania potgczenia z serwerem
programu SafeConsole, pamie¢ DT4000M-R pominie opcje zarzgdzania i bedzie mozna jg
zainicjowac jako pamie¢ autonomiczng. Jesli komputer Mac zostat skonfigurowany do
wykonywania tej czynnosci, zostanie wyswietlone okno monitu, w ktérym bedzie mozna
wybraé, czy pamie¢ DT4000M-R ma dziata¢ jako pamiec zarzadzana.

1. Okresl, czy pamie¢ DT4000M-R ma dziata¢ jako pamie¢ zarzgdzana.
Klikniecie przycisku Yes (Tak) spowoduje zarejestrowanie pamieci DT4000M-R w
programie SafeConsole, przez co bedzie ona dziedziczy¢ zasady obowigzujgce na
konsoli zarzgdzania, w tym kryteria dotyczgce haset, ustawienia inspekcji urzgdzen oraz
ustawienia innych funkcji zarzgdzanych. (llustracja 6.1) Ciag dalszy na nastepnej stronie.
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o Is this DT4000M-R the property of Kingston
2 MIS?

No Yes

llustracja 6.1. Znaleziono program SafeConsole
Inicjowanie urzadzenia (Srodowisko Mac), ciag dalszy:

Gdy zostanie wyswietlony monit o potwierdzenie, ze jestes uzytkownikiem, ktéry moze uzywac
tego urzagdzenia, kliknij przycisk Yes (Tak), aby potwierdzi¢ prawo wtasnosci do urzgdzenia.
llustracja 6.2

o~ Are you trgad.lab0/Non-domain users/trglab
W and responsible for this DT4000M-R ?

Your choice will be registered on the server.

No Yes

llustracja 6.2. Potwierdzanie uzytkownika (ciag dalszy na nastepnej stronie)
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Inicjowanie urzagdzenia (Srodowisko Mac), ciagg dalszy:

1. Wybierz hasto. Pamigci niezarzgdzane wymagajg hasta spetniajgcego nastepujgce
kryteria:

Co najmniej osiem (8) znakéw, w tym 1 wielka litera, 1 mata litera i 1 cyfra*

Pamieci zarzgdzane wymagajg haset spetniajgcych kryteria okreslone w zasadach
serwera zarzgdzania programu SafeConsole.

2. Po wybraniu hasta spetniajgcego okreslone kryteria nalezy wprowadzi¢ go po raz drugi
w polu tekstowym Confirm Password (Potwierdz hasto), aby potwierdzi¢ jego
poprawnos¢. llustracja 6.3

3. Kliknij pole wyboru, aby zaakceptowac oswiadczenie gwarancyjne.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

 at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select password
essssnnen 4

)

s

Confirm passwo

escnsnnen

[« ! have read and understood the warranty

llustracja 6.3. Potwierdzanie hasfa

4. Kliknij pozycje [Confirm] (Potwierdz), aby ukonczy¢ inicjowanie.
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Uzytkowanie urzgdzenia (Srodowisko Mac)

Po kazdym wiozeniu pamieci
DT4000M-R do komputera bedzie
uruchamiana aplikacja Kingston
DT4000M-R. Spowoduje to
zainicjowanie  procedury logowania
stuzgce;j do uwierzytelniania
uzytkownika oraz ochrony bezpiecznej
partycji  danych. Gdy zostanie
wyswietlone okno logowania (llustracja
7.1), wprowadz hasto i nacisnij klawisz
[ENTER] albo kliknij strzatke, aby
kontynuowac.

Jezeli podczas logowania zostanie
wprowadzone nieprawidiowe hasto
(Mustracja  7.2), bedzie  mozna
ponownie  sprobowa¢  wprowadzi¢
poprawne hasto. Nalezy jednak
pamieta¢, ze wbudowana funkcja
zabezpieczen zlicza nieprawidtowe
préby logowania, a jesli ich liczba
przekroczy 10 (wstepnie
skonfigurowana liczba nieudanych prob
logowania), pamiec DT4000M-R
zostanie zablokowana i trzeba bedzie
ja zresetowac.

# DT4000M-R®

. Enter password

ry

llustracja 7.1. Wprowadzanie hasfa

# DT4000M-R®

. Enter password

llustracja 7.2. Nieudana préba logowania

(Uwaga: licznik nieudanych logowan, ktory stuzy do blokowania pamieci po 10 nieudanych
probach logowania, jest resetowany po kazdym pomysinym logowaniu). Ciag dalszy na nastepnej

stronie.
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Uzytkowanie urzgdzenia (Srodowisko Mac), cigg dalszy:

Po wprowadzeniu poprawnego hasta bedzie mozna uzyska¢ dostep do bezpiecznej partycji
danych oraz menu pamieci DT4000M-R (w lewym goérnym rogu). Wys$wietlane opcje menu
beda zalezne od zasad skonfigurowanych w programie SafeConsole. DomysInie uzytkownicy
bedg mogli zmienia¢ swoje hasta, blokowaé¢ urzgdzenie oraz zmienia¢ ustawienia czasomierza
blokady. llustracja 7.3

# DT4000M-R®

. Enter password

llustracja 7.3. Osiggnieto maksymalna liczbe nieudanych préb logowania
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O HacTosiwem PykoBoacTBe nonb3oBaTtens

[aHHbIN [OKYMEHT ABNSeTCHA KpaTKUM PYKOBOACTBOM Mo 3awumuweHHomy USB-yctponcrtsy
DataTraveler- 4000 — Managed-Ready Kingston (0anee — DT4000M-R) co ctaHOapTHbIMU
CMUCTEMHbIMW 3Ha4YeHusAMU 1 6e3 MoaepHU3aLUnu.

CucremMHble TpeboBaHuA

Mnardopma MK NMoppepxxuBaemblie onepauuoHHbIe
cuctemsbl MK
* [lpoueccop Pentium [l nnm
aHanorvyHbln (Mnu 6onee GbICTPLIN) * Windows 8, 8.1 (RT He
e 15MB cBOGOAHOrO npocTpaHcTBa Ha nogaepxusaeTcs)
ancke *  Windows 7 (SP1)
« USB2.0 «  Windows Vista® (SP2)
» [lBe poctynHble nocriegywowmne GykBbl
0603HayeHus NnpvBOAOB nocne

nocnegHero (bI/ISI/I‘-IeCKOFO npmBoaa

MNnardopma Mac Nopaepxka onepauUOHHbIX CUCTEM
* 15MB cBO6OOHOrO NPOCTPaHCTBA Ha e MacOS X 10.6.x - 10.9x
ancke
e USB2.0

(MpumeyaHue. B knueHmax Mac 0nsi HacmpoUku ceolicme KOHcou mpebyromcs rpaea
admuHucmpamopa.)

= e

Puc. 1.1 - NMopmbi USB 2.0, mun A

Puc. 1.2 - DT40000M-R
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PekomeHpauun

UTo6bl obecneuntb Hanmuune [octaTtodHoro nutaHusa gns yctponctea DT4000M-R, ero
cnenyeT Hanpsimyto BcTaBuTb B nopT USB 2.0 HoyTOyka mnn HacTONbHOro KOMMbIOTEpPaA, Kak
n3obpaxxeHo Ha Puc. 1.3. He cneayeT nogkniodatb YCTPONCTBO K KakKMM-nnbo nepudepuinHbiM
YyCTpOMCTBaM, OCHalleHHbIM nopToM USB, Takum kak knasBmaTypa WM KOHLUEHTpaTop C
nutaHnem vyepes3 USB, kak nsobpaxeHo Ha Puc. 1.4.

Puc. 1.3 — PekomeHdyembili cnocob Puc. 1.4 — He pekomeHdyemcsi
nooknrYeHus1
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HacTtpouka (cpega Windows)

1. BcraButb yctponcteo DT4000M-R B goctynHbIn
nopt USB Ha Hoytbyke wunu HaCTONbHOM
KoMmnbloTepe wn pgoxpatbcs, korga Windows
oBGHapyXuT ero.

* B cnyyae OC Windows Vista/7/8 nosasutcs
coobuieHne gpamBepa  YCTPOWCTBA, Kak
n3obpaxeHo Ha Puc. 2.1.

Korga obHapyxeHue HoBoro obopyaoBaHus Gyger
BbinonHeHo, Windows npeanoXut HavaTb npouecc
NHULUManm3auun.

* Y nonb3oBatenen  Windows  Vista/7/8
nosisutca okHo AutoPlay, Hanogobue TOrO,
KoTopoe n3obpaxeHo Ha Puc. 2.2.

2. Bblbepute onumto [1Run DT4000M-R.exe’.

Ecnn Windows He oTobGpakaeT OKHO aBTO3anycka,
MOXHO OTKpbITb anck CD-ROM  (Puc. 2.3) u
3anyctutb BpyyHyto nporpammy DT4000M-R. [lpu
3TOM TakXe 3arnycTuTcs Npouecc nHMumManmnsaunn.

& Downloads =

= Recent Places

4 Libraries
“<| Documents
@' Music
b=/ Pictures
B Videos .
4 items

' = Tole )
€1ON BT + [ || Search
Organize v Burn to disc &~ [l ®
¢ Favorites 2 | |
Bl Desktop " ‘I

DT4000M-R win

app

X!

autorun

DT4000M-R

Puc. 2.3 — Codepxxumoe DT4000M-R

Installing device driver software
Click here for status.

N\

Puc. 2.1 - YcmaHoeka Opalieepa
ycmpolicmea

r' AutoPlay [ m o | ﬂh‘

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

Puc. 2.2 — OKHO aemo3anycka

(MpumeyaHue: Onyuu MeEHO 8 OKHe
AutoPlay cumnbHO 3agucsam om moeo,
Kakue KOHKpem=Ho npoepamma|
ycmaHoerneHbl  Ha  KOMIbomepe.
@yHkyusa AutoRun asmomamuyecku
3amycmum npoyecc uHuyuanu3ayuu.)
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MHuumanusauyua yctponcrtea (cpeaa Windows)

DT4000M-R moxeT OblTb WHALMANM3MPOBaH OAHMM M3 OBYX CNocoboB: He3aBUCUMBIM WU
ynpaensembiM. [lpu BcTaBke Hakonutensa B nopt USB xoct-yctponctea DT4000M-R wvwet
Kntouy peecTtpa "safestick", KOTOpbIN yKka3blBaeT pacrnonoxeHue cepsepa SafeConsole:
(*lNpumeyaHue. Takxe MOXHO ucrionib3ogame ycmaHoswuk Windows co cmpaHuybl
pasmeuweHusi SafeConsole.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Ecnu kntod peectpa HE cywectsyet, DT4000M-R nponyctnt onumio ynpasrneHns U no3BosnuT
MHUUMAnNM3npoBaTb YCTPOWMCTBO KaK He3aBMCUMbIM HakonuTenb.  Ecnu knio4 peectpa
CyLLleCcTBYyeT, OTKPOEeTCA [uarioroBoe OKHO, [O03BONAIOWEE BKMOYUTL UMW OTKIOYUTL
ynpasrieHne Hakonutenem DT4000M-R. Puc. 3.1

§ DT4000M-R found SafeConsole | =)

'O‘ Is this DT4000M-R the property of Kingston MIS?

' Yes l I No I

Puc. 3.1 — O6HapyxeHa SafeConsole

1. BbibepuTe BKNtoveHne nnm otknodeHne ynpasneHns DT4000M-R.

Mpn Haxatum "Oa" DT4000M-R peructpupyetca B SafeConsole u nepeHumaeTt
NONMUTUKW, YCTAHOBIMEHHbIE B KOHCONMW YynpaBneHwd, B TOM u4ucne TpeboBaHusa K
naponsiM, KOHTPOINb YCTPOWUCTB WU Apyrve pyHKuMn ynpasnenusa. [Ona noareBepxaeHuns
NPUHAANEXHOCTM 3TOr0 YCTPOMCTBa nepeqd WHUumnanusaumen Heobxoanmmo BBECTU
perncTpaunoHHble AaHHble JTOKanbHOro Nosfib3oBaTtens xocra/gomeHa. Puc. 3.2

Windows Security [T

Confirm ownership
Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

\
User name ‘
Il s
| ‘ Password ‘

[ oK | ‘ Cancel

Puc. 3.2 - [ToOmeepxdeHue npuHadnexHocmu
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DT4000M-R ocTtaeTcs B ynpaBnsieMoM COCTOSIHUM 0 cOpoca yCTPOUCTBA. lMepelidume Ha
cnedyrowyro cmpaHuuyy.

UHunumanunsauuma yctponcrtea (cpeaa Windows), npoaosxeHue:

Mpn Haxatum "Het" DT4000M-R He Oyget 3apeructpupoBaH B SafeConsole u
NHMLUManM3npyeTcs kak He3aBMCUMbIA Hakonutenb. [laHHOe guanoroBoe OKHO GyaeT
oTobpaxaTbCsa NpU KaXaoM NOAKMYEHNM YCTPOMUCTBA, NOKa Nonb3oBaTtesib He BbibepeT
peructpauuto B SafeConsole.

2. BbiGepuTe naponb. HeynpaBnsemble 1 HE3aBMCUMbIE HakoNUTENM TPebyoT napons co
cnegylowmmm kputepuamm (Puc. 3.3):

OnuHon He meHee BocbMu (8) cumBONOB, cooepXuUT He MeHee 1 cCMMBONa B BepxHeM
perucTpe, He MeHee 1 CMMBOJIa B HUXHEM peructpe u He meHee 1 Ludpbl

. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

at least one upper case letter (A)
at least one lower case letter (a)

I have read and understood the warranty

Confirm

Puc. 3.3 — [lodmeepxdeHue naposns

YnpaBnsemble HakonuTenu TpebylT naponen, YOOBNETBOPSALWMUX KPUTEPUSM,
yCTaHOBIMEHHbIM NONUTUKON cepBepa ynpasnenna SafeConsole.

3. lNocne BbiGopa naponsa (y4OBMNETBOPANOLLEro YyKasaHHbIM KpUtepusm) Heobxoammo
BBECTM €ro NoBTOPHO B TekcToBoe none "MlodmeepxxdeHue napons", 4tobbl yoeanteca
B NPaBUITbHOCTM BBOAA.
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4. TlocTtaBbTe naxokK, 4Tobbl NPUHATL YCIOBUSA rapaHTUIHbIX 0653aTENbLCTB.

5. Haxmute [[ToOmeepdums] ANs 3aBepLUEHNS MHMLMANN3aLUnn.

dxkcnnyTtauua yctpouctsa (cpeaa Windows)

Mpu kaxxgom noakntoveHnn DT4000M-R 3anpalimBaeTcs BBOA Naposs, CO34aHoro B npouecce
nHuynanuaauum (Puc. 4.1). Ecnu B npouecce BxoAa BBeAEH HENPaBuUIbHbI naponb (Puc. 4.2),
npeaocTaBnsaeTcs elle ogHa BO3MOXHOCTb BBOAA NPaBUbHOIO Napons; crieqyeTt y4ecTb, YTo
BCTPOEHHAst YHKLUMSA 3aLLNTbl OTCMEXNBAET KONMYECTBO HEYyAaYHbIX MOMNbITOK BXOAA, U €CNu
3TO KONMMYECTBO JOCTUIHET NPeayCTaHOBEHHOro 3HavyeHus1, pasHoro 10 (MakcumanbHoe
KONMYecTBO Heyaa4vHbIX nomnbiTok), DT4000M-R 3abnokupyeT nonb3oBaTens u notpebyet
cbpoca ycTponcTBa. Puc. 4.3 Ha cnedyrowseli cmpaHuye

(MpumeyaHue. B crniydae ycrnewHozao exoda 0o 10 Heyda4HbIX MOrbIMOK CYEMYUK MOMbIMOK
exoda cbpacbigaemcsi.)

Puc. 4.1 — Beod napoiisi
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Actions  Help

Puc. 4.2 - Owubka exo0da

MHuumanusauma yctponucrtea (cpeaa Windows), npogosnxeHue:

Actions  Help

Puc. 4.3 - JocmuzHym MaxNoA

HokymeHT Ne 480DT4000M-R.A01 Managed-Ready Solution

Ctp.8u3 14



¥ Kingston —

HacTtpowuka (cpega Mac)

BcrasbTe yctponcteo DT4000M-R B goctynHbin nopt USB Ha HOyTOyKe nnmn HacToNbHOM
koMmnbloTepe Mac n goxantechb, Korga onepawumoHHasi cuctema obHapyxuT ero. Ecnv Tom
"DT4000M-R" (Puc. 5.1) He oToGpaxkaeTcs Ha pabovem cTone, OTKponTe I'Iposo,u,HMK‘”' n
Hangute Tom "DT4000M-R" (Puc. 5.2) B neBon Yactu okHa lNpoBoaHuKa (B crivcke
YCTPOUCTBA.) Bbioenute ToM U ABaXAbl HAXMUTE Ha 3Ha4oK npunoxeHus "DT4000M-R"
okHa "lNpoBogHuK" (Puc. 5.2). 3anycTuTcs npouecc nHuyuanusauuu.

DIA000MER;

Puc. 5.1 — DT4000M-R

A
[11F
=]

(1

DT4000M-R
FAVORITES
=l All My Files - '

“ AirDrop

R autorun.inf DT4000M-R
#\ Applications

[.2] Desktop N

[%] Documents

© Downloads DT4000M-R.exe win

DEVICES

Puc. 5.2 - Codepxxumoe
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MHuuymanusauyua yctponcrtaa (cpeaa Mac), npoaomkeHume:

DT4000M-R moxeT ObITb MHALMANN3NPOBaH O4HMM U3 ABYX CNOCOBO0B: HE3aBUCUMbIM U
ynpasnsembiM. [Mpu 3anycke npunoxeHna DT4000M-R toma DT4000M-R ycTponcTBo
DT4000M-R HaunHaeT uckatb cepBep SafeConsole. Ecnu Mac HacTpoeH ana SafeConsole, oH
BblAacT 3anpoc Ha ynpasneHne DT4000M-R.

HacTtpounka Mac SafeConsole:

Ona ninunanmsauymm DT4000M-R Ha knueHTe Mac npunoXxeHne AoOMmMKHO 3HaTb, rae
HaxoguTcs cepBep SafeConsole. [Ina aToro nepen BCTaBKOM YCTpoMcTBa HE06X0aMMO
BbINOSTHUTb CrieayoLme warmu:

1. Haxxmute Ha meHto "lNepenTtn" B BepxHeM nesom yrny paboyero ctona OS X.

2. Boibepute B packpbiBatoLiemcs MeHto "CnyxebHble nporpammbl”.

3. 3anyctute npunoxexHue "TepmuHan".

4. Vicnonb3ysa y4eTHY0 3annck agMuHucTpaTtopa eeeaute " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " B okHe TepmuHana un Haxmute [BBOM)]. (MpumedanHune. OTa
KOomMaHga He TpebyeT NoBbILEHHbIX MPaB.)

5. 3akponTe OKHO TepMuHana.

6. BctaBbte DT4000M-R B cBO60AHBIM NopT USB HOyTOYKa MM HaCTONbHOro KOMMNbOTEpPA.
a. OtkpounTte Safari u nepengute K agpecy sxoga SafeConsole, ykazaHHOMy Ha aTane 4.

6. MNpn oTbpaxeHnn npeaynpexeHnsa o ceptudmkaTe Haxxmute “lNokasaTb cepTudmkaT’.

B. Haxxmute cTpenky cneea ot MeHto “[loBepeHHble” Ans oTobpakeHns onumi 4OBEPEHHOCTMU.
r. 'ameHuTe 3HavyeHne lpu ncnonb3oBaHumn aToro ceptudukarta’ Ha “Becerga nosepstb”

4. Haxmute kHonky "[Janee".

e. Beegute pernctpaunoHHsle gaHHble Ana nogknoveHns k SafeConsole

(MpumeyvaHune. Takke MOXHO UCMONb30BaTh YCTaHOBLUK Mac co cTpaHuubl pasMmeLLeHns
SafeConsole.)

Ecnun Mac He HacTpoeH Ha nogkntoyeHue k cepepy SafeConsole, DT4000M-R nponycTtut
ONuMIO ynNpasrieHUst U MO3BONUT NHULMaNN3NpoBaTb YCTPOMCTBO Kak HE3aBUCUMBbIN
HakonuTesnb. Ecnu Mac umeeTt HacTpoKKy, OTKPOETCA AnanoroBoe OKHO, NO3BosisoLLee
BKIMIOYUTb UMK OTKIOYUTL ynpasneHne Hakonutenem DT4000M-R.

1. BbibepuTe BKMoYeHue unu otkntodeHme ynpasneHuna DT4000M-R.
Mpn HaxaTum "Oa" DT4000M-R peructpupyetca B SafeConsole 1 nepeHnmaet
NONMMTUKN, YCTAHOBSEHHbIE B KOHCONW yNpaBneHns, B TOM Yncre TpeboBaHus K
naposisiM, KOHTPOSb YCTPONCTB U Apyrue oyHKuumn ynpasneHus. (Puc. 6.1) NepeinauTe Ha
crneayoLLyo CTPaHuULLy.
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o~ Is this DT4000M-R the property of Kingston
= MIS?

No Yes

Puc. 6.1 — O6HapyxeHa SafeConsole
MHuumanusauua yctponcrtea (cpeaa Mac), npogonxeHue:

Haxmute "[da" ana noaTBepXOoeHUs MNpPUHAANEeXHOCTM 3TOro ycrtpoucTBa, OyaeT BblgaH
3anpoc, sBnseTech N Bbl NOfnb3oBaTenemM, OTBETCTBEHHbIM 3a 3TO YCTPOUCTBO. Puc. 6.2

P Are you trgad.lab0/Non-domain users/trglab
D | and responsible for this DT4000M-R ?
= Your choice will be registered on the server.

No Yes

Puc. 6.2 — [lodmeepxdeHue nonb3oeamerisi (MpodosnkeHue Ha caedyrouweli cmpaHuue)
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UHunumnanunsauyumna yctponcrtea (cpeaa Mac), npogosrxeHue:

1. Bbibepute naponb. Hakonutenu 6e3 ynpasnenunsa TpebytoT naponb CO CrieayoLwmmm
KpUTEPUAMMU:

OnuHon He MeHee BOCbMM (8) CMMBOMOB, cCOAEPXKUT HEe MeHee 1 CMMBOa B BEpXHEM perucrTpe, He
MeHee 1 cumBoOna B HUXXHeM peructpe u He meHee 1 undpbr*

Ynpasnsiemble HakonuTenu TpebyoT naponen, YAOBNETBOPSOLWLMX KPUTEPUSAM,
yCTaHOBIMEHHbLIM NONUTUKON cepBepa ynpasnenuna SafeConsole.

2. Tocne BbiGopa napons (yaoBNeTBOPSAIOLLErO yKazaHHbIM KpUTepusam) Heobxoammo
BBECTM €ro NOBTOPHO B TeKCToBOE none "ModmeepxdeHue naposns", 4Tobbl ydoeanTbes
B coBnageHun naponen. Puc. 6.3

3. lNocTtaBbTe naxok, YTOObl NPUHATL YCIIOBUSA rapaHTUIHbIX 06a3aTeNbLCTB.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

 at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select rd

essssnnen v

escnsnnen

[« ! have read and understood the warranty

Puc. 6.3 — [lodmeepxdeHue naposns

4. HaxwmuTte [[ToOmeepdumsb] 0ns 3aBEPLUEHUS MHULMANN3ALNN.
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AKkcnnyTtauusa yctpouctsa (cpeaa Mac)

R DT4000M-R®

Mpn kaxpon BctaBke DT4000M-R B

cuctemy Mac  TpebyeTca 3anyck ff enter passwora
npunoxeHns Kingston DT4000M-R.
OHa  vHMUManuavpyeT  npoLeaypy [ e
BX0Aa, aBTOPU3NPYIOLLYIO v
nonb3oBaTtensa un obecneynBaroLLyto
3awmTy 3alUMLLEeHHOro pasgena
[AaHHbIX. Mpn oTobpaxeHnn oOkHa
Bxoga (Puc. 7.1) BBeauTe naponb W
HaxmuTe [BBO[], vnn HaxmuTe Ha
CTpenKy Ans NpoaoIPKEHNS.

Puc. 7.1 — Beod napouisi

Ecnu 6 mpoyecce  6xooa  68eden R DT4000M-R®
HenpasunoHelli  napors  (Puc.  7.2),
npegocTaenseTcs ewe odHa . Enter password

BO3MOXHOCTb  BBOAA  MpPaBUIIbHOMO
naponsi;  cnegyet  y4ecTb,  u4TO
BCTPOEHHas pyHKUMS 3awmThl
OTCNEXMBAET KONMUYECTBO HeyaayHbIX
MonbITOK  BXoda, W  ecnuM 370

KONM4ecTBO AOCTUrHET
npeaycTaHOBIIEHHOMO 3HaYeHus,

paBHOro 10 (mMakcumanbHoe

KONMMYECTBO  HeydaudHblX  MOMbITOK),

DT4000M-R 3abnokvipyeT Puc. 7.2 - Owu6ka exoda
nonb3oBaTtensa u notpebyer cbpoca

ycTpoucTBa.

(MpumeyaHue. B crniydae ycrnewHozao exoda 0o 10 Heyda4HbIX MOrbIMOK CYEMYUK MOMbIMOK
exo0a cbpacbieaemcsi.) MpodomxeHue Ha cnedyroweli cmpaHuye.
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Akcnnyartauusa yctpoucTtBa (cpepa Mac), npogosrnxeHue:

Mpu BBOAE NpaBUbHOIO Naporis NpefocTaBnsAeTcsa AOCTYN K 3aWULeHHOMY pasaerny AaHHbIX
n meHio DT4000M-R B BepxHem neBoMm yrrny. [JOCTynHbIE OMUMU MEHIO 3aBUCAT OT MOSUTUK,
HacTpoeHHbIx B SafeConsole. Mo ymonuaHuio nonb3oBaTtenn MOryT U3MeHsTb CBOW Napofib,
GnokmpoBaTb YCTPOUCTBO U M3MEHSATb HACTPONKN Tarimepa 6110KMPOBKU. Puc. 7.3

§ DT4000M-R®

. Enter password

Puc. 7.3 - JocmuzHym MaxNoA
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DataTraveler® 4000

Kendinden Yonetimli Cozum

Kullanim Kilavuzu
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Bu Kullanim Kilavuzu Hakkinda

Bu hizli baglatma kilavuzu, varsayilan sistem de gerlerinin kullanildigi, herhangi bir
Ozellestirmeye gerek duyulmayan Kingston DataTraveler- 4000 — Kendinden Yonetimli Guvenli
USB aygiti (bundan sonra kisaca DT4000M-R olarak adlandirilacaktir) igindir.

Sistem Gereklilikleri

PC Platformu PC igletim Sistemi Destegi
¢ Pentium Il iglemci veya muadili (ya da *  Windows 8, 8.1 (RT olmayan)
daha hizli bir iglemci) *  Windows 7 (SP1)
* 15 MB kullanilabilir disk alani «  Windows Vista® (SP2)
e USB20

* En son fiziki suUrGcuden sonra
kullanilabilir iki ardigik strtcu harfi

Mac Platformu isletim Sistemi Destegi
* 15 MB kullanilabilir disk alani e MacOS X 10.6.x - 10.9x
 USB20

(Not: Mac istemcilerinde konsol tercihlerini ayarlamak igin ybnetici ayricaliklari gereklidir.)

= e

Sekil 1.1 — USB 2.0 Baglanti Noktalari, Tip A

Sekil 1.2 — DT40000M-R
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Oneriler

DT4000M-R aygitina yeterince gu¢ saglandigindan emin olmak igin, aygiti Sekil 1.3'te
gOsterildigi gibi dogrudan dizustl veya masaustlu bilgisayarinizdaki bir USB 2.0 baglanti
noktasina takin. Aygiti, Sekil 1.4'te gosterildigi gibi bir klavye veya USB beslemeli bir veri
aktarim merkezi gibi USB baglanti noktasina sahip herhangi bir ¢cevresel aygita baglamaktan
kaginin.

Sekil 1.3 — Onerilen Kullanim Sekil 1.4 — Onerilmez
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Kurulum (Windows Ortami)

1. DT4000M-R aygitini dizGstt veya masaustu
bilgisayarinizdaki kullanilabilir bir USB baglanti
noktasina takin ve  Windows'un aygiti
algilamasini bekleyin.

* Windows Vista/7/8 kullanicilari Sekil 2.1'de
gOsterildigi gibi bir aygit surtcusu bildirimi
alacaktir.

Yeni donanim algilama
Windows, baslatma
isteyecektir.

islemi tamamlandiginda
islemini baglatmanizi

* Windows Vista/7/8 kullanicilari, Sekil 2.2'de
gOsterilen pencereye benzer bir AutoPlay
(Otomatik Yurutme) penceresi gorecektir.

2. [IRun DT4000M-R.exe’ (DT4000M-R.exe
dosyasini galistir) segenegini belirleyin.

Windows AutoPlay (Otomatik Yurutme) ozelligini
calistirmazsa, CD-ROM bolumune goz atabilir (Sekil
2.3) ve DT4000M-R programini manuel olarak
yurutebilirsiniz.  Bu sekilde de baglatma iglemi
baslatilacaktir.

‘[ Installing device driver software
~=” C(lick here for status.

N\

Sekil 2.1 — Aygit Siiriiciisii Kurulumu

r
¥ AutoPlay

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options
Open folder to view files

View more AutoPlay options in Control Panel

Sekil 2.2 — AutoPlay (Otomatik
Yiiriitme) Penceresi

(Not: AutoPlay (Otomatik Yiirtitme)
penceresindeki menii segenekleri,
bilgisayarinizda kurulu olan
programlara bagll olarak degisiklik
gosterebilir. AutoRun  (Otomatik
Calistirma), baglatma iglemini
otomatik olarak baslatacaktir.)
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Sekil 2.3 — DT4000M-R lgerigi

Aygit Baslatma islemi (Windows Ortami)

DT4000M-R aygiti, bagimsiz veya yonetimli olmak uzere iki sekilde baglatilabilir. Sdrucu, ana
bilgisayardaki bir USB baglanti noktasina takildiginda, DT4000M-R SafeConsole sunucusunun
konumunu saglayan 'safestick' kayit anahtari arayacaktir:

(*Not: SafeConsole'un dagitim sayfasindan Windows installer'' (Windows ylikleyici) da
kullanabilirsiniz.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Kayit anahtari mevcut DEGILSE, DT4000M-R aygiti yénetim secenegini atlayacak ve aygiti
bagimsiz bir surucu olarak baslatmaniza olanak saglayacaktir. Kayit anahtart MEVCUTSA,
kullanicinin DT4000M-R suracusunidn yonetilip yonetilmeyecegine karar vermesine olanak
saglayan bir bilgi istemi mesaj kutusu olacaktir. Sekil 3.1

§ DT4000M-R found SafeConsole =

'0‘ Is this DT4000M-R the property of Kingston MIS?

I Yes I I No ]

Sekil 3.1 — Bulunan SafeConsole

1. DT4000M-R aygitinin yonetilip yonetilmeyecegine karar verin.
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'Yes' (Evet) o6gesine tiklanirsa DT4000M-R SafeConsole ile kaydedilecek ve parola
kriterleri, aygit denetimi ve diger yoOnetimli Ozellikler dahil olmak Uzere, yoOnetim
konsolunda bulunan ilkeler devralinacaktir. Aygit sahipligini dogrulamak igin, baslatma
islemi oncesinde yerel anabilgisayar/alan kullanicisi kimlik bilgisi dogrulamasi
istenecektir. Sekil 3.2

Windows Security [T

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

\
‘ User name ‘
Il s
| ‘ Password ‘

[ oK | ‘ Cancel

Sekil 3.2 — Aygit Sahipligini Dogrulama
DT4000M-R, sifirlanana dek yonetimli durumda kalacaktir. Bir sonraki sayfaya gegin.
Aygit Baslatma islemi (Windows Ortami), Devam:
'No' (Hayir) 6gesine tiklanirsa, DT4000M-R aygitinin SafeConsole ile kaydedilmesi
engellenecek ve bagimsiz bir sirucu olarak baslatilacaktir. Kullanici SafeConsole ile

kayit islemini segene dek, aygit her takildiginda bu mesaj kutusu gosterilecektir.

2. Bir parola belirleyin. Yonetimli olmayan bagimsiz surtculer asagidaki kriterlere uygun
bir parola gerektirir (Sekil 3.3):

Minimum sekiz (8) karakterden olusan, 1 biiyiik harf, 1 kii¢iik harf ve 1 rakam igeren parola
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. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (@)

Select password

Pwd Hin
I have read and understood the warranty

Confirm

Sekil 3.3 — Parolay1 Dogrulama

Yonetimli surtctler igin, SafeConsole yonetim sunucusunun ilkesinde belirtilen kriterleri
karsilayan parolalar gerekir.

3. Bir parola belirlendiginde (ve belirtilen kriterleri karsilamasi halinde), uygun sekilde giris
yapmak icin bu parolayi ‘Confirm Password' (Parola Dogrulama) metin kutusuna ikinci
kez girmeniz gerekir.

4. Garanti bildirimini kabul etmek i¢in onay kutusuna tiklayin.

5. Baslatma iglemini tamamlamak icin [Confirm] (Dogrula) 6gesine tiklayin.

Aygit Kullanimi (Windows Ortami)

DT4000M-R aygitinin her takilisinda, baslatma iglemi sirasinda olusturulan parolayi girmeniz
istenecektir (Sekil 4.1). Oturum agma islemi sirasinda gegersiz bir parola girilirse (Sekil 4.2),
dogru parolay! girmeniz igin bir firsat daha verilecektir; gegersiz oturum agma girisimi sayisini
izleyen bir yerlesik glvenlik 6zelligi varsa ve bu sayl dnceden yapilandiriimis olan 10 degerine
(maksimum gecgersiz giris sayisi) ulasirsa, DT4000M-R aygitinin kullaniciyi kilitleyecegini ve
aygit sifirlama isleminin gerekecegini unutmayin. Sekil 4.3, bir sonraki sayfada

Belge No. 480DT4000M-R.A01 Kendinden Yoénetimli C6zim Sayfa7/15



K Kingston o

(Not: 10 adet gegersiz parola girisimi ile aygiti kilitlemeden énce, giris sayaci bagarili bir giris ile
sifirlanacaktir.)

Sekil 4.1 — Parolayi Girme

Sekil 4.2 — Oturum A¢ma Basarisiz
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Aygit Baglatma islemi (Windows Ortami), Devam:

Actions  Help

Sekil 4.3 - MaxNoA Degerine Ulagildi
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Kurulum (Mac Ortami)

DT4000M-R aygitini Mac dizustu veya masaustu bilgisayarinizdaki kullanilabilir bir USB
baglanti noktasina takin ve igletim sisteminin aygiti algilamasini bekleyin. 'DT4000M-R' birimi

(Sekil 5.1) masaustunde belirmezse, Finder & (Bulucu) uygulamasini agin ve Finder (Bulucu)
penceresinin sol tarafinda 'DT4000M-R' birimini (Sekil 5.2) bulun (DEVICES (Aygitlar) altinda
listelenir.) 'Finder' (Bulucu) penceresinde birimi vurgulayin ve 'DT4000M-R' uygulama
simgesine ¢ift tiklayin (Sekil 5.2). Bu sekilde baslatma iglemi baslatilacaktir.

DIA000MER;

Sekil 5.1 — DT4000M-R

- -1 = 00 [

FAVORITES
=l All My Files - '

" AirDrop
R autorun.inf DT4000M-R

#\ Applications
[== Desktop

[%] Documents

) Downloads

DT4000M-R.exe win

Sekil 5.2 - igindekiler

Belge No. 480DT4000M-R.A01 Kendinden Yoénetimli C6zim Sayfa 10/ 15



¥ Kingston —

Aygit Baslatma islemi (Mac Ortami)

DT4000M-R aygiti, bagimsiz veya yonetimli olmak Uzere iki sekilde baglatilabilir. DT4000M-R
biriminde DT4000M-R Uygulamasi baglatildiginda, DT4000M-R SafeConsole sunucusu
arayacaktir. Mac SafeConsole i¢in ayarlanmis ise, yonetilecek DT4000M-R i¢in bilgi isteminde
bulunacaktir.

Mac SafeConsole Kurulumu:

DT4000M-R aygitini bir Mac istemcisinde baglatmak icin, uygulamanin SafeConsole
sunucusunun nerede oldugunu bilmesi gerekir. Bunun igin, aygiti takmadan 6nce asagidaki
adimlari uygulayin:

1. OS X masaustunun sol Ust kosesindeki "Go" (Git) menusune tiklayin.

2. Acilir menuden 'Utilities' (Yardimci Programlar) 6gesini segin.

3. 'Terminal' uygulamasini baglatin.

4. Yonetici hesabini kullanarak, terminal penceresine " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " yazin ve [ENTER] tusuna basin. (NOT: Bu komut Ust duzey
ayricaliklar gerektirir.)

5. Terminal penceresinden gikin.

6. DT4000M-R aygitini dizlstu veya masaustu bilgisayarinizdaki kullanilabilir bir USB baglanti
noktasina takin.

a. Safari uygulamasini agin ve 4. adimda belirttiginiz SafeConsole oturum agma adresini bulun.
b. Sertifika uyarisi belirdiginde, “Show certificate” (Sertifikayi1 goster) 6gesine tiklayin.

c. Guven segeneklerini gormek igin “Trust” (Guven) menusunun sol tarafindaki ok tusuna basin.
d. “When using this certificate” (Bu sertifikay: kullanirken) 6gesini “Always Trust” (Her Zaman
Guven) olarak degistirin.

e. 'Continue’ (Devam) dugmesine tiklayin.

f. SafeConsole'a baglanmak icin kimlik bilgilerinizi girin.

(Not: SafeConsole'un dagitim sayfasindan Mac installer't (Mac yukleyici) da kullanabilirsiniz.)

Mac, SafeConsole Sunucusuna baglanmak igin ayarlanmamigsa, DT4000M-R aygiti yonetim
secenegini atlayacak ve aygiti bagimsiz bir surtcu olarak baslatmaniza olanak saglayacaktir.
Mac ayarlanmigsa, kullanicinin DT4000M-R surucusunun yonetilip yonetiimeyecegine karar
vermesine olanak saglayan bir bilgi istemi mesaj kutusu olacaktir.

1. DT4000M-R aygitinin yonetilip yonetilmeyecegine karar verin.
'Yes' (Evet) 0gesine tiklanirsa DT4000M-R SafeConsole ile kaydedilecek ve parola
kriterleri, aygit denetimi ve diger yonetimli 6zellikler dahil olmak Gzere, yonetim
konsolunda bulunan ilkeler devralinacaktir. (Sekil 6.1) Bir sonraki sayfaya gegin.
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o~ Is this DT4000M-R the property of Kingston
= MIS?

No Yes

Sekil 6.1 — Bulunan SafeConsole
Aygit Baslatma islemi (Mac Ortami), Devam:

Aygit sahipligini dogrulamak icin 'Yes' (Evet) 6gesine tikladiginizda, bu aygit igin sorumlu
kullanici olup olmadiginiz sorulacaktir. Sekil 6.2

P Are you trgad.lab0/Non-domain users/trglab
ey g and responsible for this DT4000M-R ?

Your choice will be registered on the server.

No Yes

Sekil 6.2 — Kullanici Dogrulama (Bir sonraki sayfada devam)
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Aygit Baslatma islemi (Mac Ortami), Devam:

1. Bir parola belirleyin. Yonetimli olmayan suruculer igin agagidaki kriterlere uygun bir

parola gerekir:

Minimum sekiz (8) karakterden olusan, 1 biiyiik harf, 1 kiigiik harf ve 1 rakam* igeren parola

Yonetimli surtcdler igin, SafeConsole yonetim sunucusunun ilkesinde belirtilen kriterleri

karsilayan parolalar gerekir.

2. Bir parola belirlendiginde (ve belirtilen kriterleri kargilamasi halinde), uyusmalarini
saglamak igin bu parolayi ‘Confirm Password' (Parola Dogrulama) metin kutusuna ikinci

kez girmeniz gerekir. Sekil 6.3

3. Garanti bildirimini kabul etmek icin onay kutusuna tiklayin.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

 at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select password
essssnnen 4

)

s

Confirm p

escnsnnen

[« ! have read and understood the warranty

Sekil 6.3 — Parolay1 Dogrulama

4. Baslatma iglemini tamamlamak igin [Confirm] (Dogrula) 6gesine tiklayin.
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Aygit Kullanimi (Mac Ortami)

# DT4000M-R®

DT4000M-R  aygitinin  bir  Mac
sistemine her takilisinda, Kingston . Enter password
DT4000M-R uygulamasinin
baglatiimasi gerekir. Bu, kullanicinin
kimlik bilgilerini dogrulayan oturum
acma rutinini baslatir ve guvenli veri
bolimunu  korur. Giris penceresi
belirdiginde (Sekil 7.1), devam etmek
igin parolanizi girin ve [ENTER] tusuna
basin veya ok tusuna tiklayin.

Sekil 7.1 — Parolay1 Girme

Oturum agma islemi sirasinda gegersiz B DT4000M-R®
bir parola girilirse (Sekil 7.2), dogru
parolayl girmeniz igin bir firsat daha
verilecektir; gecgersiz  girig  girigimi
sayisini izleyen bir yerlesik guvenlik
Ozelligi varsa ve bu sayl Onceden
yapillandirilmigs  olan 10 degerine
(maksimum gegersiz giris sayisl)
ulagirsa, DT4000M-R aygitinin
kullanictyr  kilitleyecegini  ve aygit
sifirlama isleminin gerekecegini
unutmayin.

. Enter password

Sekil 7.2 — Giris Basarisiz

(Not: 10 adet gegersiz parola girisimi ile aygiti kilitlemeden énce, giris sayaci bagarili bir giris ile
sifirlanacaktir.) Bir sonraki sayfada devam.
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Aygit Kullanimi (Mac Ortami), Devam:

Dogru parola girildiginde, guvenli veri bolumune ve sol Ust kosede DT4000M-R menusine
ulasirsiniz. Gdsterilen menu segenekleri SafeConsole'da yapilandirilan ilkelere gére degisiklik
gOsterecektir. Varsayilan olarak, kullanicilar parolalarini degistirebilir, aygiti kilitleyebilir ve
kilitteme zamanlayicisi ayarlarini degistirebilir. Sekil 7.3

§ DT4000M-R®

. Enter password

Sekil 7.3 — MaxNoA Degerine Ulagildi
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AKEIZDONWT

A3 Kingston DataTraveler® 4000 — Managed-Ready Secure USB 7 /54 2 (LI F T
DT4000M-R, ) 7 4 » 7 2 XA 74 FTT, #ARSA ZAET T 74V 2T LHD A
DM OREL D £,

VAT LB
PC7Z vt 7502 OO4A~<vOF 4 > 27 ¥ Z27F 2 (0S)
e Pentium Il 7wt % (721220l * Windows 8, 8.1 (RT #[& <)
) «  Windows 7 (SP1)
o 15MB D7 4 A 7 7% X 45t «  Windows Vista® (SP2)
+ USB20

o B R T A4 TOHD, 2 DDl
OL7ZZFZ74 70V 20

Mac 77 v + 7+ O& OO04~<~vOF 4> 273274 (OS)
o 15MB DT 4 2 7 78 X 45k e Mac OS X 10.6.x - 10.9x
« USB20

(7E: Mac 754 7> F T3> YO #I#ET 31213 FHEORy DETT, )

= .

011-USB2.0 O+, X4 7A

[7 1.2 - DT40000M-R
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#OFEE

DT4000M-R T /34 22 T st 7291, U Fog 1.3 [oxRd L5112, 20Ok
VaArFRE T ANy 7oy ar ko USB 2.0 KO MICEE:, ALOA TSR nw, O
1.4 27T k1. XOROFX USB 2264 WmT 5 77% &0 USB RO+ 2 Fr2 B OKZS IS
ToNA Z%2BEOL T2 S s,
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R E (Windows RE N4

1. DT4000M-R #. /O MV 2> F721FT7T A7 b
v Ty a D7 nTnwb USB RO MiI2ALO
A, Windows 72D F 74 720H 7T % £ TFF
HFET,

e Windows Vista/7/8 =% 0OicOL Tlx. O
21 12”3 L HI2. ToNA Z KT A XDAH A
v O »RENFT,

FlLwnw OF7=27o0H2% b5 . Windows [
L7 v 2 DA 2 R L T,

e Windows Vista/7/8 Oi&13. 0 220 k5 7%«
AutoPlay 7 4 > F 7 kR dnE ¥,

2. "ORun DT4000M-R.exes DA+ 7+ 3 > Z3#EO L
F9,

Windows 7% AutoPlay # O17L % wi &3, CD-
ROM 305 4 5> #00L (O 23). ~==7
IWEEET DT4000M-R 7w 72 2 #0O17L T 2 &
W, ZO5ETHL. WHIME7 g 22 B S L E T

o

Installing device driver software
Click here for status.

N\

O021- 7 N4 X FZ D4 >X FON

r
¥ AutoPlay

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:
Install or run program from your media

' Run DT4000M-R. exe

General options

Open folder to view files

f : plore

View more AutoPlay options in Control Panel

[0 2.2- AutoPlay 7 1+ > F 7

(7F: AutoPlay 7 4 > Foo X =20
FHHZ, 2 OO0 Ny 202 4> X
FONWENTNE TR 7A8ICLE>T
70 F 9, AutoRun 12 #JHI1E 7 =
2 % [ BRI G L * 3, )
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[ES =)
@l\/vi. »CDD... » v’#’,‘ ’ Search
Organize Burn to disc & 0 @
A
{ Favorites | | i
Bl Desktop l, I
# Downloads ||  DT4000M-R win
| Recent Places -app
4 Libraries ( '.;‘.
| Documents autorun DT4000M-R
@' Music
b= Pictures
B Videos .
' 4 items
|

[0 2.3 - DT4000M-R o [ %%

T4 Z DML (Windows I D&

DT4000M-R (Z 2 & > F T a > RIpEHO T o ik Ttyiitbts 4, K2 FD USB
KOMICTFZ7472#0AF 5% &, DT4000M-R 1% 'safestick' L \v-H L2 b)) XxO20ML %
. 2O X 0OI% SafeConsole Yy OO DT # ik L £ 9,

(*/1 . SafeConsole D[]~ []2 124 5 Windows 1 > X N7 #3223 TE2FT, )

HKey Current_User\Software\BlockMaster\DT4000M-R

LY 2 F ) H % By, DT4000M (A 72 2 > D25 IET 2 DT, T34 2% 2 X
Y FTmry P IATELCgETEE Y, i, VAN A BLEIE. 200N
DT4000M-R F 7 A4 70BN T 2008 ) IRET A 72OD A v 2 OP 7w 7 MRy 7 A
PEREINET, 031

§ DT4000M-R found SafeConsole i =

'é' Is this DT4000M-R the property of Kingston MIS?

[ Yes | [ Ne ]

0 3.1- OMH X #1 72 SafeConsole

1. DT4000M-R # IS § 2 20 & 5 RO T 723 0,
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"3, 2270w 795k DT4000M-R #° SafeConsole (250X 41, ~x2 70O F ok

e, TN, 2ZER . ZOMOFETIBRE L X, FHa >y OLOBTRY > O 0OK S
NET, WIHLENIC T A 2D EMER D72, v OO )WVEKRA M AL 2090
DB E AN T H L3 nEd, 032

Windows Security _‘ l (R

Confirm ownership
Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

‘ l User name ‘
Password ‘

[ ok ]| concel J

03.2- frF 0D R

DT4000M-R (3754 225 & » b S5  CHIMOOREMEL 2T, xo~O»
IcHE T,
T4 2 DL (Windows BB52). O X :

"viwnnz 271 v 273 5%, DT4000M | SafeConsole &3, A X> F7 8
R IAT7TELTCHEMEL 9, = O0% 0O SafeConsole 250 F 5 £ T, 754 &
ZEOATARWNICZDOXX vy ARy Z AN RINET,

2. 27 0OFE2EOL ZT, FEHMoZ R FTary FI2 A4 7o8E5, kottEzO7%
FToNZTOFH»LETT (03.3)

RIE 8 XF (KXF. NXF. OF 22X TN 1XFED)
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. Welcome

Password Policy

~ Password must contain:
B at least 8 characters
at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

Pwd Hind -
I have read and understood the warranty

Confirm

033-,"X70F DR

HIR R Z 4 7 Tld. SafeConsole ‘HHH OO0 R > OICED b2 3kME2O723
SNZTOFRBNEE L) FT,

3. 270 FZ2HOL., ffEndLtE2O7 L 2%, 202708 %2 o270 FOf#ER
I TXALNRYy 72128 ) —EANL T3,

4. RaFEHEDF =~ v VR 7 2% 7)) v 7 LCEL T,

5 [#ER]| =7 ") v 7 LTz L7,

T N4 2 DR (Windows & %)

DT4000M-R # O A Y % 72 N2, fUHERFICZIERR L 7223270 F 2 ADT 2 L5 i2fe sz
(041), v 74 cmEO% X270 F2 AL 85 (04.2). ELWX2AT7OF2 AT 5
FOoREINET, v A o0 ZENT SEEIERINTE ) . FHifRCHE 10 (i

Ke 74 »iRf7l0) 12#ET 2 &, DT4000M-R (z2 v 7 LT, ZOBET A 2D £y
FAOMEE ) 29, [O4.3(Fko~0O>)
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(7 IELS Znw X7 OF® 10 WA 8 E TN, X F e 7230 F T, ZDWOICE
TEPNCIUE LS AT e f>pv 201 ) FERET, )

041- "X 7O FDAT

Actions  Help
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HE (Mac I REDL &

DT4000M-R #. /O ¥V ar FRETAZ vy 728V arnZsEon USB KO Mi2ELO
Ao Mac 2D P74 72O T 5 TRELET, 'DT4000M-R; oK) = O 4 (O 5.1) »°
FAI by TIEERIN L WEEE, (774> %, & 2BnwC DT4000M-R; » &) = 0O

L(O52) 28R LET., 77 4/5“74 F7OLMIZH 5133 TT ( "DEVICES, OF), K
2022474 LT 774> %, 24> F702H5 "DT4000M-R, 77 O =
CDOTA A HRTNLT )y 7 LET (0582, ZTHIME7 v 220G L £,

DIA000MER;

[J 5.1 - DT4000M-R

YT4000M-R

< Bl om| =

FAVORITES
E. All My Files . l

€ AirDrop

autorun.inf DT4000M-R
#\ Applications

[&2] Desktop
@] Documents
) Downloads

DT4000M-R.exe win
DEVICES
SHARED

TAGS
M Red

05.2-0%
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T o34 2 Db (Mac IR 5)

DT4000M-R iz 2 % > F T u > FRIpEEHA D T 1 h D Jjk Tt = 9, DT4000M-R
DR 2024 TDT4000M-R 77 70 3 > #&#¥ 5 & . DT4000M-R #* SafeConsole
OO0 L £9., Mac »* SafeConsole izt v 7 v 71N Tw b4 DT4000M-R
RIS L HICRT Ay O ERRINET,

SafeConsole -+ » F 7 v 7 (Mac) :

Mac 7 7 4 7 > b T DT4000M-R Z #i{b+ 2 icix. 77 70O 3 > % SafeConsole [
NOOYFT 2@k CERITNIE L) A, T2 TRADOTIICO- TL 23,

1.08 X727 by 7TChEERCHSE "Goy #»==0%27Y) v 7LFT,

2. Fey 77X 2=207b. 2074 )74, Z2E0OL 7,

3. "xO0zx+n, 77Oy a » &L ZT,

4.admin 777> b #{lio T, 2O F )74 > F7I2 " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick" ~ A J)L. [ENTER] X O %L x4, (F: Zna=>r FiC
FAZORBEHEDL ) A, )

5, 03 F N7 4> P& 17 LET,

6.DT4000M-R # /0O F 7w 7T A7 v 7D%WTwnwb USBROMICOAL £,
a.Safari &, 27 v 7 412fiES 7z SafeConsole v 774 > T PV 21T 72 AL 7

b. AEEDEE X eO v hFRpEnes GEWENR R, 27 ) v 7 LT,

c. "E0L A=20DKICHDRHEML TEOF 73> 2 LRLET,

d. "When using this certificate (Z D aF lEDEHRE), % "HICEDT 5, cO®EL 5,
e. 'OfTy Rxx%7) v 7L %7,

f. SafeConsole ~?#0Ic W L v 74 iz ATJL £77,

(it : SafeConsole »O%~O2IchHhd Mac A > A2 rO7 2l TH5Z L TEET, )

SafeConsole YO O~ #O12fif 2 T Mac 2t v b 7 v 7 &N TwnZ wis. DT4000M-R
BEBRA T s > OMEAZEILTE2DT, TRAZAZARY FTar F724 78 LT T
XF9, Mac 'ty F T v 7E3NTnwhwalx, 2005 DT4000M-R F 7 A 7 o4 HAl
T EIRET LN A v O /7o 7T MRy 7APEREINET,

1. DT4000M-R Z#EFHAIZ T B 92 & 9 kDO T L7220,
"lZwviy 270w 73 % & DT4000M-R 7 SafeConsole (2502 41, »x2 70 F o dk
A TN 2B, ZOMMOFEIIREGEZ &L FELa >V OLVOB TR ) > O 0K S
nNE¥., (061 KDO<OP I
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L Is this DT4000M-R the property of Kingston
- MIS?
P

No Yes

0 6.1- OMH & #1 /2 SafeConsole
ToNA Z DL (Mac IR5). O &
T, 227N 7L TT A 2002 RATHE. T4 ZADEMLETH D %IHH £

v O AEREINET, [06.2

o Are you trgad.lab0/Non-domain users/trglab
e ¢ and responsible for this DT4000M-R ?

= Your choice will be registered on the server.

No Yes

06.2- 20V O0DHRE (Ko-~02i20<)
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T4 20 (Mac BE)., O%

1. 2270 FZ2#E0OL £9, JFEFHBEF 74 7I2RBXOREEZOZT X270 FHHET
R

RIE 8 XXF (KXF. NXF. OF 22T A XFET)

R 2 4 7. SafeConsole ‘EH YO O KR > OICED b 23LtEL2 7§
SNZTOFRENEE L) F9,

2. x270F2%OL. RendLE2O72 L 2%, 227082 o200 FofER
FTXALNRY 72201289 EANL T2V ORNYETH B HERL T2 E N,
[76.3

3. RifEHDF 2 v 7 Ry 7 2% 7 ) 7L THELET,

§ DT4000M-R®

. Welcome

Password Policy

Password must contain:

® at least 8 characters

x at least one digit (1)

® at least one upper case letter (A)
® at least one lower case letter (a)

06.3--X 70 FDH#EZE

4. [#E@E =7 ) v 7 LTtz 5e 7L £,
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T N4 2D FEH (Mac R )

# DT4000M-R®

Mac > 2 7 212 DT4000M-R # CJA ¥
% 72112 Kingston DT4000M-R 7 7' § enter password
sOv 2 > OREBHPBEE ) £7, —
EEEIce 74 > 7 a2y 090
AL CRX 27 TOKXRDOT 4
varvEerR#ELEFT, v AT 4
Fo7 bz s (O 7.1) 2708 %
AL T [ENTER] X O»%HI% 7Y
7L CRICHEAR F T,

O71=--"X70FDAT

o7 A icmOr 27082 AL 0.0 0 # DT4000M-R®
72 Bt (O 7.2). ELwx270F%
ANT L5 RENET, v B Erter passwora

DRATOZ BT 5SS
TBY. FHfEEE 10 (ke 74 >~
AArleld) 123E9 %5 . DT4000M-R
e v 7 LET, ZOLET A ZAD
Dy P E L) £9,

O072-v 74 >ickMl 284

(7 IELS ZnNXT7OF® 10 WA 8 E TN, R F e 7230 F T, ZDWOICE
TOHNCIEL S AT S e urf>yw > X0y FERFET, ) ko~xOsic#D,
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ToNA ZDOEH (MacIRE). O

NZTOFEZELSCANTEE, X227 70K07 43 3 >Did. OOE ERRICH 5
DT4000M-R # = =07 72 2ZufElcL ) 3, ERENbsA=20473 »iZ
SafeConsole TxEL7ZR) Ok ->THRZLN) 3, 7740 FORETIEOFON A
7OFOWE, 734 208wy 7, vy 777 FRA=2O0XKTAOE L TEHLHICh->Twn
9., O73

# DT4000M-R®

. Enter password
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L

wanudiiaglgaiuil

AflalanlguadvdaiidarindiudmiulasW USB iisAa DataTraveler® 4000 — Managed-Ready
(gwawilu DT4000M-R a1aiiTlusiu 11 TaalgarssuuddadavsdunuubifinasUsuusele 9

Faulamvseuy
stuy PC N3savsussuulfIRn1sd ISy
PC

o  Tdsindinas Pentium Il v3awiauiin (Maalsinin)

o NUNINNUUAA 15MB * Windows 8, 8.1 (non

« USB20 RT)

o anaszAnUlasWsaliiavivdaveisiaainlasinian *  Windows 7 (SP1)

1A INFIAFR e  Windows Vista® (SP2)

svuy Mac sruulfiidinsfisaeiu

o WuAdrouudads 15MB «  Mac OS X 10.6.x - 10.9x

* USB2.0

(Muenvie. davianaaguassumnanvainauloa lu laaiauyi Mac)
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A 1.1 - wasn USB 2.0, Type A

aAd 1.2 - DT4000M-R

AL UEUN

Walvliladnaauasdinisa’laaiu DT4000-R ldatdradudsc@nsniw Midaulasiidrinasa USB
2.0 aavlinnudaimdavndivallnanseaiuami 1.3  uldnduinisdanualnsaldaneiiinasn
USB i uilufinvindadu USB auamwi 1.4

A 1.3 — a1519vuinuciin A 1.4 - Tduuz
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N15HAG (9ruy Windows)

1. \Buy DT4000-R \infinasin UsB
Whinjnudawainal  3amiusali Windows
1INN197579UN
o ol Windows Vista/7/8

arldSunsududanifsdulasinasalnsainiu
A 2.1

RAVIINAFIINRIESALIS TNRULAESAIFU Windows

AN IAUENTUnaUN1FYINU
e flef Windows Vista/7/8  aziiunuising

AutoPlay adaiulunwid 2.2

2. \3anmIl@dan  Run DT4000M-R.exe’

1IN Windows Tdidavinenuan Tuiia
W lUAnrshduaas CD-ROM (nmil 2.3)
nUuLsyN Lt DT4000M-R AILAILDY

UMD UN15ENNIFVINIULTUA L

Installing device driver software
Click here for status,

N\

of a & P - -
A 2.1 - nsdaev1asiiadgunsni

-
¥ AutoPlay

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options
‘ Open folder to view files

View more AutoPlay options in Control Panel

A 2.2 - udwiv AutoPlay
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( [EJ (o] B [z |
R — — (vuesm0): andaniuy Tuniie1v
<108 T 1] ser , u
AutoPlay
Organize v B di v 0 @ e e &
i o 0 @ aruensivau e 1/sunsuiidans Tu
¢ Favorites . J ‘ AauRunas AutoRun
B Destop (B | ' AUBUN5VINIUTH TULH)
& Downloads |~ DT4000M-R win
| Recent Places -app
4 Libraries ( .
%] Documents autorun DT4000M-R
@' Music
b=/ Pictures
= Videos ¥
4 items
|

A 2.3 - dayalu DT4000M-R

n1513uN1sviusavgUnsal (seuu Windows)

DT4000M-R dusalann1svivnu ledaeis: STUULLALREILALLLL managed
vavndaulasiidinlunasn USB  7ldda  DT4000M-R  azdunn@dadans  'safestick’
Nlgiwaszusinunusuaagininas SafeConsole:

(*vuenve: uanaindaaievaiurinled Windows Installer 3101 197v1u SafeConsole)

3

HKey_Current_User|Software|BlockMaster\DT4000M-R

UINAL3Id0T Lildlag DT4000M-R
ugnrgaIdanlun1sdnnisiazaanlinauidunisvinviuaavalnsaliduiuuuianifian
UNHAIIIFNT siindavdiamuuTiE ldAmuadnaz i lasi DT4000M-R

Wuszuunialdnisdnnisuda’li aaw 3.1

§ DT4000M-R found SafeConsole ' =5

'O’ Is this DT4000M-R the property of Kingston MIS?

[ Yes | I No

Al 3.1 - wy SafeConsole
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1. 150wl DT4000M-R utuudnnisnsa’ly

nAaNM 'Yes' DT4000M-R AzgnansLdauny SafeConsole
Larsun1au1adITUAUTHRIANITOIAEID FAIUVNUANNUNLALINUIWFNIU
n1snsdavalnsalilazssuun1SINNITAIU | Wafiudualrnuiluidrvavailnsal

AL lasuudelinsansiaasidaad g 186/ Tamuntalunaulaun1svineu 2w 3.2

Windows Security [T

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

|
User name ‘
| ‘ Password ‘

[ oK | ‘ Cancel

aAmmA 3.2 - duduaruniuidrvav

DT4000M-R azagludnrusnralsinisannisauninacinissiianalnsal wagumiadaly

A1sENA1TYINNIUYaYgnsel (s¥uy Windows) (sia):

NINAAN 'No' DT4000M-R Az llawmeidouny SafeConsole
wazadun1svitvwiu lasiuaniiien
naavdiaanuitaslsngiunnediiiduusealnsalauninfldaudanamafouduy
SafeConsole

2. LAanswdnIu
Tasnuuylifin1sdnnisiaziuusaniglvssiavardasianiulunislganunialananinoais
aluil (ami 3.3):

sdnusadndlasuda (8) sdamsaumqueiailvgl 1 67 MANWLEN 1 @2 uasdaay 1
dfuatvday
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l Welcome

~ Password Policy

Password must contain:
. K at least 8 characters
at least one digit (1)
B at least one upper case letter (A)
at least one lower case letter (a)

puiing ]

I have read and understood the warranty

Confirm

Wi 3.3 - Budusiidsiiu

Tasnneldn1sdnnisazdavardasidniuninantnaenaivua 1 luntauiauagsniias
3ImN15 SafeConsole

3. wavAnLFanTuaNIL (uazitluldeunauaandivua)
ALzsiavnsanIddrIudnasvlundavtianinu 'Confirm Password
e duduinsdnugneay

4. aanfigavvintmaasnuiaiianausudasnatn1ssulsenu

5. adn [Confirm] Wiadugani15iauaiiunig

n1slgvugulnsal (seuu Windows)

wnuetiay DT4000M-R usiazasy
Az lasuudvlinsansanunidviua 1iszuinenisidunisaiiung (ami 4. 1)
seinn1sdandu innnsansianulignea (amwid 4.2)
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]
al i3

aaziiTanidlunisnsansidniuiignsiag

v

wiilasdisruuaiuaaanalushimivituiuaseiinsandaya bigndaminasuduiuadiidmuaiias

u
2 3

AulIN 10 (Iurudandulanaingedn) DT4000M-R azdamildilazasiatinnissidaalnsallv

u
’
ol

A 4.3 Tuudnly

(Viaen16): naun1saamgnsaivssaviin1snsansianI1uAawaIn 10 A9
WvATuduIIIUNIsAanaUILTIT Insitliadaniy 16)

~ Enter password

A 4.1 - nsansvianu

Actions  Help

Enter password

NIW 4.2 - danduamvial

noooooooooono 480DT4000M-R.A01 77 Managed-Ready oooo8iiile
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AsENNITYiuavlnsel (s¥uy Windows) (#ia):

'DT4000M-R®

Actions  Help

Al 4.3 - Sedraugeganiiua

noooooooooono 480DT4000M-R.A01 77 Managed-Ready Oooo91e
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N15HAG (sruy Mac)

\Hoy DT4000M-R dirfinases USB luTinijnudawmannay aniiusalissuuditiainig Mac
¥in15a5avn van'lasil 'DT4000M-R (amidi 5.1) Bidsangdufindainal Wille Finder &
nnudulasil ‘DTL000M-R (amwdt 5.2) anndnudraaasiingne Finder (aejlu DEVICES)
uswndanlasi anmiuduidaniniilanaunawndiadu 'DT4000M-R Wuwinsing 'Finder' (2w
5.2) dusauiliilun1siEunisrineu

DIA000MER;

A 5.1 - DT4000M-R

FAVORITES

=l All My Files - '
€ AirDrop

P autorun.inf DT4000M-R
¢\ Applications

[.=] Desktop -

Eﬁ Documents

) Downloads DT4000M-R.exe win

DEVICES
SHARED
TAGS

D Red

Al 5.2 - daya
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N1513uN1sYivusavgUnsal (scuu Mac)

DT4000M-R dun3ai5un1svineu lddavis: ssuunanifisouasiuy managed
navarnilaldiannatiadiu DT4000M-R #'las# DT4000M-R, DT4000M-R az@undsninas
SafeConsole vnnaven Mac 138y SafeConsole sxuvazudaialiiinnsdnnislasw
DT4000M-R

A196wA1 Mac SafeConsole:

131n15¥11971Ua9 DT4000M-R u'laatauissuy Mac
Tauuannalnduasdaamsusuniszandsninas SafeConsole
inldamudunausialiinawdovalnsal:

1. AANTIWY "Go" Aundudrauusanadinal OS X

2. 1aan 'Utilities' a1nuyLlLdnasnanns

3. Bunldfuannaiadu Terminal

4. ntieydriauaszuy WuW "defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " luminsnamasfitiaanniiung [ENTER] (MUNELne):
Advitazdasfinisunssiiuans)

5. aannutsNmasita

6. 181 DT4000M-R 1di1lunassn USB aavyTusnijinuaaiadnvall

n. \ila Safari 3antiudunniiat§andu SafeConsole Aiszuliludunaudi 4

2. Wansudusaudayadandullsingdu adn "Show certificate”

A. nAgnAs lUnvdavavy "Trust” iiaudavsnidanlunisWiaiudada

3. ui'ly "When using this certificate” 1Tlu "Always Trust"

2. AAnTiilu 'Continue’

a. nsandiayadanduvatnnuiiaifousiadiu SafeConsole

(Maeme: uananniinaudivanuisa’ld Mac Installer aanwninldnu SafeConsole)

1n Mac lilasvar g mSuisansianu SafeConsole Service, DT4000M-R
zurgnrgaIdanlunisinnisiazaanlinuidunisvinviuaavalnsalidunuuuaniaan van Mac
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in15emAliud Aslindavdiamuud il ldimuainazglwlasil DT4000M-R
Wuszuunalénisiaanisuida’li

1. #150u1313:1 DT4000M-R tluuudanisvizaly
wnAaNT 'Yes' DT4000M-R wgnanziiisuny SafeConsole
LarSUUToUEA M UADUTHATANISINGTD SIVUSNLIN AR B US AR
n1snsIvdaLalnsallazsLUUNISIANISEU 9 (A 6. 1) dhdwminda

o Is this DT4000M-R the property of Kingston
2 MIS?

No Yes

Al 6.1 - wy SafeConsole

AsENA1TYINNIUYaYansel (sruy Mac) (sia):

AAN 'Yes' Wafiudualrnutluidrvavailnsal
nUuaur lasun1sdauninitauiaaiugladnguaalnsalainaituia’lil aaw 6.2

o~ Are you trgad.lab0/Non-domain users/trglab
W and responsible for this DT4000M-R ?

Your choice will be registered on the server.

No Yes

amA 6.2 - dudugle (siolumiadaly)
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n1513uN1sYiusavgunsal (scuu Mac) (¢ia)
1. \Bansvdru lasif Lifinnsdantsardavldsianiulunsdisaluil

svdiusmadiasude (8) dirsauaqusitfailvg 1 éa dafuvildn 1 ¢ uasdaay 1 dautluadrdas*

Tasnneldn1sdnnisazdavardasidniuninvantnaeanaivua 1 luntauiauagsniias
3mN15 SafeConsole

2. wavanidansudnu (Lasiulauinauainniium)
ALATAavNsanaddnIudnasylunaasdaninu ‘Confirm Password

VWA EUTUINSWERNIUNTINU NI 6.3

3. AanfiTavrinmdavruigiianausudasaavni155ulseni
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# DT4000M-R®

. Welcome

Password Policy

Password must contain:

® at least 8 characters

x at least one digit (1)

® at least one upper case letter (A)
~ ® atleast one lower case letter (a)

Confirm

WA 6.3 - Budusvianiu

4. adn [Confirm] \Nadugnnistanatiiunig

n15lguglnsal (ssuy Mac)

# DT4000M-R®

V]ﬂﬂ%\‘lﬁ DT4000M-R \Fuusiafuiaias Mac
wanwaiadu Kingston DT4000M-R B Enter password
Aediavgniilnle '
miiiaBunssuiunsandunasnsiadusa sl
sauaiatlaviunisadudayauiuulaansie
udnnuitddandudsingdu  (amd  7.7)
TinsanaidrHuaaIn L antiuna  [ENTER]
M%aﬂﬁﬂﬁanﬁmﬁamtﬁumsm

0oo0000oooon 480DT4000M-R.A01 Managed-Ready Oooo 14 16



A 7.1 - nsansviau

seinnnsdandu  wnnsansiadulignday  (amid 7.2) B Dr4000M-Re
Auaziilan1dlun1snsanadidnuiigneial

vilazfiszuuainudaaadalusiiiuiruiuaseiinsandaya ignsda R enter password

INNASLIUIUASIA R UaLTDI AW 17 10 |
(I mrudandulanaingudgn) DT4000M-R

Azqan ldarasdavvinnssignalnsal v

AW 7.2 - danduanival

(Y20 nauni1sdanagnsaiassiaviin1snsansian1UAANA IR 10 A9Y
WvATuduTIUIUNITAanduasT 1T Tndiiladandu 16) datumiadaly

n1slgvugunsal (szuu Mac) (sia):

winnsansarIugneay  Anasdunsadi ldinnsedudayauuulaands  Taawy DT4000M-R
rafiundudoun fdanuiufivsingduazuandrefiuluanuulouiafsivualilu
SafeConsole ANANGNFUA FzE T Suus T
FomaUnsoivdanldoudiainisdonianild 2w 7.3
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) O # DT4000M-R®

l_ Enter password

amidl 7.3 - Sedugeganinivua

0ooo000ooooon 480DT4000M-R.A01 11 Managed-Ready gofo16ri 16
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DataTraveler® 4000

Giai phap Managed-Ready

Hwéng dan Str dung

& =
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Gi®i thiéu vé Hwéng dan Sir dung nay

Hwéng dan sir dung nhanh nay danh cho thiét bi USB Bao mat DataTraveler® '4000 —
Managed-Ready cla Kingston (tr déy goi tat la DT4000M-R) s dung cac gia tri hé thong mac
dinh va khéng dworc thiét ké theo don dat hang.

Yéu cau hé théng

Nén tang PC Hé diéu hanh PC dwoc H6 tror
* BO xtr ly Pentium Ill hoac twong dwong * Windows 8, 8.1 (khong RT)
(hoac nhanh hon) *  Windows 7 (SP1)
+ 15MB dung lwong tréng trén dia «  Windows Vista® (SP2)
e USB20 '
* Hai ky ty 6 dfa ranh lién tiép sau 6 vat
ly cudi cung
Nén tang Mac Hé diéu hanh dwoc H6 tro
¢ 15MB dung lwgng tréng trén dia e Mac OS X 10.6.x - 10.9x
e USB20

(Lwu y: Yéu céu quyén quan tri dé thiét 1ap céc tuy chon console trén cac méy khach Mac.)

= e

Hinh 1.1 — Céng USB 2.0, Loai A

Hinh 1.2 — DT40000M-R

Sé tai liéu 480DT4000M-R.A01 Giai phap Managed-Ready Trang 2/ 14
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Khuyén cao

Dé bao dam co da dién nang cung cap cho thiét bi DT4000M-R, cam thiét bj trwc tiép vao cong
USB 2.0 trén may tinh xach tay hoac may tinh dé ban nhu trong Hinh 1.3. Khéng nén két nbi
thiét bi vao mot thiét bj ngoai vi c6 trang bi cong USB nhw ban phim hoac hub USB nhw trong
Hinh 1.4.

Hinh 1.3 — Céch st dung dwoc khuyén cdo Hinh 1.4 — Bwoc khuyén cdo khéng nén

Sé tai lieu 480DT4000M-R.A01 Gidi phap Managed-Ready Trang 3/ 14



K Kingston

®

Cai dat (M6i trirong Windows)

1. Cam 6 DT4000M-R vao
may tinh xach tay hoac
Windows phat hién ra.

mot cong USB tréng trén
may tinh dé ban va cho

* Nguwdi dung Windows Vista/7/8 sé nhan dwoc
mot théng bao vé trinh dieu khién thiét bi nhw

trong Hinh 2.1.

Khi viéc phat hién phan

clrng méi da hoan tat,

Windows sé& nhac ban bat dau qua trinh khéi tao.

* Nguoi dung Windows Vista/7/8 sé& nhin thay
moét clra sO AutoPlay twong tw nhuw clra sO

trong Hinh 2.2.

2. Chon tuy chon [1Run DT4000M-R.exe’.

Néu Windows khéng tw chay, ban cé thé duyét dén
phan ving CD-ROM (Hinh 2.3) va chay chuwong trinh

DT4000M-R mét cach tha
bat dau qua trinh khéi tao.

cbng. Thao tac nay sé

f E= =R ™)
@l\/ﬂ. » CDD... » ~ [ 42| search
Organize ¥ Burn to disc i.j v \:ﬂ ',@'
A
{ Favorites | ‘
Pl Desktop ,;‘ i
$ Downloads ||  DT4000M-R win
| Recent Places -app
4 Libraries ' '.;‘.
"5 Documents st DT4000M-R
@' Music
b=/ Pictures
B Videos =
. 4 items
|

Hinh 2.3 — N6i dung ctia DT4000M-R

Installing device driver software
Click here for status.

N\

Hinh 2.1 - Cai dit trinh diéu khién cua thiét
bi

r. AutoPlay [EJ = | ﬂh‘

' CD Drive (G:) Login DT4000M-R

[7] Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe

General options

Open folder to view files
f using Windows Explorer

View more AutoPlay options in Control Panel

Hinh 2.2 - Ctra s6 AutoPlay

(Lwu y: Cac tuy chon trinh don trén
clra s6 AutoPlay c6 thé khac nhau tuy
thudc vao chwong trinh nao hién dang
dwoc cai dat trén may tinh. AutoRun
Sé khéi déng qua trinh khéi tao mot
cach tw dong.)

Sé tai lieu 480DT4000M-R.A01
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Kh&i tao Thiét bi (Mdi trwéng Windows)

C6 thé kh&i tao DT4000M-R theo mét trong hai cach sau: Doc 1ap hodc dwoc quén ly. Khi cdm
6 vao céng USB trén thiét bi chi, DT4000M-R sé& tim mét khda registry 'safestick' cung cap vi
tri cia may chu SafeConsole:

(*Lwu y: Ban ciing c6 thé st dung trinh cai dat Windows tur trang trién khai cua SafeConsole.)

HKey Current_User\Software\BlockMaster\DT4000M-R

Néu khoa registry KHONG ton tai, DT4000M-R sé vuwot qua tuy chon quan ly va cho phép ban
khdi tao thiét bi nhw mot 6 doc lap. Néu khoa registry CO t6n tai, mot hop thong bao sé xuét
hién cho phép ngudi dung quyét dinh xem 6 DT4000M-R c6 dwoc quan ly hay khéng. Hinh 3.1

§ DT4000M-R found SafeConsole |

'O‘ Is this DT4000M-R the property of Kingston MIS?

I Yes l I No l

Hinh 3.1 — Tim th4y SafeConsole

1. Quyét dinh xem DT4000M-R cé dwoc quan ly hay khéng.

Nhan vao 'Yes' sé& dang ky DT4000M-R v¢i SafeConsole va ké thira cac chinh sach
hién dang dwoc ap dung trén console quan ly, bao gdm tiéu chi mat khau, kiém tra thiét
bi va cac tly chon quan ly khac. D& xac nhan quyén s& hivu thiét bi nay, ban sé dwoc
yéu ciu nhap chirng danh clia ngwdi dung thiét bi chi/tén mién cuc bd trudc khi khdi
tao. Hinh 3.2

Windows Security (RN

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

J ') ser name ‘

[ oK H Cancel |

Hinh 3.2 - X4dc nhan quyén sé hiru

Sé tai liéu 480DT4000M-R.A01 Giai phap Managed-Ready Trang 5/ 14



DT4000M-R sé& van & trong trang thai dwoc quan ly cho dén khi thiét bi dwoc dat lai. Tiép
tuc & trang tiép theo.

Khé&i tao Thiét bi (Mdi trweérng Windows), Tiép tuc:

Nhan vao ‘No' sé ngan khdng cho thiét bi DT4000M-R dang ky voi SafeConsole va khoi
tao nhw mot 6 doc lap. HOp thong bao nay sé tiép tuc xuat hién mai lan thiét bi dwoc
cam vao may tinh cho dén khi ngwoi dung chon dang ky véi SafeConsole.

2. Chon mét mat khdu. Cac 6 khong dwoc quan ly va doc 1ap sé yéu cau mot mat khau
v&i nhirng tiéu chi sau day (Hinh 3.3):

T6i thiéu tam (8) ky tw, bao gom 1 chir hoa, 1 chir thwong va 1 chir s6

. Welcome

Password Policy

Password must contain:

F at least 8 characters

at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (a)

Pwd Hing

I have read and understood the warranty

Confirm

Hinh 3.3 - Xdc nhan Mat khau

Céc 6 dwoc quan ly sé yéu cau mat khau dap &ng cac tiéu chi dwoc dat ra trong chinh
sach cia may chi quan ly SafeConsole.

3. Mot khi mat khéu da dwogc chon (va dap tng cac tiéu chi da dwoc dat ra), ban phai nhap
mat khau mét Ian nira vao 6 ‘Confirm Password' dé bao dam ban da nhap dung.

4. Nhép vao 6 kiém dé chap nhan tuyén b bao hanh.

Sé tai ligu 480DT4000M-R.A01 Giai phap Managed-Ready Trang 6/ 14
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5. Nhéan [Confirm] & hoan tat qua trinh khdi tao.

St dung Thiét bi (M6i trworng Windows)

Mbi khi ban cdm DT4000M-R vao may tinh, ban s& dwoc yéu cau nhap mat khau dwoc tao ra
trong qua trinh khdi tao (Hinh 4.1). Trong qué trinh d&ng nhap, néu ban nhap sai mat khau
(Hinh 4.2), ban sé c6 thém mot 1an nira d& nhap dung mat khau; lwu y rang c6 mét tinh nang
bao mat tich hop sén dé theo di sé 1an dang nhap khéng hop & va néu s6 1an nay dat dén gia
tri trwére khi cAu hinh 1a 10 (sb lan d&ng nhap khong hop 1& tbi da), 6 DT4000M-R sé khoa
ngwdi dung lai va yéu cau dét lai thiét bi. Hinh 4.3 trén trang tiép theo

(Lwu y: Trudce khi khoa thiét bj sau 10 lan nhap mat khdu khong hop 16, bé dém dang nhap sé
dat lai véi mét lan dang nhap thanh céng.)

Hinh 4.1 - Nhap méat khau
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Hinh 4.2 - bang nhdp khéng thanh céng

Khé&i tao Thiét bi (Mdi trweérng Windows), Tiép tuc:

Actions Help

Hinh 4.3 — Pat dén sé lan diang nhap téi da

S4 tai liéu 480DT4000M-R.A01 Giai phap Managed-Ready
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Cai dat (Méi trworng Mac)

Cam 6 DT4000M-R vao mét cong USB trong trén may tinh xach tay hodc may tinh d& ban Mac
clia ban va cho hé didu hanh phat hién ra. Néu phan viing 'DT4000M-R' (Hinh 5.1) khéng xuét
hién trén man hinh desktop, mé Finder & va tim dén phan ving 'DT4000M-R' (Hinh 5.2) &
phia bén trai clia ctra sb Finder (liét k& dwdi DEVICES.) Chon phan viing va nhan dup vao biéu
twong tng dung 'DT4000M-R' trong clra s6 'Finder' (Hinh 5.2). Thao tac nay sé bat dau qua
trinh kh&i tao.

DIA000MER;

Hinh 5.1 — DT4000M-R

FAVORITES
=l All My Files - '

“ AirDro
R P autorun.inf DT4000M-R

A

[11F
=]
]

#\ Applications
[== Desktop

[%] Documents

) Downloads

DT4000M-R.exe win

DEVICES

Hinh 5.2 — Néi dung
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Khé&i tao Thiét bi (Méi trwérng Mac)

Cé thé khai tao DT4000M-R theo mot trong hai cach sau: Béc lap hoac dwoc quan ly. Khi
chay (rng dung DT4000M-R trén phan ving DT4000M-R, DT4000M-R sé tim kiém mot may
cht SafeConsole. Néu may Mac da duworc thiét 1ap cho SafeConsole né sé yéu cau DT4000M-
R dwoc quan ly.

Thiét 1ap SafeConsole trén Mac:

Dé khéi tao DT4000M-R trén mot may khach Mac, ng dung phai biét vi tri cia may ch
SafeConsole. Bé thuwc hién diéu nay, hay lam theo nhitng buéc sau day trudc khi cdm thiét bi:
1. Nhén vao trinh don "Go" & géc trén bén trai cia man hinh OS X.

2. Chon 'Utilities' ttr trinh don d6 xuéng.

3. M@ rng dung 'Terminal'.

4. Str dung tai khoan quan tri, gd " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " trong ctra s6 terminal va nhan [ENTER]. (LUU Y: Lénh nay
yéu cau dac quyén cao hon.)

5. Thoat ctra s6 terminal.

6. C&m thiét bi DT4000M-R vao mét cong USB tréng trén may tinh xach tay hodc may tinh dé
ban.

a. M& Safari va duyét dén dia chi ddng nhap SafeConsole ma ban da chi dinh trong Buéc 4.
b. Khi c&nh bao chirng chi xuét hién, nhan “Show certificate.”

c. Nha&n miii t&n & phia bén trai cGa trinh don “Trust” dé hién thj cac tuy chon tin cay.

d. Thay ddi “When using this certificate” thanh “Always Trust”

e. Nhan vao nut 'Continue'.

f. Nhap chirng danh cta ban dé két nbi dén SafeConsole

(Lwu y: Ban ciing c6 thé sir dung trinh cai dat Mac tir trang trién khai clia SafeConsole.)

Néu Mac chwa dwoc thiét lap dé két néi dén may chu SafeConsole, DT4000M-R sé vuot qua
tuy chon quan ly va cho phép ban khéi tao thiét bi nhw mot & doc 1ap. Néu Mac da duwoc thiét
lap, mot hop théng bao sé xuat hién cho phép ngudi dung quyét dinh xem 6 DT4000M-R cé
dwoc quan ly hay khong.

1. Quyét dinh xem DT4000M-R cé dwoc quan ly hay khéng.
Nhan vao 'Yes' s& dang ky DT4000M-R v&i SafeConsole va ké thiva cac chinh séach
hién dang dwoc ap dung trén console quan ly, bao gébm tiéu chi mat khau, kiém tra thiét
bi va cac tuy chon quan ly khac. (Hinh 6.1) Tiép tuc trén trang tiép theo.

o Is this DT4000M-R the property of Kingston
2 MIS?

No Yes

Sé tai liéu 480DT4000M-R.A01 Giai phap Managed-Ready Trang 10/ 14
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Hinh 6.1 — Tim thdy SafeConsole
Khé&i tao Thiét bi (Mdi trwérng Mac), Tiép tuc:
Nhap vao 'Yes" d& xac nhan quyén s& hiru thiét bj nay, ban sé dwoc nhac nhé néu ban 13

ngwdi dung chiu trach nhiém véi thiét bi nay. Hinh 6.2

P Are you trgad.lab0/Non-domain users/trglab
D | and responsible for this DT4000M-R ?
= Your choice will be registered on the server.

No Yes

Hinh 6.2 — Xdc nhan Ngwoi dung (Tiép tuc trén trang tiép theo)

Sé tai liéu 480DT4000M-R.A01 Giai phap Managed-Ready Trang 11 /14
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Khé&i tao Thiét bi (Mdi trwérng Mac), Tiép tuc:

1. Chon mét mat khau. Cac 6 khéng dwoc quan ly sé yéu ciu mot mat khau véi nhivng tiéu
chi sau day:

Toi thiéu tam (8) ky tw, bao gém 1 chir hoa, 1 chir thwérng va 1 chiv s6*

Céc 6 dwoc quan ly sé yéu cau mat khau dap (rng cac tiéu chi dwoc dat ra trong chinh
sach cia may chi quan ly SafeConsole.

2. Mot khi mat khdu da dwoc chon (va dap ing cac tiéu chi da dwoc dat ra), ban phai nhap

mat khau mét 1an niva vao 6 'Confirm Password' d& bdo dam ban da nhap dung. Hinh
6.3

3. Nhép vao 6 kiém dé chap nhan tuyén bd bdo hanh.

# DT4000M-R®

. Welcome

Password Policy

Password must contain:

x at least 8 characters

x at least one digit (1)

 at least one upper case letter (A)
 at least one lower case letter (a)

Select

essnsnsen 4

[« ! have read and understood the warranty

Hinh 6.3 — Xdc nhan méat khau

4. Nhén [Confirm] d& hoan tt qua trinh kh&i tao.
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St dung Thiét bi (M6i trwd'ng Mac)

¥ DT4000M-R®

M&i lan DT4000M-R dwgc cdm vao
may Mac, ng dung Kingston ff enter passwora
DT4000M-R can phai dwoc mé. Thao
tac nay sé khéi tao thu tuc dang nhap
nham xac thwc nguoi dung va bao vé
phan vung di liéu bao mat. Khi clra sb
dang nhap xuét hién (Hinh 7.1), nhap
mat khiu cla ban va nhan [ENTER]
hodc nhan vao miii tén dé tiép tuc.

Hinh 7.1 - Nhap méat khau

Trong quéa trinh dang nhap, néu ban R DT4000M-R®
nhap sai mat khau (Hinh 7.2), ban sé
c6 thém mot 1an niva d& nhap dung mat
khau; lwu y rAng c6 mét tinh nang bao
mat tich hop san dé theo dai sb 1n | s
dang nhap khéng hop lé va néu sb lan
nay dat dén gia tri trwdc khi cu hinh 14
10 (sb lan dang nhap khong hop 1& t6i
da), 6 DT4000M-R sé& khoa nguwoi dung
lai va yéu cAu dat lai thiét bj.

. Enter password

Hinh 7.2 — BDang nhap khéng thanh céng

(Lwu y: Trioe khi khoa thiét bj sau 10 lan nhdp mat khdu khéng hop 16, bo dém ddng nhép sé
dat lai v&i mét lan dang nhép thanh céng.) Tiép tuc & trang tiép theo.
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Str dung Thiét bi (Mdi trwérng Mac), Tiép tuc:

Khi mat khdu dwoc nhap dung, ban sé c6 quyén truy cap vao phan vung di liéu bado mat va
trinh don DT4000M-R & gdc trén bén trai. Cac tuy chon trinh don xuét hién sé khac nhau tuy
thudc vao cac chinh sach dwoc ciu hinh trén SafeConsole. Theo méc dinh, ngwdi dung sé cé
thé thay d6i mat khau ctia minh, khda thiét bi va thay déi cac thiét Iap vé thoi gian khéa thiét bi.
Hinh 7.3

§ DT4000M-R®

. Enter password

Hinh 7.3 — Pat dén sé lan diang nhap téi da
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%3 (Windows O5%)

1. O DT4000M-R O A OO AROOBH XHLA AT H
USB #2101, %4 Windows OO OO0,

* Windows Vista/7/8 OO OO0 O M

A, o 2.4 R,
FrimkO0O% 2 )h, Windows 04 <O O #IHA L
O,
* Windows Vista/7/8 OO EZF] AutoPlay (1
O #n, 00 2.2 b0,
2. OO0 077 DT4000M-R.exe”,
A Windows O HO# ik, OwLlOO# CD-

ROM 70 (O 2.3) OF0O017 DT4000M-R #2/¥.
ORI OEOOM AL,

[ [EE=S =N ™
@le. »CDD... » - [ 43 ]| searcn
Organize v Burn to disc i v O @
A
{ Favorites | |
Pl Desktop ‘ ,f |
4 Downloads =l DT4000M-R win
| Recent Places ‘ -app
4 Libraries (:,'
5| Documents autoran | DT4000M-R
@' Music
b=/ Pictures
4 videos S
. 4 items
|

[0 2.3 - DT4000M-R [0 %%

Installing device driver software
Click here for status,

N\
m—

021-0000F&F#E

r' AutoPlay LEBJ M

' CD Drive (G:) Login DT4000M-R

[ Always do this for software and games:

Install or run program from your media

. Run DT4000M-R. exe
Published by BlockMaster AB

General options

J Open folder to view files

s Explorer

View more AutoPlay options in Control Panel

[0 2.2- AutoPlay (5 O##) &0

(758 AutoPlay (F O0#550) #i I
SO O R 5P H g 27
JEHIAS I Al gEA A0, HOO{7 0 H
oo O, )
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OO#®#E1t (Windows O05%)

DT4000M-R mJLLimOLL FOO N2 —Ofr#ia b - OreiszfE, OO4F 00 AFHHR USB
P20, DT4000M-R O O4k“safestick’ -0, OO EO$L(L SafeConsole Nk OZSHINLE

(*/EE - OO LU# H SafeConsole &5+ 1A Windows %42/, )
HKey Current_User\Software\BlockMaster\DT4000M-R

RO XONF(E, DT4000M-R OO OO, OO000uA OO 0O40, ARE
OXOMOFc, DOOMBEERRHNODE S G2 DT4000M-R OO, O 3.1

§# DT4000M-R found SafeConsole i ==

'0" Is this DT4000M-R the property of Kingston MIS?

[ Yes I [ Ne

# 3.1- # %/ SafeConsole

1. O%EE Mg DT4000M-R,

OO“%"0O4F SafeConsole 1{1:0 DT4000M-R O O/& B HIG T OAM NG, Mi5%E
OO, OO0 M@ REDee, O 7 aO00mra D, fEinib.2 s 2R
OO AAM TP/ HOSHE, O 3.2

Windows Security _‘ l [T

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

‘ IU €r name ‘
Password ‘

[ ok ][ cancel |

03.2-#OFFEDO

DT4000M-R 7fEHEE OO 2 a0 OkRFrcE 00, F—ood,

000 480DT4000M-R.A01 D) AmPES 450, 140
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OO#%1t (Windows O0%) , O :

OO“¢4"0OBH 1 DT4000M-R 7& SafeConsole -0, O bOON-O0Ogs, O EHE
EHAXOADO00O0O0®O, ERHOO00 SafeConsole Hiil:O,

2. OO%0O, JEz#EMOvO4F0FBEOLN FOFED (O 3.3)

kAADO B)F/KF, EE10KXKOFHR. 1O0/pO0FRM1O0F

. Welcome

Password Policy

~ Password must contain:
B at least 8 characters
at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

_Pwd Hing -
I have read and understood the warranty

Confirm

03.3-HOoEd
FPem M OO%E®EAOD K SafeConsole A H AR O h O O # 0,

3. DEw O (HWOOARCOM) Ju, OO SOREhFAOA DO L
RO AT,

4. OOOOREEZRIE O,

5. OO0 [# 0] el ¥R,
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OO A (Windows [032)

& O A DT4000M-R O & OO0 AW LOR T O#MW 0 (O04.1) . £500F D,
WEOALZWED (O04.2) , OO -AOAEMHASOMHILO ; OEE, OENLRIIEE
O Las00omx0, MmEOOXOOFOKEMDO 10 G oexsnoxn) |,
DT4000M-R OO OO¥ROOEE, D43 #F—0O

(FEEE - 10 XA OO00FO00.2 b1, AR5 & 00%FE 004, )

DT4000M-R®

Actions  Help

04.1-0O0A&EO

04.2-0%0
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043- O0FRAEHZEOKRO
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ZE (Mac O%)

O DT4000M-R O A Mac OOAOO GNP USB £ 01, 52000800470
WO -O4 HO“DT4000M-R'45  (Figure 5.1, 7 AT O Ok 24 & O (7 “DT4000M-R* 45
(O 5.2 , frrOfeasicOdn (gohsyiit) o 20rR4s000DT4000M-R O 2 ¥ O
O“O4kaé&n (052 . OOOWBUIKBILOR,

DIA000MER;

[J 5.1 - DT4000M-R

YT4000M-R

= P8 = oo ==

FAVORITES
E. All My Files . l

€ AirDrop

autorun.inf DT4000M-R
#\ Applications

[&2] Desktop
@] Documents
) Downloads

DT4000M-R.exe win
DEVICES
SHARED

TAGS
M Red

05.2-0%
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OO# 451k (Mac O5)

DT4000M-R v LB OILL OO N2 —Ofr#kA b - Oviesz#E, OO DT4000M-R & iy
DT4000M-R O HFEf» O, DT4000M-R O O#k SafeConsole kg5, W1 Mac 424
SafeConsole, OO /5x DT4000M-R O 3% #/ #

Mac SafeConsole Z2 ¥ :
YE Mac & O E#)in/b DT4000M-R, O HFE 4 OAEE O gz SafeConsole ik 75,
wO TN, OEOADD 2L P O0017
1. 00 OS X O/ EAm“Orm 20,
2. 0 MOk OO“OM A",
3. OO“Ou"OHFEF .
4. (FHEH OO, 0¥ DO A“defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick”, #: [ENTER], (i : O S ANEEEFOM, )
5. R OuWmE 1,
6. 0 DT4000M-R O AOOAODO ML ] Y USBRZ I,
a. 70 Safari OO OO0 4 hfeEny SafeConsole & Ok,
b. OOOOZE0O, OOCxO0",
c. ¥ MEMOAFAOWFO0RzE0OO,
d. O“HDODOOO"E KO O (E”
e. OO“O00O#%0O,
f. OA DO DO £ SafeConsole
({7 : OOn] LA SafeConsole &% O i) Mac ZEF 7, )

M-k O Mac #2731 SafeConsole flkdz2s, DT4000M-R OO OO, OnfOO0OO#H
(OO, OO0, mEAOE Mac, OOOHEBEELSRBHOOE &6 E 1 DT4000M-R
Dﬁ:ljo

1. OTEh2EH DT4000M-R,
OO“%2"0O4r SafeConsole #1110 DT4000M-R O O & BEEHIA T O AW 5NE, ME5%
OO, OO0z Yee, (061) FT—OOO,

L Is this DT4000M-R the property of Kingston
&) MIS?

No Yes

# 6.1 - # %/ SafeConsole

000 480DT4000M-R.A01 Uan e U] AmPIES #1100, 140



¥ Kingston —
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OOYrmO00D00OwrAD, mEO2E0000OmioOoOkst R, 06.2

S~ Are you trgad.lab0/Non-domain users/trglab
- and responsible for this DT4000M-R ?
= Your choice will be registered on the server.

No Yes
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2. OE%0 (MO0 CO) Jg, OFSEae“ O 0 CORRE b RO A O% 0 LU
RO %ER, [06.3

3. OODODOHEEEZ AR O,

§ DT4000M-R®

. Welcome

Password Policy

Password must contain:

® at least 8 characters

x at least one digit (1)

® at least one upper case letter (A)
® at least one lower case letter (a)

,l ey S

[« | have read and understood the warranty

Confirm

06.3-#O#O

4. OO [# 0] e,
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# DT4000M-R®

.‘ Enter password
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® DT4000M-R®

. Enter password
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# DT4000M-R®

. Enter password
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1. ¥ DT4000M-R O AF MR EL O FRYE S -
AR USB gt SFfe Windows {HJHI£ 44 1%

Installing device driver software
Click here for status.
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| Recent Places -app

4 Libraries (:,'
5| Documents autoran | DT4000M-R
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4 videos S

. 4 items

|

2.3 - DT4000M-R 7 2%

Managed-Ready 77 %

' CD Drive (G:) Login DT4000M-R

[ Always do this for software and games:

Install or run program from your media

. Run DT4000M-R.exe
Published by BlockMaster AB

General options
J Open folder to view files

View more AutoPlay options in Control Panel
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§ DT4000M-R found SafeConsole i =

"6" Is this DT4000M-R the property of Kingston MIS?

[ Yes I [ Ne

3.1 - # %/ SafeConsole
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Windows Security l ‘ [T

Confirm ownership

Kingston MIS requires confirmation of DT4000M-R ownership. Enter your
computer credentials to confirm.

‘ / I User name ‘
\ Password |

[ ok ][ cancel |
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. Welcome

Password Policy

" Password must contain:

B at least 8 characters
at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

_Pwd Hind -

I have read and understood the warranty

Confirm
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T ) [DT4000M-R] FE ALK IR R (B 5.2), 55 @B HES T oIt bR,

DIA000MER;

5.1 — DT4000M-R

YT4000M-R

< Bl om| =

FAVORITES
E. All My Files . l

€ AirDrop

autorun.inf DT4000M-R
#\ Applications

[&2] Desktop
@] Documents
) Downloads

DT4000M-R.exe win
DEVICES
SHARED

TAGS
M Red

B 52- A&
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¥ Kingston =

2B ¥ 15 1L (Mac FRIR)

DT4000M-R 8ELA FANWIFR 5.2 —E1T00a610 © ez 5 B, OB DT4000M-R gl /Y
DT4000M-R JFEHFE K, DT4000M-R & =;:tk SafeConsole fallllkas. W TR ET ¥
SafeConsole %7 Mac, & #2750 DT4000M-R #0324 Bk e

Mac SafeConsole & 7€ :
i 2 WAL Mac P4 1% DT4000M-R, 6 A2 A28 JE L{e] . £1) SafeConsole fr) i #5 11
(ZE, A7 SEPATIEIESE, DA O ASEE BT FAIIER ¢
1. - F 0OS X Oifi /e By [BT] ThiE e,
2. 9 I h7 R B SR [ TR,
3. OJH [#umb] ME TR A,
4. I ERS, {Ertuntdla ik A " defaults write
/Library/Preferences/com.blockmaster.device console https://<IP Address of
SafeConsole Server>/safestick " W% I [ENTER], (7 : ARG EHETHRER, )
5. Bt BAR an B L AT
6. /f DT4000M-R O A FEECAE G 2 O EAYE R v F USB Hidzti,
a. {0 Safari W #1207 K 4 rhi5cn) SafeConsole & A7,
b. HHBLIREEHEIRE, #&— F [BURRH].
c. & I [151F] Zh6E 3R /o (T A DA /S 5 AT 58 1A,
d. FF [ R RS IRy] 8 0 O ks fs 1]
e. #%— P [MEE] #% 0.
f. g A O RS LLdL#R 4 SafeConsole
(7 Ot T LIt SafeConsole 3T B H] Mac 25725, )

ZZD%D?I%H Mac %&7¢ O3 5 SafeConsole frfllk?s, DT4000M-R HIJ € i 45 258 51 0 28 O
ET%JJZZ‘\TKDZ@A&%TJ%O MR AR T Mac, A HBIGRR R T8I, a0 B Pos & G 2
& HE DT4000M-R [ 5 il

1. RIS 24T PE DT4000M-R,

#:—F [Z] &1 SafeConsole & #% DT4000M-R I i A5 B E e EEIAGMIEAI, s
BREIELE. BRI e, (B 6.1) SRR A& T — .

L Is this DT4000M-R the property of Kingston
- MIS?
i

No Yes

6.1 — ¢ 2/ SafeConsole
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¥ Kingston —

#EE sk (Mac 1), #E -
e—F [DE] DR E s HE, SR e it s O G O/ Hbhs S i %, B 6.2

‘ Are you trgad.lab0/Non-domain users/trglab
- and responsible for this DT4000M-R ?
Your choice will be registered on the server.

No Yes

6.2 - HEZ(E/HEH (RERE T —R)
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B H iRk (Mac IR55), #MiE

1. SRECHHS, TR BT R SIS

EPN @) HEFL, BE1EARFL. 1HNMNSFILM 1 EEF
S PR & iR T ST 5 SafeConsole /& Bl il o It HIl I ssg o -2 {1 4 kG

2. EREMS 2 (1T H ALY GIRCiviert), QIDLAHE [ w5 SCr JiRrh ik A8 K,
LI e i AN HHLT . 6.3

3. & MLIUTB DB SZ PR R

§ DT4000M-R®

. Welcome

Password Policy

Password must contain:

® at least 8 characters

x at least one digit (1)

® at least one upper case letter (A)
® at least one lower case letter (a)

[« | have read and understood the warranty

i — s

Confirm

5 6.3 — #Z WG

4. % [#EEE] DLSEiwina b,
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45 & (# F (Mac B %)

# DT4000M-R®

7K DT4000M-R O A Mac S4iffilh,

4% O F) Kingston DT4000M-R e fi f§ enter password
R 3 7 O B8 (01 6 R 2 — |
PRI T AT (Y, AT (N

MBI (B 7.1), ADQMEWIZE T
[ENTER] slé#%— |7 98 LA 8

7.1 - RAEMG
(T AR, 0 i A S S ( 000 B orioson-re
B 7.2), QIO Ao — K@ B O
ATERERRE 5 VL, 4 — N & I Enter pesswora

PE D) BB E B B e A R, R
TREERTRACERENDO 10 (MACE AR
FB), DT4000M-R & G {1 % H

B 7.2- BA%M

(EE  EHIRA 10 XML MTE B IEE EHUE 2 i, TGS & (K2 G T H
Ko )BEERTHE T —H,
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LEMM (Mac H%), MHE :

WA IE R B, O AT LA U 4 ZORHRARE £ I /2 75119 DT4000M-R ShAEZE, MLHE(r
SafeConsole PRy, e IAYUR WA @ AT, (IR, (55 i D v 3L
W5, SHOERELY TR RS G B S, 7.3

# DT4000M-R®

. Enter password

B ]

7.3 - CZZ F MaxNoA
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